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ABSTRACT

Technological advancements have been evolving for so long, partic-
ularly Internet of Things (IoT) technology that has seen an increase
in the number of connected devices surpass non IoT connections.
It has unlocked a lot of potential across different organisational
settings from healthcare, transportation, smart cities etc. Unfor-
tunately, these advancements also mean that cybercriminals are
constantly seeking new ways of exploiting vulnerabilities for ma-
licious and illegal activities. IoT is a technology that presents a
golden opportunity for botnet attacks that take advantage of a
large number of IoT devices and use them to launch more power-
ful and sophisticated attacks such as Distributed Denial of Service
(DDoS) attacks. This calls for more research geared towards the de-
tection and mitigation of botnet attacks in IoT systems. This paper
proposes a feature selection approach that identifies and removes
less influential features as part of botnet attack detection method.
The feature selection is based on the frequency of occurrence of the
value counts in each of the features with respect to total instances.
The effectiveness of the proposed approach is tested and evaluated
on a standard IoT dataset. The results reveal that the proposed
feature selection approach has improved the performance of the
botnet attack detection method, in terms of True Positive Rate (TPR)
and False Positive Rate (FPR). The proposed methodology provides
100% TPR, 0% FPR and 99.9976% F-score.

CCS CONCEPTS

« Security and privacy — Intrusion detection systems.
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1 INTRODUCTION

Cybersecurity is a constantly evolving field. As such cybercriminals
are constantly exploring and coming up with novel ways of finding
vulnerabilities as well as exploiting them for malicious and illegal
activities. Several attacks have been existing for years such as mal-
ware spread, the malwares are then used later to perform attacks
such as data ex-filtration and Denial of Service attacks using or on
infected devices [10, 11]. Covid-19 pandemic has led to increased
remote services and remote working, rendering online security
difficult and a challenging task while creating a golden opportunity
for cybercriminals. This has resulted in an increased number of
vulnerable devices leading to several attacks targeting the general
public (online shopping fraud) and businesses. According to the
Royal United Services Institute, these attacks have reached epi-
demic levels during covid-19 pandemic [35]. Evidently, Covid-19
has become one of the enabling factors for cyber attacks.

Increasingly consumer daily activities and industry operations
heavily rely on IoT technology, with vast amounts of data collected
from the environment and sent to the cloud for further analysis.
Examples of such IoT solutions include the deployment of smart
street lights, smart meters and air quality monitoring in smart cities,
these are widely used in developed countries. The benefits of IoT
systems range from conservation of energy and improved decision
making as well addressing environmental concerns. While there
are countless benefits brought by IoT technologies, it comes with
a lot of security challenges. Some of the security issues are due to
inherent limitations, the limitations include processing power and
storage constraints [5, 25]. On the other hand, lack of sufficient
configuration of IoT devices creates many weak links, therefore
compromising IoT devices is usually not hard. Breaching IoT de-
vices lead to more catastrophic damages such as taking out critical
applications for an extended period, inevitably this results in loss
of billions of dollars and, in the case of the healthcare sector, these
attacks can lead to loss of lives [13, 24].
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According to IoT analytics, the number of connected IoT devices
reached 12 billion and surpassed the number of connected non
IoT devices in 2020 [19]. The number of connected IoT devices
continues to grow and is projected to reach more than 27 billion IoT
connections by 2025 [26]. The proliferation of the IoT technologies
across industries has opened up and increased attack surface/threat
landscape, thus adding to the enabling factors for cyber attacks and
acting more as a catalyst on some of the attacks like DDoS [18].

An opportunity of a lifetime is presented to cybercriminals who
target these devices and infect them with bot malware, effectively
turning them into botnets which are then used to carry out even
more lethal and illegal attacks at a later stage. The term bot is short
for robot, this is a type of malware that is usually transmitted by
exploiting vulnerabilities of an application or operating system.
Once a computer or device is infected by bot malware it becomes
part of a botnet (robot network), the device is then automatically
controlled by a command and control (C&C) server, as such bot
infected devices would typically connect to C&C server and await
instructions from the server. The C&C server is in-turn controlled
by a bot master. Botnets are more powerful and sophisticated am-
munition at the disposal of cybercriminals. Once a botnet is formed
with a large number of infected devices, it is then used for differ-
ent types of cyber attacks including renting for illegal activities
such as crypto mining, data ex-filtration, phishing scams and DDoS
[6, 12]. Indeed, in recent years botnets have been responsible for
attacks such as DDoS, data ex-filtration etc. with the most com-
mon attacks being DDoS. Examples of such botnets include Mirai
botnets and variations [21]. The botnets continue to evolve and
in some instances new ones are derived from old ones. Web appli-
cations such as looking glass threat map show live attacks across
the world, also indicating the infections per second [28, 33]. As
indicated earlier, botnet attacks are a serious problem and result
in the loss of billions for companies every year, therefore botnet
detection and mitigation is an important problem that calls for
more research from the cybersecurity research community. Several
promising solutions proposed in the literature for botnet detection
and mitigation include machine learning approaches.

This work proposes a machine learning approach to botnet de-
tection and mitigation by analysing network traffic derived dataset.
The focus of the proposed approach is to reduce dimensions during
feature selection as part of a machine learning solution. The fea-
ture selection identifies noisy features based on the frequency of
occurrence of value counts for each of the features. Once identified
the noisy features are removed.

The rest of the paper is organised as follows: Section 2 presents
the related work, Section 3 provides details of the proposed ap-
proach. Section 4 discusses the experimental setup, dataset used
and evaluation of results. Finally, Section 5 concludes the paper.

2 RELATED WORK

Detection of botnet activities on network traffic is a challenging task
as botnets keep evolving. Several techniques have been proposed in
the literature ranging from signature-based approaches to machine
learning based anomaly detection approaches [9]. Signature-based
detection systems are typically deployed on network intrusion
detection systems such as Zeek [2] and Snort [1, 7, 15]. They yield
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good performance for attacks with known signatures, however,
detecting zero day attacks is still a challenge. The proliferation of IoT
solutions across industries exacerbates botnet detection challenges,
particularly because IoT devices are easy to compromise and deploy
in large numbers.

Several machine learning approaches have been investigated for
the detection of botnet attacks. Specifically, both supervised and
unsupervised learning. The popular machine learning algorithms
deployed for malicious activities detection are support vector ma-
chines, random forest, logistic regression and decision trees[4, 14,
16, 17, 31, 32, 34]. In other studies, algorithms deployed for detec-
tion of botnet attacks include artificial neural networks deployed
together with machine learning [27]. Deep learning is also proposed
as one of the best models to deploy for botnet detection but not
suitable for deployment in IoT devices as they are typically memory
constrained, for those reasons solutions such as reducing dimen-
sion of features is often proposed [23]. Joshi and Abdelfattah [17]
investigated the efficacy of various machine learning algorithms
on IoT botnet attack classification. Wiyono et al [34] analysed the
performance of the decision tree deployed as classification model
for botnet activities in IoT network forensics.

Intrusion Detection Systems (IDSs) are also promising solutions
for botnet detection and have been proposed in the literature [3].
IDS is an active field of research, particularly when incorporating
anomaly detection techniques, and are even better when deployed
for detection of malicious activities in real time. Other works include
detection of the lifecycle of attacks such as botnet attacks. Here,
correlation approaches are proposed to help reduce false alarms,
leading to improved performance [30]. Other approaches include
analysis aimed at understanding how botnets spread and have the
potential to learn how botnets evolve and could lead to improved
and effective techniques that can be used to detect botnet attacks.
In their paper, Mahboubi et al. [20] investigated and explored the
use of epidemiological modelling to help understand how botnets
spread. The reported evaluation yielded promising results that
have the potential to improve detection approaches by deriving
new signatures from the understanding of how botnets evolve and
spread over time. Other works focus on specific phases of a botnet
attack, for example detecting C&C communication from the servers,
which in turn aims to prevent further attacks by detecting early
phases of a botnet attack [37].

Blockchain technology is an emerging and interesting technol-
ogy applied to a number of areas. It is a technology that is explored
for addressing data integrity, privacy, and authorization issues in
TIoT [22, 38]. Spathoulas et al. [29] proposed a blockchain based de-
tection of DDoS attacks from IoT botnets, the proposed approach is
an agent-based detection system deployed on the gateway instead
of IoT devices.

Velasco-Mata et al. [32] proposed botnet attacks detection ap-
proach, with feature selection based on information gain and gini
importance, the results of the work show improved performance.
Likewise. Injadat et al. [16] proposed an optimised machine learn-
ing approach for detection of botnet attacks and reported improved
performance. While statistical feature selection and reduction tech-
niques such as chi square already exist in the literature, several
alternative feature selection approaches are often proposed and
deployed together with machine learning resulting in improved
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performance, as such it is one aspect of detection approach that is
worth exploring when it comes to boosting performance of existing
machine learning approaches. This work investigates the useful-
ness of features and proposes a feature selection approach that
identifies and removes less influential features from the network
traffic data. The effect of the proposed feature selection approach is
evaluated on three machine learning classification algorithms. The
proposed approach is investigated in the context of IoT, as such IoT
traffic generated data is used to evaluate the proposed method. The
proposed approach focuses on extracting the usefulness of a feature
based on the most dominant pattern of each of the features, the
frequency of occurrence of the most dominant pattern is used as a
score, finally, a manually selected threshold is then used to identify
and remove noisy features with score above threshold value. To the
best of our knowledge addressing feature selection this way has
not been explored in the literature.

3 PROPOSED METHODOLOGY

The proposed methodology aims to classify the network traffic into
malicious and normal, for the purpose of detecting botnet traffic.
This work investigates the effect of eliminating noisy features and
keeping only the most influential features on binary classification
of normal and malicious instances. The methodology is set up in
two stages; the first one is feature selection and the second stage
is building the detection model. Figure 1 illustrates the proposed
methodology. In the first stage data is cleaned and noisy features
are detected and removed from the data, then three algorithms are
trained and evaluated to build the detection model. Subsection 3.1
and 3.2 elaborate more on the two stages.

Feature
Selection

Reduced Network
Traffic

e
C

Network Traffic

Logistic Reg

Logistic Reg

Decision Tree|

Logistic Reg

Figure 1: Proposed Methodology for the detection of Botnet
traffic.

3.1 Feature Selection

The main focus for this stage is the identification of features from
the data that are less influential for classification purposes. Once
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identified, these features are then removed from the data before
proceeding to the next stage. The proposed approach focuses on
the most dominant pattern for each of the features. A frequency of
occurrence for each of the dominant pattern values with respect
to the total instances is determined and analysed. Ordering the
frequencies of the dominant patterns in descending order, it is ob-
served that the frequencies of the most dominant patterns range
from 100% down to the lowest scoring frequencies. A further anal-
ysis of the samples for each of the feature frequencies, reveals that
features with higher frequencies tend to have instances from all
the target classes and those in with lower frequencies have only
one target class, thus lower frequency pattern features are more
influential for classification purposes than ones with higher fre-
quencies which are noisy features, with level of noise increasing
as frequency increases. The proposed approach therefore targets
these noisy features occurring at high frequencies, with a manually
selected threshold value set as a cut-off for removal of the noisy
features.

Algorithm 1 provides the steps followed for identification and
removal of less informative features. The algorithm requires source
port and target column names, also threshold value is required in
the form of percentage for example 100.0. The reason for requiring
positions of obvious features is that in network traffic data, features
such as source port number are not useful as they are generated
randomly as such would not have any meaningful contribution on
classification. Furthermore, a unique identifier is another obvious
one that does not contribute to detection of malicious activities
in network traffic data. In line 1 and 2 total observations in data
is computed and saved in r and an empty list (col_dI) to store
names of less influential features is created. Source port column
names form part of the obvious features that are less useful and the
target name is identified here as only features are to be analysed
at this stage. The given features are removed as indicated in line
3 — 5. The threshold parameter should be between 0.0 and 1.0. Line
6 — 11 identifies column names that are less influential based on the
threshold provided, this is done by iterating through each column,
unique value counts are then computed and if any unique count
is greater than threshold then the column name is added to less
influential features list. Finally, all the columns identified as less
informative are removed from the data. At this point the data is
ready for stage 2.

3.2 Model Training and Best Model Selector

This stage takes as input reduced data from the first stage and is
concerned with processing the data further before training several
classification algorithms. As the goal of the proposed method is
a binary classification of malicious and normal, all the malicious
classes are combined into one class. The resulting target labels are
only normal and malicious. Once further processing is done, the
traffic data is passed into model training, this is where three classi-
fication algorithms are trained, specifically decision tree, support
vector machine and logistic regression. The choice of these algo-
rithms is based on their popularity in the literature [4, 17, 31, 32]
that address similar research problems. The trained models are
then passed to model evaluation, which evaluates and produces
performance results. The evaluation is performed with 5 fold cross
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Algorithm 1 Implementation Pseudo-code for Selection of Most
Influential features

> Dataset

> Source port provided by user
Require: tgt > target provided by user
Require: thld > frequency of feature value

1: r < compute total instances (rows)

2: col_dI[] « 7 » Create empty list for feature names to drop
. drop sp
. drop tgt
: drop id_col
. for col_name in columns do
o[] « compute total count for each unique value
for uniq_value in col_name do

if v[uniq_value]/r > thld then

10: if col_name not in col_dl then
11 col_dI[] « Add col_name to drop list
12: end if
13: end if
14: end for
15: end for

Require: data
Require: sp

=TI B NS B NN

validation [36]. The results for each model go through the best
model selector which analyses performance metrics for each of the
machine learning algorithms trained. Finally, based on the results
of the trained models, the best performing model is selected based
on the overall score for each classification algorithm on all chosen
metrics.

4 EVALUATION OF RESULTS

The focus of the experiments is the classification of normal and ma-
licious connections from the network traffic data, the malicious la-
bels for the dataset namely: C&C, DDoS and PartOfHorizontalScan
were combined into one class. This resulted in two classes: nor-
mal and malicious. To evaluate the effectiveness of the proposed
method, a publicly available dataset IoT23 [8] is used. Experiments
are performed in two scenarios. In the first scenario, experiment
is performed without the feature selection stage, this is done as a
reference to determine if the proposed method given in Section 3
improves the performance. In the second scenario, the experiment
is performed after removing obvious less useful features such as
unique ID, time stamp, source IP address, source port number. Sec-
tions 4.1 and 4.2 provide more details on the experimental setup,
which includes the results of the experiments.

4.1 Dataset Description

10T23 is a dataset derived from IoT devices network traffic. Refer to
Table 1 for label distribution of the chosen dataset. This dataset is
labelled connection logs files generated by Zeek from the network
traffic. The dataset has 20 feature variables and 4 classes in the
target variable indicated in Table 1.

Lefoane et al.

Table 1: CTU-IoT-Malware-Capture-34-1 (Mirai) Labels Dis-
tribution

Label Flows
Normal 1923
C&C 6706
DDoS 14394

PartOfHorizontalPortScan 122
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Figure 2: True Positive Rate and Precision Evaluation Results
for Several Classification Model

4.2 Experimental Setup

Following removal of the obvious less useful features already stated,
the results here are 16 features data. The steps outlined in Section 3.2
were deployed on the data to generate results for the first scenario.

The second experiment was performed following the approach
outlined in Section 3, specifically the steps outlined in Section
3.1 and Section 3.2 were deployed. The results of the first stage,
outlined in 3.1 are six features only data, compared to first scenario
this shows that ten less informative features were identified by
proposed method and removed.

The evaluation metrics computed to evaluate the performance of
the proposed methodology are: True Positive Rate (TPR), a propor-
tion of correctly classified malicious connections to total malicious
instances, this is effectively the detection rate that measures how
accurately a model predict malicious connections in the data. False
Positive Rate (FPR) is a measure of proportion of false alarms to
total normal connections, Precision is a proportion of correctly
classified malicious connections to a total classified as malicious,
this measure finds out how many of the connections predicted as
malicious are actually malicious. Overall Success Rate (OSR) is a
proportion of all correctly classified to total instances and F — score
is a measure of success based on trade off between Precision and
TPR.
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Figure 3: F-score and OSR Evaluation Results for Several
Classification Model

Table 2, Figure 2 and 3 shows FPR, TPR, Precision, OSR and
F — score performance results for the experiments performed. NFS,
No Feature Selection is applied, refers to the experimental scenario
where only part of the proposed method explained in Section 3.2
is applied. WFS, With Feature Selection, is a scenario where the
proposed method is applied fully as detailed in Section 3.1 and 3.2.
FPR—D, FPR—L and FPR-S indicate results for False Positive Rate
for decision tree, logistic regression and support vector machine
respectively. Precision — D, Precision — L and Precision — S refers
to Precision results for decision tree, logistic regression and support
vector machines respectively. Finally OSR — D, OSR — L and OSR —
S refers to overall success rate results for decision tree, logistic
regression and support vector machines respectively. The results
reveal that TRP, FPR, Precision, F —score and OSR on the proposed
approach consistently improved the performance results and overall
decision tree performed across all the metrics evaluated, therefore
decision tree (Fine Tree) was selected as the best classifier of normal
and malicious connections in network traffic data.

Table 2: False Positive Rate for classification Models

Experiment ‘ FPR-D FPR-L FPR-S

NFS 0.468  47.894 49.142
WES 0.156 0 0.936

5 CONCLUSION

This paper presented an optimized feature selection approach for
botnet detection. The feature selection is based on the frequency
of occurrence of the value counts in each of the features with re-
spect to total instances. Then three machine learning algorithms
(decision tree, logistic regression, and support vector machine) are
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explored to build the best detection model, utilizing the reduced
network traffic. The results show that the proposed method consis-
tently improves the performance across all the measures: TPR, FPR,
Precision, F — score and OSR. When models for the detection of
malicious activities are deployed, the goal is to train the model such
that it minimises false alarms while also increases the detection
rate, the proposed approach consistently improve performance in
that regard.
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