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Abstract— The advances in the Internet of Things (IoT) has 
substantially contributed to the automation of modern societies 
by making physical things around us more interconnected and 
remotely controlled over the internet. This technological 
progress has inevitably created an intelligent society where 
various mechatronic systems are becoming increasingly 
efficient, innovative, and convenient. Undoubtedly, the IoT 
paradigm will continue to impact human life by providing 
efficient control of the environment with minimum human 
intervention. However, despite the ubiquity of IoT devices in 
modern society, the dependability of IoT applications remains 
a crucial challenge. Accordingly, this paper systematically 
reviews the current status and challenges of IoT dependability 
frameworks. Based on the review, existing IoT dependability 
frameworks are mainly based on informal reliability models. 
However, these models are unable to effectively evaluate the 
unified treatment safety faults and cyber-security threats of 
IoT systems. Additionally, the existing frameworks are also 
unable to deal with the conflicting interaction between co-
located IoT devices and the dynamic features of self-adaptive, 
reconfigurable, and other autonomous IoT systems. To this 
end, this paper suggested the design of a novel model-based 
dependability framework for quantifying safety faults and 
cyber-security threats as well as interdependencies between 
safety and cyber-security in IoT ecosystems. Additionally, 
robust approaches dealing with conflicting interactions 
between co-located IoT systems and the dynamic behaviours of 
IoT systems in reconfigurable and other autonomous systems 
are required.   

Keywords— Internet of Things, dependability analysis, 
safety, cyber-security, safety assurance, reconfigurable systems  

I. INTRODUCTION  

The IoT technology is a breakthrough that has penetrated 
most aspects of modern life. This breakthrough has 
remarkably digitised, transformed and revolutionised the 
world [1]. The paradigm of IoT advances the integration of 
various heterogeneous electronic devices and interconnected 
solutions which impact everyday life by connecting everyone 
and everything together [2]. Accordingly, the IoT is a 
paradigm shift of technology that intends to create an 
intelligent world where objects can communicate with each 
other through the internet platform [3, 4].  

The breakthrough in IoT technology forms the 
centrepiece of the ongoing Cyber-Physical Systems (CPS), 
which integrates the interdependency of the physical objects 
in the environment with the cyber domain. Accordingly, the 
IoT and the CPS are inseparably the critical pillars of the 
ongoing fourth industrial revolution of the world [5, 6]. The 
applications of IoT technology cuts across several areas, such 
as home automation, smart cities, intelligent production 

systems, smart agriculture, smart health care and smart 
transportation, among others [1,7,49]. Moreover, IoT 
technology has an estimated economic impact which by 2025 
would be about $3.9 to $11.1 trillion annually. This 
enormous economic projection underscores the importance 
of IoT innovations [50]. 

Albeit the widespread adoption of IoT systems is one of 
the most significant technological breakthroughs of the era, 
the requirement for highly dependable IoT devices has 
remained a challenge. For instance, high-consequence 
systems such as intelligent transportation systems, smart 
grids, and smart health services require highly secured and 
reliable systems [49]. Traditionally, the dependability of 
systems is estimated using reliability frameworks such as 
fault tree analysis (FTA), reliability block diagrams (RBD), 
model checking and Markov chain. However, unlike 
traditional mechanical systems, the IoT possesses both 
physical and cyber components, bringing numerous new 
issues cumulatively impacting its dependability [8]. 
Additionally, IoT applications have transcended to complex, 
connected, and evolving systems. Hence, these systems come 
with emerging dependability challenges which require new 
approaches [9]. 

The complex nature and heterogeneity of devices in the 
IoT ecosystem bring additional challenges to IoT 
dependability. Relatedly, conflicting interactions between co-
located IoT systems and the evolving nature of modern IoT 
systems constrain existing informal manual reliability 
models [10-12]. To this end, to unlock the full potential of 
IoT applications, it has become expedient to reappraise the 
existing IoT dependability frameworks concerning their 
capacity to analyse IoT systems' complex and emerging 
features. Thus, this paper aims to conduct a systematic 
review of IoT dependability and suggests future work. 
Overall, the paper makes the following contributions: 

● It provides a systematic review of the current 
trends in IoT dependability  

● It examines emerging challenges in IoT 
dependability analysis. 

● It draws open research issues in IoT dependability 
analysis. 

After this brief introduction, the following Section 
conceptualised the IoT dependability and its attributes. 
Section III provides an overview of related work before 
Section IV covers emerging challenges in IoT dependability 
analysis. Finally, Section V concludes the paper and 
recommends future research direction.  



II. IOT DEPENDABILITY 

Dependability is the ability of a system to reliably deliver 
the service it was designed to provide [13]. Accordingly, a 
dependable system should always be able to avoid failures 
that are more frequent and more severe than acceptable so 
that it can provide services that can justifiably be trusted [11, 
12, 14, 15]. Generally, in the field of engineering, the 
concept of dependability has existed for decades. However, 
the concept has been more pronounced in the automotive and 
aerospace industries due to their safety criticalities [8, 14]. In 
the same view, over recent years, the rapid growth of CPS 
has contributed to the expansion of IoT applications into 
high-consequence domains that are either safety-critical or 
mission-critical [16]. Hence, the dependability of the IoT 
system started becoming a significant concern across the 
various stakeholders in the system. Appropriately, the system 
designers need to focus on developing IoT systems that 
should be relied upon and trusted under defined functional 
and environmental conditions. Based on the existing 
literature, the dependability of a system is evaluated based on 
six defined attributes: availability, integrity, reliability, 
confidentiality, safety, and maintainability [14]. Fig.1. 
depicted dependability attributes of a system. 

 
Fig. 1. Attributes of Dependability. 

Dependability attributes of the IoT system could be 
affected by threats such as failures, faults, and errors, which 
could originate from deliberate malicious attacks, unintended 
random hardware failures, and possible conflicting 
interactions of devices, among others [12, 14]. To conduct 
dependability analysis, these attributes and their indices are 
modelled using various frameworks to quantify the overall 
system's dependability. 

A. IoT Security 

While IoT technology derives its value from the 
connectivity of the various pervasive systems and enables 
them to interact remotely over the internet connection, this 
comes with many security vulnerabilities that if exploited, 
can undermine IoT dependability [17]. In the case of simple 
mechanical or automobile systems which are not connected 
over the internet, their dependability can be easily predicted 
using existing traditional reliability approaches. These 
approaches evaluate the system dependability using 
established reliability indices of the sub-systems and 
components [11]. However, in the case of IoT systems, in 
addition to the components' reliability, the system's 

dependability is further affected by innumerable cyber-
security threats. Moreover, a large volume of heterogeneous 
data, the complexity of IoT technology, and the absence of 
defined limits regarding the physical expansion of the 
systems, number, and types of interconnected devices were 
described as some of the common features of IoT systems 
[18]. These features, from cyber-security viewpoints, 
contribute to an increase in attack surfaces in IoT systems 
which open doors to security breaches at an unprecedented 
pace [18-19]. Consequently, security is considered a critical 
non-functional property of a dependable IoT system which is 
an imperative requirement to guarantee the system's 
confidentiality, integrity, and availability (CIA) [12, 20-22]. 

Among the multiple issues concerning IoT design, 
researchers viewed security at the forefront of the challenges 
of IoT systems [12, 23]. Based on the literature, the CIA 
triad, which was considered the core foundation of data 
security, is, at the same time crucial attributes of a system's 
dependability [8, 14]. Thus, security threats against CIA of 
IoT data, if exploited, could result in abnormal behaviour of 
the system and, consequently, affect its dependability. For 
instance, an alteration of IoT sensing or actuation data which 
is a security breach against data integrity could cause 
deviation from the nominal behaviour of the IoT system and, 
thus, negatively affect its dependability [24]. Likewise, a 
denial-of-service attack, which is a breach of the system 
availability, could constitute system downtime, which 
impedes the system's dependability, especially in safety or 
mission-critical services [25]. Hence, a comprehensive 
analysis of the CIA triad must be conducted alongside the 
other dependability attributes to safeguard IoT dependability. 
However, ensuring CIA of sensing and actuation data 
between various IoT entities is a considerable challenge to 
system designers [18, 26]. Accordingly, various threat 
analysis frameworks and models were developed to evaluate 
cyber-security threats and help the system designers to 
develop secured and reliable IoT applications 

B. IoT Safety 

Safety is the absence of catastrophic consequences on the 
user(s) and the environment [14]. Like the security artefacts 
discussed, safety as an attribute of dependability is also 
crucial, especially with the increasing applications of IoT 
systems in safety-critical domains such as biosensor systems, 
and autonomous vehicles, among others. Safety violations in 
IoT design and operations may cause harm to the users, other 
systems, or the environment in which the IoT operates. In 
safety-critical domains, failures, or abnormal behaviours of 
IoT systems or components at some critical moments could 
result in catastrophic consequences, which could be fatal to 
the users, other systems or the environment. Therefore, a 
safety analysis of IoT systems is necessary to ensure that the 
systems do not pose threats or cause physical harm to the 
users and the environment [27]. This is achieved by 
evaluating unintended random failures of hardware, cyber-
security threats and conflicting interactions between IoT 
applications. An effective safety analysis framework should 
safeguard the IoT system from entering unsafe or dangerous 
physical states during its operations. 

C. IoT Reliability 

The reliability and safety of IoT systems are closely 
related as both are essential design goals in IoT architecture. 
The reliability of a system is the probability of a system 
running without failure for a defined period [11, 19]. 



Reliability analysis is carried out to investigate the degree a 
system will require to meet specific performance standards in 
delivering correct, desired, and intended output over a given 
period. The reliability of IoT could be affected not only by 
the random failure of components but also by deliberate 
cyber or physical attacks [28]. Therefore, rigorous 
dependability analysis techniques are employed to ensure the 
safety and reliability of IoT systems. Various reliability 
frameworks were developed and modified to ascertain the 
probability that a system could remain dependable over time. 
These frameworks are used to analyse the reliability 
properties of the system's components and evaluate their 
nominal as well as failure behaviours over defined operating 
periods and conditions. Indices used to quantify system 
reliability include but are not limited to failure rate, average 
time out, and average unavailability, among others. 

D. IoT Maintainability 

Maintainability is the ability of a system to undergo 
repairs and modifications [14]. Maintainability is a measure 
that shows the probability that a failing system can be 
repaired and returned to service in a specific period. The 
Mean Time to Repairs (MTTR) and Mean Time Between 
Repairs (MTBR) are indicators measuring a system's 
maintainability. In the context of IoT dependability, 
maintainability involves the capacity of an IoT device(s) 
while undergoing repairs to keep working to meet its 
intended functionality [13]. Broadly, maintainability also 
relates to the system's continued operation, which may 
involve duties like accommodating new requirements, re-
organising code and other maintenance tasks which extend 
the applicable life period of IoT devices [29]. 

III. RELATED WORKS 

To evaluate the dependability of IoT, various attributes 
that constitute the system's dependability are analysed using 
one framework or the other. However, reliability and 
availability are the most analysed using a quantitative 
approach, among other dependability attributes [30]. From 
the literature, reliability analysis is conducted using various 
quantitative and qualitative frameworks to evaluate system 
reliability. Some of the existing frameworks used for 
reliability analysis are RBD, FTA, Markov chain, and model 
checking, among others. However, the most widely accepted 
technique of conducting dependability analysis is based on 
FTA and its extensions [11, 21, 30-32]. FTA is a graphical 
risk assessment technique developed by Bell Laboratories in 
the early 1960s, which is used to determine how the 
occurrence of a component failure in a system can propagate 
to cause complete system failure [30]. The technique is used 
in system safety and reliability to determine the combination 
of basic component failures that can lead to an overall 
system failure using the traditional Boolean logic gates 
'AND' and 'OR' [11]. The FTA technique is a systematic, 
graphical, and deductive process that explores logical 
connections between faults and their causes in a system using 
various events and gate symbols [21, 31]. Accordingly, 
dependability analysis is conducted using FTA in two folds. 
Namely, the qualitative approach involves reducing the FTA 
to minimum cut sets (MCSs) using various algorithms such 
as the Method of Obtaining Cut Set (MOCUS) [11]. This 
approach gives the basic events that must happen for the 
system to go down. Therefore, critical components of the 
system could be identified, and necessary redundancy will be 
built to ensure the system's dependability [11]. On the 

contrary, the quantitative approach in FTA involves 
probabilistic estimation of the reliability of the top event 
from the reliability of the basic events. The probability of 
primary events is derived from external information, e.g., 
components specification and reliability data. For all other 
events, their probability is calculated based on their 
immediate descendant events and gate symbol, which define 
their logical connection. Over time, FTA has been further 
modified and extended to capture various dynamic 
behaviours of systems. From the literature, various 
modifications of FTA were developed, such as dynamic FTA 
and non-coherent FTA, which added one or more functional 
gates to cater to various dynamic operational circumstances 
of systems [11, 21, 30-33]. 

Additionally, various threat modelling frameworks were 
developed within the security domain. Cyber security threat 
models such as STRIDE, CORAS and attack trees are some 
of the common threat modelling frameworks used in the IoT 
domain [18, 21, 26, 32, 34]. Like FTA, which is based on the 
component failure, the attack tree frameworks evaluate 
potential attacks and threats against the IoT system. While 
probabilistic techniques are used in FTA to determine the 
root cause of system failure, the attack trees explore a similar 
approach to determine the likelihood of a specific class of 
attack succeeding [32]. 

Recently, as the research in dependability studies 
continues to evolve. Accordingly, in responding to the 
emerging features of modern technological systems, new 
approaches were developed, which tend to unify cyber-
security threats and system reliability. Notably, the attack 
tree and fault tree were combined as an attack-fault tree 
(AFT) framework and others such as non-coherent FT [21, 
28, 31, 32, 35-39]. While such approaches open research 
prospects in the unified treatment of safety and security, the 
efforts have so far been at the infancy stage in the IoT 
domain. 

From the assessment of extant literature, the existing 
approaches of IoT dependability analysis are oversimplified 
and unable to effectively evaluate the complex nature of IoT 
systems. While most of the dependability frameworks focus 
on only the reliability analysis of the system, others consider 
either reliability and physical security or selected properties 
of cyber-security. So far, based on the extant literature 
surveyed, there have not been any robust unified frameworks 
that effectively model the impact of reliability, availability, 
confidentiality, and integrity as well as their 
interdependencies in IoT dependability analysis. Therefore, 
the existing frameworks are inadequate to address the 
complex physical and cyber-physical interactions of IoT 
systems. To this end, several challenging areas are yet to be 
addressed in IoT dependability. 

IV. CHALLENGES IN IOT DEPENDABILITY ANALYSIS 

In this Section, we present some pertinent challenges 
affecting IoT dependability analysis. 

A. Unified Treatment of Safety and Security Analysis of IoT  

As earlier stated, safety and security are both critical 
attributes of a dependable IoT system and, indeed, 
intertwined in so many ways. The consequence of safety is 
related to risks that could have a potential impact on the 
system environment, while security is related to risks that 
can have consequences on the system itself or its 



environment [27, 40]. Security property allows the system to 
perform its mission or critical functions despite risks posed 
by threats, while the safety property guards against the risk 
of harm due to malfunctioning behaviour of the systems. 
Therefore, the inability to ensure safety and security 
properties in IoT design can hamper the widespread adoption 
of the technology. Accordingly, these properties deserve 
ample consideration as the key drivers to managing and 
reducing adverse events and avoiding impact on health, 
safety, and the environment [41]. Safety and security are 
related, and their interdependence needs to be analysed in a 
unified approach. This study of the relationships between 
safety and security in CPS is an ongoing issue, as well as 
research in the unified analysis of their interdependence [12, 
15, 16, 38-44].   

Based on the literature, similarities between safety and 
security and their associated risk analysis techniques make 
their integration a reasonable and achievable goal [28, 45, 
46]. Accordingly, unifying a safety and security framework 
using a single methodology could result in a single set of 
requirements describing the safety and security functions of 
the IoT system. Furthermore, by harmonising safety and 
security frameworks, their interdependencies and conflicts 
could become more apparent. Notably, there are four 
established interdependencies between safety and security in 
CPS. Firstly, conditional dependency in which safety and 
security requirements are conational to one another. Second 
is mutual reinforcement, in which safety requirements 
contribute to security or vice-versa. On the other hand, 
antagonistic relationships between safety and security 
requirements which are considered jointly, lead to conflicting 
situations. Lastly, the independence relationship implies that 
there is no interaction between safety and security properties 
[38, 39]. Therefore, there is a need to exploit the complex 
interaction between safety and security systematically. 
Undoubtedly, these interdependences could only be analysed 
effectively using a unified framework. The unified 
framework will enhance a better understanding of the IoT 
system and its environment. This would facilitate recognition 
of conflicts and trade-offs and allow judgement-based 
decisions to be made. Consequently, the results of safety and 
security co-analyses could facilitate better dependability 
analysis of IoT systems [41]. 

To the extent of this survey, the research in the unified 
treatment of safety and security has so far mainly focused on 
reliability, and physical security, while few others considered 
reliability and cyber security. For instance, Karia et al. in 
[38] and [39] attempted to quantify reliability and security in 
a unified framework using case studies of smart pipeline leak 
detection systems and emergency exit doors. The analysis 
combined accidental and malicious disruption scenarios 
yielding probabilistic estimates over time. However, the 
framework failed to sufficiently quantify confidentiality, 
availability, integrity, and reliability in the same 
environment. Similarly, Kabir et al. in [12] developed a 
framework that considers security and safety in IoT-smart-
based systems. However, the framework aptly captured 
novel safety concerns such as design and operations time 
safety monitoring and the example of conflict of interaction 
between co-located IoT systems but failed to address the 
safety and security interactions in the model. Therefore, it is 
evident from the state-of-the-art dependability analysis of 
IoT systems that there are insufficient frameworks that 
quantify and unify the complex interactions and 

interdependencies between the safety and security of the IoT 
ecosystem. Consequently, this creates novel opportunities for 
further research. 

B. Informal Modelling of Dependability Analysis of IoT 

As discussed in Section III, FTA can help system 
engineers determine how the occurrence of basic component 
faults in a system can propagate to cause a total system 
failure. Furthermore, it also assists in determining critical 
components of the system from qualitative analysis using the 
MCSs technique [11]. However, in the context of IoT, there 
are some identified constraints associated with FTA which 
could impede reliability and safety analysis. For instance, 
FTA is a manual process that is often time-consuming, 
performed based on an informal system model that is 
cumbersome and subject to a human error leading to 
inconsistency or incompleteness [11]. This could affect IoT 
system dependability analysis, especially in complex 
systems. 

Additionally, the FTA technique is based on static system 
conditions and, at the same time, lacks support for 
reusability. As the IoT system is getting more complex by 
the day due to its greater applicability in numerous domains, 
this brings the need to develop a robust model-based 
dependability framework that would enhance the 
dependability analysis of the IoT systems. To this end, 
research on model-based dependability frameworks is 
considered a research direction in IoT dependability analysis.    

C. Conflicting Interactions Between Multiple Co-located 
IoT Systems 

It is vital to appreciate that different manufacturers are 
developing various IoT systems, and without proper analysis 
of the possibility for the users to have incompatible systems 
within the same environment. The goal of dependability 
analysis of the IoT ecosystem is to ameliorate the risk of the 
system entering an unsafe or dangerous physical state which 
could be counter-productive to its purpose. However, these 
states could occur not only because of unintended hardware 
failures or intended cyber security threats but even in the 
interaction between the various co-located IoT systems [12, 
47]. For instance, authors in [12] demonstrated an example 
of conflicting interaction of co-located IoT systems where 
safety could be compromised due to bad interaction between 
smart flood detection and smart fire detection systems. The 
authors demonstrated that the nominal behaviour of smart 
fire detection and prevention IoT systems is to turn on the 
sprinkler system in a smart home to extinguish a fire in the 
event of a fire incident. However, if at the same smart home 
there is another smart flood detection system, it would 
detect the activation of the sprinkler system by the smart-
fire detection system as a flooding hazard and trigger the 
shut-off valves. Consequently, this negative interaction 
might result in safety hazards despite both systems being 
within their dependable state. Accordingly, this creates an 
avenue for further research in IoT dependability frameworks 
to develop a model that can cater for dependability issues 
resulting from bad interactions between co-located IoT 
systems. 



D. Dependability of Self-Adaptive and Increasing 
Autonomous IoT Systems 

IoT systems have constantly been evolving due to 
advancements in knowledge of the domain. Accordingly, 
modern IoT systems are evolving with various dynamic 
behaviours which were not considered in traditional 
dependability analysis. For instance, reconfigurable, self-
adaptive and cooperative behaviours of CPS have posed 
challenges to existing traditional dependability analysis 
frameworks of IoT systems [9, 48]. These modern and 
emerging IoT systems have different nominal and failure 
behaviours. For instance, to illustrate this problem, a phase-
mission CPS-like aircraft contains various smart 
components which are subject to different conditions during 
different phases of the aircraft movements. This resultantly 
subjects the various smart components to undergo different 
environmental conditions that might result in varying failure 
rates. This is a challenge to the notion of fixed design time 
dependability analysis earlier discussed. Furthermore, IoT 
applications are also expanding in scope, especially in 
Industry 4.0, which comprises interconnected mainly and 
increasingly autonomous systems [10]. In these domains, 
some of the IoT systems are self-adaptive, reconfigurable, 
and even cooperative. These autonomous and other dynamic 
behaviours of modern IoT systems bring emerging issues of 
their dependability which have not been well understood. 
Additionally, loosely connected, or temporary configurable 
systems could not be effectively analysed with the existing 
dependability analysis frameworks that mainly focus on the 
design time analysis of fixed IoT systems. Therefore, further 
research is required to guarantee IoT dependability vis-a-vis 
the evolution of increasingly autonomous systems. 

V. CONCLUSION AND FUTURE WORK 

In this paper, we provided an overview of IoT 
dependability, which is critical to IoT systems' evolving 
nature and rapid development. The IoT dependability was 
discussed based on dependability attributes and existing 
approaches. Traditionally, existing dependability analysis 
frameworks focused more on evaluating the reliability and 
safety attributes of systems. However, in the paradigm of 
IoT, the systems' dependability is affected not only by 
reliability, safety, and maintainability attributes but heavily 
by the CIA due to its cyber-components. These systems' 
security attributes and interdependencies between safety and 
security must be exploited in IoT dependability to mitigate 
their risks. Based on this, current challenges of IoT 
dependability were analysed. Notably, there are insufficient 
frameworks that vigorously co-analysis random hardware 
failures and intentional cyber-security threats against IoT 
data. Similarly, most of the existing informal reliability 
frameworks are based on manual FTA, and they lack the 
flexibility to evaluate complex IoT architecture effectively. 
Lastly, conflicting interactions between co-located IoT 
systems and the dependability of reconfigurable and other 
autonomous systems are emerging challenges in IoT 
dependability that need further research attention. 

Based on the gaps identified in this survey, our future 
work will focus on extending the existing FTA, AT, and 
AFT frameworks to model the unified treatment of 

reliability, availability, confidentiality, and integrity of IoT 
systems. Additionally, we plan to extend our proposed 
framework to a model-based dependability approach that 
enables a formal, computerised, and more dynamic 
dependability analysis, thereby enabling the design of highly 
dependable IoT systems. 
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