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�$�E�V�W�U�D�F�W 

Abeer Fareed Abdallah Hamid Alkhwaldi  

Jordanian Citizen -Centric Cloud Services Acceptance Model in an e-
Government Context: Security A ntecedents for Using Cloud Services  

Keywords:  Cloud Computing, Security, Jordan, Unified Theory of Acceptance and 
Use of Technology 2 (UTAUT2), E-government, Digital Government, Technology 
Acceptance Model (TAM), Structural Equation Modelling (SEM), Grounded Theory 
(GT) 

Cloud computing (CC) has become a strategic trend for online government services 
around the world, and Jordan is no exception. However, the acceptance and use of 
this novel technology face a number of barriers and challenges, including 
technological, human-aspects, social, and financial issues which need to be 
considered carefully by governments contemplating the implementation of cloud-based 
services. 

Drawing on the literature review on the acceptance and use of cloud-based e-
government services, it is evident that there is still a lack of explanatory power due to 
the following reasons: 1) focusing on the adoption and implementation of cloud-based 
e-government systems from the supply-side perspective, and therefore there are no 
enough studies on the integration between the supply-side and the demand-side as a 
single phenomenon. 2) while most of the e-government literature discussed the 
acceptance and adoption of traditional e-government services, there has been 
relatively little research on the distinguishing characteristics of cloud technology (e.g. 
security and trust). In addition, although Jordan made significant efforts in 
implementing cloud-based e-government systems since 2014, Jordan still has an 
unsatisfied rank with respect to the E-Government Development Index (EGDI) and E-
Participation Index (EPI). Many researchers state that security is one of the main 
determinates to the successful implementation of e-government services, without 
investigating this issue in depth.  This thesis aims to bridge these gaps in an empirical 
manner through introducing a comprehensive investigation to provide a thorough 
understanding of cloud services adoption stemming from multiple perspectives, using 
an amended theoretical model based on the second version of the Unified Theory of 
Acceptance and Use of Technology (UTAUT2). 

To achieve this research aim, a mixed-methods approach for data collection was used. 
The first stage employed an online questionnaire (220 valid responses and 27 
questions) to identify that some e-government challenges still affect the acceptance of 
cloud-based public services (e.g. lack of awareness and security). Also, to determine 
some of the security concerns relevant to the research context. In the second stage, a 
grounded theory approach (18 semi-structured interviews and five questions as an 
�L�Q�W�H�U�Y�L�H�Z�� �J�X�L�G�H���� �Z�D�V�� �D�G�R�S�W�H�G�� �W�R�� �H�[�S�O�R�U�H�� �I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �X�V�H�U�V�¶�� ���L���H���� �F�L�W�L�]�H�Q�V�¶����
perceptions regarding the security of cloud-based e-government services. The results 
show five factors influencing perceived security:  intangible and tangible characteristics 
(ITCS), information security awareness (ISA), interface design quality (IDQ), law and 
regulations, and security culture (SC). The third stage applied an online questionnaire 
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to validate the proposed theoretical framework which integrated the findings of the 
second stage with the UTAUT2 constructs, trust and perceived security. In this stage, 
the theoretical model was evaluated through an online survey (57 Likert five-point scale 
questions), and a total of 669 validated responses were analysed with the Structural 
Equation Modelling (SEM) technique using Analysis of Moment Structures (AMOS) 
version 25.0. The results indicated that performance expectancy (PE), effort 
expectancy (EE), social influence (SI), facilitating conditions (FC) and trust (ToEG) of 
e-�J�R�Y�H�U�Q�P�H�Q�W�� �Z�H�U�H�� �I�R�X�Q�G�� �W�R�� �V�L�J�Q�L�I�L�F�D�Q�W�O�\�� �D�Q�G�� �S�R�V�L�W�L�Y�H�O�\�� �L�Q�I�O�X�H�Q�F�H�� �W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�V�¶��
behavioural intention to use cloud-based e-government services. Moreover, perceived 
security (PS) significantly influenced trust (ToEG) of e-government. In addition, 
intangible and tangible characteristics (ITCS), information security awareness (ISA), 
interface design quality (IDQ), law and regulations, and security culture (SC) had a 
positive effect on the perceived security of cloud-based public services. 

The outcome of this research presents a theoretical framework for studying the 
acceptance of cloud services in the Jordanian public sector. Additionally, eighteen 
action guidelines corresponding to the eleven factors of this study have been 
suggested and five of which have been already implemented or are planned to be 
implemented by the Jordanian government. The results of this study will provide 
empirical findings for the e-government professionals around the world, especially in 
developing countries with a similar context to the Hashemite Kingdom of Jordan, facing 
similar obstacles for the acceptance and adoption of cloud-based e-government 
services, and aspiring to enhance such services in their countries. The practical 
implications, implementation guidelines, theoretical contributions, and limitations of this 
work are discussed in the context of providing key directions for future research. 
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Chapter 1: �,�Q�W�U�R�G�X�F�W�L�R�Q 

 Introduction  

One of the significant characteristics of this era is the advancement of Information 

Communication Technology (ICT) and, like other innovations, it has had an important 

influence in terms �R�I�� �F�K�D�Q�J�L�Q�J�� �S�H�R�S�O�H�¶�V�� �O�L�Y�H�V�� �W�R�� �V�R�P�H�� �H�[�W�H�Q�W�� To be specific, the 

evolution of ICT has led to a dramatic change in citizen-government interactions, 

�D�Q�G���G�H�Y�H�O�R�S�L�Q�J���F�L�W�L�]�H�Q�V�¶���H�[�S�H�F�W�D�W�L�R�Q�V���L�Q���W�K�L�V���U�H�J�D�U�G��(Abu-Shanab 2014; Al-Zyadat 

2016). Around the world, governments have recognised the advantages of e-

government systems and seek to offer a full range of public services online. From 

the government perspective, the use of e-government presents a method for cost 

reduction, enhanced service quality for citizens, and improved efficiency and 

effectiveness of the public sector. However, with the additional use of e-government 

systems, governments are forced to keep up with advanced ICT innovations. Thus, 

a number of initiatives related to e-government have been undertaken globally. In 

spite of government support and efforts, the success of e-government initiatives 

�G�H�S�H�Q�G�V�� �V�L�J�Q�L�I�L�F�D�Q�W�O�\�� �R�Q�� �F�L�W�L�]�H�Q�V�¶�� �Z�L�O�O�L�Q�J�Q�H�V�V�� �W�R�� �X�V�H�� �D�Q�G�� �D�F�Fept e-government 

services based on new ICT (AlAwadhi and Morris 2008; Wang and Shih 2009). In 

addition, the implementation of innovative technologies in the e-government context 

raises important issues that influence user perception. These need to be considered 

carefully by government organisations contemplating implementation (e.g. security 

concerns and trust). 

One of the innovative technologies that has gained popularity in recent years is 

Cloud Computing, touted as the core of the next generation ICT. Stemming from 

government recognition of cloud inevitability in their work and the associated 

information revolution, many countries, including leading developed countries (the 

UK, USA and Japan), as well developing countries, especially in the Middle East, 
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have introduced cloud platforms to achieve higher levels of performance and 

efficiency through offering many benefits, such as economic cost reduction. 

�+�R�Z�H�Y�H�U�����P�D�Q�\���R�I���W�K�H�V�H���F�R�X�Q�W�U�L�H�V�¶���J�R�Y�H�U�Q�P�H�Q�W�V���D�U�H���V�W�L�O�O���L�Q���W�K�H��initial stages of full 

transformation to cloud services. The Hashemite Kingdom of Jordan (HKJ), located 

in the heart of the Middle East geographically, is in the process of a complete 

migration to Cloud Government. Jordan has recognised the fundamental role of 

Cloud Computing (CC) in the e-government environment and launched the first 

national cloud platform in the Middle East in 2014 (Jordan Embassy 2014). Today, 

a number of ministries and government entities employ cloud-based solutions to 

provide improved public services to their citizens; however, a high percentage of 

Jordanian people do not yet use cloud-based government services, and still depend 

on paper printouts of their official transactions. Therefore, the services provided 

�E�D�V�H�G���R�Q���F�O�R�X�G���W�H�F�K�Q�R�O�R�J�\���V�X�F�K���D�V���³Issuing a Certificate of Non-Criminal Record�´��

are not exploited effectively. Thus, the purpose of this study is to understand and 

determine the critical factors that influence the acceptance and use of cloud-based 

e-government services from the perspective of end-users (i.e. citizens). This 

research will adapt an appropriate theoretical model to examine user perceptions of 

accepting CC in the Jordanian public sector, where cloud services are still at the 

development stage. This model can be used by the service designer and the 

decision maker to gain a better understanding of the factors affecting c�L�W�L�]�H�Q�V�¶��

behavioural intentions to use cloud technology for availing e-government services. 

 Research background: e-government in the Hashemite Kingdom 

of Jordan 

E-government is a novel wave in the public services revolution. A number of 

governments around the globe have adopted this phenomenon hoping to exploit its 

benefits besides cost reduction, improved service delivery to stakeholders (e.g. 

citizens), and enhanced efficiency and effectiveness of the public sector. The 

government in Jordan seeks to be an information community through a number of 
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main initiatives, particularly in the ICT field. One of the major initiatives on the IT-

infrastructure level is cloud computing, which aims to ensure successful 

transformation into shared government services (E-Government Program 2013; 

Jordanian e-Government 2016). The importance of such initiatives and projects 

stems from the wide range of benefits they can contribute to the nationwide economy 

�D�Q�G���F�L�W�L�]�H�Q�V�¶���Z�H�O�I�D�U�H���� 

The Hashemite Kingdom of Jordan has been moving down in the ranks of the United 

Nations E-Government Survey where it was ranked 71 in 2014 and 117 in the 2018 

world ranking for e-government systems (United Nations 2018a). The current rank 

is modest compared to the worldwide countries in this realm, however, there are 

obvious indicators that Jordan is currently working hard to enhance its rank through 

building a robust e-government IT-infrastructure that will help in gradual transforming 

it to become a community of the information era (E-Government Program 2013; 

MOICT 2018). Section 1.2.1 offers brief information about Jordan, considering the 

main aspects such as location, demographics and culture. Section 1.2.2 explores 

politics and education status. ICT and economic characteristics are discussed in 

sections 1.2.3 and 1.2.4, respectively. Then, section 1.2.5 provides three 

subsections about Jordanian e-government systems. First, an overview of the e-

government strategy is presented. Second, the e-government services and related 

major issues are discussed. The third subsection describes the first cloud-computing 

platform in the Middle East as a strategic initiative for the Jordanian government.  

1.2.1 Overview of Jordan: location,  demographics and culture  

The Hashemite Kingdom of Jordan (HKJ) is the official name of the country. 

However, at the international level, it is commonly known as Jordan and so both 

�W�H�U�P�V�� �Z�L�O�O�� �E�H�� �X�V�H�G�� �W�K�U�R�X�J�K�R�X�W�� �W�K�L�V�� �W�K�H�V�L�V���� �-�R�U�G�D�Q�¶�V�� �R�I�I�L�F�L�D�O�� �O�D�Q�J�X�D�J�H�� �L�V�� �$�Uabic. 

Despite that, in business and academic society, the English language is prevalent. 

Jordan has a strategic location due to its position in the heart of the Middle East, 

making a link between east and west on one hand, and south and north on  the other 
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(Almarabeh and Adwan 2013). The Kingdom has an area approximately 89,342 km2. 

In 2018, the population estimation in Jordan was 10,309,000, this growth in 

population is due to the migration of Syrian refugees (DOS 2018). 

In respect to the population, Jordan is considered a relatively small nation with 

slightly more than half of the population being (52.9%) male and 47.1% female. The 

majority of the 2017 population in Jordan were young, with 34.14% being younger 

than 14 years old, 62.34% between 15 and 64 years old, and only 3.51% over 65 

years of age. �-�R�U�G�D�Q�¶�V�� �R�I�I�L�F�L�D�O�� �U�H�O�L�J�L�R�Q�� �L�V�� �,�V�O�D�P���� �Z�K�H�Ue approximately 97.2% are 

Muslim, while Christians represent 2.2% of the population and the remainder is made 

up of other religions (approximately 0.6%). The majority of Jordanian people live in 

urban areas (91%), while 9% make up rural populations. Approximately 2.065 million 

�S�H�R�S�O�H���O�L�Y�H���L�Q���W�K�H���F�D�S�L�W�D�O���F�L�W�\���R�I���-�R�U�G�D�Q�����³�$�P�P�D�Q�´��(CIA 2019). Figure 1-1 represents 

the geographical location of Jordan and the main cities. 

 
Figure 1-1 The geographical location of Jordan  
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As a prevalent religion in the Middle East, as well as in Jordan, Islam principles play 

a major role in the day-to-day life of Jordanian citizens. In this regard, Hill and his 

colleagues (2008) stated that Islam is an obviously crucial characteristic of Arab 

society and culture (Hill et al. 2008). In the same vein, Hofstede (1980) proposed 

four cultural dimensions, namely collectivism (instead of individualism), masculinity 

(instead of femininity), uncertainty avoidance and power distance (Hofstede and 

Hoppe 2004), that can be used to describe Arab societies. 

In this thesis, the first three dimensions are of special interest. In terms of 

�³�F�R�O�O�H�F�W�L�Y�L�V�P�´�� �+�R�I�V�W�H�G�H���������������� �U�H�I�H�U�U�H�G���W�R���W�K�L�V���D�V���E�H�L�Q�J���³societies in which people 

from birth onwards are integrated into strong, cohesive in-groups, which throughout 

�S�H�R�S�O�H�¶�V���O�L�I�H�W�L�P�H���F�R�Q�W�L�Q�X�H���W�R���S�U�R�W�H�F�W���W�K�H�P���L�Q���H�[�F�K�D�Q�J�H���I�R�U���X�Q�T�X�H�V�W�L�R�Q�L�Q�J���O�R�\�D�O�W�\�´�����,�Q��

�F�R�Q�W�U�D�V�W�����³�L�Q�G�L�Y�L�G�X�D�O�L�V�P�´���L�V���G�H�V�F�U�L�E�H�G���D�V���³�H�Y�H�U�\�R�Q�H���L�V���H�[�S�H�F�W�H�G���W�R���O�R�R�N���D�I�W�Hr himself 

or herself and his or her immediate family only�´��(Hofstede 2003). Hofstede (2017) 

emphasised that Jordan is a collectivist society, similar to other Arab countries, due 

to the long-term obligation toward groups (e.g. expanded relationships, extended 

family, and/or family) (Hofstede 2017).  

�$�F�F�R�U�G�L�Q�J���W�R���W�K�H���³�X�Q�F�H�U�W�D�L�Q�W�\���D�Y�R�L�G�D�Q�F�H�´��dimension, Hofstede (2005) defined it as 

�³�W�K�H�� �H�[�W�H�Q�W�� �W�R�� �Z�K�L�F�K�� �W�K�H�� �P�H�P�E�H�U�V�� �R�I�� �D�� �F�X�O�W�X�U�H�� �I�H�H�O�� �W�K�U�H�D�W�H�Q�H�G�� �E�\�� �X�Q�F�H�U�W�D�L�Q��or 

unknown situations�´��(Hofstede and Hofstede 2005). In this regard, Hofstede (2017) 

offered evidence of a high preference to avoid uncertainty among Arab societies and 

Jordan is no exception. Thus, people in these societies do not accept new 

innovations or changes, and security is considered to be an essential element to 

motivate individuals (Hofstede 2017). Jordan is a male-dominated society, where the 

lives of most females are at the mercy and authority of their males relatives, this can 

affect various aspects of their lives, such as travel and work constraints (Countries 

Cultures 2017). 

In brief, it is believed that national culture has a great impact on organisational 

culture (Hofstede and Hofstede 2005). Hence, culture is considered an imperative 
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element in the adoption of e-government projects in Jordan. For instance, a number 

of families in Jordan avoid using the internet for e-commerce, and their justification 

tends to be due to security concerns and unwanted e-materials that the internet 

could bring. 

1.2.2 Jordanian politics and education  

The Hashemite Kingdom of Jordan is a constitutional monarchy, with three 

independent governmental authorities making up the Jordanian political system: the 

executive, the legislative and the judicial authorities. His Majesty King Abdullah II, 

who acquired the throne of Jordan after the death of his father King Hussein in 

February 1999, is the head of the executive authority (i.e. government). His Majesty 

appoints the Prime Minister, and the ministers are appointed by the Prime Minister 

in consultation with his Majesty the King. Both the Prime Minister and the Cabinet 

(i.e. Council of Ministers) constitute the Jordanian government (FreedomHouse 

2013). The legislative is the second authority represented by the National Assembly 

(Majlis Al-Umma) which consists of two chambers: the House of Representatives 

(Majlis Al-Nuwab), whose members are elected by the citizens to serve for four-year 

terms, and the House of Notables (Majlis al-Ayan). The third authority is the judicial 

authority, which pursues its work independently of the Jordanian government. The 

Kingdom is divided into 12 administrative governorates (muhafazat) namely,Amman, 

AlKarak, Ajlun, Al Aqabah, Al Mafraq, Al Balqa, At Tafilah, Irbid, Az Zarqa, Madaba, 

�0�D�¶�D�Q���D�Q�G���-�D�U�D�V�K�� 

With one of the smallest economies in the Middle East, Jordan suffers from 

insufficient natural resources, such as oil (CIA 2019). Due to that fact, the main focus 

in the Kingdom is the development of human resources through improvements in 

education systems, training and IT literacy.  

Consequently, Jordanian citizens are well educated and have high rates of literacy. 

As stated by the Global Information Technology report (2016), which shed light on 
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the role of innovation in the digital economy by assessing network readiness in 139 

developed and developing economies and contained details about economic 

performance, Jordan is one of the highest countries in terms of the quality of its 

educational system compared with international standards (World Economic Forum 

2016). Similarly, an earlier version of the report (2010), which highlighted the role of 

ICT and the extent to which 133 developed and developing countries internationally 

obtained benefits from up-to-date ICT advances in terms of increasing development 

and growth, ranked Jordan 22nd, due to high spending on public education (World 

Economic Forum 2010). According to the Department of Statistics in Jordan, 

illiteracy rates are quite low with approximately 5.2% of the population (DOS 2017). 

The Ministry of Higher Education and Scientific Research in Jordan is responsible 

for ten public universities and nineteen private higher education institutions (MOHE 

2019a). 

According to the national programme implemented by the Ministry of Information and 

Communication Technology (MOICT), most of the Jordanian universities have an 

internet connection and eight public higher education institutions are linked with a 

fibre-optic network (MOICT 2017b). Connecting universities and other public 

educational entities forms �S�D�U�W�� �R�I�� �W�K�H�� �Q�D�W�L�R�Q�D�O�� �L�Q�L�W�L�D�W�L�Y�H�V�� �W�D�N�H�Q�� �E�\�� �-�R�U�G�D�Q�¶�V��

�J�R�Y�H�U�Q�P�H�Q�W�� �W�R�� �H�Q�K�D�Q�F�H�� �W�K�H�L�U�� �F�L�W�L�]�H�Q�¶�V�� �F�D�S�D�E�L�O�L�W�L�H�V�� �I�R�U�� �X�V�L�Q�J�� �,�&�7�� �D�Q�G�� �D�O�V�R�� �I�R�U��

promoting governmental services (MOICT 2017b). Recently, a number of 

universities in Jordan started to harness the cloud-based platform (e.g. Al-Balqa 

Applied University). Such innovative technology aims to provide students with 

enhanced services and exploit the benefits of the latest ICT with a user-friendly 

environment and optimal use of resources (Microsoft 2015). 

The number of students enrolled at the undergraduate level in Jordanian universities 

in the academic year 2016-2017 was approximately 254,750. Furthermore, the 

number of students at the postgraduate level (PhD, Masters, and higher diploma) in 

the same academic year was approximately 18,885 (MOHE 2019b). Thus, the total 

number of university students represents a reasonable percentage of Jordanian 
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citizens. Owing to its ranking as 55th among 139 countries, Jordan was considered 

to have acceptable enrolment rates for tertiary education in 2013 (World Economic 

Forum 2016). Students were one of the essential elements of the sample for this 

research. A large percentage of the Jordanian population is educated, are aware of 

the benefits that might be offered by e-government services, and most recently, the 

benefits of innovative technologies (e.g. Cloud Computing) to provide such services. 

Yet, to what extent might social influences have an effect on those educated citizens 

to accept e-government systems using CC as a method through which to interact 

and complete transactions with government departments? This research will assist 

to investigate that concern. 

1.2.3 ICT in Jordan 

In recent years, the ICT infrastructure in Jordan has experienced accelerated growth. 

According to the Global Information Technology report, the Jordanian government 

has been ranked internationally as one of the governments that considers the 

government procurement of innovative ICT as a high priority  (World Economic 

Forum 2016). Furthermore, Jordan has a clear National Strategy where one of its 

aims is to adopt and utilise competitive and up-to-date ICT infrastructure, such as 

CC in many sectors, namely, e-commerce, e-health, e-government... etc (MOICT 

2013b)���� �-�R�U�G�D�Q�¶�V�� �J�R�Y�H�U�Q�P�H�Q�W�� �L�V���D�O�V�R�� �W�R�X�W�H�G���D�V�� �E�H�L�Q�J�� �V�X�F�F�H�V�V�I�X�O�� �L�Q�� �S�U�R�P�R�W�L�Q�J�� �,�&�7��

use (World Economic Forum 2016). 

Annual growth in internet user numbers illustrates the successful promotion plans 

and strategies used by the Jordanian government to support the ICT base in the 

Kingdom. According to the Central Intelligence Agency, the number of citizens in 

Jordan who had access to the internet in 2016 was approximately 5,099,674 (CIA 

2019). This number represented about 53% of the total population. In contrast, the 

latest statistics issued by the Telecommunication Regulatory Commission in the third 

quarter of 2018 indicated 9,461,367 users of the internet, which represents 91.7% 

of the whole population (TRC 2018). Moreover, recently an increased number of 
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people in Jordan used applications considered to be virtual social networks (e.g. 

Facebook, and LinkedIn); these are based on cloud platforms. Jordan demonstrates 

a high level of use for such applications, due to its ranking as 58th among 139 

countries around the world (World Economic Forum 2016). Citizens who have 

access to the internet and use cloud-based applications will be the main sample of 

this study. 

In Jordan, the high rates of internet accessibility are believed to be due to the 

competitive cost of broadband connectivity among service providers, and the 

reasonable connection speed (World Economic Forum 2016; TRC 2018). In 2014, 

the Global Information Technology report indicates that Jordan had relatively 

acceptable internet bandwidth, ranked 11th among Arab countries (World Economic 

Forum 2016). Although Jordan has a modest GDP average per capita, which 

represents a major cause for relatively low rates of households with PCs, the low 

prices and usage tariffs of mobile devices are significant factors in the high levels of 

internet access. The Kingdom was ranked 7th among 139 countries with respect to 

the average cost of mobile cellular tariffs (World Economic Forum 2016). According 

to statistics from the Telecommunication Regulatory Commission, most of the 

internet subscribers in Jordan accessed the internet through mobile broadband 

(95.7% of the total internet users) (TRC 2018). This information demonstrates that a 

large number of citizens in Jordan have internet access, and also suggests possible 

reasons why they are outside the digital divide. This research aims to investigate the 

factors that may affect the acceptance of e-government services using CC from the 

citizen perspective in Jordan, one factor being facilitating conditions. This study will 

test the relationship between facilitating conditions and the acceptance of e-

government services using CC. 

Jordanian citizens are able to use the internet from different places, for example, 

homes, workplaces, internet cafes, universities and schools. According to the 

statistics of the World Economic Forum, in 2014 the percentage of Jordanian 

households with access to the internet at home was 66% (World Economic Forum 
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2016). Access to the internet in universities is possible for students, academic staff, 

as well as other employees, and as stated in the previous section, university students 

represent a reasonable percentage of the citizens in Jordan. A large number of 

internet cafes exist in Jordan. For instance, the university street in Irbid city, in the 

north of Jordan, has the highest number of internet cafes worldwide, with a total of 

150 cafes in less than 1km2 (Jordan&Beyond 2017). In respect to using the internet 

at school, Jordan has been ranked 56th among 139 international countries, 

indicating an increased number of Jordanian citizens who have internet access 

(World Economic Forum 2016). Finding out that there are a number of places for 

Jordanian citizens to access the internet is also considered a facilitating condition 

factor according to the research aims, and assists in identifying the sample of this 

study. 

�5�H�F�H�Q�W�O�\���� �W�K�H�� �*�R�Y�H�U�Q�P�H�Q�W�� �R�I�� �-�R�U�G�D�Q�� �D�Q�Q�R�X�Q�F�H�G�� �W�K�H�� �³Jordan Internet for All�´��

initiative, in partnership with the World Economic Forum. According to the Jordanian 

Minister of ICT, MajdShewikeh, �³�,�Q�W�H�U�Q�H�W���I�R�U���$�O�O���Z�L�O�O���K�H�O�S���D�F�F�H�O�H�U�D�W�H���W�K�H���*overnment 

�R�I���-�R�U�G�D�Q�¶�V���'�L�J�L�W�D�O���7�U�D�Q�V�I�R�U�P�D�W�L�R�Q���6�W�U�D�W�H�J�\���W�K�U�R�X�J�K���L�Q�Q�R�Y�D�W�L�Y�H���S�D�U�W�Q�H�U�V�K�L�S�V���I�R�F�X�V�H�G��

on adoption and proper internet usage. We are very pleased to partner with the 

World Economic Forum, as well as local and international firms and organisations, 

to bring a fulfilling digital life to more people in Jordan���´��(MOICT 2017a). The main 

aims for this are to empower citizens and offer improved e-government services. 

In Jordan, the persistent development of the ICT sector stems from a focused and 

�D�V�S�L�U�D�Q�W�� �Y�L�V�L�R�Q�� �R�I�� �+�L�V�� �0�D�M�H�V�W�\�� �.�L�Q�J�� �$�E�G�X�O�O�D�K�� �,�,�� �������������� �³The vision of Jordan is to 

become a regional IT leader and an internationally recognised exporter of IT 

products and services, exploiting its core h�X�P�D�Q���F�D�S�L�W�D�O���D�G�Y�D�Q�W�D�J�H�V�´ (UN-Business 

2017). Therefore, many ambitious e-initiatives for the usage and deployment of ICT 

in Jordan have been declared in Health, Education and Government Services in 

order to transform these sector services into online-based services. In this vein, the 

national IT strategy in Jordan emphasised the role of the successful development of 

e-government initiatives in leading the innovative ICT development. For instance, 
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the establishment of a cloud computing data centre assists in the facilitation of the 

domestic service supplied by the government (MOICT 2013b). 

1.2.4 Economics in Jordan 

�6�L�Q�F�H���K�L�V���D�V�F�H�Q�G�D�Q�F�H���W�R���-�R�U�G�D�Q�¶�V���W�K�U�R�Q�H���L�Q���������������+�L�V���0�D�M�H�V�W�\���.�L�Q�J���$�E�G�X�O�O�D�K���,�,���K�D�V��

undertaken wide economic ref�R�U�P�V�� �W�R�� �H�Q�K�D�Q�F�H�� �F�L�W�L�]�H�Q�V�¶�� �O�L�Y�L�Q�J�� �V�W�D�Q�G�D�U�G�V���� �7�K�H��

government role was significant, through liberalisation of trade systems, guaranteed 

access to the �(�X�U�R�S�H�D�Q���)�U�H�H���7�U�D�G�H���$�V�V�R�F�L�D�W�L�R�Q�����(�)�7�$�����D�Q�G���-�R�U�G�D�Q�¶�V���S�D�U�W�L�F�L�S�D�W�L�R�Q��

in the World Trade Organisation (WTO) in the first decade of the 21st century (EFTA 

2017; WTO 2017). Moreover, in 2010, the free trade agreement between Jordan and 

the United States of America (USA) was fully implemented (USTR 2017). Jordan 

has had continued investments at the external and internal levels, including 

investments in ICT, resulting in development of one of the leading ICT sectors in the 

Middle East, with the capacity to serve as a regional and domestic technological 

start-up centre, thanks to an ICT-centred education system, a friendly environment 

for business, and low initial costs (JIC 2017). Consequently, a suitable environment 

for cloud-based e-government services has been generated. 

During the past 30 years, major advances in the Jordanian ICT sector have been 

realised. Ensuring involvement in the WTO and global agreements with many 

organisations have led to a good ICT infrastructure to take advantage of 

globalisation. His Majesty King Abdullah II ibn Al Hussein identified the sector of ICT 

as having the highest potential and opportunity to contribute positively to the growth 

and �V�X�F�F�H�V�V�� �R�I�� �-�R�U�G�D�Q�¶�V�� �I�X�W�X�U�H (Alzboun et al. 2013). Also, it was necessary to 

develop the ICT legal framework in Jordan, to keep pace with the knowledge 

economy at the international level (Al-Jaghoub and Westrup 2003). Jordan has 

established the required institutions, developed essential strategies and enacted the 

necessary laws to progress in this area (Peppers and Rogers Group 2006). Jordan 

is considered to be a clear example of a competitive country owing to its endeavours 

to promote a robust ICT sector, to be a knowledge-based state and a data centre at 
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the regional level, as stated by Al-Jaghoub and Westrup (2003). According to the 

Peppers and Rogers Group (2006), in order to transform its objectives into reality, 

Jordan launched many initiatives. These initiatives included the development of the 

government sector and leadership, such as the creation of the e-government system 

and Ministry of Information and Communication Technology (Al-Jaghoub and 

Westrup 2003). Developing and implementing e-government was a leading role that 

was assigned to the MOICT in Jordan, where it was considered to be one of the 

most significant e-projects (Peppers and Rogers Group 2006). 

Reforms at the political and economic levels have been undertaken with the aim of 

�J�X�D�U�D�Q�W�H�H�L�Q�J�� �L�P�S�U�R�Y�H�P�H�Q�W�V�� �L�Q�� �F�L�W�L�]�H�Q�V�¶�� �O�L�Y�L�Q�J�� �V�W�D�Q�G�D�U�G�V�� �D�Q�G�� �R�S�H�Q�L�Q�J�� �W�K�H��

democratisation road for the country (Peppers and Rogers Group 2006). The same 

�U�H�V�H�D�U�F�K�H�U�V���V�W�D�W�H�G���W�K�D�W�����³citizens are the core of the information society�´�����2�Q�H���R�I���W�K�H��

economic objectives of government reform is to provide Jordanian citizens with 

sufficient access to government information and services. In order to achieve this 

�R�E�M�H�F�W�����-�R�U�G�D�Q�¶�V���J�R�Y�H�U�Q�P�H�Q�W���K�D�V���L�Pplemented the e-government project, and since 

2014 has used a cloud computing platform to assist government entities in offering 

enhanced services to citizens (Jordan Embassy 2014). The main benefits of the e-

government project are illustrated throughout this thesis, in addition to the 

advantages of using CC in the government context (see Chapter 2). To exploit these 

benefits, governments required to stimulate their citizens to utilise the interactive 

services that are available. This study is therefore important, as it aims to identify the 

�I�D�F�W�R�U�V���W�K�D�W���L�Q�I�O�X�H�Q�F�H���F�L�W�L�]�H�Q�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q�V���W�R���D�F�F�H�S�W and use cloud-based 

e-government services and provide practical implications to deal with such factors.  

1.2.5 E-government in Jordan  

Jordan is one of the few countries in the Middle East that has embarked on 

implementing e-government using a cloud-based technology in order to improve 

public services to its citizens (Jordan Embassy 2014). With a stable political system 

in Jordan, the country can achieve accelerated and flexible progress compared to 
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other countries that are also following the road towards a knowledge-based society. 

The stability of the Jordanian political system offers an opportunity for global 

engagement and competition in various fields, such as the e-government systems. 

These can be carried out, firstly by enacting rules and strategies to handle them, 

without a need to spend time on the internal concerns that could be associated with 

�W�K�H���L�Q�V�W�D�E�L�O�L�W�\���R�I���D���S�R�O�L�W�L�F�D�O���V�\�V�W�H�P�����$�V���L�O�O�X�V�W�U�D�W�H�G���E�\���3�R�Q�V�������������������³the political and 

legal climate of the country can significantly hinder the growth of e-commerce and 

e-government when there is a lack of substantial cooperation from the government�´��

(Pons 2004). 

On the other hand, the ICT infrastructure is considered to be a significant element 

that needs to be maintained and aligned with the competing economic levels. That 

is due to the infrastructure role in providing a platform for new and innovative 

services. Also, upgrades of the ICT infrastructure are imperative to overcome 

government budget deficiencies and remain competitive with international standards 

(MOICT 2013b; THAMER 2015). 

From the consumer (e.g. citizen) perspective, additional growth and a competitive 

position can be developed globally, if valuable services are delivered through a 

cloud-based infrastructure. In fact, the growth in internet and mobile usage among 

citizens has highlighted the increased utility of consumer applications used and 

launched via such platforms, as well as the compatibility of all hardware types with 

the cloud infrastructure (MOICT 2013b). 

1.2.5.1 Overview of e -government strategy  

The e-government programme in the Hashemite Kingdom of Jordan is an inspiring 

initiative from His Majesty King Abdullah II with the aim being to transform the country 

into a knowledge-based economy in order to be one of the ICT leaders in the region, 

as stated in the e-government strategy (2014). Accordingly, in 2001 the Ministry of 

Information and Communications Technology (MOICT) was appointed to hold the 
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responsibility for e-government project implementation (MOICT 2013a). The national 

e-government programme vision is: 

�³E-Government in Jordan is dedicated to lead the government into e-transformation 

by delivering demand-driven services to people across society, irrespective of 

location, economic status, education or ICT ability�´��(MOICT 2013a: p 14). 

Thus, the vision emphasises the customer-centric approach and the need to be 

aligned with the national ICT strategy, in order to contribute to Jordanian 

development at the economic and social level, as well as transform into a more 

innovative and competitive knowledge-based society.  

In order to guarantee better governance based on better service delivery, primary 

objectives had to be identified for e-government implementation in Jordan. The 

summary of these objectives is specified in the e-government strategy (2014-2016) 

(MOICT 2013a): 

1. Enhance interaction between the government departments and other 

stakeholders in society (i.e. businesses, government entities and citizens), as 

well as increase the quality of service delivery to them. 

2. �,�P�S�U�R�Y�H�� �F�X�V�W�R�P�H�U�V�¶�� �V�D�W�L�V�I�D�F�W�L�R�Q�� �D�V�� �D�� �U�H�V�X�O�W���R�I�� �L�P�S�U�R�Y�L�Q�J�� �W�K�H�� �H�I�I�H�F�W�L�Y�H�Q�H�V�V�� �D�Q�G��

responsiveness to their needs; this could be achieved using innovative channels 

(e.g. cloud computing) of communication to offer public information and services. 

3. Enhance government transparency by improving the availability and accessibility 

of public services and information for citizens (MOICT 2013a; MOICT 2018). This 

can be facilitated via a cloud platform due to the ability to be accessible 

�U�H�J�D�U�G�O�H�V�V���R�I���W�K�H���F�L�W�L�]�H�Q�V�¶���O�R�F�D�W�L�R�Q���D�Q�G���W�K�H���G�H�Y�L�F�H�V���W�K�D�W���W�K�H�\���D�U�H���X�W�L�O�L�V�L�Q�J��(Liang 

2012). 

4. Cost and time reduction by enhancing governmental processes to some extent 

through financial reform in the public sector, and using federated architecture, as 
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well as common technology standards (MOICT 2013a; MOICT 2018). Significant 

savings can be made via harnessing cloud-based resources in the government 

context (Alshomrani and Qamar 2013; Hashemi et al. 2013; Almarabeh et al. 

2016). 

5. Promotion of ICT-skills developments within government entities, households 

and businesses, hence creating spin-off and posi�W�L�Y�H���H�I�I�H�F�W�V���R�Q���-�R�U�G�D�Q�¶�V���V�R�F�L�H�W�\����

as well as improving economic competitiveness in Jordan. 

As is clear from the vision of the e-government programme, citizens in Jordan 

represent the core focus of e-government projects and initiatives. In order to achieve 

and realise e-government strategic objectives and visions, the government in Jordan 

needs an understanding of the cultural and socio-technical environment, as well as 

its primary elements and beneficiaries from the e-government services, especially 

for individuals (i.e. citizens). In addition, the technology infrastructure is considered 

to be one of the pillars that constitutes the foundation for e-government success 

(MOICT 2013a). This study will investigate the �I�D�F�W�R�U�V�� �W�K�D�W�� �P�D�\�� �D�I�I�H�F�W�� �D�� �F�L�W�L�]�H�Q�¶�V��

intention within the community to be in contact with the government through the 

internet using a cloud-based infrastructure. 

To ensure successful implementation, effective participation of e-government 

systems is needed �I�U�R�P�� �D�O�O�� �V�W�D�N�H�K�R�O�G�H�U�V�� �Z�K�R�� �³�V�K�D�U�H�� �W�K�H�� �R�Z�Q�H�U�V�K�L�S�� �R�I�� �H-

�J�R�Y�H�U�Q�P�H�Q�W�´���� �$�F�F�R�U�G�L�Q�J�� �W�R�� �W�K�H�� �Q�D�W�L�R�Q�D�O�� �H-government strategy, e-government 

stakeholders in Jordan are classified as: beneficiaries of e-government, government, 

the e-government programme, the national steering committee of e-government, 

CIO Council, political leaders, non-government partners and the private sector 

(MOICT 2013a). The participation of one of the aforementioned stakeholders could 

be enhanced by guaranteeing the participation of other stakeholders owing to the e-

government aim to operate as one system interactively. In spite of the extent to which 

�W�K�H���V�W�D�N�H�K�R�O�G�H�U�¶�V���S�D�U�W�Lcipation has occurred, there is a lack of cooperation among 

�W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���G�H�Sartments and entities, also between public and private partners 
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(Peppers and Rogers Group 2006; Al-Shboul et al. 2014). Although the Jordanian 

Government has future directions to identify the e-participation policies that will 

govern the participation process and build the interaction framework between 

�-�R�U�G�D�Q�¶�V���J�R�Y�H�U�Q�P�H�Q�W���D�Q�G���L�W�V���F�L�W�L�]�H�Q�V�����W�K�H national strategy for e-government has not 

outlined a joint structure for cooperative participation among different stakeholders 

(MOICT 2013a). Hence, this study will provide a beneficial contribution in developing 

the e-government participation of one stakeholder: the beneficiaries of e-

government. Additionally, the study focus is on the utilisation of cloud technology to 

rebuild the processes of e-government systems for improved collaboration and 

working efficiency (Liang 2012).  

The beneficiaries of e-government are divided into three categories: individuals 

including government employees (G2E) and citizens (G2C), business (G2B), and 

government agencies (G2G) (MOICT 2013a). This research focuses especially on 

citizens as one of the individual groups who benefit from e-government systems, and 

it should be pointed out that at the current time there is no consultative team 

representing Jordanian citizens from all society segments. 

Recently, the digital transformation strategy �I�R�U�� �J�R�Y�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V���� �³�'�L�J�L�W�D�O��

�-�R�U�G�D�Q�´���Z�D�V���F�U�H�D�W�H�G���L�Q���������������L�Q���K�D�U�P�R�Q�\���Z�L�W�K���W�K�H���Y�L�V�L�R�Q���D�Q�G���J�R�D�O�V���D�G�R�S�W�H�G���L�Q���W�K�H��

national strategies. In accordance with this strategy, to achieve the vision of a digital 

economy in HKJ, there is a need to emphasise the ease, agility and efficiency of 

providing government services through digitally transforming government agencies, 

in order to facilitate procedures which aim to empower individuals and companies 

(MOICT 2018). However, the focus on the digital economy still indicates that the 

technology verticals within the ICT sector (e.g. Cloud Computing) are of utmost 

significance to drive growth, not only in the government sector, but also in other 

sectors as well. 

After reviewing the main beneficiaries of e-government services, it is valuable to 

highlight the major issues associated with these services. What is the major vision 
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for government services delivered through the ICT-based environment? To answer 

such a question the next section offers information about the services of an e-

government system. 

1.2.5.2 Services and major issues of e-government  

The e-government strategy in Jordan states that e-government service delivery is 

based on the foundation of five basic pillars, three of which are: the ICT infrastructure 

level, legal regulations level and the institutional framework level. Different e-

government challenges can be classified into these levels (MOICT 2013a). In 

respect to the institutional framework, a lack of collaboration is one of the significant 

challenges due to its influence on the delivery of customer-centric services via e-

government systems (Peppers and Rogers Group 2006; Al-Shboul et al. 2014; 

Majdalawi et al. 2015). Consequently, ineffectiveness in the delivery of customer-

�F�H�Q�W�U�L�F�� �J�R�Y�H�U�Q�P�H�Q�W�D�O�� �V�H�U�Y�L�F�H�V�� �P�D�\�� �U�H�V�X�O�W�� �L�Q�� �F�L�W�L�]�H�Q�V�¶�� �G�L�V�V�D�W�L�V�I�D�F�W�L�R�Q�� �Z�L�W�K�� �H-

government services provided via the web and thus, a lower likelihood of utilising 

them. This research project provides an understanding of e-government acceptance 

in Jordan by using a citizen-centric approach based on the empirical examination 

conducted through this study. It also investigates the effect of delivering of e-

government services via cloud technology in terms of citizen satisfaction. 

�7�K�H�� �O�D�F�N�� �R�I�� �D�� �F�R�P�S�U�H�K�H�Q�V�L�Y�H�� �O�H�J�D�O�� �I�U�D�P�H�Z�R�U�N�� �L�V�� �R�Q�H�� �R�I�� �W�K�H�� �J�R�Y�H�U�Q�P�H�Q�W�¶�V�� �P�D�M�R�U��

obstacles and issues in Jordan (Al-Shboul et al. 2014; Majdalawi et al. 2015). The 

Jordanian e-government strategy points out the difficulties in active communication 

and coordination between concerned governmental agencies to draft and enforce 

an effective and consistent legal framework (MOICT 2013a). An incomplete legal 

framework to govern e-commerce transactions and lack of laws concerning 

cybercrimes (Peppers and Rogers Group 2006) may highlight two priority issues 

pertaining to the legal framework, namely information security and web transactions. 

Lack of privacy and security are reported as one of the challenges related to e-

government use in Jordan (Al-Shboul et al. 2014; Majdalawi et al. 2015). Jordan 
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�D�F�K�L�H�Y�H�G�� �³�Q�D�W�X�U�D�O�´�� �D�V�V�H�V�V�P�H�Q�W�� ���E�H�W�Z�H�H�Q�� ���� � �� �³�Q�R�W�� �G�H�Y�H�O�R�S�H�G�� �D�W�� �D�O�O�´�� �D�Q�G�� ���� � ��

�³�H�[�W�U�H�P�H�O�\���Z�H�O�O �G�H�Y�H�O�R�S�H�G�´�����U�H�J�D�U�G�L�Q�J���W�K�H���F�R�X�Q�W�U�\�¶�V���O�D�Z�V���D�V�V�R�F�L�D�W�H�G���Z�L�W�K���W�K�H���X�V�H���R�I��

ICTs (e.g., e-commerce, consumer protection, digital signatures) ranked 44th among 

139 countries at the international level (World Economic Forum 2016). On the other 

hand, it has been suggested that there is a necessity to develop a set of 

governmental laws and regulations in order to govern e-government services 

delivery via a cloud platform in Jordan (Alsharafat et al. 2014; THAMER 2015). 

With regard to the ICT framework, launch of the services provided by the e-

government system requires the optimal utilisation of the ICT infrastructure to 

reverse citizen dissatisfaction with the delivery of these services (MOICT 2013a). 

Hence, it is appropriate to point out the major ICT issues in Jordan. Section 1.2.3 

highlighted some of these factors, such as the high level of internet penetration and 

accessibility, also the competitive cost of broadband. With regard to the low level of 

PC diffusion, however, the low prices of mobile devices and tariffs help to overcome 

the PC challenge in Jordan. Al-Shboul and his colleagues (2014) specified other 

issues, such as insufficient IT skills and inadequate ICT infrastructure. The e-

�J�R�Y�H�U�Q�P�H�Q�W�� �D�Q�G�� �³Digital Jordan�´�� �V�W�U�D�W�H�J�L�H�V�� �S�R�L�Q�W�� �W�R�� �R�Q�H�� �R�I�� �W�K�H�� �P�D�L�Q�� �V�W�U�D�W�H�J�L�F��

initiatives of utilising consolidated ICT infrastructures and data centres, including 

cloud computing, to enhance and develop governmental shared services provided 

to Jordanian citizens (MOICT 2013a; MOICT 2018).  

In contrast, the strategy highlights another issue pertaining to ICT, which can be 

touted as a need to address security issues, such as guaranteeing privacy and 

�L�Q�W�H�J�U�L�W�\�� �R�I�� �W�K�H�� �F�L�W�L�]�H�Q�¶�V�� �G�D�W�D�� �W�K�U�R�X�J�K�� �W�K�H�� �H-participation policy. Additionally, the 

strategy states a number of risks that may affect the implementation of e-government 

strategy and projects, such as the inability to retain qualified IT personnel (MOICT 

2013a). With respect to these issues, it is considered a critical success factor (CSF) 

to ensure harmonisation and cooperation among government entities in the process 

of decision-making for e-government initiatives (MOICT 2013a), so as to avoid 

inconsistent solutions and systems among the various government entities. The 
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negative impact of these issues could lead to less sharing of e-government 

information and thus, ineffectiveness in government services delivery. 

Guided by this discussion, people in Jordan may have doubts about the capability of 

the Jordanian government to provide them with the adequate information system, 

even though the government launched the e-government system through cloud-

�E�D�V�H�G���W�H�F�K�Q�R�O�R�J�\�����7�K�H�U�H�I�R�U�H�����W�K�L�V���V�W�X�G�\���S�D�\�V���D�W�W�H�Q�W�L�R�Q���W�R���W�K�H���H�I�I�H�F�W���R�I���F�L�W�L�]�H�Q�V�¶���W�U�X�V�W��

in the Jordanian government with regard to their intention to use e-government 

services provided by CC. 

Finally, the availability of services and design issues for e-government websites of 

ministries and other government entities is one of the additional factors influencing 

e-government acceptance and implementation in Jordan (Al-Shboul et al. 2014; 

Majdalawi et al. 2015). The absence of a standard design for e-government websites 

seems to be a clear challenge affecting its exploring and usage. However, cloud 

computing as a new e-government model has the ability to deliver e-government 

services through application interfaces with unified standards (Liang 2012). This 

study will focus on the e-government official website (www.jordan.gov.jo) and the 

other associated governmental websites as the main gateways to access and use 

e-government services, in order to investigate the acceptance of e-government 

using cloud technology by Jordanian people. Furthermore, this study will provide a 

�F�R�Q�V�W�U�X�F�W�L�Y�H���H�Q�G�H�D�Y�R�X�U���W�R���D�G�G�U�H�V�V���W�K�H���F�R�Q�F�H�U�Q�V���W�K�D�W���P�L�J�K�W���D�I�I�H�F�W���F�L�W�L�]�H�Q�V�¶���L�Q�W�H�Q�W�L�R�Q�V��

to utilise e-government websites, particularly issues associated with the security of 

e-government services and information regarding CC, according to Jordanian 

�F�L�W�L�]�H�Q�V�¶ expectations. 

1.2.5.3 The Current status of Jordanian e -government portal   

In recent years, the Hashemite Kingdom of Jordan has developed several digital 

public services. At the beginning of 2018, 10 e-government services were made 

available exclusively online. Progress is witnessed in the advancement towards a 
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"digital Jordan", noting that there is a plan to modify many government procedures 

between 2017 and 2020 to be completely digitalised and provided through the cloud 

computing platform. A number of e-services were made available in various 

government organisations, including the Department of Lands and Survey, the 

Traffic Department, and the Greater Amman Municipality, Civil Status and Passport 

Department, Social Security Cooperation, as well as online payment services. Table 

1-1 presents some examples of the services offered by the Jordanian government 

portal (https://jordan.gov.jo).  

Table 1-1 Examples of online services on the Jordanian e -government website  

Government organisation  Online Services  
Civil Status and Passport 
Department 

1. Changing Current address disclosure 
2. Issuance of Passport First time 
3. Issuing registered Birth Certificate 
4. Issuing Registered Death Certificate  
5. Issuing Registered Divorce Certificate 
6. Issuing Registered Family Certificate 
7. Issuing Registered Marriage Certificate 
8. Issuing Registered single Record Certificate  
9. Renew of Passport 

Social Security Corporation 1. Service of suspending Voluntary Contribution 
2. Service of Voluntary contribution increment 

percentage modification of yearly wage 
3. Social Security Corporation Number inquiry 
4. Voluntary contribution inquiry and Payment 
5. Voluntary Subscription Form (First Time) 
6. Voluntary Subscription Form for previous 

insured person 
Department of Lands and Survey 1. Approval for non-Jordanian to sell properties   

2. Approval for non-Jordanian to own properties 
3. Issuing of exemptions 
4. Issuing of records 
5. Issuance of maps 
6. On site monitoring reports  
7. Approval for corporate and institutions to own 

properties  

Information security is one of the main pillars of ICT infrastructure in the e-

transformation strategy "Digital Jordan 2020". However, some security 

vulnerabilities and perceived security concerns can be noticed in the design of the 

https://jordan.gov.jo/
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://eservices.cspd.gov.jo/index-rtl.html
https://www.ssc.gov.jo/Arabic/SiteAssets/Login.aspx
https://www.ssc.gov.jo/Arabic/SiteAssets/Login.aspx
https://www.ssc.gov.jo/Arabic/SiteAssets/Login.aspx
https://www.ssc.gov.jo/Arabic/eServices/Public/Pages/GetInsuranceNumber.aspx
https://www.ssc.gov.jo/Arabic/eServices/Public/Pages/Cor_PubElectronicPayment.aspx
https://www.ssc.gov.jo/Arabic/eServices/Public/Pages/OptionalSubFirstTime.aspx#masterLabel_top
https://www.ssc.gov.jo/Arabic/SiteAssets/Login.aspx
https://www.ssc.gov.jo/Arabic/SiteAssets/Login.aspx
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e-government services that may expose citizens' data to the risk of penetration, such 

as issues related to personal data protection law, secure password, and online 

identity verification. Thus, the security perceptions of end-users could be affected 

negatively, and citizens will be hesitant to participate in e-government system. In this 

regard, the author examined some of e-government websites in question which 

clearly show examples of security concerns:  

1. Identity verification issues:    

 

For some of the e-�V�H�U�Y�L�F�H�V�� �R�I�I�H�U�H�G���� �W�K�H�� �X�V�H�U�¶�V�� �D�F�F�H�V�V�� �R�Q�O�\�� �Q�H�H�G�V�� �W�K�H�� �Q�D�W�L�R�Q�D�O��

number and/or Civil Registration Number of the ID card. Such data can be found on 

the website of Independent Election Commission or even with other family members, 

and subsequently may be used in some online government services to access 

personal information of others (Figure 1-2). 

 

 
Figure 1-2 Registration screen for e -government services in one of the Jordanian ministries �¶��

website  
 
 
 
 

National number 

Registration number of the ID card  

Nationality  

First Name Second Name Third Name Last Name 

Date of Birth 

Country Mobile Phone Number 

Username Password  Confirm Password 
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2. Inconsistency in the user interfaces:  

 
According to the discussion in Section 6.4, the unified user interface could help to 

create a sense of familiarity, control, reliability, trust and security of the e-services 

offered. Different examples display a lack of unified GUI in the ministries and 

government departments websites: 

 

 
��Figure 1-3 Inconsistent GUI design of two government organisations �¶ Website s  
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Figure 1-4 Inconsistent content between the Arabic and English interfaces  

 

3. Lack of support to Hypertext Transfer Protocol Secure  (HTTPS): 

 

This protocol is an extension of the Hypertext Transfer Protocol (HTTP). It is used 

for secure communications over any network and is widely applied on the Internet. 

While many e-government sites do not comply with this standard protocol (see 

E-services 

No link for the e-services  

E-services 

Home  About 
Customs   

Our 
Services 

Laws and 
Regulations   

Media 
Centre 

Contact Us  

Informational e-services    Completed 
 e-services- Asycuda System 

Completed e-services  
-Customs Transactions 

Portal  

Mobile Applications  

Interactive e-services   
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Figure 1-5), many entities should be commended for implementing HTTPS, such as 

the Ministry of the Interior and the Income and Sales Tax Department. 

 

 

Figure 1-5 Lack of applying HTTPS  

1.2.5.4 Government of Jordan: launch of the first Middle Eastern cloud 

computing platform  

The official web portals of ministries and other government entities in the Hashemite 

Kingdom of Jordan have been accomplished impressively with respect to the 

development of their ICT infrastructure and the automation of the applications and 

�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H���V�\�V�W�H�P�V�����+�R�Z�H�Y�H�U�����I�U�R�P���W�K�H���E�H�Q�H�I�L�F�L�D�U�L�H�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V�����W�K�H���W�D�Q�J�L�E�O�H��

benefits from these advancements have not yet been received. All of the efforts in 

this arena �Z�H�U�H�� �J�X�L�G�H�G�� �E�\�� �,�&�7���� �U�D�W�K�H�U�� �W�K�D�Q�� �W�K�H�� �E�H�Q�H�I�L�F�L�D�U�L�H�V�¶��requirements. 

Furthermore, they were not aligned with the strategies, visions, organisational 

structures and legal frameworks of these ministries and entities. Accordingly, in 

some situations, the government sector has developed unnecessary systems with 

no compliance with ICT-industry standards. Hence, they are facing a number of 

HTTPS is not used  

E-services 

Ministry of Finance / Ministry of Municipal Affairs  
Single Window Project (Properties and Land / Professional 

Licenses) 

Add New User 

National Number  

The Hashemite Kingdom of Jordan 

Home  
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challenges, such as exchanging data when integrating e-government systems with 

other governmental systems or shared services (MOICT 2013a). 

 In recent years, the Ministry of ICT realised the problem, and took responsibility for 

�U�D�L�V�L�Q�J�� �,�&�7�� �V�W�D�Q�G�D�U�G�V�� �D�P�R�Q�J�� �D�O�O�� �J�R�Y�H�U�Q�P�H�Q�W�D�O�� �H�Q�W�L�W�L�H�V���� �³Our objective was to 

improve the quality of public services���´���V�D�L�G���'�U���$�]�]�D�P���6�O�H�L�W�����W�K�H���I�R�U�P�H�U���0�L�Q�L�V�W�H�U���R�I��

ICT in Jordan (2012) (Microsoft 2014). As the quality is determined by the value 

received by the government beneficiaries, it is crucial to understand that value in 

terms of their own perceptions and plan to implement it accordingly, through optimal 

utilisation of ICT (MOICT 2013a). In this vein, Dr Azzam Sleit �V�D�L�G�����³We were already 

constructing a secure fibre-optic government network, but we still needed to make it 

easier for government entities to adopt n�H�Z���W�H�F�K�Q�R�O�R�J�L�H�V���T�X�L�F�N�O�\���´ (Microsoft 2014). 

�$�G�Y�D�Q�F�L�Q�J���,�&�7���V�W�D�Q�G�D�U�G�V���D�F�U�R�V�V���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���H�Q�Wities was not a straightforward 

task for many reasons, namely the existence of around 90,000 civil staff that utilised 

different desktop software, as well as hundreds of projects and management tools. 

Furthermore, strict procurement rules were in operation for the building of new 

servers which needed about four months (Microsoft 2014). According to the e-

government strategy, various risks could be encountered within public sector 

organisations, such as misalignment between government entities, conflicting 

decisions amongst government departments, and a speed of change that does not 

meet with political agendas (MOICT 2013a). Consequently, government agencies 

suffered from a lack of collaboration. 

In order to overcome these hurdles, the Jordanian government decided to adopt new 

ICT that enabled standardisatio�Q���� �$�V�� �V�W�D�W�H�G���E�\�� �W�K�H���I�R�U�P�H�U�� �,�&�7�� �0�L�Q�L�V�W�H�U�� �³If we had 

standard IT procedures, we could ensure that all government applications ran 

securely, with good response times. We could also ensure that our government 

�H�Q�W�L�W�L�H�V���G�L�G�Q�¶�W���S�X�U�F�K�D�V�H���P�R�U�H���F�R�P�S�X�W�L�Q�J���S�R�Z�H�U���R�U���V�Rftware licenses than we actually 

need. These objectives�² standardization, security, and efficiency�² triggered an 
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�L�G�H�D�����D���1�D�W�L�R�Q�D�O���&�O�R�X�G�����W�R���S�U�R�Y�L�G�H���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���D�Q�G���V�R�I�W�Z�D�U�H���W�R���H�Y�H�U�\���G�H�S�D�U�W�P�H�Q�W���´ 

(Microsoft 2014). 

In terms of an e-transformation process, the Government of Jordan centred its efforts 

to begin implementation on a number of main strategic initiatives, as shown in Figure 

1-6 (MOICT 2013a). By June 2014, the Ministry of Information and Communications 

Technology (MOICT) announced the establishment of a National Cloud platform, in 

cooperation with Microsoft (Jordan Embassy 2014). As noted by Dr Azzam Sleit, 

�³We see ourselves as pioneers. The government is leading by example, inspiring the 

private sector to share the value of the cloud.�´��(Microsoft 2014). This strategic priority 

seeks to upgrade the ICT infrastructure to enable continued innovation in different 

technology trends, such as cloud computing applications in e-commerce, e-health 

and e-government. This can be achieved by creating a regional centre for cloud 

technology with the aim of facilitating domestic e-service provision for the 

government as well as the private sector (MOICT 2013b). Also, the digital 

transformation strategy for government services emphasized the importance of 

expanding the cloud computing platform of the government to provide cloud 

computing solutions that would contribute to the upgrading and sustainability of e-

government services (MOICT 2018).  

One of the key responsibilities of government entities is to use consolidated 

governmental infrastructures, such as cloud computing in order to ensure successful 

transformation into connected government agencies (MOICT 2013a). In this regard, 

the Jordanian national government is recommending that the public sector deploys 

cloud-based solutions and there have been a number of government organisations 

that could be considered early adopters. For example, Ministry of Finance, Ministry 

of Justice, Ministry of Education, Ministry of Industry and Trade and Supply, Civil 

Status and Passports Department, Companies Control Department, Municipality of 

Greater Amman according to Eng. Yousef Kamess, a senior system engineer at 

MOICT (personal communication 23 March 2017). 
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Figure 1-6 Main strategic initiatives in Jordan  (MOICT 2013a) 

During the first stage, government departments were provided with a Unified Data 

Centre supported by cloud-based technologies. The National Information 

Technology Centre is the official location of this data centre and is connected with 

about 90 government departments through private networking. In later phases, the 

cloud platform will provide services as a virtualised Data Centre for small and 

medium enterprises (SMEs) (Jordan Embassy 2014). 

Data centre consolidation is admitted as an important initiative at all government 

levels. Data centre consolidation initiatives give government agencies the chance to 

rethink and transform their IT architecture and governance plans from the ground 

up. This will help to boost operational efficiency, reduce cost, and improve 

information security. In addition, it will help to attain massive productivity gains by 

leveraging the development of the latest technologies, such as private, public, and 

hybrid cloud computing models. 

The national cloud platform in Jordan will assist the Jordanian government by 

enhancing the sharing of information and ICT resources and promoting more 
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consolidation and standardisation in the ICT resources of government. By 

consolidating all government systems under a single cloud-based infrastructure, the 

government in Jordan believes that the following benefits can be achieved (Microsoft 

2015): 

�x Accelerated adoption rates for the latest ICTs 

The national cloud platform will provide the Jordanian government with the ability to 

reduce the time for launching new e-services from four months to merely a few days. 

With the availability of an improved infrastructure, ICT professionals have the 

opportunity to focus on new ideas and service improvements. 

�x Improved delivery of government sector services  

The national cloud will assist the government to achieve its main aim of improving 

�V�H�U�Y�L�F�H�� �G�H�O�L�Y�H�U�\�� �W�R�� �L�W�V�� �F�L�W�L�]�H�Q�V���� �³With a single, centralised cloud, we can quickly 

deploy the technologies that will bring better public services���´�� �V�D�L�G���I�R�U�P�H�U���0�L�Q�L�V�W�H�U��

Sleit. 

To illustrate this point, the Ministry of Industry and Trade deployed its applications 

through the national cloud directly after the launch of the cloud services, the Civil 

Status and Passports Agency also redeployed its applications, in order to speed up 

transformation times. �³�2�X�U���Q�H�[�W���V�W�H�S���L�V���D���F�O�R�X�G-based e-Government citizen portal, 

each citizen will have their own login information to apply for documents and access 

health and education services, too���´�� �V�D�L�G�� �W�K�H�� �I�R�U�P�H�U�� �0�L�Q�L�V�W�H�U�� �6�O�H�L�W���� �%�\�� �W�K�H�� �H�Q�G�� �R�I��

2018, a reasonable number of highly personalised cloud-based services became 

available to citizens. These allow a distinguished, personalised experience for each 

citizen, by unifying e-registration procedures and implementing high-security 

standardisation through the Jordanian e-government portal (Jordanian e-

Government 2018). 
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Similarly, Country Manager of Microsoft Jordan, Hussein Malhas, stated that, 

�³launching the national cloud platform �X�Q�G�H�U�V�F�R�U�H�V���0�L�F�U�R�V�R�I�W���-�R�U�G�D�Q�¶�V���F�R�P�P�L�W�P�H�Qt 

towards supporting the government and aiding government entities in providing 

improved services to citizens across different sectors�´��(Jordan Embassy 2014). 

�x Capital and operating costs reduction  

Minister Sleit explained that the deployment of cloud-based technologies enables 

government entities to reduce ICT expenditure significantly and enjoy unique 

flexibility in terms of acquiring ICT resources. Also, the national cloud runs a number 

of e-government applications and software that previously needed high investments. 

In consequence, overall ICT investments will decline by 15 to 20 percent in the first 

year of the project, and by 40 to 45 percent in later years (Jordan Embassy 2014). 

�³The national cloud will help us increase server utilisation, and thereby reduce 

power, cooling, storage, and backup costs, also benefit the environment, because 

we will use less energy���´���V�D�L�G���I�R�U�P�H�U���0�L�Q�L�V�W�H�U���6�O�H�L�W�� 

�x �6�W�L�P�X�O�D�W�L�R�Q���R�I���-�R�U�G�D�Q�¶�V���H�F�R�Q�R�P�\ 

The Jordanian Minister of ICT believes that through assisting government entities to 

deliver public services securely via government websites and mobile applications, 

cloud technology will prove an incentive for digital enterprises and foreign 

investments. 

While it is vital to understand the benefits of an ICT technology (i.e. cloud-based 

system), in order to complete a robust IS assessment, it is equally vital to recognise 

the adverse implications of this system. This element of cost implications or risk 

evaluation is often ignored as it is thought that there are important difficulties related 

to quantifying risk and cost. The idea of risk in this context is referred from the 

standpoint of cost drawbacks/implications or uncertainty caused by using IT/IS 

solutions by government organisations and its stakeholders. Risk and uncertainty 

are often employed as synonyms in IS literature. Table 1-2 shows examples of cloud 
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technology risks, considering such risks could help decisions makers to conduct a 

robust assessment and make decisions when to invest in such emerging technology. 

Table 1-2 Cloud computing risks in the e -government context   

Category  Risk  References  
Strategic Loss of governance  

 
 
Jaeger et al. (2008); Wyld 
(2009); Armbrust et al. (2010); 
Jones et al. (2017) 

Lack of trust on providers 
(government) 
Security and privacy issues 

Tactical Lack of data ownership 
Integration restrictions 

Operational Financial pressures 
Lack of detailed information 
about data locations 
Disaster recovery restrictions 

Furthermore, a wide range of benefits can be realised, including enhanced data 

security, improved ICT readiness, assistance to citizens to obtain the benefits of 

digital innovations, improved performance, facilitation of future developments, as 

well as increased storage capability and download speeds (Jordan Embassy 2014; 

Microsoft 2014). 

In 2017, as part of her responsibilities, the Minister of ICT, Mrs Majd Shweikeh, 

evaluated and monitored progress in the stages of the e-government programmes 

and the most vital services to be launched. The Minister briefed the main committee 

of the e-government programme on the latest advancements in the e-transformation 

process and the achievement rates so far in terms of e-government infrastructure 

projects, including the e-signature and e-government portal supported by the cloud 

computing platform (Jordanian e-Government 2016). Also, the ICT minister 

sponsored a conference on empowerment of economic digitisation in which the third 

�V�H�V�V�L�R�Q���G�L�V�F�X�V�V�H�G���³How Jordan can transform into a smart nation using the Internet 

of things, big data and cloud computing�"�´��(Jordanian e-Government 2017). 

The Government of Jordan appreciated the positive strategic partnership with 

Mic�U�R�V�R�I�W���� �7�K�H�� �I�R�U�P�H�U�� �,�&�7�� �P�L�Q�L�V�W�H�U�� �V�W�D�W�H�G�� �W�K�D�W�� �³We greatly value the sustainable 

partnership we have established with Microsoft, and launch of a consolidated Data 
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Centre powered by cloud computing services is part of several steps we have 

recently taken to help the government enhance performance levels, as well as to 

support the e-Governance program���´��(Jordan Embassy 2014). Also, since the 

inception of the cloud project in 2012, it has reaped a greater dimension. As 

highlig�K�W�H�G���E�\���W�K�H���I�R�U�P�H�U���,�&�7���P�L�Q�L�V�W�H�U���³The National Cloud fitted perfectly with the 

vision of His Majesty, King Abdullah of Jordan, a national, state-of-the-art data centre 

would act as a technology catalyst in Jordan, and help fulfil that vision���´��(Microsoft 

2014). 

 Problem statement  

Around the world, the internet network is used to offer convenient access to 

�J�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V���D�Q�G���L�Q�I�R�U�P�D�W�L�R�Q���I�R�U���F�L�W�L�]�H�Q�V�����)�U�R�P���W�K�H���F�L�W�L�]�H�Q�V�¶��viewpoint, it is 

not necessary to visit government organisations to receive services or follow-up 

other public services. The use of e-government systems online allows them to obtain 

public information or services they need, whether they are in the office or at home. 

Email is another option through which they can ask for information and help related 

to any government service. Consequently, e-government services are a vital 

requirement for many citizens and, as is recommended widely, these e-services 

�K�D�Y�H�� �W�R�� �V�D�W�L�V�I�\�� �F�L�W�L�]�H�Q�V�¶�� �Q�H�H�G�V���� �W�K�H�\�� �Q�H�H�G�� �W�R�� �E�H�� �F�L�W�L�]en-centric (Horan et al. 2006; 

Alomari et al. 2012; Rashed 2015). With respect to the perspective of end-users (i.e. 

citizens), previous studies relating to the success and adoption of e-government 

services indicated that a number of governments worldwide are still suffering from a 

low percentage of citizens who accept and adopt e-services (Carter and Bélanger 

2005). Similarly, other scholars state that most developing countries still face low 

rates of adoption of e-government services (Schuppan 2009; Ifinedo 2012). 

According to Al-Hujran et al. (2015), improved e-government services, better delivery 

processes, and responding to growth in citizen demand for e-services are key drivers 

to increasing adoption levels of e-government. Cloud technologies may offer 
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opportunities to meet increasing expectations and demands from citizens, as it has 

changed the ICT environment of e-government construction (Liang et al. 2017). 

Thus, the main focus of most government services is offering comprehensive e-

resources to respond to official transactions and routine concerns of their people. 

With respect to government applications targeting citizens (G2C), government 

agencies provide their conventional services online and publish the contact details, 

as well the related information on their websites. These applications ultimately aim 

to provide end-users with various communication channels and options to 

accomplish government transactions and obtain high transparency, thus ensuring 

equality and accessibility to public services among citizens (West 2004; Kim and Lee 

2012). A number of previous studies stated that, in many countries, e-government 

services are still in the rudimentary stages of implementation and have yet to deliver 

their promise of complete effectiveness and efficiency (Al-Rashidi 2013; Ovais 

Ahmad et al. 2013). Worldwide, it is estimated that about 85% of all e-government 

projects partially or totally fail in satisfying their main objectives (Heeks 2008; 

Rehman et al. 2012). Therefore, despite noticeable efforts of governments in this 

domain, the success of these projects depends seriously on citizen acceptance and 

use of such services (Carter and Bélanger 2005; Al-Hujran et al. 2015). As a result, 

there is a need for decision-makers in the public sector to understand the factors 

�W�K�D�W���F�R�X�O�G���V�W�L�P�X�O�D�W�H���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���R�I���H-services delivery channels (e.g. cloud 

computing), rather than traditional delivery means (e.g. visiting government 

agencies). 

In the Jordanian context, the national e-government programme summarised its 

�Y�L�V�L�R�Q���D�V���I�R�O�O�R�Z�V�����³E-Government in Jordan is dedicated to lead the government into 

e-transformation by delivering demand-driven services to people across society, 

irrespective of location, economic status, education or ICT ability�´��(MOICT 2013a: p 

14); their goal is to improve and develop public services by committing to a customer-

centric approach. Furthermore, they aim to enhance acceptance and e-participation 

rates through empowering citizens to be more engaged with e-government activities 
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and increase user satisfaction for all services provided by the e-government system 

(MOICT 2013a). In order to achieve these aims, the Jordanian government 

developed relatively advanced e-services delivery capabilities represented by a 

cloud-based e-government portal (Jordan Embassy 2014). In spite of these goals 

and government efforts, a recent e-government survey indicated that Jordan is still 

classified within the 0.25-0.50 group, according to the E-Participation Index (EPI) 

(United Nations 2018b). The survey findings recognise the evidence relating to 

�U�H�O�D�W�L�Y�H�O�\�� �O�R�Z�� �U�D�W�H�V�� �R�I�� �F�L�W�L�]�H�Q�V�¶�� �L�Q�Y�R�O�Y�H�P�H�Q�W�� �L�Q�� �H�O�H�F�W�U�R�Q�Lc services, even with 

significant benefits of the government cloud platform. 

It is noted in the recent years that more and more governments are encouraging 

citizens to be engaged with its online services. According to the 2018 Survey, 

Denmark, Finland, Republic of Korea are ranked as global leaders on e-participation 

while Netherlands, Australia, Japan, New Zealand, United Kingdom, United States 

and Spain are following closely behind (see Table 1-3). However, in developing 

countries, in particular in the Middle East region, there is a large difference between 

the percentage of citizens using e-government services from one country to another. 

For example, a very high EPI (greater than 0.75) was assigned to Bahrain, Oman, 

Tunisia, and United Arab Emirates. However, in other countries, such as Jordan, 

Iraq, Lebanon the percentage is much lower (between 0.25 and 0.50). 

Table 1-3 Top 10 e-participation performers in 2018 (United Nations 20 18b) 
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In addition to government responsibility for implementing new ICT systems, 

improving public sector performance and creating novel public value for their 

citizens, government agencies also need to secure large amounts of personal and 

sensitive data, �W�R���H�Q�F�R�X�U�D�J�H���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���D�Q�G���X�V�H���R�I���L�W�V���V�H�U�Y�L�F�H�V�����6�H�F�X�U�L�W�\��

concerns �E�H�F�R�P�H�� �F�U�X�F�L�D�O�� �W�K�U�R�X�J�K�R�X�W�� �W�K�H�� �V�H�U�Y�L�F�H�� �G�H�O�L�Y�H�U�\�� �D�Q�G�� �D�I�I�H�F�W�� �X�V�H�U�V�¶��

tendencies to use those services (Sang et al. 2009; Shin 2013). A number of authors 

found that security serves as one of the significant determinants for the use of e-

government services (Belanche-Gracia et al. 2015; Lian 2015). Abu-Shanab (2014) 

conducted an empirical study on trust antecedents and its influence on Jordanian 

�X�V�H�U�V�¶�� �L�Q�W�H�Q�W�L�R�Q�V�� �W�R��use e-public services. The results indicated that security 

concerns play a significant role in the levels of trust and intentions to use 

governmental e-services. This view supported by (Odat and Khazaaleh 2012), who 

pointed out that security is one of the major barriers facing the success of e-

government services in Jordan. Therefore, a lack of security in the e-government 

context, directly and significantly leads to a low-uptake of e-services. 

Furthermore, as security concerns are essential in web-based services (e.g. e-

business, e-commerce, e-learning or e-government), there have been several 

investigations of the factors that affect the perceptions of end users concerning web-

based services security. In e-commerce research, Kamoun and Halaweh (2012) 

studied the effect of computer interface design on the security perceptions of the end 

users. In the same year, Halaweh examined the antecedent factors influencing the 

perceived security of e-commerce customers. However, less attention was given to 

the factors influencing th�H�� �X�V�H�U�V�¶�� �S�H�U�F�H�S�W�L�R�Q�V�� �R�I�� �F�O�R�X�G�� �F�R�P�S�X�W�L�Q�J�� �V�H�F�X�U�L�W�\�� �L�Q�� �H-

government services. This gap is significant as cloud-based e-government 

characteristics differ significantly from those related to e-commerce.  

A lack of citizen acceptance and use of e-government services is a major obstacle 

for successful implementation of e-government initiatives in Jordan. Moreover, the 

Jordanian e-government faces the challenge of low utilisation levels of its e-services 

(Al Hujran et al. 2013; Al-Hujran et al. 2015). More than 85 percent of citizens in 
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Jordan have never used e-government services or websites (Al-Jaghoub et al. 

2010). Consequently, the efforts of the Jordanian government to facilitate 

acceptance of e-government through investments in cloud technology are being 

challenged by the difficulties they face in this context. Considering the huge 

expenses budgeted for the development and implementation of e-government 

systems in Jordan, approximately hundreds millions of Jordanian Dollars, these poor 

outcomes are disappointing (Slameh 2014). For the most part, the difficulties 

originate from a lack of communication between government organisations and 

citizens, combined with high citizen expectations of standards (e.g. secure and 

trustable services) towards public sector e-services compared to e-commerce and 

�S�U�L�Y�D�W�H���V�H�F�W�R�U���V�H�U�Y�L�F�H�V�����$�V���D���U�H�V�X�O�W�����W�K�L�V���U�H�V�H�D�U�F�K���Z�L�O�O���I�R�F�X�V���R�Q���F�L�W�L�]�H�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V��

to investigate the research problem. 

Many countries have implemented e-government systems to realise the associated 

benefits. Some of these countries have attained remarkable success in this context. 

Based on 2018 UN Survey, Denmark is at the forefront in terms of implementing e- 

government. The top 5 countries according to the rank of E-Government 

Development Index (EGDI) are listed in table 1-4. 

Table 1-4 Top 5 EGDI performers in 2018 (United Nations 2018b)  

Countr y EGDI Index  2018 Rank 
Denmark 0.9150 1 
Australia 0.9053 2 
Republic of Korea 0.9010 3 
United Kingdom of Great Britain and 
Northern Ireland 

0.8999 4 

Sweden 0.8882 5 

While the UN Survey assesses the online presence of the public sector of 193 United 

Nations Member countries, the Hashemite Kingdom of Jordan (HKJ) fell down the 

ranks of the United Nations E-Government Survey in 2018 with respect to the E-

Government Development Index (EGDI), moving from 71st in 2014 to 117th in 2018 

(United Nations 2018a). These findings indicate that although Jordan made 

significant efforts in implementing innovative e-government systems (i.e. cloud-
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based services) since 2014, further progress should have been seen in e-

government services development (G2C) to be more citizen-centric and increase 

user satisfaction, with the aim to encourage potential end users to get involved with 

cloud-based government services. In spite of the initial research efforts to investigate 

�F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���D�Q�G���D�G�R�S�W�L�R�Q���R�I���-�R�U�G�D�Q�L�D�Q���H-government services (Mofleh et al. 

2008; Al Hujran et al. 2013; Alawneh et al. 2013; Abu-Shanab 2014), none examined 

how novel ICT (i.e. cloud computing) and its unique characteristics (i.e. security 

concerns, security perceptions and trust) impact the decisions of Jordanian people 

to accept e-government services. Motivated by the aforementioned issues, further 

research is required to fill the gap in the prior literature. Therefore, this study aims to 

�L�Q�Y�H�V�W�L�J�D�W�H���F�L�W�L�]�H�Q�V�¶���S�H�U�V�S�H�Ftives of cloud-based e-government services acceptance 

in Jordan. 

This thesis is grounded on a recent version of the Unified Theory of Acceptance and 

Use of Technology (UTAUT2) to explain and determine the impact of the factors 

affecting the acceptance of e-services in the cloud government context. The 

UTAUT2 model was selected as a theoretical base for this research, drawing on a 

critical review of IT acceptance models and theories which concluded that UTAUT2 

is more comprehensive and has a high explanatory and predictive power compared 

with other acceptance theories/models. In addition, it has the ability to include 

specific factors of each �G�L�I�I�H�U�H�Q�W�� �F�R�Q�W�H�[�W�� �Z�K�H�Q�� �W�U�\�L�Q�J�� �W�R�� �X�Q�G�H�U�V�W�D�Q�G�� �X�V�H�U�V�¶��

acceptance of ICT.  

The findings of this research will provide a better understanding of the emerging 

phenomenon of cloud-based services. Improvements in this field would be helpful 

for decision makers with respect to the design of innovative e-government services, 

as well as for public administrations in improving the processes for e-services 

delivery, thereby increasing levels of citizen acceptance of these services.  
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 Research motivations  

According to the problem statement discussed in section 1.3, the motivations of this 

study can be summarised as follows: 

1. Despite noticeable efforts of Jordanian government in the domain of 

innovative e-government services, the success of such projects depends 

�V�H�U�L�R�X�V�O�\���R�Q���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���D�Q�G���X�V�H���R�I���V�X�F�K���V�H�U�Y�L�F�H�V�����7�K�H�U�H�I�R�U�H�����W�K�H�U�H��

is a need for decision and policy makers in the public sector to understand 

�W�K�H�� �I�D�F�W�R�U�V�� �W�K�D�W�� �F�R�X�O�G�� �V�W�L�P�X�O�D�W�H�� �F�L�W�L�]�H�Q�V�¶�� �D�F�F�H�S�W�D�Q�F�H�� �R�I�� �H-services delivery 

channels (e.g. cloud computing), rather than traditional delivery means (e.g. 

visiting government agencies). 

2. The United Nations E-government Survey in 2018 indicated that Jordan still 

has an unsatisfied rank with respect to the E-Government Development Index 

(EGDI) and E-Participation Index (EPI), see the below figure. These findings 

were noted although Jordan made significant efforts in implementing cloud-

based e-government systems since 2014. As a result, further progress should 

have been seen in e-government services development (G2C) to be more 

citizen-centric and increase user satisfaction. 

 
Figure 1-7 Jor dan rank �µE-Government and E -development Indexes �¶(United Nations 2018b)  

3. Many researchers state that security is one of the main determinates to the 

successful implementation of e-government services. In particular, the initial 

stage of this study, as discussed in Chapter 5, revealed that perceived 

security is still the main concern for using cloud-based e-government 
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services, and there is a need to explore the nature of this barrier and the 

current state of security perceptions from the perspectives of services' user 

and provider in this context. 

In the published literature, less attention was given to explore the factors influencing 

�W�K�H���X�V�H�U�V�¶���S�Hrceptions of cloud computing security in e-government services. Such 

research would allow public sector (service provider) to use certain security solutions 

that support citizens' (services user) objectives and perceptions so as to reduce the 

gap between the technology being implemented by government and that being 

perceived by citizens. 

Investigating the security antecedents in depth is a vital area of research both 

globally and specifically in Jordan. Moreover, this research, to the best of the author's 

knowledge, will be the first of its kind in Jordan to focus on cloud-based e-

government security from citizens and government perspectives; a field in which 

there is a current lack of empirical research. 

 Aims and objectives of the research 

The main aim of this study is to investigate and identify the factors that affect the 

acceptance of cloud-based e-government services in the Jordanian public sector 

from the perspective of users and customers of these services (i.e. citizens). In other 

words, the aim is to reveal the principal determinants in accepting cloud-based 

services and identify how such knowledge can be helpful in terms of effective 

acceptance and dissemination of cloud public services in Jordan. This research 

project seeks to achieve this aim through the following objectives: 

1. Provide a critical and comprehensive review of the literature on the field of e-

government and cloud computing in the public sector. 
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2. Provide a critical and comprehensive review of the literature on the e-services 

context, and explore the role of perceived security on the acceptance of new 

technology at the individual level. 

3. Critically review the models and theories of technology acceptance at the 

individual level in the information system literature. 

4. Conduct an initial survey to investigate and explore the challenges that inhibit the 

acceptance and use of cloud computing in the Jordanian public sector and 

examine theeffect �R�I���W�K�H�V�H���F�K�D�O�O�H�Q�J�H�V���R�Q���F�L�W�L�]�H�Q�V�¶���V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�R�Q�V�� 

5. Identify and explore security perceptions, using a qualitative study, that affect the 

security and acceptance of cloud-based e-government services in the Jordanian 

public sector from the citizen perspective. 

6. Develop a research model and hypotheses to study the acceptance of cloud-

based e-government services in Jordan and the role of perceived security in the 

acceptance process. 

7. Examine and validate empirically the theoretical model and proposed hypotheses 

using the quantitative questionnaire in Jordan. 

8. Provide a tentative implementation plan of the theoretical framework in Jordan. 

9. Discuss the theoretical contribution of the research findings, offering a number of 

recommendations and practical implications for practitioners and academics to 

achieve successful implementation of cloud services in the Jordanian public 

sector, as well as provide suggestions for future research directions. 
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 Research questions 

The following research questions have been proposed to address this study aim: 

1. How can the factors that affect the acceptance and use of cloud-based e-

government services in the Jordanian public sector be captured effectively by 

employing an appropriate theoretical model? 

2. �+�R�Z�� �G�R�H�V�� �F�L�W�L�]�H�Q�V�¶��trust influence the acceptance and use of cloud-based e-

government services? 

3. �+�R�Z�� �G�R�H�V�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�F�H�L�Y�H�G�� �V�H�F�X�U�L�Wy influence the trust, and thus the 

acceptance and use of cloud-based e-government services? 

4. �:�K�D�W���D�U�H���W�K�H���I�D�F�W�R�U�V���L�Q�I�O�X�H�Q�F�L�Q�J���F�L�W�L�]�H�Q�V�¶���V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�R�Q�V���R�I���F�O�R�X�G-based e-

government services? 

 Significance and outcomes of the research 

Many governments in the Middle East spend similarly or sometimes more on e-

government development and initiatives compared to developed countries 

(Mckinsey 2016). However, there is evidence of poor user response, hence they are 

still ranked low with res�S�H�F�W�� �W�R�� �F�L�W�L�]�H�Q�V�¶�� �S�Drticipation (United Nations 2018b). 

Furthermore, relatively little literature has focused on e-government services 

acceptance in general. In particular, no academic studies have examined the 

acceptance of cloud-based e-government services in the Jordanian public sector. 

Therefore, our study will focus on the Hashemite Kingdom of Jordan, which differs 

from Western countries as it has distinct social characteristics (as well as other 

ones). This variation has a direct influence on the adoption and acceptance process 

of information systems and technologies that have been built and used successfully 

in developed countries. Some examples of the differences can be illustrated as 

follows: 
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1. Political, cultural and social differences: For example, most lifestyles in Jordan 

are inspired by Islamic customs and traditions. Accordingly, e-systems, models 

and theories are not directly suitable and are difficult to employ without some 

amendments to ensure applicability in Jordan. 

2. The Jordanian public sector has a range of variations compared to public 

organisations in developed countries. Some of which involve bureaucracy in the 

public sector system, complexity of the government system, a lack of complete 

information sharing and coordination between government entities. These factors 

directly influence the adoption and acceptance of e-government services based 

on cloud computing. Consequently, it is significant to develop an acceptance 

model to suit this unique context. 

As a result of the above, considering the adoption of novel technologies (e.g. cloud 

computing) in public sector organisations, new regulations and laws may be needed 

to accelerate and enhance the adoption and acceptance rates of e-government 

services. 

This research also aims to introduce a new framework that utilises the theoretical 

models which were established within the developed countries context and employ 

it successfully in the Jordanian environment. 

In addition, a recent literature review of e-government studies concluded that more 

e-government research is needed in regions such as the Middle East (Joseph 2013). 

Also, Lian (2015) recommended studying factors influencing the acceptance and 

adoption of cloud-based e-government systems across different services and 

countries. Such studies are considered to be significant in terms of successful 

acceptance of innovative public services. Moreover, this study is important, as it will 

offer a comprehensive perspective of the two main pillars of acceptance and use 

processes, namely government organisations and citizens. This study will also 

highlight the value of understanding the e-government and cloud computing 
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fundamentals in the public sector to facilitate its acceptance from the user 

�S�H�U�V�S�H�F�W�L�Y�H���� �,�W�� �Z�L�O�O�� �H�[�S�D�Q�G�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �Nnowledge of e-government services 

provided by cloud technology in Jordan. This will assist in a better understanding of 

important factors that represent a challenge for the diffusion (i.e. e-participation), 

acceptance, and use of innovative e-government services in Jordan. By doing this, 

�-�R�U�G�D�Q�¶�V�� �J�R�Y�H�U�Q�P�H�Q�W�� �Z�L�O�O�� �R�E�W�D�L�Q�� �E�H�Q�H�I�L�W�V�� �I�U�R�P�� �W�K�L�V�� �D�V�V�H�V�V�P�H�Q�W�� �D�Q�G�� �W�K�H�� �I�L�Q�G�L�Q�J�V��

offered may help governmental agencies to transform their ways of delivering and 

promoting new e-services. The main expected outcomes of this research project can 

be outlined as follows: 

1. This research will offer new effective measures of innovative e-government 

services acceptance and use in the government sector in Jordan. The findings 

will help the decision and policy makers in Jordan to take into consideration 

the factors related to innovative e-government services acceptance and use, 

hence enhancing the potential for future success for e-government initiatives 

and projects. 

2. The research findings will assist developers to better understand and reduce 

the challenges and obstacles facing the acceptance and use of innovative e-

government services (i.e. cloud-based services). 

3. This research will offer a new strategic approach to simplify the acceptance 

and use of e-government services by considering a new conceptual 

framework that facilitates such processes in Jordan. 

4. This research will offer a new model (i.e. UTAUT2) that will be validated and 

adapted to suit the cloud computing characteristics and reflect the Jordanian 

�F�L�W�L�]�H�Q�V�¶���Q�H�H�G�V�� 

5. This study will offer a basis for future academic studies to build on its findings, 

considering the proposed model and its applicability in other contexts. 
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 Design of the research 

According to Creswell (2014), the research design refers to the plan of action or a 

process that includes a series of techniques and steps to conduct the research, 

resulting in the successful achievement of the final step. To put it another way, it 

represents the organisation of the research activities from the start point ending with 

the conclusion, thus presenting an operational description of the study. Figure 1-8 

shows the process used to carry out this research. 

 Structure of the thesis  

As depicted in Table 1-5, this thesis is structured into four parts following the 

methodology proposed by Phillips and Pugh (2015). These are (1) background 

theory, (2) focal theory, (3) data theory and (4) novel contribution (Phillips and Pugh 

2015). This study first provides a literature review in Chapter 2. Chapter 3 reviews 

the IS acceptance theories and models, as well as the empirically based studies. 

Development of a proper strategy is the main consideration for the data theory; 

where the selection of suitable data collection methods and development of a 

research approach are illustrated in Chapter 4. Chapters 5, 6 and 7 present the 

remaining data theory for the current study. Finally, Chapter 8 outlines the novel 

contributions of this research. An overview of each chapter is as follows: 

�¾ Chapter 2 : the chapter is dedicated to the literature perspective of e-

government and cloud computing (fundamentals): 

�x E-government: definition, categories, benefits, maturity stages, 

challenges. 

�x Cloud computing: brief history, characteristics, models, CC of e-

government, CC security risks in e-government context, cases of CC 

in governments. 
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                                                     Figure 1-8 The research design  

Chapter 1  
Introduction  

Chapter 2 
Fundamentals of E-Government and Cloud 
Computing: Literature Review I (General) 

Chapter 3  
Technology Acceptance Models and 

Theories: Literature Review II (Specific)  

Chapter 4  
Research Methodology     

Explain the emergence, definition, 
benefits, challenges, CC role in acceptance 
and use of e-government services. 

Develop theoretical model for cloud-
based e-government services in Jordan 
based on UTAUT2. 

Identify research philosophy, design, 
methodology and methods for data 
collection. 

Chapter 5                      
Data Collection (Stage 1)  

 Initial Questionnaire  

- Identify that some e-government 
challenges still affect the acceptance of 
cloud-based public services (e.g. security).   
- Determine some security concerns. 

Chapter 6  
Data Collection (Stage 2) 

Qualitative (semi-structured interviews) 
Grounded Theory Analysis  

Chapter 7  
Data Collection (Stage 3) 

Quantitative (Online questionnaire) SEM Analysis  

- Identify citizens perceptions regarding 
the perceived security of cloud-based e-
government services 

Validating the theoretical framework (5 
Security Antecedents, Trust, Perceived 
security, 4 UTAUT2 Factors).  

Chapter 8  
Discussion and Conclusion  

(Implementation of the model)  
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�¾ Chapter 3: focuses on the theoretical background and empirical literature 

review for this study. The first part covers the predominant technology 

acceptance models and theories, where some of its constructs were 

integrated to develop the unified theory (UTAUT). The limitations of these 

theoretical models are also discussed. The second part reviews the empirical 

research work pertaining to this study: cloud computing in the public sector, 

e-government acceptance and adoption, e-services security. Finally, a 

discussion about choosing and justifying the research model is presented. 

�¾ Chapter 4: presents the research methodology by highlighting the different 

philosophical assumptions and strategies that help to meet the aims and 

objectives of the current study. The chapter also introduces the data collection 

methods, justification of the selected research approach, as well as the 

related ethical issues. 

�¾ Chapter 5:  investigates the extent to which the challenges of e-government 

initiatives inhibit the acceptance and use of cloud-based services in the 

Jordanian public sector from different perspectives, in addition to investigating 

the impact of these challenges on the security perceptions of the participants. 

The empirical evidence provided a total of 220 valid responses to the initial 

online survey from both Jordanian citizens and IT-officials from different 

government agencies in Jordan. Based on the data analysis, some significant 

challenges were identified. The results can help policy makers in the public 

sector to guide successful acceptance and adoption of cloud -based e-

government services in Jordan. 

Furthermore, this initial study advanced the researcher with an in-depth 

understanding of the research phenomenon at the commencement of the 

study. This helped to obtain additional feedback and information from the 

users and developers of cloud-based e-government services as a targeted 

sample in this research. This chapter also provides an overview of the online 
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initial questionnaire and an illustration of the methodology used in designing 

it. Also, the data analysis and findings were reported and discussed. 

�¾ Chapter 6: explores the factors affecting the security perceptions of cloud-

based e-government systems from multiple perspectives. This is the second 

stage (qualitative stage) in this research project. The researcher adopts the 

grounded theory methodology for data collection and analysis. The data 

collection and analysis procedure, findings of the fieldwork, and how concepts 

and categories were grounded in the data are discussed. The results from 

�W�K�L�V�� �V�W�D�J�H�� �L�G�H�Q�W�L�I�\�� �W�K�H�� �L�Q�L�W�L�D�O�� �I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �X�V�H�U�V�¶�� �S�H�U�F�H�S�W�L�R�Q�V�� �F�R�Q�F�H�U�Q�L�Q�J��

the perceived security of cloud-based e-government services in Jordan. 

�¾ Chapter 7 : presents the third stage (quantitative stage) of this research. In 

this stage, the research model and hypotheses were developed based on an 

amended version of the UTAUT2 model. The model included the security 

perceptions obtained from the qualitative stage, and the constructs of security 

and trust. This chapter illustrates the methodology of an online questionnaire 

in terms of designing, evaluating and modifying. It discusses the 

measurement scale analysis and model assessment using the structural 

equation modelling (SEM) technique. 

�¾ Chapter 8: provides a conclusion for this thesis by discussing the key results 

based on the research questions to confirm what has been achieved in this 

research project. The chapter also describes the practical implications of this 

research, the theoretical contribution of this study to the academic literature 

in the e-government and cloud computing research field, limitations of this 

research and future research directions. 
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Table 1-5 Thesis structure  

Stage  Chapter  Structure  

B
ac

kg
ro

un
d 

T
he

or
y

 

Chapter (1): Introduction 

�¾ Background  
�¾ Problem statement  
�¾ Research Motivations  
�¾ Aim and objectives  
�¾ Research questions  
�¾ Significance and outcomes  

Chapter (2): E-government and 
Cloud Computing 
Fundamentals 

�¾ Definition of e-government 
�¾ Categories of e-government 
�¾ Benefits of e-governmentnt 
�¾ Maturity stages of e-government 
�¾ Challenges of e-government 
�¾ CC (brief history) 
�¾ Definition of CC 
�¾ CC characteristics 
�¾ CC of e-government 

F
oc

al
 th

eo
ry

 

 

Chapter (3): Theoretical 
Background 

 

�¾ Ten IT acceptance models and 
theories 

�¾ Empirical literature review 
�x Cloud computing in the public 

sector  
�x E-government acceptance and 

adoption 
�x E-services security 

�¾ Research model (choosing and 
justifying) 

D
at

a 
th

eo
ry

 

Chapter (4): Research 
Methodology 

�¾ Philosophical assumptions  
�¾ Research strategies 
�¾ Data collection methods 
�¾ Research ethics  

Chapter (5): Data Collection (Stage 
One) Initial Questionnaire 

�¾ Initial online survey 
�¾ Online survey methodology 
�¾ Survey findings  
�¾ Discussion 

Chapter (6): Data Collection   
(Stage Two) Qualitative 

       (semi-structured interviews) 
Grounded Theory  Analysis 

�¾ Grounded theory (GT): overview 
and justification 

�¾ Research process of the GT 
methodology 

�¾ The process of interviews 
�¾ Discussion 
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Stage  Chapter  Structure  

Chapter (7): Data Collection 
(Stage Three) Quantitative 
(Online questionnaire) SEM 
Analysis 

�¾ Theoretical model and hypotheses 
�¾ Quantitative stage: methodology 
�¾ Participants profile: descriptive 

statistics 
�¾ Analysis of the measurement scale 
�¾ Structural equation modelling 

N
ov

el
 

co
nt

rib
ut

io
n

 

Chapter (8): Discussion and 
Conclusion (Implementation of the 
model) 

�¾ Discussion 
�¾ Practical implications 
�¾ Theoretical contribution 
�¾ Limitations and future research  
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Chapter 2: �)�X�Q�G�D�P�H�Q�W�D�O�V���R�I���(���*�R�Y�H�U�Q�P�H�Q�W���D�Q�G���&�O�R�X�G��

�&�R�P�S�X�W�L�Q�J�����/�L�W�H�U�D�W�X�U�H���5�H�Y�L�H�Z 

 Introduction  

In an attempt to point out the two key contexts related to this research, this chapter 

discusses and reviews the literature on the fundamentals of the research area. 

According to Gray (2014), the literature review is a crucial part in the progression 

of any research project, as it illustrates many major issues related to the research 

and helps to refine the focus in the topic of the study. 

There is considerable evidence that cloud technologies have become the 

strategic trend for many governments, not only in developed countries (e.g. the 

UK), but also in developing countries (e.g. the Middle Eastern region), that have 

launched cloud computing movements for enhanced standardisation of IT 

resources, cost reduction and more efficient public services. Cloud technologies 

represent a profound change in the IT structure of the public sector, and provide 

a solution for a number of e-government challenges, such as technical and 

financial issues. As shown in Table 1-1, section 2.2 reviews the fundamentals of 

e-government starting with its definitions, an overview of e-government 

categories (i.e. G2G, G2E, G2B and G2C), a number of benefits of e-government 

systems to its stakeholders, the lifecycle or e-government development stages, 

and challenges of e-government implementation. The next section (2.3) of this 

review provides a basic background to the CC concept. Firstly, this section 

presents a comprehensive review of several definitions of CC, along with a brief 

history, its origins and evolvement, discussion about the main cloud 

characteristics, and different deployment and service delivery models. In section 

2.4, a brief illustration of e-government services based on CC is presented, along 

with benefits, security risks and cases of cloud computing services in 
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governments (the UK, USA and Japan). Finally, a summary of this chapter is 

provided in section 2.5. 

 Fundamentals of e-government  

2.2.1 Definition of e -government  

It is imperative to be explicit regarding the precise me�D�Q�L�Q�J���R�I���W�K�H���W�H�U�P���³electronic 

government�´���� �$�O�W�K�R�X�J�K�� �V�H�Y�H�U�D�O�� �G�H�I�L�Q�L�W�L�R�Q�V�� �K�D�Y�H�� �G�H�Y�H�O�R�S�H�G�� �I�R�U�� �W�K�H�� �S�K�U�D�V�H��

electronic government in the literature, there is little consensus about what it 

actually means. The relatively new concept of e-government emerged in the 

1990s with the aim of reforming and developing the public sector using the 

opportunity brought about by modern ICT ���$�O�� �+�X�M�U�D�Q�� �H�W�� �D�O���� ������������ �.�X�U�I�D�O�Õ�� �H�W�� �D�O����

2017). While e-government is the selected terminology in this thesis, different 

synonyms are commonly used interchangeably by the research community, 

including e-Gov, digital government, online government, and one-stop 

government (Grönlund and Horan 2005). 

A number of authors have formulated a set of definitions for the phenomenon of 

e-government reflecting different perspectives. Basically, these can be classified 

into (1) technical perspective (methods to deliver the service), (2) service 

perspective (nature of the delivered service), and (3) stakeholder perspective 

(who receives the service). 

Definitions emanating from the technical perspective concentrate on the 

involvement and modernisation of governments through a new ICT medium. For 

instance, the United Nations (2016) defined e-�J�R�Y�H�U�Q�P�H�Q�W�� �D�V�� �³the delivery of 

government services and information using the world-wide-web (WWW) and the 

internet�´�� 

Meanwhile, definitions originating from the second perspective, the service 

perspective, emphasise that the main purpose of e-government is to produce and 
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deliver public services. For instance, the aim of e-government has been described 

as producing and delivering public services through novel technologies with 

simplified and automated government transactions to businesses, constituents, 

and other government administrations (Sprecher 2000). This view is supported 

by Irani and his colleagues (2005) who presented e-government as �³�� ���������D���Z�L�G�H��

range of services: dissemination of information, commerce with the private sector, 

services to individual citizens and busi�Q�H�V�V�H�V�����D�Q�G���S�D�U�W�L�F�L�S�D�W�R�U�\���G�H�P�R�F�U�D�F�\�´ (Irani 

et al. 2005). 

Definitions springing from the stakeholder perspective focus on e-government 

customers. For example, e-government has been defined as harnessing 

information technologies to reinvent government processes and deliver public 

services with aim of e-transforming the relations with employees, citizens, 

businesses and other government arms (Carter and Bélanger 2005; Hung et al. 

2006; Dwivedi et al. 2017). 

According to Yildiz (2007), the absence of a standard accepted definition of e-

government is a major limitation to a complete understanding of this concept 

(Yildiz 2007). In the same vein, Ndou (2004) stated that reasons behind the failure 

of e-government projects are often associated with poor understanding and 

narrow definitions of the concept. Therefore, to agree on an acceptable definition 

of e-government it is imperative to review its definition holistically. Table 2-1 

shows some examples of further definitions of e-government from various 

perspectives. 

Table 2-1 Review of e -government definitions  

No  Article  Definition   

1. (Layne and Lee 
2001) 

�³�«���J�Rvernme�Q�W�¶�V���X�V�H���R�I���W�H�F�K�Q�R�O�R�J�\�����S�D�U�W�L�F�X�O�D�U�O�\���Z�H�E-
based Internet applications to enhance the access to 
and delivery of government information and service to 
citizens, business partners, employees, other 
�D�J�H�Q�F�L�H�V�����D�Q�G���J�R�Y�H�U�Q�P�H�Q�W���H�Q�W�L�W�L�H�V���´ 
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No  Article  Definition   

2. (Margetts and 
Dunleavy 2002) 

�³�«���P�D�N�L�Q�J���W�K�H���I�X�O�O���U�D�Q�J�H���R�I���J�R�Y�H�U�Q�P�H�Q�W���D�F�W�L�Y�L�W�L�H�V���± 
internal processes, the development of policy and 
services to citizens �± �D�Y�D�L�O�D�E�O�H���H�O�H�F�W�U�R�Q�L�F�D�O�O�\���´ 

3. (Choudrie et al. 
2004) 

�³�7�K�H���G�H�O�L�Y�H�U�\���R�I���L�Q�W�H�U�Q�H�W-based government services, 
�Z�K�L�F�K���L�Q�F�U�H�D�V�H���W�K�H���F�L�W�L�]�H�Q�V�¶���R�S�S�R�U�W�X�Q�L�W�\���W�R access to 
the information and services provided by the 
government, thus enhancing the citizen participation 
and ensuring the responsiveness to their requirements 
��� ́

4. (Isaac 2007) �³�7he use of ICT, in particular, Internet-based 
applications concerned with enhancing the e-
government services besides enabling access to it by 
government organisations, agencies, business parents, 
�V�W�D�I�I���D�Q�G���W�K�H���F�L�W�L�]�H�Q���´ 

5. (Sang et al. 2009) �³�7�K�H���X�V�H���R�I���L�Q�I�R�U�P�D�W�L�R�Q���D�Q�G���F�R�P�P�X�Q�L�F�D�W�L�R�Q��
technologies (ICTs) in general and the utilisation of 
Internet in particular to improve the efficiency, 
effectiveness, transparency, accountability, and 
activities of a public sector organisation, with the goal 
�R�I���D�F�K�L�H�Y�L�Q�J���E�H�W�W�H�U���J�R�Y�H�U�Q�P�H�Q�W���´ 

6. (Khan et al. 2010) �³�7�K�H���X�V�H���E�\���J�R�Y�H�U�Q�P�H�Q�W���D�J�H�Q�F�L�H�V���R�I���L�Q�I�R�U�P�D�W�L�R�Q��and 
communication technologies (such as Wide Area 
Networks, the Internet, and mobile computing) that 
have the ability to transform relations with citizens, 
businesses, and other arms of government. These 
technologies can serve a variety of different ends: 
better delivery of government services to citizens, 
improved interactions with business and industry, 
citizen empowerment through access to information, or 
�P�R�U�H���H�I�I�L�F�L�H�Q�W���J�R�Y�H�U�Q�P�H�Q�W���P�D�Q�D�J�H�P�H�Q�W�´ 

7. (Liang 2012) �³�$�Q���D�G�P�L�Q�L�V�W�U�D�W�L�R�Q���V�\�V�W�H�P�����L�Q���Z�K�L�F�K���J�R�Y�H�U�Q�P�H�Q�W���R�I�I�L�Fes 
fully use modern technologies including information 
technology, network technology and office automation 
technology to handle official affairs and provide public 
�V�H�U�Y�L�F�H�V���I�R�U���W�K�H���V�R�F�L�H�W�\�´ 

8. (World-Bank 2015) �³�³�(-�*�R�Y�H�U�Q�P�H�Q�W�´���U�H�I�H�U�V���W�R���W�K�H���X�V�H���E�\���J�R�Y�H�U�Q�P�H�Q�W��
agencies of information technologies (such as Wide 
Area Networks, the Internet, and mobile computing) 
that have the ability to transform relations with citizens, 
�E�X�V�L�Q�H�V�V�H�V�����D�Q�G���R�W�K�H�U���D�U�P�V���R�I���J�R�Y�H�U�Q�P�H�Q�W���´ 
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No  Article  Definition   

9. (Davies 2015) �³�(-Government refers to efforts by public authorities to 
use information and communication technologies 
(ICTs) to improve public services and increase 
democratic participat�L�R�Q���´ 

In relation to the above-mentioned definitions, the researcher can conclude that 

the e-government concept essentially encompasses three main aspects: (1) 

focus on the latest ICTs in adding novel online delivery channels for public 

services and information; (2) automation and production of e-government 

services and processes; (3) stakeholders who receive these services. In the 

context of the current research, where the main interest lies with Jordanian 

citizens as the main customers of e-government services, the definition of e-

�J�R�Y�H�U�Q�P�H�Q�W�� �Q�H�H�G�V�� �W�R�� �I�R�F�X�V�� �R�Q�� �W�K�H�� �³citizens�´�� �D�V�� �W�K�H�� �V�W�D�N�H�K�R�Oder to whom the 

government services are delivered. In this respect, it is notable that (OECD 2017) 

depicts e-government (in the light of the three aspects stated above) as being the 

mechanism of government services delivery and production to its citizens by 

harnessing ICT applications.  

Drawing on the prior discussion, the e-government concept is used throughout 

this thesis to refer to:  

�³�7�Ke means to produce and deliver government services to citizens using 

�L�Q�Q�R�Y�D�W�L�Y�H���,�&�7���W�R�R�O�V���D�Q�G���D�S�S�O�L�F�D�W�L�R�Q�V���´ 

2.2.2 Categories of e-government  

E-government, as argued above, is the system that uses information 

communication technology (ICT) to deliver governmental services between and 

within government agencies, other organisations and individuals (stakeholders). 

However, e-government systems go beyond simply improving internal 

communications within government and external interactions with citizens. The 

nature of e-government as a technology aiming to serve various society sections, 
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leads to a variety of ways through which to classify its services. Thus, various 

actors are served by e-government, other than simply government departments 

and citizens. Consequently, it is important to clarify the various categories of e-

government services in order to build a better understanding of e-government 

interactions and functions. The four main types of e-government (see Figure 2-

1), can be defined as follows (Almarabeh et al. 2016; Ali et al. 2018b): 

  

�x Government to government (G2G) : describes the interaction between 

and within government agencies and departments, where they are enabled 

to share government services, information and databases. 

�x Government to business (G2B) : describes the interaction between the 

government agencies and commercial institutions (e.g. license renewals, 

tax payments, company registrations). 

�x Government to employee (G2E ): describes the interaction between 

government agencies and its employees (e.g. access to e-learning or e-

training). 

�x Government to citizen (G2C) : describes the interaction between citizens 

and government, where citizens are enabled to access government 

services and information directly (e.g. renewal of driving licenses). 

 
Figure 2-1 Categories of e -government  
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The current research project will focus on the last type of e-government services 

���*���&�������P�H�Q�W�L�R�Q�H�G���D�E�R�Y�H�����7�K�X�V�����W�K�L�V���V�W�X�G�\�¶�V���R�E�M�H�F�W�L�Y�H�V���U�H�O�Dte to the government 

�Y�L�V�L�R�Q�� �L�Q�� �+�D�V�K�H�P�L�W�H�� �.�L�Q�J�G�R�P�� �R�I�� �-�R�U�G�D�Q�� �W�K�D�W�� �³E-Government in Jordan is 

dedicated to lead the government into e-transformation by delivering demand-

driven services to people across society, irrespective of location, economic status, 

education or ICT ability�´��(MOICT 2013a). Furthermore, citizens are considered to 

be the most diversified and largest category of government stakeholders in terms 

of their expectations and needs compared to other categories. This encouraged 

�W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �W�R�� �L�Q�Y�H�V�W�L�J�D�W�H�� �W�K�H�� �I�D�F�W�R�U�V�� �W�K�D�W�� �L�Q�I�O�X�H�Q�F�H�� �D�� �F�L�W�L�]�H�Q�¶�V�� �G�H�F�L�V�L�R�Q�� �W�R��

accept and use cloud-based e-government services from different perspectives 

and the security perceptions associated with these services. It is the re�V�H�D�U�F�K�H�U�¶�V��

belief that information and practical knowledge of the acceptance determinants 

will assist in the success of such innovative services and also realise a salient 

improvement in the level of e-participation. 

2.2.3 Benefits of e-government  

The acceptance and use of e-government services allow the government to 

experience significant benefits in terms of delivering more efficient and effective 

services and information to all e-government beneficiaries (Viana Thompson et 

al. 2005; Lallmahomed et al. 2017). E-government systems offer several 

opportunities to enhance service quality for citizens and to meet the expectations 

and needs of business and citizens for communication with their government. It 

can empower government agencies by aligning their efforts as required to realise 

a reduction in cost and provide convenient services (Carter and Bélanger 2005). 

The e-government concept emerged as a result of the understanding that 

significant benefits can be obtained through the use of ICT, especially the internet, 

to enhance the delivery of government services.  

However, assured benefits of using e-government services are the same in both 

developed and developing countries. The main difference between the two 
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groups is that several potential benefits associated with e-government are not 

realised in developing countries, as a result of limited use and implementation of 

e-government systems (Ndou 2004). A review of the literature reveals several 

benefits of e-government. Table 2-2 offers a summary of the key advantages of 

using e-government services.  

Table 2-2 Review of e -government benefits  

E-government 
benefits  

Description  Reference  

Transparency 
and 
accountability  

Citizens have the ability to 
follow up the service 
application, straightforward 
access from any location, also 
the availability of data and 
information related to 
government agencies and 
departments. 

(Snellen 2002; Chadwick and 
May 2003; Bhatnagar 2004; Ndou 
2004; West 2004; Wong and 
Welch 2004; Welch et al. 2005; 
Misra 2006; Almarabeh and 
AbuAli 2010; Bigdeli and Cesare 
2011; Noor et al. 2011; Nkwe 
2012; Weerakkody et al. 2012; 
Zheng et al. 2013; World-Bank 
�������������.�X�U�I�D�O�Õ���H�W���D�O�������������� 

Reduction of 
cost and time  

Citizens use online channels 
rather than visiting official 
governmental departments 
physically, which results in a 
�U�H�G�X�F�W�L�R�Q���R�I���W�K�H���F�L�W�L�]�H�Q�V�¶���W�L�P�H��
and money for travel and 
waiting in queues. 

(Buckley 2003; Huang and 
Bwoma 2003; Abdullah et al. 
2006; Misra 2006; Kolsaker and 
Lee-Kelley 2008; Scott and 
Golden 2009; Noor et al. 2011; 
Carter et al. 2012; Weerakkody et 
al. 2012; Zheng et al. 2013; 
World-�%�D�Q�N���������������.�X�U�I�D�O�Õ���H�W���D�O����
2017) 

Improved 
accessibility to 
government 
services 

Citizens have the ability to 
access e-government services 
and information via multiple 
innovative ICTs. In addition, 
they have instant availability of 
service from any location. 
Consequently, citizens are 
furnished with equitable 
government services.  

(Silcock 2001; Doty and Erdelez 
2002; Halchin 2004; Ndou 2004; 
Carter and Bélanger 2005; Misra 
2006; Bertot et al. 2010; 
Weerakkody et al. 2012; Zheng et 
al. 2013) 
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E-government 
benefits  

Description  Reference  

Empowerment 
of the citizen  

Citizens are empowered due 
to improved access to 
government services and 
information, in order to 
overcome social and 
development challenges. 

(Fang 2002; Tat�æKei Ho 2002; 
Abdullah et al. 2006; Noor et al. 
2011; Nkwe 2012; World-Bank 
2015) 

One stop to 
access all 
government 
services  

The government delivers 
services and information to 
citizens using a single online 
portal. Thus, citizens can 
complete government 
transactions at all levels and 
make applications for any 
service from one access point. 
In other words, one location 
for all public services. 

(Layne and Lee 2001; Doty and 
Erdelez 2002; Tat�æKei Ho 2002; 
Halchin 2004; Abdullah et al. 
2006; Bigdeli and Cesare 2011; 
Weerakkody et al. 2012) 

Convenience  In general, citizens are able to 
access government services 
and information from any 
location (e.g. at home or even 
on the move) smoothly by 
clicking on web-based links. 
Also, they have direct contact 
with government staff. 

(Fang 2002; Tat�æKei Ho 2002; 
Gautrin 2004; Ndou 2004; Misra 
2006; World-Bank 2015) 

Reduction of 
human errors 

Citizens can obtain official 
documents with minimal errors 
related to manual or traditional 
processing. 

(Ndou 2004; Abdullah et al. 2006) 

Trust  E-government systems can 
lead to a trusted relationship 
with citizens by offering them 
the opportunity to be involved 
in the policy processes, 
fostering open government 
and accountability. Also, 
mitigating corruption. Trust 
helps to achieve successful e-
government projects. 

(OECD 2003; Abdullah et al. 
2006; Scott and Golden 2009; 
Almarabeh and AbuAli 2010) 
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E-government 
benefits  

Description  Reference  

Improved e-
democracy  

E-government systems 
promote the participation of 
citizens in the democratic 
process, such as decision 
making, voting and other 
public issues. 

(Huang and Bwoma 2003; 
Spirakis et al. 2009; Zissis and 
Lekkas 2011; Zheng et al. 2013) 

In addition, the implementation and use of e-government systems does not 

merely save resources, it can also raise service levels through reducing 

bureaucratic time. The public sector wants to deliver enhanced and innovative 

services which leads to greater �H�I�I�R�U�W�V�� �W�R�� �H�Q�K�D�Q�F�H�� �F�L�W�L�]�H�Q�V�¶�� �H�[�S�H�U�L�H�Q�F�H�V�� �Z�K�H�Q��

communicating with their governments, when trying to obtain different services, 

or when seeking out vital information. The evolution of ICT and e-government 

creates the potential for the emergence of innovative services, contributing to 

enhanced service quality (Ndou 2004).  

2.2.4 Maturity stages of e -government  

Maturity stages allow governments to assess the progress and effectiveness of 

public services (Fath-Allah et al. 2014; Noman  and Hebbar 2016). Accordingly, 

the models postulate that this progress in e-government services and applications 

occurs in a staged pattern, from the onset stage (one-way communication) to the 

most mature stage (electronic-democracy). Different stages emerge in the middle 

of the process, such as interaction, transaction and integration, according to each 

�U�H�V�H�D�U�F�K�H�U�¶�V���S�H�U�V�S�H�F�W�L�Y�H�����'�H�V�S�L�W�H���W�K�H���O�L�Q�H�D�U���P�D�Q�Q�H�U���R�I���W�K�H���P�D�W�X�U�L�W�\���P�R�G�H�O�V�����V�R�P�H��

countries have chosen to miss one or more stages and proceed forward to the 

advanced stage (West 2004). This indicates that the development of e-

government services does not always have to be in sequence. 

On the other hand, while governments advance toward the adoption of e-

government systems, security is considered a crucial factor that affects its 
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progress, regardless of the stage of e-government development (Layne and Lee 

2001). Therefore, it is imperative to take security concerns into account through 

the e-government lifecycle, owing to its effect on the development, adoption and 

acceptance of e-government applications. In this vein, (Karokola and Yngström 

2009) presented a critical evaluation of e-government maturity models drawing 

on the ten security principles of ISO 17799 standards. Findings from their 

investigation are illustrated in this section. 

The main focus of government transformation from one stage to the next was in 

the technological aspect of internet capabilities. However, some researchers 

have argued that in addition to this crucial aspect there are also managerial and 

organisational aspects. This argument resulted in another criterion associated 

with the type of integrations between government functions and levels horizontally 

and vertically. For instance, Layne and Lee (2001) suggested that the e-

government phenomena has an evolutionary nature according to which the e-

government should be implemented through four stages (see Figure 2-2). These 

stages are: 

 

�x Catalogue: in this stage, the e-government website delivers basic 

government information. Predominantly websites are deemed to be 

static; as the citizens are merely enabled to download formal forms and 

access the online presented information.  

�x Transaction: a two-way communication or transaction-based stage in 

which the citizens have the ability to conduct online transactions.  

�x Vertical integration: this stage consists of the integration of government 

services from different levels pertaining to similar functions, 

emphasising the automation and transformation of e-government 

services.  
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�x Horizontal integration: this stage integrates the different functions and 

services of governments in order to provide citizens with unified and 

convenient services.  

(Karokola and Yngström 2009) noted that for this model the technical security 

issues were fairly considered, particularly at the transaction stage. In contrast, 

non-technical security issues such as ethics, culture, regulations and economics 

are given a low level of consideration, as well as neglecting political changes. 

 
Figure 2-2 Layne and Lee model (Layne and Lee 2001)  

Similarly, the Gartner group (2000) designed a four-stage model that became a 

widely adopted roadmap for e-government services achievement (see Figure 2-

3). The suggested stages are:  
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�¾ Web presence: through one-way communication, citizens can access the 

static e-government website to gain basic information.  

�¾ Interaction: governments provide various services to their stakeholders, 

such as citizen and government agencies, to facilitate communication 

between them; services include search engines, official form downloading 

and emails.  

�¾ Transition: citizens are enabled to carry out successful online transactions 

such as payment activities.  

�¾ Transformation: considered to be a mature stage in which integrated, 

holistic, personalised and unified operational processes are offered to 

citizens through the e-government portal (Baum and Maio 2000).  

Highlighting the citizen-centric nature, fair consideration is given to the technical 

and non-technical security issues at the transaction phase, as well as political 

changes within the key characteristics according to (Karokola and Yngström 

2009), with regard to this model. 

�&�K�D�Q�G�O�H�U�� �D�Q�G�� �(�P�D�Q�X�H�O�¶�V�� �������������� �P�R�G�H�O�� �L�V�� �S�D�U�W�O�\�� �I�R�F�X�V�H�G�� �R�Q�� �I�X�Q�F�W�L�R�Q�D�O�L�W�\�� �D�Q�G��

citizen-centricity. Their model involves four stages, namely the information phase, 

interaction phase, transaction phase and the final stage is the integration 

(Chandler and Emanuels 2002). From the security perspective, little attention is 

paid to technical security at the transaction phase. Similar to the Layne and Lee 

(2001) model, both non-technical security issues and political changes are not 

considered (Karokola and Yngström 2009).  

In this vein, West (2004) proposed four stages to illustrate the evolution of e-

government systems, namely the billboard, the partial service delivery, the fully 

integrated service delivery and the final stage of e-government, the interactive 

democracy (West 2004). According to Karokola and Yngström (2009), the highest 
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stages take political changes into consideration. In contrast, little attention is given 

to technical and non-technical security concerns. 

 
Figure 2-3 Gartner �¶s four phases of e -government model (Baum and Maio 2000)  

According to Howard (2001), the development of e-government goes through 

three stages based on the technological as�S�H�F�W���� �+�R�Z�D�U�G�¶�V�� �P�R�G�H�O�� �V�W�D�J�H�V�� �D�U�H��

publishing, interacting and transacting with no consideration of the integration 

stage. Unfortunately, no attention is paid to political changes or security issues 

(Karokola and Yngström 2009). With an equal number of stages, the World Bank 

(2003) posited an e-government maturity model consists of publishing, 

interactivity and completing transaction stages. While security issues are 

considered at the final stage of this model, political changes are not given any 

attention (Karokola and Yngström 2009). 

Based on technological and managerial dimensions with consideration of the 

citizen-centric and web-based approaches as the main perspectives, a five-stage 

model was developed: the stages are emerging online-presence, enhanced 
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online-presence, interactive online-presence, transactional online-presence, 

seamless online-presence (United-Nations 2002). However, in 2010 these 

development stages of e-government systems were diminished to merely four 

(United-Nations 2010). Karokola and Yngström (2009) indicate that reasonable 

consideration was given to specific technical security issues in the transaction 

stage of this model. Conversely, no attention was paid to political changes.  

A similar number of categories is presented by Hiller and Bélanger (2001) in their 

lifecycle model for e-government: information dissemination or catalogue phase; 

two-way communication phase; service and financial transaction phase; vertical 

and horizontal integration phase; and the final stage is political participation in 

which citizens are engaged in online political services and activities such as web-

based voting (Moon 2002). While this model gave attention to political changes 

and security issues at the financial transaction phase, it neglected other security 

concerns pertaining to the non-technical aspect (Karokola and Yngström 2009). 

In a comparison of the two models, Moon (2002) and Hiller and Bélanger (2001) 

�U�H�Y�H�D�O���D�Q���H�[�S�O�L�F�L�W���V�L�P�S�O�H���G�L�I�I�H�U�H�Q�F�H���L�Q���W�K�H���Q�D�P�H���R�I�� �W�K�H���I�L�U�V�W���V�W�D�J�H�����D�V���L�W���L�V���³�2�Q�H-

�Z�D�\���F�R�P�P�X�Q�L�F�D�W�L�R�Q�´���D�F�F�R�U�G�L�Q�J���W�R���0�R�R�Q�������������������:�K�H�U�H�D�V�����W�K�H��other stages from 

two to five remain the same. In addition, Karokola and Yngström (2009) 

highlighted similar considerations for both models.  

Wescott (2001) classified the stages of e-government development into six 

phases drawing on implementation experience in the Asia Pacific district. The 

model phases are as follows: setting up an email system and internal network; 

enabling inter-organisational and public access to information; allowing two-way 

communication; allowing exchange of value; digital democracy; and finally, 

joined-up government in which the citizen is offered integrated services and 

information related to all government departments. In other words, integrated 

services delivery both horizontally and vertically (Wescott 2001). In this model, 

the main focus is on the citizen-centric approach and consideration of political 
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changes. Conversely, no explicit attention was shown to the technical and non-

technical security conc�H�U�Q�V�����Z�L�W�K���R�Q�H���H�[�F�H�S�W�L�R�Q���U�H�O�D�W�H�G���W�R���W�K�H���³�D�O�O�R�Z�L�Q�J���H�[�F�K�D�Q�J�H��

�R�I���Y�D�O�X�H�´���V�W�D�J�H��(Karokola and Yngström 2009).  

In a similar manner, Deloitte-Research (2001) offered a six-stage development 

model to address e-government evolution with the aim of building long-lasting 

relations with citizens. These stages include an information dissemination stage, 

official two-way transaction stage, multi-purpose portal stage, portal 

personalisation stage, clustering of common services stage, and finally, full 

integration and enterprise transformation stage (Deloitte-Research 2001). 

However, Karokola and Yngström (2009) highlighted that these stages ignored 

the political changes, and also little consideration was given to the technical and 

non-technical security issues. 

Despite the variance and similarities pertaining to the stages of these maturity 

models, it is a fact that e-government acceptance and use is significantly 

influenced by the progression in e-government systems implementation. 

Furthermore, the following points should be taken into consideration:  

First, studies showed disagreement on development models in terms of names 

and the number required to assess the maturity of e-government systems. 

However, the content could be similar or different (Fath-Allah et al. 2014; Almuftah 

et al. 2016). In addition, there is no evidence from the literature as to which might 

be better or the best among these models. The main issue does not pertain to the 

number of stages or names given to e-government evolution stages, rather it 

relates to the approach, techniques and steps of implementation, or whether the 

models could be used in a different context, such as developing countries. 

Second, in relation to the above-mentioned discussion, the design of e-

government models did not fairly consider technical and non-technical security 

issues as the main focus. Few researchers paid attention to technical security, 
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particularly in the transaction stage. Therefore, to fill the gap, as these models 

focused on the citizen-centric approach, there is a need to investigate security 

�U�H�T�X�L�U�H�P�H�Q�W�V�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� �L�Q�� �V�S�L�W�H�� �R�I�� �W�K�H�� �G�H�Y�H�O�R�S�P�H�Q�W�� �V�W�D�J�H����

Thus, this is one of the motivations of this study. 

In addition, considerable strides should be made in terms of Cyber Security of e-

government services in order to mature approach and implement systematic 

procedures and policy in line with international standards (e.g. ISO27001) that 

deal adequately with the threats originating from cyberspace. According to its 

documentation, ISO 27001 was established to "provide a model for establishing, 

implementing, operating, monitoring, reviewing, maintaining and improving an 

information security management system" (ISO 2019). Such a standard could 

help to understand and address the security risk at the national level to protect e-

government and its ICT infrastructure. 

Third, there is agreement among scholars and practitioners in the e-government 

realm on the significant effect of technological aspects on the development of e-

government stages (Baum and Maio 2000; Howard 2001; Layne and Lee 2001; 

Moon 2002; United-Nations 2002; West 2004; Lee and Kwak 2012; Sangki 2018). 

However, there was no indication of factors related to a specific innovative 

technology that could stimulate or hinder the development of e-government 

systems. In addition, most of the literature investigated the context of developed 

countries, whereas there was little consideration given to the context of 

developing countries, such as Jordan. As a result, that is one of the key 

motivations for this study. 

2.2.5 Challenges of e-government  

While several benefits and opportunities are offered by e-government systems to 

the public and private institutions as well as citizens, many challenges and 

barriers can delay external and internal stakeholders from realising the promises 
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of such IT initiatives. A wide range of challenges often result from varied and 

complex e-government applications (Weerakkody et al. 2011), which can be 

classified according to the literature review into organisational, social, 

technological and financial barriers.  

This study intends to add value in terms of acceptance and security factors 

pertaining to using innovative technologies in the e-government context. 

Therefore, the main challenges and barriers associated with the research focus, 

as shown in Table 2-3, will be briefly introduced in this section. 

Table 2-3 E-government challenges  

Classification  Challenges  

Technological  

�x IT infrastructure  

�x Security 

�x Availability  

�x Accessibility  

�x Website design 

Human -aspects  
�x Lack of awareness 

�x ICT skills  

Social  �x Culture  

Financial   �x Lack of budget / high cost  

 

2.2.5.1 Technological challenges  

The diffusion of e-government initiatives was for a long time delineated by 

technological issues. Some of these issues were considered difficulties when 

implementing e-government, such as a lack of compatible IT infrastructure among 

public administrations and agencies. Also, security is a critical obstacle in using 

e-�J�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V���D�F�F�R�U�G�L�Q�J���W�R���F�L�W�L�]�H�Q�¶�V���F�R�Q�F�H�U�Q�V��(Savoldelli et al. 2014), so 

this section illustrates some of the key barriers facing e-government from the 

technical aspect. 
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�x IT infrastructure  

Previous studies considered IT infrastructure to be one of the most common 

challenges facing the implementation of e-government systems (Ndou 2004; 

Ebrahim and Irani 2005; AlAwadhi and Morris 2008; Almarabeh and AbuAli 2010; 

Alateyah et al. 2012; Almarabeh et al. 2016), and also influenced citizen adoption 

of e-government services. IT infrastructure refers to the use of LAN (local area 

network), WAN network (Internet, Intranet and Extranet), technical components, 

such as computers, workstations and servers, as well as operating systems and 

databases (Ebrahim and Irani 2005). Appropriate and convenient sharing of e-

government information and establishment of new communication channels to 

deliver e-government services can be enabled by harnessing adequate 

networking (Ndou 2004; Almarabeh and AbuAli 2010). In this vein, (Layne and 

Lee 2001; Ebrahim and Irani 2005) emphasise the importance of IS integration 

for the public sector. However, a lack of integration and centralisation is 

recognised by several researchers as a challenge related to networking in the 

government context. Additionally, IT infrastructure could suffer from a lack of 

software and hardware. As a result, poor IT infrastructure, particularly in 

developing countries, often prevents the success of e-government projects (Ndou 

2004). In the course of that, governments are required to guarantee strong 

technology infrastructures, in order to provide citizens with the ability to benefit 

from e-government services. 

�x Security  

Security is one of the crucial factors influencing the acceptance and adoption of 

e-government services (Alateyah et al. 2013; Shin 2013; Zhang et al. 2018). 

Several studies addressed security concerns as a barrier facing government 

services worldwide, from both government and citizen perspectives (Layne and 

Lee 2001; Ebrahim and Irani 2005; Sang et al. 2009; Almarabeh and AbuAli 2010; 

Bigdeli and Cesare 2011; Nkwe 2012; Savoldelli et al. 2014). Security can be 
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defined as the protection of information, systems and data against intentional or 

accidental disclosure, alteration and copying due to unauthorised access (Nemati 

2008; Henry et al. 2016)���� �7�K�X�V���� �S�H�U�F�H�L�Y�H�G�� �L�Q�I�R�U�P�D�W�L�R�Q�� �V�H�F�X�U�L�W�\�� �U�H�I�H�U�V�� �W�R�� �³the 

subjective probability with which consumers believe that their personal 

information will not be viewed, stored or manipulated during transit or storage by 

inappropriate parties, in a manner consistent with their confident expectations�´��

(Chellappa and Pavlou 2002). Accordingly, the key objectives of information 

security are to provide integrity, confidentiality and availability, which are 

collectively referred to the CIA security model or the CIA triad (Nemati 2008). In 

spite of the fact that information security is high-priced, it is recognised as an 

imperative part of e-government systems, owing to its involvement with data 

protection, the integrity of information systems, staff training, continuity of e-

services as well as the building of a confident and trustable relationship with 

citizens and other stakeholders. So, information security is a primary element to 

establish and enhance trust between the government and its citizens (Ebrahim 

and Irani 2005; Almarabeh and AbuAli 2010; Nkwe 2012). In contrast, a low level 

of trust will negatively influence cautious citizens using technology as they may 

neglect and avoid using e-services that require personal information (Almarabeh 

and AbuAli 2010). 

Several studies in the security arena addressed key requirements for information 

security success; these could indicate technical or non-technical aspects. For 

instance, security technology must include protection of the infrastructure, 

firewalls and access restrictions for authorised users. In this regard, (Weerakkody 

et al. 2011) added that to guarantee a reasonable level of security, it is vital to 

utilise technical tools like passwords, user IDs, digital signatures, bank account 

numbers and such tools that help in the achievement of security aims. 

Furthermore, there is a need to continue protection against the threat of viruses 

and cybercrime. On another hand, it is important for e-government users to have 

a practical education related to security measures and technologies (Almarabeh 



Chapter 2:Fundamentals of E-Government and Cloud Computing: Literature Review 

 69 

and AbuAli 2010). Whereas security concerns will continue to be a hindrance for 

e-government projects, it will not have extensive influence on e-government 

growth and improvement if society can learn to deal with and accept its infrequent 

faults. In addition, it must be an acceptable consideration for the users that no 

security systems are perfect or guaranteed, as even strong systems can be 

ultimately overcome and influenced by security threats. 

According to (Ndou 2004), governments around the world have a responsibility to 

deal with the design and advancement of a public key infrastructure that will 

guarantee secure government transactions with citizens and organisations. In 

addition, e-government information systems handle an enormous amount of 

significantly sensitive data, which requires maintenance of data availability, 

integrity and confidentiality, at all costs. Novel solutions and techniques are 

constantly required in order to counteract security issues. 

�x Availability  

With the advent of e-government initiatives, public administration and their 

stakeholders around the world realised that a lack of availability or accessibility is 

a significant barrier to the adoption and success of e-government services (Carter 

and Bélanger 2005; Almarabeh and AbuAli 2010; Khan et al. 2010; Alateyah et 

al. 2012; Alomari et al. 2012). Awareness of the distinct meanings of these 

concepts is essential in order to differentiate between the two terminologies.  

Availability can be defined as the number of e-services (e.g. tax payments, 

renewal of driving licenses, issue of birth/death/marriage certificates) that are 

obtainable for citizens; it is considered an indicator as to the extent of government 

services that are available anytime �± 24/7 (Almarabeh and AbuAli 2010; Odat 

2012). As stated by (Criado and Ramilo 2003), the implementation and adoption 

of e-government could be improved through integrating different factors, such as 

accessibility and availability. Similarly, availability promotes citizen adoption of e-



Chapter 2:Fundamentals of E-Government and Cloud Computing: Literature Review 

 70 

government services, due to its critical effect on service quality (Rehman and 

Esichaikul 2011; Alateyah et al. 2013). In contrast, a lack of these two critical 

factors could result in failure of e-government efforts (Almarabeh and AbuAli 

2010). In general, a lack of standard architecture for e-government systems, as 

well as a shortage of technical skills and experience of IT staff, is often considered 

a cause of e-government impediment (Lam 2005). Thus, this has a negative 

influence on the availability and accessibility of the e-government services for the 

users. 

Whereas the above-mentioned discussion highlighted availability as a ranking 

criterion for e-government success and adoption, user accessibility for e-

government services is also critical. 

�x Accessibility  

Accessibility refers to the ways that enable users to gain access to various online 

governments services and information through multiple channels, e.g. websites 

can be accessed from PCs, laptops, kiosks and other internet-enabled devices 

(Ebrahim and Irani 2005; Alomari et al. 2012). Hence, a variety of e-channels is 

provided to launch government services and information to all citizens, regardless 

of residence location, religion or even disabilities. The key focus of accessibility 

is the interaction within the e-government system. In the same vein, it is stated by 

Deakins and Dillon (2002) that accessibility is an important component to improve 

online and offline communication and interaction. Furthermore, the effectiveness 

and efficiency of the implementation of systems and technologies could be 

enhanced due to accessibility (Odat and Khazaaleh 2012). Alomari et al. (2012) 

�S�R�V�W�X�O�D�W�H�G�� �W�K�D�W�� �W�K�H�� �H�V�W�D�E�O�L�V�K�P�H�Q�W�� �R�I�� �³�X�V�H�U-centri�F�´�� �H-government services is 

based on several significant considerations, such as service accessibility. 

In relation to the aforementioned discussion, the government must improve e-

services to ensure they are accessible and available for their stakeholders from 
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any location around the clock. For instance, governments could furnish citizens 

with a free Wi-Fi service in certain locations, within a national strategy to facilitate 

the accessibility and availability of e-government systems.  

�x Website design  

In recent years, the government website has emerged as the main channel or 

gateway for online communication and delivery of e-government services to 

citizens (Alomari et al. 2012). Researchers in the e-government arena posited 

�W�K�D�W���Z�H�E�V�L�W�H���G�H�V�L�J�Q���L�V���D���V�L�J�Q�L�I�L�F�D�Q�W���S�U�H�G�L�F�W�R�U���R�I���F�L�W�L�]�H�Q�V�¶���Z�L�O�O�L�Q�J�Q�H�V�V���W�R���X�V�H���V�X�F�K��

services (Gilbert et al. 2004; Alomari et al. 2012). In this context, previous studies 

have offered evidence that a standardised design and well-presented content on 

an e-government website are key elements to ensuring citizen satisfaction 

towards e-services. Furthermore, security issues must be encapsulated within the 

design of the e-government website, due to the fact that �D�� �F�L�W�L�]�H�Q�¶�V�� �X�V�H�� �R�I�� �H-

government systems is a questionable matter without a guarantee of security 

(Sang et al. 2009). Thus, explicit security policies and instructions, password tips, 

automated backups, as well as other security steps, will have a significant impact 

�R�Q���H�Q�K�D�Q�F�L�Q�J���Z�H�E�V�L�W�H���V�H�F�X�U�L�W�\���I�U�R�P���W�K�H���H�Q�G���X�V�H�U�¶�V���S�H�U�V�S�H�F�W�L�Y�H��(Desailly 2015). 

Drawing on the aforementioned discussion, an attractive, well-organised, secure 

and suitable e-government website design should be one of the main concerns 

for governm�H�Q�W�V�� �K�R�S�L�Q�J�� �W�R�� �S�R�V�L�W�L�Y�H�O�\�� �L�Q�I�O�X�H�Q�F�H�� �D�� �F�L�W�L�]�H�Q�¶�V�� �D�G�R�S�W�L�R�Q��of e-

government services. 

2.2.5.2 Human aspects  

�³Once people have the infrastructure to go online, they need the awareness, 

skills and online content to motivate their access�´��(Dugdale et al. 2005) 

Pertaining to human aspects, the literature investigation revealed that a lack of 

awareness and IT skills are the two predominant factors posing a major obstacle 
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to e-government initiatives (Ndou 2004; Nkohkwo and Islam 2013). Accordingly, 

this section explains these terms briefly. 

�x Awareness  

The general public (i.e. citizens) mostly have a limited understanding of e-

government services and their advantages (Weerakkody et al. 2011). The 

findings of (Rana et al. 2013) study revealed that a lack of awareness is one of 

the obstructions to successful adoption of e-government services. Awareness can 

�E�H���G�H�I�L�Q�H�G���D�V���W�K�H���X�V�H�U�¶�V���X�Q�G�H�U�V�W�D�Q�G�L�Q�J��of �R�W�K�H�U�V�¶���D�F�W�L�Y�L�W�L�H�V�����W�K�D�W���R�I�I�H�U���D���F�R�Q�W�H�[�W���I�R�U��

�W�K�H���X�V�H�U�¶�V���R�Z�Q���Dctivity (Baker and Bellordre 2004).  

A significant issue related to the use and diffusion of new technologies is a lack 

of awareness about its existence, or of the benefits that the citizen can obtain 

from it. Thus, lack of awareness might result in the prevention of citizen 

participation in e-government services, and the failure of the e-government project 

(Rehman and Esichaikul 2011). In the course of this, governments around the 

world should conduct attractive campaigns to promote new e-government 

services and its benefits. In particular, if the government launches new 

technologies, such as cloud computing, to deliver its services, potential users 

need to be targeted, especially elderly citizens due to their lack of experience 

towards ICT. For example, these campaigns can include seminars, workshops, 

emails, posters and so forth. Consequently, citizen awareness and acceptance of 

e-government initiatives will be encouraged. 

�x IT skills  

With regard to the implementation of e-government services through the e-

government website, IT literacy and information security literacy are considered 

to be the two main IT skills related to citizen use and adoption of e-government 

systems. According to (Alateyah et al. 2013), citizen intentions toward the 

adoption of e-government are influenced by their literacy levels relating to 
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information systems and computers. Accordingly, (Odat 2012) posited that having 

IT skills is an important factor for the success of IT adoption and innovative e-

government technologies are no exception. Conversely, the inadequacy of these 

skills is one of the barriers faced by e-government initiatives in developing 

countries (Odat 2012; Kaur and Singh 2015). 

�/�L�W�H�U�D�F�\���L�Q���W�K�H���,�7���F�R�Q�W�H�[�W���U�H�I�H�U�V���W�R���P�D�U�J�L�Q�D�O�L�V�H�G���S�H�U�V�R�Q�V���Z�K�R���G�R�Q�¶�W���K�D�Y�H���W�K�H���D�E�L�O�L�W�\��

to harness ICT owing to a lack of computer education and knowledge (Almarabeh 

and AbuAli 2010). While information security literacy relates to a deficiency of 

baseline knowledge related to secure online practices (e.g. strong passwords, 

read privacy and security policies) (Jacobson and Idziorek 2013; Furnell and 

Moore 2014). 

In fact, the government is required to provide citizens with the fundamental 

computer, internet and security skills to enhance their participation in e-

government projects. In this regard, Almarabeh and AbuAli (2010) argued that 

training for citizens is imperative, as it will prevent the emergence of two separate 

�F�D�W�H�J�R�U�L�H�V�� �Z�L�W�K�L�Q�� �V�R�F�L�H�W�\���� �³�L�Q�I�R�U�P�D�W�L�R�Q�� �U�L�F�K�´�� �D�Q�G�� �³�L�Q�I�R�U�P�D�W�L�R�Q�� �S�R�R�U�´���� �,�7�� �V�N�L�O�O�V��

development could include education as part of the e-government system, media 

programs about e-government use, e-government training modules in schools 

and universities, security skills topics within school curriculums, and any other 

method that could foster citizen acceptance of new technologies within the 

government context. 

2.2.5.3 Social challenges 

Social concerns relating to the implementation of e-government are not a 

technological barrier, rather they are social effects that impact on the usability of 

new technologies by individuals across various societies. Social challenges 

consist of a number of factors, such as income, language, culture and education. 

In this study, culture will be illustrated.  
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�x Culture  

Culture is one of the significant factors associated with the adoption of IT and has 

a key influence on its �D�F�F�H�S�W�D�Q�F�H�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� �Z�L�W�K�L�Q�� �Y�D�U�L�R�X�V��

countries (Alomari et al. 2012; Alzahrani and Goodwin 2012). The successful 

implementation of e-government services has to overcome cultural barriers in 

developing countries (Al-Shboul et al. 2014). Culture includes several elements, 

such as beliefs, values, religion and behaviour of people. Additionally, culture can 

be classified into three main subsets: national culture, organisational culture and 

security culture. With regard to the subject of this study, it is necessary to clarify 

exactly what is meant by security culture, which refers to the customs and 

behaviours of a particular society that influence their security practices (Roer 

2015). 

�&�L�W�L�]�H�Q�V�¶�� �U�H�V�L�V�W�D�Q�F�H�� �W�R�� �F�K�D�Q�J�H�� �L�V�� �V�W�L�O�O�� �R�Q�H�� �R�I�� �W�K�H�� �L�P�S�R�U�W�D�Q�W�� �E�D�U�U�L�H�U�V�� �W�R�� �H-

government participation. So, governments need to develop social lives and build 

a knowledge-based society in an endeavour to change the IT culture of their 

citizens. Although cultural changes are not straightforward, the governmental 

�S�O�D�Q�V���D�Q�G���V�W�U�D�W�H�J�L�H�V���P�X�V�W���U�H�F�H�L�Y�H���F�R�Q�V�L�G�H�U�D�E�O�H���D�W�W�H�Q�W�L�R�Q�����&�R�Q�V�H�T�X�H�Q�W�O�\�����F�L�W�L�]�H�Q�V�¶��

beliefs, confidence and intention to use and benefit from new technologies that 

deliver e-government services could be influenced positively. 

2.2.5.4 Financial challenges  

Even if public administrations have plans and strategies for effective and efficient 

e-government projects, they also have to overcome the formerly discussed 

challenges. It could be argued that this still not sufficient to ensure the success of 

e-government initiatives, because there are high costs associated with the 

maintenance and implementation of ICT systems, which lead to a dilemma when 

funding e-government initiatives (Carvin et al. 2004). Therefore, scholars confirm 

that the chief barrier towards e-government implementation is a lack of financial 
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recourses. Particularly in developing countries, where it is no secret that budget 

deficiencies are a primary obstacle when discussing investment in an innovative 

ICT system of an e-government initiative (Odat 2012). 

Funding for e-government projects include the total cost of system hardware and 

software, maintenance, staff training and other related costs that could prevent 

governments from harnessing information technologies. As e-government is a 

long-term initiative, governments are required to guarantee long periods of 

financial support in order to avoid any funding challenge (Weerakkody et al. 

2011).  

The e-government literature discussed a range of challenges facing the 

implementation and adoption of e-government services from poor management 

to the digital divide, leadership, political issues, organisational issues and legal 

issues. However, in the case of this study, and particularly in terms of the 

acceptance and security factors pertaining to using innovative technologies in an 

e-government context, the aforementioned challenges are the more critical 

factors that hamper citizen intention to adopt e-government services, and also 

affect the success and sustainable implementation of e-government initiatives.  

Many countries across the world thus face challenges and difficulties when 

implementing e-government systems, resulting in high failure levels, particularly 

in developing countries. Also, as mentioned previously, a lack of budget and high 

cost is the most significant barrier to implementing e-government and delivering 

e-services to citizens as economically as possible. Thus, governments currently 

tend to take advantage of ICT advancements in e-government services 

implementation and delivery as an endeavour through which to overcome prior 

challenges. One of these innovative technologies that could provide a suitable 

paradigm for enhancing e-government systems and citizen satisfaction is cloud 

computing. The following section will provide an illustration of this new 

technology. 
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 Fundamentals of cloud computing  

2.3.1 Cloud computing (brief history)  

Several accomplishments have been made towards releasing the end user from 

the computing hardware requirements of historical computer science. Since the 

advent of time-sharing and utility computing in the 1960s, networking computing 

in the 1990s, to more recently, the usage of grid computing on a commercial 

basis. This target is becoming a fact as a large number of academic and industry 

leaders, researchers, practitioners and investors in the arena of computer science 

and information systems (IS) are advancing towards cloud technology. 

Cloud computing is considered to be an innovative information system (IS), that 

envisions the computing future (Lian et al. 2014; Ali et al. 2018b). Therefore, the 

leading forces are demanding a clear understanding, from both consumers and 

service providers, of the various issues pertaining to cloud technology (Marston 

et al. 2011). This technology has reduced hardware requirements due to its 

unique characteristics, as will be illustrated in the following sections. 

The idea of cloud computing can be traced back to the origins of computing as a 

utility, which was proposed to the public as a new concept in computer science 

by John McCarthy in the early 60s (Erl et al. 2013): 

�³If computers of the kind I have advocated become the computer of the future, 

then computing may someday be organised as a public utility just as the 

telephone system is a public utility .... The computer utility could become the basis 

of a new and important industry.�´�� 

�,�Q�� �W�K�H�� �V�D�P�H�� �Y�H�L�Q���� �X�W�L�O�L�W�\�� �F�R�P�S�X�W�L�Q�J�� �Z�D�V�� �L�Q�W�U�R�G�X�F�H�G�� �L�Q�� �W�K�H�� �³Fall Joint Computer 

Conference 1965�´�� �E�\�� �3�U�R�I�H�V�V�R�U�V��Carbato and Vyssotsky, who provided a 

business model for on-demand computing resources, based on a pay-as-you-use 

approach (Corbató and Vyssotsky 1965; Fernandes et al. 2014; Singh and 



Chapter 2:Fundamentals of E-Government and Cloud Computing: Literature Review 

 77 

Chatterjee 2017). Additionally, in the late 1960s, ARPANET (the network that 

became the basis for the internet) presented the same concept of furnishing users 

with the ability to take advantage of IT resources in various zones (Leiner et al. 

1997; Bayramusta and Nasir 2016). 

However, in spite of the prevalence of personal computers in the 1990s, different 

incarnations of web-based utility computing was still being leveraged by the 

general public and organisations through a number of software providers, or 

application service providers (ASPs), who deployed various forms of computing 

utilities as a service (Erl et al. 2013; Sultan 2014). Utility computing services can 

be classified into different categories: search engines (e.g. Google), open 

publishing platforms (e.g. Facebook), as well as different types of social media 

(e.g. LinkedIn, Twitter). A prominent example of a pioneer providing this type of 

service remotely for businesses was Salesforce.com in the late 90s (Erl et al. 

2013). Although there was a user-centric approach to these aforementioned 

services, the literature on this subject highlighted it as being a base for modern 

cloud �F�R�P�S�X�W�L�Q�J�����6�L�P�L�O�D�U�O�\�����%�X�\�\�D���H�W���D�O�������������������V�W�D�W�H�G���W�K�D�W���³Cloud computing has 

been coined as an umbrella term to describe a category of sophisticated on-

demand computing services initially offered by commercial providers�´�� 

Many of the concepts behind cloud computing technology are not really new 

(Marston et al. 2011). A number of existing studies in the arena of cloud 

computing touted the cloud as a new technology and emerging paradigm (e.g. 

Buyya et al. 2008; Sultan 2014). In contrast, others (e.g. Plummer et al. 2008; 

Kim et al. 2009; Zissis and Lekkas 2012; Alharthi et al. 2017) believe it not to be 

a new idea as it encompasses elements from traditional computer technologies. 

In other words, cloud computing is not exactly a novel notion, however, it has to 

some extent a technological history drawing on the advancements of several pre-

existing technologies, particularly, virtualization and multicore chips as hardware 

technologies, web services and Web 2.0 as internet-based technologies, as well 

as cluster and grid computing as distributed systems technologies (Buyya et al. 



Chapter 2:Fundamentals of E-Government and Cloud Computing: Literature Review 

 78 

2011). These technologies are considered to be the major influences and primary 

enablers of the cloud-computing notion. 

�)�U�R�P���D���Q�H�W�Z�R�U�N�L�Q�J���L�Q�G�X�V�W�U�\���V�W�D�Q�G�S�R�L�Q�W�����D���U�D�W�K�H�U���G�L�I�I�H�U�H�Q�W���G�H�I�L�Q�L�W�L�R�Q���R�I���W�K�H���³�F�O�R�X�G�´��

was used in the early 1990s. Cellular �Q�H�W�Z�R�U�N�L�Q�J���U�H�I�H�U�U�H�G���W�R���W�K�H���³�F�O�R�X�G�´���F�R�Q�F�H�S�W��

as well (Kaufman 2009; Erl et al. 2013). This is considered relevant, due to the 

fact that the networking industry is touted as one of the early adopters of the 

�³�F�O�R�X�G�´���W�Hrm that was based on utility computing technology. 

In the 2000s, cloud computing was introduced as the latest stage of ICT 

infrastructure development (Laudon and Laudon 2014; Bayramusta and Nasir 

2016)���� �)�R�U�� �L�Q�V�W�D�Q�F�H���� �L�Q�� �W�K�H�� �F�R�P�P�H�U�F�L�D�O�� �I�L�H�O�G���� �W�K�H�� �H�P�H�U�J�H�Q�F�H�� �R�I�� �W�K�H�� �³�F�O�R�X�G��

�F�R�P�S�X�W�L�Q�J�´���W�H�U�P���F�D�Q���E�H���R�E�V�H�U�Y�H�G���I�U�R�P���$�P�D�]�R�Q���D�Q�G���W�K�Dt was not until 2006 when 

they launched the web-services of their Elastic Computer Cloud (ES2) (Amazon 

2006; Kaufman 2009). Amazon cloud services allowed organisations to obtain 

computing resources and processing capacity, while changing computing 

economics due to the pay-per-use basis. Also, Google App Engine was released 

in the same year to provide organisations with browser-based applications before 

becoming available to the general public three years later. This was another 

�U�H�P�D�U�N�D�E�O�H���P�L�O�H�V�W�R�Q�H���L�Q���W�K�H���F�O�R�X�G�¶�V���K�L�V�W�R�U�\��(Erl et al. 2013). 

�6�L�Q�F�H���L�W�¶�V���D�G�Y�H�Q�W���L�Q���W�K�H���P�L�G-2000s, many people, and also prominent IT experts 

Larry Ellison and Richard Stallman (the Oracle founder and the Free Software 

Foundation founder, respectively), had doubts whether this innovative technology 

in computing services delivery would be the future of ICT (Sultan 2014). On the 

contrary, several supporters and sponsors continued to be attracted toward cloud 

computing. In addition to the many sectors that realised the benefits of the new 

ICT method of delivering IT services, an increasing number of institutions started 

to subscribe to it, and governments were no exception. 
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2.3.2 Cloud computing definitions  

In a fundamental shift from the earlier information technologies (e.g. clustering, 

grid and virtualisation), cloud computing (CC) represents a new concept in the 

�I�L�H�O�G���R�I�� �,�6���D�Q�G���,�7�����7�K�H���W�H�U�P���³�F�O�R�X�G���F�R�P�S�X�W�L�Q�J�´�� �Z�D�V���L�Q�W�U�R�G�X�F�H�G���F�R�P�P�H�U�F�L�D�O�O�\�� �I�R�U��

the first time in 2006 to describe access to computing resources over the internet, 

rather than using the traditional desktop (Regalado 2011; Erl et al. 2013). 

Since that time, CC has been a commonly used notion in the literature and yet it 

is a concept that is difficult to define within the research community. In this vein, 

Kim and colleagues argued that the definition of this new paradigm has already 

been changed more than once and will certainly undergo additional amendments 

(Kim et al. 2009). Similarly, Aumueller (2010) stated that owing to the fact that the 

concept of CC varies among scholars, defining it is considered to be the primary 

and challenging task of any discussion (Aumueller 2010). Also, 22 distinct 

�G�H�I�L�Q�L�W�L�R�Q�V���I�R�U���&�&���Z�H�U�H���U�H�S�R�U�W�H�G���E�\���0�F�.�L�Q�V�H�\�¶�V�����*�O�R�E�D�O���0�D�Q�D�J�H�P�H�Q�W���&�R�Q�V�X�O�W�L�Q�J��

Firm) Study (Katz et al. 2010). Different perspectives of cloud stakeholders (i.e. 

researchers, practitioners, technicians, developers and consumers) resulted in 

different definitions of the term. The academic and commercial sphere has 

developed many definitions in an endeavour to clarify what exactly cloud 

computing is, and what its distinct characteristics are (see Table 2-4). The 

difference between the various definitions depicted in table 2-4 is that those 

definitions are reflecting varied understandings of what CC is from the 

perspectives of different stakeholders; some of them tries to stay more abstract 

in their definitions, while others basically give the same explanation but in different 

words, or try to define cloud computing on the conceptual layer with a heap of 

features which shall satisfy most readers. 
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Table 2-4 Key definitions of cloud computing  

No  Article  Definition  

1. (Plummer et al. 2008) 
�³�«��a style of computing where massively scalable IT-
enabled capabilities are �G�H�O�L�Y�H�U�H�G���µ�D�V���D���V�H�U�Y�L�F�H�¶���W�R���H�[�Wernal 
customers using Internet technologies�  ́

2. (Buyya et al. 2008) 

A model of distributed and parallel systems consisting of a 
set of connected and virtualised computers that are 
effectively provisioned and offered as one or more unified 
computer resources based on a service-level agreement 
established through negotiation between the customer 
and cloud service provider. 

3. K.Hartig (Geelan 
2009) 

Cloud computing term overlaps some of the notions of 
utility, grid and distributed computing, though, it has its 
exclusive meaning if contextually used precisely. Cloud 
computing certainly is accessing the computing resources 
and services required to implement functions with 
dynamically varying requirements. 

4. 
D. Edwards 

(Geelan 2009) 

�³�7�K�H�� �µ�&�O�R�X�G�¶�� �F�R�Q�F�H�S�W�� �L�V�� �I�L�Q�D�O�O�\�� �Z�U�D�S�S�L�Q�J�� �S�Hop�O�H�V�¶�� �P�L�Q�G�V��
around what is possible when you leverage web-scale 
infrastructure (application and physical) in an on-demand 
�Z�D�\���� �µ�0�D�Q�D�J�H�G�� �6�H�U�Y�L�F�H�V�¶���� �µ�$�6�3�¶���� �µ�*�U�L�G�� �&�R�P�S�X�W�L�Q�J�¶����
�µ�6�R�I�W�Z�D�U�H���D�V���D���6�H�U�Y�L�F�H�¶�����µ�3�O�D�W�I�R�U�P���D�V���D���6�H�U�Y�L�F�H�¶�����µ�$�Q�\�W�K�L�Q�J��
�D�V���D���6�H�U�Y�L�F�H�¶�«���D�O�O���W�H�U�Ps �W�K�D�W���F�R�X�O�G�Q�¶�W���J�H�W���L�W���G�R�Q�H�����&�D�O�O���L�W���D��
�µ�&�O�R�X�G�¶���D�Q�G���H�Y�H�U�\�R�Q�H���J�R�H�V���E�R�Q�N�H�U�V�����*�R���I�L�J�X�U�H��� ́

5. 

Forrester Research 
(2010)  

(Erl et al. 2013) 

�³�«�� standardized IT capability (services, software, or 
infrastructure) delivered via Internet technologies in a pay-
per-use, self-service way�  ́

6. (Marston et al. 2011) 

�³It is an information technology service model where 
computing services (both hardware and software) are 
delivered on-demand to customers over a network in a 
self-service fashion, independent of device and location. 
The resources required to provide the requisite quality-of-
service levels are shared, dynamically scalable, rapidly 
provisioned, virtualized and released with minimal service 
provider interaction. Users pay for the service as an 
operating expense without incurring any significant initial 
capital expenditure, with the cloud services employing a 
metering system that divides the computing resource into 
appropriate blocks��� ́

http://cloudcomputing.sys-con.com/read/579826.htm
ttp://www.johnmwillis.com/cloud-computing/is-guitar-hero-a-cloud-the-cloud-wars/#comment-9506


Chapter 2:Fundamentals of E-Government and Cloud Computing: Literature Review 

 81 

No  Article  Definition  

7. (Sultan 2014) 

�³�«��a modality that uses advances in ICT technologies 
such as virtualization and grid computing for remotely 
delivering a range of services, e.g., software and virtual 
hardware (as opposed to physical) provisioned (by data 
centres owned and operated by cloud providers and/or 
end users) according to user demands and through public 
(e.g., Internet), private networks or a mix (i.e., hybrid) of 
the two delivery modes��� ́

8. (Wang et al. 2016) 

�³Cloud computing refers to the delivery of computing as a 
service rather than a product, i.e., shared resources, 
software, and information are provided to computers and 
other devices as a utility over the Internet.�  ́

 

The definition that received wide acceptance was proposed by the U.S. 

�*�R�Y�H�U�Q�P�H�Q�W�¶�V���1�D�W�L�R�Q�D�O���,�Q�V�W�L�W�X�W�H���R�I���6�W�D�Q�G�D�U�G�V���D�Q�G���7�H�F�K�Q�R�O�R�J�\�����1�,�6�7����(Stieninger 

and Nedbal 2014). The first version of their definition was published on 10 July 

2009, followed by a modifie�G���G�H�I�L�Q�L�W�L�R�Q���L�Q���6�H�S�W�H�P�E�H�U���������������³Cloud computing is 

a model for enabling ubiquitous, convenient, on-demand network access to a 

shared pool of configurable computing resources (e.g. networks, servers, 

storage, applications, and services) that can be rapidly provisioned and released 

with minimal management effort or service provider interaction�´��(Mell and Grance 

2011). According to NIST, the cloud model provides services at three various 

points, with five basic characteristics, and four deployment models (see Figure 2-

4). In the cloud literature, Stieninger and Nedbal (2014) stated that some �D�X�W�K�R�U�V�¶ 

definitions are oriented by the NIST definition (Marston et al. 2011), while others 

adopted different approaches to set the definition (Armbrust et al. 2010). 
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Figure 2-4 The cloud computing framework as d efined by NIST (NIST 2009) 

A cohesive definition for CC is required, owing to the hype surrounding the 

concept in the literature. Drawing on Vaquero et al. (2008)argument, it is crucial 

to find an integrated definition of CC, in order to determine the scope of the related 

�U�H�V�H�D�U�F�K�� �D�Q�G�� �K�L�J�K�O�L�J�K�W�� �W�K�H�� �F�O�R�X�G�¶�V�� �S�R�W�H�Q�W�L�D�O�� �E�H�Q�H�I�L�W�V�� �I�R�U�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V����

Furthermore, it is essential to establish a unified and comprehensive 

understanding of the CC concept (Stieninger and Nedbal 2014), which still lacks 

a well-embedded definition in the literature. It is also confused with other related 

information technologies owing to the varying standpoints in this context (Jäätmaa 

2010; Sultan 2014). Throughout this thesis, the definition suggested by Plummer 

and his colleagues (2008) will be used, since it indicates briefly the main 

characteristics of this innovative technology from the end user perspective �± the 

main focus of this study. 

This review of the main definitions of CC as a new technological advancement 

was needed to demonstrate in later sections how it significantly contributed to the 

development of e-government services.  
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2.3.3 Cloud computing characteristics  

NIST definition of CC lead back to five fundamental characteristics outlined in 

Figure 2-4 (Mell and Grance 2011): 

�x On-demand self -service: A user is unilaterally capable of managing 

computing capabilities, for example; server time and network storage, as 

required automatically without needing the human interaction assistance 

of each service provider. 

�x Broad network access: Capabilities of CC are available over the Internet 

and easily accessed through a standard mechanism that promotes use by 

heterogeneous thick or thin client platforms, such as mobile phones and 

workstations. 

�x Resource pooling: The cloud computing resources of the provider are 

pooled to serve multiple users employing a multi-tenant structure, with 

different virtual and physical resources dynamically allocated and 

reallocated based on the user demand.  Generally, there is a sense of 

resources' location independence in that the user has no knowledge or 

control over the specific location of the supplied resources, however, may 

have the ability to specify the location at a higher level of abstraction, such 

as country or datacentre. 

�x �5�D�S�L�G�� �H�O�D�V�W�L�F�L�W�\���� �³Capabilities can be elastically provisioned and 

released, in some cases automatically, to scale rapidly outward and inward 

commensurate with demand� .́ 

�x Measured service: This is one of the vital features of cloud computing, 

where the level of resource use can be continually controlled, monitored 

and reported providing transparency for both the user and the provider of 

the used service. 
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2.3.4 Cloud computing models  

Cloud computing has become a pivotal milestone in the realm of information 

system development. By embracing a number of distinct characteristics, cloud 

technology has the capacity to provide computing resources and services 

efficiently to the end user. The expandable services and applications are served 

to clients via the World Wide Web (WWW) from specialised data centres (Kshetri 

2013; Arpaci et al. 2015). Being distinguished from the legacy information 

systems, cloud customers can access internet-enabled services based on their 

computing desires, and regardless of the location of the data centres or who owns 

the cloud. 

NIST provides two different classifications of the cloud computing models. The 

consumer requirements of the cloud services refer to the cloud delivery/services 

models: Software as a Service (SaaS), Platform as a Service (PaaS) and 

Infrastructure as a Service (IaaS) (see Figure 2-5). While, cloud deployment 

models are divided drawing on the exclusive/private and non-exclusive/public 

locations for hosting CC services to consumers, namely public cloud, private 

cloud, hybrid cloud, and community cloud (see Figure 2-6) (Mell and Grance 

2011).  

According to (Buyya et al. 2011), cloud service models are divided into three 

categories, based on the abstraction level of the capacity provided and the service 

model of the cloud provider. These categories are viewed as different layers of 

�W�K�H���F�O�R�X�G�¶�V���D�U�F�K�L�W�H�F�W�X�U�H�����Z�K�H�U�H���W�K�H���D�G�Y�D�Q�F�H�G���O�D�\�H�U���F�D�Q���E�H���F�R�P�S�U�L�V�H�G���R�I���V�H�U�Y�L�F�H�V��

of the core layer. Regarding the deployment models, Singh et al. (2016) stated 

that these models indicate the purpose nature of the cloud service (Singh et al. 

2016). In the same context, Marston and his colleagues (2011) argued that the 

three different delivery models are prevalent in different industries and sectors 

from the end-�X�V�H�U�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H��(Marston et al. 2011). A significant concern 

pertaining to cloud models is the security level. The cloud provider offers 
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deployment models with different levels of security (Arpaci 2016). Also, the 

service models cover different areas of security depending on the selected model. 

This section provides a discussion on the different types of CC models. 

2.3.4.1 Cloud delivery/services models  

�³�$���F�O�R�X�G���Gelivery model represents a specific, pre-packaged combination of IT-

�U�H�V�R�X�U�F�H�V���R�I�I�H�U�H�G���E�\���W�K�H���F�O�R�X�G���S�U�R�Y�L�G�H�U���³ (Erl et al. 2013) 

�x Software as a Service (SaaS)  

This service model allows the end user to access traditional desktop applications, 

such as the spreadsheet, which is provided by the cloud services provider (CSP) 

over a web portal. The application itself runs on the cloud infrastructure, which 

implies that clients do not need to install or run applications on their personal 

computers (PCs) (Marston et al. 2011; Singh et al. 2016). This model typically 

aims to achieve economies of scale and optimisation of cloud services through 

the wide availability of cloud applications to a range of cloud customers (multi-

tenancy) (Erl et al. 2013). From the personal-level applications, such as Gmail, 

Facebook and Twitter to organisation-level applications such as Google Apps, 

Google Docs and Salesforce.com, which are well-known examples of SaaS 

models (Marston et al. 2011; Bayramusta and Nasir 2016). When the discussion 

relates to SaaS-security from the user perspective, several errors can result in 

vulnerabilities being detected (Fan et al. 2015). 

�x Platform as a Service (PaaS)  

The approach of PaaS offers the user a higher abstraction level to deploy the CC 

infrastructure. Whereas, the user-acquired or created application is created using 

programming language, libraries and tools supported by the cloud services 

provider (CSP) (Mell and Grance 2011; Arpaci 2016). In this services model, the 

customer has the ability to develop applications, such as SaaS directly, using a 
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ready-to-use development platform. This is a key difference between PaaS and 

SaaS, as SaaS merely hosts ready-made cloud applications, while the PaaS 

model offers both in-progress and ready-made cloud applications hosted on the 

development platform. Thus, PaaS provides a more extensible and elastic 

architecture than SaaS (Singh et al. 2016). Examples of PaaS vendors include 

GoogleApp Engine and Microsoft-Windows Azure platform (Kshetri 2013; 

Bayramusta and Nasir 2016). The security of PaaS can be endangered in terms 

of applications runtime or in the deployment of customer applications (Sun et al. 

2011). 

 
Figure 2-5 Cloud computing delivery models (Mather et al. 2009)  

�x Infrastructure as a Service (IaaS)  

The consumer is provided with a capacity to access and manage a virtual IT 

environment (e.g. operating system, hardware, network and any other IT-raw 

resources) via cloud-based interfaces and tools (Erl et al. 2013). Aumueller (2010) 

argued that the original term used to describe this model was Hardware as a 

service (HaaS), in order to represent a comprehensive approach for all hardware 
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being used to run and manage the ICT infrastructure as a service (Aumueller 

2010). Buyya et al. (2011) clarified in their book that the general purpose for IaaS 

is to configure and utilise ICT environments, whereas cloud users are permitted 

to handle many activities on the server, for example, starting and stopping it, also 

it can be customised by installing a software package. Consequently, this model 

is the most appropriate for use by those who require a high level of control and 

management on the cloud-based infrastructure. Amazon Elastic Compute Cloud 

(EC2) is a prominent example for IaaS (Bayramusta and Nasir 2016). 

Furthermore, the current use of cloud services in Saudi Arabian universities is 

based on the IaaS model (Alharthi et al. 2017). From the security viewpoint, this 

model focuses on issues such as firewalls and intrusion detection (Lombardi and 

Di Pietro 2011). 

A large volume of published studies has focused on the three main service 

models (i.e. SaaS, PaaS and IaaS). Although, several specialised delivery models 

have emerged due to the functions, capabilities and collections of services 

provided with such models. As a result, anything as a Service (AaaS) or 

Everything as a Service (EaaS) service models have been created. In this 

respect, Database as a Service (DBaaS) and Security as a Service (SecaaS) 

models represent examples of a distinct combination of computing resources that 

could support specific and personal requirements for the end user of the cloud 

(Erl et al. 2013; Ali et al. 2015). 

2.3.4.2 Cloud deployment models  

�³�«��a cloud delivery model represents a specific type of cloud environment, 

primarily distinguished by ownership, size and access.�´��(Erl et al. 2013) 

�x Private cloud  

In this deployment strategy, the cloud infrastructure is operated, managed and 

owned within a data centre of a single organisation or a third party, and may be 
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located on or off premises (Mell and Grance 2011; Zissis and Lekkas 2012; Arpaci 

2016). That could be an example of the organisation itself becoming the user and 

provider of cloud services. Therefore, this type of cloud provides greater control 

over the cloud environment and is often proper for larger installations (Marston et 

al. 2011). One of the main reasons why institutions adopt this deployment 

approach is to centralise access to the ICT resources by its different departments 

and locations (Erl et al. 2013). Utilising a private cloud allows end users to interact 

with local data centres, while ensuring the same advantages of a public cloud, 

mainly privileged access to virtual-cloud servers, also metering and billing on 

usage-based terms (Buyya et al. 2011). The cloud �D�W�� �-�R�U�G�D�Q�¶�V�� �8�Q�L�Y�H�U�V�L�W�\�� �R�I��

Science and Technology is an example of this model. Direct control of security 

over the data and system are provided to the organisation in this model, as the 

infrastructure is owned by one organisation. So, security risks are easier to detect 

(Singh et al. 2016). On the other hand, this will degrade the utility-oriented aim of 

the cloud technology which is supposed to be flexible and cost-effective. 

�x Public cloud  

When the cloud infrastructure is made available for open access by the general 

public and organisations, it will refer to the publiccloud (Mell and Grance 2011; 

Zissis and Lekkas 2012; Arpaci 2016). According to NIST (2011), the public cloud 

may be operated, managed and owned by academic, business or government 

organisations,also located on the premises of the cloud service provider. These 

cloud services are generally provided to cloud customers at a cost, or are 

promoted via other ways (Erl et al. 2013). Well-known examples of a public cloud 

�D�U�H�� �*�R�R�J�O�H�¶�V�� �$�S�S�� �(�Q�J�L�Q�H�� �D�Q�G�� �$�P�D�]�R�Q�¶�V�� �:�H�E�� �6�H�U�Y�L�F�H��(Bayramusta and Nasir 

2016). A public cloud could be owned and operated by multiple organisations. 

This may lead to several issues, such as the cloud consumer having no 

knowledge of the cloud location or owner, so it becomes difficult to protect from 

attacks (Singh et al. 2016). In contrast, Sultan (2014) argued that many of the 

cloud providers who are conscious of security issues now intend to help clients to 
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manage their data security over their own physical network bydeveloping 

solutions like a communication tunnel. 

 
Figure 2-6 Cloud computing deployment models (Mather et al. 2009)  

�x Community cloud  

The community model is similar to the public model except that access to the 

cloud infrastructure is limited to a specific community of cloud users from a 

number of organisations with mutual-concerns, such as security requirements, 

mission and compliance considerations (Mell and Grance 2011; Erl et al. 2013). 

In this approach, the cloud resources may beoperated, owned and managed by 

community organisations, or a third party also may be present on premises or off 

premises (Zissis and Lekkas 2012; Arpaci 2016). One of the leading examples of 

users of the community cloud is the United States Federal Government (Marston 

et al. 2011). As stated by Singh (2016), by using this model the security risk is 

reduced in the public cloud, as well as reducing costs in the private cloud (Singh 

et al. 2016).  
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�x Hybrid cloud  

�1�,�6�7�� �������������� �G�H�I�L�Q�H�G�� �W�K�H�� �K�\�E�U�L�G�� �F�O�R�X�G�� �D�V���� �³The cloud infrastructure is a 

composition of two or more distinct cloud infrastructures (private, community, or 

public) that remain unique entities, but are bound together by standardized or 

proprietary technology that enables data and application portability (e.g., cloud 

�E�X�U�V�W�L�Q�J���I�R�U���O�R�D�G���E�D�O�D�Q�F�L�Q�J���E�H�W�Z�H�H�Q���F�O�R�X�G�V���´ (Mell and Grance 2011). A hybrid 

�F�O�R�X�G���S�U�R�Y�L�G�H�V���W�K�H���E�H�Q�H�I�L�W�V���R�I���W�K�H���R�W�K�H�U���F�O�R�X�G�¶�V���G�H�S�O�R�\�P�H�Q�W���P�R�G�H�O�V�����6�R�����F�U�L�W�L�F�D�O��

cloud services, including security requirements, could be hosted on the private 

model while the non-critical services could be hosted over the public models in 

the hybrid strategy (Bayramusta and Nasir 2016). For instance, the cloud user 

has the choice of outsourcing less sensitive data to the public cloud, while keeping 

sensitive cloud services in the private cloud (Erl et al. 2013). In addition, it is more 

organised and secure than the public model, in terms of access to entities on the 

internet (Singh et al. 2016). An example of a hybrid model scenario is the 

integration of private inf�U�D�V�W�U�X�F�W�X�U�H���D�Q�G���D���V�H�F�X�U�L�W�\���S�U�R�Y�L�G�H�U�¶�V���S�X�E�O�L�F���Q�H�W�Z�R�U�N�����V�X�F�K��

as the Smart Protection Network provided by Trend Micro (Trend Micro 2017). 

�$�O�W�K�R�X�J�K�� �³�F�O�R�X�G�� �G�H�S�O�R�\�P�H�Q�W�� �P�R�G�H�O�V�´�� �L�V�� �D�� �W�H�U�P�� �I�U�H�T�X�H�Q�W�O�\�� �X�V�H�G�� �L�Q�� �W�K�H�� �F�Ooud 

literature to indicate the four main models discussed above, additional variations 

of such models may exist, for instance, the virtual private cloud and the inter-

cloud (Erl et al. 2013; Singh et al. 2016). 

Day by day, the harnessing of different cloud models grows due to the fact that 

many sectors worldwide are adopting CC technology. The adoption decision 

�U�H�O�D�W�H�G�� �W�R�� �W�K�H�� �S�U�R�S�H�U�� �P�R�G�H�O�� �L�V�� �J�X�L�G�H�G�� �E�\�� �W�K�H�� �F�O�L�H�Q�W�¶�V�� �R�U�J�D�Q�L�V�D�W�L�R�Q�� �U�H�T�X�L�U�H�P�H�Q�W�V��

(i.e. security, initial cost and operating expenditure), as well as the combination 

of IT resources which facilitate their work. 
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2.3.5 E-government services  based on cloud technology  

2.3.5.1 Cloud computing of e -government  

E-government is considered to be an ICT tool (e.g. the Wide Area Network and 

the internet) that has enabled relationship transformation among the 

�J�R�Y�H�U�Q�P�H�Q�W�¶�V���V�W�D�N�H�K�R�O�G�H�U�V�����V�X�F�K���D�V��businesses, citizens and other governments 

departments (Wahsh and Dhillon 2015; World-Bank 2015). This has resulted in 

better e-government services delivery to citizens, enhanced transparency and 

increased citizen participation. In recent years, many individuals, enterprises and 

governments have recognised the promising opportunities of ICT and started to 

adopt it in their work, due to advantages such as the optimal utilisation of IT 

resources and effective system implementation (Almarabeh et al. 2016). Thus, 

neglecting the value of innovative technologies may lead to the loss of a critical 

competitive advantage. According to Veljanovska and Zdravevska (2013), 

government sector efforts to harness the latest IT technologies stem from their 

desire for effective services provision, increased citizen collaboration and better 

transparency (Veljanovska and Zdravevska 2013). In spite of its several benefits, 

e-government services are facing various challenges, such as technological and 

financial obstacles that put pressures on government agencies to adopt 

innovative and modern ICT systems (Almarabeh et al. 2016). However, 

governments in developing countries may struggle to meet the requirements of e-

government implementation due to these critical obstacles. In consequence, 

many developing countries still have difficulties carrying out e-government 

initiatives and programmes due to an inadequate ICT infrastructure (Ndou 2004; 

Al-Rashidi 2013). 

Accordingly, a number of developing countries are still in the initial stages or 

�K�D�Y�H�Q�¶�W���\�H�W���O�D�X�Q�F�K�H�G���W�K�H�Lr e-government projects. Despite enormous efforts and 

budgets invested by governments in ICT assets, the progression for e-

government services is generally slower and lower ranked than public sector 
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ambitions. Poor progress can relate to many reasons, such as insufficient funding 

or incompatible ICT requirements (Craig et al. 2009). Therefore, government 

entities need to realise the potential advantages of the emerging technologies 

and paradigms, and also shift towards effective applications as a step towards 

overcoming e-government shortcomings. Considering that the provision of e-

government services takes place over the internet, a number of studies have 

postulated that cloud technology is a suitable solution to improve e-government 

development and overcome the current challenges that obstruct successful e-

government implementation internationally (Hashemi et al. 2013; Kumar et al. 

2013; Wahsh and Dhillon 2015; Liang et al. 2017). 

The advent of cloud computing has offered new possibilities for governments 

around the globe with the hope to address some of the traditional ICT challenges. 

It represents a radically different approach for the government sector in terms of 

computing resources architecture, enabling it to leverage robust ICT 

infrastructure in a fraction of the original time that it takes to develop, provide and 

deploy similar IT assets in-house (Shin 2013). In the same context, Almarabeh et 

al. (2016) highlighted the role of CC in providing better e-government services to 

stakeholders (i.e. business and citizens), and reducing costs by reducing 

duplicate operations and enhancing the effectiveness of resource utilisation 

around the world (Almarabeh et al. 2016). Cloud computing is considered to be a 

novel channel through which to deliver and accept services online (Smitha et al. 

2012). Therefore, it can help to enhance the performance of governments and 

create new services (Liang et al. 2011; Hashemi et al. 2013).  

In recent years, several cases have indicated that CC technologies have become 

a strategic direction for governmental sector entities and are already being utilised 

in critical fields of government ICT infrastructures around the world (Wyld 2009; 

Paquette et al. 2010; Shin 2013). For instance, in the citizen services domain, the 

primary federal government portal (i.e. USA.gov) employed a cloud technology-

based solution to overcome some of their key concerns, such as increasing 
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network traffic, inadequate �V�H�U�Y�L�F�H�V���D�Q�G���O�R�Q�J���G�R�Z�Q�W�L�P�H�����7�H�U�U�H�P�D�U�N�¶�V���(�Q�W�H�U�S�U�L�V�H��

Cloud service is considered the appropriate choice for managing these issues, 

due to the on-demand scalability feature of cloud computing. By migrating to cloud 

services, the upgrade time for the General Services Administration (GSA) website 

has reduced from nine months to a maximum of 24 hours. Also, the downtime per 

month has been reduced to nearly zero, with 99.9% availability. Furthermore, in 

terms of cost reduction, cloud migration achieved 72% annual savings (Kundra 

2010). 

Although there are several benefits of CC in the e-government context, a number 

of concerns and challenges need to be targeted or faced when applying cloud 

services. In prior research on CC, security was found to be one of the significant 

obstacles hindering the wider adoption of CC as a novel technology (Fernandes 

et al. 2014; Ali et al. 2015; Almarabeh et al. 2016). Similarly, researchers pointed 

out that both types of risks, tangible and non-tangible are associated with the use 

and implementation of cloud applications, emphasising the significance of 

security risks in e-government services using CC, which has an open architecture 

(Paquette et al. 2010; Zissis and Lekkas 2011; Lian 2015). These must be 

considered along with the benefits and characteristics of cloud technology. 

Therefore, a main determinant of successful CC adoption and acceptance is 

assoc�L�D�W�H�G���Z�L�W�K���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���D�E�L�O�L�W�\���W�R���H�[�S�O�R�U�H���D�Q�G���P�D�Q�D�J�H���W�K�H�V�H���U�L�V�N�V�����7�K�X�V����

evaluation of the user perspective and behaviour towards security is significant in 

terms of helping policy and decision makers in the public sector to manage the 

security risk. 

2.3.5.2 Benefits of cloud computing for e -government  

A number of current studies in this area pay particular attention to the benefits of 

cloud-based services in the government sector and indicate their significant role 

�L�Q���R�U�J�D�Q�L�V�D�W�L�R�Q�V�¶���D�Q�G���L�Q�G�L�Y�L�G�X�D�O���X�V�H�U�V�¶���G�H�V�L�Ues to adopt CC (e.g. Alshomrani and 

Qamar 2013; Liang 2012). Hashemi et al. (2013) proposed that the benefits of 
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cloud-based services encourage both governments and citizens to use this novel 

and economical technology (Hashemi et al. 2013). Also, benefits such as reduced 

operating cost, enhanced efficiency and sustainability help government 

organisations to concentrate on their core business (Liang et al. 2011). Moreover, 

CC can deliver e-government services with cost reductions, increased distribution 

of the data storage, enhanced scalability and security management (Smitha et al. 

2012). In respect to the environmental issues, the CC model is considered 

favourably as a green ICT (Aveek and Rahman 2011; Marston et al. 2011). 

Although different benefits will be demonstrated in the next paragraphs, the 

benefits of CC technology are not limited to the following. 

�x Reduction in ICT infrastructure cost  

�2�Z�L�Q�J���W�R���W�K�H���D�V�S�H�F�W���R�I���W�K�H���³pay-as-you-go�´���S�U�L�F�L�Q�J���D�S�S�U�R�D�F�K�����V�L�J�Q�L�I�L�F�D�Q�W���V�D�Y�L�Q�J�V��

on operating costs can be made by government agencies and that is touted to be 

one of the key benefits (Alshomrani and Qamar 2013). A number of authors 

pointed out that public sector organisations can save on capital expenditure by 

harnessing cloud-based resources (Alshomrani and Qamar 2013; Hashemi et al. 

2013; Almarabeh et al. 2016). This is due to the fact that purchasing of ICT 

systems and equipment is not required. Also, the reduction of initial capital 

expense enables organisations to redirect the capital to the core organisation 

investment (Erl et al. 2013). Liang (2012) also indicated that the use of cloud-

based services can significantly reduce costs pertaining to maintenance and 

management of IT resources (Liang 2012). In consequence, one of the main 

barriers �± massive and high-priced ICT infrastructure �± is effectively handled, and 

promising opportunities for governments in developing countries to invest in cloud 

computing will increase also (Hashemi et al. 2013). 
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�x Improved government services  

The services provided by traditional governments can include long-time 

processes that result in a lack of confidence and t�U�D�Q�V�S�D�U�H�Q�F�\���I�U�R�P���W�K�H���F�L�W�L�]�H�Q�V�¶��

�D�Q�G�� �R�W�K�H�U�� �V�W�D�N�H�K�R�O�G�H�U�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�V���� �,�Q�� �W�K�H�� �F�O�R�X�G�� �H�Q�Y�L�U�R�Q�P�H�Q�W���� �J�R�Y�H�U�Q�P�H�Q�W��

agencies can deliver more transparent and improved services via the internet 

(Hashemi et al. 2013). As a result, the quality of government services and 

information is enhanced through ensuring availability, accessibility and timeliness 

of IT resources (Alshomrani and Qamar 2013; Hashemi et al. 2013; Almarabeh 

et al. 2016). 

�x Management of policies  

In term of dealing with citizens, it is essential for e-government applications to be 

compliant with government policies (Aveek and Rahman 2011; Smitha et al. 

2012). In order to enhance the efficiency and effectiveness of the daily 

performance, it is imperative for these policies to be enforced, along with the IT 

infrastructure and the data centres (Tripathi and Parihar 2011; Hashemi et al. 

2013). Cloud computing architecture can promote policy compliance in the data 

centre (Tripathi and Parihar 2011). With CC, security policies can be managed by 

e-government applications within the data centre (Aveek and Rahman 2011). 

�x Green technology  

One of the motives for moving to cloud technology, is that the use of traditional 

ICT systems in the government context has a negative effect on the environment, 

due to high energy consumption and electronic waste (Aveek and Rahman 2011), 

while CC is almost always better in terms of energy consumption due to the virtual 

services (Hashemi et al. 2013; Almarabeh et al. 2016). By adopting virtual 

technology, energy consumption will be reduced by 90% compared to normal 

PCs. In the current literature, CC is described as a green technology, owing to its 

�D�E�L�O�L�W�\�� �W�R�� �H�Q�K�D�Q�F�H�� �W�K�H�� �X�V�H�� �R�I�� �G�D�W�D�� �F�H�Q�W�U�H�V�¶�� �U�H�V�R�X�U�F�H�V�� �W�K�U�R�X�J�K�� �F�H�Q�W�U�D�O�L�V�H�G�� �,�7-
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resources, less power consumption and the utilisation of massive shared storage 

and servers. CC can save energy in the provision of storage and computing 

services (Marston et al. 2011). Cloud technologies, rather than constructing new 

facilities, can provide the capacity to streamline existing IT facilities. 

�x Technical support and protection  

Cloud computing service providers offer citizens access to the e-�J�R�Y�H�U�Q�P�H�Q�W�¶�V��

application and information services, also they are responsible for software 

updates and technical support. In respect to e-government services, the unique 

characteristics of CC seem to be sufficient to solve problems, in particular for 

governmental departments in rural areas, where the recruitment of IT 

professionals is not economical and much more difficult (Cellary and Strykowski 

2009). Furthermore, as the CSP is responsible for upgrading software 

applications, government departments are not required to repeat the process for 

each single PC (Buyya et al. 2011; Erl et al. 2013). Accordingly, efficiencies in 

systems, costs and time, and fewer trained IT personnel are advantages for 

governments in developing countries (Hashemi et al. 2013).  

�x Old technologies and migration to new technologies  

In the e-government data centre, it is crucial to use various versions of software, 

applications and security packages to maintain the level of security (Smitha et al. 

2012). Migration to innovative technology from an outdated one is considered to 

be complicated. However, CC provides the capacity to operate different versions 

of software simultaneously, with more efficiency and flexibility for e-government 

systems (Aveek and Rahman 2011; Smitha et al. 2012). 

�x Disaster recovery  

The disaster recovery strategy is a crucial issue. To give an illustration, CC 

enables government agencies to maintain a backup for their servers as a daily-
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based process for disaster recovery, and also it holds the ability to store it off-site 

through storage service providers (a third party that can save the data in various 

locations) (Hashemi et al. 2013). Disaster recovery plans in cloud technology 

provide a better alternative than traditional disaster recovery schemes, due to the 

ability to restore data and information in swift, more effective and straightforward 

manner (Buyya et al. 2011; Almarabeh et al. 2016). According to Smitha (2012), 

�W�K�D�W�� �F�R�X�O�G�� �E�H�� �G�X�H�� �W�R�� �W�K�H�� �F�O�R�X�G�¶�V�� �D�E�L�O�L�W�\�� �W�R�� �P�D�L�Q�W�D�L�Q�� �V�H�U�Y�L�F�H�� �T�X�D�O�L�W�\�� �W�K�U�R�X�J�K�� �D�Q��

increased number of ICT resources in e-government systems which generally 

might have times of high load (Smitha et al. 2012). As a result of swift 

recuperations, costs and time will be reduced. 

�x Rapid elasticity and dynamic scala bility  

By providing a wide range of virtual IT resources, CC will allow the e-government 

system to accommodate peak loads and unpredictable demand from citizens in 

a cost-effective manner (Erl et al. 2013). Furthermore, cloud resources can be 

acquired automatically in any quantity at any time, in response to an increased 

number of users (i.e. citizens) (Alshomrani and Qamar 2013; Almarabeh et al. 

2016). This is because of the basic characteristics of CC, which is designed to 

offer unlimited scalability and flexibility (Buyya et al. 2011; Liang 2012). 

Consequently, economic stability and performance are balanced. 

The fundamental qualities of cloud applications include additional benefits such 

as ubiquitousness in public services provision, enhanced collaboration among 

different governmental departments, software legacy and system integration 

(Liang 2012; Hashemi et al. 2013). A variety of cloud services are already offered 

to individuals through service providers. As a simple user, they can store 

documents and emails, whereas people like scientists and researchers are able 

to leverage the massive computing capacity to advance their IT infrastructure by 

adding a new dimension (Wyld 2009; Paquette et al. 2010). 
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Through the course of the above discussion, this section of the study aimed to 

�H�[�S�O�R�U�H�� �W�K�H�� �S�R�W�H�Q�W�L�D�O�� �E�H�Q�H�I�L�W�V�� �R�I�� �&�&�� �D�G�R�S�W�L�R�Q�� �I�R�U�� �-�R�U�G�D�Q�¶�V�� �J�R�Y�H�U�Q�P�H�Q�W���� �7�K�H�U�H��

seems to be a lack of empirical studies conducted to assess the effect of the 

�S�R�W�H�Q�W�L�D�O���E�H�Q�H�I�L�W�V���R�I���&�&���R�Q���L�W�V���D�G�R�S�W�L�R�Q���Z�L�W�K�L�Q���-�R�U�G�D�Q�¶�V���J�R�Y�H�U�Q�P�H�Q�W�����G�H�V�S�L�W�H���W�K�H��

existence of several benefits when adopting novel technologies like CC, which 

deserves more focus. Scholars suggest that more research should be conducted 

in different countries within this field. The main reason for similar suggestions is 

to enhance the adoption and acceptance rates of CC, owing to its perceived 

benefits at all levels. 

A large number of the relevant published studies were based on those with an 

academic background but pertaining to the organisational perspective, whereas 

this study aims to capture the end user perception (i.e. citizens) within Jordanian 

context. These end users will include university students and staff in the ICT 

realm. Such individuals will be included in this study due to their level of 

�N�Q�R�Z�O�H�G�J�H�� �Z�L�W�K�L�Q�� �W�K�H���D�U�H�D�� �R�I�� �&�&�� �D�G�R�S�W�L�R�Q�� �L�Q�� �-�R�U�G�D�Q�¶�V��e-government. Including 

this category of citizens may help to discover the effect of CC benefits on end 

user acceptance to use this new technology, which will highly contribute to this 

study and at the same time, may open up new study opportunities for future PhD 

candidates. 

2.3.5.3 Security risks of e -government services based on cloud computing  

Although CC adoption can deliver a number of benefits, there is a risk associated 

with the use and implementation of such innovative technology. In recent times, 

cloud-based services have suffered from growing hurdles of security and privacy, 

in spite of the phenomenal evolution of CC (Paquette et al. 2010)�����,�Q���W�K�H���F�O�R�X�G�¶�V��

environment, the ICT resources provided by the CSPs (e.g. software, operating 

systems, programming platforms and networking infrastructures) can be used 

and operated directly by the end user. Therefore, compared with normal internet 

�X�V�H�U�V�����D�Q�\���Q�H�J�D�W�L�Y�H���H�I�I�H�F�W���R�Q���W�K�H���F�O�R�X�G�¶�V���U�H�V�R�X�U�F�H�V�����L���H�����K�D�U�G�Z�D�U�H���D�Q�G���V�R�I�W�Z�D�U�H����
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will be worse (Shin 2013). Considering that security is a key factor in the delivery 

of stable governmental services, this problem becomes more crucial in the e-

government sector (Hamner and Qazi 2009). 

While cloud technologies may become prevalent in the near future, it is vital to 

overcome some of the challenges. In particular, security issues lead to increased 

hesitation regarding cloud-based services, as a result of lingering concerns about 

perceived security (Mell and Grance 2009). Cloud computing environment 

experiences the same security threats as a traditional data centre environment. 

According to the Cyber Security Breaches Survey in the UK (2019), around a third 

of businesses (32%) and two in ten of charities (22%) reported occurrence any 

type of cybersecurity attacks (e.g. Unauthorised use of networks or/and servers) 

in the last year (UK-Government 2019). In the Middle East region, Jordan is 

considered amongst most cyber-attacked countries. According to statistics 

released by the Public Security Directorate (PSD), the number of cyber-crimes 

committed during 2018 has reached 1158 crimes. Of those, 365 cases engaged 

in identity theft and 150 cases engaged in stealing data or information over the 

internet or cloud-based services (Roya News 2018). 

In the public services, these concerns are more significant, as the security and 

the quality of the service needs to be reliably provided (Paquette et al. 2010; Zissis 

and Lekkas 2011). Similarly, Jaeger (2008) deemed security to be one of the 

important policy considerations in CC (Jaeger et al. 2008). In the same vein, 

scholars highlighted security as one of the intangible risks that becomes 

problematic for both governments and citizens in terms of preventing 

unauthorised access to sensitive data, particularly with regard to persons and 

government (Paquette et al. 2010; Liang 2012). Security concerns play a vital role 

in building the trust of the cloud user. Drawing on the adjusted concept of trust, it 

�F�D�Q���E�H���W�R�X�W�H�G���D�V���I�R�O�O�R�Z�V�����µ�µAn entity A (i.e. citizen) is considered to trust another 

entity B (i.e. government or service provider) when entity A believes that entity B 

will behave exactly as expected and required�¶�¶(ITU 2001). Hence, e-services 
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security in the public sector is, in fact, a matter of trust (Zissis and Lekkas 2011; 

Alshomrani and Qamar 2013). 

While security concerns are important in the acceptance and adoption of new 

technology (i.e. cloud computing), an effective approach to exploring and 

investigating these �F�R�Q�F�H�U�Q�V�� �P�D�\�� �L�Q�Y�R�O�Y�H�� �F�R�Q�V�L�G�H�U�D�W�L�R�Q�� �R�I�� �X�V�H�U�V�¶�� �H�[�S�H�F�W�D�W�L�R�Q�V��

that have emerged in the research community. This supported by Paquette et al. 

�����������������Z�K�R���V�W�D�W�H�G���W�K�D�W���W�K�H���F�O�R�X�G�¶�V���H�Q�G-user supposes that the cloud system will 

be a reliable IT-resource, especially when a CSP has the responsibility for 

operating critical-task applications, and will also assume clear delineations of 

accountability in serious cases and problems (Paquette et al. 2010). Additionally, 

it is not expected for the users that their activities and information will be 

monitored by the service provider or government. With regard to security and 

privacy, the clo�X�G�� �S�U�R�Y�L�G�H�V�� �W�K�H�V�H�� �D�V�S�H�F�W�V�� �D�F�F�R�U�G�L�Q�J�� �W�R�� �W�K�H�� �X�V�H�U�V�¶�� �H�[�S�H�F�W�D�W�L�R�Q�V��

(Jaeger et al. 2008). De�V�S�L�W�H�� �V�R�P�H�� �U�H�V�H�D�U�F�K�H�U�¶�V�� �H�I�I�R�U�W�V�� �W�R�� �L�G�H�Q�W�L�I�\�� �W�K�H�V�H��

expectations, there is a dearth of empirical investigations in the cloud environment 

related to the end-user perspective and what they expect to affect the security of 

e-government services. This investigation will provide policy and decision makers 

with information on how to manage security within the cloud system in 

governments. 

Security and privacy issues are associated with technical and administrative 

matters, in order to ensure that all cloud services have proper confidentiality and 

protection of its information and data (Paquette et al. 2010; Subashini and Kavitha 

2011). Therefore, CSPs must implement encryption schemes, strict access 

controls, and periodic and continuous data backup, in order to ensure data 

integrity and availability, as well as preventing unauthorised access (Kaufman 

2009).  

Governments need to accelerate the scale and pace of digital transformation by 

avoiding repeated development of solutions and developing new digital services. 



Chapter 2:Fundamentals of E-Government and Cloud Computing: Literature Review 

 101 

To do this, privacy and security concerns required to be considered throughout 

the design and deployment of every service and platform. One of the important 

aspects in this regard is identity assurance which aims to establish that online 

user is who they say to be they are and not another person pretending to be them. 

The government in the UK introduced GOV.UK Verify, the identity verification 

system used to enable people to prove their online identity and to access e-

government services safely and securely. GOV.UK Pay is another example of a 

digital system that allows individuals to pay securely online for public services. 

On the other hand, in the age of connected networking, information and data are 

becoming more stateless as they move across service providers, third parties, 

borders and platforms. In light of this fact and from the security standpoint, it is 

�S�L�Y�R�W�D�O���W�R���D�V�N�����³�'�R���J�R�Y�H�U�Q�P�H�Q�W���U�H�J�X�O�D�W�L�R�Q�V���Q�H�H�G���W�R���E�H���F�K�D�Q�J�H�G���W�R���H�Q�D�E�O�H���X�V�H�U�V�¶��

�D�G�R�S�W�L�R�Q���R�I���&�&�"�´���$�O�V�R�����U�H�J�D�U�G�O�H�V�V���R�I���W�K�H���J�U�R�Z�L�Q�J���Q�X�P�E�H�U���R�I���L�Q�G�L�Y�L�G�X�D�O�V���X�W�L�O�L�V�L�Q�J��

cloud-based services (e.g. email and photo storage), many cloud users are not 

completely aware of its security risks(Svantesson and Clarke 2010). This study 

�D�L�P�V���W�R���L�Q�Y�H�V�W�L�J�D�W�H���W�K�H���H�Q�G���X�V�H�U�V�¶���S�H�U�V�S�H�F�W�L�Y�H�����L���H�����F�L�W�L�]�H�Q�V�����Z�L�W�K���U�H�J�D�U�G���W�R���F�O�R�X�G��

acceptance in the public sector, focusing on their expectations towards what 

affects security. 

2.3.5.4 Cases of cloud computing in governments  

Despite the fact that cloud-based applications in e-government could help to 

�I�R�V�W�H�U�� �F�O�R�X�G�� �W�H�F�K�Q�R�O�R�J�\�� �E�H�Q�H�I�L�W�V���� �L�W�� �K�D�V�Q�¶�W�� �E�H�H�Q�� �S�R�S�X�O�D�U�L�V�H�G�� �\�H�W���� �S�D�U�Wicularly in 

developing countries (e.g. Jordan). If governments worldwide promote cloud 

development, its scale can be expanded rapidly, thus promoting such technology. 

Accordingly, the cloud-based services offered by governments will considerably 

stimulate the development of this technology. In summary, e-government and 

cloud computing can complete each other.  
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Although there is diversification in the degree and mode of promoting cloud 

technology across governments at present, the establishment of e-government 

services based on CC has become an essential trend. The following presents 

cases of cloud-based services promoted by governments in developed countries. 

�x The United Kingdom (UK)  

The government of the United Kingdom has strategically prioritised the 

development of a government-wide cloud-�E�D�V�H�G�� �Q�H�W�Z�R�U�N���� �D�� �³�*-�&�O�R�X�G�´��(Glick 

2009). In June 2009, both the Department for Business Innovation & Skills, also 

the Department for Culture, Medi�D�� �D�Q�G�� �6�S�R�U�W�� �L�V�V�X�H�G�� �M�R�L�Q�W�O�\�� �W�K�H�� �³�'�L�J�L�W�D�O�� �%�U�L�W�D�L�Q��

�5�H�S�R�U�W�´�����D�V�N�L�Q�J���W�K�H���J�R�Y�H�U�Q�P�Hnt to manage a wide-range digital strategy for the 

UK (UK-Government 2009a). The report announcement was made by Prime 

�0�L�Q�L�V�W�H�U�� �*�R�U�G�R�Q�� �%�U�R�Z�Q���� �³Digital Britain is about giving the country the tools to 

succeed and lead the way in the economy of the future�´��(UK-Government 2009b). 

As a result, the UK Government announced the establishment of the UK private 

cloud infrastructure (Cabinet Office 2011). A number of government strategies 

sparked the creation of the ICT strategy for utilising CC, in particular, the following 

six strategies: 1) standardisation and simplification of the desktop design, 2) 

rationalisation and standardisation of public sector network and data centre 

estate, 3) open standards and reusing strategy, 4) open source delivery, 5) 

information security and assurance for citizen and business, 6) green ICT. 

Besides the abovementioned strategies, the G-Cloud is also helping the 

government to enhance: service sharing, delivering projects reliably, supply 

management and professionalising ICT-enabled changes (Cabinet Office 2010). 

In respect to the UK Government recommendations, the public sector in the UK 

needs to deploy cloud-based solutions (Cabinet Office 2011). However, in the 

�(�G�X�6�H�U�Y���R�U�J�D�Q�L�V�D�W�L�R�Q���V�W�X�G�\���I�R�U���W�K�H���8�.�¶�V��top 100 councils in 2016, it was found 

that only a few UK councils had migrated to a fully cloud-based ICT model, also 

a high percentage are still in the planning process for CC (Eduserv 2016).  
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One early adopter is the London Borough of Hillingdon, which announced their 

plans to migrate to the SaaS cloud model utilising Google Apps for Business. 

Through this step, the council become one of the first local authorities in the UK 

to make a significant shift into CC. As stated by the local government authority 

(i.e. council), this move to a cloud platform is to enhance internal cooperation and 

productivity, provide the scope to create new ways of working, as well as produce 

savings to the cost of almost £3m in the next few years. Additionally, it is expected 

to reduce server space and local storage for handling emails and other 

information, as well as becoming green ICT (The Guardian 2011). Another early 

adopter scenario is presented by Warwickshire County Council, which phased out 

their current local e-mail solutions and their new e-mail infrastructure is entirely 

�R�S�H�U�D�W�H�G�� �E�\�� �*�R�R�J�O�H�� �0�D�L�O�� �D�V���S�D�U�W�� �R�I�� �³�*-�&�O�R�X�G�´�� �F�R�P�S�X�W�L�Q�J�� �V�H�U�Y�L�F�H�V���� �7�K�H�� �Z�R�U�N�� �L�V��

joint between the council and the Cabinet Office on this project pilot, which will be 

one of the first main governmental sector organisations to offer an email service 

through cloud technology. Expected benefits include savings due to more work 

flexibility and cost reductions in e-mail licences (Hall 2011). Most recently, the 

Bristol City Council shifted their ICT infrastructure to the cloud-based solution. By 

signing a deal with EduServ, this step came as a part of the �D�X�W�K�R�U�L�W�\�¶�V���Z�L�G�H�U���S�O�D�Q��

and expectations to reduce office spaces and bridge the budget gap by 2017 

(Millman 2014). 

According to UK Government Transformation Strategy, published in 2017, one of 

the major areas that led by Government Digital Service (GDS) is to build on the 

public sector as a Platform concept, ensuring to make great reuse of components 

and platforms across government organisations. Continued migration towards 

common technologies also crucial, ensuring that where it is appropriate the 

government consumes cloud-based software/hardware instead of building 

something that is needlessly for government organisations (Cabinet Office 2017). 

It is obvious that there is a demand to proceed in public sector services 

transformation and administration through the adoption of innovative 
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technologies, such as cloud computing, to facilitate a transformation in running 

and operating the public sector. For instance, it will help citizens and businesses 

via increased use of interactive ICT tools and provide the opportunity for 

enhanced empowerment and e-participation, improving transparency and 

promoting e-services. Also, the ICT strategy of the UK Government guarantees 

that the cloud-based infrastructure runs through simplifying and standardising 

process using common models to improve the interoperability and delivery of 

higher capacity at a reduced price suited to the government needs (Cabinet Office 

2010). 

�x The United States (USA)  

One of the bustling website portals across the world is www.usa.gov, the official 

website of the government of the United States, it receives nearly 342,000 visits 

per day (Wyld 2009). It is considered the best website to use when services from 

�W�K�H���8�6�$���J�R�Y�H�U�Q�P�H�Q�W���D�U�H���Q�H�H�G�H�G�����D�V���L�W�V���G�H�V�L�J�Q���I�D�F�L�O�L�W�D�W�H�V���8�6�$���F�L�W�L�]�H�Q�V�¶���L�Q�W�H�U�D�F�W�L�R�Q��

with government agencies in an efficient manner. However, the end-user 

commonly suffers downtime and long delays through periods of high traffic (e.g. 

voting seasons). To overcome this challenge, the USA administrations made a 

decision to harness new hardware ICT devices, which stay idle when there is no 

great demand to access the website portals. Furthermore, the US government 

website requires additional power and security features (e.g. on-site physical 

security at the building of the data centre) (Ishaq and Rana 2011). Besides, the 

upgrade time for this website was about nine months. In terms of cost, the General 

Service Administration (GSA) was paying nearly $2 million for the hardware 

upgrades and software licences, as well as $350,000 in personnel costs (Kundra 

2010). 

The announcement for the cloud computing initiative for the USA Federal 

Government was made in 2009, followed by the Issuance of the Governmental 

�&�O�R�X�G���&�R�P�S�X�W�L�Q�J���6�W�U�D�W�H�J�\���L�Q���������������7�K�H���V�W�U�D�W�H�J�\�¶�V���P�D�L�Q���D�U�J�X�P�H�Q�W���L�V���³�«��for the 
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Federal Government, Cloud computing holds tremendous potential to deliver 

public value by increasing operational efficiency and responding faster to 

constituent needs�´��(Kundra 2011). Likewise, it was proposed by Vivek Kundra, 

the first federal Chief Information Officer (CIO) in the USA, that the best strategy 

is to move to the cloud due to the �I�R�O�O�R�Z�L�Q�J���F�R�Q�V�L�G�H�U�D�W�L�R�Q�V�����W�K�H���F�O�R�X�G���S�O�D�W�I�R�U�P�¶�V��

flexibility, minimal migration time to the cloud, and additional elements for security 

assurance (Ishaq and Rana 2011). 

The USA government hopes all government systems will shift to a cloud-based 

environment, taking full advantage of cloud computing. Obvious examples of this 

are: 

�x Data.gov  

The US government issued the Data.gov website portal in May 2009, to 

provide a service platform for governmental data inquiry utilising CC 

(Data.gov; Hoover 2009), hoping that citizens will have the opportunity to view 

governmental data via such a platform, thus improving governmental 

transparency. 

�x Apps.gov  

The USA government released the Apps.gov website portal utilising CC in 

September 2009 (apps.gov; Hoover 2009), with the aim of promoting cloud 

technology to all federal departments. With the use of this portal, the 

government hopes for system budget reduction, improvements in system 

security and performance, and provision of IT services for citizens via CC. 

The outcome of moving to the cloud is cost reduction, capability improvements, 

flexibility of the system and full process automation. Hence, customer demands 

are managed in real-time and users are enabled to access data integrated with 

other website portals (Velte et al. 2010). Also, the upgrade time is reduced to one 
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day based on the cloud solution. In consequence, cloud availability is enhanced 

to be almost 99.9%. With cost savings of 72%, the USA.gov budget reduced to 

about $650,000 annually (Kundra 2010). According to Amazon Web Services, the 

AWS GovCloud (US) Regi�R�Q�� �³�8�6�$�� �)�H�G�H�U�D�O�� �*�R�Y�H�U�Q�P�H�Q�W�� �R�Y�H�U�� �W�K�H�� �&�O�R�X�G�´�� �Z�D�V��

created to address the special regulatory requirements of USA governmental 

agencies, educational institutions, and other clients and partners, taking the 

benefits of all CC qualities in this context (Amazon 2017). 

�x Japan  

�³�.�D�V�X�P�L�J�D�V�H�N�L���&�O�R�X�G�´���L�V���W�R�X�W�H�G���D�V���D���P�D�L�Q���F�O�R�X�G���F�R�P�S�X�W�L�Q�J���L�Q�L�W�L�D�W�L�Y�H���X�Q�G�H�U�W�D�N�H�Q��

by the Japanese government (named after the district in Tokyo where a number 

of ministerial offices are located) (Hicks 2009; Wyld 2010). The initiative aimed to 

develop a private cloud platform that would host all ICT systems related to the 

Japanese government. As stated by the Ministry of Internal Affairs and 

Communications (MIC) in Japan (Japan-Government 2009), the Kasumigaseki 

Cloud will enable greater sharing of information and ICT resources, and promote 

higher consolidation and standardisation in the gover�Q�P�H�Q�W�¶�V���,�&�7���U�H�V�R�X�U�F�H�V�� 

The Japanese government thinks that the consolidation of all government ICT in 

a single cloud-based infrastructure will not just reduce costs and provide 

�R�S�H�U�D�W�L�R�Q�D�O���E�H�Q�H�I�L�W�V�����E�X�W���D�O�V�R���E�H���P�R�U�H���³�J�U�H�H�Q�´���D�Q�G���H�Q�Y�L�U�Rnmentally friendly ICT 

operations (Wyld 2010). As a result, the security concerns of the public cloud will 

be relieved, and the services connection will be more convenient for user needs. 

The initiative is a part of the Digital Japan Creation Project, representing 

governmental efforts to utilise ICT investment to help stimulate economic 

recovery by developing hundreds of thousands of new ICT job opportunities in 

the following few years and duplicating the size of the Japanese ICT market in 

2020 (Hoover 2009). The MIC thinks that �³accelerating the use of ICT nationwide 

will require the government to take the initiative in implementing measures�´�����D�Q�G��

that promotion of national government for CC will not only help stimulate ICT 
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improvements, but also help in the digital divide reduction across the country 

(Japan-Government 2009). 

A recent report released by the International Trade Administration (ITA) (2016) 

ranked Japan second amongst the top markets for international cloud services. 

�7�K�H���G�H�Y�H�O�R�S�P�H�Q�W���L�Q���-�D�S�D�Q�¶�V���P�D�U�N�H�W���I�R�U���F�O�R�X�G���V�H�U�Y�L�F�H�V���L�V���W�K�H���R�X�W�F�R�P�H���R�I���W�Ke direct 

investment of the public and the private sector in ICT and the commitment by the 

government to cloud services. Furthermore, government regulation is one of the 

motivations for growth in cloud services by authorities (ITA 2016). 

Since its inception in 2009, �W�K�H�� �³�.�D�V�X�P�L�J�D�V�H�N�L�� �&�O�R�X�G�´�� �K�D�V�� �S�U�R�P�R�W�H�G�� �D�O�O��

governmental ICT systems and played a notable role in Japanese cloud market 

growth. The distinctive market rank in Japan stems from that the government 

cloud allowed cooperation in processing governmental documents among the 

public and private sector, including improved web-based applications to promote 

the public use of mobile-government (ITA 2016). Moreover, the government in 

Japan has committed to bringing anticipated benefits of cloud services to all 

�K�R�X�V�H�K�R�O�G�� �E�\�� �H�Q�V�X�U�L�Q�J�� �³�Y�H�U�\�� �K�L�J�K-�V�S�H�H�G�´�� �E�U�Radband connections to all 

households in the country (The Software Alliance 2013). Through the continuity 

�R�I���E�R�W�K���L�Q�L�W�L�D�W�L�Y�H�V���W�K�H���³�.�D�V�X�P�L�J�D�V�H�N�L���&�O�R�X�G�´���D�Q�G���³�1�D�W�L�R�Q�D�O-�:�L�G�H���%�U�R�D�G�E�D�Q�G�´�����W�K�H��

Japanese government can reliably anticipate that they will find new means to 

utilise the government ICT-investments to introduce CC adoption to citizens and 

the general public (ITA 2016).  

Many countries around the world have tried to develop or utilise cloud-based 

solutions to overcome e-government system challenges. Some have already 

adopted and implemented them, and achieved significant benefits. Taking this 

scenario into consideration, the United Kingdom, United States of America and 

Japan are prominent examples of CC pioneers in the government sector arena 

(Abeywickrama and Rosca 2015). However, other countries have only just started 

or are in the planning stages for using CC in government services, and the 
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developing countries are no exception. Hence, developing countries need to 

�I�R�O�O�R�Z�� �W�K�H�� �E�H�V�W�� �S�U�D�F�W�L�F�H�V�� �R�I�� �R�W�K�H�U�� �F�R�X�Q�W�U�L�H�V�¶�� �J�R�Y�H�U�Q�P�H�Q�W�V�� �E�\�� �K�D�U�Q�H�V�V�L�Q�J�� �F�O�R�X�G-

based technologies to realise a similar success. 

2.3.5.4.1 The key lessons learnt from the cases of cloud computing platforms 

implemented in developed countries. 

The future of public sector IT will be shaped by emerging technologies such as 

cloud computing and the lessons presented in Table 2-5 represent the key 

lessons learnt conceded by the three cases of the pioneer countries employed G-

cloud discussed in this section. The findings of the current study are consistent 

with these lessons, that indicate the importance of considering such lessons by 

any government contemplating to adopt cloud-based services. 

Table 2-5 Key lessons learnt conceded by the three cases of the pioneer countries 
employed G -cloud  
No. Lesson description  
1 Public sector organisations should undertake a cloud benefits review to ensure 

the solution is a clear business case that is delivering cost savings, business 
efficiency savings, value for money and other advantages. 

2 Public sector organisations should promote cloud services and ensure adequate 
training is undertaken. 

3 Public sector organisations should create a cloud aware culture to capitalise on 
the impact and benefits of cloud. 

4 Public authorities should implement adequate, legal, regulatory and governance 
frameworks to ensure cloud systems functions successfully. 

5 Public sector organisations must ensure the cloud solution is secure to ensure 
data is not accessed by unauthorised parties to improve the trust among society.  

 Chapter summary  

This chapter explored the literature to illustrate and define categories, maturity 

stages, advantages and obstacles of e-government. Additionally, the CC 

literature was reviewed with a focus on its history, definitions, characteristics and 

models. It is obvious that e-government and CC have several advantages for the 

public sector, while a number of critical concerns face its acceptance and use. 

Cloud technology to deliver e-government services is associated with high risk; 
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security issues are considered a major source of such risk. Hence, this challenge 

may slow down the acceptance of cloud-based e-government services.  

While examining the influence of security concerns on the acceptance of cloud-

government services, it is necessary to examine its impact along with other critical 

�I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �F�L�W�L�]�H�Q�¶�V�� �D�F�F�H�S�W�D�Q�F�H�� �R�I�� �F�O�R�X�G-based e-government services. 

Thus, Chapter 3 will review critically the different models and theories of IS 

acceptance, as originating in various disciplines and employed to predict and 

�H�[�S�O�D�L�Q���L�Q�G�L�Y�L�G�X�D�O�V�¶���D�F�F�H�S�W�D�Q�F�H���R�I���Q�R�Y�H�O���,�&�7�� 
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Chapter 3: �7�H�F�K�Q�R�O�R�J�\���$�F�F�H�S�W�D�Q�F�H���0�R�G�H�O�V���D�Q�G���7�K�H�R�U�L�H�V����

�/�L�W�H�U�D�W�X�U�H���5�H�Y�L�H�Z 

 Introduction  

As the review of literature in the information system (IS) and e-government fields 

shows, few scholars have conducted studies that examine the influence that cloud 

�F�R�P�S�X�W�L�Q�J���K�D�V���R�Q���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���D�Q�G���X�V�D�J�H���R�I���H-government systems (Lian 

2015; Ali et al. 2018b). Most of the existing research related to e-government 

�D�G�R�S�W�L�R�Q���K�D�V���I�R�F�X�V�H�G���R�Q���F�L�W�L�]�H�Q�V�¶���L�Q�W�H�Q�W�L�R�Q�V���D�Q�G���X�V�H���R�I���H-government services at 

the individual level (AlAwadhi and Morris 2008; Bélanger and Carter 2008; Rana 

and Dwivedi 2015). Moreover, researchers have pointed out the necessity to 

investigate the adoption of novel e-�V�H�U�Y�L�F�H�V���I�U�R�P���W�K�H���X�V�H�U�V�¶���S�H�U�V�S�H�F�W�L�Y�H�����Z�K�L�F�K���L�V��

advanced by using the cloud platform (Shin 2013; Hashim and Hassan 2015; 

Arpaci 2016). Academic studies that focused on understanding human 

behaviours when using cloud technology to access e-services highlighted the 

importance of a theoretical background to examine the influencing factors. 

As much literature in the IS realm, particularly with regard to e-government 

systems, has built its arguments on theoretical models and backgrounds (Gilbert 

et al. 2004; Carter and Bélanger 2005; Lean et al. 2009; Wang 2014), it is 

necessary to develop a theoretical framework or model that assists in 

�X�Q�G�H�U�V�W�D�Q�G�L�Q�J�� �W�K�H�� �I�D�F�W�R�U�V�� �W�K�D�W�� �L�Q�I�O�X�H�Q�F�H�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� ���L�Q�G�L�Y�L�G�X�D�O���� �O�H�Y�H�O�� �R�I�� �H-

government services acceptance advanced by cloud technology. User adoption 

and acceptance of IT are considered key conditions for the successful application 

and progression of any technological project. This is due to the fact that user 

(citizen) willingness to accept and adopt new technology is significant in 

determining the failure or success of any IS initiative (Carter and Bélanger 2005; 

Alateyah et al. 2013). User ac�F�H�S�W�D�Q�F�H���L�V���U�H�I�H�U�U�H�G���W�R���³the initial decision made by 
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the individual to interact with the technology�´��(Venkatesh et al. 2004). Numerous 

competing models and theories have b�H�H�Q�� �X�V�H�G�� �W�R�� �X�Q�G�H�U�V�W�D�Q�G�� �D�� �X�V�H�U�¶�V��

information technology (IT) acceptance behaviour. For instance, the Theory of 

Reasoned Action (TRA), Social Cognitive Theory (SCT), Technology Acceptance 

Models (TAM), Theory of Planned Behaviour (TPB), Model of PC Utilisation 

(MPCU), Diffusion of Innovation (DOI), the Motivational Model (MM), the model 

combined between TAM and TPB (C-TAM-TPB), the Unified Theory of 

Acceptance and Use of Technology (UTAUT) which integrates variables across 

the eight mentioned models/theories, and lastly the most recent theory, UTAUT2 

�W�K�H�� �H�[�W�H�Q�G�H�G�� �Y�H�U�V�L�R�Q�� �R�I�� �8�7�$�8�7���� �+�H�Q�F�H���� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �K�D�V�� �W�K�H�� �D�E�L�O�L�W�\�� �W�R�� �³�S�L�F�N��

�D�Q�G�� �F�K�R�R�V�H�´�� �D�Q�G�� �H�P�S�O�R�\�� �W�K�H�� �P�R�V�W�� �V�X�L�W�D�E�O�H�� �P�R�G�H�O���Wheory, while ignoring the 

contributions of others (Venkatesh et al. 2003; Williams et al. 2015). Accordingly, 

for developing a theoretical model specifically for cloud computing in the e-

government system context, different IS models/theories were reviewed to 

capture the most pertinent constructs in IT/IS acceptance and adoption. To 

achieve this review aim, this chapter is structured according to the following order: 

Section 3.2 provides a review of theories and models related to technology 

acceptance as well as their limitations. A literature review of empirical studies 

relating to cloud computing in e-government is presented in Section 3.3. Section 

3.4 discusses the empirical literature on e-government and the technology 

acceptance models. Section 3.�� presents studies that applied UTAUT/UTAUT2 

in public sector research. In terms of security perceptions, Section 3.6 presents a 

review of e-services literature, including the influence of security perceptions on 

these types of services, as well as a discussion of the investigated factors 

�D�I�I�H�F�W�L�Q�J�� �L�Q�G�L�Y�L�G�X�D�O�V�¶�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V�� �L�Q�� �W�K�H�� �D�U�H�D�� �R�I�� �H�O�H�F�W�U�R�Q�L�F�� �V�H�U�Y�L�F�H�V����

Section 3.7 discusses the justification and selection of the research framework. 

Finally, Section 3.8 presents a summary. 
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 Technology Acceptance Models and Theories 

3.2.1 Theory of Reasoned Action (TRA)  

The initial theory used to illustrate technology acceptance behaviour was 

developed in the literature of social psychology. Ajzen and Fishbein (1980) 

developed the Theory of Reasoned Ac�W�L�R�Q�� ���7�5�$���� �L�Q�� �R�U�G�H�U�� �W�R�� �³organise and 

integrate research in the attitude area within the framework of a systematic 

theoretical orientation�´��(Ajzen and Fishbein 1980). The researchers developed 

the theory with an aim to predict and explain a wide range of human behaviours. 

For instance, Lean and his colleagues (2009) stated that TRA is one of the earliest 

theories used to illustrate the personal behaviour related to the acceptance and 

utilisation of computers (Lean et al. 2009). The theory mentioned that human 

beliefs affect intention, and intention affects human action, as stated by Belanger 

and Carter (2008). The TRA is a proper model for investigating user behaviour 

determinants with respect to providing a theoretical foundation, due to its ability 

to predict and explain human behaviour across different domains (Ajzen and 

Fishbein 1980; Davis et al. 1989). Thus, the TRA model has been used in various 

studies of technology acceptance, and e-government literature is no exception 

(Bélanger and Carter 2008). 

As stated by (Ajzen and Fishbein 1980), the TRA framework presents a distinction 

between four core constructs: subjective norms, attitudes toward behaviour, 

behavioural intention, and behaviour. The human behaviour is determined by the 

behavioural intention while the intention to carry out the behaviour is determined 

by the personal attitudes and subjective norms. The relation indicates that 

behavioural intention is a dependent variable. Also, attitudes toward behaviour 

and subjective norms are independent variables, as shown in Figure 3-1. These 

variables were defined according to (Ajzen and Fishbein 1975) as follows: 
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�x Attitudes toward behaviour: �³�D�Q�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�� �S�R�V�L�W�L�Y�H�� �R�U�� �Q�H�J�D�W�L�Y�H�� �I�H�H�O�L�Q�J��

(evaluative effect) about performing the target behaviour��� ́

�x Subjective norms: �³�W�K�H�� �S�H�U�V�R�Q�¶�V�� �S�H�U�F�H�S�W�L�R�Q�� �W�K�D�W�� �P�R�V�W�� �S�H�R�S�O�H�� �Z�K�R�� �D�U�H��

important to him think he should or should not perform the behaviour in 

question��� ́

�x Behavioural intention: �³�)�X�Q�F�W�L�R�Q�� �R�I�� �E�R�W�K�� �D�W�W�L�W�X�G�H�V�� �W�R�Z�D�U�G�� �D�Q�� �L�Q�W�H�Q�W�L�R�Q-

behaviour and subjective norms toward that behaviour which has been found 

to predict actual �E�H�K�D�Y�L�R�X�U���´��Also, according to Ajzen (1991): �³intentions are 

assumed to capture the motivational factors that influence behaviour; they 

are indications of how hard people are willing to try, of how much of an effort 

they are planning to exert, in order to perform the behaviour.�  ́

 
Figure 3-1 Theory of Reasoned Action ( Ajzen and Fishbein 1975)  

It is highlighted that the decision and evaluation of the consequences of the 

actions are considered by individuals prior to taking part in any behaviour (Ajzen 

and Fishbein 1980). Therefore, the theory is considered to be a strong predictor 

of intention to use systems and thus actual usage in the IS literature. 
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�x The TRA limitat ions  

Although this theory was adopted by the research community in several studies 

to advance the understanding of human behaviour in technology acceptance or 

other contexts, a number of scholars recognised the limitations of utilising TRA to 

predict behaviour. As postulated by (Kurland 1995; Al-Qeisi 2009), the significant 

limitation of the theory results from the supposition that human behaviour is under 

volitional power. Hence, the TRA is only applicable to behaviours that have been 

consciously believed out beforehand. For instance, the irrational decision, 

habitual actions or even behaviours that are not consciously recognised cannot 

be predicted by TRA. In addition, Ajzen and Fishbein (1980; 1975) noticed that 

this theory has a limitation in terms of correspondence. Accordingly, to predict a 

specific behaviour using TRA, attitudes and intentions must be agreed using 

actions, targets, contexts, time frames and/or specificity (Sheppard et al. 1988). 

Two studies considered the theory as a general model (Davis et al. 1989; 

Baraghani 2008) that does not identify the beliefs that are effective for a specified 

behaviour. Scholars utilising TRA must first specify the salient beliefs for a subject 

concerning the behaviour that is going to be investigated. In respect to this 

context, this theory does not offer the required theoretical base for investigating 

cloud computing (CC) acceptance within the e-government context. 

3.2.2 Theory of Planned Behaviour (TPB)  

Ajzen (1985) conceived an extension to TRA to overcome the limitations of 

dealing with human behaviour over which individuals have incomplete volitional 

control (Ajzen 1985; Ajzen 1991). This extended theory became the theory of 

planned behaviour (TBP). This model is used widely in prediction and explanation 

of human behaviour while taking into consideration the roles of individual 

members of organisations and the social system effect in this process (Ajzen 

1991). To predict the behaviour not completely under volitional control, an 

additional component was included to the theory, namely perceived behavioural 
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�F�R�Q�W�U�R�O�� ���3�%�&���� �W�R�� �L�O�O�X�V�W�U�D�W�H�� �³�S�H�R�S�O�H�¶�V�� �S�H�U�F�H�S�W�L�R�Q�� �R�I�� �W�K�H�� �H�D�V�H�� �R�U�� �G�L�I�I�L�F�X�O�W�\�� �R�I��

performing the behaviour of interest�´��(Ajzen 1991). In respect to the theories of 

I�6���� �3�%�&�� �D�G�G�H�G�� �H�[�S�O�D�Q�D�W�R�U�\�� �S�R�Z�H�U�� �H�[�S�U�H�V�V�H�G�� �D�V�� �³perceptions of internal and 

external constraints on behaviour�´��(Taylor and Todd 1995c). Drawing on this 

argument, (Lean et al. 2009) postulated that PBC is a reliable component to 

predict the adoption of e-government systems because citizens are not provided 

with complete control over their online e-government transactions. In the e-

government arena, the TPB is suggested for application as the behavioural 

control must facilitate the acquisition of information owing to the opportunity and 

resources enabling the citizen to manage the behavioural activities. 

Under the TPB framework, the behavioural intention is predicted by three main 

constructs: subjective norm and attitudes towards behaviour (adapted from TRA), 

and the new construct, the PBC (Ajzen 1985; Ajzen 1991). The general rule 

unveiled that stronger individual intentions to carry out the behaviours in question 

resulted from more favourable attitudes, subjective norms and greater control 

(Ajzen 1991), as shown in Figure 3-2. Accordingly, it is hypothesised that 

perceived behavioural control (PBC) is a further variable that assists in exploring 

intentions and behaviours. This variable is an original contribution to the model of 

planned behaviour, which indicates that the people intentions are the central 

construct in carrying out the behaviour (Ajzen 1991). The influence of PBC on the 

actual behaviour can be direct or indirect (i.e. through the behavioural intention). 

The perceived behavioural control is �L�Q�I�O�X�H�Q�F�H�G���E�\���W�Z�R���F�R�P�S�R�Q�H�Q�W�V���Q�D�P�H�O�\���³self-

efficacy�´���D�Q�G���³facilitating conditions�´�����6�H�O�I-efficacy is defined by Bandura (1982) 

�D�V���³judgments of how well one can execute courses of action required to deal with 

prospective situations�´��(Bandura 1982). While Triandis (1971) described the 

facilitating conditions as the resources required to be involved in a particular 

behaviour (Triandis 1971). 
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Scholars have considered that TPB has a better ability to predict behaviour 

compared to TRA. As a result, many IS studies have applied the theory of planned 

behaviour (TPB) (Brown and Venkatesh 2005; Hung et al. 2006). 

�x The TPB limitations  

Despite the fact that TPB was used by many researchers to explain and predict 

human behaviour across different contexts, as it is basically grounded on the TRA 

model (Ajzen 1991) it has limitations. For example, TPB does not address other 

variables influencing intention and behaviour, such as self-identity, moral 

obligation and habit (Eagly and Chaiken 1993). Considered as one of the 

psychological theories interested in internal processes, TPB does not take into 

�D�F�F�R�X�Q�W�� �W�K�H�� �G�H�P�R�J�U�D�S�K�L�F�� �F�R�Q�V�W�U�X�F�W�V�� �D�V�V�X�P�L�Q�J�� �V�L�P�L�O�D�U�L�W�\�� �L�Q�� �W�K�H�� �P�R�G�H�O�¶�V��

experience among people. As a replacement of the volitional control restriction in 

TRA, TPB proposes that human behaviour is planned and deliberate, but the 

theory does not show the planning mechanism of people. Another criticism 

provided by (Taylor and Todd 1995b), mentioned that TPB employs one variable 

(PBC) as a representative to all non-controllable factors of human behaviour. The 

PBC measure is a consequence of belief aggregation. This has been criticised 

due to not identifying specific elements that could predict and explain behaviour, 

as well as for the bias it may create. 

 
Figure 3-2 Theory of Planned Behaviour (Ajzen 2002)  
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In light of the complexity of cloud-based e-government services and the diversity 

of its users, TBP, consequently, has its limitations as a theoretical basis for 

studying the acceptance of e-government initiatives. 

3.2.3 Social Cognitive Theory (SCT) 

Several theories have been introduced over the past years with the aim of 

explaining the developmental variations that people experience over their lives. 

There is a difference among these theories in terms of conceptions related to the 

human nature they embrace and in terms of what they consider to be the primary 

determinants and mechanisms of human motivations and behaviours (Bandura 

2011). One of the most powerful theoretical models contributing to the human 

behaviour context is the Social Cognitive Theory (SCT) (Bandura 1986a; Bandura 

1989; Venkatesh et al. 2003). The theory was developed by Albert Bandura 

(1986), and suggests that the user acquires and maintains behaviours while 

respecting the social environments in which the behaviours are developed. 

Unlike the Diffusion of Innovation (DOI) model, SCT takes into consideration the 

action and reaction of the individual (i.e. human agencies) in the innovation 

development process (Bandura 1986b). Individuals differ in respect to their 

behaviours. As a result, different behaviours have different impacts on the 

surrounding environments which in turn affect the subsequent behaviour. In other 

words, the SCT model depends on feedback, observational learning (vicarious 

learning) and identifications. With respect to reciprocal determinism, according to 

the theory, the human behaviour results from a set of interactions, namely, triadic, 

dynamic, and reciprocal interactions of environmental factors, personal factors 

and behaviours (Bandura 1986b), as illustrated Figure 3-3. 

Taking these factors into consideration, the main focus of the SCT model 

represents a successful change from social learning theory (SLT) to social 

�³cognitive�´�� �W�K�H�R�U�\�� �Ln order to point out the significance of cognition in human 
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understanding and reaction. With the aim of highlighting the adoption behaviour 

through an inclusive understanding of innovations, characteristics and network 

structure, Bandura (1986a) posited th�D�W���� �³Social cognitive theory distinguishes 

among three separable components in the social diffusion of innovation. The 

triadic model includes the determinants and mechanisms governing the 

acquisition of knowledge and skills concerning the innovation; adoption of that 

innovation in practice; and the social network by which innovations are 

promulgated and supported�´�� 

 
Figure 3-3 Social Cognitive Theory (Bandura 1986b)  

SCT is considered to be a widely used and empirically validated model of 

�L�Q�G�L�Y�L�G�X�D�O�V�¶�� �E�H�K�D�Y�L�R�X�U��(Compeau and Higgins 1995b). This model has been 

researched and integrated with other factors in t�K�H�� �,�7���,�6�� �I�L�H�O�G�� �W�R�� �H�[�S�O�D�L�Q�� �X�V�H�U�V�¶��

adoption or acceptance of different technologies. The study of Compeau and 

Higgins (1995b) applied an extended version of SCT in order to make it more 

suitable for investigating the context of computer utilisation; while the two authors 

also employed the theory to study performance (Compeau and Higgins 1995a). 

�7�K�H�L�U�� �P�R�G�H�O�¶�V�� �P�D�L�Q�� �I�R�F�X�V�� �Z�D�V�� �F�R�P�S�X�W�H�U�� �X�V�H���� �E�X�W�� �W�K�H�� �P�R�G�H�O�� �Q�D�W�X�U�H�� �D�Q�G�� �W�K�H��

�X�Q�G�H�U�O�\�L�Q�J���W�K�H�R�U�H�W�L�F�D�O���E�D�V�H���D�O�O�R�Z�H�G���&�R�P�S�H�D�X���D�Q�G���+�L�J�J�L�Q�V�¶�������������E�����P�R�G�H�O���W�R���E�H��



Chapter 3: Technology Acceptance Models and Theories: Literature Review  

 119 

extended to include both the use and acceptance of information technologies in 

�J�H�Q�H�U�D�O�����%�X�W�����N�H�H�S�L�Q�J���Z�L�W�K���W�K�H���H�[�S�H�F�W�D�W�L�R�Q�V���W�R���S�U�H�G�L�F�W���W�K�H���L�Q�G�L�Y�L�G�X�D�O�¶�V���D�F�F�H�S�W�D�Q�F�H����

Venkatesh et al. (2003) studied the predictive validity of the theoretical model from 

the intention and usage perspectives, so as to allow a fair comparison with other 

technology acceptance models. 

According to (Rana and Dwivedi 2015), the constructs utilised in this theoretical 

model represent all significant factors, which can be explained as variables 

responsible for adopting or accepting an information system. The five core 

exogenous factors employed in the model are included to study the relationships 

between the cognitive variables (i.e. outcome expectations �± performance, 

outcome expectations �± personal and self-efficacy) and influential variables (i.e. 

anxiety and affect) and the usage, as highlighted in Figure 3-������ �(�D�F�K�� �R�I�� �6�&�7�¶�V��

constructs are defined below: 

�x The outcome expectations �± perform ance:  the performance-associated 

consequences of the human behaviour (e.g. using the computer). In particular, 

performance expectations are associated with job outcomes (Compeau and 

Higgins 1995b; Venkatesh et al. 2003). 

�x The outcome expectations �± personal:  the personal associated 

consequences of human behaviour (e.g. using the computer). Particularly, 

�S�H�U�V�R�Q�D�O�� �H�[�S�H�F�W�D�W�L�R�Q�� �L�V�� �D�V�V�R�F�L�D�W�H�G�� �Z�L�W�K�� �W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�¶s esteem and 

accomplishment sense (Compeau and Higgins 1995b; Venkatesh et al. 2003). 

�x Self -efficacy:  �W�K�H�� �M�X�G�J�P�H�Q�W�� �R�Q�� �D�Q�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�� �D�E�L�O�L�W�\�� �W�R�� �X�W�L�O�L�V�H�� �W�Hchnologies 

(e.g. computer) to perform a particular task or job (Compeau and Higgins 

1995a; Venkatesh et al. 2003). 

�x Anxiety:  to evoke an emotional or anxious reaction related to performing a 

certain behaviour (e.g. computer usage). 
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�x Affect:  �D���S�H�U�V�R�Q�¶�V���O�L�N�L�Q�J���I�R�U���D���F�H�U�W�D�L�Q���E�H�K�D�Y�L�R�X�U�����H���J�����F�R�P�S�X�W�H�U���X�V�D�J�H���� 

Many well-known technology acceptance theories and models have been 

employed across various studies on online government systems. However, the 

theoretical model of the social cognitive theory (SCT) has not been adequately 

employed in any study to investigate the adoption of any online public services. 

However, some of its factors in their original structures, such as anxiety and 

self-efficacy, and others in their similar structures, such as outcome expectation 

(which is comparable to usefulness) (Davis et al. 1989; Compeau and Higgins 

1995b) and affect (which is comparable to attitudes) toward using technologies 

(Venkatesh et al. 2003) have been employed across several studies in e-

government literature. 

 
Figure 3-4 Social Cognitive Theory (Compeau and H iggins 1995b)  

Only a few empirical studies (Sahu and Gupta 2007; Loo et al. 2009) on the 

adoption of e-government services have partially adopted the SCT model or its 

factors in the course of creating integrated theoretical research models. 
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As a result, there is a lack of empirical evidence of this model and its constructs 

in terms of understanding the role of these factors in adopting such e-government 

systems. Although, most recently, (Rana and Dwivedi 2015) provided an analysis 

of the significance of the SCT and its constructs, as well as views on the general 

performance of the extended model based on SCT in the context of the online 

government system in India. 

�x Limitations of Social Cognitive Theo ry (SCT) 

In summary, social cognitive theory (SCT) has been applied in a wide range of 

research areas, such as human work, organisational behaviour, also physical and 

mental health studies, and in computer utilisation and internet usage. As stated 

by Ratten (2013), the social cognitive theory has an advantage compared to other 

technology acceptance models and theories, as it integrates both levels of 

analysis (i.e. individual and organisational). In other words, SCT incorporates 

technological innovations th�D�W���D�U�H���Q�R�W���F�R�Q�W�L�Q�X�R�X�V�O�\���X�Q�G�H�U���W�K�H���X�V�H�U�V�¶���F�R�Qtrol, but 

may be mandated by the organisations as well (Ratten 2013). In spite of such 

advantages of the SCT theory, the high rate of unexplained variance in the usage 

behaviour (68%) (Compeau and Higgins 1995b) encouraged further studies to be 

carried out with the aim of exploring other factors and suggesting theoretical 

�P�R�G�H�O�V�� �W�K�D�W�� �F�R�X�O�G�� �D�V�V�L�V�W�� �L�Q�� �H�[�S�O�D�L�Q�L�Q�J�� �X�V�H�U�V�¶�� �E�H�K�D�Y�L�R�X�U���� �,�Q�� �W�K�H�� �V�D�P�H�� �F�R�Q�W�H�[�W����

Abbasi (2011) elaborated that, although SCT presented ground-breaking terms 

such as self-efficiency, the generalisation of the theory itself is not an easy task. 

The SCT model can be implemented as an umbrella to extend its constructs into 

a particular theoretical model and purpose (Abbasi 2011). 

3.2.4 Technology Acceptance Model (TAM)  

The Technology Acceptance Model (TAM) is one of the most prominent and well-

known theoretical models relating to the determinants of IS/IT acceptance and 

usage behaviour at the individual level. TAM was derived from (Ajzen and 
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Fishbein 1975; Ajzen and Fishbein 1980) psychological theory of reasoned action 

(TRA) wi�W�K���W�K�H���D�L�P���R�I���H�[�S�O�D�L�Q�L�Q�J���D�Q�G���L�G�H�Q�W�L�I�\�L�Q�J���W�K�H���F�R�P�S�X�W�H�U���X�V�H�U�¶�V���D�F�F�H�S�W�D�Q�F�H��

in various contexts, it also has the ability to predict and justify why any IS may not 

be accepted (Davis 1989; Davis et al. 1989). 

During the past three decades, TAM has been well researched, widely used and 

one of the most influential research models in the field. Authors in the technology 

acceptance realm confirmed that the model developed by (Davis et al. 1989), after 

the introduction of the information system into the organisational environment, is 

one of the most popular theoretical frameworks in the studies of IT/IS acceptance 

�I�U�R�P�� �W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�� �X�V�H�U�V�¶�� �S�H�U�V�S�Hctive (Loo et al. 2009; Surendran 2012; Shin 

2013). Similarly, Benbasat and Barki (2007) asserted that TAM is the most 

prominent and commonly accepted theory within the literature, being employed 

in several fields, including business administration, management and information 

systems. Additionally, several previous studies have applied and extended this 

theory as it is a reliable, robust, valid and parsimonious model to predict user 

acceptance of new technologies in different contexts, even in the public sector 

(Al-Adawi et al. 2005; Carter and Bélanger 2005; Al Hujran and Chatfield 2008; 

Wang 2014). 

The TAM evolved as a powerful method to describe the antecedents of 

information systems use through core �E�H�O�L�H�I�V���D�E�R�X�W���W�Z�R���G�L�P�H�Q�V�L�R�Q�V�����³Perceived 

Ease of Use�´�����3�(�2�8�����D�Q�G���³Perceived Usefulness�´�����3�8�������E�R�W�K���R�I���Z�K�L�F�K���Lnfluence 

�R�Q�H�¶�V���D�W�W�L�W�X�G�H���W�R�Z�D�U�G�V���W�K�H���D�F�W�X�D�O���X�V�H���R�I���W�H�F�K�Q�R�O�R�J�\��(Davis et al. 1992), see Figure 

3-5.The PU is defined as �³the degree to which a person believes that using a 

particular system would enhance his or her job performance�´��(Davis 1989). 

Whereas PEOU refers to �³the degree which a person believes that using a 

�S�D�U�W�L�F�X�O�D�U�� �V�\�V�W�H�P�� �Z�R�X�O�G�� �E�H�� �I�U�H�H�� �R�I�� �H�I�I�R�U�W�´ (Davis 1989). As demonstrated, the 

�V�\�V�W�H�P�¶�V���D�F�W�X�D�O���X�V�H���L�V���G�H�W�H�U�P�L�Q�H�G���E�\���W�K�H���L�Q�W�H�Q�W�L�R�Q���W�R�Z�D�U�G�V���X�V�D�J�H�����Z�K�L�F�K���L�V���V�K�R�Z�Q��

�D�V�� �E�H�L�Q�J�� �G�H�W�H�U�P�L�Q�H�G�� �M�R�L�Q�W�O�\�� �E�\�� �D�Q�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�� �D�W�W�L�W�X�G�H�� �W�R using the IS and the 

associated perceived usefulness (PU). In particular, the relationship between the 
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intention and PU implies that the individuals believe that her/his job performance 

�L�V���L�P�S�U�R�Y�H�G�����G�H�V�S�L�W�H���R�Q�H�¶�V���S�R�V�L�W�L�Y�H���R�U���Q�H�J�D�W�L�Y�H���I�H�H�O�L�Q�J��(Davis et al. 1992).  

This model places practitioners and scholars in the position of investigating the 

influence of ext�H�U�Q�D�O�� �Y�D�U�L�D�E�O�H�V�� �R�Q�� �D�� �S�H�U�V�R�Q�¶�V�� �L�Q�W�H�U�Q�D�O�� �E�H�O�L�H�I�V���� �D�W�W�L�W�X�G�H�V�� �D�Q�G 

intentions. According to Davis and Venkatesh (1996), the external variables in 

TAM pointed out a set of constructs as characteristics of objective system design, 

�D���S�H�U�V�R�Q�¶�V���W�U�D�L�Q�L�Q�J�����V�H�O�I-�H�I�I�L�F�D�F�\���R�I���X�V�L�Q�J���W�K�H���F�R�P�S�X�W�H�U�����X�V�H�U�¶�V���L�Q�Y�R�O�Y�H�P�H�Q�W���L�Q���W�K�H��

design process, and the implementation process nature. However, as the theory 

continued to develop, new constructs were introduced as external ones 

influencing Perceived Ease of Use, Perceived Usefulness, Behavioural Intention, 

and actual usage or behaviour. Amongst the most commonly referred to are: 

system quality, computer anxiety, compatibility, computing support, enjoyment 

and experience (Lee et al. 2003). 

�x The TAM li mitations  

TAM does not present a general measure which Davis (1989) sought to, but a 

specific situation. The authors differentiated the theory from TRA with respect to 

being developed in the IS field, while TRA was rooted in psychology (Davis 1989; 

Davis et al. 1989). Also, TAM eliminates subjective norms in its theoretical 

structure, which were validated in the TRA model. However, it was found that the 

TA�0���L�V���E�H�W�W�H�U���I�R�U���H�[�S�O�D�L�Q�L�Q�J���W�K�H���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q�����%�,�����R�I���W�K�H���V�\�V�W�H�P�¶�V���X�V�H�U�V��

than the TRA (Davis et al. 1989).In spite of that, the exhaustiveness and suitability 

of this theory has been questioned by a number of researchers. Self-reported use 

is considered to be the most commonly reported criticism in the TAM literature, 

since the research relies on self-reporting by respondents assuming that self-

reported use reflects actual user behaviour (Lee et al. 2003; Legris et al. 2003). 

Analysis of empirical studies using TAM showed that respondent type or selection 

of the sample is the second criticism. In some studies, it was a professional user 

sample or university student sample, which deteriorates the generalisability of the 
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research findings (Lee et al. 2003; Legris et al. 2003). Moreover, (Sun and Zhang 

2006) presented two major limitations of the IS literature using TAM: the 

comparatively low explanatory power and inconsistent relationships between 

constructs across studies. Another criticism of TAM, cited by (Venkatesh et al. 

2003), is in providing merely limited guidance regarding how to influence use 

through IS implementation and design. The model is limited with respect to the 

context focus, while the main constant factors of TAM do not reflect the variation 

�L�Q���W�K�H���H�Q�Y�L�U�R�Q�P�H�Q�W���R�I���W�K�H���X�V�H�U�V�¶���W�D�V�N�V���D�Q�G���W�K�X�V���I�D�L�O���Wo predict the IT/IS usage, as 

other factors can influence utilisation (Venkatesh et al. 2003; Bagozzi 2007). As 

a result, the extended version TAM2 was created in an endeavour to overcome 

the original version limitations, for example, the inclusion of social variables (i.e. 

subjective norms) (Venkatesh and Davis 2000). 

Though TAM/TAM2 seem to be useful theoretical models for information system 

acceptance, subsequent studies have recognised their limitations and concluded 

that it is imperative to extend and integrate with other relevant constructs and 

theories. Also, compared with UTAUT, the study revealed it was preferable to shift 

from TAM to the unified theory, as it provides both the TAM variables along with 

other two (Dwivedi et al. 2010). 

 
Figure 3-5 Technology  Acceptance Model (Davis 1989; Davis et al. 1989)  
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3.2.5 Model of Personal Computer Utilisation (MPCU)  

The Model of Personal Computer Utilisation (MPCU) evolved from the theory of 

interpersonal behaviour (Triandis 1977; Triandis 1979) by Thompson et al. 

(1991). The model from Triandis shows a competing perspective to that posited 

by the theories of TRA and TPB (Venkatesh et al. 2003)�����7�K�H���D�X�W�K�R�U�¶�V���U�H�V�H�D�U�F�K��

efforts resulted in a framework to describe how human behaviour occurs, and the 

�I�D�F�W�R�U�V�����W�K�D�W���H�Q�F�R�X�U�D�J�H���W�K�H���L�Q�G�L�Y�L�G�X�D�O�¶�V���E�H�K�D�Y�L�R�X�U��(Triandis 1979). 

According to Triandis, this framework illustrates that human behaviour has 

objective consequences interpreted by individuals and results in feelings being 

reinforced. Triandis argued that reinforcement has two ways of influencing the 

�S�H�U�F�H�L�Y�H�G�� �F�R�Q�V�H�T�X�H�Q�F�H�V�� �R�I�� �W�K�H�� �K�X�P�D�Q�� �E�H�K�D�Y�L�R�X�U���� �³it changes the perceived 

probabilities that the behaviour will have particular consequences, and it changes 

the value of these consequences�´��(Triandis 1979: p198). Also, this theory 

�S�R�V�W�X�O�D�W�H�V�� �W�K�D�W�� �³Behaviour is determined by what people would like to do 

(attitudes), what they think they should do (social norms), what they have usually 

done (habits), and by the expected consequences of their behaviour�´�����6�R�P�H���R�W�K�H�U��

determinants of human behaviours, such as relevant arousals, facilitating 

conditions, personalities or individual perceptions of subjective culture variables 

(norms, roles and values) and social factors influencing the human behaviour and 

intention, as well the relations in the Triandis framework, are depicted in Figure 

3-6.  
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Figure 3-6 Triandis Framework (Triandis 1979)  

�,�Q���������������7�K�R�P�S�V�R�Q�����+�L�J�J�L�Q�V���D�Q�G���+�R�Z�H�O�O���U�H�I�L�Q�H�G���7�U�L�D�Q�G�L�V�¶�V���I�U�D�P�H�Z�R�U�N���W�R���V�X�L�W���W�K�H��

IS context and applied it in initial investigations to the behaviour of PC utilisation 

(Venkatesh et al. 2003). However, the nature of the MPCU makes it particularly 

suited to predict user acceptance and use of various information technologies. In 

their theoretical model, the authors indicated that the behaviour of PC utilisation 

�F�R�X�O�G�� �E�H�� �D�I�I�H�F�W�H�G�� �E�\�� �V�H�Y�H�U�D�O�� �I�D�F�W�R�U�V���� �Q�D�P�H�O�\�� �X�V�H�U�V�¶�� �I�H�H�O�L�Q�J�V�� ���D�I�I�H�F�W���� �W�R�Z�D�U�G�V��

utilising PCs, common social norms concerning the usage of PCs at the 

workplace, generic habits associated with the use of the PC, the expected 

consequences of using the PC, and the range of conditions that are available at 

the workplace for facilitating the use of PCs (Thompson et al. 1991). Thompson 

and his colleagues examined the direct influence of social factors, facilitating 

conditions, perceived consequences, and how they affect the utilisation 

behaviour. Behavioural intention was not included in the MPCU, as the actual use 

rather than predictive use was the study interest. Also, habits were not included 

due to the difficulties in measurement. The model investigation was conducted at 

one organisation thus, the aspects of perceived consequences for using PCs at 

the workplace covered two near-term consequences, namely job-fit and 
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complexity also long-term consequences (e.g. future planning). Figure 3-7 

demonstrates the relationships suggested in the MPCU conceptual model, as well 

�D�V���W�K�H���G�H�I�L�Q�L�W�L�R�Q���R�I���W�K�H���P�R�G�H�O�¶�V���F�R�U�H���F�R�Q�V�W�U�X�F�W�V�����Z�K�L�F�K���D�U�H���G�H�V�F�U�L�E�H�G���D�V���I�R�O�O�R�Z�V�� 

�x Job -fit: �³the extent to which an individual believes that using a PC can 

�H�Q�K�D�Q�F�H���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���K�L�V���R�U���K�H�U���M�R�E�´��(Thompson et al. 1991).  

�x Complexity: According to Rogers and Shoemaker (1971), as cited in 

Thompson �H�W�� �D�O���� ���������������� �W�K�L�V�� �L�V�� �³the degree to which an innovation is 

perceived as relatively difficult to understand and use�´�� 

�x Long -term consequences: �³�R�X�W�F�R�P�H�V���W�K�D�W���K�D�Y�H���D���S�D�\-�R�I�I���L�Q���W�K�H���I�X�W�X�U�H�´��

(Thompson et al. 1991). 

 
Figure 3-7: Model of Personal Computer Utilisation (MPCU) (Thompson et al. 1991)  

�x Affect toward PC use: Derived from Triandis (1980) as cited in Thompson 

et al. (1991), �³the feelings of joy, elation, or pleasure, or depression, 

disgust, displeasure, or hate associated by an individual with a particular 

act�´�� 
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�x Social factors: Based on Triandis (1980), and as cited in Thompson et al. 

���������������� �W�K�L�V�� �U�H�I�H�U�V�� �W�R�� �³�W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�� �L�Q�W�H�U�Q�D�O�L�]�D�W�L�R�Q�� �R�I�� �W�K�H�� �U�H�I�H�U�H�Q�F�H��

�J�U�R�X�S�V�¶���V�X�E�M�H�F�W�L�Y�H���F�X�O�W�X�Ue, and specific interpersonal agreements that the 

individual has made with others, in a specific social situation�´�� 

�x Facilitating conditions: �³the provision of support for users of PCs may be 

one type of facilitating condition that can influence system utilisation�´��

(Thompson et al. 1991). 

This model assumed that the user had the required experience to utilise the PC, 

as the sample was limited to professional or manager staff members who 

regularly used PCs on a voluntary basis within their jobs. After three years, 

Thompson and his colleagues extended their framework by taking into accountthe 

experience role in PC usage. They suggested that the experience construct has 

an indirect, direct and moderating influence in the utilisation of PC behaviour. 

�x Limitations of Model of Personal Computer Utilisation (MPCU)  

A criticism of the MPCU is that it is the best to explain and understand the 

behaviour of using PCs, but only within a voluntary environment. Furthermore, 

one of the major shortcomings for implementing this model is a significant amount 

of unexplained variance (76%) in human behaviour (Thompson et al. 1991). 

3.2.6 The Motivationa l Model (MM)  

A significant body of theories in psychology have been grounded in motivation 

research. For instance, Deci and Ryan (1985) developed the Self-Determination 

Theory (SDT), which postulated that the self-determination process is the human-

functioning quality which includes the choice experience, having the choice, 

acting out the choice. Deci et al. (1991) claimed that SDT distinguished between 

two types of intentional regulation (1) self-determined and (2) controlled. The 

authors stated that when it is self-determined behaviour, the regulatory process 
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is considered as a choice, however when it is a controlled behaviour, the 

regulatory process is considered as compliance. 

A large amount of academic literature has examined the motivation theory and 

adapted it to particular contexts. According to the implementation of the 

Motivation Model within the literature, human behaviour is determined by intrinsic 

motivations or extrinsic motivations. The behaviour is intrinsically motivated when 

it has been engaged for the self-satisfaction and pleasure of performing it without 

anticipation of material rewards (Deci et al. 1991; Vallerand 1997). On the other 

hand, the behaviour is extrinsically motivated when it concerns a set of 

behaviours that are engaged in for favourable outcomes or rewards (Ryan and 

Deci 2000). With respect to the SDT, four types of extrinsic motivations are 

identified: integrated, identified, interjected and external forms of regulations, 

those are ordered along with a self-determination extent (Deci and Ryan 1985; 

Deci et al. 1991).The self-determination theory also addresses the way that the 

social environment motivates the behaviour. Apart from the main types of 

motivations: intrinsic and extrinsic, it is claimed by Deci and Ryan (1985) that a 

third factor (amotivation) must be acknowledged to understand human 

behaviours completely. Amotivation behaviours are not motivated in an extrinsic 

or intrinsic manner, and they are not regulated. Figure 3-8 presents the types of 

motivations as depicted in SDT. 
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Figure 3-8 Self -Determination Theory �³Taxonomy of Human Motivation �´��(Ryan and Deci 

2000) 

In the technology acceptance context, Davis et al. (1992) examined the MM 

drawing on the extrinsic and intrinsic motivations of Deci et al. and considered 

�W�K�H�P�� �W�R�� �E�H�� �I�X�Q�G�D�P�H�Q�W�D�O�� �G�U�L�Y�H�U�V�� �R�I�� �L�Q�G�L�Y�L�G�X�D�O�V�¶�� �L�Q�W�H�Q�W�L�R�Q�D�O�� �E�H�K�D�Y�L�R�X�U�V�� �W�Rward 

technology usage. This model discriminated between the influences of extrinsic 

and intrinsic motivations to use the computer at the workplace (Davis et al. 1992). 

From the perspective that: 

�x Extrinsic motivation : is the perception that the user wants to carry out an 

�D�F�W�L�Y�L�W�\�� �³because it is perceived to be instrumental in achieving valued 

outcomes that are distinct from the activity itself, such as improved job 

performance, pay, or promotions�´��(Davis et al. 1992; Venkatesh et al. 

2003). Perceived usefulness, subjective norms, and perceived ease of use 

are examples of extrinsic motivations. 

�x Intrinsic motivation  �8�V�H�U�V�� �Z�D�Q�W�� �W�R�� �F�R�Q�G�X�F�W�� �D�Q�� �D�F�W�L�Y�L�W�\�� �³for no apparent 

reinforcement other than the process of performing the activity per se�  ́
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(Davis et al. 1992; Venkatesh et al. 2003). Computer enjoyment and 

playfulness are examples of intrinsic motivation (Davis et al. 1992; 

Venkatesh 2000). 

The empirical results of Davis et al. (1992) show that user intentions to use a PC 

at the workplace are affected principally by their perceptions of computer 

usefulness to improve their job performance, and secondarily by the enjoyment 

degree they experience while utilising them. The study also highlighted that the 

positive interactions observed among usefulness and enjoyment indicate that 

enjoyment has a higher influence on intention when the computer system is 

perceived as more useful. In other words, raising the enjoy-ability of a computer 

system would improve the acceptance of a useful system, but have less of an 

influence on acceptance of a useless system. 

�x Limitations of the Motivatio nal Model (MM)  

A number of authors found the MM to be helpful for understanding new IT 

acceptance and use (Davis et al. 1992; Igbaria et al. 1996). 

The determinants of extrinsic and intrinsic motivations are also incorporated in 

other technology acceptance models/theories using various constructs. For 

instance, perceived usefulness, outcome expectations and relative advantages 

are different constructs related to the construct of extrinsic motivations. On the 

other hand, hedonic outcomes and hedonic motivations related to the construct 

of intrinsic motivations. However, although the MM was helpful, the explained 

variance in the behavioural intention (BI) using MM was just 28 percent (Igbaria 

et al. 1996) and 62 percent (Davis et al. 1992). The fact that 38 percent and 72 

percent is unexplained variance, suggests that further research is needed to 

explore whether there are any other variables that could enhance the explained 

variance in the BI. 
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3.2.7 Diffusion of Innovation (DOI) / Innovation Diffusion Theory (IDT)  

�*�U�R�X�Q�G�H�G���L�Q���V�R�F�L�D�O���V�F�L�H�Q�F�H�����5�R�J�H�U�¶�V�����'�2�,�����P�R�G�H�O���K�D�V���E�H�H�Q���H�P�S�O�R�\�H�G���V�L�Q�F�H���W�K�H��

1960s with the aim of studying several innovations in different fields, such as 

communications and marketing (Rogers 2003). Diffusion of Innovation is one of 

�W�K�H���P�R�V�W���Z�L�G�H�O�\���X�V�H�G���W�K�H�R�U�L�H�V���L�Q���,�7���,�6���V�W�X�G�L�H�V���W�R���G�H�V�F�U�L�E�H���D�Q���L�Q�G�L�Y�L�G�X�D�O�¶�V���D�G�R�S�W�L�R�Q��

of innovative technology. According to Roger (1995), the main reason for the high 

interest in DOI relates to the f�D�F�W���W�K�D�W���³getting a new idea adopted, even when it 

has obvious advantages, is very difficult�´��(Rogers 1995). The main concern of this 

theory is to investigate how innovation diffuses through societies, how it is 

adopted/accepted at organisational and individual levels, as well as the reason 

behind different levels of adoption (Rogers 2003). In this regard, the author 

differentiated the adoption from the diffusion processes, as diffusion relates to a 

group of processes occurring within societies, while adoption is concerned with 

�L�Q�G�L�Y�L�G�X�D�O�V���� �5�R�J�H�U�V�� �������������� �G�H�I�L�Q�H�G�� �G�L�I�I�X�V�L�R�Q�� �D�V�� �³the process by which an 

innovation is communicated through certain channels over time among the 

members of a social system�´�����Z�K�H�U�H�D�V���W�K�H���D�G�R�S�W�L�R�Q���U�H�I�H�U�V���W�R���³a decision to make 

full use of an innovation as the best course of action available�´��(Rogers 2003). 

The DOI/IDT theory explains the factors that prevent or facilitate technology 

diffusion and adoption. These factors include the process of innovation-decision, 

characteristics of innovation and characteristics of adopters. The process of the 

innovation-decision was described �D�V�� �³an information-seeking and information-

processing activity, where an individual is motivated to reduce uncertainty about 

the advantages and disadvantages of an innovation�´��(Rogers 2003). This process 

also consists of five steps ordered in chronological order: knowledge, persuasion, 

decision, implementation and confirmation, as illustrated in Figure 3-9. As 

�V�X�J�J�H�V�W�H�G���E�\���5�R�J�H�U�V�������������������W�K�H���D�G�R�S�W�H�U�V�¶���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V�� which can be defined 

�D�V�� �³the classifications of members of a social system on the basis of 

innovativeness�´���D�U�H���F�O�D�V�V�L�I�L�H�G���L�Q�W�R���I�L�Y�H���P�D�L�Q���F�D�W�H�J�R�U�L�H�V�������������L�Q�Q�R�Y�D�W�R�U�V�������������H�D�U�O�\��

adopters, (3) early majority, (4) late majority and (5) laggards. 
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Figure 3-9 A Model of Five Steps of the Innovation -Decision Process (Rogers 2003)  

�5�R�J�H�U�V�� �������������� �D�V�V�H�U�W�H�G�� �W�K�D�W�� �D�Q�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�� �S�H�U�F�H�S�W�L�R�Q�� �R�I�� �W�K�H�� �L�Q�Q�R�Y�D�W�L�R�Q��

characteristics predicts and explains the adoption rate of it. Five perceived 

features of innovation have been described as follows (Rogers 2003): 

�x Relative advantage  is the extent to which the innovations are perceived 

as being superior to the ideas they replace. 

�x Compatibility  is the extent to which it is perceived that innovations are 

consistent with current values, past experiences and the potential 

�D�G�R�S�W�H�U�V�¶���U�H�T�X�L�U�H�P�H�Q�W�V�� 

�x Complexity  is the extent to which the innovations are perceived as being 

comparatively difficult to utilise and understand. 

�x Trial -ability  is the extent to which the innovations may be tested on a 

limited base. 
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�x Observability  �L�V���W�K�H���H�[�W�H�Q�W���W�R���Z�K�L�F�K���W�K�H���L�Q�Q�R�Y�D�W�L�R�Q�V�¶���U�H�V�X�O�W�V���D�U�H���R�E�Y�L�R�X�V��

to others. 

In the information system context, (Moore and Benbasat 1991) developed the IDT 

model by ad�D�S�W�L�Q�J���5�R�J�H�U�V�¶���I�H�D�W�X�U�H�V���D�Q�G���L�P�S�U�R�Y�L�Q�J���D���V�H�W���R�I���F�R�Q�V�W�U�X�F�W�V�����L�Q���R�U�G�H�U���W�R��

study the acceptance of technologies at the individual level. Their study, which 

discussed the improvement of the instrument to evaluate u�V�H�U�V�¶���S�H�U�F�H�S�W�L�R�Q�V���R�I���,�7��

innovations adoption, included variables such as ease of use, image, result 

demonstrability, voluntariness of use, and visibility (Moore and Benbasat 1991). 

Furthermore, a number of studies on IT acceptance and adoption within the public 

sector were performed on the DOI/IDT (Gilbert et al. 2004; Carter and Bélanger 

2005; Lean et al. 2009). 

�x Limitations of Diffusion of Innovation  (DOI) / Innovation Diffusion 

Theory  (IDT) 

As mentioned above, the DOI/IDT was used in the literature to explain the factors 

influencing the adoption of innovation. However, this classical model has some 

limitations, as stated by (Clarke 1999)�����³�L�W�¶�V���E�H�V�W���D�V���D���G�H�V�F�U�L�S�W�Lve tool, less strong 

in its explanatory power, and less useful still in predicting outcomes, and providing 

guidance as to how to accelerate the rate of adoption�´�����$�O�V�R�����L�W���K�D�V���E�H�H�Q���F�U�L�W�L�F�L�V�H�G��

for providing no evidence on how the attitudes influence the decision for adoption 

and rejection, or how characteristics of innovations influence this process 

(Karahanna et al. 1999). On top of this, the DOI/IDT provides a limited theoretical 

basis in terms of cultura�O�� �F�R�Q�W�H�[�W�� �³Many of its elements may be specific to the 

culture in which it was derived (viz. North America in the 1950s and 60s), and 

hence less relevant in, for example, East Asian and African countries�´��(Clarke 

1999). Further research might require consideration of the social context, so that 

the DOI model might be more effective and practical (Parker and Castleman 

2009). It was realised that it may be more advantageous to put DOI with other 
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theories with respect to further studies to investigate the adoption of novel 

innovations. 

3.2.8 Combined TAM and TPB (C-TAM-TPB) 

In a more complex approach, Taylor and Todd (1995a) combined the TPB 

theoretical model from the social psychology realm with TAM from the IS realm. 

�7�K�H�� �Q�H�Z�� �K�\�E�U�L�G�� �P�R�G�H�O�� �³�&�R�P�E�L�Q�H�G-TAM-�7�3�%�´���� �F�R�P�E�L�Q�H�G�� �W�K�H�� �S�U�H�G�L�F�W�R�U�V�� �R�I�� �7�3�% 

with TAM constructs: perceived ease of use (PEOU) and perceived usefulness 

(PU) (Venkatesh et al. 2003; Surendran 2012), as depicted in Figure 3-10. In 

other words, the authors incorporated TAM elements with social influences and 

behavioural control in an attempt to enhance the prediction of technology 

acceptance (Lean et al. 2009).  

�$�F�F�R�U�G�L�Q�J���W�R���7�D�\�O�R�U���D�Q�G���7�R�G�G�¶�V�������������D�����P�R�G�H�O�����W�K�H���D�F�W�X�D�O���E�H�K�D�Y�L�R�X�U���L�V���D�I�I�H�F�Wed 

by behavioural intention (BI), which, in turn, is affected by attitudes, subjective 

norms, perceived usefulness (PU), and perceived behavioural control (PBC). The 

combined model also predicts that PBC will have a direct influence on actual 

behaviour besides its indirect influence through behavioural intentions. Perceived 

usefulness (PU) and perceived ease of use (PEOU) are predictors of attitudes, 

whereas PEOU directly influences PU. 

Incorporating user experience as a moderating variable can be considered one 

of the reasons to develop a C-TAM-TPB model. In their study, the authors made 

a comparison between an inexperienced and experienced group of business 

school students related to the use of a computing resource centre. In conclusion, 

the findings suggested that the combined TAM-TPB is an adequate theoretical 

model to predict and explain the IT usage behaviour for both inexperienced and 

experienced users (Taylor and Todd 1995a). 
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Figure 3-10 Combined TAM and TPB (C -TAM-TPB) (Taylor and Todd 1995a)  

Owing to the larger number of variables, the Taylor and Todd (1995a) model is 

considered more complex compared to the original theories that aimed to provide 

a complete understanding of IS usage. However, even though the results of many 

studies (for instance Chang and Chang 2009) illustrated that the C-TAM-TPB is 

superior to its predecessors with respect to the explanation of behavioural 

intention, this combined version has not been as prevalent in the literature as the 

earlier two models independently. 

3.2.9 Toward a unified theory  

�8�Q�G�H�U�V�W�D�Q�G�L�Q�J���L�Q�G�L�Y�L�G�X�D�O�V�¶���X�V�D�J�H���D�Q�G���D�F�F�H�S�W�D�Q�F�H���R�I���L�Q�I�R�U�P�D�W�L�R�Q���W�H�F�K�Q�R�O�R�J�L�H�V���L�V��

considered to be one of the most matured fields of IS research (Venkatesh et al. 

2007). Several theoretical models have been created, as well as employed to 

predict and explain technology acceptance and use. As a result, (Venkatesh et 

al. 2003) perceived that IS researchers were challenged with a choice amongst a 

number �R�I�� �P�R�G�H�O�V���D�Q�G���I�R�X�Q�G���W�K�D�W���W�K�H�\�� �Q�H�H�G�H�G���W�R���³pick and choose�´���F�R�Q�V�W�U�X�F�W�V��

�I�U�R�P�� �W�K�H�� �P�R�G�H�O�V�� �R�U�� �V�H�O�H�F�W�� �D�� �³favoured model�´���� �K�H�Q�F�H�� �O�L�P�L�W�L�Q�J�� �W�K�H�� �F�R�Q�W�U�L�E�X�W�L�R�Q�V��

from the alternative theoretical models. Therefore, a review and synthesis were 

required in order to advance toward a unified vision of user acceptance. 
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Figure 3-11 The Predominant Theoretical Models in Unifi ed Theory of Acceptance and 

Use of Technology  

3.2.9.1 Unified Theory of Acceptance a nd Use of Technology 

The Unified Theory of Acceptance and Use of Technology (UTAUT) is one of the 

most popular models in the field of IS and general technologies acceptance, with 

the aim of predicting and explaining the usage intention and behaviour of users. 

This theory was created by (Venkatesh et al. 2003) in order to provide a complete 

picture of the usage acceptance process, which none of the previous individual 

models had the ability to attain alone. Eight models which have their origins in 

communications, psychology and sociology were consolidated into an integrated 

model. These prominent models previously used in the IS field are ordered 

chronologically, see Figure 3-11, as Theory of Reasoned Action (TRA) (Ajzen and 

Fishbein 1975), Theory of Planned Behaviour (TPB) (Ajzen 1985), Social 

Cognitive Theory (SCT) (Bandura 1986b), Technology Acceptance Model (TAM) 

(Davis et al. 1989), Model of Personal Computer (PC) Utilisation (MPCU) 

(Thompson et al. 1991), Motivational Model (MM) (Davis et al. 1992), Combined 

TAM-TPB (Taylor and Todd 1995a) and the Innovation Diffusion Theory (IDT) 

(Rogers Everett 1995). Each of the above-mentioned models addressed a variety 
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of independent variables in an attempt to explain and predict user behaviour. The 

unified model, in fact, is based on the empirical and conceptual similarities across 

the cited acceptance models. According to a number of authors in the IS field, the 

UTAUT is considered the most predictive theory and benchmark in the literature 

of technology acceptance (e.g. AlAwadhi and Morris 2008).  

The UTAUT model includes different determinants which directly affect the 

behavioural intention related to technology usage as performance expectancy, 

effort expectancy and social influence, or affect the behaviour related to actual 

use of technologies as facilitating conditions and behavioural intention. In 

addition, the model considers moderating variables affecting the direct 

determinants of usage behaviour and behavioural intention, which are 

experience, age, gender and use voluntariness, as indicated in Figure 3-12. The 

moderating constructs attempt to explain how the differences among individuals 

affect the technology use (Venkatesh et al. 2003). 

 
Figure 3-12 Unified Theory of Acceptance and Use of Technology (Venkatesh et al. 20 03) 
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According (Venkatesh et al. 2003) the UTAUT independent variables can be 

defined and associated with the similar constructs in the original models, see 

Figure 3-12, as follows: 

�x Performance Expectancy (PE) ���� �³the degree to which an individual 

believes that using the system will help him or her to attain gains in job 

performance�´�����7�K�L�V���F�R�Q�V�W�U�X�F�W���L�V���G�H�U�L�Y�H�G���I�U�R�P���R�X�W�F�R�P�H���H�[�S�H�F�W�D�Q�F�\�����6�&�7������

perceived usefulness (TAM/TAM2 and combined TAM-TPB), job-fit 

(MPCU), extrinsic motivation (MM) and relative advantage (DOI).  

�x Effort Expectancy (EE):  �³the degree of ease associated with the use of 

the system�´���� �6�L�P�L�O�D�U�� �F�R�Q�V�W�U�X�F�W�V�� �V�K�R�Z�Q�� �L�Q�� �W�K�H�� �S�U�H-existing models are 

perceived ease of use (TAM/TAM2), and complexity (MPCU and DOI). 

�x Social Influence (SI) ���� �³the degree to which an individual perceives that 

important others believe he or she should use the new system�´���� �,�Q�� �W�K�H��

UTAUT, social influence (SI) captures the same concept of subjective 

norms (TRA, TAM2, TPB/DTPB, and combined TAM-TPB), social factors 

(MPCU), and also image (DOI). 

�x Facili tating Conditions (FC) �����³the degree to which an individual believes 

that an organisational and technical infrastructure exists to support the use 

of the system�´�����7�K�H���F�R�Qstructs in the other technology acceptance models 

that pertain to facilitating conditions (FC) are perceived behavioural control 

(TPB/DTPB and combined TAM-TPB), facilitating conditions (MPCU), and 

compatibility (DOI). 

�x Behavioural Intention (BI) �����³the pers�R�Q�¶�V���V�X�E�M�H�F�W�L�Y�H���S�U�R�E�D�E�L�O�L�W�\���W�K�D�W���K�H���R�U��

she will perform the behaviour in question�´�� 
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Table3-1 The determinants of UTAUT model compared with pre -existing technology 

acceptance models (Venkatesh et al. 20 03) 

 

Since its inception, the UTAUT has been touted as one of the most widely 

employed theories for investigating the adoption of ISs by individuals in both the 

private and public sector. For instance, this has been confirmed in the e-

government context (Wang and Shih 2009; Weerakkody et al. 2013; Sharma et 

al. 2018). 

Finally, strong support for the UTAUT model was obtained through testing the 

original data empirically (a research sample from four organisations) and also 

through cross-validation utilising new data (new research sample from two 

additional organisations). The new unified model has the ability to justify about 

70% of the variance in usage behavioural intention, which is considered a 

measured enhancement over any of the original models of technology 

acceptance, where the maximum was about 40 percent. Like other models and 

theories, the UTAUT model is not without criticisms. However, it is considered 

more robust than other models in predicting and explaining the behaviour of 

technology acceptance (Venkatesh et al. 2003), but its main limitation is in the 
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use of a large number of independent variables (IVs) (Bagozzi 2007). On another 

hand, (Venkatesh et al. 2003) acknowledged another limitation related to the 

content validity, owing to the measurement procedure and recommended that for 

future research it needs to be targeted more completely, developing and 

validating suitable scales for each construct by emphasising on the validity of 

content and revalidating or expanding the UTAUT with new measures. 

According to Venkatesh et al. (2003), it can be concluded that the unified theory 

contributes a comprehensive model that synthesises what was known earlier and 

presents a basis through which to guide future research in the user acceptance 

arena. Through including the consolidated explanatory power of the individual 

acceptance models, UTAUT introduces a cumulative theoretical base while 

maintaining a parsimonious structure. 

3.2.9.2 Extending the Unified Theory of Acceptance and Use of Technology  

Although the UTAUT has been investigated widely in different contexts through 

replication, application, extension and integration (as confirmed by Venkatesh et 

al. 2012) �³since its original publication, UTAUT has served as a baseline model 

and has been applied to the study of a variety of technologies in both 

organisational and non-organisational settings�´�����W�K�H���D�X�W�K�R�U�V���V�W�D�W�H�G���W�K�D�W���³there is 

still the need for a systematic investigation and theorizing of the salient factors 

that would apply to a consumer technology use context�´��(Venkatesh et al. 2012). 

Consequently, the UTAUT model has been modified based on the empirical 

findings of the study conducted in Hong Kong. 

The improved version (UTAUT2) was created by incorporating three additional 

determinants into the original UTAUT namely, hedonic motivation, habit and price 

value, as well excluding the m�R�G�H�U�D�W�R�U���R�I���³voluntariness of use�´���Z�L�W�K���W�K�H���D�L�P���R�I��

tailoring the model into the consumer IT-use context, as in fact, most of the 

consumer behaviour is quite voluntary, resulting in no variation in the 
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voluntariness determinant (Venkatesh et al. 2012). The main new constructs of 

the UTAUT2, as demonstrated in Figure 3-13, have been described by Venkatesh 

et al. (2012) as follows: 

�x Hedonic Motivation:  �³the fun or pleasure derived from using a 

technology�´����representing a conceptualization for perceived enjoyment in 

IS research. 

�x Price Value:  �³�F�R�Q�V�X�P�H�U�V�¶�� �F�R�J�Q�L�W�L�Y�H�� �W�U�D�G�H-off between the perceived 

benefits of the applications and the monetary cost for using them�´�� 

�x Habit:  �³the extent to which people tend to perform behaviours 

automatically because of learning�´�� 

 

 

Figure 3-13 The Extending of the Unified Theory of Acceptance and Use of Technology 

(UTAUT2) (Venkatesh et al. 2012)  
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 Literature review of cloud computin g adoption in the e-

government context using theoretical models  

Investigation of the factors considered and the characteristics of cloud computing 

in the provision of e-government services is vital. This is in order to help decision-

makers in the government ministries and entities to successfully adopt up-to-date 

IT innovations, such as cloud computing. However, few researchers have 

proposed a theoretical model or framework to investigate the factors affecting the 

adoption of cloud computing in the provision of e-government services (Killaly 

2011; Li et al. 2013; Shin 2013; Trivedi 2013; Alsanea and Wainwright 2014; 

Kuiper et al. 2014; Abeywickrama and Rosca 2015; Lian 2015; Sallehudin et al. 

2015; Wahsh and Dhillon 2015; AlKharusi and Al-Badi 2016; Leroux and Pupion 

2016; Salem and Hwang 2016; Liang et al. 2017; Ali et al. 2018a; Ali et al. 2018b). 

Killaly (2011) investigated the perceptions of cloud technologies in the 

Department of Defence (DoD) in the USA, in order to verify whether cloud 

computing is a viable choice for implementation in the DoD and whether they are 

willing to implement the innovative technology. The Viability-Willingness Model 

(VWM) was proposed based on the Fit-Viability Model FVM. This study model 

(VWM) postulated that the cost of the technology, organisational inertia and the 

technology fit leads to a viability perception, which leads to a willingness 

perception towards the technology implementation. For the purpose of examining 

the VWM, data were collected from respondents in the US Army. 

Li et al. (2013) presented an analysis of the current constructs of e-government 

implementation and proposed an influencing model to the constructs that affect 

e-government cloud implementation in China. Drawing on Gil-�*�D�U�F�L�D�¶�V���P�R�G�H�O�����W�K�H��

influencing constructs were classified into 5 classes and 22 indicators. The 

Project class consists of three constructs: project size, maturity of the existing 

system, business needs and implementation difficulty. While the Subjective class 

is divided into two constructs: ma�Q�D�J�H�U�¶�V���D�W�W�L�W�X�G�H�V���D�Q�G���E�H�K�D�Y�L�R�X�U���� �D�Q�G���R�U�G�L�Q�D�U�\��
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�S�H�R�S�O�H�¶�V�� �D�W�W�L�W�X�G�H�V���� �7�K�H��Organisational environment class has seven separate 

constructs, namely: business function, management ability of information 

department, privacy concerns, informatisation plan, one-year budgets, existing 

informatisation level, and autonomy of units. The External environment class 

includes laws and regulations, development state abroad, policy and political 

�S�U�H�V�V�X�U�H�V�����W�K�H���G�H�J�U�H�H���R�I���S�X�E�O�L�F���V�X�S�S�R�U�W�����S�X�V�K���R�I���G�H�S�D�U�W�P�H�Q�W�V�¶���L�Q�G�L�F�D�W�R�U�V���D�Q�G���S�X�V�K��

of superior departments. Finally, the Cloud computing class consists of three 

constructs: complexity, security and skills. This study points out that security 

concerns have a positive effect on e-government utilisation of the cloud. 

Shin (2013) applied an amended theoretical model based on the theory of 

reasoned action (TRA) and the technology acceptance model (TAM), with the aim 

of investigating the factors that affect the behaviour intention to accept the 

utilisation of cloud computing in the provision of government services in Korea. 

Four constructs were added to the TAM model: security, access, reliability and 

availability. Data from the end users in public agencies were collected to verify 

the study model empirically. �7�K�H���I�L�Q�G�L�Q�J�V���V�K�R�Z�H�G���D���V�L�J�Q�L�I�L�F�D�Q�W���H�I�I�H�F�W���R�I���W�K�H���F�O�R�X�G�¶�V��

�S�H�U�F�H�L�Y�H�G���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���R�Q���W�K�H���H�Q�G���X�V�H�U�¶�V���E�H�K�D�Y�L�R�X�U���D�Q�G���L�Q�W�H�Q�W�L�R�Q. In addition, 

there was a significant influence of security as an antecedent to the TAM 

constructs, involving exclusive characteristics of cloud computing. Several 

limitations were tackled in this study, such as the utilisation of a simple model 

which provided a base to investigate the complicated multi-dimensions of user 

security in the cloud-computing context. 

The adoption of cloud computing has been a recent concern for government 

agencies and large enterprises. Trivedi (2013) applied the TOE framework to 

investigate the technological, organisational and environmental factors 

influencing cloud adoption in the study context. Data were collected from IT and 

business staff as well as secondary sources. The case studies targeted a large 

AV manufacturer, large financial institution, the Government of India, the US 

Intelligence Community and the Singapore Government. As result, the proposed 
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adoption model can assist organisations to identify the required capabilities and 

the timescale required to migrate to the cloud environment. 

An empirical study conducted by Alsanea and Wainwright (2014) investigated the 

factors influencing the adoption of cloud computing by government ministries in 

Saudi Arabia. The conceptual framework was based on a TOE framework and 

the Lacovou model. Using a mixed-method approach, the initial data for the pilot 

study was collected from participants who were fully involved in decision-making 

within Saudi government entities, such as the Ministry of Communication and 

Technology, the Ministry of the Interior and Saudi Universities. Drawing on 

previous studies, a number of constructs were postulated, such as trust, security, 

usefulness, privacy risk and organisation structure. The study findings showed 

security concerns to be one of the key constructs that government organisations 

should critically consider when adopting new technologies, in particular, cloud 

computing. 

Kuiper et al. (2014) presented a theoretical model based on the Diffusion of 

Innovation theory (DOI), followed by examination of the model through empirical 

evidence, in addition to a description of a system diagram to introduce a model 

�I�R�U���W�K�H���(�X�U�R�S�H�D�Q���&�R�P�P�L�V�V�L�R�Q�¶�V���S�H�U�F�H�S�W�L�R�Q���D�E�R�X�W���W�K�H��adoption of cloud computing 

in the public sector. The two models were utilised to construct a better 

understanding of the influencing factors affecting this phenomenon. The findings 

showed three categories of influencing factors to cloud computing adoption in the 

public sector. Firstly, theoretical-innovation factors included relative advantage, 

complexity, compatibility, trial-ability and observe-ability. Secondly, empirical 

factors were collaboration, audit-ability, traceability, risk, and security and legal 

issues. Finally, were time-specific factors: feelings, innovation potential, climate, 

shortage of IT-staff, economy and politics, culture and legislation. The 

researchers considered that a low-level of trust feeling is often associated with 

concerns about cloud security. 
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A sample of five high-level respondents in the public administration of Moldova, 

as noted in the work of Abeywickrama and Rosca (2015), made up a case study 

in order to investigate the impact of cloud computing on the enhancement of the 

�Y�D�O�X�H�� �R�I�� �S�X�E�O�L�F�� �V�H�U�Y�L�F�H�� �G�H�O�L�Y�H�U�\���� �7�K�H�� �V�W�X�G�\�� �Y�D�O�L�G�D�W�H�G�� �'�H�/�R�Q�H�� �D�Q�G�� �0�F�/�H�D�Q�¶�V��

information systems success model (D&M model) by examining the factors 

associated with system quality, service quality, information quality, use and user 

satisfaction, and intention to use. The findings associated with the empirical data 

revealed the influence of the factors. Additionally, this research took into account 

previous research arguments that had highlighted security as one of the key 

concerns to be considered before migrating to the cloud. 

Critical factors influencing the adoption of e-invoice services based on the cloud, 

as provided by the e-government of Taiwan, were investigated based on the 

UTAUT2 model Lian (2015). Data from 251 Taiwanese citizens were collected to 

analyse the research model. The three added constructs of UTAUT2, namely, 

hedonic motivation, price value and habit were omitted in this study. The findings 

showed that effort expectation, social influence and trust were the constructs that 

influenced positively the behaviour intention of the user. While the facilitating 

conditions and performance expectation had no significant influence. In addition, 

perceived risk influences the behaviour intention negatively; however, perceived 

risk is insignificantly influenced by trust. Moreover, the findings showed that 

security concerns had an insignificant direct effect on the behaviour intention of 

the user. On the other hand, security concerns had a negative influence on trust 

and a positive influence on perceived risk. This study addressed a number of 

limitations, mainly, the exclusive focus on e-invoice services based on the cloud. 

The study model needs to be examined in different e-government services to 

understand its impact on e-government service acceptance. Moreover, there is a 

need to investigate the perceived risk antecedents to the higher level, as it only 

explained 0.16% of the variance. 
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Sallehudin et al. (2015) conducted a preliminary study to investigate the potential 

factors affecting the adoption of cloud computing by the public sector in Malaysia. 

An integrative conceptual model was developed based on the Diffusion of 

Innovation theory (DOI) and IT personnel characteristics. The study model was 

two-dimensional as it consisted of innovation and human constructs. The data 

were collected from 730 IT officers in Malaysian government agencies to test the 

study model. The findings of the study showed that only IT personnel knowledge, 

relative advantage and compatibility constructs had a significant influence on the 

intention of the IT personnel in the Malaysian public sector to adopt cloud 

computing. 

Wahsh and Dhillon (2015) investigated empirically the influencing factors of cloud 

computing adoption for the implementation of e-government in Iraq, based on the 

factors identified via a systematic literature review (SLR) conducted by the 

researchers. These factors were categorised into technological (security, 

compatibility, trust and complexity) and non-technological (top management 

support, relative advantage, technology readiness and IT knowledge) factors and 

employed to develop a theoretical model drawing on the technological, 

organisational, and environmental (TOE) framework and the Diffusion of 

Innovation (DOI) framework. The data was obtained from 234 IT experts, all of 

whom were working in the Iraqi Ministry of Science and Technology (IMST). The 

factors having a significant impact on cloud computing adoption were: IT 

knowledge, top management support, compatibility, relative advantage, 

complexity and security, in addition to the significant importance of the non-

technological factors compared to technological factors. This paper indicated that 

motivation for the adoption of cloud computing by the Iraqi e-government could 

be enhanced by a high level of security. 

AlKharusi and Al-Badi (2016) integrated two classes of factors as follows: human-

related factors (demographics, self-efficacy, prior knowledge/experience, 

organisational culture and job security) and system-related factors (perceived 
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ease of use, perceived usefulness, and perceived security) to develop a research 

model based on the traditional theories of technology adoption generally, and the 

theory of reasoned action (TRA) in particular. The model aimed to construct a 

better understanding of the impact of IT personnel perspectives on the slow 

adoption of cloud computing in Omani publicinstitutions. Data from 74 participants 

were analysed using the suggested model. The findings showed significant 

influence only for prior knowledge and perceived security on the willingness of IT 

personnel to engage in cloud adop�W�L�R�Q���L�Q���W�K�H���6�X�O�W�D�Q�D�W�H���R�I���2�P�D�Q�¶�V���S�Xblic sector. 

According to the researchers, these results are due to a lack of awareness 

regarding the technology of cloud computing for IT personnel. 

Leroux and Pupion (2016) analysed the theoretical literature on adoption 

innovation to develop a theoretical synthetic model that identified the critical 

factors influencing the adoption of cloud computing in French public authorities, 

as well as the type and format of cloud selection. The study model was based on 

two key theoretical approaches: (1) diffusionist appr�R�D�F�K�� �W�K�D�W�� �X�V�H�G�� �5�R�J�H�U�V�¶��

analyses, the Technology, Organisational, Environment model (TOE) and the 

Human-Organisation-Technology fit model (HOT-fit), and (2) the institutional 

approach to adoption. The four-dimensions model has been synthesized from: (1) 

hum�D�Q�� �G�L�P�H�Q�V�L�R�Q�� ���,�7�� �G�L�U�H�F�W�R�U�V�¶�� �D�W�W�L�W�X�G�H�V���� �V�W�D�I�I�� �H�[�S�H�U�L�H�Q�F�H�� �D�Q�G�� �V�N�L�O�O�V������ ��������

technological dimension (perceived advantages, complexity, observability, 

testability and security), (3) organisational dimension (local authority size, 

monitoring system, compatibility, IT-director initiative for decision) (4) institutional 

environment (mimetic pressure, normative pressure, coercive pressure, 

convention and vicarious learning). To test the model the data was collected from 

61 Chief Information Officers (CIOs) or IT directors, who were working in local 

authorities in France. The main empirical findings showed that perceived 

advantages, data security, and imitation are critical factors for the adoption of 

cloud computing. One of the limitations for this research is that it does not target 

the utilisation of technology by public employees, so the use of a technology 
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acceptance model like TAM could provide a view of how the use of cloud 

computing develops within organisations. 

One study (Salem and Hwang 2016) validated a model that combined DOI theory 

and a TOE framework with a number of amendments to be acceptable for the 

government context. Data from 118 participants were collected in order to 

investigate the factors that would influence the adoption of cloud computing in 

Yemeni government agencies. The results indicate a direct influence of five 

factors: relative advantage, compatibility, security concerns, government support 

and perception of benefits of the cloud adoption, with no significant influence for 

technology readiness, complexity or regulatory factors. In addition, there were 

direct and indirect effects for security concerns, which were considered as a 

critical technology issue. 

A grounded theoretical framework was developed by Liang et al. (2017) based on 

a qualitative study to investigate the adoption determinants of cloud computing in 

the e-government context by Chinese public agencies. Data were collected using 

various methods (i.e. in-depth interviews, secondary data and participant 

observations) to consider reliability and triangulation. The researchers 

interviewed 24 participants, including government officers and IT managers who 

represented cloud provider organisations. The results identified that five main 

categories have a significant effect on the adoption decision related to e-

government clouds (i.e. organisational readiness, environmental stimulus, cloud 

provider support, technology driving and cloud trust). Their study, however, had 

a number of limitations. For example, a long time for translation from Chinese to 

English limited the presentation of all initial concepts and the process of data 

coding (i.e. only part of it was shown in this study).  

In a most recent study, Ali et al. (2018a) explored the perceived potential to create 

value from using cloud technology within the regional government agencies in 

Australia. The researchers devised a conceptual model by combining the 
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Diffusion of Innovation (DOI) theory, the Technology-Organization-Environment 

(TOE) model, and Desires Framework (DF), aiming to provide a comprehensive 

understanding of the factors affecting cloud computing adoption. A qualitative 

research approach was applied based on a series of 21 in-depth interviews with 

local council staff at the senior management level (IT managers). These 

participants were selected as they were responsible for adoption and planning for 

CC in the regional government. The findings of this research revealed that a 

number of key factors needed to be considered to obtain the added-value and 

planning of CC adoption in the Australian government, namely: transportability,  

�H�P�S�O�R�\�H�H�V�¶�� �N�Q�R�Z�O�H�G�J�H���� �S�U�R�Y�L�G�H�U�� �G�H�S�H�Q�G�D�E�L�O�L�W�\���� �L�Q�W�H�J�U�D�W�L�R�Q���� �F�R�V�W���� �G�D�W�D�� �V�W�R�U�D�J�H��

location (security issues, data sovereignty issues and data backup issues),  as 

well as internet connectivity (internet speed, reliability and availability). At the 

organisational level, participants confirmed that security challenges arise from the 

key risks that affect cloud computing adoption. 

Ali et al. (2018b) examined the cloud-based e-government services in regards to 

�F�L�W�L�]�H�Q�V�¶���D�G�R�S�W�L�R�Q���R�I���V�X�F�K���V�H�U�Y�L�F�H�V���E�\���F�R�Q�V�L�G�H�U�L�Q�J���W�K�H���P�D�L�Q���I�D�F�W�R�U�V���L�Q�I�O�X�H�Q�F�L�Q�J���W�K�H��

use and acceptance, including information privacy while utilising online services. 

A paper-based questionnaire, along with an online version was employed to 

collect data. In total, 380 Pakistani citizens from the targeted population 

completed the survey questionnaire. This investigation contributes theoretically 

by combining privacy factors in UTAUT. Both factors: cloud information privacy 

concerns (CIPC) and perceived internet privacy risk were found to be negatively 

�D�I�I�H�F�W�H�G�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�¶�V�� �S�R�L�Q�W�� �R�I�� �Y�L�H�Z���� �$�O�V�R���� �W�K�H�� �8�7�$�8�7�� �R�U�L�J�L�Q�D�O�� �K�\�S�R�W�K�H�V�H�V��

were confirmed to be supported by the statistical analysis. For future work, the 

researchers recommended integrating new independent elements that may 

influence the adoption and acceptance of cloud-based e-government services. 
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Table 3-2 Summ ary of the empirical studies relating to  cloud computing adoption in the public sector  

No. Reference  Theory  Data collection and 

methods  

Level of analysis  Country  

1. (Ali et al. 2018b) UTAUT Cloud information privacy 

concern, Perceived internet 

privacy risk 

Individual 

(citizens) 

Pakistan 

2. (Ali et al. 2018a) DOI, TOE, and  DF In-depth interviews Organisational Australia 

3. (Liang et al. 2017) Ground Theory (GT) Interviews with 24 

participants (IT-managers in 

cloud providers firms and 

officers in government 

sector) 

Organisational China 

4. (Salem and Hwang 

2016) 

DOI and TOE Online questionnaire 

collected from 118 

government employees 

Organisational Yemen 
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5. (Leroux and Pupion 

2016) 

Diffusion models and 

the TOE models and 

HOT-fit 

 

Survey of 61 IT directors 

from local authorities 

(councils) 

Organisational France 

6. (AlKharusi and Al-

Badi 2016) 

Traditional theories of 

IT-adoption 

(generally) 

- TRA (specifically) 

Online survey questionnaire 

collected from 74 IT-

personnel in the public sector 

Organisational Oman 

7. (Wahsh and Dhillon 

2015) 

DOI and TOE Questionnaire of 234 IT 

experts in the Ministry of 

Science and Technology 

Organisational Iraq 

8. (Sallehudin et al. 

2015) 

DOI Online survey questionnaire 

of 730 IT-officers in different 

ministries 

Organisational Malaysia 

9. (Lian 2015) UTAUT2 Online questionnaire survey 

of 251 participants (i.e. 

citizens) 

Individual 

(citizens) 

Taiwan 



Chapter 3: Technology Acceptance Models and Theories: Literature Review  

 

153 

10. (Abeywickrama and 

Rosca 2015) 

D & M model Semi structured interviews of 

five respondents in the public 

organisations 

Organisational Moldova 

11. (Kuiper et al. 2014) DOI - Desk research 

- Survey the participants in 

public sector 

Organisational Europe 

12. (Alsanea and 

Wainwright 2014) 

TOE -Phase one: Survey 

questionnaire 

- Phase two: interview -based 

approach (respondents from 

four government 

organisations 

 

Organisational Saudi Arabia 

13. (Trivedi 2013) TOE Interviews with business and 

IT employees in industry and 

governments 

Organisational - India 

- Singapore 

- USA 
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14. (Shin 2013) TRA and TAM - Individual interviews and 

focus group 

- Survey questionnaire (end-

users in government 

agencies 

Individual (employees) Korea. 

15. (Li et al. 2013) Gil-�*�D�U�F�L�D�¶�V���P�R�G�H�O Literature review organisational China 

16. (Killaly 2011) VWM Survey of 83 IT professionals 

in US Army 

organisational USA 
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 Reviewing the e-government literature: implementing 

technology acceptance models 

Acceptance towards utilising the technology is deemed as the first step toward 

successful implementation and adoption of any electronic system, as mentioned 

earlier in this chapter. Thus, adoption comes as a second step to describing the 

�³direct experience with the technology, and after an individual has decided to 

accept the technology�´��(Venkatesh et al. 2004). Based on the technology 

acceptance theories, a number of researchers have investigated the acceptance 

and adoption of e-government systems using an empirical approach. 

For example, Carter and Belanger (2005) integrated factors from TAM, DOI 

models and web trust with the aim of developing a parsimonious and 

comprehensive model that incorporated the factors influencing the adoption of e-

government initiatives by citizens. In total, data from 105 citizens were analysed 

to indicate that user intention in this context is affected significantly by perceived 

usefulness, compatibility and relative advantage. However, the efficacy of a 

relatively small number of USA government agencies and government services 

(just two), to evaluate and validate IT acceptance, is questionable, as the 

�U�H�V�S�R�Q�G�H�Q�W�V�¶���D�Q�V�Z�H�U�V���Z�H�U�H���L�Q�I�O�X�H�Q�F�H�G���E�\���W�K�H���V�H�O�H�F�W�H�G���V�H�U�Y�L�F�H�V�� 

The theory of planned behaviour has been implemented to understand online 

taxes filing and payment systems (OTFPS) and mobile electronic-government 

services. In 2006, Hung and his colleagues in�Y�H�V�W�L�J�D�W�H�G���W�K�H���S�X�E�O�L�F�¶�V���D�F�F�H�S�W�D�Q�F�H��

of OTFPS as one of the e-government services. Their study found that the 

�V�L�J�Q�L�I�L�F�D�Q�W�� �G�H�W�H�U�P�L�Q�D�Q�W�V�� �R�I�� �7�D�L�Z�D�Q�� �X�V�H�U�V�¶�� �D�F�F�H�S�W�D�Q�F�H�� �R�I�� �W�K�H��OTFPS are trust, 

interpersonal influence, compatibility, perceived usefulness, ease of use, external 

influences, perceived risk, facilitating conditions and self-efficacy. Owing to the 

TPB model limitations, additional variables were overlooked in this research. In 

further work, Hung et al. (2013) inv�H�V�W�L�J�D�W�H�G�� �W�K�H�� �G�H�W�H�U�P�L�Q�D�Q�W�V�� �R�I�� �X�V�H�U�V�¶��
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acceptance to utilise mobile e-government services. Based on the TPB with a 

supplementary mobile communication perspective, data were collected from 331 

users of such services in Taiwan. The research results indicated that trust, 

interpersonal influence, external influence, perceived usefulness, perceived ease 

of use, facilitating conditions, interactivity, and self-efficacy were critical factors 

with respect to the acceptance of m-government services. 

In order to develop a theoretical framework to investigate the factors believed to 

�L�Q�I�O�X�H�Q�F�H���F�L�W�L�]�H�Q�V�¶���L�Q�W�H�Q�W�L�R�Q�V���W�R���X�W�L�O�L�V�H���H-government services in Malaysia, a study 

conducted by Lean et al. (2009) collected data using a structured questionnaire. 

It was completed by 150 respondents. Constructs from TAM and DOI were 

integrated with the trust model and other five dimensions: perceptions of data 

integrity, perceptions of non-repudiation, perceptions of confidentiality, 

perceptions of privacy and perceptions of authentication. The findings revealed 

that perceived usefulness, perceived relative advantage, perceived image and 

trust have a positive significant influence on the intention to utilise e-government 

services. In contrast, a negative influence to use such services was recognised 

with respect to perceived complexity. Furthermore, this study highlighted the 

positive impact of the perceived strength of non-repudiation and the perceived 

strength of online privacy on trust to use e-government systems among citizens. 

The generalisability of the research findings is limited, due to the small sample 

size and being limited to university student respondents. 

Ozkan and Kanat (2011) validated the TPB in the post-TAM approach with regard 

to specific e-government services in Turkey. The research instrument was 

administered to about 400 students with the aim of identifying adoption behaviour 

towards student loan services within higher education. The findings of the study 

indicated that the proposed model represented an improvement over the TAM 

with respect to its predictive power. Also, the research efforts uncovered the 

constructs (i.e. perceived behavioural control, attitudes and trust) that 

successfully explained the behavioural intention to use the KYK electronic 
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service, which was provided by the association of student loans and 

accommodations. One of the main limitations was the scope of the empirical 

research at hand, with suggestions to investigate different e-government services 

in further research. 

On another hand, some empirical studies have been carried out in developing 

countries. Abu-Shanab (2014) examined IT acceptance research and suggested 

a model to explore trust antecedents. Also, an extended TRA was used to predict 

the intention towards e-government systems in Jordan. Data from 759 Jordanian 

citizens was used to test the model. The results of the study supported that trust 

in e-government, perceived ease of use, perceived usefulness and social 

influence each have a significant relationship with the intention to utilise services 

provided by e-government. In addition, all suggested variables, namely trust in 

government, internet familiarity, information quality, trust in technology and 

privacy and security concerns are significant predictors of trust in e-government, 

while the internet familiarity construct was not accepted. The study suffered from 

a number of issues, for example, it used a recently adopted instrument, where 

some of the items were translated from the original language (English). 

Furthermore, there were different categories of respondents, where some 

considered public e-learning systems when answering the survey items.  

Factors thought to be crucial in achieving high adoption and use of e-government 

in Lebanon were analysed in the study of Fakhoury and Aubert (2015), who 

proposed a framework comprising two influence constructs: (1) trustworthiness 

which is defined as the sum of trust in both the internet and government, (2) active 

citizenship which refers to empowered, participatory and engaged citizens. The 

web survey was distributed to 192 respondents, only 148 of whom completely 

answered the survey via different online channels. The quantitative study found 

�W�K�D�W�� �F�L�W�L�]�H�Q�V�¶�� �E�H�K�D�Y�L�R�X�U�D�O�� �L�Q�W�H�Q�W�L�R�Q�� �W�R�Z�D�U�G�� �H-government services can be 

enhanced by increasing trustworthiness and active citizenship (i.e. positive 

impact). However, validation of the research model in an unstable developing 
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country was deemed to be the primary limitation in terms of relatively low interest 

in completing the study survey. 

Smart cards are a strategic link between citizens and public administrations, as 

well as the local infrastructure. Belanche-Gracia et al. (2015) developed a 

theoretical model and presented security and privacy as main factors affecting 

the intentions of citizens to continue utilising smart cards in Spain. The total 

responses to the research questionnaire amounted to 398 users with valid and 

completed answers. The empirical results emphasised the importance of 

perceived usefulness and security as antecedents of continuous intention. In turn, 

the socio-demographic constructs (e.g. age and gender) showed an insignificant 

impact. Interesting implications came as a result of this work, such as a 

recommendation to guarantee the security of smart card transaction systems to 

make the �V�H�U�Y�L�F�H�V���X�V�H�I�X�O���I�R�U���F�L�W�L�]�H�Q�¶�V���X�V�D�J�H�� 

Considered one of the most influential theories in studying human behaviour, 

Rana and Dwivedi (2015) conducted the first study that extended the social 

cognitive theory (SCT) in the e-government adoption context. The questionnaire 

was distributed among 1,500 Indian citizens with a time of two days to complete 

it. A total of 419 usable and completed responses were used in the analysis, 

indicating a valid response rate of 27.9%. The outcomes of the empirical work 

showed a significant relationship among the six factors suggested in the research 

model, namely, self-efficacy, affect, outcome expectation, social influence, 

anxiety and behavioural intention. Relatively low explained variance in the 

behavioural intentions (46%) �Z�D�V�� �G�H�H�P�H�G�� �W�R�� �E�H�� �R�Q�H�� �R�I�� �W�K�L�V�� �V�W�X�G�\�¶�V�� �O�L�P�L�Wations, 

where it was recommended that future work explore some additional factors (e.g. 

trust, perceived ease of use, and facilitating conditions) in order to improve the 

overall variance. 

�7�K�H���D�L�P���R�I���D���V�W�X�G�\���E�\���$�V�¶ad (2017), in Jordan was to understand the role of e-

service integration in digital government implementation in the context of a 
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developing country. The conceptual model was developed to analyse the critical 

factors influencing e-government services integration from the perspectives of the 

services' users and providers. Those factors are classified into cultural, 

managerial, political, social, technological, legal, and economic factors. The 

mixed method approach facilitated the construction of the research model based 

on the qualitative analysis from the semi-structured interviews and supported the 

validation of the research model based on the quantitative analysis by using a 

web-based questionnaire method in the fieldwork. A total of 642 responses were 

valid for the purposes of analysis in the quantitative stage. The findings showed 

an agreement between the two study samples concerning the critical factors 

influencing the role of online service integration in the e-government context. They 

agree that social, political, and managerial factors have significant influence while 

economic and cultural factors have an insignificant influence on the role of e-

service integration in digital government implementation. Based on the findings 

of the analysis, the researcher suggested a number of recommendations in order 

to attain the highest level of e-government system maturity, namely the e-service 

integration. For example, increasing public awareness regarding e-service 

integration and encouraging citizens to use e-government system. 

In 2018, Zhang et al. examined the potential impact of Cybersecurity Law (CSL) 

�R�Q���F�L�W�L�]�H�Q�V�¶���Z�L�O�O�L�Q�J�Q�H�V�V���L�Q���&�K�L�Q�D���W�R���H�Q�J�D�J�H���D�Q�G���X�W�L�O�L�V�H���H-government portals, using 

a socio-technical systems (STS) framework. A sample of 16 cybersecurity and e-

government managers and specialists were involved in open-ended and in-depth 

interviews to investigate the potential impact of the CSL on the delivery of e-

government services to the end users. As a result of reviewing survey literature, 

the researchers identified the perception of government, technical parameters of 

�W�K�H���V�\�V�W�H�P�����W�U�X�V�W���D�Q�G���V�D�I�H�W�\���D�V���W�K�H���P�D�L�Q���I�D�F�W�R�U�V���D�I�I�H�F�W�L�Q�J���X�V�H�U�V�¶���Z�L�O�O�L�Q�J�Q�H�V�V���W�R���X�V�H��

e-government services. Also, the legal provisions of the CSL were found to be 

relevant to both the social system in the e-government system, as well as the 

technical parameters. The expert interviews revealed that the influence of the 
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CSL on e-government processes is indeterminate and complex. Several potential 

areas for improvement in the management of an e-government portal were 

identified. For examp�O�H�����I�H�D�W�X�U�H�G���G�H�V�L�J�Q���S�U�L�Q�F�L�S�O�H�V�����H���J�����³�K�X�P�D�Q-�F�H�Q�W�U�H�G���G�H�V�L�J�Q�´���� 

 E-government acceptance literature using UTAUT and UTAUT2 

Several previous studies have paid attention to understanding the end/individual 

user acceptance of e-government services. In this research context, the 

harnessing of cloud computing to provide e-government services is considered 

as a kind of service offered by governments to their stakeholders.  

Highlighting the above-mentioned consideration, the empirical studies of e-

government acceptance have been reviewed in this section.  

AlAwadhi and Morris (2008) implemented the UTAUT model to identify the factors 

influencing the adoption of e-government services in Kuwait. This study is 

considered to be one of the earlier studies that validated the UTAUT in the e-

government environment. Data collected via questionnaires from 880 students at 

the undergraduate and postgraduate level were analysed in relation to the 

amended model. The target sample was selected as university students will be 

potential key users in the future for e-government services. The study utilised four 

dependent variables: performance expectancy, peer influence, effort expectancy 

and facilitating conditions. To be suitable for the sample context, the social 

influence factor was replaced by the factor of peer influence. In addition, three 

moderators were considered that could affect the direct factors: academic 

experience, gender and type of academic course. Voluntariness of use and age 

were omitted from the study model. The findings showed that peer influence and 

performance expectancy influenced significantly the behaviour intention; though, 

the reliability of the peer influence factor was merely 0.13, which might have 

influenced its findings. Also, the findings showed that the effort expectancy factor 

influenced the behaviour intention significantly. Behaviour intention and 
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facilitating conditions have a significant influence on the use of students with 

regard to e-government services. One of the recommendations of this study is to 

consider other factors such as trust and culture. 

Wang and Shih (2009) applied UTAUT while investigating the factors influencing 

the utilisation of information kiosks, which are considered to be ready to lend a 

hand in order to mitigate the influence of the digital-divide problem. The study was 

carried out in Taiwan; a total of 244 participants from diverse demographic 

backgrounds were involved in the data collection. The original factors of UTAUT 

were applied with minor amendments being the exclusion of both moderators�¶ 

voluntariness of use and experience from the study model. The findings showed 

that the performance expectancy, social influence and effort expectancy 

influenced the behaviour intention significantly. In addition, facilitating conditions 

and behaviour intention were seen to have a significant positive effect on use 

behaviour. The reliability of the study model constructs was 0.80 which is 

considered very high. The findings of the study were compatible with those 

obtained from the prior studies of the UTAUT original model. 

�)�D�F�W�R�U�V���L�Q�I�O�X�H�Q�F�L�Q�J���W�K�H���X�V�H�U�V�¶���L�Q�W�H�Q�W�L�R�Q���I�R�U���X�V�L�Q�J���H-Syairah portal in Malaysia were 

investigated by utilising the UTAUT model, where they included two additional 

variables: system quality and information quality (Yahya et al. 2012). In the pilot 

study, data from 35 users were utilised to analyse the model, where the facilitating 

conditions and the moderating constructs were omitted from the study model. The 

findings showed that both critical constructs (performance expectancy, social 

influence and effort expectancy) and online quality constructs (system quality and 

information quality) influenced the intention to use the e-Syairah portal 

significantly. These findings supported the work of previous researchers.  

The role of intermediaries was investigated in the adoption of e-government 

services in Madinah city (Weerakkody et al. 2013). The study model drew on the 

amended UTAUT model, with two categories in the trust construct, namely, the 
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trust of intermediary and trust of the internet. Also, the moderating constructs 

were not considered in the model as being suitable for the study context. The data 

sets were collected via a physically disseminated questionnaire, during a three-

month period. The total responses amounted to 502 Saudi male citizens. The 

findings revealed that trust of the internet and social influence had an insignificant 

effect on behaviour intention. While, performance expectancy, trust of the 

intermediary and performance expectancy had a significant effect on behaviour 

intention. However, there are two main limitations in this research: firstly, it was 

conducted in one city in Saudi Arabia; and secondly, the elimination of the 

moderator variables in the UTAUT model. 

Ovais Ahmad et al. (2013) applied the UTAUT model to investigate the critical 

�I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �F�L�W�L�]�H�Q�¶�V�� �D�G�R�S�W�L�R�Q�� �R�I�� �H-government services in Pakistan. The 

target sample in their study involved university students, as they will be the key 

users of e-government services in the future. An online questionnaire was 

distributed to students, and 115 responses were used to analyse the model. The 

study used four dependent variables, namely performance expectancy, 

facilitating conditions, effort expectancy and social influence. The original UTAUT 

model was used in this study without moderators. The research findings showed 

�W�K�D�W���D�O�O���I�R�X�U���Y�D�U�L�D�E�O�H�V���D�I�I�H�F�W�H�G���W�K�H���3�D�N�L�V�W�D�Q�L���H�Q�G���X�V�H�U�¶�V���X�W�L�O�L�V�D�W�L�R�Q���R�I���H-government 

services. The study sample is not considered to be representative of all citizens. 

Besides, the study model did not take into consideration the key factors 

�L�Q�I�O�X�H�Q�F�L�Q�J�� �W�K�H�� �3�D�N�L�V�W�D�Q�L�� �F�L�W�L�]�H�Q�¶�V�� �D�G�R�S�W�L�R�Q�� �R�I�� �H-government services. Despite 

these limitations, this study presented significant implications that would help to 

enhance the adoption of e-government services in South Asia in particular, as 

well as more generally in developing countries. 

Alsaif (2014) conducted research centred on investigating the socio-cultural 

values and the factors that influence the adoption of e-government services in 

Saudi Arabia. The study model drew on an amended UTAUT. Core independent 

factors from UTAUT were included, namely, social influence, performance 



Chapter 3: Technology Acceptance Models and Theories: Literature Review  

 163 

expectancy and effort expectancy. Also, based on UTAUT, experience, age and 

gender were used as moderating factors. On the other hand, voluntariness of use 

was omitted, and an additional moderating variable of educational level was 

added. Awareness and compatibility were included as independent variables that 

influence the intention-behaviour to use e-government services. A separation was 

proposed for two factors: firstly, between trust of internet and trust of e-

government, and secondly, between system quality and information quality. Four 

factors presented facilitating conditions: the two constructs of quality, in addition 

to computer self-efficacy and availability of resources, which influence the usage 

behaviour directly. The total number of participants who fully completed the online 

questionnaire equated to 692 Saudi citizens. The study findings showed that from 

the original independent factors of UTAUT, two factors had an insignificant effect 

on the behaviour intention to use e-government services: social influence and 

effort expectancy. While only performance expectancy had a significant effect. 

Additionally, the insignificant effect on behaviour intention was found for both 

compatibility and awareness of the system. For the trust factors, only internet trust 

had a significant effect on the intention to use e-government services. For the 

�X�V�D�J�H�� �E�H�K�D�Y�L�R�X�U���� �W�K�H�� �V�W�X�G�\�¶�V�� �I�L�Q�G�L�Q�J�V�� �U�H�Y�H�D�O�H�G�� �W�K�D�W�� �L�W�� �Z�D�V�� �L�Q�I�O�X�H�Q�F�H�G by 

behavioural intention, resource availability and computer self-efficacy, while the 

service quality factor was found to affect usage behaviour insignificantly. Apart 

�I�U�R�P�� �W�K�H�� �I�L�Q�G�L�Q�J�V���� �W�K�L�V�� �V�W�X�G�\�¶�V�� �N�H�\�� �L�P�S�O�L�F�D�W�L�R�Q�V�� �F�D�Q�� �E�H�� �F�R�Q�V�L�G�H�U�H�G�� �D�� �W�K�H�R�U�H�W�L�F�D�O��

contribution by splitting the facilitating conditions into four factors. In addition, the 

�Y�D�U�L�D�Q�F�H���L�Q���W�K�H���F�L�W�L�]�H�Q�¶�V���E�H�K�D�Y�L�R�X�U���H�[�S�O�D�L�Q�H�G���E�\���W�K�H���V�W�X�G�\���P�R�G�H�O���H�T�X�D�W�H�G���W�R������������

On the other hand, this study mentioned some limitations. For instance, the study 

nature was quantitative and cross-sectional, while longitudinal studies could be 

better for future research, as the UTAUT model was based on a longitudinal study 

originally. Also, a longitudinal nature could enhance the evaluation and 

observation of the change in the study environment. Another limitation is the focus 

on young, educated, internet users as a population sample. 
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Krishnaraju et al. (2016) conducted one of the few studies that applied the 

UTAUT2 model in the e-government context, with the aim of investigating the 

influence of web personalisation in the user intention to utilise e-government 

services in India. The study model was extended to include web personalisation 

as a moderator construct in addition to the original constructs. Data were collected 

from 143 students who participated in a lab experiment and answered a postal 

questionnaire; the experiment was carried out by dividing the participants into two 

groups; the first one used the e-government service with personalised content, 

while the second group did not have any personalisation. The findings showed 

that only effort expectancy, price value and hedonic motivation were significantly 

influenced by web personalisation, as a moderator to the relation between the 

behaviour intention and the three factors. Moreover, the findings showed that 

social influence, habit and price value were the only factors that affected the 

�X�V�H�U�¶�V���L�Q�W�H�Q�W�L�R�Q���W�R���X�V�H���W�K�L�V���H-government service; thus, web personalisation did 

not have a positive effect as a moderator on these three factors. One of the main 

limitations of this study is the small size of the sample, which could have a 

negative effect on the generalisability of the findings. 

Salient factors influencing citizens to utilise e-government services in Turkey were 

investigated by employing the UTAUT model ���.�X�U�I�D�O�Õ�� �H�W�� �D�O���� ����������. Trust was 

integrated within the research model as two variables, namely, trust of 

government and trust of the internet. Data from 529 citizens were collected to test 

the proposed model. Where the results indicated that three of the original theory 

constructs, which are social influence, performance expectancy and facilitating 

�F�R�Q�G�L�W�L�R�Q�� �I�R�X�Q�G�� �W�R�� �K�D�Y�H�� �D�� �S�R�V�L�W�L�Y�H�� �L�P�S�D�F�W�� �R�Q�� �F�L�W�L�]�H�Q�V�¶�� �E�H�K�D�Y�L�R�X�U�D�O�� �L�Q�W�H�Q�W�L�R�Q�� �L�Q��

contrast to effort expectancy. In addition, the TOI has a significant impact on PE 

and BI to use the e-government services while trust of government is influential 

only on PE. 

Lallmahomed et al. (2017) integrated UTAUT2 with the e-government adoption 

model (GAM) in respect to examining the adoption antecedents of e-government 
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systems in Mauritania and small-island states (Africa context). The experiment 

was conducted by analysing the data from 247 citizens who responded to an 

online questionnaire. According to the findings, facilitating conditions, 

performance expectancy and perceived value had a positive impact on the 

behavioural intention. Conversely, self-�H�I�I�L�F�D�F�\�� �Z�D�V�� �Q�H�J�D�W�L�Y�H�O�\�� �U�H�O�D�W�H�G���W�R�� �X�V�H�U�V�¶��

intention to utilise government online services. Highly educated respondents were 

considered to be one of the main limitations of this research. 

A recent study by Sharma et al. (2018) validated the UTAUT model in the specific 

context of mobile applications for e-government services in Oman. A 

questionnaire was designed and distributed among respondents with the aim of 

examining the behavioural intention to use mobile application services of the 

Omani government. An extended UTAUT model was adopted by integrating two 

constructs, namely, information quality and trust.The research work emphasised 

that five out of six independent variables were found to have a significant 

in�I�O�X�H�Q�F�H���R�Q���F�L�W�L�]�H�Q�V�¶���G�H�F�L�V�L�R�Q�V���W�R���X�V�H���H-government mobile services. Specifically, 

performance expectancy, information quality, effort expectancy, trust and 

facilitating conditions. The amended UTAUT model was found, through the 

statistical results of this study, to have an acceptable level of predictive power 

related to the dependent variable (behavioural intention).  

Table 3-3 Summary  of the key empirical studies of the UTAUT/UTAUT2 in the public 
sector  

No. Reference  Theory  Additional constructs  Study 
sample  Country  

1. (Sharma et al. 
2018) 

UTAUT Trust  
Information quality 

513 
mobile 
users 

Oman 

2. (Lallmahomed 
et al. 2017) 

UTAUT2 Resistance to change 
Computer self-efficacy 
Trustworthiness 

247 
citizens 

Africa 
context 

3. ���.�X�U�I�D�O�Õ���H�W���D�O����
2017) 

UTAUT Trust of government 
Trust of internet 

529 
participant
s 

Turkey 
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No. Reference  Theory  Additional constructs  Study 
sample  Country  

4. (Krishnaraju et 
al. 2016) 

UTAUT2 Web personalisation  143 
research 
students 

India 

5. (Alsaif 2014) UTAUT System quality 
Availability of resources 
Compatibility 
Trust of the government 
Trust of the system 
Awareness of e-government 
Computer self-efficacy 
Information quality 

723 
citizens 

Saudi 
Arabia  

6. (Ovais Ahmad 
et al. 2013) 

UTAUT  ------------ 115 
citizens 

Pakistan 

7. (Weerakkody 
et al. 2013) 

UTAUT Trust of intermediary 
Trust of the internet 

502 
citizens 

Saudi 
Arabia 

8. (Yahya et al. 
2012) 

UTAUT Information quality 
System quality 

35 citizens Malaysia 

9. (Wang and 
Shih 2009) 

UTAUT  ------------ 244 
citizens 

Taiwan  

10. (AlAwadhi and 
Morris 2008) 

UTAUT ------------ 880 
students 

Kuwait  

 

Although a number of previously published studies on the e-government 

acceptance and adoption has been extensively used UTAUT/UTAUT2 as a 

theoretical basis (Table 3-3), none of the studies summarized in Table 3-3 has 

investigated the relationship between trust, perceived security and its 

antecedents on the behavioural intention to use e-government services. This gap 

in the literature is one of the motivations for the current study. 

 Reviewing the e-services literature (security perception)  

Perceived security has become a widely discussed and leading research topic 

among academics and professionals in the IS realm, in particular, in the e-

services literature. This stems from the fact that the future of electronic services 

may well-depend on the �V�H�U�Y�L�F�H�� �S�U�R�Y�L�G�H�U�¶�V�� �D�E�L�O�L�W�\�� �W�R�� �P�D�L�Q�W�D�L�Q�� �D�Q�G�� �P�D�Q�D�J�H�� �L�W�V��

�V�H�F�X�U�L�W�\�� �D�Q�G���H�Q�K�D�Q�F�H���W�K�H���X�V�H�U�V�¶���S�H�U�F�H�S�W�L�R�Q���U�H�J�D�U�G�L�Q�J���L�Q�W�H�U�Q�H�W���V�H�F�X�U�L�W�\���� �6�H�Y�H�U�D�O��
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definitions of perceived security have been proposed in the e-services studies. 

According to the definition provided by Salisbury et al. (2001), perceived security 

�L�V�� �³The extent to which one believes that the web is secure for transmitting 

sensitive information�´���� �6�X�F�K�� �V�W�X�G�L�H�V�� �H�[�D�P�L�Q�H�G�� �W�K�H�� �F�R�Q�F�H�S�W�� �I�U�R�P�� �G�L�I�I�H�U�H�Q�W��

perspectives. This section provides a review of the previous empirical work that 

has examined the significant role of security perceptions in online services (e.g. 

online shopping and internet banking). 

3.6.1 Security perceptions in e -services 

�%�D�V�H�G�� �R�Q�� �W�K�H�� �D�G�D�S�W�D�W�L�R�Q�� �R�I�� �7�$�0�¶�V�� �P�D�L�Q�� �F�R�Q�V�W�U�X�F�W�V���� �X�V�H�I�X�O�Q�H�V�V�� �D�Q�G�� �H�D�V�H����

Salisbury et al. (2001) combined perceived web security in a proposed model to 

provide a better understanding of the factors affecting consumer decisions to 

shop online. Their study is considered to be one of the first to investigate the role 

of perceived security in the use of e-services. The pilot data set was collected 

from 119 students who were studying computing courses at the undergraduate 

level. This data aimed to assess the initial items of perceived web security in the 

research instrument. Using the confirmation dataset from 253 respondents in the 

same university of the pilot phase, the hypothesised relationships in the research 

model were tested. The findings supported the fact that perceived web security 

had the greatest influence on behaviour intention to purchase online, compared 

to perceptions about ease and usefulness of internet shopping. The student 

sample may limit the study outcomes with respect to representing the population 

of online shoppers. 

In an effort to investigate customer perceptions to adopt internet banking services 

in Hong Kong, Cheng et al. (2006) added the factor of perceived web security to 

the TAM. Data from 203 acceptable and valid responses were collected from 

internet banking users. A set of four items was used to measure the perceived 

security in the research questionnaire. The findings of the study provide support 

for the positive impact of perceived security on intentions to utilise internet 
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banking. Lack of generalisability, particularly in western cultures is one of the 

limitations of this research as it was conducted in solely Hong Kong. 

In order to investigate the influence of the perceived security and privacy on 

customer trust on the internet, Flavián and Guinalíu (2006) carried out empirical 

research to examine the close relationship between the trust of and loyalty to the 

website. According to the particularities of security and privacy constructs, these 

need to be considered separately. However, the close relationship between the 

two concepts suggested combining them into a single construct: perceived 

security in the handling of private data (SHPD). Using a web survey, data from 

354 internet users was collected in order to analyse the research model. The 

testing of the research hypotheses revealed a direct significant influence of the 

SHPD variable on customer trust. Also, trust influenced website loyalty in a 

positive manner. However, the variance of the dependent variable (i.e. loyalty) 

was just 0.21 on the proposed model.   

Mukherjee and Nath (2007) re-examined the commitment trust theory (CTT) in 

the context of online retailing. Five critical variables were investigated as 

antecedents of trust, namely, security, privacy, opportunistic behaviour, 

�F�R�P�P�X�Q�L�F�D�W�L�R�Q���D�Q�G���V�K�D�U�H�G���Y�D�O�X�H�V�����7�K�H���V�W�X�G�\�¶�V���V�X�U�Y�H�\���W�D�U�J�H�W�H�G���W�Z�R���V�H�J�P�Hnts of 

web customers: students and professionals in a British university. The data from 

651 completed and valid responses were employed to test the hypotheses of 

CTT. According to the research findings, security constructs proved to be the 

second significant dete�U�P�L�Q�D�Q�W���R�I���F�X�V�W�R�P�H�U�V�¶���W�U�X�V�W���W�R�Z�D�U�G�V���R�Q�O�L�Q�H���U�H�W�D�L�O�L�Q�J�����:�L�W�K��

respect to the behavioural intentions, both commitment and trust are significant 

antecedents in the study context.  

Shin (2009) amended the UTAUT model with the aim of investigating consumer 

acceptance of mobile payments. In the research model, four constructs had a 

direct relationship on behavioural intention, namely, perceived security, social 

influence, trust and self-efficacy. Also, a predictive model of attitudes towards a 
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mobile wallet was combined with �W�K�H���L�Q�W�H�Q�W�L�R�Q���F�R�Q�V�W�U�X�F�W�����8�V�H�U�V�¶���U�H�V�S�R�Q�V�H�V���L�Q���W�K�H��

four phases of the survey method pertaining to usage/adoption of mobile 

payments were collected and analysed. The results confirmed that trust and 

perceived security are major predictors of indivi�G�X�D�O�V�¶�� �D�W�W�L�W�X�G�H�V�� �D�Q�G�� �L�Q�W�H�Q�W�L�R�Q�V����

This study is not without limitations. For example, the limited generalisability of 

the research findings to other mobile services contexts, which occurs since the 

empirical study focused on a single service (i.e. mobile wallet).  

The influences of perceived trust and security were investigated in relation to e-

payments systems (EPS) in the work proposed by Kim et al. (2010). Their 

�U�H�V�H�D�U�F�K�� �P�R�G�H�O�� �H�[�D�P�L�Q�H�G�� �V�H�F�X�U�L�W�\�� �L�V�V�X�H�V�� �I�U�R�P�� �W�K�H�� �F�R�Q�V�X�P�H�U�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� �L�Q��

Korea. The questionnaire was distributed to 1,260 respondents, where a total of 

291 acceptable responses were used in the stage of empirical analysis. The 

results showed that perceived security has a positive significant influence in 

�U�H�O�D�W�L�R�Q���W�R���E�R�W�K���F�R�Q�V�X�P�H�U�V�¶���S�H�U�F�H�Lved trust and the behaviour of EPS use. Also, 

�F�R�Q�V�X�P�H�U�V�¶�� �S�H�U�F�H�L�Y�H�G�� �W�U�X�V�W�� �L�Q�I�O�X�H�Q�F�H�G�� �W�K�H�� �D�F�W�X�D�O��use behaviour in a positive 

manner. Their study is not without limitations. For instance, not all factors 

influencing the use behaviour of EPS were included (e.g. social factors). Thus, 

future researchers should pay special attention to other constructs that provide 

more detail concerning perceived trust and security of e-services (i.e. EPS). 

The study of Hartono et al. (2014) contributed by providing a measurement of 

perceived security, particularly in the e-commerce context. In their work, 

perceived security was justified empirically as a second-order construct, and 

�L�Q�F�O�X�G�H�V���W�K�U�H�H���G�L�V�W�L�Q�F�W���³�S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\�´���G�L�P�H�Q�V�L�R�Q�V�����S�H�U�F�H�L�Y�H�G���F�R�Q�I�L�G�H�Q�W�L�D�O�L�W�\����

perceived non-repudiation and perceived availability. The results suggested that 

while perceived integrity and confidentiality may be different in terms of concepts, 

they are not empirically distinct. Thus, they were integrated and provided 

evidence in relation to the three-factors model. The questionnaire was presented 

to 489 participants from three anonymous organisations: a private company, a 

government office and a university in South Korea. These respondents were 
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expected to have knowledge related to online security, as they were well 

educated. The total number of usable and valid responses in terms of analysing 

the model was only 436. TAM was employed as the theoretical basis of the 

research framework and the findings revealed that perceived security influenced 

the behavioural intention significantly. 

�7�K�H���L�Q�I�O�X�H�Q�F�H���R�I�� �S�H�U�F�H�L�Y�H�G�� �Y�D�O�X�H���D�Q�G���W�U�X�V�W���R�Q���F�X�V�W�R�P�H�U�V�¶���L�Q�W�H�Q�W�L�R�Q���W�R���S�X�U�F�K�D�V�H��

online has been investigated using a proposed model by Ponte et al. (2015). In 

their model, three antecedents of trust were examined: information quality, 

perceived privacy and perceived security. Data analysis of 451 responses from 

individuals indicated a significant impact of perceived information quality and 

�S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�Q���W�K�H���F�R�Q�V�X�P�H�U�V�¶���S�H�U�F�H�L�Y�H�G���W�U�X�V�W�����,�Q���F�R�Q�W�U�D�V�W�����W�K�H���L�P�S�D�F�W���R�I��

perceived privacy on perceived trust was insignificant. Furthermore, the empirical 

findings showed evidence related to the significant impact of perceived trust on 

behavioural intention to shop online. 

Khalilzadeh et al. (2017) applied an integrated model based on the technology 

acceptance model (TAM) and the unified theory of acceptance and use of 

technology (UTAUT). The aim of their study was to examine the determinants of 

near-field communication (NFC) based mobile payment (MP) technology 

acceptance in the restaurant industry. Data were collected from restaurant 

customers in the United States; the total response was 412. The study findings 

demonstrate strong evidence of the impacts of risk, trust, and security on 

customer's intention to accept and utilise NFC-based MP technologies in the 

restaurant context. In addition, the findings indicate that risk, trust, and security 

are also significant determinants, with direct and indirect influences, of other 

critical factors namely effort expectancy, performance expectancy, hedonic and 

utilitarian intention, and attitude. The main contribution of this study was that it 

highlighted the crucial role of security in the context of an innovative digital 

environment. 
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A recent study on internet banking was conducted by Aboobuckera and Baoc 

(2018) in order to study the factors influencing the acceptance of Internet banking 

systems in Sri Lanka. The research model assimilates factors such as security 

and privacy, perceived risk, perceived trust, and website usability. To test the 

proposed conceptual model, 186 valid responses were collected from customers 

who harness Internet banking. Their study has a number of practical contributions 

based on the analysis results, for example, findings reveal that perceived website 

usability and trust are the principal concerns influencing customers' intention to 

accept Internet banking. Accordingly, managers should ensure that the Internet 

banking system is technically reliable, high-security practices are required to 

minimize the linked risks, and the system should be up to date. 

3.6.2 �	�ƒ�…�–�‘�”�•���ƒ�ˆ�ˆ�‡�…�–�‹�•�‰���—�•�‡�”�•�ï���’�‡�”�…�‡�’�–�‹�‘�•�•���‹�•���‡-services security  

Previous literature has provided evidence that perceived security is a crucial 

factor with respects to user decisions to access and use e-services, including e-

government and e-commerce services. 

As a part of their empirical study in the e-commerce context, Chang and Chen 

(2009) investigated the influence of interface quality and security perceptions on 

�F�R�Q�V�X�P�H�U�V�¶�� �Z�H�E�V�L�W�H�� �O�R�\�D�O�W�\���� �7�K�H�� �D�Q�D�O�\�W�L�F�D�O���I�L�Q�G�L�Q�J�V�� �R�I��the data collected by the 

web-based questionnaire showed a positive influence of the website interface 

quality on perceived security. Their research hypotheses and model suggested 

interface quality to be the only construct affecting security perception. Thus, it 

explained a fifth of the variation (R2=0.20) in perceived security. 

�,�Q�� �R�U�G�H�U�� �W�R�� �D�G�M�X�V�W�� �W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�¶�V�¶�� �S�H�U�F�H�S�W�L�R�Q�� �R�I�� �V�H�F�X�U�L�W�\�� �D�Q�G�� �L�P�S�U�R�Y�H�� �W�K�H�L�U��

intentions towards IT-appliances (i.e. e-banking) adoption, Huang and his 

colleagues (2011) conducted the first experiment in their study. A questionnaire 

was used to collect data from 64 students at a university in China. These 

respondents had at least one year of experience in computer use. The results 
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indicated that the three proposed factors (i.e. perceived knowledge, perceived 

awareness, perceived control ability) have a significant influence on perceived 

security, which in turn influences the human intention to IT-system adoption. 

Also, in the e-commerce research, Halaweh (2012) examined factors influencing 

t�K�H�� �X�V�H�U�V�¶�� �S�H�U�F�H�S�W�L�R�Q�V�� �R�I�� �V�H�F�X�U�L�W�\���� �%�D�V�H�G�� �R�Q�� �G�D�W�D�� �I�U�R�P�� �D�� �T�X�D�O�L�W�D�W�L�Y�H�� �V�W�X�G�\�� ���L���H����

interviews) the research model was developed. The outcomes of the qualitative 

�S�K�D�V�H�� �U�H�V�X�O�W�H�G�� �L�Q�� �I�L�Y�H�� �P�D�L�Q�� �F�R�Q�V�W�U�X�F�W�V���� �Q�D�P�H�O�\�� �X�V�H�U�V�¶�� �F�K�D�U�D�F�W�H�U�L�V�W�L�F�V�� ���H���J����

knowledge), perceptions of tangible features (e.g. security certificates), 

perceptions of intangible features (e.g. feelings of fear), psychological aspects 

and cooperative responsibility (e.g. governments). The second phase of this 

research (i.e. quantitative) aimed to test the significance and influence of these 

constructs. Data were collected from 61 students in the MIS course. The study 

findings support the fact that only three out of five factors: psychological aspects, 

�X�V�H�U�V�¶���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���D�Q�G���L�Q�W�D�Q�J�L�E�O�H���V�H�F�X�U�L�W�\���I�H�D�W�X�U�Hs, have a significant effect on 

the perceived security of e-commerce. 

A further study was carried out by Kamoun and Halaweh (2012) to examine the 

relationship between security perceptions and interface design from the user 

viewpoint. Their study adopted 5Cs out of seven related to the design elements 

of a user interface: commerce, connection, communication, content and context. 

In order to test the five-construct hypotheses, a questionnaire covering 18 human 

computer interface (HCI) items was distributed to the research participants. The 

research results revealed that the top four items of influence were easy website 

navigation, accuracy of information, online help tools and demos, and permanent 

working links. In addition, all five constructs significantly a�I�I�H�F�W�H�G�� �W�K�H�� �X�V�H�U�V�¶��

perceptions with regard to e-commerce security. 

Based on the previous review, a number of literature gaps as well as interesting 

points need to be considered.  



Chapter 3: Technology Acceptance Models and Theories: Literature Review  

 173 

First, from the information system perspective, most of the IT adoption studies 

related to cloud services in the public sector focus on the supply side 

(governments). The research on this front was designed to determine the factors 

required for successful adoption of cloud computing for public organisations from 

the government perspective (Killaly 2011; Li et al. 2013; Trivedi 2013; Alsanea 

and Wainwright 2014; Kuiper et al. 2014; Abeywickrama and Rosca 2015; 

Sallehudin et al. 2015; Wahsh and Dhillon 2015; AlKharusi and Al-Badi 2016; 

Leroux and Pupion 2016; Salem and Hwang 2016; Ali et al. 2018a). Meanwhile, 

few studies were designed to explore the factors that influence the acceptance 

and use of cloud-based services in the e-government context from the demand 

side, which focuses on the perspectives from users of public services (Shin 2013; 

Lian 2015; Ali et al. 2018b). Therefore, this type of study is required, in order to 

support and allow the public sector at different levels to develop policies, 

st�U�D�W�H�J�L�H�V�� �D�Q�G�� �S�U�R�F�H�G�X�U�H�V�� �W�R�� �P�H�H�W�� �F�L�W�L�]�H�Q�V�¶�� �Q�H�H�G�V�� �D�Q�G�� �H�[�S�H�F�W�D�W�L�R�Q�V�� �D�E�R�X�W��

governmental cloud-based services and reduce the gap between the 

implemented innovative technologies by government organisations and what is 

perceived by their citizens. 

The second point is that most of the reviewed literature on the adoption and 

acceptance of e-government services has been conducted to investigate 

traditional web services on which the software and information are stored in client-

server system e.g. (Carter and Bélanger 2005; AlAwadhi and Morris 2008; 

Weerakkody et al. 2013). However, considering the distinguished characteristics 

of cloud technology, whereby the software and the information is located on the 

cloud platform, further research is required to show whether prior findings apply 

to this innovative paradigm. However, Lian (2015) studied the critical factors 

influencing cloud-based e-invoice services, this study was the first in the field and 

focused on a single relatively new e-government service in a developed country 

(Taiwan). Accordingly, studies on the acceptance of e-government services 

delivered via the cloud are needed, particularly in developing countries. 
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Third, aside from the user-acceptance perspective, the standpoint of trust is one 

of the theoretical structures applied widely in the literature for understanding the 

acceptance of e-government services by citizens/users (e.g. Carter and Bélanger 

2005; Alshehri et al. 2012). Trust plays an important role, and many studies in the 

e-services realm have indicated that trust is mainly affected by security (e.g. 

Chellappa and Pavlou 2002; Kim et al. 2010). Abu-Shanab (2014) investigated 

�W�K�H�� �F�U�L�W�L�F�D�O�� �I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �D�� �F�L�W�L�]�H�Q�¶�V�� �L�Q�W�H�Q�W�L�R�Q�� �W�R�� �X�V�H�� �H-government services 

using an extended model based on TPB. This model also examined the security 

and privacy in the e-government context. However, in this research model, 

security and privacy were integrated as one construct, while it is recommended 

to consider these two constructs separately (Cheng et al. 2006). Lian (2015) 

integrated the main four variables of UTAUT2 with security, trust, perceived risk. 

However, in their study, trust was affected by security, but as mentioned 

previously, this study validated the proposed model on cloud-based e-invoice 

services in Taiwan. It should be taken into consideration that each cloud-based 

service serves a particular portion of citizens, and in order to reach definite results 

regarding the whole spectrum of cloud-based e-government services, further 

research into different services is necessary. Thus, this thesis will attempt to 

overcome the gap in the literature by extending the UTAUT2 model to cover the 

relation between security and trust. 

Against increasing concerns over perceived security in the delivery of public 

services, there is a relatively small body of literature that addresses these 

concerns in the e-government context (e.g. Belanche-Gracia et al. 2015). This 

�F�K�D�S�W�H�U�� �S�U�R�Y�L�G�H�G�� �D�� �U�H�Y�L�H�Z�� �R�I�� �W�K�H�� �I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �W�K�H�� �X�V�H�U�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� �L�Q�� �H-

services security generally. A large volume of these published studies were 

carried out in the e-commerce arena. E-services include both e-commerce 

services and cloud-based services related to government, while one of the major 

differences between them is the service provider, which is the firm/business in e-

commerce and government/ third party in the government-cloud. As both 
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represent e-services provided to users, there might be common factors that affect 

user perception to accept and use it. Therefore, the reason behind a review of the 

factors that affect user perceptions towards the security of e-services is that these 

factors can be discussed during the qualitative study (i.e. interviews), which could 

help to determine further relevant factors related to this thesis. 

On another hand, the factors that affect the perceptions of e-services security, as 

discussed in this chapter, could differ from those affecting the security perceptions 

of cloud-based services in the e-government context. To give an illustration, 

Halaweh (2012) found that intangible security features (e.g. reputation) affect user 

perceptions of e-commerce security. These features can be supported by the 

presence of offline stores, contact details and addresses for the e-commerce 

company. Conversely, such features might not be applicable when investigating 

�F�L�W�L�]�H�Q�V�¶���V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�R�Q�V���W�R�Z�D�U�G�V���X�V�L�Q�J���F�O�R�X�G���F�R�P�S�X�W�L�Q�J���L�Q���W�K�H���H-government 

system. So, there is a strong demand to study the factors affecting the security 

perceptions towards cloud-based services provided by the government in 

particular. This can be conducted using interviews (qualitative stage of this study), 

taking into account the factors that have been speculated to have an effect on 

such perceptions of security. 

 Justification of UTAUT2 as the research framework  

In the previous section, a number of studies and theories related to acceptance 

of e-government services were explored. The studies, conducted over two 

decades or more, reveal that when it comes to the Jordanian e-government 

context, and the desire to evaluate and measure the behavioural usage intention 

towards innovative technologies like cloud computing, for improving citizen 

satisfaction with public service delivery, the UTAUT2 is the most appropriate 

�P�R�G�H�O�����7�K�H���P�D�L�Q���U�H�V�H�D�U�F�K���T�X�H�V�W�L�R�Q���I�R�U���W�K�L�V���W�K�H�V�L�V���L�V���� �³what are the factors that 

may dete�U�P�L�Q�H���W�K�H���F�L�W�L�]�H�Q�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q���W�R���X�V�H���H-government services 

�E�D�V�H�G�� �R�Q�� �F�O�R�X�G�� �F�R�P�S�X�W�L�Q�J�� �L�Q�� �W�K�H�� �-�R�U�G�D�Q�L�D�Q�� �S�X�E�O�L�F�� �V�H�F�W�R�U�"�´ To answer such a 
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question, this study will employ a theoretical based framework utilising the 

extension of the Unified Theory of Acceptance and Use of Technology (UTAUT2). 

This choice for the UTAUT2 is stimulated by its comprehensiveness and high 

explanatory and predictive power, as compared with other acceptance 

theories/models. The UTAUT2 (Venkatesh et al. 2012) is the most recent theory 

employed in measuring acceptance and behavioural intention to use technology, 

whereby scholars took into account most of the prior work on IT/IS acceptance to 

create a robust framework. In this regard, (Venkatesh et al. 2012) found that, 

compared to the baseline model, UTAUT2 produced a significant improvement 

with respect to explained variance up to 74 percent in terms of behavioural 

intention and about 52 percent in terms of technology use. Similarly, the authors 

argued about UTAUT2 tha�W�����³Compared to general theories, in more recent years, 

theories that focus on a specific context and identify relevant predictors and 

mechanisms are considered to be vital in providing a rich understanding of a focal 

phenomenon and to meaningfully extend theories�´��(Venkatesh et al. 2012). 

This model considers various perspectives and is geared beyond organisational 

�F�R�Q�W�H�[�W�V�� �E�\�� �H�P�E�H�G�G�L�Q�J�� �F�R�Q�V�X�P�H�U�V�¶ technology use contexts (Venkatesh et al. 

2012). This can serve the objectives of this study better as citizens are the prime 

consumers of e-government cloud-based services (Lallmahomed et al. 2017). For 

future research, it is recommended to revalidate the UTAUT2 in different countries 

with different technologies so as to identify any other relevant constructs that may 

not be incorporated in this model (Venkatesh et al. 2012; Baabdullah et al. 2013). 

Furthermore, researchers noticed that new contexts can lead to significant 

modifications in the theories, such as invalidating originally theorised 

relationships to become insignificant, altering the direction and magnitude of 

relationships, also building new relationships (Johns 2006; Alvesson and 

Kärreman 2007). For instance, the distinctive characteristics of e-government 

cloud-based services highlight the need to investigate user acceptance of this 

technology. Also, the introduction of new innovative computing-based 
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technologies such as CC within the e-government context is relatively new, so 

there is a lack of literature investigating the fac�W�R�U�V���D�I�I�H�F�W�L�Q�J���X�V�H�U�¶�V���S�H�U�F�H�S�W�L�R�Q�V���R�I��

cloud-based services security. Therefore, it is necessary to integrate the UTAUT2 

with contextual factors (e.g. security concerns, security and trust). In the same 

vein, (Dwivedi et al. 2017) criticised the predominant nine models of IT 

acceptance, as they did not consider any particular government services 

constructs, such as trust and security in their original forms, while this has been 

used extensively in the e-government literature and only a few studies have 

employed such constructs, raising the need for a unified model to analyse this 

context. 

Additionally, the acceptance of e-government services when harnessing CC in 

Jordan could be assessed by understanding how the citizen is influenced by 

friends and family members, as well as other significant people they know. This 

�L�O�O�X�V�W�U�D�W�H�V���W�K�H���V�L�J�Q�L�I�L�F�D�Q�F�H���R�I���V�R�F�L�D�O���L�Q�I�O�X�H�Q�F�H���L�Q���W�K�H���F�R�X�Q�W�U�\�¶�V���F�R�Q�W�H�[�W���D�Q�G���U�H�I�O�H�F�W�V��

that it is a collectivist society. In the case study of Jordan, social influence is a 

significant factor influencing technology acceptance, as Jordanian citizens 

consider whether something gains them more prestige when adopting e-

government cloud-based services that their families and peers prefer/suggest 

using. 

The model was created to investigate the use of mobile internet, which is 

moderately different from cloud-based services. In consequence, the research 

framework for this thesis will be adapted from the UTAUT2 model with relevant 

modifications. To give an illustration, both the moderating variables defined in the 

UTAUT2 and the three additional consumer-specific variables are not appropriate 

for the current study context. There are two potential reasons for not including 

moderators (e.g. gender) in the proposed model. Firstly, this research is basically 

interested in explaining direct relationships with the independent variables and 

cloud-based services factors with usage behaviour and also intention, as other 

previously dominant models of technology acceptance do with behavioural use 
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and intention, except for the UTAUT/ UTAUT2, which employs moderating 

constructs. In other words, this study intends to present a more simplified and 

moderating, less unified framework that could examine the direct relationships 

among the constructs. While regarding the UTAUT2, (Venkatesh et al. 2012) 

reported that most studies used only a subset of the theory and that mediators 

were typically omitted. The second reason for omitting moderators was, in 

principle, to provide a parsimonious framework that could be examined for any e-

government cloud-based services, rather than relying too much on any particular 

context (e.g. age, experience, gender, etc.), as the UTAUT/UTAUT2 models do 

(Venkatesh et al. 2003; Venkatesh et al. 2012). 

Since cloud-based e-government systems are not for entertainment objectives, 

hedonic motivation is not a crucial antecedent in this study context. The use of 

cloud-based e-government services are free in Jordan, so price value is not a 

crucial element, and since the cloud-based e-government project is relatively new 

in Jordan, no citizen is habituated to utilising it. Because of these reasons, it is 

necessary to include the context-related constructs mentioned previously, and 

exclude UTAUT2 additional variables. 

To date, the UTAUT2 has not yet been tested well on the Middle East or extended 

widely in government services adoption studies, since it is a recently developed 

model, while UTAUT has been validated in several studies. Thus, in light of the 

above discussion, the UTAUT2, as stated to be superior to the UTAUT, is 

considered as the theoretical framework basis for this thesis to examine how this 

theory-based model could be fitted into the governmental context. According to 

the literature review suggestions, both the UTAUT2 model and cloud computing 

are relatively new to the governmental context, and this study intends to obtain a 

comprehensive understanding of their influences and usability in governmental 

contexts. 
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 Chapter summary  

This chapter considered the literature relating to the current state of IS/IT research 

with regard to cloud computing adoption in the e-government environment. Thus, 

it revealed areas where further research is demanded. Also, this review explored 

and illustrated the most prominent IT acceptance models such as TRA, TAM and 

UTAUT/UTAUT2. However, from the multitude of theoretical models, the 

researcher needed to choose the best model for this study with the fewest 

criticisms. Based on the applicability and criticisms of each of the models 

uncovered in the literature, this thesis will use the UTAUT2 model to study and 

investigate the acceptance of cloud-based services in the Jordanian e-

government context. The reasons behind this selection were: 1) 

comprehensiveness and high explanatory power, as compared with other IT 

�D�F�F�H�S�W�D�Q�F�H�� �W�K�H�R�U�H�W�L�F�D�O�� �P�R�G�H�O�V���� ������ �7�K�L�V�� �P�R�G�H�O�� �H�P�E�H�G�V�� �F�R�Q�V�X�P�H�U�V�¶�� �W�H�F�K�Q�R�O�R�J�\��

use contexts; this can serve the aim of this study better as citizens are the main 

consumers of cloud-based e-government  services, 3) it is recommended to 

revalidate the UTAUT2 in different countries with different technologies so as to 

identify any other relevant constructs that may not have been integrated.   

�$�G�G�L�W�L�R�Q�D�O�O�\�����W�K�H���I�D�F�W�R�U�V���W�K�D�W���D�I�I�H�F�W���X�V�H�U�V�¶��security perceptions of e-services were 

examined, in order to identify the security antecedents for use in cloud services. 

The next chapter will present the methodology used in this study, including 

research paradigms and approaches, justification of the proposed paradigm and 

approach, study sample, and the ethics that will be implemented in this study.  
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Chapter 4: �5�H�V�H�D�U�F�K���0�H�W�K�R�G�R�O�R�J�\ 

 Introductio n 

�7�K�H���U�H�V�H�D�U�F�K���P�H�W�K�R�G�R�O�R�J�\���L�V���³the strategy, plan of action, process or design lying 

behind the choice and use of particular methods, and linking the choice and use 

of methods to the desired outcomes�´��(Crotty 1998: 3). Methodology describes the 

principles and methods that are used to achieve the research aim and objectives. 

This chapter will provide contextual material about the research methodology, 

which is important as it will assist in shaping the answers and solutions to the 

research questions; it explains the selection of the research design, the methods 

of data collection, the techniques of data analysis, the materials used and the 

research participants. As this thesis focuses on investigation of the factors that 

affect the acceptance of innovative e-government services (i.e. cloud computing), 

the employed methodology is founded on information systems research. 

According to discussion in the second chapter, cloud-based e-government 

services are in the initial stages in a number of countries, leading to a demand for 

more research. Consequently, the research methodology is discussed in the spirit 

of the answer for each research question in the current thesis. Similarly, the 

approach for data collection and analysis, as well the interpretation of the findings 

is imperative since it will affect the reliability and validity of the research. 

Both social and information system aspects are considered to be linked with 

cloud-based e-government services, with high relevance to the daily-life activities 

associated directly with citizens. Introducing cloud-based public services has a 

real effect on ci�W�L�]�H�Q�V�¶�� �O�L�Y�H�V���� �L�Q�� �W�H�U�P�V�� �R�I�� �V�R�F�L�D�O�� �D�Q�G�� �H�F�R�Q�R�P�L�F�� �S�H�U�V�S�H�F�W�L�Y�H�V����

However, adoption and acceptance of such services have been hindered by a 

number of factors �W�K�D�W���F�D�Q���E�H���F�O�D�V�V�L�I�L�H�G���M�R�L�Q�W�O�\���R�U���V�H�S�D�U�D�W�H�O�\�����S�H�U�W�D�L�Q�L�Q�J���W�R���X�V�H�U�V�¶��

perceptions and public sector readiness, in addition to the social reality of the 
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potentially targeted users (i.e. citizens). With the aim of achieving better 

�X�Q�G�H�U�V�W�D�Q�G�L�Q�J���R�I���W�K�H���I�D�F�W�R�U�V���L�P�S�D�F�W�L�Q�J���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���D�Q�G���D�G�R�S�W�L�R�Q���R�I���Q�R�Y�H�O��

e-government services (i.e. cloud-based services), this research will employ a 

mixed methodology, in order to explore the emerging phenomenon. 

Most of the academic literature in e-government services adoption and 

acceptance has employed quantitative research methods (Bélanger and Carter 

2008; Al Hujran et al. 2013; Wang 2014; Rana and Dwivedi 2015; Sharma et al. 

2018). In this research, two methodologies will be used, namely qualitative and 

quantitative approaches. A qualitative approach will be employed to explore the 

�H�Q�G���X�V�H�U�V�¶���S�H�U�F�H�S�W�L�R�Q�V���U�H�J�D�U�G�L�Q�J���W�K�H���I�D�F�W�R�U�V���D�I�I�H�F�W�L�Q�J���W�K�H���V�H�F�X�U�Lty of cloud-based 

e-government services in the Jordanian context. While the quantitative approach 

�Z�L�O�O���E�H���F�D�U�U�L�H�G���R�X�W���W�R���P�H�D�V�X�U�H���W�K�H���I�D�F�W�R�U�V���U�H�O�D�W�H�G���W�R���-�R�U�G�D�Q�L�D�Q���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H��

of these services. However, each of these approaches has its own pros and cons. 

Consequently, a review of the literature on research methodology will be 

presented in the remainder of this chapter, as well as a discussion about the 

thesis design, data collection methods and sampling related issues. This is 

imperative owing to the effect of the data reliability and validity of the research 

outcomes. Two philosophical assumptions will be employed in accordance with 

the research phases, namely interpretivism and positivism, as will be illustrated 

later in this chapter. Grounded theory and survey research approaches will be 

adopted, using interviews and a questionnaire, respectively, as techniques for 

data collection.  

The structure of this chapter is according to the following order: Section 4.2 

presents a review of the differences between (a) positivism, (b) interpretivism and 

(c) critical philosophies, in addition to justification for and discussion about the 

selected philosophical assumptions. Then, Section 4.3 demonstrates the 

methodological literature perspective of the mixed-methods approach and its 

importance to the research findings. It also illustrates the research methodologies 

that will be used in this study, as well the data collection methods and issues 
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related to sampling. A justification for the selected research approach is given at 

the end of the section. Section 4.4 outlines the ethical considerations of this 

thesis. Finally, a summary of this chapter is given in Section 4.5.  

 Philosophical assumptions and research paradigms  

Understanding the philosophical research assumptions is essential as it can help 

to clarify the research approach. This knowledge of philosophical issues can 

assist the researcher to recognise which approach and design will work and which 

will not for her/his own research. 

Increasing familiarity with this area means we should start by understanding the 

epistemological considerations. Epistemology is a concept concerning the ways 

to obtain and perceive knowledge in a discipline (Bryman and Bell 2015). Drawing 

on the research of IS and computing, epistemology involves sets of shared 

assumptions or ways of thinking concerning some aspects of the real world; which 

consists of the research paradigms (Oates 2012). Three philosophical paradigms 

involved in epistemology have been depended upon by a number of social and 

natural sciences researchers: (1) positivist paradigm concerned with knowledge 

about how to study the social world according to the ethos, procedures and 

principles of social science. An empirical approach is used to test the hypotheses. 

Objective results are generated using scientific methods. (2) Knowledge of the 

interpretivist paradigm involves studying the social world phenomena in different 

ways, taking into account the context of the social sciences. It principally differs 

from natural science �± studying social phenomena can lead to various 

explanations (Bryman and Bell 2015). (3) In the critical research paradigm, 

knowledge can be constructed through practical issues. The paradigm has a 

tendency towards changing certain conditions through direct criticism of the 

social, political and practical issues. Thus, subjective results can be obtained (Yuli 

Rahmawati 2019). 
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In information system (IS) research, the three underlying paradigms have been 

�Z�L�G�H�O�\���D�S�S�O�L�H�G���W�R���X�Q�G�H�U�V�W�D�Q�G���S�H�R�S�O�H�¶�V���X�V�H���R�I��ISs. In contrast, many information 

system researchers argue that the traditional paradigm (i.e. positivism) is the 

dominant paradigm in the IS discipline, while interpretivism is depicted as the 

second-ranked approach (Orlikowski and Baroudi 1991; Walsham 1995; Webber 

2004). However, the acceptance and adoption of interpretivism in the IS literature 

has increased over the last few decades (Oates 2012). A brief introduction and 

discussion about the three research philosophies, their usage and importance are 

provided in the next subsections. 

4.2.1 The positivist philosophy  

Positivism is a philosophical position promoted for testing theories, whereby 

hypotheses are developed for further understanding of the phenomenon under 

investigation. According to this epistemology, phenomena always exist 

independently of the human cognition (Oates 2012; Bryman and Bell 2015). In 

practice, the positivist philosophy suggests that there is a distinction between fact 

and value in the research (value-free) (Bryman and Bell 2015). Thereby, the 

�U�H�V�H�D�U�F�K�H�U�¶�V���E�H�O�L�H�I�V��are not considered in the research outcomes, as positivism 

always separates between the researcher and reality (Webber 2004; Oates 

2012)���� �,�Q���S�R�V�L�W�L�Y�L�V�W���U�H�V�H�D�U�F�K���� �W�K�H���U�H�V�H�D�U�F�K�H�U�V�¶���L�Q�W�H�Q�Wions, values and beliefs are 

eliminated. This originates with the collected data and the theory, where an 

�³analytical construct�´���F�D�Q���E�H���X�V�H�G���W�R�J�H�W�K�H�U���W�R���E�X�L�O�G���D���³conceptual framework�´�����7�K�H��

results on which the framework is based can be used to create the regularities of 

the data (Bryman and Bell 2015).  

4.2.2 The interpretivist philosophy  

Interpretivism describes a philosophy that is concerned with the meanings, 

intentions and beliefs of the participants for better understanding of the 

phenomena under investigation (Orlikowski and Baroudi 1991; Oates 2012). This 
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�S�K�L�O�R�V�R�S�K�\���V�X�S�S�R�U�W�V���W�K�H���S�U�L�Q�F�L�S�O�H���W�K�D�W���U�H�V�H�D�U�F�K�H�U�V�¶���E�H�O�L�H�I�V�����Y�D�O�X�H�V���D�Q�G���L�Q�W�H�Q�W�L�R�Q�V��

will not be eliminated. In the same context, Webber (2004) stated that, in 

interpretivism, knowledge about the world can be constituted through 

personal/lived experience. Hence, the interpretivist paradigm will not accept the 

objective and factual assumptions from the positivist perspective (Orlikowski and 

Baroudi 1991; Bryman and Bell 2015). Interpretivism in practice has a tendency 

to comprehend the subjective meaning related to the social action for future 

accomplishment (Bryman and Bell 2015; Saunders et al. 2016). Due to the 

contextual nature of IS research, an interaction between technical and social 

aspects is required, using a new methodology that offers an in-depth 

understanding of the relations between the IS and its context. The aim of the 

�L�Q�W�H�U�S�U�H�W�L�Y�L�V�W�� �P�H�W�K�R�G�� �L�V�� �³producing an understanding of the context of the 

information system, and the process whereby the information system influences 

and is influenced by the context�´��(Myers 1997). 

4.2.3 The critical philosophy  

It is important to have a concise overview of the critical philosophy, as it presents 

a completely different epistemology to positivism and interpretivism. This 

philosophical assumption emphasises the need to understand the social structure 

of the phenomena and the context and how human beings can or cannot influence 

the phenomena. Critical paradigms researchers assert that the social realities (i.e. 

human, organisation, society, etc.) are historically constituted as well as created 

and recreated by humans. Critical research is concerned with determining power 

relations, contradictions, conflicts and oppositions, and empowering society to 

eliminate the source of domination and alienation (Myers 1997; Oates 2012). The 

critical perspective is not content with interpreting the world, but also seeks to 

change it (Gray 2014)�����+�R�Z�H�Y�H�U�����F�U�L�W�L�F�D�O���U�H�V�H�D�U�F�K�H�U�V���S�R�L�Q�W���R�X�W���W�K�D�W���S�H�R�S�O�H�¶�V��ability 

to change their economic and social situations tends to be constrained by different 

forms of cultural, social and political restrictions (Orlikowski and Baroudi 1991; 

Myers 1997). 
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On the other hand, the methodological assumptions differentiate between the 

methods and approaches utilised for acquiring the data (Cohen et al. 2013). In 

the positivist paradigm, quantitative methods are utilised to observe the objects. 

Positivism utilises mathematics and calculation strategies with the aim of testing 

a theory and generalising the findings. In contrast, the interpretivist paradigm 

utilises observations and fieldwork notes to investigate the objects and gain 

knowledge. As a result, an interpretivist paradigm has a tendency towards 

qualitative methods of observation. Hence, the results can lead to several 

interpretations. At last, in the critical methodology, both quantitative and 

qualitative approaches are utilised in knowledge observation and acquisition. 

Quantitative methods are used to control the social settings when carrying out the 

action, while qualitative methods are used to observe the change that takes place 

after the action is given (Yuli Rahmawati 2019). 

4.2.4 Justification of the philosophical assumptions and research paradigm  

The previous review indicates that identifying a particular philosophical paradigm 

is not straightforward, since different aspects influence the selection of the 

philosophical research assumptions that underpin the research. Therefore, the 

interpretive paradigm has been selected as the most appropriate approach to 

accomplish the second stage of this research project. This stage aims to 

determine the factors and their relationships that affect the perceived security of 

cloud-based e-gov�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� �L�Q�� �-�R�U�G�D�Q����

which has not been studied previously. According to Oates (2012), interpretive 

research helps to understand the ways in which people (individuals or groups) 

perceive their social world, and aims to offer a complete picture of the phenomena 

through its meaning assigned by people. In addition, the characteristics of the 

interpretivist approach support the idea that different cultures or groups perceive 

the social world in different manners, so it advocates for investigating people in 

their natural social world. However, this thesis will follow the same approach of 

Oates (2012) in its second part. 
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The third stage of this research needs another research philosophy, namely 

positivism. The third stage seeks to integrate the factors that affect the perceived 

security of cloud-based services with the UTAUT2 model in order to achieve the 

aim of the current research and collect the research data. The results of this 

philosophical approach will reveal the citize�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V���D�E�R�X�W���W�K�H���I�D�F�W�R�U�V���W�K�D�W��

impact the use and acceptance of cloud-based e-government services in Jordan. 

The rationale for adopting the positivist approach is as follows: 

�¾ As discussed in Chapter 3, the UTAUT2 will be used to conceptualise the 

perceived security factors with the technology acceptance model. The 

main principle of the positivist researcher is deductivism, which means 

generating a hypothesis that will be tested through the collection of the 

data, leading to refutation or confirmation of the hypothesis (Collis and 

Hussey 2014; Bryman and Bell 2015). 

�¾ Positivism was selected also, in accordance with stage two of this thesis, 

as the nature of the factors in the acceptance of cloud-based e-government 

services is independent of �W�K�H�� �U�H�V�H�D�U�F�K�H�U�¶s cognition. Acceptance 

variables and characteristics of cloud computing in the e-government 

context will be measured statistically, using various techniques that will 

help to assess whether the collected data will support the proposed 

research hypotheses. 

�¾ In stage two, the main method to collect data will be a survey 

questionnaire. Thus, according to Collis and Hussey (2014), this stage in 

the thesis will depend on the positivist paradigm.  

The aforementioned discussion offers a justification for the selection of 

interpretivism and positivism as suitable approaches. However, the critical 

philosophy is not suited to this study, since there are no research intentions to 

change the current phenomena in the world. Instead, the researcher will explore 
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the perceived security factors based on the user perspective, with the aim to 

achieve a complete picture of the factors affecting the acceptance and use of 

cloud-based public services that will result in genuine recommendations that draw 

on the findings of the research, as well as the suggesting of solutions.  

 Research strategies: qualitative vs. quantitative approach  

According to many writers in the field of research methodologies, three well-

known approaches are used to achieve research aims and objectives. These 

research strategies are qualitative, quantitative or mixed-methods approaches 

(Collis and Hussey 2014; Creswell 2014; Gray 2014; Bryman and Bell 2015). The 

qualitative approach is referred to naturalistic phenomenological strategy, while 

the quantitative approach is referred to empirical scientific tradition (Hughes 

2006). Given the fundamental differences, the use of these research strategies 

depends to a large extent on the nature of the research, the underlying paradigm, 

researcher assumptions, as well the phenomena to be investigated (Yauch and 

Steudel 2003). The following subsections discuss some issues concerning the 

different research approaches and their respective associated methods and 

techniques of research. 

4.3.1 Qualitative approach  

The qualitative research approach focuses on dealing with words (non-numeric) 

and meanings of data with a deeper analysis of complex phenomena. As such, 

this approach can help to develop a better understanding of people, culture and 

�V�R�F�L�H�W�\���� �,�Q�� �W�K�H�L�U�� �+�D�Q�G�E�R�R�N�� �³Collecting and Interpreting Qualitative Materials�´����

Denzin and Lincoln (2012) acknowledged that qualitative research has different 

meanings for different people. So, they offered what they ca�O�O�H�G�� �D�� �³Generic 

Definition�´���� �³qualitative research is multi-method in focus, involving an 

interpretive, naturalistic approach to its subject matter. This means that qualitative 

researchers study things in their natural settings, attempting to make sense of, or 
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interpret, phenomena in terms of the meanings people bring to them. Qualitative 

research involves the study, use and collection of a variety of empirical materials 

�± case study, personal experience, introspective, life story, interview, 

observational, historical, interactional and visual texts �± that describe routine and 

�S�U�R�E�O�H�P�D�W�L�F�� �P�R�P�H�Q�W�V�� �D�Q�G�� �P�H�D�Q�L�Q�J�V�� �L�Q�� �L�Q�G�L�Y�L�G�X�D�O�V�¶�� �O�L�Y�H�V���´��(Denzin and Lincoln 

2012). 

During the 20th century, the research community in the social sciences field 

realised the criticisms of quantitative approaches in understanding the situation 

which includes complex interactions of cultural and social constructions, 

interpersonal relationships, human behaviours, politics and economics. In 

consequence, throughout the 1990s and within the 21st century, the qualitative 

approach has become more favoured and increasingly visible, particularly among 

the researchers of social sciences (Denzin and Lincoln 2002; Creswell 2014). The 

following is an outline of the main characteristics of the qualitative research which 

have been acquired from a set of academic sources: 

�¾ The qualitative approach process is predominantly inductive (i.e. the 

conclusion is stemmed from a number of observations), in which the 

�U�H�V�H�D�U�F�K�H�U�¶�V�� �H�P�S�K�D�V�L�V�� �L�V�� �S�O�D�F�H�G�� �R�Q�� �W�K�H�R�U�\�� �J�H�Q�H�U�D�W�L�R�Q��(Bryman and Bell 

2015), see Figure 4-1. 

�¾ Qualitative research can be employed in situations where little information 

is known about the phenomena, or to obtain new perspectives on an issue 

where much is already done (Gray 2014). 

�¾ Qualitative research is considered as a highly contextual approach, as data 

�L�V�� �F�R�O�O�H�F�W�H�G�� �L�Q�� �D�� �Q�D�W�X�U�D�O�� �³�V�R�F�L�D�O�� �U�H�D�O�L�W�\�´�� �V�H�W�W�L�Q�J���� �+�H�Q�F�H���� �L�W�V�� �T�X�H�V�W�L�R�Q�V�� �J�R��

beyond the cross-section of the circumstances and events to answer 

�³�Z�K�D�W�"�´���� �³�Z�K�\�"�´�� �R�U�� �³�K�R�Z�"�´�� �W�K�L�Q�J�V�� �K�D�S�S�H�Q���� �L�Q�F�R�U�S�R�U�D�W�L�Q�J�� �S�D�U�W�L�F�L�S�D�Q�W�V�¶��

motivations, prejudices and emotions (Gray 2014). The qualitative 
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approach will be the most suitable method to answer these type of 

questions (Merriam 1998). 

�¾ The research sample in the qualitative approach is small, purposive and 

non-random, compared to a larger, representative and random research 

sample in the quantitative approach (Merriam 1998; Kumar 2014). 

�¾ The main interest of qualitative research is words and meanings. It is also 

concerned with understanding, explaining �D�Q�G�� �H�[�S�O�R�U�L�Q�J�� �S�H�R�S�O�H�¶�V��

perceptions, and making sense of their beliefs, values and life experiences 

(Kumar 2014). 

 
Figure 4-1 Process of Induction (Trochim 2006)  

4.3.1.1 Methodologies of the qualitative approach  

Qualitative research utilises a number of methodologies such as case studies, 

ethnography, gender studies, cultural studies and grounded theory (Gray 2014). 

This subsection focuses on the methodology of the grounded theory in terms of 

background, history, different schools, characteristics and other issues related to 

this methodology. 

4.3.1.1.1  The grounded theory methodology 

Grounded �W�K�H�R�U�\���³is a framework in which there is a joint collection, coding, and 

analysis of data using a systematic set of procedures to develop an inductively 

Observation Pattern Tentative 
Hypothesis Theory
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derived theory�´��(Collis and Hussey 2014). This methodological approach was 

originally formulated by Barney Glaser and Anselm Strauss (1967), two 

sociologists, who were not convinced about the existing theories and how they 

dominated the research of sociology (Willig 2013)���� �$�V�� �D�� �U�H�V�X�O�W�� �R�I�� �³�H�[�W�U�H�P�H��

�S�R�V�L�W�L�Y�L�V�P�´���R�I���P�D�Q�\���V�R�F�L�D�O���V�W�X�G�L�H�V���L�Q���W�K�H�L�U���W�L�P�H�����W�K�H�\���U�H�D�O�L�V�H�G���W�K�D�W���W�K�H���P�D�L�Q���W�D�V�N���R�I��

�W�K�H���U�H�V�H�D�U�F�K�H�U���L�V���W�R���J�H�Q�H�U�D�W�H���W�K�H�R�U�\���X�V�L�Q�J���³comparative methods�´�����,�Q other words, 

the theory will emerge by considering the same processes or events in various 

situations or settings (Easterby-Smith et al. 2015; Saunders et al. 2016). 

According to their argument, there is a need to move toward theories from data, 

as that will allow the new theory to emerge. These theories will be specified in the 

contexts in which they were created. Therefore, rather than depend on analytical 

constructs and categories from the already existing theories, they will be 

�³grounded�´���L�Q���W�K�H���H�P�S�L�U�L�F�D�O���G�D�W�D���X�V�H�G���L�Q���W�K�H���W�K�H�R�U�\���G�H�Y�H�O�R�S�P�H�Q�W���S�U�R�F�H�V�V��(Willig 

2013; Gray 2014). 

Since its initial exposition in 1967, the grounded theory has undergone a series 

of developments and revisions. At the heart of this, there was an acrimonious 

academic debate between the original co-authors themselves, Glaser and 

Strauss. Glaser was unhappy with Strauss and �&�R�U�E�L�Q�¶�V version (1990) and 

continued with �F�O�D�V�V�L�F�� �R�U�� �*�O�D�V�H�U�L�D�Q�¶�V�� �J�U�R�X�Q�G�H�G��theory. �,�Q�� �H�V�V�H�Q�F�H���� �*�O�D�V�H�U�¶�V��

school believes that the research should be approached with a clear mind and no 

pre-suppositions, to allow the ideas to emerge from the data in the field. While 

Strauss recommends that researchers should be familiar with prior studies and 

�W�K�H�R�U�L�H�V�����*�O�D�V�H�U�¶�V���S�H�U�V�S�H�F�W�L�Y�H���D�G�Y�R�F�D�W�H�V���W�K�D�W���W�K�H���Q�H�Z���W�K�H�R�U�L�H�V���Q�H�H�G���W�R���E�H���G�H�U�L�Y�H�G��

from the data collected from observations or any qualitative data collection 

method. While Strauss, in contrast, considers other directions to be more fruitful, 

his work uses structured processes and questions to facilitate theory emergence 

with a more forced method. Accordingly, all the collected data can illuminate the 

intended study (Willig 2013; Collis and Hussey 2014; Easterby-Smith et al. 2015). 

However, no researchers can fully distance themselves from the structures and 
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beliefs which have developed over long periods. Table 4-1 shows a summary of 

the key differences between Glaser and Strauss on the nature of grounded theory 

and how it can be applied.  

Table 4-1 Main disagreements between Glaserian and Straussian grounded theory 
(Easterby -Smith et al. 2015)  

Dimensions  �*�O�D�V�H�U�¶�V���6�F�K�R�R�O �6�W�U�D�X�V�V�¶�V���6�F�K�R�R�O 

Researchers role Maintain independence 
and distance  Active data interrogation  

Emergence of theory Arises from data itself Emerges from data/ theorist 
interaction  

Ontology perspective �³World is out there�  ́ Experience and reality are 
constructed 

Research pre-
understanding 

Avoid previous literature 
from the immediate field 

Flexible methodological 
approach, insights from 
different sources 

4.3.1.2 Basic characteristics of the grounded theory  

Grounded theory, in its different characteristics, is one of the well-established 

qualitative approaches to management and IS researchers, Collis and Hussey 

(2014) stated that the main features of the grounded theory include: 

�x Iteration : Grounded theory represents an iterative and interrelated 

process in which the early collection and analysis of data takes into 

account the procedures of sampling and analysis requiring simultaneous 

involvement in collection and analysis of the relevant data. 

�x Theoretical and purposive sampling:  the decisions regarding sampling 

and data collection are associated with the research questions and the 

ongoing development of the theory.  

�x Coding and data analysis: the analysis of data is conducted through 

identifying codes and categories. These codes are grounded in concepts 

and attributes derived from a large number of observations. 
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�x Theorising:  the selection of techniques for progressing in theory 

generation throughout the whole process is based on the theoretical 

stance of the researchers. 

�x Analytical comparisons: the researchers carry out a systematic 

comparison between and within the collected cases over the study time, to 

determine the variance in the patterns of the emerging categories (Collis 

and Hussey 2014). This comparative analysis aims to link the categories 

in a way to capture the new theory (Willig 2013). 

�x Theoretical density and saturation : it is necessary to have evidence 

regarding the depth of the presented observations, resulting in an 

emerging theory from which the study hypotheses can be developed, in 

addition to other evidence related to the theory saturation where the 

inclusion of further data no longer shows any new theoretical insights. 

4.3.1.3 Coding in grounded theory  

Under the methodology of grounded theory, coding is the first stage in the 

analysis process. According to Glaser (1978), coding has significant importance 

in theory emergence (Glaser 1978). It helps to identify the categories from the 

early stages of data analysis. Codes basically are labels that allow for the 

separation, compilation and organisation of qualitative data. There are three types 

of coding related to the grounded theory (Strauss and Corbin 1990): (1) open 

coding �³the process of breaking down, examining, comparing, conceptualizing 

�D�Q�G���F�D�W�H�J�R�U�L�]�L�Q�J���G�D�W�D�´, the codes are topical and simple at this basic level; (2) 

axial coding: �³a set of procedures whereby data are put back together in new 

ways after open coding, by making connections between categories�´�����F�R�P�S�D�U�Hd 

to open coding, axial coding is a more conceptual level as it uses a coding 

paradigm linked to context, consequences, interactional patterns and conditions; 

�������� �V�H�O�H�F�W�L�Y�H���F�R�G�L�Q�J���� �³the process of selecting the core category, systematically 
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relating it to other categories, validating those relationships, and filling in 

categories that need further refinement and development�´���� �W�K�H���H�P�S�K�D�V�L�V���R�I�� �W�K�H��

former stage is to recognise the relationships between sub-categories and their 

main categories. The emphasis of this stage is to recognise and develop the 

relationships within the principal categories that have appeared using a grounded 

approach with the aim of generating an explanatory theory.  

Grounded theory methodology has the capacity to offer researchers a systematic 

analysis technique where they seek to use emergent research approaches that 

constitute a part of a wider research methodology strategy, which can be followed 

to guide the research project from its initiation, through the process of data 

collection and analysis, to the completion stage. The theory developed from using 

such an approach needs to have the ability to be well-grounded in the data 

meanings expressed by research participants and the research context. 

4.3.2 Quantitative approach  

In contrast with qualitative research, quantitative research is considered to be a 

scientific research design founded on collection and analysis of numerical data. 

Using quantitative research is basically associated with objectivist and positivist 

assumptions (Bryman and Bell 2015; Saunders et al. 2016). Quantitative 

researchers developed methods to investigate natural phenomena in the natural 

sciences to determine causal relationships (Myers 1997). Quantitative research 

identifies the relationships between different variables using numerical measures 

and statistical techniques for data analysis (Saunders et al. 2016). Data in the 

quantitative approach is collected objectively and replicably; empirical data needs 

to be collected using experiments or/and survey research, as well as such 

methods which are oriented by outcomes and postulate natural laws and 

regularities. In addition to the above, a larger sample size compared to qualitative 

research is used in quantitative studies, in order to maintain statistical relevance 

and generalisability (Neuman 2014). 
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In action, the concern of a quantitative approach is to provide a quantitative 

description of the research variables, where the investigator uses the statistics to 

describe the relationships or associations between two or more variables of 

interest in the research. In the next phase, the hypotheses, which are originally 

derived from existing theories, are formulated and tested (Creswell 2014). The 

research hypotheses can hence be assessed to be either rejected or accepted, 

based on statistical and comparative analysis. In consequence, quantitative 

research entails a deductive approach, as depicted in Figure 4-2, where it is 

referred to moving from general theory to a particular version (Bryman and Bell 

2015; Saunders et al. 2016). Hence, the researcher who utilises this type of 

research needs to determine in advance the theories that could help to explain 

their research data. Several methods can be applied in qualitative research in 

order to gather the quantified data, including surveys. The next subsection will 

explore this method.  

 
Figure 4-2 Process of deduction (Bryman and Bell 2015)  

4.3.2.1 Surveys 

The survey refers to the use of a cross-sectional method to collect data, 

commonly by questionnaires and structured interviews at a single point in time, 

where the collected data is in quantifiable form (Bryman and Bell 2015). It is a 

predominant and widely accepted strategy in business and IS research and is 

�P�R�V�W�O�\���X�V�H�G���W�R���D�Q�V�Z�H�U���³�Z�K�R�´�����³�Z�K�D�W�����³�Z�K�H�U�H�´�����³�K�R�Z���P�D�Q�\�´�����³�K�R�Z���P�X�F�K�´���T�X�H�V�W�L�R�Q�V��

(Saunders et al. 2016). Surveys allow the researcher to collect standardised and 

Theory Hypothesis Data 
Collection Findings

Hypothses 
Confirmed 
or Rejected 

Revision of 
Theory 
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systematic data from a sizable sample of a population. The data may include 

demographic, opinion, and satisfaction-related information. The researcher can 

usually manage the survey in person (face to face), by email, over the phone, or 

by using the internet (Easterby-Smith et al. 2012). 

In general terms, the combination of the data collected through qualitative and 

quantitative approaches could provide a stronger understanding of the 

phenomena in the real world (Creswell 2014; Bryman and Bell 2015). Information 

system phenomena, such as design effectiveness, acceptance and use of cloud-

based e-government services from users�¶���S�H�U�V�S�H�F�W�L�Y�H�V���L�Q���G�L�I�I�H�U�H�Q�W���F�R�Q�W�H�[�W�V�����D�U�H��

not excepted from this generalisation. Hence, the combination of qualitative and 

quantitative approaches is thought to be the best choice in the investigation of 

such phenomena in the IS field (Gil-Garcia and Pardo 2006; Jaeger 2006). To 

conclude, the qualitative research normally seeks to identify the research scope, 

developing and structuring a measuring instrument and is considered as a source 

of research suited hypotheses, while quantitative research normally seeks to test 

the measuring instrument and the generated hypotheses. However, different 

types of mixed approaches depending on both qualitative and quantitative 

approaches will be illustrated in the subsequent sub-sections. 

4.3.3 Mixed -method approach  

A combination or integration of qualitative and quantitative data collection 

procedures and analytical techniques in a single study is called the mixed-method 

strategy (Saunders et al. 2016). At the general level, early thoughts regarding the 

rationale of multiple methods resulted from the idea that other approaches had 

weaknesses, and the collection of data using both qualitative and quantitative 

strategies helped to naturalise and minimise the weaknesses of each type of data 

(Creswell 2014). At the procedural level, it is a valuable approach to gain a more 

complete picture of the research problems/questions. This can be achieved 
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through different ways according to different reasons, such as triangulation, 

complimentary, and facilitation of the research process (Creswell 2014). 

In the mixed-method strategy, qualitative and quantitative techniques can be 

combined according to a number of designs ranging from simple to more 

sequential and complex forms. The design in which qualitative and quantitative 

research might be combined have led to the classification of a set of variations 

associated with the mixed-method research (Creswell and Plano Clark 2011; 

Bryman and Bell 2015), see Figure 4-3. In this thesis, the exploratory sequential 

design (qualitative research followed by quantitative research) will be conducted 

to realise the study aim and objectives, as addressed briefly in this section. 

 
Figure 4-3 Four basic mixed -method types (Creswell and Plano Clark 2011)  
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4.3.3.1 ���š�’�Ž�‘�”�ƒ�–�‘�”�›���•�‡�“�—�‡�•�–�‹�ƒ�Ž���ò�•�‹�š�‡�†-�•�‡�–�Š�‘�†�ó���†�‡�•�‹�‰�• 

It is common to design mixed-method research, which entails the use of 

qualitative data collected in the second phase of the research to inform the 

quantitative phase (Gray 2014). The qualitative data are analysed, and the 

findings used in building the third phase of the study (i.e. quantitative). 

Development of a better instrument suited to the sample under research is the 

aim of the qualitative investigation, so as to identify an adequate instrument for 

the follow-up quantitative data collection or to determine a set of variables that 

are required to the follow-up quantitative study (Creswell 2014). 

As Gray (2014) commented, the circumstances where the design is applied is 

where little or nothing is known about the study problems or settings. In such a 

case, it would be impractical and unfeasible to develop a questionnaire, as the 

variables to be measured are not understood enough or are totally unknown. 

Thus, the qualitative study will identify, explore and can offer clarifications about 

the types of constructs needing further investigation (Gray 2014). Although this 

design might be more prominent compared to others, a particular challenge 

resides in paying attention to suitable qualitative results to use, and selecting the 

sample for the two phases of the research (Creswell 2014). 

4.3.3.2 Data collection method s 

Mingers (2001) highlighted various types to design multi-method research: 1) 

multi-level, 2) multi-methodology, 3) dominant, 4) sequential and 5) parallel. 

�6�H�T�X�H�Q�W�L�D�O���G�H�V�L�J�Q���L�V���Z�K�H�U�H���³methods are employed in sequence with results from 

one feeding into the later one�´��(Mingers 2001). In addition, as mentioned earlier 

in Section 4.3.3, sequential involves two types: sequential exploratory research 

design and sequential explanatory research design. The aim of using one 

research method followed by another, is to elaborate upon, expand and validate 

the initial set of results (Saunders et al. 2016).  
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According to the above-mentioned classification, this research will follow the 

sequential exploratory research design (quantitative introduced after qualitative 

study): a) literature review; b) initial survey questionnaire (stage one); c) semi-

structured interviews (stage two); and all the results of all the previous methods 

will be used to develop the research final survey questionnaire in (d) (stage three).  

Figure 4-4 illustrates the design of sequential exploratory multi-method research 

approach used in this study.  

 

a) Literature. b) Initial questionnaire. c) Semi-structured interviews. d) Final questionnaire 

Figure 4-4 Design of multi -methods research for this study  

Both interviews and analysis of the initial questionnaire will be set as a beginning 

stage to build a picture of cloud-based services in the e-government context in 

Jordan and formulate some constructs and items for the final survey 

questionnaire, which will be carried out in order to understand the acceptance 

and use of cloud-based services in the public sector. The next sections will 

illustrate the data collection techniques for this study in detail. 

4.3.3.2.1 Literature review 

Significant research cannot be conducted without understanding the literature in 

the area of the study as the first step (Gray 2014). A literature review includes 

evaluation and examination of the available studies and documents on a 

particular research topic or area. The main objective when reviewing the literature 

is to investigate and explore what is already known about the subject of interest, 

�V�R���W�K�H���U�H�V�H�D�U�F�K�H�U���G�R�H�V���Q�R�W���E�D�V�L�F�D�O�O�\���³reinvent the wheel�´��(Bryman and Bell 2015). 
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In addition, it aims to identify significant themes and issues that need further 

research, in particular, where there is a gap in the existing knowledge (Oates 

2012; Gray 2014). Consequently, the researcher will have the ability to identify 

the research strategies or methods and to develop an argument about the 

justification of the study. The literature review should assist in addressing and 

answering different important questions associated with the research topic. 

Figure 4-5 presents some example of these questions.  

 
Figure 4-5 Examples of literature review questions (adapted from Bryman and Bell 2015)  

The current research, based on a comprehensive investigation of the literature 

review allows the researcher to achieve a number of key research objectives and 

aims, such as: 

�¾ Reviewing several studies and researches in the field of e-government and 

cloud computing fundamentals and principles from different viewpoints. 

�¾ Focusing on the ICT national initiatives in Jordan for government services, 

particularly the cloud-based platform. Also, studying the current status of 

systems and projects in the e-government area with an aim to address the 

existing gaps. 

-
�{What is already known about this area?

-
�{What concepts and theories are relevant to this area?

-
�{What research methods and strategies have been employed in studying this 
area ? 

-
�{Are there any significant controversies?

-
�{Are there any inconsistences in findings relating to the research area? 

-
�{Are there any unanswered research questions in this area?
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�¾ Finding out the factors that help in facilitation or impediment of acceptance 

and use of e-government �V�H�U�Y�L�F�H�V���E�D�V�H�G���R�Q���R�W�K�H�U���F�R�X�Q�W�U�L�H�V�¶���H�[�S�H�U�L�H�Q�F�H�V�� 

Chapter 2 provided a literature review of the basic and fundamental knowledge 

about a number of important issues related to e-government and cloud 

computing, such as definitions, categories, stages, advantages and 

disadvantages of e-government. In addition, there was a review of CC history, 

definitions, characteristics and models. A thorough picture was drawn of the 

phenomenon of cloud computing in the e-government context. In Chapter 1, the 

literature focused on Jordan and the e-government programme in the country. 

That chapter offered valuable information about Jordan and explored the key 

characteristics of the Jordanian ICT sector, ICT initiatives and the national cloud 

computing platform for public services. Furthermore, Chapter 3 constituted an 

imperative foundation to investigate the different IT/IS acceptance theories and 

models. It offered adequate discussion about these models, including a 

justification for the selected UTAUT2 model. In addition to the earlier empirical 

research that applied theoretical models in the e-services literature, particularly, 

e-government and CC services. The researcher will continue with the process of 

reviewing the literature almost throughout the research project life to maintain up-

to-date with developments in the research topic area. 

4.3.3.2.2 Interviews 

Interviews are a common method for qualitative data collection (Collis and Hussey 

2014). However, in this research, the use of interviews to obtain qualitative data 

aims to identify the research phenomena in its real-life context, using an 

interpretive and exploratory paradigm. The collection of qualitative data aims to 

offer a better understanding of the research phenomenon, productive insights into 

leading experiences and practices, further information about constraints and 

incentives that influence the process of decision-making, and more detail about 

the feelings and attitudes that influence the adoption and acceptance of IT (Healy 
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and Perry 2000). In the second phase of this research, interviews will provide in-

depth perspectives of respondents regarding security and its antecedents, and 

also its impact on the acceptance of cloud-based e-government services. In short, 

the qualitative interviews seek to develop a measuring instrument and formulate 

suitable hypotheses to explain the phenomenon under investigation.  

Interviews are concerned with data that explores an understanding or opinion, 

what respondents remember doing, attitudes, feelings, and such things that 

respondents have in common (Arksey and Knight 1999). According to Easterby-

Smith et al. (2015), interviews such as semi-structured interviews, seek to obtain 

and develop an in-�G�H�S�W�K���X�Q�G�H�U�V�W�D�Q�G�L�Q�J���I�U�R�P���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V���� �V�R��

that the researcher may affect it, either collaboratively or independently 

(Easterby-Smith et al. 2015). This results in an enrichment of the study topic as it 

assists in attaining different opinions and viewpoints on the same research topic 

from different respondents. Various methods are used to conduct interviews with 

groups and individuals. Each interviewing method has its strengths, weaknesses 

and cost implications (Collis and Hussey 2014). Accessibility, size, the location of 

�W�K�H�� �V�D�P�S�O�H�� �D�Q�G�� �R�Y�H�U�F�R�P�L�Q�J�� �F�R�V�W�� �F�R�Q�V�W�U�D�L�Q�W�V�� �O�H�G�� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�¶�V�� �G�H�F�L�V�L�R�Q��

towards online interviews as the best method through which to collect qualitative 

data in the second phase of the current study. 

  

�¾ Interviews (sample size and timeframe) 

Taking into consideration the limitations in terms of time and work responsibilities 

of the respondents in these interviews, the researcher believes that eighteen 

interviewees should be adequate to fulfil the interview objectives. Therefore, this 

sample will be used in the second phase of this study under the grounded theory 

methodology. According to Strauss and Corbin (1998), the sample size in a 

grounded theory study depends on the theoretical saturation (Strauss and Corbin 

1998; Saunders et al. 2016). In other words, the sample size needs to be 
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expanded until the interviews supply no new categories and data about the 

research phenomenon. The literature review illustrated that theoretical saturation 

usually takes place between ten and thirty interviews (Thomson 2011). 

Participant selection in grounded theory is purposeful. The researchers select 

participants who have experience in the area of the research question and can 

improve the understanding of the phenomena under investigation (Thomson 

2011; Saunders et al. 2016). Consequently, there are two groups of anticipated 

participants in these interviews: 

�x IT staff: ten participants chosen carefully based on their involvement in the 

cloud national project for e-government services, or the application of cloud 

services in the Jordanian public sector.  

�x Citizens: eight participants chosen carefully based on their familiarity with 

cloud computing and e-government services. 

The interviews were conducted between December 2017 and February 2018 with 

all 18 participants. The researcher took permission from the interview participants 

to record their conversations using video conferencing software, such as Skype. 

Interviews lasted approximately 1.5 to 2 hours and were in line with the 

�U�H�V�H�D�U�F�K�H�U�¶�V�� �H�[�S�H�F�W�D�W�L�R�Q�V���� �7�K�H�� �L�Q�W�H�Uview activities were conducted in precise 

accordance with the University of Bradford research ethics board that approved 

the protocol and process (see Appendix A). 

4.3.3.2.3 Questionnaire 

A questionnaire is a self-report tool for data collection through which people are 

asked to answer the same set of predefined questions, structured in a 

predetermined order. Most of the questionnaires are self-administrated, meaning 

that the respondents complete the answers without the researcher present (Oates 

2012; Saunders et al. 2016). High quality in the design of questions and 
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questionnaires will affect the reliability and validity of the collected data in a 

positive manner, and will also help in better understanding and an appropriate 

response from the participants. This is supported by Peterson (2000) who wrote: 

�³��������the quality of the information obtained from a questionnaire is directly 

proportional to the quality of questionnaire, which in turn is directly proportional to 

the quality of construction process�´��(Peterson 2000). A number of authors have 

stated that the questionnaire is one of the most popular and widely used data 

gathering tools, and is considered best suited in situations where the data needs 

to be collected from a large sample of people within a short period of time (Oates 

2012; Gray 2014; Easterby-Smith et al. 2015; Saunders et al. 2016). According 

to Collis and Hussey (2014), a questionnaire contains a list of structured 

questions, which have been selected after careful testing to elicit reliable answers 

from a particular group of respondents, by following provided explanations and 

advice. 

�,�Q�� �W�K�H�� �F�X�U�U�H�Q�W�� �U�H�V�H�D�U�F�K���� �W�Z�R�� �T�X�H�V�W�L�R�Q�Q�D�L�U�H�V�� �Z�L�O�O�� �E�H�� �X�V�H�G���� �W�K�H�� �I�L�U�V�W�� �³�L�Q�L�W�L�D�O��

�T�X�H�V�W�L�R�Q�Q�D�L�U�H�´�� �L�V�� �W�R�� �L�Q�Y�H�V�W�L�J�D�W�H�� �J�H�Q�H�U�D�O�� �L�V�V�X�H�V�� �Uelated to challenges of cloud-

based e-government services and its security from the user perspective; while the 

second questionnaire will be the principal questionnaire and also the principal 

data collection method in this research. The aim of the second questionnaire is to 

support the findings of the qualitative data. Therefore, it will be developed to 

confirm, validate and test the proposed research model which will be constructed 

in the prior qualitative phase; thus providing the ability to generalise the findings 

and utilised in another similar context within Arab countries. The proposed model 

of this study will be developed to find out the main factors that influence the 

acceptance and use of cloud-based e-government services in Jordan by using 

the UTAUT2 theoretical model. These days, this data collection technique is still 

receiving significant attention among academics and researchers in the area of 

acceptance and adoption of IT, particularly e-government (Lian 2015; Rana and 

Dwivedi 2015; Lallmahomed et al. 2017; Sharma et al. 2018).  
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The well-designed questionnaire should be unambiguous through adherence to 

�W�Z�R�� �I�X�Q�G�D�P�H�Q�W�D�O�� �S�U�L�Q�F�L�S�O�H�V���� �³clarity�´�� �L�Q�� �W�H�U�P�V�� �R�I�� �D�Y�R�L�G�L�Q�J�� �W�K�H�� �S�R�V�V�L�E�L�O�L�W�\�� �R�I��

�F�R�Q�I�X�V�L�R�Q�����D�Q�G���L�Q���N�H�H�S�L�Q�J���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶���S�H�U�V�S�H�F�W�L�Y�H���L�Q���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���P�L�Qd 

(Neuman 2014). With respect to the implementation of the questionnaire in this 

�U�H�V�H�D�U�F�K���� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �Z�L�O�O�� �I�R�O�O�R�Z�� �W�Z�R�� �U�H�V�H�D�U�F�K�H�U�V�¶�� �S�U�D�F�W�L�F�D�O�� �J�X�L�G�H�O�L�Q�H�V�� �D�Q�G��

recommendations to develop the questions and questionnaire: firstly, Peterson 

(2000) made five suggestions for the question wording and content. It should be 

brief, relevant, specific, objective and unambiguous (Peterson 2000). Secondly, 

Leedy and Ormrod (2015) proposed four principles to design a questionnaire 

draft: utilising clear language; meeting the aims of the research; planning the 

questionnaire development, sampling, distribution and collection; and creating a 

reasonable cover letter. 

Given the context of cloud-based services in the Jordanian public sector, and the 

sample of research participants able to access the internet to use such services, 

the researcher decided to use a web-based questionnaire as the primary tool for 

collecting data in the initial and quantitative phases. It is owing to the fact that the 

internet and online services have become a dominant trend in domestic and 

business life (Easterby-Smith et al. 2015). Despite the set of advantages for using 

this method, in terms of dramatic cost reduction as it is completed online and 

answers are stored directly in a web-based database for later statistical 

processing, the major disadvantage of this method, is that it is not visible in all 

cases, as it depends on the accessibility of internet for the potential research 

sample (Easterby-Smith et al. 2015). In the current study, neither IT staff nor 

citizens in Jordan were restricted to using the internet or responding to academic 

questionnaires for research purposes. 

From the above mentioned discussion, the online questionnaire is an appropriate 

choice for collecting data in the third phase of this research to test the study 

hypotheses generated from the second �V�W�D�J�H�� �³qualitative�´���� �W�K�U�R�X�J�K�� �W�H�V�W�L�Q�J�� �W�K�H��

significance of the statistical relationships of effects and causes between the 
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independent and dependent variables owing to the researcher interest, and thus 

enhancing the generalisation of the results. 

 

�¾ Questionnaire (population and sample size) 

Selecting a proper sample is one of the most important issues of any 

questionnaire. From a statistical perspective, it is vital to select the research 

sample that perfectly represents the research population accurately and correctly 

in order to obtain reliable, useful, and valid data that can be generalized to all 

units in the population. The population �F�D�Q���E�H���U�H�I�H�U�U�H�G���W�R���D�V���³the total number of 

possible units or elements that are included in the study�´��(Gray 2014). The 

population of the current research will include two different groups: IT staff in the 

Jordanian public sector and Jordanian citizens.  

In respect to the population targeted in this research, this will mainly focus on the 

two key pillars of cloud-based services in the e-government context. The IT staff 

represent the service provider while the citizens are the consumers. Without the 

participation of these two groups in the current research, the findings of this study 

might be limited to a single perspective and might not draw a comprehensive and 

complete picture of cloud-based e-government services in Jordan.  

The two survey questionnaires were distributed using online survey software 

(eSurveyCreator.com) to Jordanian citizens, which will allow a wide potential area 

for the study instrument distribution. The distribution process of the online 

questionnaire enabled the sample to represent the Jordanian society from all 

residency areas, education levels, ages and genders. The aim is to collect their 

thoughts and views regarding the process of acceptance and use from the initial 

level of service implementation, up to the high level of implementation (i.e. 

publishing phase). Their viewpoints will be valuable and useful, as it will narrow 

the expected factors that influence the acceptance and use of cloud-based 
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services in the e-government context. It would not be economical, time-efficient 

or practical to carry out telephone or face-to-face questionnaires with a large 

number of r�H�V�S�R�Q�G�H�Q�W�V���� �7�R�� �R�E�W�D�L�Q�� �D�V�� �P�X�F�K�� �D�V�� �S�R�V�V�L�E�O�H�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶��

viewpoints on the study subject, the two questionnaires will be distributed to 

relatively large samples. 

The researcher will target a research sample between 300 and 1,000 

respondents, taking into consideration the suggestions of previous literature on 

this subject. The sample size needs to be not less than 300 participants, although 

the number of 500 will be very good and 1,000 will be excellent (Tabachnick and 

Fidell 2014). In addition, the tolerance of sampling error is one of the critical 

�F�R�P�S�R�Q�H�Q�W�V���L�Q���G�H�F�L�V�L�R�Q���U�H�J�D�U�G�L�Q�J���W�K�H���V�D�P�S�O�H���V�L�]�H�����W�K�H���³less sampling error one 

is prepared to tolerate, the larger a sample will need to be�´��(Bryman and Bell 

2015). In practice, the creative research system (SurveySystem.com) provides a 

useful calculator for helping to determine the needed sample size to be used. 

Considering the total population (9,461,367) for this study, i.e. internet users in 

Jordan as potential users of cloud-based e-government services in Jordan. The 

required sample is 384 (see Figure 4-6). Similarl�\�����D�S�S�O�\�L�Q�J���6�W�H�Y�H�Q���7�K�R�P�S�V�R�Q�¶�V��

formula to determine the acceptable sample size resulted in the same Figure 

(Thompson 2012).   

 

Where n: the sample size; N: the population size; z: the confidence level at 0.95, 

which equal 1.96; d: the margin of error, which equal 0.05; p: the percentage 

occurrence of a state or condition, which is equal to 0.50. 

However, the aim of the initial questionnaire is to investigate the challenges that 

affect the acceptance of cloud-based services in public sectors and to obtain an 



Chapter 4: Research Methodology 

 207 

overview as to what �H�[�W�H�Q�W�� �V�X�F�K�� �F�K�D�O�O�H�Q�J�H�V�� �F�R�X�O�G�� �D�I�I�H�F�W�� �W�K�H�� �F�L�W�L�]�H�Q�¶�V�� �V�H�F�X�U�L�W�\��

perceptions. Findings from 164 respondents support the interviews in the 

qualitative phase of this research, which will be used next to identify the factors 

affecting the acceptance and use of cloud-based e-government services from 

both perspectives (citizens and IT staff).  

  
Figure 4-6: Calculated sample size  

In summary, from the study samples, the researcher will obtain a clear picture of 

�F�L�W�L�]�H�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V���U�H�J�D�U�G�L�Q�J���W�K�H���X�V�H���R�I�� �F�O�R�X�G-based services and the public 

sector who provides it. The integrated data will help in answering the research 

questions and offer practical implications for decision-makers. 

 

�¾ Translation process for the two research questionnaires 

As the original version of the two research questionnaires was designed in 

English (see Appendix B and D) and targeted at a study sample (Jordanian 

people), for whom Arabic is their native language, the questionnaires in this 

research were translated into Arabic (see Appendix C and E). The translation 

process was validated by sending the questionnaire to Jordanian linguist teachers 

and PhD students who specialise in English language and translation.  
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It is critical to use an easily understood and clear language in the questionnaire 

which is consistent with a level that the participants can understand. Therefore, 

�W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �I�R�O�O�R�Z�H�G�� �W�K�H�� �³�E�D�F�N�� �W�U�D�Q�V�O�D�W�L�R�Q�´�� �D�S�S�U�R�D�F�K���� �D�V�� �L�W�� �L�V�� �R�Q�H�� �R�I�� �W�K�H��

commonly used procedures in international research (Saunders et al. 2016). 

According to Ozolins (2008), this procedure allows a further quality check and 

verifies whether the translation process covers all the original aspects (Ozolins 

2008). 

Consequently, the validation process of the translation included the following 

phases: (a) the researcher translated the original version (English) into Arabic; (b) 

by sending the Arabic version to a linguistic PhD student, the questionnaire was 

translated back into English; (c) In addition, both versions (Arabic and English) 

were checked by linguistic professionals for any mistranslation or inconsistency 

in meaning. At the final phase, considering their comments and feedback, two 

identical versions were generated, which confirmed the effectiveness and the 

quality of the translation process.  

4.3.4 Justification for the mixed -methods approach  

Review of the literature on research methodology indicates that there are different 

methods that draw on the qualitative and quantitative approaches used to collect, 

interpret and analyse empirical data. Each approach has advantages and 

disadvantages; however, to overcome such limitations, a combination of the two 

approaches is a possible solution, as delineated in this research. Depending on 

the nature of the research problem, questions, context and consequences, the 

researcher determines the most suitable methodological approach or 

combination of the two approaches (Nastasi et al. 2010; Saunders et al. 2016). It 

has been indicated by some researchers that the combination of these two 

approaches offers a number of advantages, such as triangulation, interpretation, 

complementarity and generalisability (Saunders et al. 2016). Creswell (2014) 

added that a combination of the two main approaches can help to realise a 



Chapter 4: Research Methodology 

 209 

number of research objectives, offer more insights and enable a better 

understanding of the research questions and problems than using one approach 

by itself (Creswell 2014). Furthermore, the application of a multiple-method 

approach alleviates the inherent bias of using one approach (Gray 2014).  

The writers on the research of mixed methods have drawn a number of 

distinctions between various types of mixed-method design. In this thesis, 

qualitative and quantitative phases were carried out in a sequential manner and 

this design is based on one of Cr�H�V�Z�H�O�O���D�Q�G���3�O�D�Q�R���&�O�D�U�N�¶�V�����������������E�D�V�L�F���G�H�V�L�J�Q�V����

The qualitative data were collected and analysed in the second phase; then, the 

findings were used to generate hypotheses to be tested using quantitative 

research. From Section 4.3.3.1, this research adopted a sequential exploratory 

design, and therefore this research was made up of two main phases, as shown 

in Figure 4-7: (1) a qualitative phase using semi-structured interviews, and (2) a 

quantitative phase using online questionnaire. 

An initial survey was carried out prior to the second phase. The aim of this survey 

�Z�D�V�� �W�R�� �L�Q�Y�H�V�W�L�J�D�W�H�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�F�H�S�W�L�R�Q���R�I�� �W�K�H�� �H�[�W�H�Q�W���W�R�� �Z�K�L�F�K�� �H-government 

challenges inhibit the acceptance and use of cloud computing in the Jordanian 

public sector and examine the ef�I�H�F�W�� �R�I�� �W�K�H�V�H�� �F�K�D�O�O�H�Q�J�H�V�� �R�Q�� �F�L�W�L�]�H�Q�V�¶�� �V�H�F�X�U�L�W�\��

perceptions. The results of the initial survey were discussed during the semi-

structured interviews.  
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Figure 4-7 Main phases of the research  

�$���O�D�F�N���R�I���V�W�X�G�L�H�V���E�D�V�H�G���R�Q���W�K�H�R�U�\���G�H�Y�H�O�R�S�P�H�Q�W���U�H�O�D�W�L�Q�J���W�R���X�V�H�U�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V���R�Q��

security factors that affect the acceptance and use of cloud-based e-government 

services in Jordan, prompted the researcher to depend on a qualitative methods 

approach in the second phase to provide and develop an in-depth understanding 

of the constructs that affect the phenomenon, as well the relationships between 

the constructs, and the importance and impact of the constructs on the success 

of the research phenomenon in its n�D�W�X�U�D�O���³�U�H�D�O���O�L�I�H�´���F�R�Q�W�H�[�W���� 

Furthermore, use of the qualitative approach helped the researcher in developing 

better measurements and instruments to be applied as tools in assessing the 

research phenomenon in the context of other countries, particularly in developing 

countries that have similar circumstances. The third phase came next, where the 

researcher applied quantitative approaches using methods such as online 

questionnaires to test, describe and generalise the findings of the second phase 

(i.e. qualitative) to the sample of the research population, as will be depicted later 

in the following chapters.  

The third phase of this study used the UTAUT2 model as the base of the research 

theoretical model, integrated with the constructs from the second phase. This 

model was tested and evaluated utilising a series of steps to collect and analyse 

Discussion of the 

Findings of the 

Two Phases 

Phase (3) 

Quantitative Study 

Phase (2) Qualitative 

Study 
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the quantitative data, so as to generate a final conceptual model that best 

illustrates the dominant phenomenon of the collected data. In order to investigate 

and understand the effect of model constructs, a set of hypotheses were tested 

as one of the study aims. Thus, a quantitative approach was selected as part of 

this study to evaluate and examine the proposed model for this research.  

It should be mentioned that ther�H���L�V���D���J�D�S���L�Q���W�K�H���O�L�W�H�U�D�W�X�U�H���W�R���L�G�H�Q�W�L�I�\���³�Z�K�D�W�´���I�D�F�W�R�U�V��

affect the use and acceptance of cloud-based services in the Jordanian public 

sector, in addition to the influence of security perceptions on such new 

phen�R�P�H�Q�D���I�U�R�P���W�K�H���F�L�W�L�]�H�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H�����7�K�H�U�H�I�Rre, the current study attempts 

to identify and understand the factors that encourage or impede citizens in Jordan 

to deal with and use cloud-based e-government services and applications. This 

study involves an in-�G�H�S�W�K���D�Q�D�O�\�V�L�V���R�I���³�Z�K�D�W���D�U�H���W�K�H�V�H���I�D�F�W�R�U�V�"�´ �D�Q�G���³�K�R�Z���G�R���W�K�H�\��

�L�P�S�D�F�W�"�´�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �Y�L�H�Z�S�R�L�Q�W�V�� �D�Q�G�� �W�K�H�L�U�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V�� �W�K�U�R�X�J�K��

conducting semi-structured interviews. Furthermore, cloud-computing technology 

for e-government services in Jordan is an interesting field of research, as it is still 

a relatively novel phenomenon. Qualitative research is a suitable approach for the 

second phase of this research, as relatively little is known about the current 

phenomenon under investigation (Strauss and Corbin 1990; Gray 2014).  

For the aforementioned reasons, qualitative and quantitative mixed-method 

research was selected as the most appropriate to achieve the aims and the 

objectives of this research. To summarise, in the current study, qualitative and 

quantitative research approaches are supportive and complementary to each 

other. For instance, the combination of the two research methods in a study has 

been argued to be useful for the following purposes: triangulation, development, 

complementarity, expansion and initiation (Greene et al. 1989; Gray 2014). 

Accordingly, the combination between the two approaches allows the researcher 

to achieve better elaboration, clarification, illustration and enhancement of the 

research findings of one method, with the findings of the other method. 

Additionally, through the development aim, the researcher seeks to utilise the 
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findings of the first method to assist the development of the second method. 

Therefore, the findings from the semi-structured interviews will constitute the 

basic elements of the new constructs, where it will be integrated with the existing 

theory to formulate the study framework and hypotheses. While conducting of the 

online questionnaire is imperative for testing and generalising the findings of the 

qualitative phase. 

 Research ethics 

Ethical issues are an important part in terms of formulating the research design 

(Saunders et al. 2016). Thus, most universities have their own ethical committees 

and policies that aim to assess research carefully against the ethical guidelines 

(Gray 2014). In the context of this research, a set of standard steps needed to be 

implemented to make sure that the ethical research principles were committed. 

The three phases of this study, including the initial one, were approved by the 

Chair of the Biomedical, Natural, Physical and Health Sciences Research Ethics 

Committee at the University of Bradford (see Appendix A).  

�7�K�H�� �R�E�M�H�F�W�L�Y�H�V�� �D�Q�G�� �W�R�S�L�F�� �R�I�� �W�K�L�V�� �V�W�X�G�\���� �³factors influencing the acceptance and 

use of cloud-based e-government services in Jordan�´�����D�Q�G���K�R�Z���L�W���Z�L�O�O���K�H�O�S���E�R�W�K��

decision-makers and citizens to offer more efficient services through using cloud 

computing, as well as increasing e-participation, were clarified to all participants. 

Additionally, participants were given the opportunity to withdraw with no 

restrictions at any time. Moreover, details for the supervisors and the researcher 

were mentioned in the cover letter in case participants had any queries or ethical 

concerns. Participation in the research was anonymous and voluntary in nature. 

Data collection took place according to the consent of the participants as obtained 

before the start of the process. Finally, further measures were followed to ensure 

that the data and results will be used only for academic purposes. 



Chapter 4: Research Methodology 

 213 

 Chapter summary  

The purpose of this chapter was to identify the appropriate methodology for the 

current research. It was found that the mixed method is a suitable methodology 

to answer the research questions in this thesis. The methodology of this research 

has been designed to investigate the effect of security perceptions and other 

factors on the acceptance of cloud-based e-government services. First, an 

overview of the main philosophical research paradigms was presented, and also 

justifications behind the choice of both interpretivist and positivist assumptions. 

Second, a debate on the available research approaches, namely the qualitative, 

quantitative and mixed-method approach, was presented. 

Moreover, these research methodologies and data collection techniques for each 

were highlighted in this chapter. In consequence, the reason for combining 

qualitative and quantitative approaches for this study was given. This research 

was noted to comprise two phases. The second phase depends on a qualitative 

approach, and aims to explore security perceptions affecting the acceptance of 

cloud-based e-government services in Jordan. This phase aims to develop a 

study instrument as well as a theoretical model integrating such perceptions with 

the selected UTAUT2 model. This will lead to formulating substantive research 

hypotheses that illustrate the emerging phenomenon under study. For this, 

qualitative data are collected and analysed using grounded theory methodology. 

The third phase uses a quantitative approach to confirm the study instrument, as 

well as test the formulated hypotheses resulting from the second research phase. 

The two phases will be fully described in the following chapters of this thesis. 
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Chapter 5: �&�K�D�O�O�H�Q�J�H�V���R�I���-�R�U�G�D�Q�L�D�Q���&�L�W�L�]�H�Q�V�¶���$�F�F�H�S�W�D�Q�F�H��

�I�R�U���&�O�R�X�G���3�X�E�O�L�F���6�H�U�Y�L�F�H�V�����,�Q�L�W�L�D�O���V�W�X�G�\�����)�L�U�V�W���V�W�D�J�H�� 

 Introduction  

Although experiencing phenomenal evolution, government cloud-services are still 

suffering from the adoption challenges of e-government initiatives (e.g. 

technological, human, social and financial aspects) (see Chapter 2). These need 

to be considered carefully by governments contemplating their implementation. 

This chapter presents an initial study to investigate and explore different 

perspectives of the extent to which these challenges inhibit the acceptance and 

use of cloud computing in the Jordanian public sector and examine the effect of 

�W�K�H�V�H���F�K�D�O�O�H�Q�J�H�V���R�Q���S�D�U�W�L�F�L�S�D�Q�W�V�¶���V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�R�Q�V�����7�K�H���D�L�P���R�I���W�K�L�V���V�W�H�S���L�V���W�R��

understand the phenomena from perspectives of Jordanian citizens and IT 

employees, present a comprehensive view and garner information about 

acceptance challenges of cloud-based e-government services that need to be 

addressed in developing a theoretical model for this research. This chapter begins 

with the research methodology adopted by this stage of the thesis in Section 5.2. 

In Section 5.3, an overview of the online initial survey and the findings of this 

survey are discussed and described. Finally, a summary of the chapter is 

provided in Section 5.4.  

 Initial /first  stage: methodology 

In this study, a quantitative research method using an online questionnaire survey 

was selected to meet the aims of the research. A survey questionnaire was 

employed as it is low cost with respect to both money and time, p�D�U�W�L�F�L�S�D�Q�W�V�¶��

anonymity can be guaranteed and it has the ability to provide an inflow of data 

from a large study sample with minimum researcher bias (Gray 2014). After the 

initial design for the questionnaire, a pre-test was done by PhD researchers, 
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academic staff and some of the Jordanian public. This was important to enhance 

questions and check participant comprehension before the distribution of the 

actual survey (Saunders et al. 2016). This resulted in some amendments to the 

wording of a few questions. The questionnaire was employed to determine what 

Jordanian citizens perceived to be challenges facing the acceptance of cloud-

based e-government services, and the effect of these challenges on the perceived 

security. In addition, the same challenges were examined from the perspective of 

services providers. IT staff in this study represent a significant pillar of the public 

sector, so it is necessary to explore the views of IT experts regarding this issue. 

Because cloud computing is a relatively new concept in developing countries, the 

researchers provided a definition of this new technology on the first page of the 

online survey. The online survey link was advertised to targeted respondents 

through various communication channels (e.g. personal emails, social media 

groups and university mailing lists). In general, the research sample can be 

classified as internet-using Jordanian citizens with a basic understanding of CC 

and e-government services. The second sample of respondents, comprising IT 

employees, such as web designers, software/system engineers and 

programmers, were approached through their personal contacts (i.e. emails), if 

they had personal experience of e-government services. 

The questionnaire includes four sections: (1) general respondent information; (2) 

�U�H�V�S�R�Q�G�H�Q�W�V�¶�� �S�H�U�F�H�S�W�L�R�Q�V�� �D�E�R�X�W�� �F�K�D�O�O�H�Q�J�H�V�� �D�Q�G�� �E�D�U�U�L�H�U�V�� �I�D�F�L�Q�J�� �D�F�F�H�S�W�D�Q�F�H�� �R�I��

cloud-based �S�X�E�O�L�F���V�H�U�Y�L�F�H�V�������������U�H�V�S�R�Q�G�H�Q�W�V�¶���S�H�U�F�H�S�W�L�R�Q�V���R�I���W�K�H���V�H�F�X�U�L�W�\���R�I���F�O�R�X�G-

�E�D�V�H�G���S�X�E�O�L�F���V�H�U�Y�L�F�H�V�������������U�H�V�S�R�Q�G�H�Q�W�V�¶���H�[�S�H�U�L�H�Q�F�H���L�Q���L�Q�W�H�U�Q�H�W���D�Q�G���H-government 

usage. The questionnaire was carried out following the University of Bradford 

human research ethics. 
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 Data analyis and findings  

The next sections highlight the key findings and present indications to the 

research question. An overview of the online survey questionnaire is provided in 

the first section. Then, an illustration of the implications of the study question is 

provided in the following three sections in more detail. 

5.3.1 Overview of the online survey  

As outlined above, the online survey consisted of four parts (see Appendix B). It 

was presented in Arabic for a better understanding of its questions, as Arabic is 

the native spoken language for Jordanian citizens (see Appendix C). However, 

an English survey was also designed for the purpose of the research. Involvement 

in the questionnaire was entirely voluntarily and informed consent was obtained 

through the first question in the cover sheet indicating that consent is explicitly 

�P�D�G�H���E�\���D���³�\�H�V�´���U�H�V�S�R�Q�V�H���W�R���W�K�H���T�X�H�V�W�L�R�Q�� 

The survey could be accessed through the online survey website 

�H�6�X�U�Y�H�\�&�U�H�D�W�R�U���F�R�P���� �,�W�� �Z�D�V�� �D�Y�D�L�O�D�E�O�H�� �³online�´�� �I�R�U�� �R�Q�H�� �P�R�Q�W�K�� �W�R�� �D�O�O�� �-�R�U�G�D�Q�L�D�Q��

people worldwide. During that time, 243 responses were received. The sample 

consisted of two categories: IT staff and Jordanian citizens. 56 participants were 

employees from different government agencies in Jordan while 187 were ordinary 

Jordanian citizens. Ho�Z�H�Y�H�U���� ������ �F�L�W�L�]�H�Q�V�¶�� �U�H�V�S�R�Q�V�H�V�� �Z�H�U�H�� �G�L�V�F�D�U�G�H�G�� �G�X�H�� �W�R��

incorrect or missing answers. In consequence, a total of 220 responses were valid 

for the process of data analysis, for identifying the extent to which e-government 

challenges influence the acceptance of cloud services in the public sector from a 

Jordanian perspective and its impact on perceived security. 

People who understood cloud-based services (e.g. university students, ICT 

sector employees, IT staff in the public sector) were qualified participants. This 

stems from the fact that they are among the adult groups for whom the use of the 
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internet has become an essential part of their daily life, and they have the required 

knowledge about CC services, in addition to IT-staff experience in developing and 

providing such services. Furthermore, since the development of cloud-based 

services in Jordan is in the early stages, the respondents will be the main potential 

users. So, knowledge of their understanding and perceptions is crucial to 

improving cloud-based e-government services. The analysis results are 

described below. 

5.3.2 General information  

5.3.2.1 Demographic statistics  

The demographic profiles of the two distinct samples (i.e. Jordanian citizens and 

IT staff) are summarised in Table 5-1 and Table 5-2. In this survey, only selected 

profiles: gender, age, education level, residency country, internet knowledge 

level, security awareness level were listed. About two thirds (66%) of respondents 

were male and one third (34%) female. The bias towards males is due to the fact 

that Jordan is considered a male-dominated society where the majority of 

�I�H�P�D�O�H�V�¶�� �O�L�Y�H�V�� �D�U�H�� �D�W�� �W�K�H�� �D�X�W�K�R�U�L�W�\�� �D�Q�G�� �P�H�U�F�\�� �R�I��their male relatives; this could 

influence different aspects, such as conducting government transactions and 

employment in the public sector.  

In terms of age, the findings revealed that the largest percentage of the general 

population sample were between 21 and 40 years of age, consistent with the 

highest majority of Jordanian internet users. Most of the subjects held a 

�E�D�F�K�H�O�R�U�¶�V�� �G�H�J�Uee as their education qualification level, which is in agreement 

with the general distribution of internet users in Jordan; 78% of citizen 

respondents were from Jordan or other developing countries, while 22% were 

from developed countries like the United Kingdom and the USA. In general, 

citizen respondents self-identified as having medium internet knowledge and 

beginner to medium security awareness. By comparison, the main difference in 
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the IT staff sample was self-identification as having relatively advanced internet 

knowledge and security awareness. This overview will help in the results 

interpretation and answering the research questions in the following sections. 

Table 5-1 General information (demographic) for IT staff in public sector  

Characteristics  Percentage (%)  Number  
Gender    

Male 69% 38 
Female  31% 18 

Age   
21-30 41% 23 
31-40 54% 30 
41-50 5% 3 

Education Level    
Diploma 25% 14 
Bachelor 66% 37 
Postgraduate 9% 5 

Residency Country    
Jordan or developing countries 100% 56 

Internet Knowledge Level   
Advanced  100% 56 

Security Awareness Level    
Medium 73% 41 
Advanced 27% 15 

 

 

Table 5-2 General information (demographic) for Jordanian citizens  

Characteristics  Percentage ( %) Number  
Gender    

Male 66% 108 
Female  34% 56 

Age   
18-20 3% 5 
21-30 68% 112 
31-40 16% 26 
41-50 11% 18 
50+ 2% 3 

Education Level    
Secondary School or below 7% 12 
Diploma 8% 13 
Bachelor 63% 103 
Postgraduate 22% 36 

Residency Country    
Jordan or developing countries 78% 128 
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Developed countries 22% 36 
Internet Knowledge Level   

Beginner 2% 4 
Medium 60% 98 
Advanced 38% 62 

Security Awareness  Level    
Beginner 57% 93 
Medium 32% 53 
Advanced 11% 18 

 

5.3.2.2 The use of the internet  

�7�K�H�� �I�R�O�O�R�Z�L�Q�J�� �W�D�E�O�H�� �S�U�H�V�H�Q�W�V�� �D�� �J�H�Q�H�U�D�O�� �R�Y�H�U�Y�L�H�Z�� �R�I�� �W�K�H�� �U�H�V�S�R�Q�G�H�Q�W�V�¶�� �L�Q�W�H�U�Q�H�W��

experience in terms of level and frequency. First, participants were asked to 

describe their level of experience when using the internet. The majority of citizen 

respondents (74.9%) had an advanced level. About a quarter of the sample 

(23.9%) had a medium level, while a small percentage (1.2%) had a beginner 

level. Second, participants were also asked to state the length of time they were 

browsing the internet on a daily basis. As exhibited in Table 5-3, more than half 

(61.4%) of the citizen respondents spent more than 3 hours daily browsing the 

internet, while more than a third (33.5%) accessed the internet between 1 and 3 

hours per day. A small group of 5.1% used the internet less than 1 hour daily. 

For IT staff, all respondents (100%) had an advanced level of using the internet. 

Also, as exhibited in Table 5-4, all respondents spent more than 3 hours daily for 

browsing the internet. The findings indicate that there is a high utilisation rate of 

internet and online services amongst the study sample. For example, more than 

70% of the citizen sample had a high level of internet knowledge and experience. 

�,�Q���F�R�Q�V�H�T�X�H�Q�F�H�����W�K�H�V�H���U�H�V�X�O�W�V���K�D�Y�H���D���V�L�J�Q�L�I�L�F�D�Q�W���L�P�S�D�F�W���R�Q���W�K�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�D�O��

intention to accept cloud-based e-government services. 
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Table 5-3 The use of internet (level and frequency): Jordanian  citizens  

Characteristics  Percentage (%)  Number  
The use of internet (level)    

Beginner 1.2% 123 
Medium  23.9% 39 
Advanced  74.9% 2 

The use of internet (frequency)    
Less than one hour 5.1% 7 
One-three hours  33.5% 45 
More than three hours  61.4% 112 

 

Table 5-4 The use of internet (level and frequency): IT staff  

Characteristics  Percentage (%)  Number  
The use of int ernet (level)    

Advanced  100% 56 
The use of internet (frequency)    

More than three hours  100% 56 
 

5.3.2.3 The use of e-government services  

Questions 1 and 2 in part four of the online questionnaire were designed to collect 

further information about participa�Q�W�V�¶���L�Q�W�H�Q�W�L�R�Q�V���W�R���X�V�H���H�O�H�F�W�U�R�Q�L�F���V�H�U�Y�L�F�H�V���D�Q�G���W�R��

explore their past experience and preference to use innovative e-government 

systems, as shown in Table 5-5. 

 

Table 5-5 The analysis results of �µYes�¶��or �µNo�¶��questions  

 Questions  (Yes) 
percentage  

(No) 
percentage  

1. Have you heard about �³cloud-based e-
government�´�� �V�H�U�Y�L�F�H�V�� �R�U�� �X�V�H�G�� �D�Q�\��e-
government service before? 

68.4% 31.6% 

2. In general, do you prefer to conduct your 
governmental transactions on an electronic 
basis? Why?   

99.1% 0.9% 
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�x The first question  

Both groups of respondents (citizens and IT professionals) were asked to tick 

�µ�<�H�V�¶�� �R�U�� �µ�1�R�¶�� �D�V�� �D�Q�� �D�Q�V�Z�H�U�� �W�R�� �W�K�H�� �I�L�U�V�W�� �T�X�H�V�W�L�R�Q���� �µHave �\�R�X�� �K�H�D�U�G�� �D�E�R�X�W�� �³�F�O�R�X�G-

based e-�J�R�Y�H�U�Q�P�H�Q�W�´���V�H�U�Y�L�F�H�V���R�U���X�V�H�G���D�Q�\���H-government service before?�¶���7�D�E�O�H��

5-5 shows that more than 68% of the respondents had heard of or used cloud-

based e-government systems, while 31.6% had not. The proportion of those who 

had not used or heard about e-government services is deemed a high proportion, 

as it represents almost a third of the study sample. Some respondents indicated 

the lack of awareness programmes promoting the benefits and advantages of 

cloud-based public services as one of the most significant reasons behind the 

lack of e-government services use and diffusion; it is obviously one of the most 

important challenges in the adoption of cloud-based e-government services in 

Jordanian society. As a result, an effective action plan needs to be developed to 

educate users (e.g. citizens) about the benefits of innovative government 

services, as suggested by a number of researchers (Loo et al. 2009; Lian 2015; 

Sharma et al. 2018).  

This is also in line with the digital transformation strategy for government services, 

�³�'�L�J�L�W�D�O���-�R�U�G�D�Q�´���Z�K�L�F�K���K�L�J�K�O�L�J�K�W�H�G���W�K�H���Q�H�H�G���W�R���U�D�L�V�H���D�Z�D�U�H�Q�H�V�V���E�\���F�R�Q�V�L�G�H�U�L�Q�J���W�K�H��

promotion campaigns as a priority in the e-government initiatives and projects 

(MOICT 2018).  Cross-media promotion might include social media, banners and 

brochures in public places, government kiosks and knowledge stations, as well 

as raising awareness in schools and universities through seminars to also 

increase users of new e-government services. 

 

�x The second question  

Both groups of respondents (citizens and IT professionals) were asked to tick 

�µ�<�H�V�¶�� �R�U�� �µ�1�R�¶�� �L�Q�� �U�H�V�S�R�Q�V�H�� �W�R�� �W�K�H�� �V�H�F�R�Q�G�� �T�X�H�V�W�L�R�Q���� �µIn general, do you prefer to 

conduct your governmental transactions on an electronic basis? Why?�¶���7�D�E�O�H����-
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5 reveals that most of the participants (99.1%) prefer to use the new e-

government services, while a very small group (0.9%) still prefer traditional public 

services. Layne and Lee (2001) defined e-government services as �³�J�R�Y�H�U�Q�P�H�Q�W�¶�V��

use of technology, particularly web-based Internet applications to enhance the 

access to and delivery of government information and service to citizens, 

business partners, employees, other agencies, and government ent�L�W�L�H�V�´. The 

high percentage reflects the willingness of respondents to accept and use 

technology and innovative e-government systems in particular, instead of 

traditional ways. Participants introduced many reasons for their choice, including 

improved quality, saving of money and time, and increased equity. One citizen 

�V�W�D�W�H�G�� �W�K�D�W���� �³staying at your office or home while conducting government 

transactions using cloud public services will be greatly appreciated by citizens 

who normally have to wait in long queues�´�������� 

5.3.3 Challenges to cloud-based e-government services acceptance: 

interpretation of the study question  

According to the results, there are many barriers and challenges to e-government 

adoption and acceptance (e.g. technological, human, social and financial 

aspects). These inhibit the acceptance and use of cloud computing in the 

�-�R�U�G�D�Q�L�D�Q�� �S�X�E�O�L�F�� �V�H�F�W�R�U�� �I�U�R�P�� �W�K�H�� �S�D�U�W�L�F�L�S�D�Q�W�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� ���V�H�H�� �)�L�J�X�U�H�� ��-1). A 

number of authors indicated that the diffusion of innovative technologies (e.g. e-

government services) to citizens and societies is not without challenges. 

However, the government sector faces barriers from users who expect higher 

standards from public services (i.e. governmental) than from services of the 

private sector.  

Nine barriers to acceptance of e-government services were identified by the 

researchers based on the literature review, see Section 2.2.5. Based on the 

literature review in chapter 2, four categories of e-government barriers were 
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presented. Consequently, respondents were asked to evaluate their perception 

of the importance level for each barrier by considering the challenges: if it does 

not represent one (0), if it is an important one (1), or a very important one (2). 

Figure 5-1 shows the percentage of participants that selected the barriers under 

each category either as 'important' or 'very important' barrier. 

 
Figure 5-1 Challenges of cloud computing in the public sector  

5.3.3.1 ���‹�–�‹�œ�‡�•�•�ï�� �’�‡�”�…�‡�’�–�‹�‘�•�•�� �”�‡�‰�ƒ�”�†�‹�•�‰�� �„�ƒ�”�”�‹�‡�”�•�� �–�‘�™�ƒ�”�†�•�� �…�Ž�‘�—�†-based e-

government services  

Tables 5-6 and 5-���� �V�K�R�Z�� �W�K�D�W�� �D�O�O�� �Q�L�Q�H�� �E�D�U�U�L�H�U�V�� �Z�H�U�H�� �F�K�R�V�H�Q�� �D�V�� �H�L�W�K�H�U�� �µ�Y�H�U�\��

�L�P�S�R�U�W�D�Q�W�¶�� �R�U�� �µ�L�P�S�R�U�W�D�Q�W�¶�� �E�D�U�U�L�H�U�V���� �D�Q�G�� �Q�R�Q�H�� �R�I�� �W�K�H�� �Q�L�Q�H�� �Z�H�U�H�� �F�K�R�V�Hn as not a 

challenge from all participants. Survey questions in this part are listed in Appendix 

B. 

Table 5-6 Very important barriers to accepting cloud -based services from citizens �¶��
perspectives  

No  Barrier  Very Important Barrier  
 Number  Percent %  
1 IT infrastructure 85 51.8% 
2 Security 142 86.6% 
3 Availability 52 31.7% 
4 Accessibility 62 37.8% 
5 Website design 78 47.5% 
6 Lack of awareness 144 87.8% 
7 IT skills  55 33.5% 
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8 Culture 117 71.3% 
9 Lack of budget / high cost 41 25% 

 

Table 5-6 depicts that among three barriers that Jordanian citizens perceived as 

being 'very important', lack of general awareness about the new e-government 

services and its advantages got the highest percentage 87.8%. This 

demonstrates the significance of the promotional campaigns for the success of 

any new e-government initiative. Security concerns about the information that 

resides in the cloud-based e-government system came in as the second barrier 

at 86.6%. Security is a serious technical hurdle and it is also a well-documented 

factor for the acceptance and adoption of e-government services in many 

�F�R�X�Q�W�U�L�H�V�����8�V�H�U�V�¶���F�X�O�W�X�U�H���D�Q�G���E�H�O�L�H�I�V�����H���J�����I�H�D�U���W�R���O�R�V�H���W�K�H���M�R�E�����S�D�S�H�U-based work 

is guaranteed, resistance to change .... etc) towards the use of innovative 

technologies was the view of 71.3% of the respondents. Cultural inertia is a critical 

barrier that is relevant to the Jordanian context. 

Table 5-7 Important barriers to accepting cloud -based services from citizens �¶��

perspectives  

No Barrier  Important Barrier  
 Number  Percent %  
1 IT infrastructure 79 48.2% 
2 Security 22 13.4% 
3 Availability 112 68.3% 
4 Accessibility 102 62.2% 
5 Website design 86 52.5% 
6 Lack of awareness 20 12.2% 
7 IT skills  109 66.5% 
8 Culture 47 28.7% 
9 Lack of budget / high cost 123 75% 
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5.3.3.2 IT-�‡�•�’�Ž�‘�›�‡�‡�•�ï perceptions r egarding barriers towards cloud -based e-

government services  

Analysis of the IT-�H�P�S�O�R�\�H�H�V�¶���Y�L�H�Z�S�R�L�Q�W���D�E�R�X�W���W�K�H���E�D�U�U�L�H�U�V���D�W���W�K�H���W�Z�R���S�H�U�F�H�S�W�L�R�Q��

levels is summarised in Tables 5-8 and 5-9. Again, lack of awareness and security 

are the two most popular challenges, as illustrated in the next subsection. 

 

Table 5-8 Very important barriers to accepting cloud -based services from IT staff  
perspectives  

No  Barrier  Very Important Barrier  
 Number  Percent %  
1 IT infrastructure 45 80.3% 
2 Security 46 82.1% 
3 Availability 35 62.5% 
4 Accessibility 39 69.6% 
5 Website design 38 67.8% 
6 Lack of awareness 53 94.6% 
7 IT skills  25 44.6% 
8 Culture 42 75% 
9 Lack of budget / high cost 18 32.1% 

 

 

Table 5-9 Important barriers to accepting cloud -based services from IT staff  perspectives  

No  Barrier  Important Barrier  
 Number  Percent %  
1 IT infrastructure 11 19.7% 
2 Security 10 17.9% 
3 Availability 21 37.5% 
4 Accessibility 17 30.4% 
5 Website design 18 32.2% 
6 Lack of awareness 3 5.4% 
7 IT skills  31 55.4 
8 Culture 14 25% 
9 Lack of budget / high cost 38 67.9 

5.3.3.3 ���‡�•�’�‘�•�†�‡�•�–�•�ï���’�‡�”�…�‡�’�–�‹�‘�•�•���”�‡�‰�ƒ�”�†�‹�•�‰���–�Š�‡���ò�˜�‡�”�›���‹�•�’�‘�”�–�ƒ�•�–�ó���„�ƒ�”�”�‹�‡�”�• 

Inspecting the highest two barriers that citizens and IT employees perceived as 

�E�H�L�Q�J�� �³�Y�H�U�\�� �L�P�S�R�U�W�D�Q�W�´���� �L�W�� �F�D�Q�� �E�H���Q�R�W�L�F�H�G�� �W�K�D�W�� �D�� �O�D�F�N�� �R�I�� �D�Z�D�U�H�Q�H�V�V���D�E�R�X�W�� �F�O�R�X�G-

based services and its benefits in the e-government context was popular at 87.8% 
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and 94.6%, respectively. This indicates that promotional programmes are likely 

to be an important factor for the success of e-government initiatives (Ovais 

Ahmad et al. 2013). 

For any new technology (e.g. cloud services for the public sector), there are a 

number of steps that could help to convince and encourage people to accept it 

first, and then use it. Research into the adoption and use of cloud-based services 

shows that potential users are required to perceive that it is easy and convenient 

to use, that it is useful, and it offers a relative advantage compared to the current 

ways of performing tasks (Shin 2013). For citizens and other stakeholders, in 

order to develop such perceptions before obtaining extensive experience, 

promotional activities and advertising will contribute significantly to accomplishing 

this aim. 

Security concerns regarding information and services provided by e-government 

�V�\�V�W�H�P�V���F�D�P�H���D�V���D���V�H�F�R�Q�G���³�Y�H�U�\���L�P�S�R�U�W�D�Q�W�´���E�D�U�U�L�H�U���Z�L�W�K���D���S�R�S�X�O�D�U�L�W�\���R�I������.6% and 

82.1%. There is consensus among researchers that it is a serious technical 

obstacle and it is also a well-documented issue for the implementation and 

adoption of e-government services worldwide (Shin 2013; Belanche-Gracia et al. 

2015; Lian 2015). 

5.3.3.4 Comparison of barriers perceptions  

This section aims to compare the main standpoints of Jordanian citizens and IT-

employees regarding the barriers to acceptance and use of cloud-based e-

government services. It is evident from the previous sub-sections that there are a 

number of perceived challenges that are common between both. Firstly, for both 

sample categories, the lack of awareness about cloud-based public services and 

�L�W�V�� �E�H�Q�H�I�L�W�V�� �I�R�U�P�H�G�� �D�� �³�Y�H�U�\�� �L�P�S�R�U�W�D�Q�W�´�� �F�K�D�O�Oenge and was ranked the most 

significant factor in the list. This consensus between both sample categories 
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indicates that it is a crucial obstacle to be resolved, taking into consideration a 

high level of priority. 

Next, both sample populations agreed that security of public services is the 

�V�H�F�R�Q�G���L�P�S�R�U�W�D�Q�W���E�D�U�U�L�H�U���L�Q���W�K�H���³�Y�H�U�\���L�P�S�R�U�W�D�Q�W�´���O�L�V�W�����7�K�H�Q�����W�K�H�U�H���Z�D�V���D���G�L�I�I�H�U�H�Q�F�H��

�L�Q�� �W�K�H�� �Q�H�[�W�� �P�R�V�W�� �V�L�J�Q�L�I�L�F�D�Q�W�� �³�Y�H�U�\�� �L�P�S�R�U�W�D�Q�W�´�� �F�K�D�O�O�H�Q�J�H�� �W�R�� �F�O�R�X�G-based e-

government acceptance; this reflects the individual perspectives of each sample 

category. For IT staff within government agencies, the weakness of the IT 

infrastructure was viewed as the next ranked barrier, as that enables them to 

�S�U�R�Y�L�G�H���H�I�I�H�F�W�L�Y�H���S�X�E�O�L�F���V�H�U�Y�L�F�H�V�����:�L�W�K���U�H�V�S�H�F�W���W�R���R�U�G�L�Q�D�U�\���F�L�W�L�]�H�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H�V����

society culture impacts the successful use of innovative government services. 

Other distinctions between the perspective of the two research samples include 

the rank of the rest of the barriers namely, availability, accessibility, website 

design, IT skills. While the lack of the budget/high-cost barrier came at the end of 

the list for all participants.  The differences could stem from the different previous 

knowledge and backgrounds for both study samples (IT employees and citizens).   

Table 5-10 presents a summary of the first four common and distinct barriers with 

their rank according to their popularity percentage. 

Table 5-10 Common and different barriers between the sample categories  

Rank Barriers  Percentage  
IT-Employees  Citizens  

1 Lack of 
awareness 

94.6% 87.8% 

2 Security 82.1% 86.6% 
3/4 IT infrastructure 80.3% 51.8% 
4/3 Culture 75% 71.3% 

 

5.3.4 Security  concerns  of cloud -based e-government services  

Seven of the e-government barriers noted in the survey affected the security 

perceptions of respondents (i.e. citizens and IT employees) towards the 

acceptance and use of cloud services. It is clear from Table 5-11 that there is 
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agreement on the ranking of these barriers from both viewpoints of the sample. 

These were ranked based on the response percentage, which either indicated 

strongly agree or agree. 

 

Table 5-11 Perceived security barriers to accepting cloud -based services in the e -
government context  

Rank  Barrier  Agreement  
Citizens  IT employees  

1 High level of security concerns 
�U�H�J�D�U�G�L�Q�J���³�F�O�R�X�G-based e-
�J�R�Y�H�U�Q�P�H�Q�W�´���V�H�U�Y�L�F�H�V���D�U�H���L�Q�V�S�L�U�H�G���E�\��
non-technical aspects (e.g. culture 
and awareness) 

83.6% 90.3% 

2 Social relations and culture have a 
significant influence on the security 
of �³�F�O�R�X�G-based e-�J�R�Y�H�U�Q�P�H�Q�W�´��
services 

81.1% 89.2% 

3 Lack of security awareness is one of 
�W�K�H���P�D�L�Q���G�H�W�H�U�P�L�Q�D�Q�W�V���R�I���W�K�H���X�V�H�U�¶�V��
perception regarding the security of 
�³�F�O�R�X�G-based e-�J�R�Y�H�U�Q�P�H�Q�W�´��
services. 

76.3% 89.1% 

4 Perceived security is a significant 
�U�H�V�R�X�U�F�H���I�R�U���S�X�E�O�L�F���X�V�H�U�V�¶���W�U�X�V�W���R�I��
�³�F�O�R�X�G-based e-�J�R�Y�H�U�Q�P�H�Q�W�´��
services. 

70.6% 85% 

5 �7�K�H���G�H�V�L�J�Q���R�I���W�K�H���³�F�O�R�X�G-based e-
�J�R�Y�H�U�Q�P�H�Q�W�´���Z�H�E�V�L�W�H���L�Q�I�O�X�H�Q�F�H�V���W�K�H��
user perception of its security 

60.1% 67.4% 

6 There is a lack of security guidelines 
for �X�V�L�Q�J���³�F�O�R�X�G-based e-
�J�R�Y�H�U�Q�P�H�Q�W�´���V�H�U�Y�L�F�H�V�����R�Q���W�K�H��
government website, social media or 
other media channels. 

56.8% 62.8% 

7 There is a lack of regulations and 
policies to use cloud public services. 

44.9% 59.3% 

 

For the barriers that the two study samples perceived as being a security 

challenge associated with acceptance and adoption of cloud-based e-

government, it is clear that the non-technical aspects, such as culture and 

awareness, got the highest rank at 83.6% and 90.3%, respectively (Figures 5-2 
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and 5-3). Thus, the main attention should be paid to these areas by the services 

provider (i.e. government). 

 

 
Figure 5-2 Non-technical security barriers from citizens �¶��perspective  

 
Figure 5-3 Non-technical security barriers from IT employee s�¶��perspective  

The implementation of innovative e-government services faces the challenge of 

cultural inertia which it is necessary to overcome, particularly in developing 

countries (Ali et al. 2009). The cultural issues have a different influence between 

developed and developing nations. To give an illustration, the survey findings 

revealed that more than 64% of the citizen sample living in developed countries 

preferred to conduct online transactions, compared to about 35% of those in 

Jordan and other developing countries (Figure 5-4). The answers indicate that the 
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main reason is cultural differences, one of the respondents living in Jordan stated: 

�³I heard about many people who had their money stolen when they try to buy 

online�´�����Z�K�L�O�H���D���V�H�F�R�Q�G���F�R�P�P�H�Q�W�H�G�����³electronic transactions is not guaranteed, I 

prefer to contact the other persons face to face and have a chance of discussion�´���� 

 
Figure 5-4 Preference to use online transactions  

 

Furthermore, culture is still deemed to be one of the barriers in dealing with the 

perceived security of cloud-based e-government services, with 81.1% and 89.2%, 

respectively. Accordingly, it is imperative to educate and train ordinary citizens to 

build an improved culture regarding the benefits, importance and security of 

online transactions, particularly cloud services for the government sector using a 

number of promotional ways. 

 Chapter summary  

The main aim of this chapter was to draw upon the current perspectives of 

Jordanian users, regarding the way in which e-government challenges affect the 

acceptance of cloud services in the public sector, and the extent to which these 

challenges influence perceived security. One of the significant findings is that 

security concerns play an important role in the acceptance of cloud-services in 

the government context (second rank). In addition, the non-technical aspects had 

prominent importance among other security issues in the context of the study. 

Therefore, considering these challenges and incorporating them with the IT/IS 
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acceptance model is the next step of this research project. These initial study 

findings will be discussed during the semi-structured interviews (qualitative 

stage), in order to identify the security antecedents of the acceptance and use of 

cloud-based e-government, see Chapter 6. Due to its high explanatory power 

compared to the previous models and theories of IT acceptance, and also its 

appropriateness to e-government cloud-based services, the UTAUT2 model 

would be a superior selection as the base for the proposed theoretical model to 

address the acceptance of these services, as detailed in Chapter 7. 
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Chapter 6: �6�H�F�X�U�L�W�\���3�H�U�F�H�S�W�L�R�Q�V���R�I���&�O�R�X�G���%�D�V�H�G���(��

�*�R�Y�H�U�Q�P�H�Q�W���6�H�U�Y�L�F�H�V�����6�H�F�R�Q�G���V�W�D�J�H�� 

 Introduction  

This chapter starts with an elaboration of grounded theory as a methodology for 

data collection and analysis. It provides a methodological approach to investigate 

the security perceptions of cloud-based e-government services from different 

perspectives, as a substantive area that has not been well studied by others. This 

allowed new theoretical hypotheses to emerge that identified the factors affecting 

�X�V�H�U�V�¶�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V�� �U�H�O�H�Y�D�Q�W�� �W�R�� �Whe phenomenon under investigation, 

which can then be validated in the quantitative stage of this research (see Chapter 

7). Sections 6.2 and 6.3 provide an overview for the research methodology (i.e. 

grounded theory) in the second stage of this study as a whole, how it was 

developed, and the methods adopted in terms of data collection and analysis, as 

well as an explanation of the sampling design and creation of an interview guide. 

Section 6.4 presents in detail the analysis and findings of the fieldwork within the 

Jordanian context, this is provided from both citizen and IT-staff perspectives. The 

findings are described in line with GT methodology, by giving examples of the 

contributions made by respondents in such a way as to show how the concepts 

and categories are grounded in the collected data. Finally, this chapter provides 

a discussion to the criteria for evaluating the quality of the GT methodology.  

 Grounded theory (GT): overview and justification  

Glaser and Strauss (1967) originally developed the grounded theory (GT) as a 

research methodology that delineates a systematic framework for joint data 

collection and analysis with the aim of inductively building a theory derived from 

the collected data (Collis and Hussey 2014). Understanding the related literature 
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(e.g. theories and empirical work) is a requirement for improving theoretical 

sensitivity, a key feature of GT methodology (Gray 2014). In their book, 

�³Grounded Theory Procedures and Techniques�´���� �6�W�U�D�X�V�V�� �D�Q�G�� �&�R�U�E�L�Q�� ��������������

�G�H�I�L�Q�H�G���*�7���D�V���³one that is inductively derived from the study of the phenomenon 

it represents. That is, it is discovered, developed, and provisionally verified 

through systematic data collection, analysis, and theory stand in reciprocal 

�U�H�O�D�W�L�R�Q�V�K�L�S���Z�L�W�K���H�D�F�K���R�W�K�H�U�´�� 

Grounded theory methodology has become by far the most frequently adopted 

framework in qualitative research (Bryman and Bell 2015). The literature on GT 

identifies common guidelines and perspectives concerning the cases that use it 

and ensuring the reliability of the research contribution (Glaser 1978; Strauss and 

Corbin 1990; Wiesche et al. 2017).  

The first situation is when the area of research interest is developing and new; 

this indicates insufficient prior literature about the phenomenon, so that the 

building of theory is required (Seidel and Urquhart 2013). The researcher did not 

find books or academic articles that illustrate the security perceptions of cloud-

based e-government services, how it affects end-�X�V�H�U�V�¶�����F�L�W�L�]�H�Q�V�¶���� �X�V�D�J�H���R�U���W�K�H��

method of enhancement in cases of resistance. 

In the second situation, GT can be used by researchers when they aim to 

investigate a new social-technical phenomenon and technological-change 

behaviour in emerging domains of academic research (Birks et al. 2013). The 

researcher thinks that the current research is an example of investigating socio-

technical phenomena where applying cloud-based services in the e-government 

context (i.e. the technical system) affects the security perceptions of people (i.e. 

the social system). The interaction between the social and technical systems 

�L�P�S�O�L�H�V�� �W�K�D�W�� �S�H�R�S�O�H�¶�V�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V�� �D�U�H�� �J�R�L�Q�J�� �W�R�� �E�H�� �L�Q�I�O�X�H�Q�F�H�G�� �H�L�W�K�H�U��

negatively or positively. To gain knowledge about what affects the security 

perceptions and how the adoption of cloud-based services affects them, the 
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researcher thought of GT as an appropriate tool for data collection and analysis, 

in order to extract a new theory, which needs to be grounded in the collected data. 

Qualitative researchers need to be aware that after more than two decades of 

collaboration, Strauss and Corbin (1990) extended and developed the original 

version of GT methodology, in a form which was criticised by Glaser (1994). The 

disagreement between the original authors led to the emergence of Straussian 

and Glaserian approaches of GT (see Table 4-1). However, due to the notable 

�S�U�R�P�L�Q�H�Q�F�H�� �R�I�� �6�W�U�D�X�V�V�¶�V�� �D�F�D�G�H�P�L�F�� �Z�U�L�W�L�Q�J�V�� �D�Q�G�� �W�K�H�� �G�L�I�I�L�F�X�O�W�\�� �I�R�U�� �U�H�V�H�D�U�F�K�H�U�V�� �W�R��

start with clean theoretical bases (Collis and Hussey 2014; Bryman and Bell 

2015), his versi�R�Q���L�V���W�K�H���R�Q�H���I�R�O�O�R�Z�H�G���L�Q���W�K�L�V���U�H�V�H�D�U�F�K���R�Y�H�U���*�O�D�V�H�U�¶�V���Y�H�U�V�L�R�Q�����7�K�H��

researcher surveyed the related literature before starting the research fieldwork, 

in order to enter the area with some understanding and knowledge of the 

phenomenon under investigation. According to Strauss and Corbin (1990), the 

existing literature is a valuable source to derive research questions to be used in 

the fieldwork.   

Due to the emerging theory being derived from the data collected from 

participants who had adequate knowledge and experience to talk about security 

perceptions of cloud-based e-government services and the different related 

issues, GT is argued by the researcher to be a good choice. It provides the 

framework and technique through which the data can be collected and analysed, 

also the theory can be built. It was an appropriate choice as the researcher aims 

to understand the security perceptions of cloud-based services from the 

perspective of public sector IT staff and citizens, rather than prior assumptions 

drawing on existing literature.    

Grounded theory, which was originally designed for nursing research, has been 

extensively recognised and used in various other disciplines, such as educational 

and organisational studies (Gray 2014). The use of GT in the IS research is not 

an exception, as it has been addressed several times in the IS literature since the 
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early 1990s (Orlikowski 1993; Boudreau and Robey 2005; Gasson and Waters 

2013), becoming an ever more widely accepted methodology in top information 

systems journals (Birks et al. 2013; Wiesche et al. 2017). 

Because of the successful process of GT implementation, hypotheses will be 

formulated. These hypotheses will be examined using the quantitative research 

approach, which is the third stage of this study. 

6.2.1 Critiques of the grounded theory methodology  

The methodology of GT, with its espoused aim of theories development related 

to the new phenomena, has been applied in different forms in IS research. For 

example, Wiesche et al. (2017) reviewed 43 GT-based articles in leading IS 

journals, which were published before 2013. Where, of the 43 articles adopted, 

35 followed Straussian approach, four followed Galserian approach, three 

followed original Glaser and Strauss�¶�V�� �D�S�S�U�R�D�F�K�� �D�Q�G one followed the second 

generation of the GTM. Furthermore, GT has been applied in IS articles for many 

purposes. Illustrating this, in the same review, the authors claimed that 23% of IS 

researchers used GT to develop a theory, 42% used it to develop models, and 

35% used GT to develop a rich description of novel phenomena. Despite the 

flexibility and diversity available from the great assets of GT, it has limitations like 

any other qualitative method. Based on the �U�H�V�H�D�U�F�K�H�U�¶�V���H�[�S�H�U�L�H�Q�F�H���D�V���Z�H�O�O���D�V��

the literature, this section outlines the main criticisms of GT.   

One of the GT limitations occurs due not having specific planning; by applying 

theoretical sampling there is no possibility of progressing the sample nature that 

will be used (Seldén et al. 2005). Moreover, according to Goulding (2002), both 

theoretical saturation and data interpretation can lead to difficult anticipation of an 

accurate timescale for conducting the research. In general, this is considered 

problematic in terms of planning the research strategies, resulting in even more 
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difficulties when bidding for research funding or completing PhD studies on 

schedule. 

Another problem stated by a number of authors, is that using GT is a time-

consuming process (Collis and Hussey 2014; Bryman and Bell 2015; Saunders 

et al. 2016). The concurrent and iterative nature of GT, in particular, the process 

of data collection and analysis, is the core reason behind the long period the 

researcher usually needs to analyse and build a theory. The researcher 

encountered a tight deadline from her sponsorship authority for completion of her 

PhD, as well as the use of the mixed-methods approach. The fact that the 

researcher was a full-time PhD student helped her to overcome the time pressure 

by conducting fieldwork and collecting the required data within the specified 

period of time. 

 Research process of the grounded theory methodology 

The grounded theory methodology was used to develop an inductively derived 

vision of the factors describing cloud-based services and its influence on security 

perceptions in the Jordanian e-government context. In this chapter, the following 

sections outline the theoretical procedure adopted in the data collection and 

analysis, in addition to the detailed discussion of the research method and 

population in this stage of the current study. The practical procedure, followed by 

the findings from the study fieldwork, based on the analysis of the collected data 

from the perspectives of citizens and IT staff will be outlined in detail. 

6.3.1 Data sources 

Grounded theory methodology is commonly used in association with interviews, 

however, it might also be used with observations or different data collection 

methods related to the interpretivist philosophy (Collis and Hussey 2014). Three 

stages were used to collect the data based on a set of sources: online survey, 
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document analysis, literature review, semi-structured interviews. The aim of the 

initial stage was to explore the research phenomenon based on a broad 

standpoint. This e�Q�K�D�Q�F�H�G���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���F�R�Q�I�L�G�H�Q�F�H���D�Q�G���N�Q�R�Z�O�H�G�J�H���R�I���D���U�H�D�O-

�Z�R�U�O�G�� �S�K�H�Q�R�P�H�Q�R�Q�� �L�Q�� �L�W�V�� �Q�D�W�X�U�D�O�� �V�H�W�W�L�Q�J���� �D�Q�G�� �D�O�V�R�� �I�D�F�L�O�L�W�D�W�H�G�� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�¶�V��

efforts to prepare for a narrower focus in terms of processing the data collection, 

particularly for subsequent stages.   

Authors who plan to conduct research using GTM are encouraged to harness 

various sources of data that will provide them with a deeper understanding of the 

phenomenon under research (Easterby-Smith et al. 2015). The use of manifold 

techniques and methods to collect data is among the factors that influence such 

study, particularly theory generation studies. This method offers multiple 

perspectives associated with the issue to be investigated, supports the emerging 

categories and concepts through providing more information that allows nuanced 

checking and provides stronger evidence of the theoretical constructs (Glaser and 

Strauss 1967). 

6.3.1.1 Initial survey, interviews, and document analysis  

The fieldwork in this stage of the current study drew upon three main methods of 

data collection: interviews, survey and document analysis. Interviewing, whether 

semi-structured or open (unstructured), is claimed to be the most widely used 

technique in qualitative research (Bryman and Bell 2015; Easterby-Smith et al. 

2015)�����7�K�H���U�H�V�H�D�U�F�K�H�U���R�E�W�D�L�Q�V���L�Q�W�H�U�Y�L�H�Z�H�H�V�¶���D�J�U�H�H�P�H�Q�W���I�R�U���L�Q�W�H�U�Y�L�H�Z�V���W�R���E�H���D�X�G�L�R-

�U�H�F�R�U�G�H�G�� �W�R�� �U�H�V�W�R�U�H���W�K�H�� �³real-time�´�� �F�K�U�R�Q�R�O�R�J�\�� �R�I�� �S�U�R�S�R�V�H�G���W�K�R�X�J�K�W�V�� �D�Q�G�� �L�G�H�D�V����

helping to avoid those missed in the interview time, also this helps the interviewer 

to write memos about the interviews. This may enhance the process of qualitative 

data analysis later in this research. 

At the first phase of the qualitative study, no documented data collection was 

involved; rather, it included an in-depth exploration of the research phenomenon, 
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which aimed to focus the process of data collection in the following phases. It was 

developed on an informal basis to present the opportunity for a rich and detailed 

interpretation and understanding of the phenomenon to be gleaned from the 

�L�Q�G�L�Y�L�G�X�D�O�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�V���� �,�Q�� �R�W�K�H�U�� �Z�R�U�G�V���� �L�Q�I�R�U�P�D�O�� �L�Q�W�H�U�Y�L�H�Z�L�Q�J�� �K�D�V�� �D�� �J�U�H�D�W�H�U��

flexibility to allow the conversation to generate new ideas that the researcher may 

not have considered prior to commencing the study, but may be pertinent to the 

acceptance and use of cloud-based services and how it is affected by the security 

perceptions of users, particularly in the Jordanian e-government context. In 

informal interviewing, it is important to establish an empathic rapport between the 

interviewer and the respondents, thus avoiding bias in the provided responses. 

Furthermore, it allows respondents to talk freely without intervention about their 

beliefs, experiences, perceptions and behaviours in relation to the research topic.   

The second phase of this research included the initial collecting of the 

documented primary data in the form of an online survey. The findings of the initial 

survey were considered by the researcher to be a valuable source to be 

discussed throughout the semi-structured interview sessions. Different feedback 

�Z�D�V���J�D�L�Q�H�G���I�U�R�P���W�K�H���V�X�U�Y�H�\�¶�V���S�D�U�W�L�F�L�S�D�Q�W�V�����E�R�W�K���-�R�U�G�D�Q�L�D�Q���F�L�W�L�]�H�Q�V���D�Q�G���,�7���V�W�D�I�I���L�Q��

the public sector, who are believed to have an effective role when investigating 

the acceptance of cloud-based e-government services and the perceived security 

of such services. The initial survey supported the researcher in exploring the 

challenges of acceptance and the current use of cloud-based services in its real 

context, particularly in public sector organisations in Jordan. It also supported the 

researcher in discovering other related security perceptions not covered by the 

questions of the initial survey, through the use of open-ended questions. 

The researcher was interested in the collection and review of the secondary 

resources: documents and websites of government ministries and private 

organisations that have a joint responsibility in the design and implementation of 

e-services of the public sector in Jordan. Some of the notable examples used are: 

the documents issued by MoICT and the National Information Technology Centre 
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(NITC); e-Government Strategy, Jordan National ICT Strategy, Statement of 

Government Policy for the ICT and Postal Sectors, National Cyber Security 

Strategy (NCSS), and national policies for information security and protection. 

Also, the websites for the NITC, the Specialized Technical Services (STS) 

website to learn more about the Secure Government Network (SGN) initiative, 

and eFAWATEERcom website to learn more about the components and benefits 

of the secure government e-payment system. However, the importance of these 

resources varied from one stage to another, where they had a secondary role in 

the initial phase, but gained increasing importance in the following stages, 

particularly when some of the initial categories and concepts had emerged. The 

document and website reviews were used for the initial coding, as will be 

described later in this chapter. 

In the third phase of this study, two groups were selected for semi-structured 

interviews. These interviews helped to understand the security issues of the 

cloud-based e-government services as perceived by participating individuals. The 

first group comprised key IT experts in the Jordanian public and private sector 

(n=����  respondents). A description of the interviewees as well as their titles, 

organisations, and relevant sectors, is provided in Section 6.4. In summary, the 

group in the first case comprised of participants from the strategic level in 

government and private entities, whose positions relate directly to the 

development of policies and planes for innovative public services and e-

government programmes. In addition, interviews were conducted with 

operational-level employees and managers, whose positions relate directly to the 

implementation of the plans and policies for innovative public services and e-

government programmes within Jordanian society at all levels. 

The second group constituted of citizens (n=8 respondents) who are educated 

and experienced with e-services, and also are familiar with e-government 

programs and services, and cloud computing. Interviews with citizens were 

directed by the emerging categories and concepts from the interviews with the 
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first group. A different interview guide was prepared to gain the perceptions and 

views of citizens about the phenomena raised in the interviews with IT staff of the 

Jordanian private and public sector (see Appendix F). The aim was to integrate 

the perceptions and views of the providers and developers of innovative e-

government systems with the perceptions and views of the users (i.e. citizens). 

The main method used to collect qualitative data in the third phase was the semi-

structured interviews. This method tends to be flexible enough in terms of 

responding to the context of individuals and organisations, as well as pursuing 

unanticipated cues and paths based on the theoretical sensitivity, which was 

developed by the researcher during the involvement with the qualitative research. 

At this stage, the researcher becomes more familiar with the topic and closer to 

formulate categories explaining the phenomenon in its real environment, 

particularly after the analysis of the first group interviews and the documents. 

Strauss and Corbin (1990) stated that the theoretical sensitivity concept indicates 

the personal quality of the researcher and refers to maintaining awareness of the 

subtleties of the data meanings. Furthermore, it has been earlier emphasised that 

theoretical sensitivity helps the researcher develop insights about the data 

meanings, which can be used in the research situation (Glaser 1978; Saunders 

et al. 2016). Such insights need to be conceptual rather than concrete (Strauss 

and Corbin 1990). The creativity of the GT methodology is often highlighted and 

includes researcher investigations in a certain area with the aim of gaining 

experience. However, the use of the semi-structured interview approach, instead 

of an in-depth and non-directed approach, allowed a specific list of issues and 

topics to be covered by the researcher, where the time and order allocated to 

�H�D�F�K���L�V�V�X�H���Z�D�V���O�H�I�W���W�R���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���G�L�V�F�U�H�W�L�R�Q������ 

�7�K�H���P�D�L�Q���F�D�W�H�J�R�U�L�H�V���D�Q�G���W�K�H�P�H�V���L�G�H�Q�W�L�I�L�H�G���L�Q���W�K�H���F�L�W�L�]�H�Q�V�¶���L�Q�W�H�U�Y�L�H�Z�V���Z�H�U�H��used 

�W�R���V�X�S�S�R�U�W�����H�[�S�D�Q�G���D�Q�G���Y�D�O�L�G�D�W�H���W�K�H���I�L�Q�G�L�Q�J�V���R�I���W�K�H���,�7���R�I�I�L�F�L�D�O�V�¶���L�Qterviews. Although 

some differences were seen in the responses regarding factors that may influence 

security perceptions of cloud-based e-government services, there was a 
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consensus in response to the factors related to technical and cultural aspects. 

This proved that the GT applied in this qualitative study is quite suited to filling the 

�J�D�S���E�H�W�Z�H�H�Q���W�K�H���-�R�U�G�D�Q�L�D�Q���F�L�W�L�]�H�Q�V�¶���L�Q�W�H�U�H�V�W�V���R�Q���W�K�H���R�Q�H���K�D�Q�G�����D�Q�G���W�K�H���,�7���V�W�D�I�I���L�Q��

the public sector on the other hand. Thereby ensuring a better understanding of 

the security perceptions that restrict user engagement and participation in cloud-

based public services. Also, the use of this approach enabled the researcher to 

specify two groups of participants who seemed to be the most relevant to the 

research topic based on purposive sampling. The subsequent sections of this 

chapter will provide more details. 

6.3.2 Literature review  

Collis and Hussey (2014) pointed out that it is difficult for GT researchers to 

distance themselves from pre-existing theoretical models and concepts. 

Therefore, the best advice might be to approach the research field, not with a 

completely empty mind, but with an open mind and a few predetermined thoughts 

relevant to the reality under investigation. In addition, the use of the prior 

literature, especially before generating a theory in the study area, is important for 

�H�Q�K�D�Q�F�L�Q�J���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���F�R�Q�I�L�G�H�Q�F�H���D�Q�G���X�Q�G�H�U�V�W�D�Q�G�L�Q�J���R�I���W�K�H���W�R�S�L�F���D�Q�G���K�H�O�S�V��

in the development of a grounded theory methodology (Bryant 2002; Saunders et 

al. 2016). Pertinent to the qualitative phase of the current research, the researcher 

did the initial literature review on the factors affecting the security perceptions of 

e-services users, and was able to identify a lack of studies that examined security 

concerns of cloud-based e-government services in the context of developing 

countries, particularly in Jordan. Thus, the researcher made the decision to allow 

the theoretical framework to emerge from the empirical data. However, the 

literature review was a helpful source for guiding the semi-structured interviews. 

Also, it was valuable in terms of linking the emerging concepts and categories 

with published literature and theories to provide a discussion of the findings and 

develop the theory grounded in the fieldwork. 
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6.3.3 Sampling of the qualitative stage  

The purpose of sampling in GT is to pursue theoretical relevance to the emerging 

theory, rather than representativeness principles of statistical sampling, used later 

in the quantitative stage of this thesis. Strauss and Corbin (1990) asserted that 

theoretical sampling requires the principle of maximum variation based on the 

evolving concepts. Also, it has been argued that the selection of the sample for 

GT research is determined in relation to both the theoretical sensitivity and coding 

procedure (Glaser 1978; Saunders et al. 2016), as illustrated through this chapter. 

Under rigid GT methodology, the sampling will continue until no relevant or new 

data emerge, until the categories are well developed, and until the relationships 

among these categories are verified and well established. 

Being different from the other qualitative research methodologies with regard to 

the sample selection, GT commences data collection with the initial participants 

who are most likely to provide the researcher with early information about the 

phenomenon under research. However, strategies of sample selection in other 

methodologies are purposive and identified before the data collection embarks. 

In GT, information from the initial sample will be analysed to glean the initial 

explanatory categories and concepts, which should guide the researcher 

theoretically to select the subsequent samples, data forms and locations. This 

strategy is a particular case of purposive sampling, called theoretical sampling 

(Glaser and Strauss 1967).  It is used to define the data to be collected in the next 

stages of the study, where to be found, and the theoretical purpose of the data 

collection. Figure 6-1 represents the steps that the researcher executed in this 

stage of the research project (process of theoretical sampling). 

Consequently, the researcher started the data collection initially with a sample of 

IT staff from different public and private sector organisations in Jordan, who have 

the knowledge, effective role and joint responsibility for the design and 

implementation of cloud-based e-government services. Furthermore, the 
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researcher was keen to record and transcribe each interview as soon as it finished 

to enable the analysis process and identification of the subsequent sample, and 

where to find it based on the emerging theoretical categories and concepts. In a 

later stage, the theory began to develop, thus further participants were involved 

with the aim of strengthening and validating the theory based on the specific 

context of this research. The researcher continued this process until theoretical 

saturation was reached, where new data did not reveal further theoretical insight 

(i.e. categories and concepts). 

The GT used in this qualitative study does not follow representative sampling. 

This indicates no maximum or minimum sample size, but in the early stages of 

fieldwork, the sampling should cover various incidents believed to have an 

influence on the research phenomenon, regardless of their possible relevance to 

the current study. Glaser (1992) argued that the selection efforts of the study 

sample should continue based on the theoretical relevance of the characteristics 

of the cases sampled and the development of the theoretical framework in the 

specific context. Thus, the approach used in the current study was based on the 

iterative or recursive nature of GT, meaning that it involves the idea that the 

process of data collection, sampling and analysis occurs in tandem (Collis and 

Hussey 2014; Bryman and Bell 2015). In other words, the researcher applied 

concurrent sampling/collection and analysis to ensure reliable and accurate 

results in the study context.  
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Figure 6-1 Process of theoretical sampling (adapted from Bryman and Bell 2015)  

The results of the first phase (i.e. IT staff interviews) were discussed, extended 

and validated in the second phase which included eight participants. This group 

of interviewees consisted of Jordanian citizens with different educational 

backgrounds and experience in using e-services, e-government systems, and CC 

as a part of their daily life. However, a detailed discussion about the samples will 

be provided in the following sections of this chapter. The official website of the 

Jordanian e-government was used as a source list for public sector organisations 

and their contact details, while the information about private sector institutions 

was obtained through interviewees from the public sector.  
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6.3.4 Interview guide  

The participants in this stage of the current study had administrative or practical 

experience. This allowed the researcher to gain significant unrevealed data, ideas 

and views regarding the implementation and security of cloud-based services 

within the e-government context, and such data the researcher was not aware of 

until starting data collection. The researcher prepared an interview guide, as a 

written document (see Appendix F). It included the aim of this stage, notes about 

the field, interview guidelines and the questions proposed. The questions served 

to remind the researcher of the main issues to be discussed with the participants. 

Easterby-Smith et al. (2015) argued that the researcher is likely to be more 

successful if the interview is initiated with clear areas of research interest. This 

could help to produce a clear picture in the mind of a participant of what questions 

the researcher interested in, leading to more focused data that is easier to 

interpret.  

Qualitative interviewing (ex. semi-structured) does not need to follow a list of 

structured topics or questions to be asked in exactly the same order, or even in 

the same words. Instead, it can use a topic or interview guide (Easterby-Smith et 

al. 2015). According to Bryman and Bell (2015), it �L�V���F�D�O�O�H�G���W�K�H���µinterview guide�¶��

as it refers to a brief list of interviewer questions or ideas to be addressed. 

Because this stage of the current research was based on semi-structured 

interviews, the researcher prepared a more structured list of questions to be 

�F�R�Y�H�U�H�G���L�Q���W�K�H���L�Q�W�H�U�Y�L�H�Z�V�����+�R�Z�H�Y�H�U�����W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���T�X�H�V�W�L�R�Q�V���Z�H�U�H���I�R�U�P�X�O�D�W�H�G��

in a way as to not be too specific for two key reasons.  

�)�L�U�V�W���� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �Z�D�Q�W�H�G�� �W�R�� �L�Q�Y�H�V�W�L�J�D�W�H�� �W�K�H�� �S�D�U�W�L�F�L�S�D�Q�W�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� �D�Q�G�� �W�R��

understand, according to their viewpoints, the critical aspects that affect the 

security of cloud-based services in the public sector. Some of the aspects raised 

�E�\���L�Q�W�H�U�Y�L�H�Z�H�H�V���Z�H�U�H���D�E�V�H�Q�W���I�U�R�P���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���W�K�L�Q�N�L�Q�J�����D�Q�G���W�K�D�W���L�V���G�X�H���W�R���W�K�H��

fact that the interviewees had notable experience in cloud-based e-government 
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services in general and perceived security in particular. In addition, some of the 

interviewees, especially the IT staff sample, had familiarity with work practices for 

completing government transactions. This allowed them �W�R�� �U�H�Y�H�D�O�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶��

suggestions of what needs to be done regarding secure public services in 

�D�F�F�R�U�G�D�Q�F�H�� �Z�L�W�K�� �W�K�H�� �X�V�H�U�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H���� �7�K�X�V���� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �E�H�O�L�H�Y�H�V�� �W�K�D�W�� �W�K�H��

final aim of interviews with experienced participants is to know, using an inductive 

approach, what the research community does not know. 

Secondly, as recommended by Corbin and Strauss (2015), the researcher should 

be familiar with the previous literature and start with presuppositions to help in 

making sense of the data to be collected. Therefore, the researcher introduced 

some key ideas and questions to be answered by the interviewees; however, the 

format and order were likely to change in order to be tailored to interviewee 

responses. Flexibility, as one of the prominent characteristics of semi-structured 

interviews, enabled such a change in the format and order of the proposed 

questions (Gray 2014; Easterby-Smith et al. 2015). Owing to these changes, new 

questions, areas and/or topics emerged in a spontaneous manner during the 

series of interviews, these were essential to probe and clarify in-depth certain 

�L�G�H�D�V���� �$�V�� �W�K�H�� �Q�H�Z�� �D�U�H�D�V�� �Z�H�U�H�� �E�D�V�H�G�� �R�Q�� �W�K�H�� �L�Q�W�H�U�Y�L�H�Z�H�H�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�V���� �W�K�H�\��

allowed the researcher to obtain a clear understanding and highlight significant 

issues related to the perceived security of cloud-based services in the public 

sector. 

The researcher prepared a separate list of interview questions for both groups of 

interviewees, with a focus on the perspectives of citizens with respect to security, 

such as their knowledge and attitudes towards the security of cloud-based 

services provided by the e-government website. While the second list of 

questions, adjusted to suit the IT staff in the public sector entities, focused on the 

viewpoints of the entity in terms of users and technical concerns, regarding the 

perceived security of cloud-based services within the public sector.  
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The researcher also had to modify the proposed questions in accordance with the 

analysis results from the previous interview, the nature of the in�W�H�U�Y�L�H�Z�H�H�V�¶���Z�R�U�N����

responsibilities, experiences and roles they performed. This change allowed the 

researcher to build theoretical concepts grounded in the collected data, and this 

confirms the principle of grounded theory. Through the questions in the interview 

guide, the researcher aimed to organize the interview into three main sections:  

1. Opening section:  

�7�K�H�� �W�\�S�H�V�� �R�I�� �T�X�H�V�W�L�R�Q�V�� �L�Q�� �W�K�L�V�� �V�H�F�W�L�R�Q�� �U�H�O�D�W�H�� �W�R�� �W�K�H�� �L�Q�W�H�U�Y�L�H�Z�H�H�V�¶�� �S�R�V�L�W�L�R�Q�V����

responsibilities, roles and involvement in the implementation of cloud-based 

services on the e-government website. In addition, the researcher, in some 

interviews, asked interviewees about their knowledge, opinions and what they 

could tell with respect to the use of cloud-based services to complete government 

transactions. The opening section aimed to encourage the interviewee to talk and 

enabled the building of a rapport with him/her, which led to more questions during 

the interviews. 

�������³�,�V�V�X�H�V���D�E�R�X�W���S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�I���F�O�R�X�G-based servi �F�H�V�´���V�H�F�W�L�R�Q���� 

In this section, the researcher wanted to gain a greater explanation of the 

�L�Q�W�H�U�Y�L�H�Z�H�H�V�¶���L�G�H�D�V���D�Q�G���I�R�F�X�V���R�Q���W�K�H���L�P�S�R�U�W�D�Q�W���D�V�S�H�F�W�V���U�H�O�H�Y�D�Q�W���W�R���W�K�H���S�H�U�F�H�L�Y�H�G��

security of cloud-based services in the e-�J�R�Y�H�U�Q�P�H�Q�W�� �F�R�Q�W�H�[�W���� �I�U�R�P�� �W�K�H�� �X�V�H�U�V�¶��

view. It needs to be �W�D�N�H�Q���L�Q�W�R���F�R�Q�V�L�G�H�U�D�W�L�R�Q���W�K�D�W���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���G�L�V�F�X�V�V�L�R�Q���Z�L�W�K��

the interviewees was guided by the ideas raised by them. These ideas reflected 

�W�K�H���L�Q�W�H�U�Y�L�H�Z�H�H�V�¶���N�Q�R�Z�O�H�G�J�H�����H�[�S�H�U�L�H�Q�F�H�V�����Y�L�H�Z�V�����D�Q�G���Z�H�U�H���U�H�O�H�Y�D�Q�W���W�R���W�K�H�L�U���Z�R�U�N��

nature, responsibilities and positions. For example, interviewing IT staff in the 

public sector directed the focus of the discussion on the technical processes and 

measures that they use to influence the perceived security of cloud-based 

services on the e-government website. 
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However, the interview guide was created to lead the discussion to its main aim, 

i.e. to obtain a richer understanding of the ideas that require explanation. For 

instance, in some situations, it was necessary for the researcher to try to end the 

discussion at a certain point and to ask a question more connected to the topic 

�X�Q�G�H�U���L�Q�Y�H�V�W�L�J�D�W�L�R�Q�����V�X�F�K���D�V�����³�,���Z�R�X�O�G���Q�R�Z���O�L�N�H���W�R���P�R�Y�H���L�Q�W�R���D���G�L�I�I�H�U�H�Q�W���W�R�S�L�F���W�R���W�D�O�N��

�D�E�R�X�W���������´�� �R�U�� �³�+�R�Z�� �G�R�� �\�R�X�� �W�K�L�Q�N�� �W�K�L�V�� �U�H�O�D�W�H�V�� �W�R�� �S�H�U�F�H�L�Y�H�G�� �V�H�F�X�U�L�W�\�� �R�I�� �W�K�H�� �F�O�R�X�G��

�V�H�U�Y�L�F�H�V�"�´ 

3. Closure section:  

I�Q���W�K�H�L�U���E�R�R�N���³Management and Business Research�´�����(�D�V�W�H�U�E�\-Smith et al. (2015) 

�G�H�Y�R�W�H�G���W�K�H���O�D�V�W���S�D�U�W���R�I���W�K�H���L�Q�W�H�U�Y�L�H�Z���J�X�L�G�H���W�R���³�F�O�R�V�L�Q�J���T�X�H�V�W�L�R�Q�V�´�����,�Q���W�K�L�V���U�H�V�H�D�U�F�K����

participants had the chance to raise ideas, topics or areas that they thought were 

significant in terms of an acceptable level of perceived security related to cloud-

based services. In addition, the researcher asked interviewees to state their 

recommendations and suggestions, which may help different government 

stakeholders, particularly citizens, in enhancing their perceived security while 

using cloud-based services via the e-government website. 

 The interview process: management and analysis  

6.4.1 Collection of the data  

A number of authors confirmed that the use of multiple sources to collect and 

analyse data has a particular benefit to theory generation, due it providing 

different perspectives about an issue, supplying high-quality information about 

emerging concepts, allowing cross-checking of conjectures and assumptions, 

and resulting in stronger substantiations of constructs (Glaser and Strauss 1967; 

Orlikowski 1993; Yin 2014). As mentioned in the earlier sections of this chapter, 

the researcher adopted a number of data sources in the qualitative stage of the 
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current study. This also facilitated the researcher role in identifying the criteria of 

the participants selected for the semi-structured interviews.  

The researcher selected 10 IT experts from the public and private sector to 

conduct the first stage of interviews. This group of experts was mainly chosen 

due to their active role in the design, implementation and security of cloud-based 

e-government services. In practice, the group comprised two IT managers, three 

heads of e-government services departments, two software and system 

developers, one information security manager, and one head of IT security 

awareness department. These IT experts work in leading departments in the 

public sector, such as National Information Technology Center (NITC), Ministry 

of Information and Communication Technology (MoICT), Jordan Customs 

Department (JCD), Civil Status and Passports Department (CSPD), and Ministry 

of Education (MoE). In addition, three IT experts work in private sector 

organisations: MadfooatCom, the leader of financial services technology in 

Jordan that provides the government with e-payment technology through the 

eFAWATEERcom platform, and Specialised Technical Services (STS) one of the 

Jordanian government partners in providing IT solutions and services. 

However, at this stage a set of semi-structured interviews was conducted with the 

aim of providing an enhanced understanding of the factors affecting the security 

perceptions of cloud-based e-government services, according to the viewpoints 

of the Jordanian government and its partners in the private sector, as depicted in 

Table 6-1. 

Table 6-1 List of participants �¶��titles,  organisations, and related sectors  

Participant  Title  Organisation  Sector  

IT-1 
Manager of Knowledge Stations -
Jordan  NIC Public 

IT-2 Senior  System Engineer  NIC Public 

IT-3 Head of �³�,�Q�I�R�U�P�D�W�L�R�Q���6�H�F�X�U�L�W�\��
�$�Z�D�U�H�Q�H�V�V�´���G�H�S�D�U�W�P�H�Q�W 

NIC Public 

https://www.facebook.com/KnowledgeStationsJordan/?hc_ref=ARScHy2Pw535wF3yBtVbK9FC7Bd1pbtlxrkpcHgJOE-Qv1naSrh6J2T9i29KjxH6RKk&fref=nf
https://www.facebook.com/KnowledgeStationsJordan/?hc_ref=ARScHy2Pw535wF3yBtVbK9FC7Bd1pbtlxrkpcHgJOE-Qv1naSrh6J2T9i29KjxH6RKk&fref=nf
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IT-4 Senior System Engineer  MoICT Public 

IT-5 Head of E -Government Department   
JCD  

Public 

IT-6 Executive Assistant to the E -
Government Services Bureau  

CSPD  Public 

IT-7 Head of Portals and E-Government 
Division   

MoE Public 

IT-8 Software Services Manager  STS Private 

IT-9 Information Security Manager  

 

eFwateercom/ 

MadfooatCom 

Private/ 

Public  

IT-10 Senior Software Developer  

 

eFwateercom/ 

MadfooatCom 

Private/ 

Public 

Once the researcher had interviewed participants from both the private and the 

government sector, the sampling process became more focused, leading to a 

group of eight interviewees as a sample of Jordanian citizens. 

Semi-structured interviews conducted with the citizen participants were chosen 

carefully, as outlined previously in this chapter (see Table 6-2). However, the 

collected data was grounded in the existing reality.   

Table 6-2 Characteristics of Citizens �¶��Interviewees  

 IT experien ce  Participants Characteristics  
 
 
C1  
- 
C2 

 
 

IT undergraduate 
students  

 

Number  2 
Gender  
 

Male  1 
Female  1 

Age range  (18-21) years 
Workplace 
 

Amman  1 
Other cities  1 

Years of experience (range) (2-3) years 
 
 
C3  
- 
C4 

 
 

IT academ ic staff  

Number 2 
Gender  
 

Male  0 
Female  2 

Age range (35-40) years 
Workplace 
 

Amman  0 
Other cities  2 

Years of experience (range) (11-15) 
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C5  
- 
C6 

 
 

IT practitioners  

Number 2 
Gender  
 

Male  1 
Female  1 

Age range (35-40) years 
Workplace 
 

Amman  2 
Other cities  0 

Years of experience (range) (5-10) years 
 
 
C7  
- 
C8 

 
 

IT senior or retired 
staff  

Number 2 
Gender  
 

Male  2 
Female  0 

Age range (45-55) years 
Workplace 
 

Amman  1 
Other cities  1 

Years of experience (range) (20-30) years  

In GT methodology, the use of theoretical sampling entails conducting interviews 

with the key relevant respondents to enhance the quality of the collected data. 

Thus, the researcher attempted to contact the key individuals with the knowledge 

and experience �R�I�� �W�K�H�� �S�K�H�Q�R�P�H�Q�R�Q�� �X�Q�G�H�U�� �V�W�X�G�\���� �,�Q�� �D�G�G�L�W�L�R�Q���� �L�W�¶�V�� �L�P�S�R�U�W�D�Q�W�� �W�R��

indicate that the GT is not related to collecting as much data and answers as 

possible from a specific participant, rather collecting data related to categories or 

concepts, aiming to generate hypotheses and determine the next sample (Glaser 

and Strauss 1967; Strauss and Corbin 1990). When GT is adopted, it is 

challenging to predict the number of participants who will be involved in the 

research until theoretical saturation is achieved (Glaser and Strauss 1967; 

Strauss and Corbin 1990). In practice, this resulted in a total of 18 individuals 

being involved in this study for interviews.  

6.4.2 Implementation of the interviews  

Prior to conducting the interviews, the researcher contacted the participants by 

telephone and/or by email, informing them of the issue to be investigated and 

illustrating the main aim of the study. Also, arranging a suitable time and date for 

the interview. The researcher kept examples of such emails in order to enhance 

the credibility of this research (see Appendix G). At the beginning of each 

�L�Q�W�H�U�Y�L�H�Z�� �W�K�H�� �L�Q�I�R�U�P�D�Q�W�V�¶�� �H�[�S�H�U�L�H�Q�F�H�V���� �S�R�V�L�W�L�R�Q�V���� �E�D�F�N�J�U�R�X�Q�G�V�� �D�Q�G�� �U�R�Oes were 
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explored. This was considered a satisfactory introduction to moving smoothly to 

the main topic of study, so the interviews could focus on more substantive issues. 

In addition, the researcher obtained permission from respondents to record the 

interviews, but a few refused to be recorded. Although the researcher used 

software for Skype call recording in most interviews, it was also preferred to write 

some notes on the discussion, due to two reasons: 1) to give interviewees the 

feeling that the provided data was useful, thus the opportunity was being given to 

express their beliefs, views, and opinions comfortably, whilst also showing that 

the researcher was interested and conscious of what was being said; and 2) to 

enable the researcher to discover and indicate the ideas and concepts from the 

first interviews, which were investigated and discussed in the following interviews. 

This highlights that the process of both data collection and analysis occurred in 

parallel from the commencement of interviews.   

In the interviews, the dialogue was not limited to the questions presented in the 

interview guide (see Appendix F), as the participants were free to add their beliefs 

and opinions. This was useful in terms of answering the interview questions. To 

achieve this, the researcher used different kinds of questions; for example, after 

the general questions introducing the study topic, the researcher asked follow-up 

questions, giving the chance for participants to elaborate their ideas (Bryman and 

Bell 2015). Moreover, probing questions were used to gain greater details on 

certain issues, as the researcher thought these were important.   

At the close of each interview, the researcher discussed a written report of the 

�L�Q�W�H�U�Y�L�H�Z�� �D�Q�D�O�\�V�L�V�� �F�R�Q�G�X�F�W�H�G�� �H�D�U�O�L�H�U�� �W�R�� �J�D�L�Q�� �W�K�H�� �U�H�V�S�R�Q�G�H�Q�W�¶�V�� �F�R�P�P�H�Q�W�V�� �D�Q�G��

feedback on the main points discovered. This facilitated the double-checking of 

�W�K�H�� �U�H�V�H�D�U�F�K�H�U�¶�V�� �X�Q�G�H�U�V�W�D�Q�G�L�Q�J�� �R�I�� �W�K�H�� �L�P�S�R�U�W�D�Q�W���S�R�L�Q�W�V�� �U�H�O�D�W�H�G�� �W�R�� �W�K�H���S�H�U�F�H�L�Y�H�G��

security of cloud-based e-government services. The aim of checking the results 

of the interviews analysis with other respondents was to construct themes or 

theories grounded in the collected data. 
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A full transcription of each interview was sent to each participant via e-mail. Each 

participant was asked to approve the accuracy of the received copy and send any 

�I�X�U�W�K�H�U�� �U�H�M�H�F�W�L�R�Q�V�� �R�U�� �F�R�P�P�H�Q�W�V�� �R�Q�� �D�Q�\�� �S�D�U�W�� �R�I�� �W�K�H�� �L�Q�W�H�U�Y�L�H�Z�¶�V�� �W�U�D�Q�V�F�U�L�S�W�� �R�U�� �W�K�H��

related extracted findings. The researcher also obtained consent from all 

respondents to use their quotes in this PhD thesis or any academic research 

publications.   

6.4.3 Analysis procedure in grounded theory methodology  

�&�R�Q�F�H�S�W�V�� �D�Q�G�� �F�D�W�H�J�R�U�L�H�V�� �Z�H�U�H�� �J�H�Q�H�U�D�W�H�G�� �W�K�U�R�X�J�K�� �W�K�H�� �S�U�R�F�H�V�V�� �R�I�� �³�F�R�Q�V�W�D�Q�W��

�F�R�P�S�D�U�L�V�R�Q�´�� �E�H�W�Z�H�H�Q�� �F�K�X�Q�N�V�� �R�I�� �G�D�W�D�� �D�Q�G��also asking questions continuously, 

such as, does this piece of data point out to the study? And what does this 

segment of data mean? An illustration of how the qualitative data has been 

analysed is provided, for instance, an interview conducted with a citizen was 

transcribed and presented in Appendix H. The analysis and coding of this 

interview were initiated by transcribing the audio recording and then converting 

the voice conversation into an accessible Arabic text, the primary language of the 

participant. Furthermore, the researcher carefully translated the Arabic 

transcription to an English version. The researcher then asked two specialised 

people in English language and translation, who are native Arabic speakers, to 

validate that the translated version has a relatively identical meaning. After that, 

the author started the actual coding by reviewing the transcript and the field notes 

line by line, and labelling the elements of potential significance within the research 

settings being studied. For example, as shown in the transcribed interview (see 

Appendix H������ �Z�K�H�Q�� �W�K�H�� �D�X�W�K�R�U�� �D�V�N�H�G�� �R�Q�H�� �R�I�� �W�K�H�� �F�L�W�L�]�H�Q�V�� �W�K�H�� �T�X�H�V�W�L�R�Q���� �³In your 

opinion, is the use of cloud-based services for government transactions and 

obtaining the personal and sensitive data, secure? why/why not?�´���W�K�H��respondent 

answer:   

�³�:�H�O�O�����������,�W���G�H�S�H�Q�G�V�����L�I���W�K�H���R�Q�O�L�Q�H���V�H�U�Y�L�F�H�V���R�I���D���F�H�U�W�D�L�Q���J�R�Y�H�U�Q�P�H�Q�W���H�Q�W�L�W�\���R�U���P�L�Q�L�V�W�U�\��

that you would like to use gain the trust and the reliability of the other people .... 
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And if you hear that those people conduct the governmental transactions using 

the government website and get satisfaction with the provided service including 

the online payment�����W�K�H�Q���,���Z�R�X�O�G���G�R���W�K�H���V�D�P�H�´�����&���� 

From the aforementioned excerpt, the researcher highlighted significant 

keywords through underlining, representing a specific code. The underlined 

�Z�R�U�G�V�����H���J�����³gain the trust and the reliability of the other people�´�����³hear that those 

people�´�� �D�Q�G�� �³get satisfaction with the provided service, including the online 

payment�,́ were reviewed by the researcher, and questions were raised: what 

does this data mean or show? What is the point of view expressed by the citizen? 

Are the represented codes important? Do they provide insights into the research 

questions? What type of interpretations could be obtained from these codes?  

�,�Q���W�K�L�V���H�[�F�H�U�S�W�����³�W�U�X�V�W�´���L�V���R�Q�H���R�I���W�K�H���L�P�S�R�U�W�D�Q�W���F�R�Q�F�H�S�W�V���W�K�D�W���F�D�Q���E�H���L�G�H�Q�W�L�I�L�H�G���I�U�R�P��

the codes phrased by the citizen. The labels (i.e. codes) might come from various 

�V�R�X�U�F�H�V���� �D�F�D�G�H�P�L�F�� �W�H�[�W�V���� �W�H�F�K�Q�L�F�D�O�� �O�L�W�H�U�D�W�X�U�H���� �L�Q�I�R�U�P�D�Q�W�V�¶�� �L�Q�W�H�U�Y�L�H�Z�V (Strauss 

1987; Easterby-Smith et al. 2015)���� �R�U�� �I�U�R�P�� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�V�¶�� �R�Z�Q�� �Y�R�F�D�E�X�O�D�U�\����

�7�K�X�V�����W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���N�Q�R�Z�O�H�G�J�H���D�Q�G���H�[�S�H�U�L�H�Q�F�H���R�I���H�[�L�V�W�L�Q�J���U�H�V�H�D�U�F�K���J�X�L�G�H�G���K�H�U��

directly to the significance of this concept, and consequently, highlighted its 

�L�P�S�R�U�W�D�Q�F�H�����7�K�H���R�W�K�H�U���F�R�Q�F�H�S�W���Z�D�V���³�L�Q�G�L�Y�L�G�X�D�O�V�¶���H�[�S�H�U�L�H�Q�F�H�´�����7�K�L�V���F�R�Q�F�H�S�W���Z�D�V��

�X�Q�G�H�U�V�W�R�R�G�� �D�Q�G�� �H�[�W�U�D�F�W�H�G�� �I�U�R�P�� �W�K�H�� �T�X�R�W�H�V�� �³�K�H�D�U�� �W�K�D�W�� �W�K�R�V�H�� �S�H�R�S�O�H�´�� �D�Q�G�� �³�J�H�W��

�V�D�W�L�V�I�D�F�W�L�R�Q���Z�L�W�K���W�K�H���S�U�R�Y�L�G�H�G���V�H�U�Y�L�F�H���L�Q�F�O�X�G�L�Q�J���W�K�H���R�Q�O�L�Q�H���S�D�\�P�H�Q�W�´�����,nitially, the 

�F�R�Q�F�H�S�W���R�I���³�L�Q�G�L�Y�L�G�X�D�O�V�¶���H�[�S�H�U�L�H�Q�F�H�´���Z�D�V���L�Q�W�U�R�G�X�F�H�G���E�\���W�K�H���U�H�V�H�D�U�F�K�H�U�����D�V���L�W���F�R�X�O�G��

�L�Q�G�L�F�D�W�H���W�K�D�W���W�K�H���X�V�H�U�����F�L�W�L�]�H�Q�����G�H�S�H�Q�G�V���R�Q���R�W�K�H�U���S�H�R�S�O�H�¶�V���S�U�H�Y�L�R�X�V���H�[�S�H�U�L�H�Q�F�H�V��

and their recommendations when conducting online government transactions; the 

user also would rely on these when making decisions as to whether cloud-based 

e-government services are secure or not. The coding process yielded the 

discovery of similarities among the concepts, which were later grouped into one 

category. To give an illustration, as shown in the same interview (see Appendix 

H������ �W�K�H���F�R�Q�F�H�S�W�V���R�I�� �³�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V���I�U�R�P���R�W�K�H�U�V�´���D�Q�G���³�U�H�S�X�W�D�W�L�R�Q�´���G�H�Y�H�O�R�S�H�G��

from the collected data. At this stage, the following concepts were grouped into 
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�R�Q�H�� �F�D�W�H�J�R�U�\���� �³�W�U�X�V�W�H�G�� �I�U�R�P�� �R�W�K�H�U�� �S�H�R�S�O�H�´���� �³�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�� �I�U�R�P�� �R�W�K�H�U�V�´�� and 

�³�U�H�S�X�W�D�W�L�R�Q�´�����D�V���W�K�H�\���Z�H�U�H���I�R�X�Q�G���W�R���K�D�Y�H���V�L�P�L�O�D�U�L�W�L�H�V�����,�Q���W�K�H���R�S�H�Q���F�R�G�L�Q�J�����W�K�H���V�D�P�H��

label was assigned to the similar segments of data (Saunders et al. 2016). The 

�U�H�V�H�D�U�F�K�H�U�� �V�H�O�H�F�W�H�G�� �³�L�Q�W�D�Q�J�L�E�O�H�� �F�K�D�U�D�F�W�H�U�L�V�W�L�F�V�� �R�I�� �V�H�F�X�U�L�W�\�´�� �D�V�� �D�� �O�D�E�H�O�� �I�R�U�� �W�K�H��

category �± more illustration for this is provided in Section 6.4.4.1. Intangible 

characteristics of security cannot be checked by end users of e-government 

websites and are not directly perceived on a particular website. The intangible 

characteristics can be generated through informal communications (i.e. word-of-

mouth) among individuals. Further concepts that have a similar meaning are 

depicted in Table 6-3�����5�H�I�H�U�U�L�Q�J���W�R���6�W�U�D�X�V�V���D�Q�G���&�R�U�E�L�Q�¶�V�����������������G�H�I�L�Q�L�W�L�R�Q���R�I���R�S�H�Q��

coding in Chapter 4, the researcher proceeded the coding process until all 

possible categories and concepts emerged, thus this stage was completed. 

Whereas the prior stage of coding concerned the breaking down of the data, so 

that the important categories could be located, axial coding aims to restructure 

these categories with the intention of identifying the relationships among them. In 

practice, both axial coding and open coding may be conducted concurrently. 

However, the current study mainly focused on identifying the factors that influence 

the perceived security of cloud-based e-government services from multiple 

perspectives in the Jordanian public sector; thus, the relationships among those 

categories were not examined. The only relationship examined is that which links 

perceived security with the emerging categories. The relationships could be either 

negative or positive in nature. During the process of axial coding, the researcher 

identified whether a certain category has a positive or negative influence on 

perceived security. 

The researcher followed the principles of Strauss and Corbin (1990) on using the 

grounded theory, particularly at the final stage of selective coding, which aims to 

elicit the core category, and systematically link it to other emerging categories. 

Additionally, this represents the principal area of the research problem. 

Consequently, the only relationship examined in the axial coding is the 
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relationship between the emerging categories and perceived security, the core 

�F�D�W�H�J�R�U�\���L�Q���W�K�H���F�X�U�U�H�Q�W���U�H�V�H�D�U�F�K���Z�D�V���³�S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\�´�� 

6.4.4 Findings of analysis ba sed on the GT methodology  

�)�L�Y�H�� �F�D�W�H�J�R�U�L�H�V�� �Z�H�U�H�� �L�G�H�Q�W�L�I�L�H�G���I�U�R�P�� �W�K�H�� �D�Q�D�O�\�V�L�V�� �R�I�� �W�K�H���S�D�U�W�L�F�L�S�D�Q�W�V�¶�� �U�H�V�S�R�Q�V�H�V��

(IT-staff in both government and private sector organisations, and citizens alike), 

as shown in the following five subsections. However, the readers can see the 

presence of repetition in some responses, so the excerpt was quoted in a certain 

category and re-quoted in another. The reason behind this was that more than 

one insight and meaning could be obtained from one response. 

6.4.4.1 Intangible and tangible c haracteristics  of security  

�7�K�H�� �S�D�U�W�L�F�L�S�D�Q�W�V�¶�� �U�H�V�S�R�Q�V�H�V�� �U�H�J�D�U�G�L�Q�J�� �Z�K�D�W�� �I�H�D�W�X�U�H�V�� �D�Q�G�� �V�W�D�Q�G�D�U�G�V�� �V�K�R�X�O�G�� �E�H��

available on the e-government website to ensure that it is considered secure can 

be classified into intangible and tangible characteristics. Intangible characteristics 

are those that cannot be checked over the e-government website and are not 

directly observed on a specific website, whereas tangible ones are technical 

security features available on the website which can be checked by the user (e.g. 

security certificates). Society has the main impact on the intangible 

characteristics, in terms of the environment and communications; what citizens 

hear from each other, where they live, and their previous experiences. They also 

include the reputation of the e-government website and cloud-based services 

when used for conducting governmental transactions, and how well known the e-

payment gateway is. Individual awareness of such characteristics can be 

constructed by informal communications (i.e. word-of-mouth). 

Tangible characteristics need to be checked and recognised by citizens over the 

e-government website, rather than gained through social communications with 

others; this includes having experience and knowledge of such characteristics, 

like knowing the aim of a security certificate and the way to check its period of 
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validity. The intangible and tangible categories are described in Figure 6-2, while 

the elliptical shapes represent the concepts identified from the collected data with 

the aim of developing this category. In add�L�W�L�R�Q���� �Z�L�W�K�L�Q�� �W�K�L�V�� �I�L�J�X�U�H���� �W�K�H�� �D�U�U�R�Z�¶�V��

direction shows the relationship direction (cause and effect), where this category 

influences the perceived security of cloud-based e-government services. The 

core category is represented by a shaded rectangle, which is the goal of the 

phenomena investigated in this context. 

 
Figure 6-2 The category of intangible and tangible characteristics of security has an 

influence on perceived security of cloud -based  e-government services  

Some IT staff indicated that the intangible characteristics meant nothing from their 

perspective, thus the tangible characteristics were given a higher priority, after 

which the intangible ones could or could not be taken into consideration. For 

example, the following respondent indicated that the recommendations and 

experiences of other people might result in the website being considered secure, 

but she did not depend on it totally; rather she relied on the tangible features of 

security. 

�³�7�K�H�� �U�H�O�L�D�Q�F�H�� �R�Q�� �\�R�X�U�� �N�Q�R�Z�O�H�G�J�H�� �D�Q�G�� �Z�K�D�W�� �\�R�X�� �O�H�D�U�Q�H�G�� �D�E�R�X�W�� �W�K�H�� �W�D�Q�J�L�E�O�H��

technical characteristics of security, despite what others tell you, or the advice 
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they provide. For example, the security certificate of a certain website, OTP 

(One Time Password), PII (Personally Identifiable Information), or multi-factor 

authentication in the website of the Ministry or the government organisation 

�L�Q�G�L�F�D�W�H�V���W�K�D�W���³�W�K�H���Z�H�E�V�L�W�H���L�V���V�H�F�X�U�H���I�R�U���W�K�H���H�Q�G���X�V�H�U�´�����D�Q�G���W�K�L�V���L�V���W�K�H���P�D�L�Q���W�K�L�Q�J��

in my view, as what other people tell you is associated with their experience in 

the use of the website and may not reflect the reality..... Therefore, the 

�G�H�I�L�Q�L�W�L�R�Q���R�I���V�H�F�X�U�L�W�\���L�V���V�X�E�M�H�F�W�L�Y�H���´�����,�7���� 

Respondents stated that the involvement of a third party that is well known, 

nationally recognised and accepted by all stakeholders of the cloud-based e-

government services, helps to guarantee that security is afforded and also that 

such services are perceived as a secure channel. Accordingly, this encourages 

these stakeholders to engage in e-government. Evidence of this involvement 

�L�Q�F�O�X�G�H���F�O�H�D�U���G�H�P�R�Q�V�W�U�D�W�L�R�Q���R�I���W�K�H���W�K�L�U�G���S�D�U�W�\�¶�V���V�H�F�X�U�L�W�\���F�H�U�W�L�I�L�F�D�W�H�V���D�Q�G���O�R�J�R�V�����)�R�U��

instance, participants said:  

�³�7�K�H�� �I�D�F�W�� �W�K�D�W�� �W�K�H�� �E�D�Q�N�V�� �D�U�H�� �R�Q�H�� �R�I�� �P�D�Q�\�� �S�U�D�F�W�L�F�D�O�� �D�Q�G�� �G�L�I�I�H�U�H�Q�W�� �S�D�\�P�H�Q�W�V��

channels make me reassure�G���� �7�K�H�� �P�D�L�Q�� �U�H�D�V�R�Q�� �L�V�� �W�K�D�W�� �,�¶�P�� �G�H�D�O�L�Q�J�� �Z�L�W�K�� �P�\��

�E�D�Q�N���I�R�U���D���Q�X�P�E�H�U���R�I���\�H�D�U�V���D�Q�G���P�D�Q�\���S�H�R�S�O�H���G�R���V�R�����W�K�H�U�H�I�R�U�H�����,�¶�P���F�R�Q�I�L�G�H�Q�W��

that this bank will not deceive or rob me ...... do you think that a third-party such 

as this well-known bank, will let the citizens lose money when they are paying 

to conduct e-�J�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V�"���)�R�U���P�H�����,�¶�P���V�X�U�H���W�K�H���E�D�Q�N���Z�L�O�O���Q�R�W���G�R���W�K�D�W��

... so that will be a secure choice. In addition, you can see their logo on the 

website of the e-�S�D�\�P�H�Q�W���V�H�U�Y�L�F�H�V���´�����&���� 

�³�,�W�� �G�H�S�H�Q�G�V���� �V�X�U�H�� �,�¶�P�� �Q�R�W��comparing between the e-commerce websites and 

cloud-based e-�J�R�Y�H�U�Q�P�H�Q�W�� �R�Q�H�V���� �W�K�D�W�¶�V�� �E�H�F�D�X�V�H�� �W�K�H�� �H�O�H�F�W�U�R�Q�L�F�� �S�D�\�P�H�Q�W��

�V�\�V�W�H�P���I�R�U���W�K�H���*�R�Y�H�U�Q�P�H�Q�W���L�V���R�Z�Q�H�G���E�\���&�H�Q�W�U�D�O���%�D�Q�N���R�I���-�R�U�G�D�Q���������,���N�Q�R�Z���L�W�¶�V��

operated by a private company, but the Central Bank is a trusted party and 

recognised as secure by Jordanian people ... Also, this information is well-

�N�Q�R�Z�Q���L�Q���-�R�U�G�D�Q���D�Q�G���\�R�X���F�D�Q���F�K�H�F�N���W�K�H�L�U���O�R�J�R���D�Q�G���V�H�F�X�U�L�W�\���F�H�U�W�L�I�L�F�D�W�H���´�����&���� 
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Some respondents pointed out the significance of reputation as a base that 

citizens relied on if using cloud-based services provided by the public sector in 

Jordan, as they perceived that website reputation is equated with its security. 

In addition, contact details and the physical location for the parties involved in 

the provision of such services were also noted by the interviewees.  

�³�7�R���E�H���K�R�Q�H�V�W���Z�L�W�K���\�R�X�����,���K�D�Y�H�Q�¶�W���X�V�H�G���W�K�H���F�O�R�X�G-based e-government services 

until this moment. But I heard from my friends that I can pay by Master Card or 

Visa these two is well-known, reputable and popular, so as a result, they are 

�V�H�F�X�U�H���´�����&���� 

�³�:�H�O�O�����I�R�U���W�K�H���F�O�L�H�Q�W�V���R�I���R�X�U���V�H�U�Y�L�F�H�V�����������,���P�H�D�Q���P�D�L�Q�O�\���F�L�W�L�]�H�Q�V�����,���W�K�L�Q�N���W�K�D�W���W�K�H��

most important thing in terms of trust and security is dealing with well-known 

organizations like the government entities, banks, and electronic payments 

system; Suppose if any suspicious thing happened they know that they can 

contact these institutions or government bodies physically, as they have 

�S�K�\�V�L�F�D�O���D�G�G�U�H�V�V���H�[�L�V�W�L�Q�J���L�Q���U�H�D�O�L�W�\�����,�Q���D�G�G�L�W�L�R�Q�����W�K�H�\���K�D�Y�H���D���µ�F�R�Q�W�D�F�W���X�V�¶���S�D�J�H����

which provides their contact details indicating that the support and help are 

�D�Y�D�L�O�D�E�O�H���������������W�K�D�W���D�O�V�R���F�R�Q�I�L�U�P�H�G���W�K�H���U�H�O�L�D�E�O�H���V�H�U�Y�L�F�H���´�����,�7���� 

Table 6-3 shows additional relevant examples of the tangible and intangible 

�V�H�F�X�U�L�W�\���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���I�U�R�P���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶���Y�L�Hwpoints, as stemmed from the 

collected data (field work). 

Table 6-3 Tangible and intangible security characteristics of cloud -based e -government 
services  

Fieldwork quotations  Type of 
security 

characteristic  

Participant  

�³�,�� �E�H�O�L�H�Y�H�� �W�K�D�W�� �W�K�H�U�H�� �L�V�� �Q�R�� �V�X�F�K�� �Z�D�\�� �W�R�� �V�D�\�� �W�K�D�W�� �W�K�H��
online service is secure or not. The only thing you can 
rely on is the reputation of the government 
organisations in Jordan; you will feel trustable to deal 
with the governme�Q�W���Z�H�E�V�L�W�H���´�� 

Intangible C1 
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�³�,�Q�� �I�D�F�W���� �W�K�H�� �X�V�H�� �R�I�� �Y�H�U�L�I�L�F�D�W�L�R�Q�� �F�R�G�H�V���� �&�$�3�7�&�+�$��
(Completely Automated Public Turing test to tell 
Computers and Humans Apart), password rules, 
confirmation emails and messages, security and 
privacy policies, https, security certificates and such 
physical security options were applied to protect the 
data of citizens and other users to give him the feeling 
�W�K�D�W���Z�H���D�U�H���P�X�F�K���F�R�Q�F�H�U�Q�H�G���D�E�R�X�W���W�K�H�L�U���V�H�F�X�U�L�W�\���´���� 

Tangible IT3 

�³I think that government organisations and their 
partners provide security as a part of their services at 
the stage of building the system and developing the 
service. In other words, these respected 
organisations undoubtedly will not provide their users 
with services including online payment without 
considering security��� ́

Intangible C4 

�³�:�K�D�W��might be meaningful for the citizens is receiving 
emails that show their transactions and confirm the 
associated payments. In addition, if they receive post 
letters for the same purpose that will be considered 
�P�R�U�H���F�U�H�G�L�E�O�H���´ 

Tangible IT2 

In regard to this category, the researcher examined a number of government 

websites in question, each displaying quite obviously logos of the website owners 

and supporters. In addition, these websites provide e-services guides and what 

to do in case of any suspicious behaviour during a transaction. They mention that 

they are considered secure systems, and also their security certificates can easily 

be checked. These have an important role in making citizens feel that the e-

government websites, including the e-payment services are secure. The following 

are examples of what the researcher found: 
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All online transactions or electronic data storage procedures are secure 100% 

 

Once you suspect your privacy has been compromised, you should immediately follow 

these steps: 

1. Close all activities and windows that you are browsing 

2. Change your password immediately 

3. Please let us know by calling us at (+ 962 6 4623186) 

 

 

6.4.4.2 Information security awareness  

A set of concepts related to information security awareness (ISA) were identified 

�I�U�R�P���W�K�H���S�D�U�W�L�F�L�S�D�Q�W�V�¶���U�H�V�S�R�Q�V�H�V�����E�R�W�K���I�U�R�P���W�K�H���,�7���V�W�D�I�I���R�I���W�K�H���J�R�Y�H�U�Q�P�H�Q�W���D�Q�G���L�W�V��

private sector partners or from citizens (end-users):  past experience, learning 

and knowledge, practice and information security threats. The concepts of this 

category are described in Figure 6-3. 

National Information 
Assurance and Cyber Security 

Strategy 

National Policies for 
Information Security and 

Protection 

Electronic Crime Law General Framework of the 
Electronic Services Charter 



Chapter 6: Security Perceptions of Cloud-Based E-Government Services   

 262 

 
Figure 6-3 The category of information security awareness has an influence on perceived 

security o f cloud -based e -government services  

All identified concepts reflected the ISA dimensions of the cloud-based e-

�J�R�Y�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V���� �7�K�H�� �U�H�V�S�R�Q�V�H�V�� �G�H�U�L�Y�H�G�� �I�U�R�P�� �W�K�H�� �L�Q�W�H�U�Y�L�H�Z�H�H�V�¶�� �D�Q�V�Z�H�U�V��

reflected the degree of awareness of information security associated with such 

services. The concepts of past experience, learning and knowledge, practice, and 

information security threats are important when dealing with provided services 

and what the user should know, in order to be able to decide whether the online 

service is secure or not. For example, some interviewees indicated that most 

people had no knowledge about the precise meaning of information security, thus 

there is a need to learn about the relevant security issues of cloud-based e-

government services: 

�³Information security ... do you know what is the problem with this concept? ... 

Most people have no exact knowledge of its meaning ...  They need to learn 

more about security and its best practices, especially those associated with 

using e-government websites and cloud computing services.�´�����&���� 

�³�:�H�O�O�����,�¶�P���D�Q���,�7���S�H�U�V�R�Q�������������E�X�W �,���K�H�D�U�G���I�U�R�P���R�W�K�H�U�V���W�K�D�W���W�K�H�\���G�R�Q�¶�W���N�Q�R�Z���K�R�Z���W�R��

deal with the webpage that comes when they need to conduct a transaction, 
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and this affects their usage negatively... I think that positive experience and 

�N�Q�R�Z�O�H�G�J�H���D�E�R�X�W���W�K�H���V�H�U�Y�L�F�H�V�¶���V�H�F�X�U�L�W�\���I�U�R�P���D���Z�H�O�O-known and famous person 

at this stage might be helpful in order to change their mind.�´�����&���� 

�³�7�K�H�� �U�H�O�L�D�Q�F�H�� �R�Q�� �\�R�X�U�� �N�Q�R�Z�O�H�G�J�H�� �D�Q�G�� �Z�K�D�W�� �\�R�X�� �O�H�D�U�Q�H�G�� �D�E�R�X�W�� �W�K�H�� �W�D�Q�J�L�E�O�H��

technical characteristics of security despite what others tell you or the advice 

they provide, for example, the security certificate of a certain website, OTP 

(One Time Password), PII (Personally Identifiable Information), or multi-factor 

authentication in the website of the ministry or the government organisation 

�L�Q�G�L�F�D�W�H�V���W�K�D�W���³�W�K�H���Z�H�E�V�L�W�H���L�V���V�H�F�X�U�H���I�R�U���W�K�H���H�Q�G���X�V�H�U�´�����D�Q�G���W�K�L�V���L�V���W�K�H���P�D�L�Q���W�K�L�Q�J��

in my view, as what other people tell you is associated with their experience in 

the use of the website and may not reflect the reality..... Therefore, the 

�G�H�I�L�Q�L�W�L�R�Q���R�I���V�H�F�X�U�L�W�\���L�V���V�X�E�M�H�F�W�L�Y�H���´��(IT9) 

Also, the participants indicated that obtaining knowledge and learning are gradual 

processes which need time and practice:  

�³... Obtaining knowledge and learning are gradual processes ... the citizens 

need to practice and that needs time ... nothing happens all of a sudden.�´�����,�7���� 

�³Why does the government need to educate the citizens? ...  It is because, 

most recently, a number of its services became only online, you have no 

choice, so citizens need to understand all the relevant issues and the security 

part as well... This will not happen overnight.�´�����,�7������ 

The users with high levels of past experience tend to use cloud-based services in 

the e-government context with more confidence; other users will not involve 

themselves in such services. An example is presented below of a participant who 

claims to have experience with e-services websites: 

�³Yes, I dealt with a number of e-services websites in general. Honestly, the 

convenience and easiness of completing my transactions have encouraged me 
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most recently to begin using the innovative e-government services due to the 

feeling that I have a reasonable level of awareness about the security and its 

relevant threats���´�����&���� 

�%�X�O�J�X�U�F�X�� �H�W�� �D�O���� �������������� �G�H�I�L�Q�H�G�� �W�K�H�� �,�6�$�� �D�V�� �W�K�H�� �X�V�H�U�¶�V�� �R�Y�H�U�D�O�O�� �X�Q�G�H�U�V�W�D�Q�G�L�Q�J�� �D�Q�G��

knowledge of the potential issues relevant to information security and their 

�L�P�S�D�F�W�V�����2�Q�H�¶�V���,�6�$���F�D�Q���E�H��built from experiences of using the web or knowledge 

of security threats, learning and practice. Information security awareness can be 

�P�H�D�V�X�U�H�G�� �E�\�� �L�Q�Y�H�V�W�L�J�D�W�L�Q�J�� �X�V�H�U�V�¶���³�D�Z�D�Ueness of security threats and their 

negative consequences�´��(Bulgurcu et al. 2010). One participant indicated the 

�L�P�S�R�U�W�D�Q�F�H���R�I�� �D�Z�D�U�H�Q�H�V�V���D�V���D���V�L�J�Q�L�I�L�F�D�Q�W���I�D�F�W�R�U���L�Q���W�K�H���X�V�H�U�¶�V���E�Hliefs that online 

services are a secure channel to transmit sensitive information:  

�³�3�H�R�S�O�H���Z�K�R���D�U�H���D�Z�D�U�H���R�I���W�K�H���S�R�W�H�Q�W�L�D�O���V�H�F�X�U�L�W�\���W�K�U�H�D�W�V���D�Q�G���K�R�Z���W�R���G�H�D�O���Z�L�W�K��

such issues would likely feel satisfied with using online services to transmit 

their sensitive personal information ... the availability of technical support by 

the service provi�G�H�U���L�V���D�Q�R�W�K�H�U���I�D�F�W�R�U�´����IT3) 

Overall, the concepts that represent ISA differ; for instance, the learning process 

indicates gaining knowledge and using it in reality, which is called practice, 

however, the main variation between these concepts is that practice might 

�K�D�S�S�H�Q�� �Z�L�W�K�R�X�W�� �D�Q�\�� �S�U�H�Y�L�R�X�V�� �N�Q�R�Z�O�H�G�J�H���� �S�R�V�V�L�E�O�\�� �W�K�U�R�X�J�K�� �S�H�R�S�O�H�¶�V�� �F�X�U�L�R�V�L�W�\�� �W�R��

try new things, or by chance. Experience is created by repeating the practice 

many ti�P�H�V�����,�W���F�D�Q���E�H���Q�R�W�L�F�H�G���I�U�R�P���W�K�H���S�D�U�W�L�F�L�S�D�Q�W�V�¶���T�X�R�W�D�W�L�R�Q�V���W�K�D�W���V�R�P�H���K�D�G���D��

lack of knowledge about the study context. Some highlighted the issue of the 

required time for the learning process, others claimed to have a prior experience 

which positively influenced their confidence to use new e-government services. 

6.4.4.3 Interface design quality  

The responses appear to indicate that the interface design quality is a security 

aspect which citizens are concerned about when using innovative e-government 
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services. Five concepts associated with this category were identified: unified user 

interface, ease of navigation, active links, online help (demos and tools), live chat, 

sufficient security information and instructions. The concepts that reflect the 

effective interface design for cloud-based e-government services contribute 

through a useful framework to facilitate identifying, analysing and evaluating the 

user interface design aspects that affect the perceived security of end-users. 

Figure 6-4 describes these concepts. 

 

 Figure 6-4 The category of interface design quality has an influence on perceived 

security of cloud -based e -government services  

For example, some respondents pointed to the lack of unified Graphical User 

Interface (GUI), where their experience about this aspect has an impact on the 

perceived security and credibility of cloud-based services provided by 

government websites: 

�³��������A lack of unified user interfaces as reflected, for instance, in a lack of 

professionalism in interface design, broken hyperlinks, incompatibility between 

Arabic and English interfaces are considered as inhibitors for the government 

�Z�H�E�V�L�W�H�V�¶���V�H�F�X�U�L�W�\���D�Q�G���W�U�X�V�W���I�U�R�P���W�K�H���X�V�H�U�V�¶���R�S�L�Q�L�R�Q�´����(IT5)  

�³�:�K�H�Q�� �\�R�X�� �Y�L�V�L�W�� �W�K�H�� �Z�H�E�V�L�W�H�� �W�R�� �F�R�Q�G�X�F�W�� �W�K�H��transaction that you need, the 

unified and formal interfaces make you feel s�D�W�L�V�I�L�H�G���D�Q�G���W�U�X�V�W���W�K�H�P�´��(C7) 
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It should be mentioned that Consistency or standardisation is often promoted 

as an important principle of usable Graphical User Interface (GUI) design 

(Apple Inc 2010). This principle is concerned with making sure that elements 

in a GUI are unified; they all look and behave in the same manner. This helps 

�W�R���S�U�R�Y�H���W�K�D�W���X�V�H�U�V�¶���H�[�S�H�F�W�D�W�L�R�Q�V���D�E�R�X�W���W�K�H���*�8�,���D�U�H���U�L�J�K�W�����F�U�H�D�W�L�Q�J���D���V�H�Q�V�H���R�I��

familiarity, control, reliability, trust and security.  

Two key Reasons for Consistent and unified User Interface Design: 

1. Eliminate or Reduce Learning: Adopting this principle limits the number 

of ways operations and actions are designed and represented, ensuring 

that end-user does not have to learn new designs or tools for each task. 

2. Eliminate Confusion: �8�V�H�U�V���W�H�Q�G���W�R���L�P�S�O�H�P�H�Q�W���U�X�O�H�V���W�K�H�\�¶�Y�H���H�[�S�H�U�L�H�Q�F�H�G��

using other online service or website, producing a set of their own 

assumptions. Taking this into consideration, web developers should be 

mindful of any deviation from design conventions and standards that could 

cause confusion and alienation.  Confusion generally provokes frustration, 

and frustration resulted in poor users' experience. Therefore, a unified GUI 

could assist in the elimination of confusion when using online services. 

On the other hand, the principle of Least Astonishment is essential to explain 

the consistency/uniformity principle. Least Astonishment implies the expected. 

However, the consistency principle does not provide an efficient technique to 

determine which design will meet the users' expectations. Another concern is 

that this principle appears to recommend that the developers remain consistent 

with current interfaces design conventions, without making any actual analysis 

of their trade-offs (Raymond 2003). Thus, the development of GUI design 

would stagnate and cause cease in the innovation. The rational ways to handle 

these two concerns are users-based research and usability testing; users' 

expectation and satisfaction is the core principle. 



Chapter 6: Security Perceptions of Cloud-Based E-Government Services   

 267 

Some participants also saw that the ease of navigation on the e-government 

website is a driver of a positive security feeling, by stating that: 

�³�)�R�U���P�H�����������,���O�R�R�N���D�W���W�K�H���S�H�U�V�R�Q�D�O�L�V�D�W�L�R�Q�����H�D�V�H���R�I���X�V�H�����F�R�Q�W�U�R�O���R�Y�H�U���W�K�H���V�H�F�Xrity 

of my data that is related to the website design, as factors affe�F�W���W�K�H���F�L�W�L�]�H�Q�V�¶��

willingness to communicate with government organisations through the 

�L�Q�W�H�U�Q�H�W���D�V���W�K�H�V�H���Z�L�O�O���D�I�I�H�F�W���W�K�H���S�H�U�F�H�L�Y�H�G���U�L�V�N���S�R�V�L�W�L�Y�H�O�\���´��(IT10) 

�³�������� �H�D�V�H�� �R�I�� �Q�D�Y�L�J�D�W�L�R�Q�� �Z�L�O�O�� �R�Ifer the feeling of control over the interaction 

between the citizens and the government which means enhancement of their 

�Y�L�H�Z�� �R�I�� �V�L�W�H�� �V�H�F�X�U�L�W�\�� �������� �,�� �N�Q�R�Z�� �L�W�¶�V�� �Q�R�W�� �U�H�D�O�� �V�H�F�X�U�L�W�\���� �E�X�W�� �L�W�� �Z�L�O�O�� �D�I�I�H�F�W�� �W�K�H�L�U��

�Z�L�O�O�L�Q�J�Q�H�V�V���W�R���X�V�H���W�K�H���Q�H�Z���V�H�U�Y�L�F�H�V���´ (C6) 

The interface design aspect of perceived security also pointed to the adequacy of 

security information and instructions available on government websites for the 

public. For example: 

�³�)�R�U�� �P�H�� �Z�K�D�W�� �F�R�X�O�G�� �U�H�D�O�O�\�� �K�H�O�S�� �L�V�� �W�R�� �S�U�R�Y�L�G�H�� �D�� �V�X�L�W�D�E�O�H�� �D�P�R�X�Q�W�� �R�I�� �V�H�F�X�U�L�W�\��

instructions, so people can complete their government transactions securely���´��

(IT7) 

�³�,�� �E�H�O�L�H�Y�H�� �W�K�D�W�� �W�K�H�� �D�Y�D�L�O�D�E�L�O�L�W�\�� �R�I�� �V�H�F�X�U�L�W�\�� �L�Q�I�R�U�P�D�W�L�R�Q�� �D�Q�G�� �S�R�O�L�F�L�H�V�� �L�V�� �D�� �J�R�R�G��

�F�K�R�L�F�H���W�R���H�Q�K�D�Q�F�H���W�K�H���S�X�E�O�L�F�¶�V���Y�L�H�Z���R�I���W�K�H���W�U�X�V�W���D�Q�G���V�H�F�X�U�L�W�\���U�H�O�D�W�H�G���W�R���W�K�H���Q�H�Z��

government services, but the balance should be maintained ... I mean too 

much unnecessary information could confuse the user and also could give a 

negative impression regarding e-�V�H�U�Y�L�F�H�V���V�H�F�X�U�L�W�\���´��(C3) 

�³�,�Q�� �I�D�F�W���� �W�K�H�� �X�V�H�� �R�I�� �Y�H�U�L�I�L�F�D�W�L�R�Q�� �F�R�G�H�V���� �&�$�3�7�&�+�$�� ���&�R�P�S�O�H�W�H�O�\�� �$�X�W�R�P�D�W�H�G��

Public Turing test to tell Computers and Humans Apart), password rules, 

confirmation emails and messages, security and privacy policies, https, 

security certificates and such physical security options were applied to protect 
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the data of citizens and other users to give him the feeling that we are much 

concerned about their se�F�X�U�L�W�\���´����IT3) 

The views of some participants showed that the immediate chat section on the 

government website leads to the development of security perceptions concerning 

the cloud-based e-government services. In this regard, some participants 

indicated that: 

�³�3�H�U�F�H�L�Y�H�G�� �V�H�F�X�U�L�W�\�� �K�D�V�� �D�� �G�L�I�I�H�U�H�Q�W�� �P�H�D�Q�L�Q�J�� �G�H�S�H�Q�G�L�Q�J�� �R�Q�� �W�K�H�� �S�H�U�V�R�Q�¶�V��

experience and background ... from my personal experience, I can tell you that 

working links, ease of use, in addition to online help and support tools on the 

website are indicators of its credibility ... hence, this makes the user feel more 

�F�R�Q�W�U�R�O���D�Q�G���V�H�F�X�U�H���´��(C8) 

�³�<�R�X���N�Q�R�Z���W�K�D�W���W�K�H���J�R�R�G���G�H�V�L�J�Q���R�I�� �H-government websites may improve the 

�F�L�W�L�]�H�Q�V�¶���V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�Rns ... for example, the section of Frequently Asked 

Questions FAQs, user guides and videos, and online chat section leads the 

�Q�R�Y�L�F�H�� �X�V�H�U�V�� �W�R�� �S�H�U�F�H�L�Y�H�� �W�K�H�� �Z�H�E�V�L�W�H�� �E�H�W�W�H�U�� �D�Q�G�� �H�Q�K�D�Q�F�H�� �W�K�H�L�U�� �D�Z�D�U�H�Q�H�V�V���´��

(IT8) 

�³�7�K�H�� �H-government websites should be easy to navigate and in case of any 

problem, instant help should be available through a live chat section for 

�H�[�D�P�S�O�H���´��(C4) 

In addition to the value of a live chat section as a factor that influences security 

�S�H�U�F�H�S�W�L�R�Q�V�����L�Q���U�H�V�S�R�Q�G�L�Q�J���W�R���F�L�W�L�]�H�Q�V�¶���S�U�R�E�O�H�P�V���D�Q�G���F�R�Q�F�H�Uns, participants also 

indicated online demos and help tools: 

�³���������7�K�H�U�H�I�R�Ue, the availability of online help and user guides, so that the public 

�X�V�H���R�I���W�K�L�V���L�V���D���I�R�U�P���R�I���E�X�L�O�G�L�Q�J���V�H�F�X�U�L�W�\���I�H�H�O�L�Q�J���I�R�U���W�K�H�P���´��(IT4) 
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�³Well ... Simple cues such as user manuals, online help, and 24/7 technical 

support are important for assessing the initial security when the citizens visit 

and explore the government website for the first time.�´�����,�7���� 

�³������������Technical assistance delivery through the website is an important point.�  ́

(C4) 

There was evident consensus on the significance of the interface design quality 

for cloud-based public services in terms of influencing the security perceptions of 

e-government websites. 

6.4.4.4 Laws and regulations  

�%�D�V�H�G���R�Q���W�K�H���S�D�U�W�L�F�L�S�D�Q�W�V�¶���U�H�V�S�R�Q�V�H�V�����L�W��appears that there is a level of awareness 

about how significant it is to enact laws and regulations that are characterised by 

effectiveness and efficiency, so as to ensure data protection and reduce the 

potential risks that the users of online services may face. Additionally, laws need 

to be updated regularly to keep pace with technological developments. These 

laws will influence the security perceptions towards new e-government services. 

Conversely, with a lack of sufficient e-crimes law, security risks could be 

increased. From the following excerpts, it is obvious that existence of law has a 

direct role in building trust in the security of e-government services, and thus 

enhancing acceptance and use of such services. 

�³A large, well-organised sector like the governmental institutions 

unquestionably has well-specif�L�H�G���O�D�Z���D�Q�G���U�H�J�X�O�D�W�L�R�Q�V���L�Q���S�O�D�F�H�����L�W�¶�V���R�Q�H���R�I���W�K�H��

points the citizens should consider when using the e-services.�´�����,�7���� 

�³�,���W�K�L�Q�N���W�K�D�W���O�D�Z�V���D�Q�G���U�H�J�X�O�D�W�L�R�Q�V���R�I���V�H�F�X�U�L�W�\���S�U�R�W�H�F�W�L�R�Q���D�I�I�H�F�W���X�V�H�U�V�¶���S�H�U�F�Hptions 

directly.�´�����&���� 
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�³The enactment of the Cybercrime Law in Jordan is considered as a facilitator 

for the acceptance and use of e-government services in terms of security ... 

�W�K�L�V���Z�L�O�O���L�Q�F�U�H�D�V�H���W�K�H���W�U�X�V�W���´ (C3) 

Along with the existence of law, the other two concepts are associated with the 

category of laws and regulations: efficiency and effectiveness of the law, and up-

to-date law. These concepts are depicted in Figure 6-5.  

 
Figure 6-5 The category of l aws and regulations has an influence on perceived security of 

cloud -based e -government services  

The relevant laws and regulations that protect the e-government transactions 

need to be revised and amended periodically to keep pace with the evolution of 

information technology. For instance, participants pointed out the following: 

�³�,�Q�� �D�� �I�H�Z�� �S�D�V�W�� �\�H�D�U�V���� �W�K�H�� �J�R�Y�H�U�Q�P�H�Q�W�� �S�D�L�G�� �D�W�W�H�Q�W�L�R�Q�� �W�R�� �O�D�Z�V�¶�� �H�Q�D�F�W�P�H�Q�W�� �D�Q�G��

amendment, I mean the electronic crimes law ... The improvement was 

essential due to the use of new technologies that leads to a vast range of e-

crimes.�´�����,�7������ 
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�³The current law of e-crimes is a genuine step towards more security in 

cyberspace, but I think it needs to be amended to regulate the e-transactions, 

especially those related to government.�´�����&���� 

Mere existence of the law is not enough, rather the developed laws and 

regulations must be implemented efficiently and effectively. In other words, full 

compliance with laws and regulations is needed to protect e-transactions and 

data. Other participants indicated the concepts of efficiency and effectiveness of 

the �O�D�Z�V�� �D�Q�G�� �U�H�J�X�O�D�W�L�R�Q�V�� �W�K�D�W�� �S�U�R�W�H�F�W�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �R�Q�O�L�Q�H�� �W�U�D�Q�V�D�F�W�L�R�Q�V���� �)�R�U��

example:   

�³�2�I���F�R�X�U�V�H�����W�K�H���H�O�H�F�W�U�R�Q�L�F���F�U�L�P�H���O�D�Z���Z�L�O�O���U�H�G�X�F�H���W�K�H���Y�L�R�O�D�W�L�R�Q���R�I���V�H�F�X�U�L�W�\���S�R�O�L�F�L�H�V��

and the loss of sensitive and personal data ... in my opinion; this will enhance 

the us�H�U�¶�V���Y�L�H�Z�V���D�E�R�X�W���H-�V�H�U�Y�L�F�H�V���V�H�F�X�U�L�W�\���´��(IT8) 

�³�,�� �F�D�Q�� �V�D�\�� �W�K�D�W�� �L�I�� �,�� �Y�L�R�O�D�W�H�� �W�K�H�� �L�Q�I�R�U�P�D�W�L�R�Q�� �V�H�F�X�U�L�W�\�� �S�R�O�L�F�L�H�V�� �D�Q�G�� �U�X�O�H�V�� �E�\��

unauthorised access for example, then sure I will be caught ... illegal 

behaviou�U�V���H�Y�H�Q���E�\���H�P�S�O�R�\�H�H�V���D�U�H���Q�R�W���D�O�O�R�Z�H�G���´����C2) 

�³�,�Q���R�U�G�H�U���Ior the law to have an efficient and effective role it needs to be written 

�L�Q���V�X�F�K���D���P�D�Q�Q�H�U���W�K�D�W���L�W���L�V���X�Q�G�H�U�V�W�D�Q�G�D�E�O�H���D�Q�G���F�O�H�D�U�����D�O�V�R���L�W���L�V���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V��

responsibility to promote the awareness of su�F�K���O�D�Z���D�Q�G���L�P�S�O�H�P�H�Q�W���L�W���´����IT7) 

�³The effective and efficient implementation of the law and legislation can 

influence the protection of the data and information when using the e-

�J�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V���I�U�R�P���W�K�H���F�L�W�L�]�H�Q�V�¶���S�H�U�V�S�H�F�W�L�Y�H���´�����,�7���� 

From the abovementioned responses, it can be noted that there is harmonisation 

between the concepts of efficiency and effectiveness, as the efficiency usually 

�\�L�H�O�G�V���W�R���W�K�H���H�I�I�H�F�W�L�Y�H�Q�H�V�V���L�Q���W�K�H���S�U�R�W�H�F�W�L�R�Q���R�I���W�K�H���F�L�W�L�]�H�Q�V�¶���G�D�W�D���D�Q�G���L�Q�I�R�U�P�D�W�L�R�Q����

as exchanged across the government entities via the internet.   
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6.4.4.5 Security culture  

�6�F�K�R�O�D�U�V�� �K�D�Y�H�� �X�V�H�G�� �µ�V�H�F�X�U�L�W�\�� �F�X�O�W�X�U�H�¶�� �W�R�� �G�H�V�F�U�L�E�H�� �W�K�H�� �V�K�D�U�H�G�� �V�\�V�W�H�P�� �R�I�� �E�H�O�L�H�I�V����

values and norms related to information security (Ernest Chang and Lin 2007; 

D'Arcy and Greene 2014). Based on the literature of security culture and the 

conducted interviews, security culture can be represented as a multidimensional 

category. This revealed six key concepts that can be used as a guide to shape 

�W�K�H�� �X�V�H�U�V�¶�� �E�H�K�D�Y�L�R�X�U�V�� �D�Q�G�� �W�K�R�X�J�K�W�V�� �U�H�J�D�U�G�L�Q�J�� �W�K�H�� �V�H�F�X�U�L�W�\�� �R�I�� �F�O�R�X�G-based e-

government services. Figure 6-6 depicts these concepts: government 

responsibility, direct/security communication, monitoring of security behaviour, 

openness and globalisation, fear of government authority, resistance to change.  

 
Figure 6-6 The category of security culture has an influence on perceived security of 

cloud -based e-government services  

Some of the respondents expressed that if the security of the public services and 

�F�L�W�L�]�H�Q�V�¶���V�H�Q�V�L�W�L�Y�H���G�D�W�D���L�V���D priority to the government, that should be clear in being 

responsible for changing the security culture. For example: 

�³Governments need to be committed to making security a main priority in the 

provision of e-services to citizens.�´�����&���� 
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�³Changing the ideas about online security is the government responsibility, not 

citizens.�´�����&���� 

�³More commitment by the public sector to disseminate security culture across 

�V�R�F�L�H�W�\���F�R�X�O�G���L�Q�F�U�H�D�V�H���W�K�H���F�L�W�L�]�H�Q�V�¶���F�R�Q�I�L�G�H�Q�F�H���D�Q�G���W�K�X�V���L�Q�I�O�X�H�Q�F�H���W�K�H�L�U���V�H�F�X�U�L�W�\��

perceptions positively.�´�����,�7���� 

These participants saw that direct-security communication could increase the 

�F�L�W�L�]�H�Q�V�¶���I�H�H�O�L�Q�J���R�I��security towards government e-transactions, and thus build a 

positive security culture in a gradual manner, as mentioned in the following 

excerpts: 

�³To be honest, direct communication with the public sector employees to 

complete the transactions is still the best choice in terms of security and trust, 

�D�Q�G���W�K�D�W�¶�V���G�H�V�S�L�W�H���W�K�H���R�E�V�W�D�F�O�H�V���R�I���W�K�H���W�U�D�G�L�W�L�R�Q�D�O���S�U�R�F�H�G�X�U�H�V���´�����&���� 

�³������ Face-to-face interaction with the employees is part of people culture, and 

�W�K�D�W�¶�V���U�H�J�D�U�G�O�H�V�V���R�I���W�K�H���D�G�Y�D�Q�F�H�P�H�Q�W���Z�R�U�O�G�Z�L�G�H�����������Z�L�W�K���Q�R��doubt, this has an 

effect on the views about security.�´�����&���� 

�³Even the government entities still believe that the transformation needs to be 

gradual, all people here have the same culture, so they introduced a 

combination of traditional and innovative government services at the same time 

... this is in line with the �F�L�W�L�]�H�Q�V�¶���W�K�R�X�J�K�W���D�W���D�O�O���O�H�Y�H�O�V���D�Q�G���K�H�O�S�V���W�R���E�X�L�O�G���V�H�F�X�U�L�W�\��

�F�X�O�W�X�U�H���D�F�U�R�V�V���V�R�F�L�H�W�\���´ (IT1) 

�³�7�K�H���F�X�O�W�X�U�H�����H�V�S�H�F�L�D�O�O�\���Z�K�H�Q���Z�H���W�D�O�N���D�E�R�X�W���V�H�F�X�U�L�W�\�����L�V���D���N�H�\���G�U�L�Y�H�U���R�I���X�V�H�U�V�¶��

perceptions and the thoughts they have regarding the e-services ... so there is 

a constant need to remind them to follow the security and privacy procedures, 

and direct �F�R�P�P�X�Q�L�F�D�W�L�R�Q���Z�L�O�O���E�H���W�K�H���E�H�V�W���Z�D�\���W�R���G�R���V�R���´ (C1) 
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�³There is a plan to focus government efforts on communicating security advice, 

laws, and policies directly to the beneficiaries [citizens], as direct 

communication has a more effective role in a successful security culture.�´�����,�7���� 

�3�D�U�W�L�F�L�S�D�Q�W�V���D�O�V�R���S�R�L�Q�W�H�G���R�X�W���W�K�D�W���W�K�H���J�R�Y�H�U�Q�P�H�Q�W���L�Q�I�O�X�H�Q�F�H�V���F�L�W�L�]�H�Q�V�¶���Y�L�H�Z�S�R�L�Q�W�V��

by cultivating a security culture which is promoted by monitorin�J���W�K�H���L�Q�G�L�Y�L�G�X�D�O�V�¶��

activities and behaviour when they use cloud-based e-government services. For 

example: 

�³�,�I�� �W�K�H���J�R�Y�H�U�Q�P�H�Q�W���P�R�Q�L�W�R�U�V���W�K�H���X�V�H�U�V�¶���D�F�W�L�Y�L�W�L�H�V���D�Q�G���V�X�V�S�L�F�L�R�X�V���E�H�K�D�Y�L�R�X�U���L�Q��

using its online services this can reduce security crimes, and thus influence the 

�X�V�H���R�I���J�R�Y�H�U�Q�P�H�Q�W���Z�H�E�V�L�W�H�V���S�R�V�L�W�L�Y�H�O�\���´��(IT2) 

�³�0�R�Q�L�W�R�U�L�Q�J�� �F�L�W�L�]�H�Q�V�¶�� �D�F�W�L�Y�Lties when using e-government is a way to send a 

signal to all stakeholders including citizens, that the government is serious 

�D�E�R�X�W���L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\���´����C5) 

The following participants stated that the fear of government authority on the e-

government serv�L�F�H�V�� �D�Q�G�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�V�R�Q�D�O�� �G�D�W�D�� �K�D�V�� �D�� �G�L�U�H�F�W�� �U�H�O�D�W�L�R�Q�V�K�L�S�� �Z�L�W�K��

their security perceptions:  

�³The fear from the government authority, besides the ease of access and 

monitor�L�Q�J���R�I���W�K�H���F�L�W�L�]�H�Q�V�¶���S�H�U�V�R�Q�D�O���G�D�W�D�����P�D�N�H���L�W���G�L�I�I�L�F�X�O�W���I�R�U���S�H�R�S�O�H���L�Q���-�R�U�G�D�Q��

to trust the security of the public services, thus to engage effectively in such 

services.�´�����,�7���� 

�³The government power on these services makes most Jordanians feel 

uncomfortable to exchange their data online.�´�����&���� 

Some participants indicated that nowadays, there is a growing trend among Arab 

�V�R�F�L�H�W�L�H�V���W�R�Z�D�U�G�V���R�S�H�Q�Q�H�V�V���W�R���W�K�H���R�X�W�V�L�G�H���Z�R�U�O�G�����Z�K�L�F�K���D�I�I�H�F�W�V���F�L�W�L�]�H�Q�V�¶���W�K�R�X�J�K�W�V��

and beliefs associated with e-government services. Examples of interviewee 

responses are presented in this section: 
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�³The movements of Arab societies started to follow the experiences of 

advanced countries ... I mean in the field of public sector services, this may 

lead to cultural changes.�´�����,�7���� 

�³As usual, Jordanians who live in developed countries are more willing to 

accept the cloud-based e-government services as a secure and trustworthy 

�F�K�D�Q�Q�H�O�����L�W�¶�V���D���P�D�W�W�H�U���R�I���F�X�O�W�X�U�H���´�����,�7���� 

These last quotations show that the process of cultural change faces resistance 

from users at all levels, including the elderly. This reflects a negative attitude to 

accepting new e-government services as a secure channel: 

�³As a member of IT staff, I do not blame the Jordanian citizens if they do not 

trust the security of online services and start a change towards using it, since 

even me and my colleagues are reluctant to accept the security idea of these 

services, as well the change.�´�����,�7���� 

�³�7�K�H�U�H�� �L�V�� �D�O�V�R�� �D�Q�R�W�K�H�U�� �L�P�S�R�U�W�D�Q�W�� �I�D�F�W�R�U���� �Z�K�L�F�K�� �L�V�� �K�R�Z�� �W�R�� �S�H�U�V�X�D�G�H�� �V�H�Q�L�R�U��

citizens that the internet �L�V���V�H�F�X�U�H���D�Q�G���U�H�O�L�D�E�O�H���´ (C4) 

�³As a first step towards improved security culture, there is a need to develop 

effective communication between citizens and government and that also 

includes developing security policies and making decisions in this regard which 

will positively affect their resistance to change.�´�����&���� 

According to many of the interviewees, security culture, including beliefs, values 

and norms affect society trust in the performance of both the private and public 

sector in providing services for the civil society, and thus affects the security 

perceptions of cloud-based e-government services. 
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6.4.5 Discussion: factors influencing perceived security of cloud -based e-

government services  

�%�D�V�H�G�� �R�Q�� �W�K�H�� �S�D�U�W�L�F�L�S�D�Q�W�V�¶�� �U�H�V�S�R�Q�V�H�V�� �L�Q�� �W�K�L�V�� �S�K�D�V�H�� �R�I�� �W�K�H�� �V�W�X�G�\���� �W�K�H security 

perceptions of cloud-based services, within the e-government context in Jordan, 

depend on the integration between a number of concepts. These are categorised 

into five main factors, namely, intangible and tangible characteristics of security, 

information security awareness, interface design quality, laws and regulations, 

and security culture. According to the researcher, the aim of integration is to 

provide a clear description of why security is one of the main and continual 

challenges that restri�F�W�V�� �J�R�Y�H�U�Q�P�H�Q�W�� �V�W�D�N�H�K�R�O�G�H�U�V�¶�� ���H���J���� �F�L�W�L�]�H�Q�V�¶���� �H�Q�J�D�J�H�P�H�Q�W��

with cloud services. 

The interview findings assert that both intangible and tangible features of security 

affect the perceived security of the e-government services. For example, some 

interviewees stated that the use of security certificates, OTP, PII, or multi-factor 

authentication on certain e-government websites is a sufficient indicator to 

convince users to perform electronic transactions securely. At the same time, the 

responses also revealed that citizens might be more interested in the identity of 

the parties involved in the provision of innovative services, particularly with regard 

to e-payments. It is important to know whether it is a national organisation which 

is well known, reputable, and accepted by all stakeholders �± these are intangible 

characteristics. If these features are confirmed affirmatively, then the user feels 

secure. However, the positive impacts of such characteristics can only be 

achieved by raising awareness and consciousness between end-users of what 

they should know about website security and what issues need to be checked 

and the purpose. Also, more efforts are needed by the government regarding this 

matter, namely a strategy is sought to make their partners in developing and 

implementing e-services better known and to improve their reputation. Thus, 
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citiz�H�Q�V�¶�� �D�Z�D�U�H�Q�H�V�V�� �P�L�J�K�W�� �E�H�� �W�K�H�� �P�D�L�Q�� �H�O�H�P�H�Q�W�� �L�Q�� �W�K�H�� �J�H�Q�H�U�D�O�L�V�D�W�L�R�Q�� �R�I�� �W�K�L�V��

finding, which is generally different between developing and developed countries. 

The participants suggested earlier in this chapter that past experience in using e-

services is a phenomenon which enhances the awareness of engagement in 

innovative e-government services. In essence, this is considered as a greater 

issue in societies new to cloud-based e-government services, where citizens who 

wish to complete routine traditional transactions such as payment of traffic 

violations, have previously dealt with a number of online services. If the payment 

in these services was secure from the user perspective, then it is feasible and 

easy for citizens to perform their governmental transactions online, at least from 

a national payment system (i.e. eFAWATEERcom), which enables online 

payments via more secure methods compared to those provided by other 

websites (e.g. e-commerce websites), particularly as they have already used the 

latter. Hence, the initial success of e-government services in Jordan is associated 

with the initial success of other online services, both being accepted by citizens 

with positive feelings regarding security and trust in the e-payment system. 

Time is another critical factor �L�Q���F�L�W�L�]�H�Q�V�¶���V�H�F�X�U�L�W�\���D�Z�D�U�H�Q�H�V�V�����7�K�L�V���G�R�H�V���Q�R�W���F�R�P�H��

overnight but step by step, in a gradual manner. This was indicated by the 

interviewees who suggested that there is a need for time for citizens to practice 

and to be educated about security issues, and thus to accept the online 

government services as an ordinary and secure phenomenon in Jordan. The 

difficulties faced by the novice e-citizen correlate with the way of dealing with 

innovative technologies, and the need to provide personal data in some services 

websites (e.g. name, telephone number and address). At this point, citizens start 

to perceive the accompanied risk with such activity, but when they start to order 

the service and pay via credit card, their security feeling needs to be increased 

because the risks become greater; so, their security perceptions change at this 

�V�W�D�J�H�����+�H�Q�F�H�����L�P�S�U�R�Y�L�Q�J���F�L�W�L�]�H�Q�V�¶���D�Z�D�U�H�Q�H�V�V���R�I���V�H�F�X�U�L�W�\���U�H�T�X�L�U�H�V���D���V�H�T�X�H�Q�F�H���R�Y�Hr 

time. 
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One of the end-�X�V�H�U�V�¶�� �F�R�Q�F�H�U�Q�V�� �L�V�� �W�K�H�� �T�X�D�O�L�W�\�� �R�I�� �W�K�H�� �L�Q�W�H�U�I�D�F�H�� �G�H�V�L�J�Q�� �R�Q�� �W�K�H��

websites providing the services. Initial examination of cloud-based e-government 

services in terms of security is based on ease of navigation, unified user 

interfaces, sufficient security instructions and other factors which indicate 

security. Such interface design can affe�F�W���F�L�W�L�]�H�Q�V�¶���S�H�U�F�H�S�W�L�R�Q�V���W�R�Z�D�U�G�V���D���F�H�U�W�D�L�Q��

website, as illustrated in Section 6.4.4.3. The issue here is that user interface 

design should reflect the meaning of security via its ease of use and the 

availability of online help, and also it should create an impression that the services 

are secure. The researcher observed that while most of the government websites 

seek to provide enhanced services, little attention is paid to design the user 

�L�Q�W�H�U�I�D�F�H�����Z�K�L�F�K���P�D�\���L�Q�I�O�X�H�Q�F�H���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���R�I���H-government services in 

general and their feeling that these services are secure in particular. 

In fact, GUI characteristics are shaped by two concepts: attitude and familiarity. 

Familiarity highlights GUI usability (Ease of Use EoU), including 

consistency/uniformity, learnability, and reliability. EoU is mostly perceived as a 

strong indicator that the government cares for its e-government users (e.g 

citizens). When citizens access the government website for the first time, EoU, 

smooth navigation of the website and delightful web experience can potentially 

influence to what extent they feel in control of the website. In this regard, it can 

be argued that the purpose of Information security online is giving people control 

over the website and the exchanged information and this confirms one of the main 

principles of Human-Computer Interaction (HCI). In addition, the guided 

navigation could help to reduce perceived risk for online users originated from the 

culture of uncertainty avoidance.   

The attitude in this context reflects the first impression and the appeal the user 

interfaces make on its users and refers to the visual appearance produced by 

visual designs and graphics, in addition to superficial cues related to reliability 

and navigation of the e-government services. What users see throughout the GUI 

design can affect their feelings of security and trust of the online service provider 
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(i.e. government). Online users get exposed to different signs of security 

techniques and mechanisms (e.g. security tips and instructions) which could 

develop their trust and security perceptions. This suggests that security should 

be an integral part of any e-government GUI design; as it positively affects users' 

intention to use the website.   

E-crime laws and regulations play a significant role in the security perceptions of 

e-�J�R�Y�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V�¶�� �X�V�H�U�V���� �+�R�Z�H�Y�H�U���� �W�K�L�V�� �L�V�V�X�H�� �P�D�\�� �G�H�S�H�Q�G�� �R�Q�� �W�K�H��

effectiveness and efficiency of the e-crime law and the need to be revised and 

updated regularly in a certain country, as it differs between countries. The 

government is responsible for ensuring that the laws and regulations are 

standardised and accepted throughout the world, in terms of security of innovative 

e-government services. These laws and regulations should be known and 

understandable to all citizens, from anywhere, who intend to complete 

governmental transactions online in a secure manner. In Jordan, a clear law is 

also required to cover and control the online transactions between the 

government and its stakeholders, and also activate this law.   

�&�X�O�W�X�U�H�� �L�V�� �W�K�H�� �P�D�L�Q�� �G�U�L�Y�H�U�� �R�I�� �F�L�W�L�]�H�Q�V�¶�� �W�U�X�V�W�� �S�H�U�F�H�S�W�L�R�Q�V�� �L�Q�� �W�K�H�� �V�H�F�X�U�L�W�\�� �R�I�� �H-

government services. As discussed in Section 6.4.4.5, the government needs to 

be responsible for changing the security culture across society, as this could have 

a positiv�H�� �L�Q�I�O�X�H�Q�F�H�� �R�Q�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �F�R�Q�I�L�G�H�Q�F�H�� �D�Q�G�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V�� �R�I�� �H-

government services. Government organisations can show their commitment to 

changing the security culture in different ways, such as providing security advice 

and tips in government websites and media, and promoting the national e-

payment system (eFAWATEER.com) as a secure channel for payment services, 

owned by the Central Bank of Jordan. In addition, according to one participant, 

offering integrated traditional and innovative services of the public sector at the 

same time could help to build a positive security culture. The provision of 

government services, both online and via kiosks (which are available in 
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government organisations, post offices and knowledge stations), is considered 

credible by Jordanian citizens. 

In 2014, the e-payment system (eFAWATEERcom) was adopted by the public 

sector in Jordan to pay for the e-government services.  It is owned by the Central 

Bank of Jordan and operated by MadfooatCom for Electronic Payments. Utilizing 

this system, citizens are able to pick the time and place they desire to complete 

the payment process through a variety of payment channels such as online 

banking or mobile services, along with many trusted centres in several locations. 

Users can also visit the website (www.efawateercom.jo) to use the e-payment 

services 24/7 via credit-cards or access the services through the e-government 

website. 

The results of this investigation show that collaborative responsibility is a success 

factor for cloud-based e-government services, which means that the acceptance 

of new e-government services with regard to security requires the responsibility 

of the involved parties which completes each other. Hence, if the government 

adopts the best technological solutions to ensure the security of e-transactions, 

but the citizen does not perceive that security, then a partial responsibility is 

fulfilled and that will not lead to the acceptance of e-government services. There 

are responsibilities relevant to the citizens, as illustrated in Section 6.4.4.1 and 

6.4.4.2. Likewise, if the citizens are well-educated regarding the security practices 

and issues, and have adequate awareness to check whether the e-government 

services are secure or not, but the government does not offer appropriate security 

solutions for their websites, then this will be deemed worthless and will not lead 

to an acceptable level of security in such websites. In essence, the necessity for 

shared responsibility is apparent, where the establishment of cloud-based e-

government services, as an emergent phenomenon to complete governmental 

transactions at a national level, requires the integration of all pa�U�W�L�H�V�¶���H�I�I�R�U�W�V�� 
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 Criteria of assessing the quality of qualitative research  

Various criteria have been suggested by a number of authors to ensure rigour in 

interpretivist qualitative research, and those are quite different from those adopted 

by quantitative researchers. According to Lincoln and Guba (1985), it is 

imperative to identify terms in evaluating the quality of a qualitative research 

approach that introduce an alternative to reliability and validity measures of the 

quantitative design. They proposed trustworthiness as a measure to assess a 

qualitative study. Trustworthiness included four criteria: credibility, transferability, 

dependability and confirmability. Each criterion involves actions that could help 

the researcher to improve the quality of the conducted research. 

�,�Q���W�K�H���F�X�U�U�H�Q�W���U�H�V�H�D�U�F�K�����/�L�Q�F�R�O�Q���D�Q�G���*�X�E�D�¶�V���F�U�L�W�H�U�L�D���D�U�H���D�G�R�S�W�H�G���I�R�U���W�K�H���I�R�O�O�R�Z�L�Q�J��

reasons: (1) despite the fact that there are alternative criteria that are accepted 

among qualitative scholars, such as the Parker and Roffey (1997) and Locke 

�������������� �D�S�S�U�R�D�F�K�H�V�� �I�R�U�� �M�X�G�J�L�Q�J�� �J�U�R�X�Q�G�H�G�� �W�K�H�R�U�\�� �U�H�V�H�D�U�F�K���� �/�L�Q�F�R�O�Q�� �D�Q�G�� �*�X�E�D�¶�V��

measures are applicable to all qualitative studies in general, rather than being 

designed for a specific type of qualitative research; (2) the researcher noticed 

from the lit�H�U�D�W�X�U�H���D�Q�G���U�H�I�H�U�H�Q�F�H�V���D�F�F�H�V�V�H�G�����W�K�D�W���/�L�Q�F�R�O�Q���D�Q�G���*�X�E�D�¶�V���F�U�L�W�H�U�L�D���K�D�Y�H��

been employed intensively in the textbooks and journal articles of the qualitative 

research. 

�x Credibility : shows whether the research was carried out in such a manner 

that its subject of the investigation was correctly described and identified.  

Lincoln and Guba (1985) suggest some actions that could enhance a 

�T�X�D�O�L�W�D�W�L�Y�H�� �V�W�X�G�\�¶�V�� �F�U�H�G�L�E�L�O�L�W�\���� �V�X�F�K�� �D�V�� �P�H�P�E�H�U�� �Y�D�O�L�G�D�W�L�R�Q�� �R�U�� �U�H�V�S�R�Q�G�H�Q�W��

validation, also data triangulation. To give an illustration, the author 

discussed the first technique adopted in this research. 

Bryman and Bell (2015) argued that respondent validation is vital as it 

�H�Q�D�E�O�H�V�� �W�K�H�� �U�H�V�H�D�U�F�K�H�U�� �W�R�� �H�Q�V�X�U�H�� �³good correspondence�´�� �E�H�W�Z�H�H�Q�� �W�K�H��
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research findings and the perspectives of the study participants. The 

researcher agrees with the idea that using respondent validation confirms 

that the f�L�Q�G�L�Q�J�V���D�U�H���J�U�R�X�Q�G�H�G���L�Q���W�K�H���F�R�O�O�H�F�W�H�G���G�D�W�D���D�Q�G���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶��

views. Therefore, the researcher sent a copy of the interview transcript to 

the corresponding respondents to validate the accuracy of the 

transcriptions and the notions included. Moreover, the researcher provided 

some respondents with an account of the conducted analysis, considering 

the confidentiality of participants, in order to seek their corroboration. 

�x Transferability: refers to whether the research findings can be applied to 

other situations that are adequately similar to allow generalisation. 

Transferability in qualitative research is not a deduction from a small 

sample to the parent population, rather it aims to show how using certain 

methods can generate the same results in other settings with the same 

characteristics. According to Lincoln and Guba (1985), this can be 

achieved by providing a thick description of what is being investigated by 

concentrating on conceptualisation and abstraction. In this manner, the 

researcher analysed the collected data according to a systematic phase-

based approach that has led to categories and concepts. Moreover, the 

researcher explained the relationships between the concepts and the 

associated category schematically to make it simple and convenient for the 

readers to understand. 

�x Dependab ility:  is concerned with whether the research process is 

rigorous, systematic, traceable and well documented. This is achieved by 

explicitly stating the documentation of the approaches and methods 

adopted in this research. The researcher made it clear from the 

commencement of the current study what is supposed to be achieved and 

how it is expected to be achieved. For example, the researcher presented 

a complete record of all phases in the research process, including research 
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problem formulation, selection of the research sample, data collection 

methods, and the data analysis procedure. 

�x Confirmability: focuses on whether the research process has been 

illustrated fully, so there is a possibility to evaluate whether the results flow 

from the collected data instead of preconceptions. This was achieved by 

documenting the procedures that were taken in the data collection and 

analysis to drive to the extraction of the research outcomes. 

In addition to the abovementioned discussion, researchers understand that one 

of the main criticisms levelled at interpretive-qualitative research is the tendency 

to be biased and subjective (Gray 2014; Bryman and Bell 2015). However, this 

has been countered by using triangulation of different data sources to verify the 

results. Also, the interpretations and coding of the interview transcripts could be 

affected by the int�H�U�Y�L�H�Z�H�U�¶�V�� �Y�L�H�Z�V���� �7�K�H�U�H�I�R�U�H���� �W�K�H�� �L�W�H�U�D�W�L�Y�H�� �S�U�R�F�H�V�V�� �I�R�U�� �G�D�W�D��

collection and analysis has been applied to minimise such concerns, by 

identifying any misinterpretations. 

To conclude, interpretive qualitative researchers may encounter difficulty in 

establishing the reliability and validity of their findings. However, clear design and 

careful implementation of different research stages can promote the quality of the 

qualitative investigation. The researcher believes that qualitative research is an 

irreplaceable academic source of new ideas and/or theories. The novel insights 

produced by the qualitative research approach could open different horizons for 

academics to test empirically the novel findings and expand the extant 

knowledge. Consequently, the researcher perceives quantitative and qualitative 

research design as standing side by side, in exploring, describing and explaining 

various trends, aspects and phenomena in the social world. 
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 Chapter summary  

This chapter provided an illustration of GT methodology to identify the categories 

and concepts influencing the security perceptions of cloud-based e-government 

services. Both citizens and IT staff were involved in the data collection. The main 

reason behind this selection was that the researcher in this study was keen to 

explore the research phenomenon from different perspectives, hence bridging the 

knowledge gap in this respect. The resultant categories were discussed in this 

chapter, namely intangible and tangible characteristics, information security 

awareness, interface design quality, laws and regulations, and security culture, 

as critical antecedents of perceived security in the research context. Excerpts 

from the respondent interviews were presented to confirm the emergence of the 

five categories from the empirical data. However, the aim of these categories was 

to help the researcher in the formulation of the research model and hypotheses 

in the next quantitative stage, which will contribute to establishing the validity and 

generalisability of the qualitative stage. 

In the stage, four criteria were used by the author to evaluate the quality of the 

qualitative study. Despite the fact that there are various measures the qualitative 

research, this approach has still been criticized by the lack of clear assessment 

criteria. The researcher use of the specific measures has been justified in the 

previous section, in addition to how those were implemented in the study context. 

However, dependability can be seen as a parallel to reliability (both internal and 

external). Internal reliability indicates that two or more researchers of the research 

team participating in observing or hearing the same response from the 

respondents. As the researcher in this study is the sole main investigator, it 

becomes challenging to say that the internal reliability was achieved.   

On the other hand, external reliability relates to the replicability of the study 

findings. This approach is parallel to reflexivity where researcher tends to reveal 

as much as he/she possibility can of what he/she did in his/her research. In this 
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study, the researcher has used an audit of the processes of data collection and 

analysis and has described the sampling technique adopted. Additionally, the 

researcher kept an original record of the transcripts of the interviews and all the 

material utilised to analyse the data. Hence, the external reliability was an 

applicable concept in this stage. 

The researcher believes that enhancing the credibility of the research improves 

the possibility of generalising the study results to other populations or contexts. 

However, the researcher understands that qualitative research has difficulty to be 

generalisable. To this extent, the researcher presented a thick description of the 

study details that could be used by others to make �M�X�G�J�H�P�H�Q�W�V�� �Z�K�H�W�K�H�U�� �L�W�¶�V��

possible to transfer the results to other milieux. Credibility refers to the internal 

validity of the data. Although qualitative research generally lacks credibility, the 

researcher used member respondent validation and triangulation (data has been 

attained from various sources) of perspectives to enhance the internal validity of 

this stage in the current research. Regarding the confirmability of this stage 

(objectivity), the researcher followed a systematic design and implementation. 

Also, the following stage (quantitative) will help to establish the validity, 

generalisability, confirmability of the qualitative stage. 
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Chapter 7: �6�H�F�X�U�L�W�\���$�Q�W�H�F�H�G�H�Q�W�V���D�Q�G���W�K�H���$�F�F�H�S�W�H�Q�F�H���W�R��

�8�V�H���&�O�R�X�G���%�D�V�H�G���(���*�R�Y�H�U�Q�P�H�Q�W���6�H�U�Y�L�F�H�V�����7�K�L�U�G���V�W�D�J�H�� 

 Introduction  

In Chapter 3, the researcher justified the selection of UTAUT2 as a theoretical 

foundation for the research model in the current study. In this chapter, the 

conceptual model and hypotheses for the acceptance of cloud-based e-

government services in Jordan are proposed and described. As this stage is a 

quantitative study, the research methodology used to obtain the data is explained, 

which is based on an online survey method. This chapter also provides an 

analysis of the collected data using the quantitative approach. In order to assess 

the proposed model of security antecedents and the acceptance to use cloud-

based e-government services in the Jordanian context, 669 valid questionnaires 

were used. The researcher interpreted the data to gain a better understanding of 

the research phenomenon. 

In this research model, each of the measurement scales are assessed with the 

aim of determining and confirming their overall reliability and validity. Finally, the 

process of assessing the conceptual amended UTAUT2 model (Figure 7-1) is 

presented. This assessment involves testing both the measurement and 

structural models. One of the principal objectives of this research is to examine 

the suggested hypotheses in the qualitative stage, in addition to other 

hypothesised relationships related to the UTAUT2 model, which were established 

earlier. In order to obtain a baseline theoretical model that fits both study samples, 

the datasets collected from citizens and IT staff were merged and analysed as 

one data file. 
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Section 7.2 provides the research model and explains the associated hypotheses. 

Section 7.3 discusses the research methodology adopted in this stage of the 

thesis, including the design and development of the online questionnaire, as well 

as the validating and modifying of the data collection method. The following 

section (7.4) presents the results of the descriptive statistics from the 

questionnaire that was distributed to a sample in Jordan. The analysis results 

relating to scale reliability and construct validity are presented in Section 7.5. As 

the assessment of the research model is based on a Structural Equation 

Modelling (SEM) technique, an overview of SEM is provided in Section 7.6. SEM 

is employed in this study to evaluate the suggested relationships between the 

independent and dependent constructs in the research model. Thus, Section 7.6 

also details the analysis results of both measurement and structural models. 

Finally, Section 7.7 presents a summary of this chapter.  

 Theoretical model and hypotheses 

By providing the highest percentage to predict behavioural intention in the 

literature of IT acceptance (Venkatesh et al. 2012; Lian 2015) and serve as a 

benchmark, this research employed the UTAUT2 as a theoretical framework to 

understand the acceptance of cloud-based e-government services in the 

Jordanian context (see Chapter 3). While the theoretical model considered in this 

was modified to suit the context of the study, the research constructs employed 

in this stage of the study are based on the literature review and the findings of the 

qualitative stage. A model illustrating the factors influencing cloud-based e-

government and security perceptions, in terms of enhancing behavioural intention 

towards e-�J�R�Y�H�U�Q�P�H�Q�W�� �D�F�F�H�S�W�D�Q�F�H�� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�� ���L�Q�G�L�Y�L�G�X�D�O��

level), is shown in Figure 7-1 As such, the theoretical model proposed for this 

study employs the following key factors from the UTAUT2 model: (1) performance 

expectancy, (2) effort expectancy, (3) social influence, (4) facilitating conditions, 

and (5) behavioural intention to use innovative e-government systems. 
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A number of e-government studies have used �8�7�$�8�7���W�R���L�Q�Y�H�V�W�L�J�D�W�H���L�Q�G�L�Y�L�G�X�D�O�V�¶��

acceptance of e-government in both developed and developing countries, with 

various factors identified as being influential ( Carter et al. 2008; Loo et al. 2009; 

�.�X�U�I�D�O�Õ���H�W���D�O����������7; Sharma et al. 2018). Although the UTAUT2 is a relatively new 

model, its validity, reliability and suitability in technology acceptance literature in 

the e-government context has been proven (Lian 2015; Lallmahomed et al. 2017). 

It is vital in this stage of the study to consider such factors when exploring 

�L�Q�G�L�Y�L�G�X�D�O�V�¶�� �L�Q�W�H�Q�W�L�R�Q�V�� �W�R�� �X�V�H�� �F�O�R�X�G-based e-government services in Jordan. 

Moreover, it is necessary to integrate additional factors into the UTAUT2 model 

that represent the Jordanian-specific context of using cloud technology to 

enhance the acceptance of e-government services. As such, there is a need to 

test the robustness of the theoretical model developed to examine innovative e-

government systems in Jordan based on cloud computing, and also to contribute 

by offering a further explanation of the acceptance of e-government services in 

the Jordanian context. Thus, it is crucial to evaluate each of the relevant 

constructs in detail, so that the involved measurement factors in the research 

phenomenon are justified and identified. Figure 7-1 outlines the theoretical model 

of this thesis. 

�x Performance expectancy (PE)  

 

In the field of information systems, performance expectancy has served as the 

strongest predictor of behavioural intention to use IT/IS (Venkatesh et al. 2012; 

Ovais Ahmad et al. 2013). The perceived usefulness was found to have a positive 

�L�P�S�D�F�W�� �R�Q�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �L�Q�W�H�Q�W�L�R�Q�� �W�R�Z�D�U�G�V�� �X�V�L�Q�J�� �H-government (Al Hujran et al. 

2013). In this research context, cloud-based e-government services were 

considered as a new kind of IT/IS application, so this construct can be extended 

to help in understanding this research phenomenon. Hence, performance 

expectancy refers to the extent to which individuals believe that using the cloud-

based e-government systems will help them to achieve gains in their personal 
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performance. The citizen who perceives usefulness from the novel e-government 

systems will be likely to accept its usage. After the development of 

UTAUT/UTAUT2, several studies confirmed performance expectancy to be a 

critical factor in e-government acceptance and adoption (AlAwadhi and Morris 

2008; Lian 2015; Sharma et al. 2018). In cloud computing literature, Arpaci (2016) 

�L�Q�G�L�F�D�W�H�G�� �W�K�D�W�� �S�H�U�F�H�L�Y�H�G�� �X�V�H�I�X�O�Q�H�V�V�� �K�D�V�� �D�� �V�L�J�Q�L�I�L�F�D�Q�W�� �H�I�I�H�F�W�� �R�Q�� �X�V�H�U�V�¶�� �D�W�W�L�W�X�G�H�V��

toward using mobile-cloud storage services. Based on the above discussion, the 

following hypothesis is proposed: 

H1. �3�H�U�I�R�U�P�D�Q�F�H���H�[�S�H�F�W�D�Q�F�\���Z�L�O�O���S�R�V�L�W�L�Y�H�O�\���L�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q��

to use cloud-based e-government services. 

 
Figure 7-1 Theoretical model of citizens �¶��acceptance of cloud -based e -government in 

Jordan  

�x Effort expectancy (EE)  

 

In the prior research, effort expectancy has also served as a significant factor in 

�G�H�W�H�U�P�L�Q�L�Q�J�� �X�V�H�U�V�¶�� �D�F�F�H�S�W�D�Q�F�H�� �R�I new technology based on UTAUT/UTAUT2 

(Venkatesh et al. 2012; Lallmahomed et al. 2017). Many scholars (AlAwadhi and 
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Morris 2008; Wang and Shih 2009; Ovais Ahmad et al. 2013; Sharma et al. 2018) 

have confirmed its significant role in the e-government context. Hung et al. (2013) 

found that perceived ease of use has a significant relationship with attitudes 

towards e-government services. Shin (2013) indicated that ease of use is a clear 

reason to accept the use of cloud-based services in the public sector. Therefore, 

this research hypothesises that cloud-based e-government services which are 

perceived as easy to use and learn, will encourage Jordanian citizens to accept 

them. Hence, the researcher proposes the following hypothesis:   

H2. Effort expectancy will positively �L�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q���W�R���X�V�H��

cloud-based e-government services. 

�x Social influence (SI)  

 

Venkatesh et al. (2003, 2012) emphasised the significant role of SI in the 

acceptance and use of any information technology. In the context of e-

government adoption, Al Awadhi and Morris (2008) confirmed the positive effect 

of social influence on behavioural intention. Social influence has been found to 

significantly influence the acceptance of e-government services (Yahya et al. 

�������������.�X�U�I�D�O�Õ���H�W���D�O�������������������$�O�V�P�D�G�L���D�Q�G���3�U�\�E�X�W�R�N�����������������I�R�X�Q�G���W�K�D�W���S�H�H�U���L�Q�I�O�X�H�Q�F�H��

significantly affects information sharing and storage behaviour using cloud 

computing. In this study, it is inferred that as more and more Jordanian citizens 

accept and use cloud-based e-government services, the effect of social influence 

will increase. Based upon the above discussion, the following hypothesis is 

proposed: 

H3.  Social influence will positive�O�\���L�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q���W�R���X�V�H��

cloud-based e-government services.  
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�x Facilitating conditions (FC)  

 

Venkatesh et al. (2003) argued that when investigating the relationship between 

constructs such as effort expectancy, performance expectanc�\�� �D�Q�G�� �W�K�H�� �X�V�H�U�¶�V��

behavioural intention, facilitating conditions become an insignificant construct in 

predicting behavioural intention. In comparison, Venkatesh et al. (2012) theorised 

a direct relationship between FC and behavioural intention in the theoretical 

model UTAUT2, which was originally developed to study consumer adoption and 

acceptance of IT. Moreover, facilitating conditions have been explored as one of 

the key determinants of behavioural intention across a number of recently 

published e-government studies ���.�X�U�I�D�O�Õ�� �H�W�� �D�O���� ������������ �/�D�O�O�P�D�K�R�P�H�G�� �H�W�� �D�O���� ������������

Sharma et al. 2018). Therefore, it can be inferred that the availability of 

appropriate facilitating conditions would affect the decision to accept cloud-based 

e-government services. Since cloud-based services are innovative and new in the 

e-government context, many users (e.g. citizens) may not be experienced or 

familiar with them. Thus, the better the FCs are, the more likely citizens will be to 

use such services. Accordingly, the following hypothesis is proposed for this 

study: 

H4.  �)�D�F�L�O�L�W�D�W�L�Q�J���F�R�Q�G�L�W�L�R�Q�V���Z�L�O�O���S�R�V�L�W�L�Y�H�O�\���L�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q���W�R��

use cloud-based e-government services.  

�x Trust  

 

Trust is a well-researched factor that resulted in significant findings when 

associated with behavioural intention to accept and use e-government services. 

�6�F�K�R�O�D�U�V���G�H�I�L�Q�H�G���W�U�X�V�W���D�V���W�K�H���L�Q�G�L�Y�L�G�X�D�O�V�¶���Z�L�O�O�L�Q�J�Q�H�V�V���W�R���E�H���Y�X�O�Q�H�U�D�E�O�H���D�Q�G���K�D�Y�H���D��

positive expectation that their interests will be kept safely (Abu-Shanab 2014; 

Abu-Shanab 2017).Trust in e-government has two aspects: (1) trust of the 

internet; trust of the enabling information technology; and (2) trust of e-

government; trust of a specific entity as a service provider (Carter and Bélanger 
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�������������.�X�U�I�D�O�Õ���H�W���D�O��������������.  At the present time, people are familiar with using the 

internet; hence, trust of the internet is not a critical component in this study. 

Numerous studies have confirmed the relationship between trust and �X�V�H�U�V�¶��

behavioural intention in the e-government context (Carter and Bélanger 2005; 

Lean et al. 2009; Abu-Shanab 2014; Lallmahomedet al. 2017). Therefore, the 

following hypothesis can be proposed: 

H5.  �7�U�X�V�W���Z�L�O�O���S�R�V�L�W�L�Y�H�O�\���L�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�Dl intention to use cloud-based 

e-government services.  

�x Security  

People with high security concerns regarding the use of e-services will have a 

lower level of trust toward those services and vice versa. Similarly, customers 

who have information security concerns will have a lower degree of trust in e-

commerce transactions (Chellappa and Pavlou 2002; Kim et al. 2011). According 

to Kim et al. (2010), perceived security concerns are strongly associated with 

perceived trust and the use of electronic payment systems. Additionally, the 

perceived trust of e-services serves as a mediator linking perceived security and 

usage behaviour. Security has a crucial role in trust when developing new public 

services (e.g. cloud-based services) (Lian 2015).  In summary, the following 

hypothesis is proposed:  

H6.  Perceived security will positively influence trust in innovative e-government 

regarding the use of cloud-based e-government services.  

�x Security perceptions  

 

The findings from the qualitative stage showed five security perceptions 

�L�Q�I�O�X�H�Q�F�L�Q�J�� �X�V�H�U�V�¶�� �S�H�U�F�H�L�Y�H�G�� �V�H�F�X�U�L�W�\�� �R�I�� �F�O�R�X�G-based e-government services. 

Therefore, the following research hypotheses have been inferred from these 

perceptions: 

https://context.reverso.net/translation/english-arabic/vice+versa
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H7.  Intangible and tangible characteristics of security will positively influence 

�X�V�H�U�V�¶���S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�I���F�O�R�X�G-based e-government services.  

H8.  Information security awareness will positivel�\�� �L�Q�I�O�X�H�Q�F�H�� �X�V�H�U�V�¶�� �S�H�U�F�H�L�Y�H�G��

security of cloud-based e-government services.  

H9.  Interface design �T�X�D�O�L�W�\���Z�L�O�O���S�R�V�L�W�L�Y�H�O�\���L�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�I��

cloud-based e-government services.  

H10.  �/�D�Z�� �D�Q�G�� �U�H�J�X�O�D�W�L�R�Q�V�� �Z�L�O�O�� �S�R�V�L�W�L�Y�H�O�\�� �L�Q�I�O�X�H�Q�F�H�� �X�V�H�U�V�¶ perceived security of 

cloud-based e-government services.  

H11.  Security culture will positively i�Q�I�O�X�H�Q�F�H���X�V�H�U�V�¶���S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�I���F�O�R�X�G-

based e-government services.  

 Quantitative stage: methodology  

7.3.1 Online questionnaire: design and development  

Based on the quantitative approach of this stage, the online survey questionnaire 

was used as the main method to collect the primary data. A web-based or online 

questionnaire was preferred by the researcher owing to its efficiency in terms of 

cost, time and geographical distribution. Also, the surveys cannot be traced back 

to the respondents since they fill out the answers by themselves, this could help 

to ensure a minimal level of bias. This was necessary to explore the role of 

security perceptions in facilitating the acceptance of new e-government services, 

and also other factors that determine the behavioural intention to use such 

services based on UTAUT/UTAUT2 studies. Different sections of the 

questionnaire were designed to be easy and unambiguous for the general public 

to complete. Constructs and items relevant to this study were adopted from 

previous literature (e.g. Davis 1989; AlAwadhi and Morris 2008; Bélanger and 

Carter 2008; Venkatesh et al. 2012), and were adapted to suit the study context. 
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In addition, new items associated with the constructs were developed by the 

researcher to cover the aspects of the interview results in the second stage and 

to present greater clarity, see Table 7-2 in Section 7.3.2. The questionnaire 

design consisted of four pages and an information sheet which illustrated the 

study aims and contact details of the research team. At the beginning of the online 

questionnaire, the participant was asked to confirm that he/she had read and 

understood the terms and conditions of taking part in the study, and agreed with 

them. Because the cloud-based e-government project is a relatively new 

phenomenon in developing nations, a brief explanation and examples were 

provided to participants.  

The questionnaire consisted of four sections divided up as follows: (1) personal 

information of respondents (demographic characteristics), such as age, gender, 

educational level and country of residence; (2) items measuring t�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶��

behavioural intention to use cloud-based e-government services covering the 

UTAUT2 model and also the security and trust constructs; (3) items related to the 

variables that are believed to influence security perceptions resulting from the 

qualitative stage (Likert five-point scales were used in sections 2 and 3, that 

ranged from strongly disagree = 1 to strongly agree = 5); and (4) multiple-choice 

closed questions included to obtain additional information regarding the 

�U�H�V�S�R�Q�G�H�Q�W�V�¶�� �L�Q�W�H�U�Q�H�W��knowledge and e-government services experience, in 

addition to one open-ended question which was employed in this survey (see 

Appendix D and E). According to Collis and Hussey (2014), open questions offer 

respondents the opportunity to give their suggestions and opinions in their own 

words without any predetermined answers proposed by the researcher.  

7.3.2 Online questionnaire: validating and modifying  

It is often recommended that the researcher pre-tests the questionnaire before 

starting the actual study, and this is to ensure that the survey items are 

understood and considered clear by the normal participants (Sekaran and Bougie 
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2016). The pre-testing process was conducted to refine the research 

questionnaire and to minimise measurement errors that may have an impact on 

�W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�¶���D�Q�V�Z�H�U�V�����$�O�V�R�����L�W���K�H�O�S�V���W�R���R�E�W�D�L�Q���F�R�Q�W�H�Q�W���Y�D�O�L�G�L�W�\���D�Q�G���U�H�O�L�D�E�L�O�L�W�\��

(Saunders et al. 2016). Different methods can be used to check the instrument 

validation (Straub et al. 2004). In this study, validation of the instrument adopted 

to understand the various factors influencing the acceptance of cloud-based e-

government services in Jordan was conducted in two stages: (1) pre-validation 

and (2) post-validation (see Figure 7-2).  

 
Figure 7-2 Instrument validation stages  

In order to maintain the content validity, the researcher followed the 

recommendations of Straub et al. (2004) by adopting instrument items from 

previous studies (see Table 7-2), however, some new items were developed in 

accordance with technology acceptance and perceived security literature. Then, 

for further validation of the instrument, pre-testing was conducted using MIS 

experts, PhD researchers, and experienced practitioners in the field of e-

government, e-services and human computer interaction (HCI) to improve the 

items and enhance the understanding of participants before distributing the final 

version. They were asked to review and ensure that the survey items were: (1) 

short, easy and unambiguous to complete; (2) there is no need to paraphrase or 

delete items; (3) provided with an attractive layout and rational sequence; (4) 

there is an option to add any other comments or suggestions to enhance the 

overall survey. In response to feedback from the pre-testing group, minor 

amendments were made such as wording and the order of some items (see Table 
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7-1). In this thesis, the constructs of the theoretical models are defined as shown 

in Table 7-3.   

Table 7-1 Instrument validation (pre -testing  of the questionnaire )  

General Aim  
�x To seek advice from experienced 

people to assess the survey 
instrument and accordingly help in 
determining an acceptable formula of 
the final instrument utilised to collect 
data for this stage of the research 
project. 

Participants  
�x (9) MIS experts  
�x (15) PhD researchers 
�x (12) Experienced practitioners in the 

field of e-government, e-services and 
human computer interaction (HCI) 

Research instrument (ques tions)  See Appendix D 

Outcomes  
�x Modify few typographical errors  
�x Amend wording of some instrument 

questions 
�x Reduce the length of the information 

sheet  
�x Change the order of a few questions 

 In the last step, the research instrument was pilot-tested through an online 

questionnaire website. The distribution process of the questionnaire was based 

on convenience sampling. An invitation to participate in the research study, 

containing the e-survey link, was posted to the targeted sample via various 

communication channels, such as groups in social media websites (e.g. 

Facebook); personal emails; and mailing lists related to universities and 

government organisations. The online questionnaire was open to access through 

an online survey website eSurveyCreator.com from September to November 

2018. 
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Table 7-2 Instrument items based on IT acceptance and security literature  

Construct  Item Statement  

 

 

 

 

Performance Expectancy  

Adapted from (Davis 1989; 
AlAwadhi and Morris 2008; 
Wang and Shih 2009; 
Venkatesh et al. 2012) 

PE1 Using the cloud-based e-government 
services enables me to accomplish my 
transactions more quickly 

PE2 Using the cloud-based e-government 
services increases the productivity of the 
transactions 

PE3 Using the cloud-based e-government 
�V�H�U�Y�L�F�H�V���V�D�Y�H�V���F�L�W�L�]�H�Q�¶�V���W�L�P�H 

PE4 Using the cloud-based e-government 
services raises the equity between citizens 

PE5 Using the cloud-based e-government 
services enhances the effectiveness of the 
�W�U�D�Q�V�D�F�W�L�R�Q�V�¶���F�R�P�S�O�H�W�L�R�Q 

PE6 Overall, the cloud-based e-government 
services are useful in my daily life 

 

Effort Expectancy  

Adapted from (Davis 1989; 
Venkatesh et al. 2012; Lian 
2015) 

EE1 Learning to use cloud-based e-government 
services is easy. 

EE2 My interaction with cloud-based e-
government websites is understandable 
and clear. 

EE3 Becoming skilful at using the cloud-based 
e-government services is easy. 

EE4 Overall, the cloud-based e-government 
services is easy to use. 

 

 

Social Influence  

SI1 I would use the cloud-based e-government 
services if my colleagues and friends used 
them. 

SI2 Individuals who affect my behaviour believe 
that I should use the cloud-based e-
government services. 
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Adapted from (Venkatesh 
et al. 2003; AlAwadhi and 
Morris 2008; Venkatesh et 
al. 2012) 

SI3 Individuals who are very important to me 
believe that I should use the cloud-based e-
government services. 

SI4 Overall, the government support citizens to 
use cloud-based e-government services. 

 

Facilitating Conditions 
Adapted from (Venkatesh 
�H�W���D�O�����������������.�X�U�I�D�O�Õ���H�W���D�O����
2017; Lallmahomed et al. 
2017) 

FC1 I have the necessary guidance and 
resources to use cloud-based e-
government services. 

FC2 I have the necessary experience and 
knowledge to use cloud-based e-
government services 

FC3 When I experience difficulties using cloud-
based e-government services, I can get 
assistance from others. 

 

 

Trust of E -Government  

Adapted from (Bélanger 
�D�Q�G���&�D�U�W�H�U���������������.�X�U�I�D�O�Õ���H�W��
al. 2017) 

ToEG1 I believe that cloud-based e-government 
services are trustworthy. 

ToEG2 I think government institutions have the 
abilities and skill to provide trustable and 
reliable e-services. 

ToEG3** I trust the security of the provided e-
services. 

ToEG4 �,���W�U�X�V�W���W�K�D�W���F�L�W�L�]�H�Q�¶�V���L�Q�W�H�U�H�V�W���K�D�Y�H the highest 
priority at governments institutions who 
implement the e-services. 

ToEG5 In general, I trust the e-government website 
to send my sensitive information (e.g. 
financial or personal). 

 

- 

Perceived Security  

Adapted from (Shareef et 
al. 2011; Alawneh et al. 
2013; Belanche-Gracia et 
al. 2015; Abu-Shanab 
2017) 

PS1 The e-government website ensures the 
security of personal data that citizens 
provide. 

PS2 The e-government website is secure 
against tampering and hacking�� 

PS3 The e-government website has sufficient 
technological tools and standards to ensure 
that the exchanged data cannot be modified 
by unauthorised individuals. 
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PS4 The e-government website is secure to 
interact for e-payment purposes via 
eFAWATEERcom system. 

PS5 Overall, I feel secure using the e-
government website for completing my 
transactions. 

 

 

 

Intangible and Tangible 
Characteristics of 
Security  

Adapted from (Halaweh 
2012) 

ITCS1 I check the presence of tangible security 
characteristics (e.g. security certificate, 
https, security and privacy policy... etc) in 
government websites when I use cloud-
based e-government services. 

ITCS2 I check the availability of other security 
solutions (e.g. multi-factor authentication, 
confirmation emails or SMS, OTP (One 
Time Password)) in government websites 
when I use cloud-based e-government 
services. 

ITCS3 I would use cloud-based e-government 
services if the government organisations 
and their partners who provide such 
services, including for e-payment are: 
reputable, trustable, well-known, respectful, 
acceptable to others ... etc. 

 

Information Security 
Awareness  

Adapted from (Bulgurcu et 
al. 2010; Halaweh 2012; 
Haeussinger and Kranz 
2013) 

 

ISA1 I depend on my prior experience when I use 
the cloud-based e-government services. 

ISA2 I have sufficient knowledge to use the 
cloud-based e-government services. 

ISA3 I depend on practice when I use the cloud-
based e-government services. 

ISA4 In general, I am aware of the prospective 
security threats and their negative impacts. 

 

 

Interface Design Quality  

IDQ1 Easy navigation of e-government websites 
makes me feel more secure to complete 
transactions online. 

IDQ 2 Being overwhelmed with too much security 
information on the website makes me feel 
insecure to complete transactions online. 
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Adapted from (Fogg et al. 
2001; Johnston et al. 2003; 
Kamoun and Halaweh 
2012) 

 

IDQ3 Both the live chat section and the online 
help on the website make me feel secure to 
complete transactions online. 

IDQ4** Unified user interfaces in the e-government 
websites (same format, layout and 
transaction procedure) make me feel 
secure to complete transactions online. 

 

Law and Regulations  

Adapted from  (Taylor and 
Todd 1995c; Knapp 2005; 
Herath and Rao 2009) 

 

 

LR1 The existence of law and regulations in 
place can make a difference to protect 
�X�V�H�U�V�¶���G�D�W�D online. 

LR2** The regular revision and amendment of the 
electronic crimes law is necessary to cover 
the innovative e-government services 
sufficiently and to keep abreast with new 
cybercrimes. 

LR3 The government disciplines users who 
break the security policy of the e-
government websites. 

LR4 Following government security, policies 
consistent with e-crime law can make a 
�G�L�I�I�H�U�H�Q�F�H���L�Q���V�H�F�X�U�L�Q�J���F�L�W�L�]�H�Q�V�¶���D�Q�G��
government transactions over the website. 

 

 

 

 

Security Culture  

Adapted from  (Knapp 
2005; Knapp et al. 2006; 
D'Arcy and Greene 2014) 

 

SecC1 �7�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���D�F�W�L�R�Q�V���D�Q�G���Z�R�U�G�V��
demonstrate that information security is a 
priority. 

SecC2 The government is keen to communicate 
directly with citizens, including the provision 
of security advice, laws and policies. 

SecC3 I believe that the government monitors 
�F�L�W�L�]�H�Q�¶�V���D�F�W�L�Y�L�W�L�H�V���D�Q�G���E�H�K�D�Y�L�R�X�U���Z�K�H�Q���W�K�H�\��
use online government services. 

SecC4** I feel uncomfortable to engage in online 
government services and exchange my 
personal data electronically due to 
government authority. 

SecC5** The government is keen to benefit the 
experiences of the developed countries in 
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the field of public sector services, and also 
the citizens�� 

SecC6** I believe that resistance to change would 
�D�I�I�H�F�W���F�L�W�L�]�H�Q�V�¶���D�F�F�H�S�W�D�Q�F�H���R�I���³�F�O�R�X�G-based 
e-government service�V�´���D�V���D���V�H�F�X�U�H��
channel for government transactions. 

 

Behavioural Intention to 
Use the E -government 
Services  

Adapted from (Venkatesh 
et al. 2003; Venkatesh et 
al. 2012) 

 

BITU1 I predict use of cloud-based e-government 
services in the near future. 

BITU1 I plan to use cloud-based e-government 
services regularly. 

BITU1 I intend to carry out using cloud-based e-
government services. 

** New item developed by the researcher 

Table 7-3 Definitions of the factors affecting the acceptance of cloud -based e -government  

Construct  Definition  
Performance 
expectancy   

The degree to which an individual believes that using the 
system will help him or her to attain gains in job performance.  

Effort expectancy  The degree of ease associated with the use of a system.  
Social influence  The degree to which an individual perceives the importance of 

the beliefs of others that he or she should use the new system.  
Facilitating  
conditions  

An organisational and technical infrastructure that supports 
individuals to use systems and remove barriers.  

Trust   �³the perception of confidence in the e-�V�H�U�Y�L�F�H�V�� �S�U�R�Y�L�G�H�U�¶�V��
(government) integrity and reliability�  ́

Perceived 
security  

 The extent to which one believes that the e-government portal 
is secure for transmitting sensitive information 

Information 
Security 
Awareness : 

The user overall knowledge and understanding of potential 
issues related to information security and their ramifications 

Law and 
regu lations :  

Act to provide for the use, security, facilitation and regulation of 
electronic communications and transactions; to encourage the 
use of e-Government services and to provide for related 
matters.��  

Security culture :  shared system of beliefs, values and norms related to 
information security 

Intangible 
tangible security 
characteristics  

Intangible characteristics  are those that cannot be checked 
over the e-government website and are not directly observed on 
a specific website, whereas tangible ones  are technical security 



Chapter 7: Security Antecedents and the Acceptance to Use Cloud-Based E-Government Services   

 302 

features available on the website which can be checked by the 
user (e.g. security certificates). 

Interface design 
quality :   

reflects the extent to which the Graphical User Interface (GUI) 
could help users to accomplish any task in a most efficient and 
secure way. 

The pilot study targeted Jordanian citizens to ensure the validity of the research 

instrument. Therefore, before the final distribution of the questionnaire, a reliability 

test was performed to measure the internal consistency of each factor using 

�&�U�R�Q�E�D�F�K�¶�V�� �$�O�S�K�D�� ���V�H�H�� �$�S�S�H�Q�G�L�[��J). In this regard, four cut-off points of the 

reliability scale were proposed: excellent reliability (0.90 and above), high 

reliability (0.70-0.90), high moderate reliability (0.50-0.70), and low reliability (0.50 

and below) by Hinton et al. (2014). From Appendix J, it is seen that the initial 

reliability of this research varied between 0.938 and 0.727. Thus, this research 

instrument revealed an acceptable degree of internal consistency (Pallant 2016). 

The key findings of the initial reliability analysis based on the pilot study revealed 

that if some questions were deleted, such as EE3, FC2 and IDQ2, �W�K�H���&�U�R�Q�E�D�F�K�¶�V��

alpha value would be higher. However, the researcher chose to leave all research 

instrument items without change, as the results showed acceptable levels of 

reliability. 

 Participant profiles: descriptive statistics  

The researcher managed to collect a total of 823 responses via the online 

questionnaire. However, because of incomplete answers, only 669 responses 

were considered legitimate for data analysis. Still, the number of usable 

participations in the current research is high compared to previous studies (Loo 

et al. 2009; Wang and Shih 2009; Ovais Ahmad et al. 2013; Sharma et al. 2018). 

Also, the number of valid responses is higher compared to the minimum required 

sample in this study (see Chapter 4). This section provides a description of the 

Jordanian participants, both IT staff in the public sector and other citizens from 

different backgrounds, and the findings of the analysis. The following Table 7-4 
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presents a general overview of the study sample in terms of its demographic 

information. 

Table 7-4 Demographic information of the study  sample  

Demographic Trait  Category  Frequency  Percentage  

Gender  Male  406 60.7 

Female 263 39.3 

Age  18-20 7 1.0 

21-30 77 11.5 

31-40 499 74.6 

41-50 76 11.4 

+50 10 1.5 

Education Level  Secondary School or 
below 

42 6.3 

Diploma 68 10.2 

Bachelor 443 66.2 

Postgraduate 116 17.3 

Residency  

Jordan or Developing 
Countries 

618 92.4 

Other Developed 
Countries 

51 7.6 

The Use of 
Internet  

Less than 1 hour 30 4.5 

1-2 hours 133 19.9 

2-3 hours 196 29.3 

More than 3 hours 310 46.3 

The Use of E -
Government  

Never 68 10.2 

Once per month 259 38.7 
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Several times per month 175 26.2 

Several times per week 94 14 

Everyday 73 10.9 

As shown in Table 7-4, 60.7% of the respondents were male. The data indicated 

that the dominant age group of the sample was 31-40 years, with 74.6% of the 

total. The respondents were also relatively well-educated, as about 83.5% held a 

�E�D�F�K�H�O�R�U�¶�V�� �G�H�J�U�H�H�� �D�W�� �O�H�D�V�W���� �Z�K�L�F�K�� �I�R�O�O�R�Z�V the current trend from the Jordanian 

MOHE statistics (MOHE 2019b), as discussed in Chapter 1. In terms of residency, 

the majority of respondents, about 92.4% were living in Jordan, or one of the 

developing countries, while only 7.6% were living in a developed country. With 

regard to internet usage among Jordanian citizens, about half (46.3%) of all 

respondents had been using the internet for more than three hours on a daily 

basis. The study sample also indicated that 38.7% of respondents were utilised 

cloud-based e-government services once per month. 

 Analysis of the measurement scale: reliability and validity  

In the previous section, the researcher highlighted the pre-validation of the 

research instrument as employed in this study (see Section 7.3.2). In this section, 

the researcher illustrates the post-validation of the research instrument, as 

conducted with the aim of ensuring the validity of the collected data. According to 

Pallant (2016), reliability and validity are two common measurements that should 

be considered by the researcher when the data is collected using a questionnaire 

instrument. Analysis results are explained in the following subsections. 

7.5.1 Reliability  

A reliability analysis is an important test in selecting scales for a questionnaire 

instrument. Such analysis refers to the level of consistency and stability of the 

items (Bryman and Bell 2015). However, reliability in IT acceptance theoretical 
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models refers to the level to which the indicators, or variables are consistent and 

stable with what they are supposed to be measuring. Venkatesh et al. (2012) 

measured the reliability of UTAUT2 instrument and the scales were reliable as all 

coefficients were approximately 0.75 or greater. In this study, a reliability analysis 

was carried out using SPSS version 25 for all constructs of the UTAUT2 based 

�P�R�G�H�O�����&�U�R�Q�E�D�F�K�¶�V���D�O�S�K�D���L�V���F�Rnsidered to be a commonly used analysis in SPSS 

for internal reliability (Sekaran and Bougie 2016). According to Sekaran and 

�%�R�X�J�L�H�������������������&�U�R�Q�E�D�F�K�¶�V���D�O�S�K�D���Z�L�W�K���D���Y�D�O�X�H���R�I�������������R�U���D�E�R�Y�H���L�V���D�F�F�H�S�W�D�E�O�H���W�R��

indicate an adequate consistency level. The findings of the reliability test are 

presented in this section (see Table 7-5). The test findings showed that all of the 

study constructs have a high reliability value of more than 0.70. 

Table 7-5 Reliability Test of the Study Model  

Model Construct  �&�U�R�Q�E�D�F�K�¶�V��
alpha  

No. of 
Items  

Level of 
Reliability  

Performance Expecta ncy (PE)  .879 6 High reliability  

Effort Expectancy (EE)  .847 4 High reliability 

Social Influence (SI)  .806 4 High reliability 

Facilitating Conditions (FC)  .721 3 High reliability 

Trust of E -Government (ToEG)  .935 4 Excellent reliability 

Perceived Sec urity (PS)  .917 5 Excellent reliability 

Behavioural Intention to Use 
(BITU) 

.875 3 High reliability 

Intangible and Tangible 
Characteristics of Security 
(ITCS) 

.792 3 High reliability 

Information Security Awareness 
(ISA) 

.883 4 High reliability 

Interfac e Design Quality  .779 4 High reliability 
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(IDQ) 

Law and Regulations  

(LR) 

.765 4 High reliability 

Security Culture (SecC)  .743 6 High reliability 
 

�7�K�H���K�L�J�K���Y�D�O�X�H�V���R�I���&�U�R�Q�E�D�F�K�¶�V���D�O�S�K�D���L�Q�G�L�F�D�W�H���W�K�D�W���W�K�H���V�F�D�O�H�V���H�[�K�L�E�L�W���D�Q���D�G�H�T�X�D�W�H��

level of reliability. The C�U�R�Q�E�D�F�K�¶�V�� �D�O�S�K�D�� �U�H�V�X�O�W�V�� �Y�D�U�L�H�G�� �E�H�W�Z�H�H�Q�� ������������ �I�R�U��

facilitating conditions and 0.935 for the trust of e-government constructs. Overall, 

the results showed that the proposed model constructs attain an appropriate level 

of internal consistency.    

7.5.2 Validity  

Construct validity analysis is defined as a measure of the degree of correlation 

between the operational measures and the theoretical concept under 

investigation. According to Byrne (2016), Confirmatory Factor Analysis (CFA) is 

used to test the goodness-of-fit between the collected data and the constructs of 

the theoretical model. Testing the goodness-of-fit involves assessing the 

convergent validity and discriminant validity. CFA results were computed using 

AMOS 25. 

�x Convergent validity  

 

Convergent validity test is a function of the association between different 

measurement scales, which is achieved when several indicators work in a 

consistent manner to measure the same concept (Straub et al. 2004). It is 

considered a type of construct validity, which operates as an instrument 

correlated highly with all other scales and the adopted constructs are 

hypothetically associated. Convergent validity is mainly based on the average 

variance extracted (AVE). AVE is used to estimate the explanatory power of the 
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measurement variables to their average variations. In this study, the composite 

reliability (CR) and AVE were the ad-hoc tests for convergent validity. The 

acceptable threshold for AVE is greater than 0.50, and CR is greater than 0.70 

(Hair et al. 2014). Hence, convergent validity was confirmed for the constructs of 

this research model (see Table 7-6). It is worthwhile stating that when the CFA 

analysis is performed using AMOS, the output does not show the values of CR 

and AVE. The following formulas were the base to calculate both measures (ibid): 

�x Average variance extracted (AVE):  

 

Where Li: is the standardised factor loading and n: is the total number of items.   

�x Composite reliabili ty (CR):  

 

Where Li: is the standardised factor loading, n: is the total number of items, and 

ei: is the error variance terms.  

Table 7-6 Convergent validity results  

Constructs  Composite Reliability (CR)  Average Variance Extracted (AVE)  

PE 0.863 0.719 

EE 0.785 0.699 

SI 0.820 0.739 



Chapter 7: Security Antecedents and the Acceptance to Use Cloud-Based E-Government Services   

 308 

FC 0.715 0.688 

ToEG 0.869 0.757 

PS 0.826 0.701 

BITU 0.923 0.894 

ITCS 0.834 0.796 

ISA 0.784 0.529 

IDQ 0.767 0.684 

LR 0.734 0.642 

SecC 0.811 0.652 
 

�x Discriminant validity  
 

According to Straub et al. (2004), discriminant validity aims to examine the extent 

to which the measurement items (scales) reflect their posited construct differently 

from all other items in the research model. Discriminant validity is also assessed 

using the recommendation of Hair et al. (2014). To achieve an acceptable level 

of discriminant validity, the inter-correlations between constructs should be less 

than the square roots of the AVEs, which are across the diagonal cells (see Table 

7-7). In this study, the analysis results confirmed adequate discriminant validity, 

which ensures that the scales of one construct are not correlated with the scales 

referring to other constructs. 

Table 7-7 Discriminant Validity Results  

 PE EE SI FC ToEG PS BITU ITCS ISA IDQ LR SecC 

PE 0.848            

EE 0.387 0.836           

SI 0.421 0.260 0.859          

FC 0.321 0.406 0.410 0.829         
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ToEG 0.201 0.197 0.384 0.374 0.870        

PS 0.284 0.197 0.220 0.224 0.774 0.837       

BITU 0.123 0.194 0.203 0.157 0.034 0.220 0.946      

ITCS 0.312 0.255 0.240 0.124 0.242 0.067 0.082 0.892     

ISA 0.025 0.408 0.283 0.422 0.222 0.050 0.035 0.140 0.728    

IDQ 0.288 0.142 0.046 0.061 0.070 0.550 0.264 0.008 0.009 0.827   

LR 0.350 0.044 0.072 0.037 0.121 0.404 0.165 0.047 0.167 0.048 0.801  

SecC 0.209 0.285 0.232 0.468 0.204 0.553 0.223 0.000 0.262 0.126 0.051 0.808 

 

 Structural equation modelling: an overview  

In the previous section, the results of the statistical analysis showed that the 

theoretical research model exhibited a satisfactory level of reliability and validity. 

The next step in the data analysis process is the model testing (see Figure 7-3), 

which includes model fitting and testing the theoretical relationships and 

hypotheses linking the latent constructs. Testing the theoretical amended 

UTAUT2 model was carried out based on the structural equation modelling (SEM) 

technique. SEM does not refer to a single statistical technique, rather a family of 

procedures associated with common characteristics (Hair et al. 2014; Kline 2015). 

SEM offers a base to test the research hypothesis using the coefficients 

estimation of the main links related to the linear relationships between 

unobserved and observed variables (Byrne 2016).  Urbach and Ahlemann (2010) 

asserted that the use of SEM has become increasingly widespread in IS/IT 

research. As scholars have argued, SEM is a solid choice to conduct an 

exploratory analysis for non-experimental data and provides a clear 

representation of the relationships between the measured constructs and 

variables in a graphical form (Hair et al. 2014; Kline 2015). 
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Figure 7-3 Data analysis steps  

SEM is a statistical multivariate technique used to examine theoretical models 

proposing a series of causal relationships among multiple dependent and 

independent constructs simultaneously. The use of SEM is characterised by a 

two-step process: 

 

�¾ The measurement model: is the model that embodies the proposed theory, 

which uses several measured indicators (variables) to represent a single 

latent factor (independent or dependent construct); and   

�¾ The structural model: is the model that embodies the proposed theory, 

which correlates the independent to dependent constructs; the 

relationships between the latent factors have to be derived based on 

theoretical considerations. 

 

The SEM technique is also known by different names, namely latent variable 

analysis, covariance structural analysis, and sometimes it is referred to as SEM 

by the specialised software package utilised, such as LISREL, EQS, SmartPLS, 

SEPATH, and AMOS. Although the test of SEM models can be implemented in 
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different ways, all SEM models claim to have distinguished common 

characteristics (Hair et al. 2014; Kline 2015; Byrne 2016):   

 

�¾ SEM has the ability to incorporate both observed and unobserved (latent) 

constructs, while the former data analysis techniques are based on 

observed measures only. 

�¾ The SEM procedure has many significant features, including estimating of 

points and/or intervals, indirect effects and modelling of multivariate 

relationships, however, there are no easily or widely used alternative 

techniques for such types of features. 

�¾ Explicit parameters/estimations of error variance can be provided by SEM, 

compared to traditional types of multivariate techniques, which are not 

capable of either assessing or correcting measurement error. 

�¾ A conformity analysis technique is followed in SEM, rather than an 

exploratory analysis technique for the data. 

 

In this study, a two-step SEM method was followed. The first step involved an 

assessment of the entire measurement model aiming to assess its uni-

dimensionality and validity; after that, an assessment of the structural model was 

performed to examine the relationships between the model constructs. SEM was 

implemented using the AMOS 25.0 package. 

7.6.1 Assessment of the measurement model  

The measurement model analysis helps to assess the indicators for each latent 

variable (i.e. constructs that are not measured directly) (Hair et al. 2014). The 

most popular indices used to assess the model fit measures are: Chi-square (X2), 

Adjusted Chi-square X2/df (degrees of freedom), Root Mean Square Error of 

Approximation (RMSEA), Goodness of Fit Index (GFI), and Adjusted Goodness 
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of Fit Index (AGFI); as is in line with the existing literature (e.g. Bélanger and 

Carter 2008; Shin 2013; Dwivedi et al. 2017). AMOS software offers a number of 

different metrics to evaluate the measurement model and the determination of 

which to be reported is a debated matter between the methodologists. Hair et al. 

(2014) recommended reporting X2value and the associated df, in addition to at 

least one absolute index, such as RMSEA and GFI; and one incremental index, 

such as Comparative Fit Index (CFI), Tucker-Lewis coefficient (TLI), and Normed 

Fit Index (NFI). Hence, in this study, the model fit was appraised by interpreting 

different fit indices. The overall model fit with the collected data was achieved. 

Table 7-8 illustrates the relevant statistics, which were all showed to be in 

accordance with the recommended values. 

Table 7-8 Summary of the measurement model indices  

Fit Indices  Research Model Value  Recommended Value  

X2/df 1.60�� �”���������� 

X2 539.94 X2 > df 

df 336               �•��0 

GFI 0.918 �•������������ 

AGFI 0.893 �•������������ 

CFI  0.960 �•������������ 

TLI 0.946 �•������������ 

NFI 0.949 �•������������ 

RMSEA 0.057 �”���������� 
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7.6.2 Assessment of the structural model  

Since the proposed measurement model was assessed successfully and 

achieved an acceptable model fit, it is the time to develop and assess the 

structural model in order to examine the theoretical model or the hypothesised 

causal relationships between the constructs. Hair et al. (2014) defined the 

�V�W�U�X�F�W�X�U�D�O���P�R�G�H�O���D�V�����D���³set of one or more dependence relationships linking the 

�K�\�S�R�W�K�H�V�L�]�H�G�� �P�R�G�H�O�¶�V�� �F�R�Q�V�W�U�X�F�W�V�´�����$�F�F�R�U�G�L�Q�J�O�\���� �L�W���G�L�I�I�H�U�V���I�U�R�P the measurement 

model in that the structural model takes into consideration the significance of the 

theoretical relationships between constructs, instead of the relationships between 

measured variables and constructs. In general, the aim of testing the research 

hypothesis is to determine which independent constructs (predictors) provide a 

significant contribution to explaining the dependent constructs.  

Different procedures were followed to assess the structural model and the 

associated hypothesis, including the assessment of the structural model fit 

indices, the squared multiple correlations, and the standardised path coefficients. 

The rule of thumb applied in the structural model test is the same as the rule 

applied in the measurement model assessment. Table 7-9 summarised the fit 

indices results for the proposed structural model (Figure 7-4), which show an 

acceptable level of fit.  

According to the analysis results, all hypotheses in the proposed theoretical 

model were supported. The independent constructs: trust (ToEG) of e-

government, performance expectancy (PE), effort expectancy (EE), social 

influence (SI), and facilitating conditions (FC) significantly and positively 

�L�Q�I�O�X�H�Q�F�H�G�� �L�Q�G�L�Y�L�G�X�D�O�V�¶�� �L�Q�W�H�Q�W�L�R�Q�V�� �W�R�Z�D�U�G�V�� �W�K�H�� �D�F�F�H�S�W�D�Q�F�H�� �R�I�� �F�O�Rud-based e-

government services (H1, H2, H3, H4 and H5). Among those five factors, trust 

�K�D�V�� �W�K�H�� �J�U�H�D�W�H�V�W�� ���� �R�I�� ����371; that is to mean, ToEG is the most significant 

determinant in predicting and explaining behavioural intention (BI) to use such 

services. Moreover, perceived security (PS) significantly affects trust (ToEG) of 
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e-government (H6). In addition, intangible and tangible characteristics (ITCS), 

information security awareness (ISA), interface design quality (IDQ), law and 

regulations, and security culture (SC) �S�R�V�L�W�L�Y�H�O�\�� �L�P�S�D�F�W�H�G�� �L�Q�G�L�Y�L�G�X�D�O�V�¶�� �V�H�F�X�U�L�W�\��

perceptions towards using cloud-based public services (H7, H8, H9, H10 and 

H11), as can be shown in Table 7-9.   

Table 7-9 Summary of the structural model assessment  

Hypothesis  Structural 
Relationship 

(Path)  

Path Coefficient 
������ 

Hypothesis 
supported  

H1      PE        BITU 0.321*** Supported 

H2      EE        BITU 0.225*** Supported 

H3      SI         BITU 0.244*** Supported 

H4      FC        BITU 0.106*** Supported 

H5  ToEG       BITU ����������*** Supported 

H6  PS        ToEG 0.398*** Supported 

H7   ITCS        PS  0.180*** Supported 

H8     ISA         PS 0.286*** Supported 

H9     IDQ        PS 0.540*** Supported 

H10      LR         PS 0.273** Supported 

H11   SecC       PS 0.318*** Supported 

R2 (BITU)     0.76   

R2 (ToEG)     0.58   

R2 (PS)     0.66   

X2/df= 1.615, X2= 549.283, df= 340, GFI=0.917, AGFI=0.894, CFI=0.959, TLI=0.944, 
NFI=0.948, RMSEA=0.057.  

***p < 0.001 
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Figure 7-4 depicts the validated structural model, including the significance and 

�S�D�W�K���F�R�H�I�I�L�F�L�H�Q�W�������R�I���H�D�F�K���U�H�O�D�W�L�R�Q�V�K�L�S�����,�W���D�O�V�R���L�O�O�X�V�W�U�D�W�H�V���W�K�H���H�[�S�O�D�L�Q�H�G���Y�D�U�L�D�Q�F�H�V��

of the model presented in each of the three dependent variables: perceived 

security, trust and behavioural intention. The variance of behavioural intention in 

this model (76%) outperforms the variance of behavioural intention offered by a 

number of other proposed models of IS/IT acceptance, indicating that this is a 

good research model for the acceptance of e-government services utilising an 

extended version of UTAUT2 compared to other theoretical bases. According to 

Hair et al. (2014), Coefficient of determination (R2) can be �G�H�I�L�Q�H�G�� �D�V�� �³�W�K�H��

measure of the proportion of the variance of the dependent variable about its 

mean that is explained by the independent, or predictor, variables. The coefficient 

can vary between 0 and 1. If the regression model is properly applied and 

estimated, the researcher can assume that the higher the value of R2, the greater 

the explanatory power of the regression equation, and therefore the better the 

prediction of the dependent variable� .́ Also, the same authors suggested R2 

values of 0.75, 0.50, or 0.25 for endogenous latent variables can, as a rough rule 

of thumb, be respectively described as substantial, moderate or weak. Apart from 

the variables that bear an impact on behavioural intention BI, this study also 

sought to reveal and examine the factors that have a direct effect on perceived 

security, which was previously addressed in the e-commerce domain (H7 to H11). 

�7�R���W�K�H���E�H�V�W���R�I���W�K�H���U�H�V�H�D�U�F�K�H�U�¶�V���N�Q�R�Z�O�H�G�J�H�����L�W���L�V���W�K�H���I�L�U�V�W���W�L�P�H���V�X�F�K���I�D�F�W�R�U�V���K�D�Y�H��

been investigated in the field of cloud-based services within the e-government 

context. The results suggest that all factors gleaned from the qualitative stage of 

this research have an effect on perceived security. 
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Figure 7-4 Results of testing the research hypotheses  

 Chapter summary  

This chapter paid attention to the third stage of this research �± the quantitative 

study. The amended research model and hypotheses were developed with the 

aim of investigating the importance of security perceptions in the acceptance and 

use of cloud-based e-government services. Five factors were denoted to 

influence perceived security towards the new e-government services (intangible 

and tangible characteristics, information security awareness, interface design 

quality, laws and regulations, and security culture), and two factors represented 

the specific perspective of e-government: trust and perceived security, in addition 

to the main constructs of the UTAUT2 model, which were proposed as influencing 

�W�K�H�� �X�V�H�U�V�¶�� �E�H�K�D�Y�L�R�X�Ual intention to use e-government systems. The research 

methodology adopted in this stage was explained; issues of design and validity 

were illustrated in detail. 
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Analysis of the descriptive data was reported for the sake of exploring the main 

characteristics of the research data collected using an online survey from 

Jordanian citizens and IT officials. It described the demographic information of 

�W�K�H���V�W�X�G�\���V�D�P�S�O�H���Z�L�W�K���U�H�J�D�U�G���W�R���W�K�H���S�D�U�W�L�F�L�S�D�Q�W�V�¶���D�J�H�����J�H�Q�G�H�U�����H�G�X�F�D�W�L�R�Q�D�O���O�H�Y�H�O����

residency, the use of the internet, and the use of e-government. 

This chapter also demonstrated the results and process of measurement scale 

analysis regarding the assessment of the scale reliability and validity, based on 

CFA technique. At first, the high values of Cronbach alpha associated with each 

individual construct showed that the suggested measurement scales, which were 

adopted to capture the meaning of the research model constructs, had acceptable 

levels of reliability. Following this, the CFA was conducted to confirm the 

discriminate and convergent validity. 

Finally, the chapter showed the analysis procedure and findings of the developed 

UTAUT2 model. It provided an overview of the SEM technique used for assessing 

the theoretical amended model. The measurement model and the structural 

model are the two principal components of SEM. The hypotheses test was 

performed based on the online survey data and the results of the assessment of 

the structural model (hypotheses testing) were summarised in a table (Table 7-

9). The analysis findings presented significant statistical evidence on the 

relationships between the model constructs. In general, the results of SEM and 

CFA offered satisfactory answers to the research questions. 
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Chapter 8: �'�L�V�F�X�V�V�L�R�Q���D�Q�G���&�R�Q�F�O�X�V�L�R�Q 

 Introduction  

This chapter presents a conclusion to the findings and discussions that have been 

offered in this thesis. Consequently, this chapter commences with a review and 

discussion of the research questions (Section 8.2). In Section 8.3, the practical 

implications of the research are discussed and guidelines for implementing the 

theoretical model developed in this study are provided, with Section 8.4 providing 

a summary of the theoretical contributions. This is followed by a list of the current 

study limitations and future research suggestions in terms of the cloud-based e-

government services and security perceptions role (provided in Section 8.5). 

Finally, Section 8.6 summarises this chapter. 

 Discussion 

This section discusses the findings of the theoretical research model and the 

respective analysis presented in Chapter 7. The hypotheses in this model were 

developed to examine the relationships between the independent variables and 

their significance in explaining the dependent variables with regard to the 

acceptance and use of cloud-based e-government services and associated 

security perceptions. The results of the statistical analysis are discussed 

according to the related research question. 

8.2.1 Research question related to theoretical UTAUT2 model  

In the proposed UTAUT2 model, all eleven hypotheses were tested and found to 

be supported by the empirically collected data. The discussion is presented with 

respect to (1) the original factors of the UTAUT2 model: performance expectancy 

(PE), effort expectancy (EE), social influence (SI), and facilitating conditions (FC), 
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(2) trust (ToEG) and perceived security (PS) constructs, and (3) security 

antecedents, as follows:  

8.2.1.1 The first research question  (RQ1):  

How can the factors that affect the acceptance and use of cloud-based e-

government services in the Jordanian public sector be captured effectively by 

employing the suggested UTAUT2 model? 

8.2.1.1.1 Performance expectancy (PE) 

In this research, performance expectancy was used to reflect the degree to which 

citizens believe that cloud-based e-government systems will help them in their 

communication with government agencies in terms of gains, such as saving 

money and time and enhancing the quality of public services. The statistical 

analysis indicates that the performance expectancy (PE) significantly influences 

behavioural intention (BI��������� �������������S�������������������Z�K�L�F�K���V�X�S�S�R�U�W�H�G���K�\�S�R�W�K�H�V�L�V���+�������7�K�H��

strong and positive relationship between performance expectancy and 

behavioural intention definitely implies the perceived gains and benefits realised 

from using innovative e-government services. This suggests that the focus on the 

perceived usefulness and the availability of e-government services through 

advanced technological channels (e.g. cloud computing) might increase the 

�X�V�H�U�V�¶���S�H�U�I�R�U�P�D�Q�F�H���H�[�S�H�F�W�D�Q�F�\���I�R�U���V�X�F�K���V�H�U�Y�L�F�H�V�����,�Q���R�W�K�H�U���Z�R�U�G�V�����W�K�H���D�F�F�H�S�Wance 

and use of cloud-based e-government services would be most likely increased if 

the advantages and value-adding properties of e-government systems were 

promoted and explained to Jordanian citizens in an interactive manner. Previous 

studies also found PE to be one of the most significant determinants of BI (Wang 

�D�Q�G���6�K�L�K���������������2�Y�D�L�V���$�K�P�D�G���H�W���D�O�����������������.�X�U�I�D�O�Õ���H�W���D�O��������������. 
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8.2.1.1.2 Effort expectancy (EE) 

The effort expectancy (EE) factor was used in this research to describe the 

degree of ease linked to the use of the new e-government system in Jordan. It 

was measured based on the perceived ease of using and learning this system, in 

addition to the efforts that should be devoted to using such systems. Effort 

expectancy (E�(���� �K�D�V�� �D�� �S�R�V�L�W�L�Y�H�� �V�L�J�Q�L�I�L�F�D�Q�W�� �U�H�O�D�W�L�R�Q�V�K�L�S�� �Z�L�W�K�� �W�K�H�� �L�Q�G�L�Y�L�G�X�D�O�V�¶��

behavioural intention (BI) towards the acceptance of cloud-based e-government 

�V�H�U�Y�L�F�H�V�� ����� ������������ �S�� ���������������� �D�Q�G�� �W�K�L�V�� �Z�D�V�� �V�X�S�S�R�U�W�H�G�� �E�\�� �W�K�H�� �V�W�X�G�\�� �I�L�Q�G�L�Q�J�V�� ���+��������

This means that the Jordanian public prefers to adopt easy to use technologies 

that require less time and effort compared to other traditional methods to perform 

their online transactions, including payment services. Furthermore, the 

government can support effort expectancy by offering simple e-services, using 

easy and simple phrases and words, stating instructions for all services and 

providing web-based help tools. Accordingly, this study result was consistent with 

the findings of other UTAUT/UTAUT2 studies that confirmed the strong influence 

of effort expectancy on behavioural intention (Venkatesh et al. 2012; Yahya et al. 

2012; Ali et al. 2018b). 

8.2.1.1.3 Social influence (SI) 

In the current study, the construct of social influence (SI) was used to define the 

extent to which individuals perceive that other opinions are influential in their 

decision to accept and use e-government systems. It measured how social 

communication infl�X�H�Q�F�H�V���W�K�H���X�V�H�U�¶�V���L�Q�W�H�Q�W�L�R�Q���W�R���X�V�H���H-government services. This 

study finding revealed a significant effect of social influence (SI) on behavioural 

intention (BI) towards using e-�J�R�Y�H�U�Q�P�H�Q�W������� ������4, p <.001) (H3). Jordan society 

practices collectivism, with the citizens having a strong commitment towards their 

groups such as peers or family members (see Chapter 1).That is to say, people 

affect each other in terms of using innovative e-government services, and are 

considered as positive pressures for further acceptance of such services. 
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Government authorities can benefit from social influence in promoting and 

advertising cloud-based e-government. Once individuals become familiar with 

such systems, they may convince their friends, families and colleagues to adopt 

it. The result coheres with findings reported in previous literature (AlAwadhi and 

Morris 2008; Abu-Shanab 2014; Lian 2015). 

8.2.1.1.4 Facilitating conditions (FC) 

Facilitating conditions are used in this study to indicate the availability of 

organisational and technological infrastructure to support the use of cloud-based 

e-�J�R�Y�H�U�Q�P�H�Q�W���V�\�V�W�H�P�V�����7�K�L�V���F�R�Q�V�W�U�X�F�W���Z�D�V���P�H�D�V�X�U�H�G���E�\���W�K�H���X�V�H�U�¶�V���S�H�U�F�H�S�W�L�R�Q���R�I��

accessing demanded resources, obtaining the required knowledge, and acquiring 

the essential technical support to use e-government services. The result shows 

�W�K�D�W���I�D�F�L�O�L�W�D�W�L�Q�J���F�R�Q�G�L�W�L�R�Q�V��������� ���������������S�������������������K�D�Y�H���D���G�L�U�H�F�W���D�Q�G���V�L�J�Q�L�I�L�F�D�Q�W���U�H�O�D�W�L�R�Q��

with behavioural intention (H4). In Jordan, facilitating conditions refer to IT 

infrastructure of government agencies, accessibility of e-government websites, 

internet connectivity, required skills, and any other available resources that assist 

�F�L�W�L�]�H�Q�V�¶���W�R���D�G�R�S�W���F�O�Rud-based e-government services (see chapter1).  This clearly 

demonstrates that there is a need to enhance the facilitating conditions linked to 

both human and technical resources, in order to increase the acceptance and 

adoption of such services. Similar results were confirmed in prior empirical studies 

(Lallmahomed et al. 2017; Sharma et al. 2018).   

8.2.1.2 The second research question (RQ2):  

�+�R�Z�� �G�R�H�V�� �F�L�W�L�]�H�Q�V�¶��trust influence the acceptance and use of cloud-based e-

government services? 

�x Trust of e -government   

�&�L�W�L�]�H�Q�V�¶�� �W�U�X�V�W�� �L�V�� �V�W�D�W�H�G�� �D�V�� �D�� �Vignificant factor influencing the adoption of e-

government (Carter and Bélanger 2005). Moreover, lack of trust is a formidable 

barrier to its success (Voutinioti 2013). In this research, trust was measured 



Chapter 8: Discussion and Conclusion    

 322 

�E�D�V�H�G�� �R�Q�� �W�U�X�V�W�� �R�I�� �W�K�H�� �J�R�Y�H�U�Q�P�H�Q�W���� �Z�K�L�F�K�� �L�V�� �G�H�I�L�Q�H�G�� �D�V�� �³�R�Q�H�¶�V�� �S�H�U�F�H�S�W�L�R�Q�V��

regarding the integrity and ability of the agency providing the service�´��(Bélanger 

and Carter 2008). That is to say, trust means the perception of e-government 

users concerning the ability and integrity of the government sector providing the 

e-services. The result indicated that the trust of e-government (ToEG) was a 

positive and significant predictor of behavioural intention (BI) to accept and use 

cloud-based e-�J�R�Y�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V�� �L�Q�� �W�K�H�� �-�R�U�G�D�Q�L�D�Q�� �F�R�Q�W�H�[�W�� ����� ������������ �S�� ��������������

(H5). The result was consistent with the findings of previous studies (Bélanger 

and Carter 2008; Abu-Shanab 2014; Lallmahomed et al. 2017). The finding 

confirmed that ToEG plays an important role in performing confidential 

transactions using e-government services, particularly when providing credit card 

or personal information. The result suggests that to increase the use of new e-

government services by the public, it is necessary to increase and develop their 

trust level in the government and its electronic systems. Accordingly, e-

government might benefit from being developed through utilising innovative 

�W�H�F�K�Q�R�O�R�J�L�H�V�� �W�R�� �S�U�R�W�H�F�W�� �D�Q�G�� �P�D�L�Q�W�D�L�Q�� �F�L�W�L�]�H�Q�V�¶�� �L�Q�I�R�U�P�D�W�L�R�Q�� �D�Q�G�� �G�D�W�D���� �$lso, 

technological principals, such as protection, encryption, and other security 

�V�R�O�X�W�L�R�Q�V���F�R�X�O�G���E�H���L�P�S�O�H�P�H�Q�W�H�G���Z�L�W�K�L�Q���J�R�Y�H�U�Q�P�H�Q�W���V�\�V�W�H�P�V���W�R���L�P�S�U�R�Y�H���F�L�W�L�]�H�Q�V�¶��

trust of e-�J�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V�����Z�K�L�F�K���S�R�V�L�W�L�Y�H�O�\���L�Q�I�O�X�H�Q�F�H�V���F�L�W�L�]�H�Q�V�¶���E�H�K�D�Y�L�R�X�U�D�O��

intention to use cloud-based e-government services. 

8.2.1.3 The third research question (RQ3):  

�+�R�Z���G�R�H�V���F�L�W�L�]�H�Q�V���µ�S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���L�Q�I�O�X�H�Q�F�H���W�K�H���W�U�X�V�W�����D�Q�G���W�K�X�V���W�K�H���D�F�F�H�S�W�D�Q�F�H��

and use of cloud-based e-government services? 

�x Perceived security  

Perceived security persists as one of the most significant topics in the IT/IS 

research area, particularly e-government. A number of scholarly research studies 

note that security has a crucial role to play in the development of e-government 



Chapter 8: Discussion and Conclusion    

 323 

services (Alawneh et al. 2013; Abu-Shanab 2014; Belanche-Gracia et al. 2015; 

Abu-Shanab 2017). Shin (2013) also reported that security is a critical feature that 

influences the extent to which users adopt and use cloud-based government 

services. For the purposes of this study, perceived security was used to describe 

the Jordanian citize�Q�¶�V���S�H�U�F�H�S�W�L�R�Q���R�I�� �W�K�H���F�O�R�X�G-based e-government portal as a 

secure and safe platform to disclose financial and personal information during 

transactions and interactions with e-government websites. The findings indicated 

that trust of e-government (ToEG) served as a mediator between perceived 

security (PS) and behavioural intention regarding cloud-based e-�J�R�Y�H�U�Q�P�H�Q�W��������

= .398, p < .001), which supported hypothesis H6. This finding affirmed that 

citizens will trust innovative e-government services if they perceive that the e-

government websites will ensure the security of their personal and financial 

�L�Q�I�R�U�P�D�W�L�R�Q���� �7�K�X�V���� �3�6�� �K�D�V�� �D�Q�� �L�Q�G�L�U�H�F�W�� �H�I�I�H�F�W�� �R�Q�� �-�R�U�G�D�Q�L�D�Q�� �F�L�W�L�]�H�Q�V�¶�� �E�H�K�D�Y�L�R�X�U�D�O��

intention to use cloud-based public services. The result of this study is consistent 

with the results of Shareef et al. (2011) and Lian (2015).  

8.2.1.4 The fourth research question (R Q4): 

 �:�K�D�W���D�U�H���W�K�H���I�D�F�W�R�U�V���W�K�D�W���L�Q�I�O�X�H�Q�F�H���F�L�W�L�]�H�Q�V�¶���V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�R�Q�V���R�I���F�O�R�X�G-based 

e-government services? 

�x Security antecedents  

 

This study also proposed five constructs, namely intangible and tangible 

characteristics, information security awareness, interface design quality, laws and 

regulations, and security culture as critical antecedents of perceived security in 

the context of cloud-based e-government services. The relatively high variance 

(66%) explained by these five variables on perceived security, indicated the 

degree of importance of such perceptions in ensuring secure interaction and 

exchange of personal and financial information, while using e-government 
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�V�\�V�W�H�P�V���� �I�U�R�P�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H���� �,�Q�� �J�H�Q�H�U�D�O���� �W�K�H�� �I�L�Q�G�L�Q�J�V�� �R�I�� �W�K�H�� �$�0�2�6��

structural analysis (see Section 7.6.2) are detailed in the following paragraphs. 

The study results supported hypothesis H7 which states that intangible and 

tangible characteristics of security (ITCS) positively predict perceived security 

(PS) in using cloud-based e-g�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V������� �������������S�������������������7�K�L�V���U�H�V�X�O�W��

contradicted with the result of Halaweh (2012) with respect to tangible 

characteristics (e.g. multi-factor authentication), while it is consistent with the 

result of the same author with respect to intangible characteristics (e.g. 

reputation). However, the finding can be interpreted in that, in the study sample, 

more than 80% of the participants were at least undergraduates; also, about 75% 

were spending a large amount of time online on a daily basis. This demographic 

information shows that they are experienced and familiar with online behaviour. 

Therefore, they know exactly how to check the tangible indicators on a website 

and what such indicators mean. Moreover, the finding suggests that individuals 

prefer to deal with reputable and trusted websites, and this assures that they deal 

with secure websites. However, not all trusted websites are secure. For instance, 

individuals might trust a website providing e-government services. However, this 

does not inevitably mean that the government agency has utilised the best 

security technologies to protect the data of their citizens. Thus, for citizens, both 

intangible and tangible security characteristics need to be considered. The 

government sector needs to work on both security indicators together, in order to 

�S�R�V�L�W�L�Y�H�O�\���H�Q�K�D�Q�F�H���X�V�H�U�V�¶���S�H�U�F�H�S�W�L�R�Q�V���R�I���V�H�F�X�U�L�W�\�� 

Information security awareness (ISA) has been found to be a significant 

determinant of perceived security (PS) in the context of cloud-based e-

government servi�F�H�V������� �������������S�������������������+���������+�D�O�D�Z�H�K�����������������G�H�P�R�Q�V�W�U�D�W�H�G���W�K�H��

�V�L�J�Q�L�I�L�F�D�Q�W�� �H�I�I�H�F�W�� �R�I�� �W�K�H�� �X�V�H�U�V�¶�� �F�K�D�U�D�F�W�H�U�L�V�W�L�F�V�� �R�Q�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V��of e-

commerce; these characteristics should be in accordance with the security 

awareness obtained from the previous knowledge and experience. In this line, 

Haeussinger and Kranz (2013) proposed security training, information security 
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knowledge and prior experiences as important antecedents of ISA. As 

hypothesised in this study, ISA has a direct impact on perceived security, 

confirming the existing IT/IS literature that highlighted the significance of ISA. This 

indicates the importance of designing ISA programs to consider such outcomes. 

The results indicated that interface design quality (IDQ) of cloud-based e-

government servic�H�V�� �L�V�� �W�K�H�� �P�R�V�W�� �V�L�J�Q�L�I�L�F�D�Q�W�� �S�U�H�G�L�F�W�R�U���� �G�H�W�H�U�P�L�Q�L�Q�J�� �W�K�H�� �X�V�H�U�V�¶��

�V�H�F�X�U�L�W�\���S�H�U�F�H�S�W�L�R�Q�V���W�R�Z�D�U�G�V���W�K�H���D�G�Y�D�Q�F�H�G���W�H�F�K�Q�R�O�R�J�\������� �������������S������������������H9). In 

other words, the design elements of the human-computer interface, such as 

communication and layout of the context have a strong relationship with the 

�L�Q�G�L�Y�L�G�X�D�O�V�¶�� �S�H�U�F�H�S�W�L�R�Q�V�� �R�I�� �H-government websites security. This result also 

confirms the earlier findings and claims of Kamoun and Halaweh (2012) in the e-

commerce environment. 

Based on prior research articles, the legal environment, including laws and 

regulations is considered to be a determinant for the secure use of cloud 

computing in the e-government context (Paquette et al. 2010; Ali et al. 2016). In 

this research, the laws and regulation (LR) construct was found to have a 

significant effect on the perceived security of cloud-�E�D�V�H�G���S�X�E�O�L�F���V�H�U�Y�L�F�H�V������� ������������

p <.001). This finding validates the hypothesis (H10). Thus, the current study 

argues that the development of laws and regulations in the online environment 

can be maintained through a number of steps, such as regular revisions and 

amendments of the electronic crimes law and regulations, and also maintaining 

its effectiveness and efficiency. Thus, this will help in the improv�H�P�H�Q�W���R�I���F�L�W�L�]�H�Q�V�¶��

security perceptions while using cloud-based services. This result is consistent 

with the grounded theory study in the second stage, as the interviewees indicated 

clearly that laws and regulations influence the security perceptions of innovative 

e-government services (see Section 6.4.4.4). 

The statistical analysis also indicated that the security culture positively impacts 

�W�K�H�� �X�V�H�U�V�¶�� �V�H�F�X�U�L�W�\�� �S�H�U�F�H�S�W�L�R�Q�V�� �R�I�� �H-�J�R�Y�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V�� �L�Q�� �-�R�U�G�D�Q�� ����� ������������ �S��



Chapter 8: Discussion and Conclusion    

 326 

<.001) (H11). This result is consistent with the qualitative statements obtained 

from the participants from the second stage. The observed relationship between 

the dimensions of security culture proposed in this study and the security 

perceptions of cloud-based e-government services supports the idea that security 

culture is a significant factor in guiding information security plans and 

programmes. In terms of developing a security culture in society, the government 

should consider the following aspects: government responsibility, direct/security 

communication, monitoring of security behaviour, openness and globalisation, 

fear of government authority, and resistance to change. These could help to 

enhance security perceptions, and thus result in successful acceptance and use 

of cloud-based e-gover�Q�P�H�Q�W�� �V�\�V�W�H�P�V���� �.�Q�D�S�S�� �H�W�� �D�O���� �������������� �D�Q�G�� �'�¶�$�U�F�\�� �D�Q�G��

Greene (2014) investigated the mediation effect of the security culture construct, 

while this study investigated security culture as a first-order construct.    

 Practical implications  

Based on the research findings, a list of practical implications is presented to 

make a contribution to both government practitioners and academic researchers.  

Around the world, the public sector has launched a number of initiatives to 

increase the uptake of e-government services by citizens. The use of cloud 

technology is among the notable efforts in this regard. The aim of this research is 

�W�R�� �D�V�V�H�V�V�� �W�K�H�� �I�D�F�W�R�U�V�� �D�I�I�H�F�W�L�Q�J�� �F�L�W�L�]�H�Q�V�¶�� �D�F�F�H�S�W�D�Q�F�H�� �D�Q�G�� �X�V�H�� �R�I�� �F�O�R�X�G-based 

services in the e-government context. As such, it would help to understand and 

�P�R�G�H�O���W�K�H���N�H�\�� �L�V�V�X�H�V���L�Q�I�O�X�H�Q�F�L�Q�J���W�K�H���F�L�W�L�]�H�Q�V�¶���Q�H�H�G�V���D�Q�G���W�K�H�L�U���V�D�W�L�V�I�D�F�W�L�R�Q���O�H�Y�H�O��

with innovative public services in this particular environment. The results of this 

research are found to be important at the operational level of the government 

sector for the processes of policy-making and change management in the context 

of Jordan, with the aim of facilitating the diffusion of cloud-based services among 

users. While Jordan has established a cloud platform under their e-government 

strategy, many developing countries have not yet adapted this advanced 
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technology. Thus, this research offers lessons for policy makers, officials, 

practitioners, and researchers interested in e-government. The results of this 

study imply significant implications for effective and efficient practice. 

8.3.1 Awareness 

Awareness is considered to be a foundation stone in successful e-government 

system initiatives. Increasing awareness of new e-government services, the 

benefits, and associated security issues is a significant i�Q�F�H�Q�W�L�Y�H�� �L�Q�� �L�Q�G�L�Y�L�G�X�D�O�V�¶��

willingness to accept and use e-government services in society. Therefore, it is 

�L�P�S�R�U�W�D�Q�W�� �W�R�� �U�D�L�V�H�� �F�L�W�L�]�H�Q�V�¶�� �F�R�Q�V�F�L�R�X�V�Q�H�V�V�� �E�\�� �F�D�U�U�\�L�Q�J�� �R�X�W�� �D�W�W�U�D�F�W�L�Y�H�� �D�Z�D�U�H�Q�H�V�V��

campaigns that help in addressing the misconceptions regarding the use of e-

government and overcoming their security concerns. Effective awareness 

campaigns can be realised if all users around Jordan can be approached using 

all possible media channels, such as TV, radio programmes, free workshops and 

seminars, mobile text messages, social media and the e-government portal. Also, 

the relevant government officials could productively manage the social influence 

aspect, which might be exerted on people by creating forums to share best 

practices, plan counter-measures toward any negative feedback, and introduce 

influential individuals who are keen to spread awareness of e-government 

benefits and how to cope with trust and security fears, thus leading to a positive 

word of mouth (Dwivedi et al.2017). These efforts will promote and extend e-

participation rates for cloud-based e-government services in Jordan. 

�7�K�H�� �-�R�U�G�D�Q�L�D�Q�� �J�R�Y�H�U�Q�P�H�Q�W�� �F�R�X�O�G�� �V�K�D�S�H�� �F�L�W�L�]�H�Q�V�¶�� �D�Z�D�U�H�Q�H�V�V�� �E�\�� �������� �S�U�R�Y�L�G�L�Q�J��

training programs or helpdesks to ensure effective use of the e-government 

system, and (2) distributing posters and pamphlets at physical locations (e.g. 

knowledge stations). 
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8.3.2 Impro ve the quality of the website design and support the security 

perspective  

Interface design quality was identified as one of the antecedents of perceived 

security, and thus influences the acceptance and use of new e-government 

services in Jordan. Government developers, designers and system analysts are 

responsible for offering high-quality user interfaces, which follow international 

standards. It is also necessary to reflect the meaning of security in their design, 

creating an impression that the websites are secure by providing up-to-date 

content and instructions, a logical and clear structure, and a well-organised 

�L�Q�W�H�U�I�D�F�H�� �G�H�V�L�J�Q���� �)�X�U�W�K�H�U�P�R�U�H���� �W�K�H�� �Z�H�E�V�L�W�H�¶�V�� �H�V�V�H�Q�W�L�D�O�� �I�H�D�W�X�U�H�V�� �Q�H�H�G�� �Wo be 

improved (e.g. adequate security information, online help, live chat). E-services 

developers are suggested to adopt a unified web approach to developing e-

government services, so that the same interface design could be displayed on the 

e-government portal, irrespective of the service type or the relevant government 

department. Early adopters of services should be provided with a mechanism to 

submit their feedback on the quality of the design and information. Also, an 

appropriate feedback technique should be implemented to inform users of their 

transaction status. 

8.3.3 Enhancing th e trust  

�7�U�X�V�W�� �G�L�U�H�F�W�O�\�� �D�I�I�H�F�W�V�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �E�H�K�D�Y�L�R�X�U�D�O�� �L�Q�W�H�Q�W�L�R�Q�� �W�R�� �X�V�H�� �L�Q�Q�R�Y�D�W�L�Y�H��

government systems, in particular when they are expected to provide personal 

and confidential information, such as e-payment card numbers. The findings 

indicate that the government should reinforce the trust feeling of citizens 

regarding government entities and its e-services as well, in order to improve e-

government services acceptance and use among the people. Accordingly, e-

government future strategies and projects should address the factors that 

influence public trust in e-government systems (e.g. security) by increasing the 
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role of such factors when developing e-government solutions. Moreover, 

implementation of a reliable and effective communication channel between 

government departments and users could help in extending trust in cloud-based 

e-government services. For example, engaging citizens in online dialogues 

concerning the latest e-services decisions and policies can enhance their 

confidence in the e-government services provided. Also, citizens place greater 

significance on security measures when using e-government services and that 

leads them to trust the use of these services. Therefore, more attention should be 

paid to developing secure and robust web services, which can be achieved by 

�X�W�L�O�L�V�L�Q�J���V�H�F�X�U�L�W�\���W�H�F�K�Q�L�T�X�H�V���D�Q�G���W�H�F�K�Q�R�O�R�J�L�H�V���W�K�D�W���S�U�R�W�H�F�W���W�K�H���F�L�W�L�]�H�Q�V�¶���G�D�W�D�� 

8.3.4 The legal context  

Citizens who experiment with e-government transactions once could then repeat 

the experience from inside or outside their country. But �W�K�H�� �H�D�U�O�L�H�U�� �V�F�K�R�O�D�U�V�¶��

�F�R�Q�W�U�L�E�X�W�L�R�Q�V�� �S�R�L�Q�W�H�G�� �R�X�W���� �E�H�V�L�G�H�V�� �W�K�H�� �J�R�Y�H�U�Q�P�H�Q�W�V�¶�� �U�H�V�S�R�Q�V�L�E�L�O�L�W�\���� �W�K�H�� �L�V�V�X�H�� �R�I��

globalisation, whereby regulations, rules and common standards should be 

agreed and unified worldwide regarding security and laws when protecting e-

government services. In the same vein, security concerns were highlighted as a 

challenge to the adoption of cloud-based public services because few regulations 

and rules exist in this regard (Ali et al. 2016). In Jordan, there is a need to update 

laws and regulations to protect e-services users and control the exchange of 

information between involved parties. 

As the online survey findings reflect, some reasons for the low utilisation rate can 

be attributed to the fact that society is still not adequately aware of cloud-based 

e-government services; while some are obstructed by the lack of trust and 

concerned about security issues. In this regard, it can be concluded that in order 

to attain a successful diffusion of new e-government services, the government 

�Q�H�H�G�V�� �W�R�� �X�Q�G�H�U�V�W�D�Q�G�� �X�V�H�U�V�¶�� �U�H�T�X�L�U�H�Pents, ease of use of the service, their 
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perceptions about the relative advantage in their daily life, and consequently, 

utilise this knowledge in developing citizen-centric online services. 

8.3.5 The implementation of the theoretical  framework    

In addition to the practical implications presented in this section (8.3), 

implementation guidelines for the cloud services in the e-government context can 

be drawn based on this study results (see Table 8-1). 

Table 8-1 Guid elines for the cloud services in the e -government context  

Action  Related factor(s)  
�x Academics, university researchers and 

researchers from private and public sectors 
organizations need to broaden their appreciation of 
what cyber security involves and engage in 
interdisciplinary/multidisciplinary research 
projects. 

�x Effective communication is required; information 
security should consistently be part of the 
government-citizens interaction.  Through 
newsletters' articles, posters, success stories and 
other recognitions which could help to evolve a 
healthy Cybersecurity culture. ** 

Security Culture  

�x To establish how scenario-based training and the 
organizational learning concept can promote the 
collectivist decision-making approach to security 
involving all parties government agencies, private 
sector, citizens. 

�x The government should offer users with training 
and security awareness programs. These could 
use classroom training, videos, web-based training 
or other forms.   

Information security 
Awareness  

�x To enable individuals to prove their identity online 
and to access government services securely and 
safely and benefit from the best practices of the top 
countries in the field (e.g. GOV.UK Verify and 
�³�(�D�V�\�,�'�´�� �W�K�H�� �L�G�H�Q�W�L�I�L�F�D�W�L�R�Q�� �Y�H�U�L�I�L�F�D�W�L�R�Q�� �V�\�V�W�H�P�� �R�I��
Denmark government). 

Intangible and Tangible 
Characteristics of Security  

�x To continue offering e-payment services 
(eFwateercom) which make it easy for people to 
pay government securely online, reducing the time 
and hassle of doing business with government and 
removing the need for the government to buy or 
build payment systems multiple times. This with 

Intangible and Tangible 
Characteristics of 
Security, Performance 
Expectancy, Efforts 
Expectancy  



Chapter 8: Discussion and Conclusion    

 331 

the aim to increase its scope of both services and 
payment channels over time, so that citizens can 
pay for all the e-government services using a wide 
range of payment types (such as cards, Direct 
Debit and e-wallets). This can be achieved 
following the best practices of the top countries in 
the field (e.g. GOV.UK Pay). 

�x Policy-makers need to give proper attention toward 
selecting some champions in the area and seek 
their support to convince their important ones 
around them. ** 

�x The government can also take proper initiatives 
toward picking the young unemployed and should 
give them not only short-term computer training but 
also make them aware about the various e-
government systems (which are beneficial to the 
citizens). 

Individuals in the above two cases can then take their 
knowledge and skills and can spread     the benefits 
of the system to the society they belong to. 
�x Organizing forums to share best use practices, 

introduce influential people who are interested in 
diffusing awareness of cloud e-government 
advantages and how to cope with security and 
trust fears which can lead to a positive word of 
mouth, and prepare a counter-measure for any 
negative feedback. 

Social Influence/ Peer 
Influence  

�x To place adequate attention to facilitating 
conditions such as help desks, online help, 
infrastructural and technological resources, and 
training programs, as well as the past experiences 
of other people in using the e-government 
services. Hence, the government should consider 
equipping their training centres (i.e. knowledge 
stations) with sufficient technological and 
infrastructural facilities and should identify experts 
for providing the prerequisite training to citizens as 
needed. 

Facilitating Condition  

�x To implement a reliable communication channel 
between the government and citizens to expand 
trust in e-government systems (e.g. engaging 
individuals in web-based dialogues related to the 
latest online services decisions and policies with 
the aim of enhancing their confidence in the e-
government system). ** 

�x To develop the complaint system "Bekhedmetkom/ 
at your service" to facilitate communication with 

Trust, Security  
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civil society and promote it to reach all 
beneficiaries 

�x To develop robust and secure online services, 
which can be accomplished by employing security 
�W�H�F�K�Q�R�O�R�J�L�H�V�� �W�K�D�W�� �S�U�R�W�H�F�W�� �W�K�H�� �F�L�W�L�]�H�Q�V�¶�� �G�D�W�D�� ���H���J����
identity verification system, digital signature and 
multi-factor authentication). 

�x To establish a high level of cooperation and 
collaboration between all government 
organisations which seek to make a complete 
migration to the cloud services.  This will assist 
with the e-services integration and developing a 
unified and consistent approach in the provision of 
the services. 

Interface Design Quality, 
Efforts Expectancy  

�x To conduct comprehensive and attractive 
awareness campaigns that would help in 
addressing any misunderstandings about the e-
government services and overcoming the relevant 
security concerns. 

�x To achieve more effective awareness campaigns 
though reaching all users, citizens, in particular, 
using all possible media channels (e.g. the e-
government portal, radio and TV programmes, 
mobile text messages, free workshops and 
seminars, social media) ** 

Awareness  

�x Regulations, rules and common standards should 
be agreed and unified worldwide regarding 
security and laws when protecting e-government 
services; take advantage of the successful 
examples at the international level could help (e.g. 
�*�'�3�5�� �µ�)�U�D�P�H�Z�R�U�N�� �I�R�U�� �G�D�W�D�� �S�U�R�W�H�F�W�L�R�Q�� �O�D�Z�V��
General Data Protection Regulation in the UK and 
�(�X�U�R�S�H�¶���� 

�x Update laws and regulations to protect online 
�V�H�U�Y�L�F�H�V�¶�� �X�V�H�U�V�� �D�Q�G�� �F�R�Q�W�U�R�O�� �W�K�H�� �H�[�F�K�D�Q�J�H�� �R�I��
information between involved parties. ** 

Law and regulations 
(Legal context)  

** Already has been implemented or planned to be implemented   

 Theoretical contribution  

The original UTAUT2 model has the ability to �H�[�S�O�D�L�Q���X�V�H�U�V�¶���D�F�F�H�S�W�D�Q�F�H���D�Q�G���X�V�H��

of IT/IS based on two main constructs, SI and FC which refer to the 

implementation context, and another two constructs, PE and EE which refer to 

the technological context. However, the constructs representing the 

distinguishing characteristics of cloud-based e-government services were not 
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taken into account in the UTAUT2 model. In the synthesis of previous literature, 

substantial significance was placed on constructs such as security and trust of 

using IT/IS.   

To the best of author's knowledge, this thesis is the first of its type in Jordan to 

focus on identifying and testing the factors (and their interrelationships) that 

influence the acceptance and use of cloud-based e-government services from the 

perspectives of citizens and government (particularly investigating the 

antecedents of perceived security in the e-government context). Most of the 

earlier literature on the adoption and acceptance of e-government services has 

been designed to investigate the traditional online services on which the software 

and data are stored in client-server systems, where very few previous studies 

have combined the perceptions of demand-side (citizens) and supply-side 

(government). This thesis provides an integrated theoretical model for analysing 

the factors that influence the acceptance and use of cloud-based e-government 

services in Jordan by relying on a modified UTAUT2 model. Also, the study 

determines the factors most important in terms of security perceptions, and how 

the proposed factors are interconnected with each other pertaining to evaluating 

the acceptance and use of the innovative public services in Jordan. This was 

based on different stages of collecting the grounded data from the field using 

different resources, namely, online survey, document analysis, literature review 

and semi-structured interviews, to explore the research phenomenon in its real 

setting. Hence, gleaning further insights, which were possibly overlooked in the 

prior literature reviewed, on the factors related to the acceptance and use of novel 

e-government services underutilised in HJK in particular, and in developing 

countries in general. 

This study was conducted to overcome the existing gap in knowledge on the 

acceptance and use of e-government services in Jordan in particular, and in 

developing countries in general from an information systems (IS) viewpoint. 

Consequently, the contribution of this study in bridging the gap in the literature is 
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constructed around three aspects: the nature of the earlier research contributions, 

the level of analysis (participant�V�¶�� �S�H�U�V�S�H�F�W�L�Y�H�V������ �D�Q�G�� �W�K�H�� �P�H�W�K�R�G�R�O�R�J�L�F�D�O��

approach. These provide justification for the current study and the basis for 

suggested future research work in the same research context, or in the context of 

other countries with similar circumstances.  

Firstly, the second stage of this thesis contributes to the literature in terms of the 

methodological approach using a grounded theory methodology with case-based 

field study, in order to develop a theoretical framework to represent the security 

perceptions in the research context. This provides IS scholars with a guideline to 

a proposed novel methodology that can be adopted for future studies. The current 

study represents clear evidence of rigorous and successful implementation of this 

research methodology. 

The third stage of this thesis contributes to the literature in terms of 

conceptualising the factors affecting the perceived security to the UTAUT2 model. 

Based on the available literature on innovative e-government research in Jordan, 

this is the first study to adopt the UTAUT2, in the context of Jordan, to investigate 

factors affecting behavioural intention to accept and use cloud-based e-

government services utilising a mixed-methods approach. The study relies on 

UTAUT2 as a basic model, amended by including trust of e-government (ToEG), 

perceived security (PS), and five independent factors constituting the perceived 

security (see Figure 7-1).   

Moreover, this thesis contributes to the literature in terms of the level of analysis 

of the collected data. This research included perspectives of participants from the 

public sector (government level), their private sector partners in developing and 

providing e-services (business-partner level), and citizens from different 

backgrounds (end-user level). The integration of multiple perspectives offers a 

deeper understanding and better idea about the critical factors influencing the 

security perceptions when using cloud-based e-government services, and also 
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the challenges faced by governments to succeed in adopting and implementing 

cloud-based services. Thus, multiple levels of analysis are recommended for 

research studies of large-scale systems (e.g. e-government, e-commerce and e-

learning), as used in this study.  

Finally, this thesis contributes to the literature in terms of implementing the 

structural equation modelling (SEM) technique in this research context. The 

implementation of SEM strengthens and promotes the quality of study results 

concerning the acceptance and use of IT/IS under different cultural contexts. 

According to Byrne (2016), using SEM affords an important feature in modelling 

multivariate relations, since there are no widely and simply used alternative 

methods for generating such modelling. 

In light of all these, this thesis contributes to practitioners and decision-makers of 

e-government by presenting a theoretical model that can help in overwhelming 

the obstacles that may be faced when designing and diffusing new e-government 

services and applications. Theoretically, this theoretical model represents a 

relatively simple and parsimonious model that maintains a high explanatory 

power. As far as the model complexity is a concern, this has been immensely 

reduced due to the elimination of the moderators, where its variance explained in 

behavioural intention (0.76%) outperforms compared with earlier dominant IT 

acceptance models. While this research model could still be criticised for 

excluding moderators, it is considered an applicable model to the majority of 

general situations where the use of moderators will not make sense. 

 Limitations and future research  

Despite the significant findings of this research project and its practical 

contribution to the government sector, it bears some limitations that should be 

addressed through future research.  
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First and most important, the current study is based on a cross-sectional design 

for data collection. The end-�X�V�H�U�V�¶�� �H�[�S�H�U�L�H�Q�F�H�� �R�I�� �F�O�R�X�G-based e-government 

services is limited because cloud-computing services are still in the early stages. 

Thus, a long-term basis study (i.e. longitudinal) is recommended in order to 

�L�Q�Y�H�V�W�L�J�D�W�H���X�V�H�U�V�¶���E�H�K�D�Y�L�R�X�U�D�O���L�Q�W�H�Q�W�L�R�Q�V���D�Q�G���W�K�H���S�H�U�F�H�S�W�L�R�Q�V���W�R�Z�D�U�G���F�O�R�X�G-based 

public services over a period of time.  

Second, this study aims to understand behavioural intention towards cloud-based 

e-government services in general. For future studies, a focus on a specific service 

�F�R�X�O�G���E�H���F�R�Q�V�L�G�H�U�H�G�����D�V���W�K�D�W���F�R�X�O�G���D�I�I�H�F�W���F�L�W�L�]�H�Q�V�¶���G�H�F�L�V�L�R�Q�V���W�R���W�D�N�H���D�G�Y�D�Q�W�D�J�H���R�I��

and use this service. For example, income and sales tax, issuance and renewal 

of passport, and e-payment, which are deemed to be of value in Jordanian 

society.  

Third, only data from Jordan was used to validate the model in this study. As to 

future contributions, other studies may further explore whether this research 

model can be applied in different contexts, such as other countries or private 

sectors. These topics are worthwhile being thoroughly investigated because 

possible differences have not been identified so far. Research samples drawn 

from other countries could help to understand the influence of cultural differences. 

The main beneficiary of government sector services is the general population and 

this sector is not driven by profit. In the private sector, the general consumers of 

cloud-based services are those who take advantage of such services and this 

sector is profit-driven. Such variations obviously translate to different levels of 

acceptance and use of cloud services.  

Fourth, the antecedents of trust concerning the acceptance of cloud-based e-

government services require further research. In this study, the perceived security 

(PS) variable that was employed provides 58% of the explanatory power. 

Therefore, more variables that are critical are needed to advance this research.  
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Finally, this study did not test the impact of demographic variables as moderators. 

Future research could expand this study model by including age, gender and 

experience as moderating variables, in an attempt to present a richer 

understanding of the acceptance and use of cloud-based e-government services.   

 Chapter summary  

This chapter discussed the results of this study based on the research questions. 

Practical implications, theoretical contributions, limitations of the study, and 

directions for future research were summarised. In conclusion, this research 

project was carried out in a relatively novel and rapidly growing area and the 

findings of this research should provide a valuable contribution about the 

acceptance and use of cloud-based e-government services in Jordan to all 

government agencies in HJK, and also other developing countries as well. 
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�¾ The approval for the quantitative stage:  

 

�¾ The approval for the initial / first  stage: 
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Appendix B: Initial questionnaire (English version) 
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�x I have read and understood the information above and agree to participate in this 
research. 

 
Yes �ˆ                                No �ˆ  

Questionnaire:  Challenges to accept cloud -based e -government services  

Part1: Personal Information: (please select the proper answer)  

1. Participant Gender:  

Male �ˆ                                               Female �ˆ  

2. Particip ant Age:  

18-20 �ˆ  21-30 �ˆ  31-40 �ˆ  41-50 �ˆ  51+ �ˆ  

3. Participant Educational Level:  

Secondary School or below  �ˆ  

Diploma   �ˆ  

Bachelor   �ˆ  

Postgraduate   �ˆ  

�������3�D�U�W�L�F�L�S�D�Q�W�¶�V���6�H�F�X�U�L�W�\��awareness level: 

�ˆ   Beginner (e.g. I have general information regarding information security)                 

�ˆ   Medium (e.g. I hold a specialized course in information security)     

�ˆ   Advanced (e.g. I hold a university degree in information security) 

5. What is your residency country? 

Jordan or developing countries�ˆ Developed countries�ˆ  
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Part2:  Challenges to Accept Cloud -Based E -government Services  

No. Challenges  Not a 

Challenge 

Important 

Challenge 

Very.Important 

Challenge 
1. Weakness of Information Technology  

(IT) Infrastructure in the Public Sector  
   

2. Security concerns about the 
information resides in the cloud-
based e-government system 

   

3. Availability of the cloud-services 
through the  
e-government website  

   

4. Accessibility to e-government 
website to the public (i.e. services 
delivery to all citizens) 

   

5. E-government website design (e.g. 
well-presented content) 

   

6. Lack of knowledge and 
understanding about cloud-based 
services in the public sector  

   

7. Lack of IT skills between users of e-
government (i.e. citizens, employees, 
IT staff) 

   

8. �8�V�H�U�V�¶���F�X�O�W�X�Ue and beliefs (e.g. fear to 
lose the job, paper-based work is 
guaranteed, resistance to change ....) 
towards the use of innovative 
technologies. 

   

9. Lack of budget and funding resources 
in the government sector. 

   

10. Other (........), please specify  

Part3:  Security of Cloud -Based E -�J�R�Y�H�U�Q�P�H�Q�W���6�H�U�Y�L�F�H�V���I�U�R�P���W�K�H���X�V�H�U�V�¶���S�H�U�V�S�H�F�W�L�Y�H�� 

No. Challenges  Strongly 

Disagree 

Disagree Natural Agree Strongly 

Agree 
1. Perceived security is a significant 

�U�H�V�R�X�U�F�H���I�R�U���S�X�E�O�L�F���X�V�H�U�V�¶���W�U�X�V�W���R�I��
"cloud-based e-government" 
services. 

     

2. I believe the design of the "cloud-
based e-government" website 
influence my perception of its 
security 
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3. In my opinion, social relations and 
culture have a significant 
influence on the security of 
"cloud-based e-government" 
services (e.g. sharing system 
password to accomplish the work 
and obtaining users' sensitive 
information through social 
relations).   

     

4. Lack of security awareness is one 
of the main determinants of the 
user's perception regarding the 
security of "cloud-based e-
government" services. 

     

5. A lack of security guidelines for 
using "cloud-based e-
government" services, on the 
government website, social 
media or other media channels. 

     

6. High level of security concerns 
regarding "cloud-based e-
government" services are 
inspired by non-technical aspects 
(e.g. culture and awareness) 

     

7. A lack of regulations and policies 
to use cloud public services. 

     

8.   Other (........), please specify 

Part4:  General information (about the use of internet and  government services)  

1. Have you heard about "cloud-based e-government" services or used any e-government 

services before? 

Yes �ˆ    No �ˆ  

2. In general, how do you prefer to conduct your governmental transactions? 

�ˆ  On electronic Basis (why?...................................)    

�ˆ  In a traditional way (i.e. face to face) (why? ......................) 

3. How could you describe yourknowledge of using the internet? 

Beginner�ˆ Medium�ˆ Advanced �ˆ  
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4. How much is your daily usage of the Internet? 

Less than 1-hour �ˆ  1-3 hours �ˆ   more than 3 hours �ˆ  

The Questionnaire has been completed successfully  

Thank you for your participation . 
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Appendix C: Initial questionnaire (Arabic version) 

��
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Appendix D: Final questionnaire (English version) 

The Acceptance of Cloud-Based E-Government Services and Factors Affecting the Perceived 
Security from the Jordanian Citizens viewpoints 

 

QUESTIONNAIRE INFORMATION SHEET AND INFORMED CONSENT 

A survey conducted by  

MrsAbeer Fareed Alkhwaldi 

School of Electrical Engineering and Computer Science 

Faculty of Engineering and Informatics, University of Bradford, United Kingdome 

 

Research Team: 

Name(s): Dr Mumtaz Kamala, Principal Supervisor 
Email:  M.A.Kamala@bradford.ac.uk  
 

 

Name(s): 

 

MrsAbeerAlkhwaldi, PhD Research Student 

Email:  A.F.A.HamidAlkhwaldi@bradford.ac.uk  
 

Why is this study being conducted? The aim of this research is to explore the factors affecting 
the acceptance of innovative e-government services (cloud-based services) in the Hashemite 
�<�]�v�P���}�u���� �}�(�� �:�}�Œ�����v�� �(�}���µ�•�]�v�P�� �}�v�� �š�Z���� �•�����µ�Œ�]�š�Ç�� �‰���Œ�����‰�š�]�}�v�•�� �(�Œ�}�u�� �š�Z���� ���]�š�]�Ì���v�•�[�� �À�]���Á�‰�}�]�v�š�•�U�� ���•�� ���v��
important part of Jordanian society. This study is a part of a PhD research project of PhD Student 
AbeerAlkhwaldi.  

What are the expected benefits of this research? This research will make a valuable contribution 
to understand the factors that might have an impact on the citizens' acceptance of innovative e-
government services (cloud-based services) focusing on the security perceptions. Therefore, the 
current study will benefit the government organizations to promote such type of services and 
developing successful strategies concerned with improving the citizens' acceptance and security 
perceptions. 
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Note that cloud-based e-government services refer to use the Cloud Computing technology 
�Á�Z�]���Z�������v�������������(�]�v���������•�W���^a style of computing where massively scalable IT-enabled capabilities 
���Œ���������o�]�À���Œ�������–���•�������•���Œ�À�]�����–���š�}�����Æ�š���Œ�v���o�����µ�•�š�}�u���Œ�•���µ�•�]�v�P���/�v�š���Œ�v���š���š�����Z�v�}�o�}�P�]���•�_��[1] to provide the 
public services. For the purposes of this study, if you are not sure that the government 
organizations are harnessing such technology to provide its services. You can refer to similar 
services, such as: (1) Issuing a certificate of good conduct, (2) Inquiries and payment of traffic 
violations. 

Your confidentiality: This research is purely for academic purposes. Your contribution to the 
survey is anonymous and the provided response will be treated confidentially. There is no need 
to provide your name or any contact details on the survey.  The findings of the current research 
will be published (in any of research output/ publication) based on hundreds of participants' 
responses. The questionnaire responses will be kept securely in a password-protected computer 
system until the end of the analysis phase and the permitted time of the PhD study.    

 Your participation is voluntary: Your participation in the survey is completely voluntary, and 
you can opt out at any stage by closing and exiting the web browser, and that at any time before 
the final submission of your response. 

Further information or inquiries: if you interested to have further information about the study, 
need any explanation or would like to get a copy of the research findings, please do not hesitate 
to contact the PhD student: AbeerAlkwaldi (A.F.A.HamidAlkhwaldi@bradford.ac.uk), mobile: 
+447919146477, WhatsApp: +962798410568. 

The ethical conduct of this research: This research is being conducted with the approval of the 
Chair of the Biomedical, Natural, Physical and Health Sciences Research Ethics Panel at the 
University of Bradford on 28/08/18 

The survey expected to take approximately 10-15 minutes to complete!! 

Thank you for taking the time to participate in this survey. Your help is very much appreciated. 

Expressing consent:   

Please read the following statements carefully, and if you agree with what is stated, check thebox 
below. If you do not agree to all of the provided statements, unfortunately, we cannot use your 
response to the questionnaire. 

�x I confirm that I have read and understood the information sheet provided above. 

�x I understand that if the researcher got my answer to the questionnaire, I cannot withdraw 
my data from the study because the questionnaire will be fully anonymised. 

�x I confirm that I am aged 18. 

mailto:A.F.A.HamidAlkhwaldi@bradford.ac.uk
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*Required  

�ˆ  I agree to participate in the above�rmentioned study. 
 

 

Questionnaire: The Acceptance of Cloud-Based E-Government Services and Factors Affecting the 
Perceived Security from the Jordanian Citizens viewpoints 

 

Part1: Personal Information: (please select the proper answer) 

1. Participant Gender: 

Male �ˆ                                               Female �ˆ  

2. Participant Age (in years): 

18-20 �ˆ   21-30 �ˆ  31-40 �ˆ   41-50 �ˆ  51+ �ˆ  

3. Participant Educational Level: 

Secondary School or below �ˆ  

Diploma �ˆ  

Bachelor �ˆ  

Postgraduate �ˆ  

 

4. Country of Residence: (Please choose from the list)  

(** The list will be provided on the online form) 

 

The following questions have a scale with five options for each question ranging from 1 to 5. (Please 
choose the option you think is the most appropriate) 

Part2: Amended UTAUT model (Factors affecting the acceptance of Cloud-Based E-government 
Services). 
 

Code  Questions 
Performance Expectancy (PE) 
 

Strongly 
Disagree 

Disagree Natural Agree Strongly 
Agree 
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PE1 Using the cloud-based e-
government services enables me to 
accomplish my transactions more 
quickly 

     

PE2 Using the cloud-based e-
government services increases the 
productivity of the transactions 

     

PE3 Using the cloud-based e-
�P�}�À���Œ�v�u���v�š���•���Œ�À�]�����•���•���À���•�����]�š�]�Ì���v�[�•��
time 

     

PE4 Using the cloud-based e-
government services raises the 
equity between citizens   

     

PE5 Using the cloud-based e-
government services enhances the 
effectiveness of the transactions' 
completion 

     

PE6 Overall, the cloud-based e-
government services are useful in 
my daily life 

     

Effort Expectancy (EE) 
 
EE1 Learning to use the cloud-based e-

government services is easy. 
     

EE2 My interaction with cloud-based e-
government website is 
understandable and clear. 

     

EE3 Becoming skilful at using the cloud-
based e-government services is 
easy 

     

EE4 Overall, the cloud-based e-
government services are easy to 
use 

     

Social Influence (SI) 
 
SI1 I would use the cloud-based e-

government services if my 
colleagues and friends used them 

     

SI2 Individuals who affect my 
behaviour believe that I should use 
the cloud-based e-government 
services 

     

SI3 Individuals who are very important 
to me believe that I should use the 
cloud-based e-government services 

     

SI4 Overall, the government support 
the citizens to use the cloud-based 
e-government services. 

     

Facilitating Conditions (FC) 
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FC1 I have the necessary guidance and 

resources to use the cloud-based e-
government services.   

     

FC2 I have the necessary experience 
and knowledge to use the cloud-
based e-government services 

     

FC3 When I experience difficulties using 
cloud-based e-government 
services, I can get assistance from 
others. 

     

Trust  of E-Government (ToEG) 
 
ToEG1 I believe that cloud-based e-

government services are 
trustworthy 

     

ToEG2 I think government institutions 
have the abilities and skill to 
provide trustable and reliable e-
services. 

     

ToEG3 I trust the security of provided e-
services  

     

ToEG4 I trust that citizen's interest have 
the highest priority at governments 
institutions who implement the e-
services 

     

ToEG5 In general, I trust the e-government 
website to send my sensitive 
information (e.g. financial or 
personal). 

     

Perceived Security (PS) 
 
PS1 E-government website ensures the 

security of personal data that 
citizens' provided. 

     

PS2 E-government website is secure 
against tampering and hacking���X 

     

PS3 The e-government website has 
sufficient technological tools and 
standards to ensure that the 
exchanged data cannot be 
modified by unauthorized 
individuals. 

     

PS4 The e-government website is 
secure to interact for e-payment 
purposes via eFAWATEERcom 
system. 
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PS5 Overall, I feel secure using e-
government website for 
completing my transactions. 

     

Behavioural Intention to Use the E-government Services (BITU) 
 
BITU1 I predict to use the cloud-based e-

government services in the near 
future.  

     

BITU2 I plan to use the cloud-based e-
government services regularly. 

     

BITU3 I intend to carry out using the 
cloud-based e-government 
services. 

     

 
Part3: Factors affecting the Perceived Security of Cloud-Based E-government Services 
 

Code  Questions 
Intangible and Tangible Characteristics of 
Security 
(ITCS) 
 

Strongly 
Disagree 

Disagree Natural Agree Strongly 
Agree 

ITCS1 I check the presence of tangible 
security characteristics (e.g. 
security certificate, https, security 
and privacy policy... etc) in the 
government websites when I use 
the cloud-based e-government 
services.   

     

ITCS2 I check the availability of the other 
security solutions (e.g. multi-
factor authentication, 
confirmation emails or SMS, OTP 
(One Time Password)) in the 
government websites when I use 
the cloud-based e-government 
services.   

     

ITCS3 I would use the cloud-based e-
government services if the 
government organizations and 
their partners who provide such 
services including the e-payment 
are: reputable, trustable, well-
known, respectful, acceptable to 
others ... etc.  

     

Information Security Awareness (ISA) 
 
ISA1 I depend on my prior experience 

when I use the cloud-based e-
government services 
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ISA2 I have sufficient knowledge to use 
the cloud-based e-government 
services 

     

ISA3 I depend on practice when I use 
the cloud-based e-government 
services 

     

ISA4 In general, I am aware of the 
prospective security threats and 
their negative impacts. 

     

Interface D esign Quality (IDQ)  
 
IDQ1 Easy navigation of e-government 

websites makes me feel more 
secure to complete transactions 
online 

     

IDQ2 Being overwhelmed with too 
much security information on the 
website makes me feel insecure to 
complete transactions online 

     

IDQ3 both the live chat section and the 
online help on the website make 
me feel secure to complete 
transactions online 

     

IDQ4 Unified user interfaces in the e-
government websites (same 
format, layout, and transaction 
procedure) make me feel secure 
to complete transactions online 

     

Law and Regulations (LR) 
 
LR1 The existence of law and 

regulations in place can make a 
difference to protect users' data 
online 

     

LR2 The regular revision and 
amendments of the electronic 
crimes law are necessary to cover 
with the innovative e-government 
services sufficiently and to keep 
abreast with the new cybercrimes 

     

LR3 The government disciplines the 
users who break the security 
policy of the e-governments 
websites 

     

LR4 Following the government 
security policies consistent with e-
crime law can make a difference in 
securing the citizens and 
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government transactions over the 
website 

Security Culture (SecC) 
 
SecC1 The government's actions and 

words demonstrate that 
information security is a priority. 

     

SecC2 The government is keen to 
communicate directly with 
citizens, including the provision of 
security advice, laws, and policies. 

     

SecC3 I believe that the government 
monitors citizen's activities and 
behaviour when they use the 
online government services.   

     

SecC4 I feel uncomfortable to engage in 
the online government services 
and exchange my personal data 
electronically due to the 
government authority. 

     

SecC5 The government is keen to benefit 
the experiences of the developed 
countries in the field of public 
sector services, and also the 
citizens���X 

     

SecC6 I believe that the resistance to 
���Z���v�P���� �Á�}�µ�o���� ���(�(�����š�� ���]�š�]�Ì���v�•�[��
acceptance of "cloud-based e-
government services" as a secure 
channel for government 
transactions. 

     

 
Part4: Internet Knowledge and E-government Services Experience  

�x How often do you use the Internet?  
 

Less than 1 hour �ˆ  1-2 hours �ˆ  2-3 hours �ˆ  More than 3 hours �ˆ   

�x How often do you use the Internet to obtain information from the government or to complete 
an official transaction? 

Never �ˆ   Once per month �ˆ   Several times per month �ˆ    Several times per week �ˆ    Everyday �ˆ  
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�x If you have any comment or suggestions regarding the acceptance and perceived security of 
cloud-based e-government services, please write it down: 

 

 

 

 

 

 
You have completed the survey successfully. Thank you for your participation 
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Appendix E: Final questionnaire (Arabic version) 
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�Ž�ì�—�Ž�ã�©�§�� �á�ó�©�Ø�—�ß�� �Ž�ó�Ÿ�í�ß�í�ç�Û�—�ß�•�� �é�«�ë�� �á�•�©�§�—�³�Ž�‘�� �á�í�Ø�—���”�ó�ã�í�Û�£�ß�•���•�Ž�³�³�…�ã�ß�•�� �å�ƒ�� �å�ã. ���� ���Ý�›�ã�� �ì�� �”�à�›�Ž�ã�ã���•�Ž�ã�©�§���ð�ß�‡�� �É�í�Ÿ�­�ß�•�� �Ù�ç�Û�ã�ó������
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�Ž�ó�ç�í�­�—�Û�ß�•���•�Ž�Ô�ß�Ž�§�ã�ß�•.��
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[1] Plummer, D. C., Bittman, T. J., Austin, T., Cearley, D. W. and Smith, D. M. (2008) Cloud computing: 
Defining and describing an emerging phenomenon. Gartner, June 17. 
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�¯�ã�­�ß�•�����”�à�‹�³�û�•��

���Ê�×�í�—�ã�ß�•���ï�•�©�û�•�����­�ó�Ï
���Ö�Ó�•�í�ã
�“�©�·�‘��

���­�ó�Ï
�Ö�Ó�•�í�ã��

�©�ó�Ž�£�ã���Ö�Ó�•�í�ã�����Ö�Ó�•�í�ã
�“�©�·�‘��

PE1������PE1�������”�ó�ç�í�­�—�Û�ß�ù�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���ò�ç�ç�Û�ã�—
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PE�� ��PE3�����”�ó�ç�í�­�—�Û�ß�ù�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���á�•�©�§�—�³�•
���ð�ß�•�� �ñ�©�…�ó�³�� �”�ó�‘�Ž�£�³�ß�•�� �”�‘�³�í�£�ß�•�� �ð�à�Ë�� �”�ã�‹�Ž�Ø�ß�•
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�ß�û�•�� �”�ã�í�Û�£�ß�•�� �•�Ž�ã�©�§�ß���ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•�� �”�ó�ç�í�­�—�Û
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���”�‘�³�í�£�ß�•�� �ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•
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EE4 (EE4)�Ý�Û�·�‘�����”�ã�í�Û�£�ß�•�� �•�Ž�ã�©�§�� �å�ˆ�Ó�� �ì�á�Ž�Ë
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SI2 (SI2)�©�Ø�—�Ì�ó�����ð�à�Ë���­�ó�›�„�—���á�ì�ó�©�ß���å�ó�«�ß�•���¹�Ž�§�·�÷�•
���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���á�©�§�—�³�ƒ���å�ƒ���•�Ÿ�ó���ê�ç�„�‘���ò�—�•�­�•�­�×

�•���”�ó�ç�í�­�—�Û�ß�û�•�”�ó�‘�Ž�£�³�ß�•���”�‘�³�í�£�ß�•���ð�à�Ë���“�©�ã�—�Ì�ã�ß.��

����������
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�å�í�ç�Á�•�í�ã�ß�•���Ž�ì�ã�©�Ø�ó���ò�—�ß�•���”�ó�»�§�·�ß�•���•�Ž�ç�Ž�ó�‘�ß�•���å�ã�ƒ.��
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PS2 (PS2)���©�¿�� �å�ã�•�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•�� �Ê�×�í�ã
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PS3 (PS3)�ñ�í�—�£�ó�����”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•�� �Ê�×�í�ã
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PS5 (PS5)�Ý�Û�·�‘�����©�ç�Ë�� �å�Ž�ã�÷�Ž�‘�� �­�Ì�·�ƒ�� �ì�� �á�Ž�Ë
�¯�Ž�Ÿ�ç�ù�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•�� �Ê�×�í�ã�� �á�•�©�§�—�³�•��

���”�ó�ã�í�Û�£�ß�•���ò�—�ü�ã�Ž�Ì�ã��
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 �ò�à�§�•�©�ß�•���Ê�Ó�•�©�ß�•�������”�ó�Û�í�à�³�ß�•���”�ó�ç�ß�•��
�”�ó�ç�í�­�—�Û�ß�û�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���á�•�©�§�—�³�û��
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BITU1 (BITU1)���Ø�—�Ë�ƒ�©�����•�Ž�ã�©�§�� �á�©�§�—�³�Ž�³�� �ò�ç�ç�Ž�‘
���”�‘�³�í�£�ß�•�� �ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•

�•�ó�­�Ø�ß�•���Ý�‘�Ø�—�³�ã�ß�•���ò�Ó���”�ó�‘�Ž�£�³�ß�•.��
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BITU2 (BITU2)�ñ�©�ß�����•�Ž�ã�©�§�� �á�•�©�§�—�³�û�� �”�Á�§
�� �”�ã�í�Û�£�ß�•���”�‘�³�í�£�ß�•�� �ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•�� �”�ó�ç�í�­�—�Û�ß�ù�•

�á�Å�—�ç�ã���Ý�Û�·�‘���”�ó�‘�Ž�£�³�ß�•����
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BITU3 (BITU3)�ñ�©�ß�����á�•�©�§�—�³�•�� �ò�Ó���­�•�­�ã�—�³�û�Ž�‘�� �”�ó�ç�ß�•
���ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•�� �•�Ž�ã�©�§

�”�ó�‘�Ž�£�³�ß�•���”�‘�³�í�£�ß�•.��
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�����™�ß�Ž�›�ß�•���ï�¯�Ÿ�ß�•�à�Ë���“�©�ã�—�Ì�ã�ß�•���”�ó�ç�í�­�—�Û�ß�ù�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§�ß���Ù�­�©�ã�ß�•���å�ã�÷�•���ð�à�Ë���­�›�…�—���ò�—�ß�•���Ý�ã�•�í�Ì�ß�•�”�ó�‘�Ž�£�³�ß�•���ð��

�¯�ã�­�ß�•�����”�à�‹�³�û�•��

���å�ã�ø�ß���”�³�í�ã�à�ã�ß�•�­�ó�Ï���í���”�³�í�ã�à�ã�ß�•���¹�‹�Ž�»�§�ß�• ���­�ó�Ï���Ö�Ó�•�í�ã
�“�©�·�‘��

�Ö�Ó�•�í�ã���­�ó�Ï���©�ó�Ž�£�ã���Ö�Ó�•�í�ã�����Ö�Ó�•�í�ã
�“�©�·�‘��

ITCS1 (ITCS1)���Ø�¤�—�ƒ�Ö�����æ�ã�÷�•���º�‹�Ž�¼�§���©�î�Ÿ�í���æ�ã
�� �”�³�î�ä�à�ä�ß�•�����ì�å�Ž�ã�÷�•�� �“�©�Ž�ì�·�� �ì�Ý�Ž�œ�ä�ß�•�� �Þ�ô�’�³�� �ð�à�Ë

https ���”�ô�»�î�¼�¨�ß�•�í���å�Ž�ã�÷�•���”�³�Ž�ô�³���ì���ä�ä�ä�¦�ß�•����
�ã�î�Ü�¤�ß�•�� �•�ó�î�ß�•�� �Ê�×�•�î�ã�� �ò�Ó���á�ª�¨�˜�³�ƒ�� �Ž�ã�ª�è�Ë�� �”�ô

���ð�à�Ë�� �“�ª�ä�˜�Ì�ä�ß�•�� �”�ô�ç�í�®�˜�Ü�ß�ù�•�� �”�ã�î�Ü�¤�ß�•�� �•�Ž�ã�ª�§
���”�’�³�î�¤�ß�•�”�ô�‘�Ž�¤�´�ß�•.��
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ITCS2 (ITCS2)���Ø�£�—�ƒ�Ö���� �Ý�í�à�£�� �­�Ó�í�—�� �å�ã���å�ã�ƒ
�•�Ž�ã�í�à�Ì�ã�ß�•�����“�©�©�Ì�—�ã�� �”�×�©�Ž�»�ã�ß�•�� �Ý�›�ã���� �ï�­�§�÷�•

���í�ƒ�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �©�ó�Û�„�—�ß�•�� �Ý�‹�Ž�³�­�� �í�ƒ�� �ì�Ý�ã�•�í�Ì�ß�•
���ì�� �“�­�ó�»�Ø�ß�•���”�ó�»�ç�ß�•���Ý�‹�Ž�³�­�ß�•���í�ƒOTP) ���”�ã�à�Û

�ß�� �­�í�­�ã�ß�•�� �“�­�ã�“�©�£�•�í((�ã�� �ò�Ó���•�ó�í�ß�•�� �Ê�×�•�í
���”�ã�í�Û�£�ß�•�� �•�Ž�ã�©�§�� �á�•�©�§�—�³�•�� �©�ç�Ë�� �”�ó�ã�í�Û�£�ß�•

���”�ó�ç�í�­�—�Û�ß�ù�•�����”�ó�‘�Ž�£�³�ß�•���”�‘�³�í�£�ß�•���ð�à�Ë���“�©�ã�—�Ì�ã�ß�•��
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ITCS3 (ITCS3)���í�×�„�³�á���Ž�‘�©�§�—�³�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���á
�� �”�ó�ç�í�­�—�Û�ß�ù�•�”�ó�‘�Ž�£�³�ß�•�� �”�‘�³�í�£�ß�•�� �ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•��
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���Ù�ß�«���ò�Ó���Ž�ã�‘���•�Ž�ã�©�§�ß�•���é�«�ë���å�í�ã�©�Ø�ó�ã�©�§���”���Ê�Ó�©�ß�•
�ò�ç�í�­�—�Û�ß�ù�•�����•�Ž�ã�Å�ç�ã�� �ò�ë�����ì�”�Ì�ã�³�ß�•�� �”�ç�³�£

���”�ß�í�‘�Ø�ã�í�� �ì�”�ã�­�—�£�ã�í�� �ì�� �”�Ó�í�­�Ì�ã�í�� �ì�”�×�í�›�í�ã�í
�¦�ß�‡�����������å�ó�­�§�ö�ß.��

 �•�Ž�ã�î�à�Ì�ä�ß�•���æ�ã�„�‘���ò�Ë�î�ß�•����

ISA1 (ISA1)���ã�—�Ë�ƒ�©�����Ž�ã�©�ç�Ë�� �”�Ø�‘�Ž�³�ß�•�� �ò�—�­�‘�§�� �ð�à�Ë
���“�©�ã�—�Ì�ã�ß�•���”�ó�ç�í�­�—�Û�ß�ù�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���á�©�§�—�³�ƒ

�”�ó�‘�Ž�£�³�ß�•���”�‘�³�í�£�ß�•���ð�à�Ë����
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ISA2 (ISA2)���©�ß�ñ���Ì�ã���•�Ž�ã�©�§���á�•�©�§�—�³�û�� �”�ó�Ó�Ž�Û���”�Ó�­
�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•���”�‘�³�í�£�ß�•�� �ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•

�”�ó�‘�Ž�£�³�ß�•����
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ISA3  (ISA3)���ã�—�Ë�ƒ�©�����á�•�©�§�—�³�•�� �©�ç�Ë���”�³�­�Ž�ã�ã�ß�•���ð�à�Ë
�� �”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•�� �•�Ž�ã�©�§���ð�à�Ë�� �“�©�ã�—�Ì�ã�ß�•

�”�ó�‘�Ž�£�³�ß�•���”�‘�³�í�£�ß�•����
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ISA4 (ISA4)���Û�·�‘�Ý�����•�•�©�ó�©�ì�—�ß�Ž�‘���ò�Ë�í�ß�•���ñ�©�ß���ì���á�Ž�Ë
�—�� �ò�—�ß�•�� �”�à�ã�—�£�ã�ß�•�� �”�ó�ç�ã�÷�•���á�Å�ç�� �å�ã�ƒ�� �ê�Ÿ�•�í

���”�‘�—�­�—�ã�ß�•�� �”�ó�‘�à�³�ß�•�� �­�Ž�›�û�•�� �Ù�­�©�•�í�� �•�Ž�ã�í�à�Ì�ã�ß�•
�������Ž�ì�ó�à�Ë��
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 ���á�•�©�§�—�³�û�•���”�ì�Ÿ�•�í���á�ó�ã�»�—���“�©�í�Ÿ����

IDQ1 (IDQ1)���ß�í�ì�³�”�����”�ã�í�Û�£�ß�•�� �Ê�×�•�í�ã�� �ò�Ó�� �Ý�Ø�ç�—�ß�•
���å�ã���ð�à�Ë�ƒ���ï�í�—�³�ã�‘���­�Ì�·�ƒ���ò�ç�à�Ì�Ÿ�ó���”�ó�ç�í�­�—�Û�ß�ù�•

���•�ç�­�—�ç�ù�•���­�‘�Ë���•�ü�ã�Ž�Ì�ã�ß�•�������¯�Ž�Ÿ�ç�û���å�ã�÷�•��
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IDQ2 (IDQ2)���‡�å���� �å�ã�� �Ý�‹�Ž�ë�� �á�Û�� �©�í�Ÿ�í���•�Ž�ã�í�à�Ì�ã�ß�•
���ò�ç�à�Ì�Ÿ�ó�� �•�ó�í�ß�•�� �Ê�×�í�ã�� �ð�à�Ë�� �å�ã�÷�Ž�‘�� �”�Ø�à�Ì�—�ã�ß�•
���­�‘�Ë���•�ü�ã�Ž�Ì�ã�ß�•�� �Ý�Ž�ã�Û�—�³�û���å�Ž�ã�÷�•�� �á�©�Ì�‘�� �­�Ì�·�ƒ

�•�ç�­�—�ç�ù�•�� 
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IDQ3 (IDQ3)���•�å�����”�·�©�­�©�ß�•�� �á�³�×�� �å�ã�� �Ý�Û�� �©�í�Ÿ�í
���­�‘�Ë���“�©�Ë�Ž�³�ã�ß�•�í���“�­�·�Ž�‘�ã�ß�•�•�ç�­�—�ç�ù�• (online 

help) �ð�à�Ë�����­�Ì�·�ƒ�� �ò�ç�à�Ì�Ÿ�ó�� �•�ó�í�ß�•�� �Ê�×�í�ã
�•�ç�­�—�ç�ù�•���­�‘�Ë���•�ü�ã�Ž�Ì�ã�ß�•���¯�Ž�Ÿ�ç�ù���å�Ž�ã�÷�Ž�‘�� 
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IDQ4 (IDQ4)���Ž�ì�Ÿ�•�í�•�����ò�Ó�� �“�©�£�í�ã�ß�•�� �á�©�§�—�³�ã�ß�•
���í���á�ó�ã�»�—�ß�•���±�Ô�ç�‘�����”�ó�ç�í�­�—�Û�ß�ù�•���”�ã�í�Û�£�ß�•���Ê�×�•�í�ã
���ò�ç�à�Ì�Ÿ�—�� ���•�ü�ã�Ž�Ì�ã�ß�•�� �¯�Ž�Ÿ�ç�•�� �”�Ø�ó�­�Á�� �í�� �Ö�ó�³�ç�—�ß�•
���­�‘�Ë�� �•�ü�ã�Ž�Ì�ã�ß�•�� �á�Ž�ã�—�ù�� �å�Ž�ã�÷�Ž�‘�� �­�Ì�·�ƒ

�•�ç�­�—�ç�ù�•����
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 ���”�ã�Å�ç�÷�•���í���å�ó�ç�•�í�Ø�ß�• ��

LR1  (LR1)���Û�ã�ó�å�����”�ã�Å�ç�÷�•�í�� �å�í�ç�Ž�Ø�ß�•�� �©�í�Ÿ�í�ß
�™�©�£�ó���å�ƒ���Ž�ì�‘���Ý�í�ã�Ì�ã�ß�•�����•�Ž�ç�Ž�ó�‘���”�ó�Ž�ã�£���ò�Ó���Ž�×�­�Ó

�•�ç�­�—�ç�ù�•���ð�à�Ë���å�ó�ã�©�§�—�³�ã�ß�•.��
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LR2  (LR2)���‡�å�����”�ó�­�í�©�ß�•�� �•�ü�ó�©�Ì�—�ß�•�í�� �”�Ì�Ÿ�•�­�ã�ß�•
���ñ�­�í�­�¿���­�ã�ƒ���”�ó�ç�í�­�—�Û�ß�ù�•���á�‹�•�­�Ÿ�ß�•���å�í�ç�Ž�×���ð�à�Ë
���“�­�Û�—�‘�ã�ß�•���”�ó�ç�í�­�—�Û�ß�û�•���”�ã�í�Û�£�ß�•���•�Ž�ã�©�§���Ý�ã�·�ó�ß
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���”�ó�ç�í�­�—�Û�ß�ù�•�� �á�‹�•�­�Ÿ�ß�•�� �•�Û�•�í�ó�í�� �á�‹�ü�ã�� �Ý�Û�·�‘
�“�©�Ÿ�—�³�ã�ß�•. 

LR3  (LR3)���ã�í�Û�£�ß�•�”���•�� �Ž�ì�ó�©�ß���”�ó�‘�ó�©�„�—�� �•�•�ï�•�­�Ÿ
���å�ó�ã�©�§�—�³�ã�ß�•���Ê�ã���Ý�ã�Ž�Ì�—�à�ß���”�³�Ž�ó�³���å�í�Û�ì�—�ç�ó���å�ó�«�ß�•

�”�ó�ç�í�­�—�Û�ß�ù�•���•�Ž�ã�í�Û�£�ß�•���Ê�×�•�í�ã�ß���•�Ž�ã�í�à�Ì�ã�ß�•���å�ã�ƒ.��
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LR4  (LR4)���Û�ã�ó�å�����å�ã�ƒ�� �•�Ž�³�Ž�ó�³�� �ñ�©�…�—�� �å�ƒ
���å�í�ç�Ž�×�� �Ê�ã�� �”�Ø�Ó�•�í�—�ã�ß�•�� �”�ó�ã�í�Û�£�ß�•�� �•�Ž�ã�í�à�Ì�ã�ß�•
���™�ó�£���å�ã���Õ�­�Ó���™�•�©�£�‡���ð�ß�‡���”�ó�ç�í�­�—�Û�ß�û�•���á�‹�•�­�Ÿ�ß�•
���å�ã�� �Ý�Û�ß�� �•�ü�ã�Ž�Ì�ã�ß�•�� �� �å�ã�•�� �ð�à�Ë�� �”�Å�Ó�Ž�£�ã�ß�•

�•���Ê�×�í�ã�ß�•�� �­�‘�Ë�� �”�ã�í�Û�£�ß�•�� �í�� �å�ó�ç�Á�•�í�ã�ß
�ò�ç�í�­�—�Û�ß�ù�•.��
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 �”�ó�ç�ã�÷�•���”�Ó�Ž�Ø�›�ß�•����

SecC1 ���å�ã�ƒ�� �å�„�‘�� �”�ã�í�Û�£�ß�•�� �Ý�•�í�×�ƒ�� �í�� �Ý�Ž�Ì�Ó�ƒ�� �­�ì�Å�—
�”�ã�Ž�ë���”�ó�í�ß�í�ƒ���í�ë���•�Ž�ã�í�à�Ì�ã�ß�•��
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SecC2 ���Ê�ã�� �­�·�Ž�‘�ã�ß�•�� �Ý�»�•�í�—�ß�•�� �ð�à�Ë�� �”�ã�í�Û�£�ß�•�� �¹�­�£�—
���“�­�í�·�ã�ß�•�� �á�ó�©�Ø�—�� �Ù�ß�«�� �ò�Ó�� �Ž�ã�‘�� �ì�� �å�ó�ç�Á�•�í�ã�ß�•

�”�ó�ç�ã�÷�•���•�Ž�³�Ž�ó�³�ß�•�í���å�ó�ç�•�í�Ø�ß�•�í.��
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SecC3 ���å�ó�ç�Á�•�í�ã�ß�•�� �”�Á�·�ç�ƒ�� �•�×�•�­�—�� �”�ã�í�Û�£�ß�•�� �å�ƒ�� �©�Ø�—�Ë�ƒ
���•�Ž�ã�©�§�ß�•�� �å�í�ã�©�§�—�³�ó�� �Ž�ã�©�ç�Ë�� �á�ì�Û�í�à�³�í

�•�ç�­�—�ç�ù�•���­�‘�Ë���”�ó�ã�í�Û�£�ß�•.��
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SecC4 ���•�Ž�ã�©�§�ß�•�� �ò�Ó�� �Á�•�­�§�ç�ü�ß�� �¡�Ž�ó�—�­�û�•�� �á�©�Ì�‘�� �­�Ì�·�ƒ
���ò�—�Ž�ç�Ž�ó�‘�� �Ý�©�Ž�‘�—�í�� �•�ç�­�—�ç�ù�•�� �­�‘�Ë�� �”�ó�ã�í�Û�£�ß�•
���”�ã�í�Û�£�ß�•���”�Á�à�³���• �‘�³�‘���Ž�ñ�ó�ç�í�­�—�Û�ß�‡���”�ó�»�§�·�ß�•

�•�Ž�ã�©�§�ß�•���é�«�ë���ð�à�Ë��
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SecC5 ���•�­�Ž�Ÿ�—�� �å�ã�� �“�©�Ž�Ô�—�³�û�•�� �ð�à�Ë�� �”�ã�í�Û�£�ß�•�� �¹�­�£�—
�Ž�Á�Ø�ß�•���•�Ž�ã�©�§���Ý�Ž�Ÿ�ã���ò�Ó���”�ã�©�Ø�—�ã�ß�•���Ý�í�©�ß�•���á�Ž�Ì�ß�•���É

�å�ó�ç�Á�•�í�ã�ß�•���Ù�ß�«�Û�í���ì.��
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SecC6 ���Ý�í�‘�×�� �ð�à�Ë�� �­�›�…�—�³�� �­�ó�ó�Ð�—�ß�•�� �”�ã�í�Ž�Ø�ã�� �å�ƒ�� �©�Ø�—�Ë�ƒ
�� �ð�ß�� �å�ó�ç�Á�•�í�ã�ß�•���”�ó�ç�í�­�—�Û�ß�ù�•�� �”�ã�í�Û�£�ß�•�� �•�Ž�ã�©�§��

���•�ü�ã�Ž�Ì�ã�à�ß�� �”�ç�ã�•�� �“�Ž�ç�Ø�Û�� ���”�‘�Ž�£�³�ß�•�� �ð�à�Ë�� �”�ã�‹�Ž�Ø�ß�•
�”�ó�ã�í�Û�£�ß�•��
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���î�Ž�ó�ã�í�ó���•�ç�­�—�ç�û�•���¢�Ô�»�—�ß���•�×�í�ß�•���å�ã���ò�¿�Ø�—���á�Û������

�ˆ���”�Ë�Ž�³���å�ã���Ý�×�ƒ���ˆ���”�Ë�Ž�³�±�������å�ó�—�Ë�Ž�³���ˆ���å�ó�—�Ë�Ž�³�±�������•�Ž�Ë�Ž�³���ˆ���å�ã���­�›�Û�ƒ�������•�Ž�Ë�Ž�³��

��. �î�”�ó�ã�³�­���”�à�ã�Ž�Ì�ã���á�Ž�ã�—�ù���í�ƒ���”�ã�í�Û�£�ß�•���å�ã���•�Ž�ã�í�à�Ì�ã���ð�à�Ë���Ý�í�»�£�à�ß���•�ç�­�—�ç�ù�•���á�©�§�—�³�—���“�­�ã���á�Û��
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https://www.google.co.uk/search?q=%D8%B9%D9%84%D9%89+%D9%87%D8%B0%D9%87+%D8%A7%D9%84%D8%AE%D8%AF%D9%85%D8%A7%D8%AA.&spell=1&sa=X&ved=0ahUKEwiKz7WV2rPcAhXRDuwKHTjgBgcQkeECCCQoAA
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���������å�ã�ƒ�í���”�ó�‘�Ž�£�³�ß�•���”�‘�³�í�£�ß�•���ð�à�Ë���“�©�ã�—�Ì�ã�ß�•���”�ó�ç�í�­�—�Û�ß�ù�•���”�ó�ã�í�Û�£�ß�•���•�Ž�ã�©�§�ß�•���Ý�í�‘�×���å�„�·�‘���•�Ž�£�•�­�—�×�•���í�ƒ���Ö�ó�à�Ì�—���ñ�ƒ���Ù�ó�©�ß���å�Ž�Û���•�«�‡

���é�Ž�ç�©�•���¹�»�§�ã�ß�•���ï�¯�Ÿ�ß�•���ò�Ó���ê�—�‘�Ž�—�Û���ð�Ÿ�­�ó���ì���Ž�ì�‘���Ö�à�Ì�—�ã�ß�•���Ù�­�©�ã�ß�•���•�Ž�ã�í�à�Ì�ã�ß�•:��

��

��

��

����

 

�¡�Ž�Ÿ�ç�‘���å�Ž�ó�‘�—�³�û�•���Ý�Ž�ã�Û�Ž�‘���•�ã�×���©�Ø�ß. �Û�—�Û�­�Ž�·�ã���ð�à�Ë���á�Û�­�Û�·�ƒ�á��
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Appendix F: Interview guide 

The Aim  of the second  Stage of the Research : 

The main objective of this study is to investigate the factors that affect the acceptance and use of 

cloud-based e-government services in Jordan, and the focus of the second stage is on the security 

perceptions from the viewpoints of the two key pillars of the cloud-based services in the e-

government context; the IT-staff who represents the service provider (i.e. IT-Staff) and the 

consumers (i.e. citizens). To offer an in-depth and better understanding of the research 

phenomenon, the researcher will conduct a number of semi-structured interviews, affording the 

respondents the opportunity of contributing by their experiences, opinions, and knowledge 

regarding a wide-range of issues.  

The Main Research Question at This Stage:  

- What are the factors influence the perception of the cloud-based e-government security in 

Jordan? 

The Field Notes:  

This study fieldwork will take place in Jordanian context. The researcher will ensure the informed 

consent to interview the participants from both the IT-staff according their active and effective role 

in designing and planning for cloud-based e-government services and its implementation from the 

early days of its inception, besides of those, a group of citizens will be interviewed based on their  

basic understanding of Cloud Computing and e-government services. The interviews will take 

place in two rounds. 

Interview Guidelines:  

- The researcher will clarify the objective of this stage of the research for the participants, and 

inform them that the data and the results will be used only for academic purposes. 

- The researcher will record the interview using an audio-recorder software and take detailed 

notes during the interviews.  

- The researcher will request the respondents' permission to record their meetings.  
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- The researcher will identify a timetable for the interviews (i.e. time, date, and the expected 

duration) which will be agreed upon in advance with the respondents individually. 

- At the end of thediscussion with each interviewee, the researcher will summarize the main 

issues agreed upon in the session and ask the participants to comment and confirm the data 

they have provided, if that is possible. 

 

Citizens Interview Questions:  

- Have you heard about "cloud-based e-government" services or used any e-government 

service before? If not why? 

- In your opinion, is the use of cloud-based services for government transactions and 

obtaining the personal and sensitive data secure? why/why not?  

- What does th�H���S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�I���³�F�O�R�X�G-based e-government services" website mean 

to you?  

- What are the features, according to your thoughts, it should be available on the website 

of the "cloud-based e-�J�R�Y�H�U�Q�P�H�Q�W���V�H�U�Y�L�F�H�V�´���W�R���E�H���F�R�Q�V�L�G�H�U�H�G���V�H�F�X�U�H�"�� 

- Do you like to add any anything you believe is important to understand the impact 

perceived security on the use new cloud-based services in Jordan? 

- If you are the person In charge of managing the website of "cloud-based e-government 

services", what are the improvements/suggestions you would recommend to enhance the 

security from the users/citizens perspective? 

 

IT-StaffInterview Questions:  

- Do you think that citizens accept "cloud-based e-government services" as a secure 

channel for government transactions and obtaining the personal and sensitive data? 

Please explain your answer- why and how?  
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- Can you illustrate to me what security measures/ standards/ features should be available 

on the government website to be considered secure? 

- Do you take the citizens/users perspective into consideration when building and 

developing the "cloud-based e-government services" website? - why and how? 

- In your opinion, what is the main concern of citizens/users regarding the security of the 

"cloud-based e-government services" website? 

- Do you think that the perceived security in the "cloud-based e-government services" 

website is an enabler for the government work? How?  

- From your experience in this field, what advice do you offer to other IT staff who 

responsible for �W�K�H�� �G�H�Y�H�O�R�S�P�H�Q�W�� �R�I�� �³cloud-based e-government services" in terms of 

perceived security?   
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Appendix G: Correspondence with the interviews' participating parties 

(email sample) 

 

 

 



Appendices 

 A-38 

 

 

 

 

 

 

 

 

 



Appendices 

 A-39 

Appendix H: Example of interview transcription with a citizen 

Codes or concepts  Arabic  version of the citizen 
interview  

English Version of the citizen 
interview  

 ���•�Ž�ã�ª�§�� �æ�Ë�� �Þ�’�×�� �æ�ã�� �–�Ì�ä�³�� �Þ�ë
���ð�à�Ë�� �“�ª�ä�˜�Ì�ä�ß�•�� �”�ô�ç�í�®�˜�Ü�ß�ù�•�� �”�ã�î�Ü�¤�ß�•��
���ñ�ƒ�� �–�ã�ª�¨�˜�³�•�� �í�ƒ�� ���”�ô�‘�Ž�¤�´�ß�•�� �”�’�³�î�¤�ß�•
���•�«�‡���î�Þ�’�×���æ�ã���”�ô�ç�í�®�˜�Ü�ß�ù�•���”�ã�î�Ü�¤�à�ß���”�ã�ª�§
�î�•�’�´�ß�•���î�ë���Ž�ä�Ó���ì�û���”�‘�Ž�Ÿ�û�•���–�ç�Ž�Û 

Researcher: Have you heard 
about "cloud-based e-government" 
services or used any e-government 
service before? If not why? 

 ���•�Ž�Ô�ß�Ž�¨�ã�� �”�ã�ª�§�� �–�ã�ª�¨�˜�³�•�� ���� �â�Ì�ç
���•�Ž�’�Û�®�ä�ß�•���í���•�•�­�Ž�ô�´�ß�• 

Interviewee: Yes, I used the traffic 
and vehicles violations service.  

 �ª�¨�ß�•���á�•�ª�¨�˜�³�•���Þ�ë���ì���ò�¼�¨�¸�ß�•���Ú�ó�ƒ�®�‘���•�Ž�ã
���”�ô�‘�Ž�¤�´�ß�•�� �”�’�³�î�¤�ß�•�� �ð�à�Ë�� �“�ª�ä�˜�Ì�ä�ß�•
���ð�à�Ë�� �Ý�î�¼�¤�ß�•�í�� �”�ô�ã�î�Ü�¤�ß�•�� �•�ü�ã�Ž�Ì�ä�à�ß
���”�à�ô�³�í���ò�ë���”�³�Ž�´�¤�ß�•�í���”�ô�¼�¨�¸�ß�•���•�Ž�ç�Ž�ô�’�ß�•

�î�û���•�«�Ž�ä�ß�����î�•�«�Ž�ä�ß�í���î�”�è�ã�•��

 

Researcher: In your opinion, is 
the use of cloud-based services for 
government transactions and 
obtaining the personal and 
sensitive data secure? why/ why 
not? 

Trust 

 

Individuals' experience 

 

Recommendation from 
others' 

���• �Ž�ã�ª� �̈ß�•���–�ç�Ž�Û���•�«�‡���ì���ª�ä��̃Ì�ó���•�¬�ë�����������Ž�ñ�è� �́£
���”�ì�Ÿ���Ž�ì�ã�ª�Ø�—���ò�˜�ß�•���–�ç�®�˜�ç�ù�•���®�’�Ë���”�ô�ã�î�Ü�£

���ò�Ó�� �•�Ï�­�ƒ�� �ò�˜�ß�•�� �í�� �Ž�ã�� �“�­�•�¯�í�� �í�ƒ�� �”�è�ô�Ì�ã
���æ�ã�� �”�ô�×�•�ª�¼�ä�ß�•�� �”�Ø�œ�ß�Ž�‘�� �Ê�˜�ä�˜�—�� �Ž�ì�ã�•�ª�¨�˜�³�•

�–�Ì�ä�³�� �•�«�‡�í�� �������� �æ�ó�®�§�õ�•�����ï�û�†�ë�� �å�ƒ
���•�ü�ã�Ž�Ì�ä�ß�Ž�‘�� �å�î�ã�î�Ø�ó�� �¹�Ž�¨�·�÷�•
���”�ã�î�Ü�¤�ß�•�� �Ê�×�î�ã�� �á�•�ª�¨�˜�³�Ž�‘�� �”�ô�ã�î�Ü�¤�ß�•
���”�ã�ª�¨�ß�•�� �æ�Ë�� �æ�ô�ô�¿�•�­�� �â�ë�� �í�� �ò�ç�í�®�˜�Ü�ß�ù�•
���–�ç�®�˜�ç�ù�•���®�’�Ë���Ê�Ó�ª�ß�•���Ú�ß�«���ò�Ó���Ž�ä�‘���”�ã�ª�Ø�ä�ß�•

���ê�´�Ô�ç���ï�ò�¸�ß�•���Þ�Ì�Ó�„�´�Ó���ì��

... ���”�ã�ª�§���ñ�ƒ���á�•�ª�¨�˜�³�•���Ú�è�Ü�ä�ó���û���ê�ç�ƒ���ò�è�Ë�ƒ
���Ù�Ž�è�ë�� �ì�� �Ý�Ž�œ�ä�ß�•�� �Þ�ô�’�³�� �ð�à�Ë�� �ì�� �”�ô�ã�î�Ü�£

�ì���”�£�Ž�˜�ä�ß�•���•�Ž�ã�ª�¨�ß�•���æ�ã���ª�ó�ª�Ì�ß�•�����ò�Ó���Ž�ä�ô�³���û
���Ž�ì�‘�®�Ÿ�ƒ���å�ƒ���©�í�ƒ���ì���”�ô�¿�Ž�ä�ß�•���”�à�ô�à�Ø�ß�•���•�•�î�è�´�ß�•
���å�ˆ�Ó���ì���•�Ž�ã�ª�¨�ß�•���é�¬�ì�‘���Ö�›�ƒ���û���ò�è�ç�÷���æ�Ü�ß�í
���•�ü�ã�Ž�Ì�ä�ß�•���ï�•�®�Ÿ�‡���•�è� �—�ƒ���ò�è�à�Ì� �ô�³���Ú�ß�«
���ò�‹�Ž�×�ª�»�ƒ�� �å�Ž�Û�� �•�«�‡�ì�� �–�ç�®�˜�ç�ù�•�� �®�’�Ë

���å�î�»�î�ó�����Ž�ì�ã�ª�¨�˜�³�„�´�Ó���ì���”�ã�ª�¨�ß�Ž�‘��

���•�ü�ã�Ž�Ì�ä�ß�•���ï�•�®�Ÿ�‡���Ê�‹�•�®�ß�•���æ�ã���ì���á�Ž�Ë���Þ�Ü�¸�‘
���ð�à�Ë���®�Ø�è�ß�Ž�‘���ì���”�Ø�ó�®�Ä�ß�•���é�¬�ì�‘���Ú�‘���”�»�Ž�¨�ß�•

�•���í�ƒ�����• �Ž�Œ�ô�ì�ß�•���“�­�Ž�ó� �̄��æ�ã���ñ�û�ª�‘���Â�‘�•�í�®�ß

Interviewee: Well ... It depends, if 
the online services of a certain 
government entity or ministry that 
you would like to use gain the trust 
and the reliability of the other 
people.... And if you hear that 
those people conduct the 
governmental transactions using 
the government website and get 
satisfaction with the provided 
service including the online 
payment, then I would do the same. 

�«�� �,�� �P�H�D�Q�� �\�R�X�� �F�D�Q�Q�R�W�� �X�V�H�� �D�Q�\��
government service, for example, 
there are many available services, 
especially in the last few years, I 
would like to try them but because 
I do not trust such services, it 
would make me evade conducting 
transactions online, if the service is 
recommended by my friends, then 
I would use it.  
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���æ�ã���Ý�Ž�Ø�˜�ç�û�•�í���Ê�×�•�î�ß�•���½�­�•���ð�à�Ë���á�Ž�´�×�÷�•
�®�§�•���ð�ß�‡���•�˜�Ü�ã. ���û���Ú�ç�ƒ���½�®�˜�Ô�è�ß���ì���Ž�À�ó�ƒ

���æ�Ë�� �ì�� �®�ô�‘�•�î�Ä�ß�•�� �ò�Ó�� �­�Ž�È�˜�ç�û�•�� �Þ�À�Ô�—
�³���–�ç�®�˜�ç�ù�•���á�•�ª�¨�˜�³�•���Ö�ó�®�Á���–�×�î�ß�•���®�Ó�î�˜

�Ú�ß�°�è�ã���ò�Ó���Ú�³�î�à�Ÿ���ï�Ž�è�›�ƒ. 

In general, it is excellent to 
perform your transactions in this 
way, by clicking the links instead 
of visiting the physical entity or 
departments and moving from 
office to another. Also, suppose 
that you do not prefer to wait in 
queues, by using the internet you 
will save time while you are sitting 
at your house. 

 

 �� �•�«�Ž�ã�����Ù�­�ª�ä�ß�•���­�î�¼�˜�ä�ß�•�� �æ�ã�÷�•�� �ò�è�Ì�ó
�®�˜�Ü�ß�ù�•�� �”�ã�î�Ü�¤�ß�•�� �•�Ž�ã�ª�§���� �Ê�×�î�ä�ß���”�ô�ç�í

���æ�ã�� ���� �”�ô�‘�Ž�¤�´�ß�•�� �”�’�³�î�¤�ß�•�� �ð�à�Ë�� �“�ª�ä�˜�Ì�ä�ß�•
�î�Ù�®�È�ç���”�ì�Ÿ�í 

Researcher: What does the 
�S�H�U�F�H�L�Y�H�G���V�H�F�X�U�L�W�\���R�I���³�F�O�R�X�G-based 
e-government services" website 
mean to you? 

Learning and 
knowledge  

 

Practice  

���ò�ë�� �Ž�ã�� �Ñ�®�Ì�—�� �Þ�ë�� �������� �•�Ž�ã�î�à�Ì�ä�ß�•�� �æ�ã�ƒ
���î�á�î�ì�Ô�ä�ß�•���•�¬�ë���”�à�Ü�¸�ã... �Ž�è�ß�•���â�È�Ì�ã���²�ô�ß���±

���”�Ÿ�Ž�¤�‘���â�ì�ç�‡�����������é�Ž�è�Ì�ä�‘���”�Ø�ô�×�©���”�Ó�®�Ì�ã���â�ì�ó�ª�ß
���Þ�À�Ó�ƒ�í�� �æ�ã�÷�•�� �æ�Ë�� �ª�ó�°�ä�ß�•�� �”�Ó�®�Ì�ä�ß
���”�»�Ž�§���ì���”�¤�Ÿ�Ž�è�ß�•���ê�—�Ž�³�­�Ž�ä�ã�������ê�—�Ž�³�­�Ž�ä�ã
���”�ã�î�Ü�¤�ß�•�� �Ê�×�î�ã�� �á�•�ª�¨�˜�³�Ž�‘�� �”�Ä�’�—�®�ä�ß�•�� �Ú�à�—

���”�ô�ç�í�®�˜�Ü�ß�ù�•���”�ô�‘�Ž�¤�´�ß�•���”�’�³�î�¤�ß�•���•�Ž�ã�ª�§�í 

Interviewee: Information security 
... do you know what is the 
problem with this concept? ... Most 
people have no exact knowledge of 
its meaning ...  They need to learn 
more about security and its best 
practices, especially those 
associated with using e-
government website and cloud 
computing services 

 �˜�ß�•�� �•�•�°�ô�ä�ß�•�� �ò�ë�� �Ž�ã�ì�� �Ù�©�Ž�Ø�˜�Ë�Ž�‘���ò�Ð�’�è�ó�� �� �ò
���ò�ç�í�®�˜�Ü�ß�ù�•���Ê�×�î�ä�ß�•���ð�à�Ë���“�®�Ó�î�˜�ã���å�î�Ü�—���å�ƒ
���”�ô�ç�í�®�˜�Ü�ß�ù�•�� �”�ô�ã�î�Ü�¤�ß�•�� �•�Ž�ã�ª�¨�à�ß��
���ò�Ü�ß�������”�ô�‘�Ž�¤�´�ß�•���”�’�³�î�¤�ß�•���ð�à�Ë���“�ª�ä�˜�Ì�ä�ß�•

�î�”�è�ã�•���•�Ž�ã�ª�§���®�’�˜�Ì�— 

�æ�ã�÷�•�� �º�¤�Ó�� �Ú�è�Ü�ä�ó�� �Ò�ô�Û�� �Ñ�®�Ì�—�� �Þ�ë��
���î�”�ô�ç�í�®�˜�Ü�ß�û�•���”�ã�î�Ü�¤�ß�•���•�Ž�ã�ª�§���Ê�×�î�ä�ß��

 

Researcher: What are the 
features, according to your 
thoughts, it should be available on 
the website of the "cloud-based e-
�J�R�Y�H�U�Q�P�H�Q�W�� �V�H�U�Y�L�F�H�V�´�� �W�R�� �E�H��
considered secure? 

 

Do you know how to check the 
security of e-government services? 

Reputation  

 

Trust  

�®�Á�� �ª�Ÿ�î�—�� �û�� �ê�ç�ƒ�� �ª�Ø�˜�Ë�ƒ���å�ƒ�� �Ý�î�Ø�à�ß�� �”�Ø�ó
�û���á�ƒ���”�è�ã�•���–�ç�®�˜�ç�ù�•���®�’�Ë���”�ã�ª�¨�ß�•. ���ï�ò�¸�ß�•

���î�ë�� �ê�ô�à�Ë�� �©�Ž�ä�˜�Ë�û�•�� �Ú�è�Ü�ä�ó�� �ñ�¬�ß�•�� �ª�ô�£�î�ß�•
�å�©�­�÷�•���ò�Ó���”�ô�ã�î�Ü�¤�ß�•���•�Ž�ä�È�è�ä�ß�•���”�Ì�ä�³. 

�� �”�Ø�œ�ß�Ž�‘�� �®�Ì�¸�—�� �Ñ�î�³���Ê�×�î�ä�ß�•�� �Ê�ã�� �Þ�ã�Ž�Ì�˜�à�ß
�”�ã�î�Ü�¤�à�ß�� �ò�ç�í�®�˜�Ü�ß�ù�•. 

Interviewee: I believe that there is 
no such way to say that the online 
service is secure or not. The only 
thing you can rely on is the 
reputation of the government 
organizations in Jordan; you will 
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Verification codes  

 

Acknowledgment 
emails 

 
... ���æ�Ü�ä�ó���æ�ã�÷�•���ð�à�Ë���”�ß�©�÷�•���¾�Ì�‘���ì���Ž�À�ó�ƒ

���Þ�‹�Ž�³�­�í���Ö�Ø�¤�˜�ß�•���¯�î�ã�­���Þ�œ�ã���í���ª�Ë�Ž�´�—���å�ƒ
�ù�•���ª�ó�®�’�ß�•���á�Ž�ä�—�•���ð�à�Ë���ª�Û�†�—���ò�˜�ß�•���ò�ç�í�®�˜�Ü�ß

���Ê�Ó�ª�ß�•���”�ô�à�ä�Ë���í�•���”�à�ã�Ž�Ì�ä�ß�• 

feel trustable to deal with the 
government website. 

 

�«���$�O�V�R�����V�R�P�H���H�Y�L�G�H�Q�F�H���R�I���V�H�F�X�U�L�W�\��
could help; such as verification 
codes and acknowledgment emails 
to confirm completing the 
transactions or payments 

 ���Ú�—�Ž�ç�Ž�ô�‘���æ�ã�ƒ���å�„�¸�‘���å�Ž�è�Œ�ä�Á�û�Ž�‘���®�Ì�¸�—���Þ�ë
�ª�ß�•�� �Þ�ô�»�Ž�Ô�—�í�� �”�ô�¼�¨�¸�ß�•���Ú�‘�� �”�»�Ž�¨�ß�•�� �Ê�Ó

���®�’�Ë�� �”�ô�ã�î�Ü�¤�ß�•�� �•�Ž�ã�ª�¨�ß�•�� �á�•�ª�¨�˜�³�•�� �ª�è�Ë
�î�–�ç�®�˜�ç�ù�• 

Researcher: Do you feel confident 
about the security of your personal 
data and payment details when 
using online government services? 

Efficiency and 
effectiveness of the law  

 

Culture 

 

Up-to-date  

�Ë�ƒ���Ö�à�Ì�˜�—�� �Ú�ß�•�†�³�� �ð�à�Ë�� �”�‘�Ž�Ÿ�ù�•�� �å�ƒ�� �ª�Ø�˜
�ë�� �“�ª�ô�Ø�ã�� �±�Ž�è�ß�•�� �”�Ó�Ž�Ø�›�� �í�� �å�î�ç�Ž�Ø�ß�•�� �“�ï�Ž�Ô�Ü�‘���Ž�è

���â�‹�•�®� �ß�•�� �å�î�ç�Ž�×�� �Ž�è�ó�ª�ß�� �ì�� �å�î�ç�Ž�Ø�ß�•�� �•�Ÿ�î�ä�‘
���² �ô�ß���ì���ñ�Ž�×�©�Ž�»���å�î�Û�÷���æ�Ü�ß�í���ì���”�ô�ç�í�®��̃Ü�ß�ù�•
���•�¬�ë�� �ò�Ä�Ð�ó�� �å�Ž�Û�� �•�«�‡�� �Ž�ä�Ë�� �“�®�Ü�Ó�� �ñ�ƒ�� �ñ�ª�ß
�•�Ž�ã�ª�¨�ß�•���æ�ã���É�î�è�ß�• 

 

 

... ���“�®�ã���Ý�í�÷���”�ã�ª�¨�ß�•���–�ã�ª�¨�˜�³�•���•�«�‡���ì���•�¬�ß
�¨�ä�à�ß���Ž�è�Œ�ä�Ä�ã���å�î�Û�ƒ���æ�à�Ó���ì�“�®�Á�Ž 

Interviewee: I think the answer to 
your question is related to 
theefficacy of law; people culture 
here restricted by law, we have e-
crimes law, but to be honest, I have 
no idea if it covers this type of 
services 

�«�� �6�R���� �L�I�� �,�� �X�V�H�� �W�K�H�� �V�H�U�Y�L�F�H�� �I�R�U�� �W�K�H��
first time I will not be confident to 
take the risk  

 ���“�­�•�©�‡�� �æ�Ë�� �Ý�í�†�´�ä�ß�•�� �º�¨�¸�ß�•�� �–�è�Û�� �•�«�‡
���”�ô�ç�í�®�˜�Ü�ß�ù�•�� �”�ô�ã�î�Ü�¤�ß�•�� �•�Ž�ã�ª�¨�ß�•���� �Ê�×�î�ã
���Ž�ã�� �ì���� �”�ô�‘�Ž�¤�´�ß�•�� �”�’�³�î�¤�ß�•�� �ð�à�Ë�� �“�ª�ä�˜�Ì�ä�ß�•
���Ñ�î�³���ò�˜�ß�•���•�Ž�£�•�®�˜�×�û�•�������•�Ž�è�ô�´�¤�˜�ß�•���ò�ë
�æ�ã�÷�•�� �æ�ô�´�¤�—�� ���°�ó�°�Ì�˜�ß�� �� �Ž�ì�‘�� �ò�»�î�—��
�������æ�ô�ã�ª�¨�˜�´�ä�ß�•���®�È�ç���”�ì�Ÿ�í���æ�ã���­�î�¼�˜�ä�ß�•

�•�î�ä�ß�•�î�æ�ô�è�Á��

 

Researcher: If you are the person 
In charge of managing the website 
of "cloud-based e-government 
services", what are the 
improvements/suggestions you 
would recommend to enhance the 
security from the users/citizens 
perspective? 

Direct security 
communication 

 

Government 
responsibility 

���æ�ã�÷�•���æ�Ë���™�ª�¤�˜�ç���Ž�ã�ª�è�Ë���”�»�Ž�§���ì���”�Ó�Ž�Ø�œ�ß�•
���â�ô�ë�Ž�Ô�ä�ß�� �ò�´�ô�‹�®�ß�•�� �Ù�®�¤�ä�ß�•�� �ò�ë�� �ì
���Ž�ä�ô�Ó�� �â�ì�ó�ª�ß�� �ò�˜�ß�•�� �­�Ž�Ü�Ó�÷�•�í�� �æ�ô�ã�ª�¨�˜�´�ä�ß�•
���Ú�ß�¬�ß�� �������� �”�ô�ç�í�®�˜�Ü�ß�ù�•�� �•�Ž�ã�ª�¨�ß�Ž�‘�� �Ö�à�Ì�˜�ó
���É�Ž�’�—�Ž�‘�� �â�ë�®�ô�Û�¬�˜�ß�� �”�ä�‹�•�©�� �”�Ÿ�Ž�£�� �Ù�Ž�è�ë

�æ�ã�÷�•�� �•�•�ï�•�®�Ÿ�‡�����í�� �ì�� �”�ô�»�î�¼�¨�ß�•�í
�Ó�ƒ���®�·�Ž�’�ä�ß�•���Ý�Ž�¼�—�û�•���å�î�Ü�ô�³���”�Ø�ó�®�Á���Þ�À

�ò�£�•�®�˜�×�•���î�ë���•�¬�ë�����������Ú�ß�¬�‘���á�Ž�ô�Ø�à�ß 

Researcher: The culture, 
especially when we talk about 
security, is a key driver of users' 
perceptions and the thoughts they 
have regarding the e-services ... so 
there is a constant need to remind 
them to follow the security and 
privacy procedures, and the direct 
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communication will be the best 
�Z�D�\�� �W�R�� �G�R�� �V�R�«�� �7�K�L�V�� �L�V�� �P�\��
suggestion  
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Appendix J: Reliability test of the pilot study 

�x Performance Expectancy  
 

Cronbach's Alpha  N of Items  

.877 6 

 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(PE1) 21.14 4.395 .724 .849 
(PE2) 21.14 4.257 .687 .856 
(PE3) 20.97 4.585 .723 .851 
(PE4) 21.11 4.093 .738 .847 
(PE5) 21.14 4.740 .665 .860 
(PE6) 21.07 4.754 .583 .872 

 
�x Effort Expectancy  

 
 
Cronbach's Alpha  N of Items  

.868 4 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(EE1) 11.73 3.293 .754 .821 
(EE2) 11.79 3.256 .871 .764 
(EE3) 11.32 4.772 .466 .916 
(EE4) 11.64 3.529 .824 .789 

 

�x Social Influence  
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Cronbach's Alpha  N of Items  

.797 4 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(SI1) 10.62 6.030 .729 .695 
(SI2) 11.05 4.834 .796 .640 
(SI3) 11.08 5.901 .587 .759 
(SI4) 10.66 7.394 .369 .849 

 

 
�x Facilitating Condition  

 

Cronbach's Alpha  N of Items  

.727 3 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(FC1) 7.95 1.761 .634 .530 
(FC2) 7.55 2.990 .375 .817 
(FC3) 7.89 1.611 .701 .432 

 

�x Trust of E -Government  
 

 
Cronbach's Alpha  N of Items  

.938 5 
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Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item 
Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(ToEG1) 15.41 11.006 .824 .925 
(ToEG2) 15.35 10.738 .825 .925 
(ToEG3) 15.36 10.725 .918 .908 
(ToEG4) 15.42 11.197 .829 .924 
(ToEG5) 15.39 11.120 .775 .934 

 

 

�x Perceived S ecurity:  

 
Cronbach's Alpha  N of Items  

.916 5 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(PS1) 14.89 7.766 .754 .906 
(PS2) 15.14 7.841 .764 .903 
(PS3) 15.09 8.251 .782 .899 
(PS4) 15.06 8.501 .795 .898 
(PS5) 15.17 7.879 .858 .883 

 

 
�x Behavioural Intention to Use the E-government Services  

Cronbach's Alpha  N of Items  

.894 3 

 

 

Scale Mean 
if Item 

Deleted 
Scale 

Variance if 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
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Item 
Deleted 

(BITU1) 7.94 1.845 .805 .848 
(BITU2) 8.16 1.464 .735 .930 
(BITU3) 7.98 1.671 .881 .778 

 

�x Intangible and Tangible Characteristics of Security  

 

 
Cronbach's Alpha  N of Items  

.887 3 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item 
Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(ITCS1) 8.04 1.553 .841 .788 
(ITCS2) 8.20 1.331 .810 .826 
(ITCS3) 7.92 1.825 .719 .895 

 

�x Information Security Awareness  
 

Cronbach's Alpha  N of Items  

.860 4 

 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(ISA1) 12.46 2.393 .471 .913 
(ISA2) 12.62 1.764 .864 .749 
(ISA3) 12.54 1.927 .902 .742 
(ISA4) 12.52 2.240 .634 .850 
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�x Interface Desig n Quality  
 
Cronbach's Alpha  N of Items  

.817 4 

 
 

 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(IDQ1) 11.80 3.679 .733 .725 
(IDQ2) 12.18 4.395 .341 .914 
(IDQ3) 11.73 3.368 .815 .680 
(IDQ4) 11.77 3.892 .747 .727 

 
�x Law and Regulations  

 
Cronbach's Alpha  N of Items  

.775 4 

 
 

 
 

Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(LR1) 12.21 2.769 .767 .631 
(LR2) 11.98 3.038 .622 .704 
(LR3) 12.40 2.810 .503 .771 
(LR4) 12.21 3.039 .475 .777 

 
 

�x Security Culture  
 

Cronbach's Alpha  N of Items  

.730 6 
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Scale Mean 
if Item 

Deleted 

Scale 
Variance if 

Item 
Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
(SecC1) 16.91 9.080 .376 .716 
(SecC2) 17.23 7.443 .630 .641 
(SecC3) 17.20 7.007 .556 .665 
(SecC4) 17.92 8.728 .232 .775 
(SecC5) 16.92 8.301 .643 .655 
(SecC6) 17.03 8.847 .504 .689 

 

 

 
 

 

��
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