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Abstract

Ahmad Idris Tambuwal

Online Anomaly Detection for Time Series

Towards Incorporating Feature Extraction, Model Uncertainty, and Con-
cept Drift Adaptation for Improving Anomaly Detection

Keywords: Time Series, Online Anomaly Detection, Concept Drift, Pre-
diction Interval, Deep Neural Networks, Uncertainty in Deep Learning,
Quantile Regression.

Time series anomaly detection receives increasing research interest given
the growing number of data-rich application domains. Recent additions
to anomaly detection methods in research literature include deep learn-
ing algorithms. The nature and performance of these algorithms in se-
quence analysis enable them to learn hierarchical discriminating features
and time-series temporal nature. However, their performance is affected
by the speed at which the time series arrives, the use of a fixed thresh-
old, and the assumption of Gaussian distribution on the prediction error
to identify anomalous values. An exact parametric distribution is often
not directly relevant in many applications and it’s often difficult to se-
lect an appropriate threshold that will differentiate anomalies with noise.
Thus, implementations need the Prediction Interval (PI) that quantifies the
level of uncertainty associated with the Deep Neural Network (DNN) point
forecasts, which helps in making a better-informed decision and mitigates
against false anomaly alerts. To achieve this, a new anomaly detection
method is proposed that computes the uncertainty in estimates using quan-
tile regression and used the quantile interval to identify anomalies. Simi-
larly, to handle the speed at which the data arrives, an online anomaly de-
tection method is proposed where a model is trained incrementally to adapt
to the concept drift that improves prediction. This is implemented using a
window-based strategy, in which a time series is broken into sliding win-
dows of sub-sequences as input to the model. To adapt to concept drift,
the model is updated when changes occur in the new arrival instances.
This is achieved by using anomaly likelihood which is computed using the
Q-function to define the abnormal degree of the current data point based
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on the previous data points. Specifically, when concept drift occurs, the
proposed method will mark the current data point as anomalous. How-
ever, when the abnormal behavior continues for a longer period of time,
the abnormal degree of the current data point will be low compared to the
previous data points using the likelihood. As such, the current data point is
added to the previous data to retrain the model which will allow the model
to learn the new characteristics of the data and hence adapt to the concept
changes thereby redefining the abnormal behavior. The proposed method
also incorporates feature extraction to capture structural patterns in the
time series. This is especially significant for multivariate time-series data,
for which there is a need to capture the complex temporal dependencies
that may exist between the variables. In summary, this thesis contributes
to the theory, design, and development of algorithms and models for the
detection of anomalies in both static and evolving time series data.

Several experiments were conducted, and the results obtained indicate the
significance of this research on offline and online anomaly detection in
both static and evolving time-series data. In chapter 3, the newly proposed
method (Deep Quantile Regression Anomaly Detection Method) is eval-
uated and compared with six other prediction-based anomaly detection
methods that assume a normal distribution of prediction or reconstruc-
tion error for the identification of anomalies. Results in the first part of
the experiment indicate that DQR-AD obtained relatively better precision
than all other methods which demonstrates the capability of the method
in detecting a higher number of anomalous points with low false posi-
tive rates. Also, the results show that DQR-AD is approximately 2 – 3
times better than the DeepAnT which performs better than all the remain-
ing methods on all domains in the NAB dataset. In the second part of the
experiment, sMAP dataset is used with 4-dimensional features to demon-
strate the method on multivariate time-series data. Experimental result
shows DQR-AD have 10% better performance than AE on three datasets
(SMAP1, SMAP3, and SMAP5) and equal performance on the remain-
ing two datasets. In chapter 5, two levels of experiments were conducted
basis of false-positive rate and concept drift adaptation. In the first level
of the experiment, the result shows that online DQR-AD is 18% better
than both DQR-AD and VAE-LSTM on five NAB datasets. Similarly, re-
sults in the second level of the experiment show that the online DQR-AD
method has better performance than five counterpart methods with a rel-
atively 10% margin on six out of the seven NAB datasets. This result
demonstrates how concept drift adaptation strategies adopted in the pro-
posed online DQR-AD improve the performance of anomaly detection in
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time series.
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Chapter 1
Introduction

Rapid advancement in industry 4.0 technologies (such as IoT, cloud computing, AI,
and machine learning) have made it common for many application domains such as
health care, food Supply chain, transportation, etc., to install a large number of sensors
on many devices [39]. Sensor data collected in such domains is in the form of time
series or streams that demonstrates temporal characteristics. In an automotive system,
for example, data collected from the ECU of the car is in the form of time series which
come from various sensor channels. However, a fault in those sensors will lead to
anomalous points in the time series collected. In addition, the health sector can use
time series signals from ECG recordings to identify an abnormal heart condition for a
particular patient.

As such, industries often collect and exploit such readings for anomaly or fault
detection. This indicates the need for anomaly detection methods for early fault detec-
tion, with potential contributions to avoid total system failure. This includes providing
early evidence for the detection of mechanical faults [152] and sensor faults [130] in
automotive vehicles during usage.

Anomaly detection often defined as the process of identifying an abnormal pattern
in the data, is a popular research problem in the literature, that is widely explored in
different application domains [32, 105, 113, 152]. In such domains, anomalies corre-
spond to critical events that are not observed in the data coming from normal system
behavior. time series anomaly detection problems have a wider and different scope due
to the nature of the input data and how anomaly is defined. Input data can be in the
form of univariate, in which each observation is a univariate symbol or real value, or
multivariate, in which each observation is a multivariate vector consisting of a sym-
bolic, continuous, or heterogeneous mixture of univariate observations. Each format
of the input data possesses its own unique characteristics that need to be handled in
a unique manner. In time series anomaly can be defined in different ways depending
on the application domain [29]. In this thesis, an anomaly is defined as an unexpected
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point in time series (e.g. a sudden sensor drift) while a continuous change in the sensor
readings refers to as a concept change. Anomaly detection methods are needed for
early fault detection, with potential contributions to avoid total system failure. This in-
cludes providing early evidence for the detection of mechanical faults [152] and sensor
faults [130] in many application domains.

Several traditional anomaly detection methods exist in literature which assumed
the data to be univariate or multivariate records without considering the sequential na-
ture of the time series data. These methods are generally categorized based on their
output [29] into labeling and scoring techniques. The labeling techniques, also called
classification-based methods, directly assign class labels (e.g. normal or abnormal)
to the test instances using a trained model [51, 136, 142]. For supervised-learning
purposes, such techniques rely on pre-labeled data sets. However, labeling large vol-
umes of data is often difficult, costly, and sometimes incomplete due to big data re-
source challenges. In contrast, the advantage brought by scoring techniques that assign
anomaly scores based on the degree the data instance shows anomaly profile is simi-
lar to applications using unsupervised or semi-supervised learning. These techniques
include statistical-based [74, 76] and distance-based methods [5, 8, 23, 77, 118, 169].
Statistical distance-based methods [70, 161] use the distribution of the data, but could
be difficult to use in some applications [77]. Distance-based anomaly detection tech-
niques compute anomaly scores by calculating the distance between sample points
thereby assuming that normal data points exist in the same area and are far apart from
the abnormal data points. Moreover, due to the temporal nature of time series, distance-
based anomaly detection methods are difficult to be used due to their sensitivity to
noise and distance calculation function. In addition, they are not suitable for cases
without sufficient relevant data, that is relative to the task at hand.

On the other hand, classical regression models that comprises MA [31], AR [31,
52], ARMA [116], ARIMA [107], Kalman filters [88], and general regression [49, 127]
are used for prediction-based anomaly detection methods. Neither of these methods
uses sequential models that exploit the temporal nature of time series data which makes
their predictions less accurate. Often, anomalies in time series data can only be iden-
tified by analyzing data instances in sequential order which is not supported by tradi-
tional anomaly detection methods. Neither of these methods uses sequential models
that exploit the temporal nature of time series data which makes their predictions less
accurate.

Recent advancement in deep learning methods applications to big data collections
opens also opportunities to study their applicability to anomaly detection [28]. These
methods used sequential models, and their performance in sequence analysis reported
in multimedia applications [35, 64, 65, 154] enable them to learn the hierarchical
discriminating features and time series temporal nature [67]. In addition, for each
time series point, an anomaly score is calculated which helps in handling the type of
anomaly detection problem. Deep learning-based anomaly detection techniques using
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1.1 Research Motivation

LSTM [4, 97, 103] and other forms RNN [85, 131], CNN [110], and auto-encoder
[5, 96, 99, 102, 126, 134, 173] demonstrate higher performance over the previously
mentioned prediction-base anomaly detection techniques. Despite their performance,
they are affected by the speed at which the time series arrives, the use of a fixed thresh-
old, and the assumption of Gaussian distribution on the prediction error to identify
anomalous values. However, an exact parametric distribution is often not directly rele-
vant in many applications and it’s often difficult to select an appropriate threshold that
will differentiate anomalies with noise. Thus, implementations need the PI that quan-
tifies the level of uncertainty associated with the DNN point forecasts, which helps
in making a better-informed decision and mitigates against false anomaly alerts. To
achieve this, a new anomaly detection method is proposed that computes uncertainty
in estimates using quantile regression and used the quantile interval to identify anoma-
lies. Similarly, to handle the speed at which the data arrives, an online anomaly detec-
tion method is proposed where a model is trained incrementally to adapt to the concept
drift that improves prediction. This is implemented using a window-based strategy, in
which a time series is broken into sliding windows of sub-sequences as input to the
model. To adapt to concept drift, the model is updated when changes occur in the new
arrival instances. This is achieved by using anomaly likelihood which is computed
using the Q-function to define the abnormal degree of the current data point based on
the previous data points. Specifically, when concept drift occurs, the proposed method
will mark the current data point as anomalous. However, when the abnormal behavior
continues for a longer period, the abnormal degree of the current data point will be low
compared to the previous data points using the likelihood. As such, the current data
point is added to the previous data to retrain the model which will allow the model
to learn the new characteristics of the data and hence adapt to the concept changes
thereby redefining the abnormal behavior.

1.1 Research Motivation
This research is funded by PTDF in Nigeria. PTDF believes that Nigeria’s oil and gas
industries can be enhanced through human and institutional capacity development and
the promotion of research and the acquisition of relevant technologies. This mandate
enables the agency to provide scholarships that will train Nigerian graduates within
the country and abroad for relevant areas in the oils and gas industry. As a beneficiary
of this scholarship, one of my fundamental motivations for conducting this research is
attaining this mandate.

The enormous amount of data generated from sensors due to fast advances in in-
dustry 4.0 technologies and the increasing need to analyze this data for a number of
industrial applications were also great motivations. The generated data are mostly
time-ordered measurements processable as time series and exploring such data may
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1.2 Thesis Statement and Research Questions

lead to the discovery of a number of industrial applications. In the automotive indus-
try, for example, outlier detection in sensor data will be needed for early fault detection
with the potential contribution to avoiding total system failure. This includes providing
early evidence for the detection of mechanical faults [152] and sensor faults [130] in
automotive vehicles during usage.

Again, the performance of deep learning algorithms and their recent applications
in big data collections open also opportunities to study their applicability to anomaly
detection [28]. These methods used sequential models, and their performance in se-
quence analysis reported in multimedia applications [35, 64, 65, 154], enable them
to learn the hierarchical discriminatory features and time series temporal nature [67].
In addition, for each time series point, an anomaly score is calculated which helps in
handling the type of anomaly detection problem. We then posit that uncertainty in
estimates from deep learning algorithms can provide valuable information that can en-
hance the process of anomaly detection. The target is to develop a model that forecasts
the next time series point taking uncertainty into account. One of the possible ways
to achieve this is through quantile regression. This motivated us to develop a deep
quantile regression method for anomaly detection in multivariate time series.

Finally, one of the key features of time series data collected from sensors is its
dynamic nature. Such time series are observed to have non-stationary behavior due
to periodic changes. Therefore, the common approach of using an offline method
of detecting anomalies will fail when dealing with the dynamic time series. This is
the fundamental motivation for further studies to develop an online anomaly detection
method. This is achieved by updating the deep quantile regression anomaly detection
method and the proposed online method that handled the dynamic nature of time series.
This is achieved by incorporating concept drift adaptation in the anomaly detection
process. These are the major motivations for this study.

1.2 Thesis Statement and Research Questions
This thesis aims at advancing the state of the art in time series anomaly detection
problems. The thesis studies the problem of both static and dynamic time series with a
focus on detecting if a given point in the test data is anomalous with respect to training
data of both normal and abnormal sequences. Specifically, our research work focuses
on unsupervised prediction-based anomaly detection for both static and dynamic time
series.

However, most of the prediction-based anomaly detection methods that used an
unsupervised learning approach compute anomaly scores by assuming a distribution
usually of Gaussian type on the prediction error, which is either ranked or threshold to
label data instances as anomalous or not. But, an exact parametric distribution is often
not directly relevant in some applications, and the assumption of any distribution will
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1.3 Methodology

lead to false anomaly alerts due to high prediction variance. This problem then leads
to the novel research question (RQ1) as follows:

• Research Question 1 (RQ1): will the estimation of uncertainty in prediction
using quantile regression increase the prediction performance and reduced false
anomaly alerts?

Similarly, most anomaly detection methods used fixed thresholds to identify anoma-
lous values. However, it is difficult to select an appropriate threshold that will differ-
entiate anomalies with noise. As such, choosing a single threshold will result in an
imbalance of true and false positive rates. To address this problem, research question
2 (RQ2) is formulated as follows:

• Research Question 2 (RQ2): will obtain probabilistic threshold using confi-
dence interval improve anomaly detection performances and reduces false posi-
tive rate?

Moreover, data characteristics remain an important factor in developing an anomaly
detection method. In the big data context, the volume and speed at which the time
series data arrive demonstrate the need for feature extraction to capture structural reg-
ularities in time series and adaptation of concept changes in data. This will improve the
quality of predictions and as such, an interesting research question (RQ3) is formulated
as follows:

• Research Question 3 (RQ3): will feature extraction and concept drift adapta-
tion improve the performance of online anomaly detection and reduce the rate of
false positive alerts?

1.3 Methodology
In this thesis, quantitative research methodology is adopted as described in [69]. Specif-
ically, the methodology involves a literature review of existing methods to identify the
problem, analysis of the problem, model design, algorithms development, experiments,
and testing to evaluate the model and algorithms developed. In each chapter, a liter-
ature review is carried out to find out the main challenges and make use of recent
research developments in a specific area of contribution. Algorithms and models are
then developed which are implemented in sequence, starting from simple to more com-
plicated tasks. The algorithms and models are evaluated using both real and synthetic
datasets to ascertain their efficacy. Throughout this research, publicly available sensor
data which comprises time series and data streams will be processed. We utilized both
statistical and deep learning techniques for anomaly detection in time series data. This
is achieved using the following steps:
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1.4 Thesis Contributions

1. Identify different definitions and problem formulations of anomalies in time se-
ries data. There are often different definitions of anomalies and different for-
mulations of anomaly detection problems depending on the application domain.
We identify these definitions and study different aspects of anomaly detection
problems in relation to the nature of the time series with a specific focus on
multivariate time series.

2. An experimental comparison of ensemble classifiers on drifting data streams.
As a result of a preliminary study conducted to investigate the challenges faced
by online learning algorithms when there is concept drift in the data. It was
discovered that online ensemble methods are the most popular approach used
in handling concept drift due to their stability-elasticity property that makes it
easy for them to incorporate new data into the model. As such, an experimen-
tal comparison of online ensemble classifiers was conducted using drifting data
streams.

3. Proposed a new anomaly detection method called DQR-AD for time series. To
address the challenges in the assumption of Gaussian distribution for identifying
anomalies, a new anomaly detection method is proposed that computes the un-
certainty in estimates using quantile regression and used the quantile interval to
identify anomalies.

4. Proposed an online anomaly detection method for dynamic time series. One
key characteristic of time series collected from sensors is its dynamic structure.
Such time series are observed to have non-stationary behavior due to periodic
changes. Therefore, the common approach of using an offline method of de-
tecting anomalies will fail when dealing with the above-characterized time se-
ries. As such, we update our anomaly detection method and proposed an online
method that handled anomaly detection for dynamic time series in real-time.
This is implemented using a window-based strategy, in which a time series is
broken into sliding windows of sub-sequences. Each window is treated as a unit
of analysis. We also incorporate feature extraction to capture structural patterns
in the time series. This is especially significant for multivariate time series data,
for which there is a need to capture the complex temporal dependencies that may
exist between the variables.

1.4 Thesis Contributions
The thesis contributions to the field of computer science and anomaly detection in-
clude:
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1.5 Thesis Outlines

• Identification of different definitions and problem formulations of anomalies in
time series data.

• An experimental comparison of ensemble classifiers on drifting data streams.

• Development of a new deep quantile regression model for anomaly detection in
time series.

• Development of an online anomaly detection method that incorporates feature
extraction and concept drift adaptation to improve anomaly detection in data
streams.

1.5 Thesis Outlines
This thesis is structured into six independent chapters with each chapter covering a spe-
cific topic of the thesis. This chapter introduces the research problem and motivations,
research questions, methodology, contributions, and structure of the thesis.

• Chapter 2. Theoretical Background on time series Anomaly Detection:
This chapter provides the theoretical background of the related concepts, the
problem concept for anomaly detection, and a review of anomaly detection tech-
niques for time series and data streams.

• Chapter 3. Comparison of Ensemble Classifiers on Drifting Data Streams:
This chapter provides an experimental analysis of concept drift and its corre-
sponding challenges on online learning algorithms. It is targeted at experimen-
tal comparison and performance evaluation of online ensemble classifiers using
both real and synthetic data streams.

• Chapter 4. Unsupervised Anomaly Detection Method for Multivariate time
series: Proposes a new unsupervised anomaly detection method called DQR-
AD for multivariate time series.

• Chapter 5. Online Anomaly Detection for time series: This chapter proposes
a new online anomaly detection method that investigates how concept drift adap-
tation improves the performance of anomaly detection in dynamic time series.

• Chapter 6. Conclusions: Contains the summary of previous chapters and the
directions for the feature works.
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Chapter 2
Theoretical Background on Time series
Anomaly Detection

2.1 Introduction
An anomaly or outlier refers to an unexpected pattern that deviates from the normal
pattern in time series data. Outlier and anomaly are two interchangeable words that are
frequently used in the field of computer science [29, 68]. The process of identifying
anomalies or outliers is referred to as anomaly detection. Anomaly detection has been
extensively used in many areas of applications such as health care, health monitor-
ing systems, activity monitoring, detection of fraudulent activities, and fault detection.
This chapter provides a background study for anomaly detection in both static and dy-
namic time series data. It starts with the theoretical background on time series, data
streams, concept drift, and quantile regression. This is then followed by different con-
cepts of the anomaly detection problem and a review of time series anomaly detection
techniques.

2.2 Theoretical Background

2.2.1 Data Stream and time series
A dynamic time series or data stream is defined as a sequence of digital signals that
are used to transmit or receive information continuously. It is a temporarily ordered,
and potentially infinite sequence of instances that arrives at a high speed that does not
warrant storage in the memory [63]. A time series is an ordered series of observa-
tions that involves a sequence of values obtained over repeated measurements of time.
For example; xi(t); [i = 1, . . . , n; t = 1, . . . ,m], is a time series made sequentially
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2.2 Theoretical Background

through a time where i indexes the measurements made at each time point t [166]. It is
called a univariate time series when n = 1, and multivariate time series (MTS) when
n ≥ 2. Multivariate time series datasets have become popular in many real-world ap-
plications such as weather predictions and data analysis, multimedia, an automotive
system, monitoring of the industrial process, medical, and finance where many sensors
are used that generate values at a given time interval.

Similarities and Differences

1. A time series can be formed from a data stream where order and time are the
fundamental concepts that define its features. While data stream can be received
over time, it does not mean it can be analyzed as time series because the time a
data is received may not represent the time of measurements which is the char-
acteristic of time series.

2. In data analytics, we refer to time series data as past observations that are already
stored and the order of the data is the focus of its analysis which differs from data
streams that required real-time collection and processing.

3. In order to analyze and discover patterns from data streams, there is a need to
develop an online model with incremental learning behavior. Although data
streams can have a time series format, such data will be of high volume mounting
to terabytes or petabytes. As a result single-scan, online data analysis methodol-
ogy should also be critically important for such data.

2.2.2 Concept Change
A data stream is a dataset that comprises observations with time stamps that indicates
the total or partial order between those observations. To define a concept change,
there is a need to first understand what the concept is all about. Consider the pro-
cess that generates streams to be a joint distribution over a random variable Y and
X = X1, . . . , Xn, where y ∈ Y is the class labels and x ∈ X represent the data
values. The concept is defined in different ways, but a more probabilistic defini-
tion is given in [162, 163], where it is defined as a joint probability distribution be-
tween the random variables X and Y . This can be express in the following form
Pt(X, Y ) = Pt(Y )Pt(X|Y ) = Pt(X)Pt(Y |X). For two time stamps t and t + 1, a
concept is stable when all instances are generated with the same probability distribution
that is Pt(X, Y ) = Pt+1(X, Y ) while a concept change when Pt(X, Y ) 6= Pt+1(X, Y ).

2.2.2.1 Concept Shift

This involves changes in the input data X or changes in the distribution of the data
which occurs when a model is trained using data drawn from a particular distribution
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is applied to the data from a different distribution i.e. Pt(X) 6= Pt+1(X). For example,
an increase in anomalous activity resulted in changes in the distribution of the data
used in training the model.

2.2.2.2 Concept Drift

Concept drift is defined as change due to the dependent variable where the relationship
betweenX and Y is changed without any change in the data distribution. For example,
in the anomaly detection model, there may be changes in the definition of what is con-
sidered an anomaly over time. Concept drift occurs due to changes in any component
of the concept which are categorized into Real and Virtual drifts. Real Drift: This in-
volves a change in posterior probability distribution (i.e. P (Y X) ). This change affects
the decision boundaries and thus poses a threat to the learning system Virtual Drift:
This involves changes in prior probability (i.e. P (Y )) and change in class conditional
probability distribution (i.e. P (XY )). These changes are generally termed as changes
in an attribute value or class distribution that does not affect decision boundaries.

Concept drift can also be categorized based on the frequency, magnitude, transition
speed, and recurrence as illustrated in the figure below [162]

2.2.3 Concept Drift Adaptation
In literature, three main approaches are used for handling concept drift in the data
stream, which include: window-based approaches, weight-based approaches, and en-
semble classifiers [47, 56, 120]. These methods are generally categorized into active
and passive approaches [44]. Active approaches such as drift detectors specifically aim
at detecting concept drift and use mechanism that detects the presence of the change.
There are many drift detection methods used for detecting concept drift which is in-
tensively reviewed in [60]. One of the key challenges faced by active approaches is
failing to detect the change or wrongly detecting non-existing change (false alarm).
The passive approach manages the loopholes in active approaches through the use of
an adaptation mechanism that allows the model to be updated every time new data
arrives regardless of whether concept drift occurs or not. Passive approaches include
models that are developed based on updating a single classifier and models that involve
adding, removing and modification of ensemble members.

Although passive approaches that involve updating a single classifier have advan-
tages over ensemble classifiers in terms of speed and low computational cost, they
suffer many challenges when the concept changes suddenly and rapidly. As a result
ensemble classifiers are used due to their utmost predictive accuracy and stability-
elasticity property. This property makes it easy for them to incorporate new data into
the model, by training and adding new members to the ensemble, and naturally, for-
get irrelevant knowledge by removing the old members from the ensemble [44]. In
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today’s literature, ensemble learners remain the most popular approach to handling
concept drift in data stream mining. Two main approaches involve which includes
Chunk-based approach (that involves adding a new classifier that is trained on a re-
cently arrived chunk of data) and the Online-based ensemble approach (that involves
updating the base classifier in the ensemble) [120].

2.2.4 Uncertainty Estimation
Uncertainty estimation in prediction is the process of quantifying uncertainty (or con-
fidence) in prediction models where instead of estimating an optimal value, the model
can estimate probability distributions. It is the process of demonstrating Bayesian in-
ference, which aims at finding the posterior distribution over model parameters p(ω|X, Y ),
given a set of sub-sequenceX and Y whereX represents hw and Y represent pw. With
a new data point x ∈ X , the distribution of the prediction is obtained by marginalizing
out the posterior distribution, as shown in (2.1), where ω is the collection of model
parameters.

p(y|x) =

∫
ω

p(y|x, ω)p(ω|X, Y )dω (2.1)

Taking the variance of this distribution will quantify the prediction uncertainty, which
is further elaborated using the law of total variance, as shown in (2.2).

V ar(y|x) = V ar[E(y|ω, x)] + E[V ar(y|ω, x)] = V ar(ω(x)) + δ2 (2.2)

From the last part of (2.2), we can see that the variance is decomposed into two
terms: (i) V ar(ω(x)), which represent model uncertainty that reflects our ignorance
over model parameters ω; and (ii) δ2 which represent the noise level during the data
generation process, referred to as inherent noise or data uncertainty (aleatoric). Neu-
ral Network uncertainty can be categorized into two; uncertainty in the data called
aleatoric and uncertainty in prediction called epistemic. Aleatoric uncertainty can be
learned directly from the data while several methods are used for inferring epistemic
uncertainty which includes Bayesian neural networks and sampling during inference.
In this thesis, we quantify aleatoric uncertainty using quantile regression.

2.2.5 Quantile Regression
In a classical regression problem, the most commonly used loss function is mean
square error. The regression model tries to minimize this loss that corresponds to
normal distribution. Quantile regression aims at forecasting conditional quantiles are
given an input sequence [3]. In this context, models are trained to minimize quantile
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loss which is defined in (2.3).

L(ξi|α) =

{αξi ifξi≥0

(α−1)ξi ifξi<0

(2.3)

where α is the required quantile with values between 0 and 1 and ξi = yi − f(x)i with
f(x)i) as the predicted quantile and yi as the observed value for the corresponding
input x. To create a quantile loss for the entire dataset, the average of the quantile loss
for an individual point is taken, as shown in (2.4).

L(y, f |α) =
1

N

N∑
i=0

L(yi − f(xi)|α (2.4)

Models developed using quantile regression are useful in areas of application where it
is difficult to define a parametric distribution on the residuals [3].

2.2.6 Anomaly
Anomaly is an unexpected pattern in the data that deviate from the normal behavior
of the data [29]. In time series, an anomaly can be defined as an unexpected point in
time series (e.g., a sudden sensor drift), an anomalous sub-sequence within the time
series (e.g., a continuous change in the sensor readings), or points that are anomalous
based on defined context, or an anomalous time series within the entire time series
database [150]. Anomalies might be induced in the data for a variety of reasons, such
as malicious activity, for example, credit card fraud, cyber-intrusion, terrorist activity
or break- down of a system, but all the reasons have the common characteristic that
they are interesting to the analyst. In time series, an anomaly can be classified as a
point, contextual, or collective anomaly.

2.2.6.1 Point Anomaly

Point anomaly is the most common and simplest type of anomaly that dominated the
research literature on anomaly detection. An example is in a credit card fraud detection
system where a transaction that is high than the normal range of expenditure of a person
is classified as a point anomaly.

2.2.6.2 Contextual Anomalies

Contextual anomaly is referred to as a conditional anomaly where a point is classified
as anomaly based on specific context [29]. Current literature [71, 72] shows how con-
textual anomaly is widely explored in time series. In a contextual anomaly problem
setting, the data instance is defined using the following sets of attributes:
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1. Contextual attribute: Contextual attribute is used to define the context or neigh-
borhood of a data instance. In time series, for example, a timestamp that defines
the position of a data point is referred to as a contextual attribute.

2. Behavioural attributes: These are attributes that define the pattern or non-contextual
characteristics of a data point. For example, in the average rainfall time series,
the amount of rainfall at any location is a behavioral attribute.

To determine the behavior of an anomalous point, the values for the behavioral at-
tributes within a specific context are used. Literature [9] shows that all anomaly de-
tection problems can be converted to contextual anomaly when context information
is incorporated when setting up the problem. This behavior demonstrates the need
for identifying contextual and behavioral attributes when developing any contextual
anomaly detection method.

2.2.6.3 Collective Anomalies

A collection of related data points that are anomalous with respect to the other points
in the entire data set is referred to as a collective anomaly. In collective anomaly, a
single data point may not be anomalies on its own but become anomalous when it is
combined with other sets of data points. Research in literature [9, 22] has explored
Collective anomalies for sequence data. Unlike point anomalies, collective anomalies
occur in datasets with related data points.

2.3 Problem Concept for Anomaly Detection
In this section, we will review different concepts for the formulation of anomaly detec-
tion problems. Factors such as problem domain, data characteristics, and availability
of class labels will justify the choice and applicability of a particular anomaly detection
technique.

2.3.1 Nature of Input Data
The performance of any anomaly detection technique depends on the nature of its in-
put data [29]. time series is a collection of time-ordered points which are described
using a set of attributes. The attribute can be binary, categorical, or continuous with a
single (univariate) or multiple attributes (multivariate). In univariate time series, only
one variable is varying over time which means there is only one observation over a
period of time [13]. For example, data collected from a sensor measuring the tem-
perature of a room every second. Therefore, each second, you will only have a one-
dimensional value, which is the temperature. Multivariate time series consists of more
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than one observation collected over time which means multiple variables are changing
simultaneously over time [13]. Analysis of multivariate time series is more challeng-
ing than univariate time series due to the number of variables to deal with. Univari-
ate time series forecasting treats prediction as essentially a single-variable problem,
whereas multivariate time series may use many time-concurred variables for predic-
tion. As such designing and correlating multiple variables across hierarchical levels
varies from system to system. To handle these challenges in machine learning, trans-
formation methods such as Principal Component Analysis (PCA) and factor analysis
are used to reduce the attribute space from large numbers to smaller numbers of factors.
In addition, the time series attribute type determines the applicability of any anomaly
detection technique. For instance, statistical anomaly detection techniques are com-
monly applied in time series with continuous and categorical attributes. In a similar
context, the type of attribute would determine the distance measure to be used for
nearest-neighbor-based methods. In these approaches, the pairwise distance between
the data instances is computed using distance and similarity measures. This is different
from statistical and classification-based techniques that require original data instances.

The relationship among data instances is another key factor that is used to cat-
egorize input data [68]. For example, time series, genome sequences, and protein
sequences, which are linearly ordered based on time are referred to as sequence data.
On the other hand, graph data represents data instances as vertices that are connected
to each others using edges.

2.3.2 Types of Anomaly
Knowing the type of anomaly that will be detected is the basis for any anomaly detec-
tion method. For example, The availability of contextual attributes determines whether
applying a contextual anomaly detection method will be meaningful or not. In some
cases, defining context is easy which enhances the use of contextual anomaly detection
techniques. While in other cases, it is a difficult task to define a context which makes
it difficult to use those techniques. Similarly, contextual information must be included
as part of the problem definition which can be made through the data set. A data point
might be an anomaly in a given context, while the same point with the same attribute’s
behavior could be normal in a different context.

2.3.3 Data Labels
Data Labels refer to normal or anomalous class labels associated with data points.
Dataset labeling is usually carried out manually which required a substantial effort
from the domain experts to fully labeled the dataset. Anomalous data points are rare
which makes them even more difficult to obtain than normal data instances. For ex-
ample, in an aircraft monitoring system, an anomaly may refer to dangerous events
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which are very rare. This makes it difficult to label the dataset with all possible types
of anomalous behavior. Similarly, anomalous behavior in time series is dynamic in
nature which results in changes in their concept. Depending on the availability of class
labels, Anomaly detection techniques can be divided into the following three modes:

2.3.3.1 Supervised Anomaly Detection

This is a binary classification problem where the model is trained in supervised mode
with pre-labeled datasets of normal and anomaly classes. In this scenario, a predictive
model is trained with both normal and abnormal data points to predict the class of
unseen data points. The output of the model is compared with an unseen data instance
to determine which class it belongs to. Supervised anomaly detection techniques are
faced with the challenge of imbalance class distribution where anomalous points are
fewer than normal points in the training data. Some data mining and machine learning
literature [33, 82, 83, 115, 158] have addressed this issue through either sampling, one-
class learning or feature selection but, obtaining accurate and representative anomaly
class labels is usually challenging. A number of techniques have been proposed that
inject artificial anomalies in a normal data set to obtain a labeled training data set
[1, 143, 151] but these artificial classes cannot fully represent the actual anomalies.
In addition, labeling large volumes of data is often difficult, costly, and sometimes
incomplete due to big data resource challenges.

2.3.3.2 Semi-supervised Anomaly Detection

In a situation where normal data is available, semi-supervised anomaly detection tech-
niques can be used. These techniques assume that the training data is made up of only
normal classes. Semi-supervised anomaly detection techniques are more applicable
than supervised techniques because they don’t require anomaly class which is often
rare. For example, in spacecraft fault detection [52, 53], an anomaly scenario that
indicates an accident will not be easy to model. These techniques trained the model
using data corresponding to normal behavior which is later used to identify anomalies
existing in the test data. On the other hand, literature [40, 41] some anomaly detection
methods that assume the availability of only anomaly class during training. These tech-
niques are not commonly used, due to difficulties in obtaining a dataset that contains
all possible anomaly behavior.

2.3.3.3 Unsupervised Anomaly Detection

Unsupervised anomaly detection techniques are widely used because of the non-requirement
of labeled training data. In these techniques, a model is trained in an unsupervised
mode with the assumption that normal data points are more common than abnormal
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data points. This approach assigned anomaly scores based on the degree to which
the data point shows the anomaly profile. Researches in literature [5, 94, 126] shows
the use of this technique in static and dynamic time series. Semi-supervised tech-
niques when trained with unlabeled data can be converted to work as unsupervised
techniques. This is done by the assumption of test data contain very few anomalies
and that the model learned to be robust.

2.3.4 Output of Anomaly Detection
Depending on the nature of the data used for model training, the output produced by
anomaly detection techniques is of two types.

2.3.4.1 Anomaly Scores

In this type of output approach, anomaly detection techniques generate an anomaly
score that shows the degree to which a data point is anomalous. The output generated
comprises a list of anomalies ranked based on their scores. The list will then be ana-
lyzed where a fixed threshold can be used to determine when to generate an anomaly
alert.

2.3.4.2 Class Labels

Anomaly detection techniques in this category assign a label (normal or anomalous)
to each test instance. In this approach, an anomaly score is generated which is used to
assign a label to the data point. These techniques differ from Scoring based anomaly
detection techniques by providing binary labels as output. As such they do not allow
an analysis of the degree to which a data point is anomalous even though it can be
indirectly controlled through model parameter settings.

2.4 Anomaly Detection Techniques for time series
The previous section discusses different understandings and concepts of anomaly de-
tection problems. In this section, we will review different anomaly detection tech-
niques proposed in the literature to suit a particular anomaly detection problem. Dif-
ferent anomaly detection techniques were proposed in literature [29] which are called
traditional methods of anomaly detection [150]. Traditional anomaly detection meth-
ods mostly focus on identifying anomalous data points without considering the se-
quence or temporal nature of time series data. This limits their applicability in time
series which is the focus of this research work. A survey by Gupta et al.[68], reviews
anomaly detection techniques for time series data which are classified based on how
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they identify anomalies. In time series, anomaly detection problem is viewed in differ-
ent ways. The question is; are we looking for an unusual data point in the time series
(e.g. a sudden sensor drift), an anomalous sub-sequence within the time series (e.g.
a continuous change in the sensor readings), or time series instances that are anoma-
lous in a specific context, or an anomalous time series within the entire time series
database? In this section, we will review these four different possible formulations of
anomaly detection problems.

2.4.1 Detecting Point Anomalies
In this type of problem setting, the goal is to identify individual data points which are
anomalies within the entire sequence or sub-sequence of the time series. Point-based
anomaly detection methods are also used for identifying sensor drift. For example,
a sensor reading at a particular second might be different when compared with other
recorded readings per second. Point anomalies are widely explored in time series data
where many detection techniques were proposed in literature [68].

2.4.2 Detecting Anomalous Sub-sequence
This is another anomaly detection problem setting that identifies anomalous sub-sequence
within a given time series. Anomalous sub-sequence is also referred to as collective
anomalies [22]. In collective anomalies, a single data point may not be an anomaly but
the occurrence of that point with other related points might be an anomaly. In sensor
readings, for example, a low or high sensor value that is observed over a period of time,
might not be an anomaly unless it occurs in several other places. The anomalous sub-
sequences are also called discords. “Discords are the sub-sequences of a longer time
series that are maximally different from the rest of the sequence” [86]. The concept of
discords was also used for identifying anomalous sub-sequences within a time series
[50, 87].

2.4.3 Detecting Contextual Anomalies
In this type of anomaly detection problem setting, the anomalies are defined as data
points that are anomalous in a specific context. Contextual anomaly detection problems
can be handled in the same way as point anomaly detection problems when separate
anomaly detection methods are applied to the same dataset within different contexts.
Contextual anomaly detection problems have been widely in time series data [9, 71,
72]. However, they face the challenge of defining the context of normal and abnormal
data apriori which may not be possible within many big data applications.
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2.4.4 Detecting Anomalous time series in time series Database
In this setting, an anomaly detection method tries to determine anomalous points in the
test data with respect to a database of training data [30]. The training data consist of
only normal data points in a semi-supervised setting or an unsupervised setting where
both normal and anomalous points are present in the training data with an assumption
that the majority are normal data points. This thesis will on the unsupervised anomaly
detection problem setting for multivariate time series and data streams.

2.5 Review of time series Anomaly Detection Techniques
This section will review various anomaly detection techniques for time series data
which are existing in the literature. Anomaly detection techniques differ in the way
they identify anomalies which involve the following steps:

1. Computation of anomaly score for individual data point or sub-sequence of a
given test time series. This score is computed as the measure of the discrepancy
between the output of the detection technique and the actual time series. This
can be based on the rate of dissimilarity between the sub-sequences, prediction,
or reconstruction errors.

2. Aggregation of anomaly scores for individual data points to determine the total
score of the entire time series. This can be achieved via computing the average
of all the anomaly scores, top k anomaly scores, or log of anomaly scores.

In order to detect anomalies, a fixed threshold value is used where data points are la-
beled as anomalies when their anomaly scores exceed that value. These techniques are
categorized into distance-based, prediction-based, and deep learning-based anomaly
detection techniques.

2.5.1 Distance Based Techniques
Distance-based anomaly detection involves the use of distance and similarity measures
in the detection of anomalies. These techniques are different in the way they choose
the distance measures for the computation of the anomaly score. Distance/similarity
measures such as correlation, Euclidean, Mahalanobis, Cosine, and DTW, etc. can
be used are used for the computation of the distance between the sample time series
and the center of the detection model. When the distance is not more than a pre-
defined threshold, the sample time series is considered to be normal and anomalous
otherwise. Several distance-based anomaly detection techniques exist in the literature
which are categorized into window-based, proximity-based, and transformation-based
as discussed in the following subsections:
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2.5.1.1 Window Based

Window-based anomaly detection divides time series into fixed-size windows (sub-
sequences) to identify anomalies. The windows are extracted by shifting one or more
time steps at a time. Once the windows are extracted, an anomaly detection technique
is used to assign an anomaly score to each window which is accumulated to determine
the anomaly score of the test time series. The anomaly detection process in window-
based techniques is formally described as follows :

1. Given a training dataset, Xtraining = X1, X2, ..., Xn, extract w windows of each
time seriesXi as xi1, xi2, ..., xiw, wherew can be calculated as |Xi|+l1 by sliding
each size l window, one step ahead. Similar is done to the test sequence where
Xtest = T1, T2, ..., Tn, is also divided into |Ti| + l1 windows as ti1, ti2, ..., tiw.
The choice of window size mostly depends on the nature of the data. However,
several methods are adopted in literature which include weighted sum [12], adap-
tive windowing [159], and auto-correlation [146]. An alternative approach is to
manually select window size by running the model with many possible window
sizes and choosing the window size with minimum prediction errors or using
cross-validation and choosing the window that generalizes best.

2. The anomaly score for each test window (a(tij)) is calculated using its similarity
to the training window. This similarity function can be distance measures like
Euclidean, Manhattan Correlation values, etc. For example, the anomaly score of
a test window can be the distance to its kth nearest neighbor among the training
windows [87], or as a prediction error that measures the discrepancy between the
predicted and actual test window [131], or in a classification context where the
anomaly score of a test window is 0 or 1 depending on whether it is classified as
normal or anomalous [101].

Strengths and Weaknesses: The drawback of window-based techniques is that
the expected pattern has to be defined and window size has to be chosen carefully
in order explicitly capture the anomaly. The optimal size of the window depends on
the length of the anomalous region in the anomalous time series. Another drawback
of window-based techniques is that they are computationally expensive. Since every
pair of test and training windows are compared, the complexity is O((nm)2), where
n is the average length of the time series, and m is the number of test and training
time series in the database. Most of the window-based techniques are proposed for
detecting anomalous sub-sequence or discord detection problems. These drawbacks
of window size and computational complexity are addressed by some of the discord
detection techniques.

Window-based techniques can capture all different kinds of anomalies mentioned
in 2.3 such as an anomalous observation in a time series, an anomalous sub-sequence
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in a time series, and an anomalous time series as a whole. Since the entire time series
is broken into smaller sub-sequences, we can easily identify if an observation or the
sub-sequence is anomalous. If the entire time series is anomalous then all the sub-
sequences are also anomalous, hence window-based techniques would capture it well.

2.5.1.2 Proximity Based

Proximity-based anomaly detection techniques are extensions of distance-based tech-
niques. These techniques make use of the pairwise proximity between the test and
training time series using an appropriate distance or similarity kernel to compute the
anomaly score of the test time series [23, 77, 118]. The assumption behind these tech-
niques is that the anomalous time series are “different” from the normal ones and this
difference can be captured using a proximity measure. If the proximity of the region
where the sample test time series is located is less than the predefined threshold, it is
considered anomalous; otherwise, it is normal. Usually, density-based methods can
obtain relatively higher detection accuracy than other methods. The anomaly score of
a test time series with respect to the training database is calculated using the following
methodologies:

1. k-NN: The distance of the test time series to its kth nearest neighbor in the
training data set is its anomaly score.

2. Clustering: The training time series are clustered into a specified number of
clusters and the cluster centroids are computed. The distance of the test time
series to its closest cluster centroid is its anomaly score [5].

Strengths and Weaknesses: The drawbacks of proximity or similarity-based tech-
niques are that they can determine if the entire time series is anomalous or not, but
cannot exactly locate the anomalous sub-sequence. To localize the exact region(s)
within the time series which causes the anomaly, one needs to do post-processing of
the time series. Also, the phase misalignment and the non-linear alignments of differ-
ent time series, which are some common challenges for the time series data, restrict
the usage of different proximity measures for this class of techniques. Thus the per-
formance of these techniques is highly dependent on the proximity measure, which is
often not easy to choose. In detecting different types of anomalies, similarity-based
techniques might fail when a single observation is anomalous in the time series as its
effect might not be prominent when the entire time series are considered at once. These
techniques would detect anomalies such as anomalous sub-sequences in a time series
or an anomalous time series as a whole.
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2.5.1.3 Transformation Based

Current digital era results in generating high dimensional time series with multiple at-
tributes. In order to deal with such type of data, anomaly detection techniques that
rely on the use of dimensionality reduction are required. The transformation-based
anomaly detection techniques used transformation methods such as Haar Transform
[50], Symbolic Aggregate Approximation (SAX) [86, 87], Principal Component Anal-
ysis (PCA) [81, 106], Partial Least Square (PLS) [57], and Wavelet transform [98, 170]
to transform and extract useful features from the data in data pre-processing step.

2.5.1.4 Statistical Distance-based

Statistical distance-based handle anomaly detection problems as a distance measure
between two probability distributions. Statistical distance metric such as Kullback-
Leibler divergence (KLD) is used as a monitoring index to identify the dissimilarity
between two probability distributions which allow automatic anomaly detection [70].
The referenced paper used partial least square for modeling and KLD as anomaly in-
dicators that quantify the dissimilarity between current PLS-based residuals and refer-
ence probability distribution obtained using fault-free data. In another research, Wang
et al proposed an anomaly detection method that constructs the probability density
function of the different patterns using KLD theory [161]. The authors used PCA to
deduce the measurement matrix and set up a statistical detection indicator using KLD
under an identically independent Gaussian noise background.

2.5.2 Prediction Based Techniques
Prediction-based anomaly detection techniques work in the same scenario as standard
learning algorithms, where a detection model receives a test time series as input and
outputs a decision about its abnormalities. This means if the test time series conforms
to the generation mechanism and fits the obtained model in the process of anomaly
detection, it is regarded as normal; otherwise, it is anomalous. From the perspective of
whether or not to use the label time series during the training of the model, the methods
can be categorized as a supervised learning method, unsupervised learning method and
semi-supervised learning method [29, 68]. A basic predictive model-based anomaly
detection technique consists of the following steps:

1. Learn a predictive model on the given training time series, which uses values
from l number of time steps (history) to predict the next (l + 1)th time steps
following them.

2. For a test time series, using the predictive model built in step 1, forecast the value
at each time step using the values seen so far (previous l steps).
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3. Compute the anomaly score of individual observation or sub-sequence of a given
test time series using the prediction error. The prediction error corresponding to
observation is a function of the difference between the forecasted value and the
actual observation, and certain model parameters such as the variance of the
model. Finally, the anomaly scores of individual observations or sub-sequences
are aggregated to calculate the anomaly score of the given test time series which
is used for identifying anomalies.

In this section, we provide an extensive review of prediction-based anomaly detection
techniques. These techniques differ in the prediction models used and can be broadly
classified into classical regression-based, machine learning-based, and deep learning
based.

2.5.2.1 Classical Regression Based Models

Several statistical techniques have been proposed to detect anomalies within a time
series using various time series modeling techniques such as Moving Average (MA)
[31], AutoRegression (AR) [31, 52], ARMA [116], ARIMA [107], Kalman filters [88],
and general regression [49, 127]. The input to these models is the entire time series
and the length of the history (l), also denoted as the order of the model. These models
differ in the kind of filters they use to generate the output.

Moving Average (MA): The MA models represent time series that are generated
by passing the input through a linear filter which produces the output yt at any time
t using only the input values xt−i , 0 ≤ i ≤ l as shown in equation 2.5. This is also
called a non-recursive filter.

yt =
l∑

i=0

bixt−i + εt (2.5)

where, b1, b2, ..., bl are the coefficients of the non-recursive filter, εt is the noise at time
t. If every instance t of a time series has a value equal to the mean of its previous l
values then it can be represented by a moving average model, in which case bt = 1

l
and

εt = 0.
Autoregression (AR): The AR models represent time series that are generated by

passing the input through a linear filter which produces the output yt at any time t using
the previous output values yt−i , 0 ≤ i ≤ l as shown in equation 2.6. This is also called
a recursive filter.

yt =
l∑

i=0

aiyt−i + εt (2.6)

where, a1, a2, ..., al are the autoregressive coefficients of the recursive filter, εt is the
noise at time t.
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Autoregressive Moving Average (ARMA): The ARMA models represent time
series that are generated by passing the input through a recursive and through a non-
recursive linear filter consecutively as shown in equation 2.7. In other words, the
ARMA model is a combination of an autoregressive (AR) model and a moving average
(MA) model. The orders of AR part of the model and MA part of the model can differ.

yt =
l∑

i=0

aiyt−i +
l∑

i=0

bixt−i + εt (2.7)

where, a1, a2, ..., al are the autoregressive coefficients of the recursive filter, b1, b2, ..., bl
are the coefficients of the non-recursive filter, εt is the noise at time t.

Autoregressive Integrated Moving Average (ARIMA): The ARIMA models which
extend ARMA models, apply the ARMA model not immediately to the given time se-
ries, but after its preliminary differencing, which is the time series obtained by com-
puting the differences between consecutive values of the original time series.

Kalman Filters: The basic idea of Kalman filter is described as follows - Consider,
a time series with Markov property, described by the equation 2.8

xt+1 = Axt + εt (2.8)

where xt represents a hidden state of the system and A is a matrix describing the
causal link between current state xt and next state xt+1. The Kalman filter for time
series X = (x1, x2...xn) is described in equation 2.9

yt+1 = Axt +K(xtyt) (2.9)

where K is called the Kalman gain.
General Regression: Linear regression [49], Gaussian process regression [121],

Support vector regression [100], etc. The subsequences of length l (history length),
extracted from the original time series are the input to these models. The training
set will be a set of subsequences given by, T = (Xt, yt), t = l, ...n1, where Xt =
[xtl+1...xt] and yt = xt+1. A linear regression function is constructed using a weight
vector W and a mapping function φ(Xt), y = W Tφ(Xt) + b. Different regression
models differ in how they fit the function.

(a) Linear regression: For simple linear regression the above equation is solved by
minimizing the sum of squared error of the residue (yixi+1). The mapping function
here is identity, φ(Xt) = Xt.

(b) Support vector regression : These models use the ε insensitive loss function
proposed by Vapnik [156]. They solve the above equation by solving the objective
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function in equation 2.10

minimize P =
1

2
‖W‖2 + C

l∑
i=1

(ζi + ζ∗i )

such that,yi(W Tφ(Xt) + b)ε+ ζi

= yi(WTφ(Xt) + b) ≤ ε+ ζi

= ζi, ζ
∗
i ≥ 0

(2.10)

This optimization criterion penalizes data points whose y values differ from f(x) by
more than ε. The slack variables ζi, ζ∗i represent the amount of excess deviation. Dif-
ferent kernel functions [21] such as polynomial, RBF and sigmoid can be used.

Ma et al [100] use m-length training sub-sequences and use support vector regres-
sion on them for building an online novelty detection model which also uses statistical
tests to determine the anomalies with some fixed confidence. Chandola et al [30] use
AR model on the original time series while Lotze et al [98] use wavelet transforma-
tions of the training time series to produce multiple-resolution data and then use AR
model, Neural Networks on them for prediction. In another context, a simple predic-
tion model was built based on the lowest wavelet resolution (called trend) of the sub-
sequences [170]. Let the original sub-sequence be Xi = x1, x2...xi−1, and its trend be
Yi = y1, y2...yi−1. The distribution of the difference of Xi and Yi, called residual, is
constructed. If the difference of the xi and the trend yi−1 is statistically insignificant as
per the residual distribution, then the observation xi is termed anomalous.

2.5.2.2 Machine Learning Based

Machine learning-based anomaly detection techniques work in the same scenario as
standard learning algorithms, where a detection algorithm receives new data instances
as input and outputs a decision about its abnormalities. These techniques fall into three
categories similar to classification algorithms: supervised, unsupervised, and semi-
supervised [29].

The supervised methods involve training the detection algorithms with a preformed
dataset with entries labeled normal and abnormal. Some statistical theory or machine
learning methods, such as Gaussian distribution [121], Support Vector Machine (SVM)
[51], Hidden Markov Model (HMM) [62, 93], and Artificial Neural Network (ANN)
[103] are used for this purpose. In a word, the taxonomy of above-mentioned methods
has some overlap to some extent and an obvious conclusion can be drawn that machine
learning-based methods especially based on ANN are the dominating methods in the
literature [68].

For Unsupervised methods, the goal of machine learning approaches for anomaly
detection is to model the distribution of normal data. This allows for distinguishing
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anomalous patterns from what is expected based on the available normal data. For mul-
tivariate time series data, this can be achieved e.g. by learning a multivariate Gaussian
distribution N(, ) that includes covariance statistics of the columns from the training
dataset. The distribution of the normal data can be estimated by calculating µ as shown
in equation 2.11 based on the available data xRm per time step, where m is given by
the number of columns.

µ =
1

m

m∑
i=1

x(i) (2.11)

The probability of a sample per time step belonging to the normal distribution is
then given by p(x) in equation 2.14. In practice, known anomalies as well as normal
data which was not used for training can now be utilized to estimate a threshold param-
eter ε, so that p(x) > ε can be used to predict anomalies in new data. This parameter
can be cross-validated in order to achieve sufficient accuracy for anomaly detection.

A semi-supervised approach involves the use of One-Class Support Vector Ma-
chines (OC-SVM), introduced by Schölkopf et al. [133]. OC-SVMs learn a hypercube
from the distribution of the training data. This allows categorizing of novel samples
according to their distance from the hypercube. OC-SVMs have been broadly used
for anomaly or novelty detection tasks and can therefore be seen as a good baseline
method for comparison. Even though, multivariate gaussian distributions and OC-
SVMs anomaly detection methods can model covariance between values in different
columns of multivariate time series. However, these approaches fail to model tem-
poral dependencies between the column-wise values at different time steps. This can
significantly reduce the potential to detect anomalies in a multivariate setting where
these temporal dependencies would have to be encoded in features that introduce ad-
ditional manual effort that requires good knowledge of the data domain. This is where
recently published deep learning approaches show their full potential. In the next sec-
tion, different deep-learning approaches for anomaly detection in time series data will
be discussed.

2.5.3 Deep Learning Based
Deep learning describes a set of practices and algorithms for numerous architectures
of deep neural networks, where the term deep refers to architectures consisting of
multiple hidden layers. With these deep neural networks, the goal is often to derive
hierarchal hidden representations of raw input data in order to solve a narrow task. As
an example, in computer vision applications, deep convolutional networks are trained
to detect different visual features from given images to categorize objects. This exam-
ple shows the advantage of neural networks compared to traditional machine learning
algorithms like support vector machines (SVM). Traditional machine learning algo-
rithms have proven to be unsuccessful when it comes to solving tasks like object or
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speech recognition, which are considered as central problems in artificial intelligence
[61]. Especially on data with a high dimensional input space, simple algorithms can-
not generalize sufficiently due to the sheer amount of possible different configurations
of the input data, which is often much larger than the available training samples. In
general, deep neural networks can learn latent features from raw data, whereas in the
case of traditional learning algorithms, the input features have to be carefully engi-
neered which often requires extensive domain knowledge. The performance of deep
learning algorithms in unsupervised representation learning of time sequence applica-
ble to text [35], video [154], and speech recognition [64, 65], show their ability to learn
hierarchical discriminating features and handle the temporal nature of time series data
[67].

This practical advantage of deep learning algorithms offers high potential in use
cases, where relevant input features cannot be manually defined due to a lack of domain
knowledge. Recent advancements made by deep learning methods in various machine
learning problems, have also encouraged researchers to explore them for anomaly de-
tection [28]. Current literature shows the used of deep learning algorithms such as
Recurrent Neural Network (RNN) particularly based on Long Short-Term Memory
(LSTM) [4, 97, 103] or Gated Recurrent Unit (GRU) [85, 131], Convolutional Neural
Network (CNN) [110], and Autoencoder [5, 96, 99, 102, 126, 134, 173] for anomaly
detection in time series data. Various architectures based on DNNs have been proposed
with applications for anomaly detection in time series data. In this section, we will dis-
cuss the different architectures of these deep learning algorithms and their application
for anomaly detection in time series data.

2.5.3.1 Recurrent Neural Network (RNN)

Recurrent Neural Networks are a branch of Artificial Neural Networks (ANNs) that
used the backpropagation method to tune their parameters and optimize performance
through Stochastic Gradient Descent (SGD). RNNs are called recurrent because of
their ability to perform the same operations for all elements in a sequence of inputs.
In literature, RNNs are now popularly used in analyzing time series data. Their per-
formance in stock price forecasts [123, 135, 157] and an unsupervised representation
learning applicable to text [35], video [154], and speech recognition [64, 65], shows
their ability to handle temporal nature of time series data. In addition, they are applica-
ble in autonomous driving systems, where they can anticipate car trajectories and help
to avoid accidents [111], fault detection [144], and car or engine health monitoring
[67]. The basic idea is to learn a temporal model of the system that captured the tem-
poral as well as instantaneous dependencies between time series (or sensor readings).
Figure 2.1 shows an example of RNN architecture where xt is the input at time step t.
For example, xt is the input at time period one and at is the activation value for the hid-
den state at time step t. The activation value is calculated using an activation function
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Figure 2.1: Recurrent Neural Network Architecture

using input from the previous hidden state and the current state. The activation value
at time zero a0 is usually initialized to zero (i.e. a vector of zeros). y′

t represent the
predicted (output) value at time step t. It shows, for example, to predict the next value
in a sequence; we will have a vector of probabilities across our time series. RNN cells
are developed on the fact that one input is dependent on the previous input by having a
hidden state or memory that captures what has been seen so far. It means the activation
value of the hidden state at any point in time is a function of the activation value of
the hidden state at the previous time step plus the input value at the current time step
as shown in equation 2.12. Then, the output labels or predicted values are determined
by the non-linear mapping of the hidden layers using the mathematical expression, as
shown in equation 2.13.

at = g(Waaat−1 +Waxxt + ba) (2.12)

y
′

t = f(Wyaat + by) (2.13)

Where g and f are non-linear activation functions, W and b represent weight and
biases. g can be chosen from sigmoid or tanh and f from sigmoid or softmax.

Similar to other artificial neural networks, an RNN used SGD to find and adapt to
its set of internal model parameters (weights and biases) that perform well against some
performance measures such as logarithmic loss or mean squared error on the training
sets. Back propagation through time is normally used as the process of computing the
gradient, which is obtained by calculating the partial derivatives of the cost function
with respect to any weight or bias. The idea is to reduce the cost function C, thereby
updating the network weights by SGD.

Deep RNNs consist of multiple hidden layers of recurrent units stacked one on
top of the other with the output sequence of one layer forming the input sequence
of another layer. This will helps in capturing the temporal dependencies at different
time steps [84] as well as dependencies across dimensions for multivariate time series
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[131]. The multiple hidden layers can be GRU or LSTM units to handle the vanishing
gradient problem.

2.5.3.2 Gated Recurrent Units (GRU)

Gated Recurrent Unit is another RNN architecture that was proposed to make each
recurrent unit adaptively capture dependencies of different time scales [37]. Similar to
the LSTM unit, the GRU has gating units that modulate the flow of information inside
the unit but without having a separate memory cell. GRU consists of two gates, namely
update gate and reset gate, which control the flow of information by manipulating the
hidden state of the unit. The reset gate is used to compute a proposed value for the
hidden state at time t by using the hidden state at time t − 1 and the hidden state of
the units in the lower hidden layer at time t. The update gate decides what part of
the previous hidden state and proposed hidden state will be used to obtain the current
hidden state at time t.

For a multilayered RNN with L hidden layers, the hidden state c′t at time t is ob-
tained from ct−1. The time series goes through t the following transformations itera-
tively for t = 1 through T , where T is length of the time series as shown in equation
2.14 to equation 2.17:

Proposed state: c
′

t = tanh(Wc[ct−1, xt] + bc) (2.14)

Update gate: γu = σ(Wu[ct−1, xt] + bu) (2.15)

Reset gate: γr = σ(Wr[ct−1, xt] + br) (2.16)

Hidden state: ct = γu × c
′

t + (1− γu) + ct−1 (2.17)

where Wc,Wr, and Wu are weight matrices of appropriate dimensions such that c′t , γu,
γr, and ct are vectors in <c, where c is the number of units in the layer. The sigmoid
(σ) and tanh activation functions are applied element-wise.

From the above equations, the procedure of taking a linear sum between the exist-
ing state and the newly computed state is similar to the LSTM unit. The main differ-
ence between LSTM and GRU is that the content of the GRU cell is always exposed to
the output and does not have any mechanism to control the degree to which its state is
exposed. This feature makes GRU easier to implement since it requires fewer network
parameters.

2.5.3.3 Long Short Term Memory (LSTM)

Long Short-Term Memory is an RNN architecture used for learning long-term depen-
dencies in time series data. LSTM overcomes the vanishing gradient problem by re-
placing an ordinary neuron with a complex architecture called an LSTM unit or block.
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Figure 2.2: LSTM Architecture

LSTM units contain multiplicative gates that enforce constant error flow through the
internal states of special units called ”memory cells” as shown in figure 2.2 LSTM
consists of three gates, namely update gate 2.18, forget gate 2.19, and output gate 2.20,
which control the flow of information by manipulating hidden states of the units. As
opposed to GRU, LSTMs used separate update and forget gates that are used to com-
pute a proposed value for the hidden state at time t by using the hidden state at time
t−1 and the memory cell in the lower hidden layer at time t as shown in equation 2.21.
The update and forget gates in LSTMs give the memory cells the option of keeping the
old value for the hidden state at t − 1 and adding to it the new value for the hidden
state at time t. LSTM is more potent than GRU because of its ability to learn long-term
correlations in a sequence and is capable of accurately modeling complex multivariate
sequences without the need for a pre-specified time window [75]. As such, it becomes
more appropriate to consider LSTM units with multiplicative gates that enforce con-
stant error flow through the internal states of individual units called ”memory”. LSTM
also have internal memory that operates like a local variable, allowing them to accu-
mulate state over the input sequence.

Input: c
′

t = tanh(Wcaat−1 +Wcxxt + bc) (2.18)

Update Gate: ut = σ(Wuaat−1 +Wuxxt + bu) (2.19)

Forget Gate: ft = σ(Wfaat−1 +Wfxxt + bf ) (2.20)

Output Gate: ot = σ(Woaat−1 +Woxxt + bo) (2.21)
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2.5.3.4 Autoencoder

Autoencoder is another RNN architecture that is used for sequence-to-sequence pre-
dictions. As shown in figure 2.3, an autoencoder comprises of the input layer (encoder)
that reads the input sequence and transformed it to a fixed-length representation (em-
bedding), and an output layer (decoder) that interprets the internal representation and
uses it to predict the output sequence. In this context, RNN is used as an encoder
to obtain a fixed dimensional internal representation (embedding) of an input MTS,
and then the decoder used this internal representation to generate an output sequence
of MTS. The basic idea involves non-linear mapping of the input MTS to a fixed di-
mensional vector representation through an encoder function fenc as shown in equation
2.22, which is followed by another non-linear mapping of the fixed-dimensional vector
to an MTS using decoder function fdec as shown in equation 2.23.

zt = fenc(xi(t− w + 1, t)) (2.22)

y
′

t = fdec(zt) (2.23)

LSTM networks can be used for both the encoder and decoder. It means one LSTM
will be used to read the input sequence, one-time step at a time, to generate the fixed
dimensional vector representation, and then use another LSTM to extract the output
sequence from that vector. Autoencoders are used for dimensionality reduction that
helps in classification and visualization tasks and are also used for learning the hidden
representation of time series. As a result of its efficient data encoding in an unsuper-
vised manner, it is also gaining popularity in anomaly and novelty detection problems.

2.5.3.5 Deep Learning-based Anomaly Detection Techniques

Malhotra et al. [103] proposed an anomaly detection method based on stack LSTM.
The authors developed a predictive model that was trained using the normal training
time series dataset, which is further evaluated to compute error vectors based on its
performance on the anomalous test sequence. Anomaly is then defined by setting of an
error threshold that is defined using the validation test sequence. A similar approach
was also used to detect anomalies in ECG data [32]. They used RNN augmented with
LSTM to detect 4 different types of anomalous behavior. In a similar context, Singh
[139] explored the use of LSTM for anomaly detection in temporal data. The paper
used the same approach in [103] where a prediction model is trained to learn the normal
time series pattern and predict future values thereby modeling the prediction error as
Gaussian distribution to estimate the anomalous likelihood of an observed future value.
In addition, the paper also investigates different ways of maintaining LSTM states and
their effect on prediction and detection performance.
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Figure 2.3: Autoencoder Architecture

In a slightly different approach, Bontemps et al, [22] combined LSTM prediction
model with a circular array for the detection of collective anomalies in time series
data. In contrast to the previous point anomaly detection methods, instead of consider-
ing each time step separately, they trained a prediction model that can predict multiple
time steps thereby storing the prediction errors from those steps in a circular array. The
circular array contains only the prediction errors from a certain number of recent time
steps defined by minimum attack time. This detection method faces the problem of
identifying collective anomalies using a relative error threshold that is defined using
labeled anomalies from the validation test. Instead of using a circular array, Saurav et
al [131], proposed another prediction-based anomaly detection method that used the
sliding window to handle both the multidimensional and streaming nature of time se-
ries. The prediction model is trained incrementally as new data arrives which enable
it to adapt to different types of changes (sudden, incremental, gradual, and continu-
ous concept drifts) in the time series data. In addition, the authors used GRU units
in the RNN architecture, which are a simplified version of LSTM units. Although,
the method used a sliding window for multi-steps ahead prediction and related predic-
tion error for updating model parameters which enable online anomaly detection, the
anomaly score of the window is computed as an average of the square of individual
points estimated error. This will lead to a false positive result and an increase in the
misidentification of anomalous points in real-time where data instance arrives one after
the other.

In order to solve this problem, Shipmon et al, [137] proposed another method that
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combined LSTM based prediction model to predict the expected value in time series
and Gaussian tail probability rule defined in [2] to estimate the anomaly likelihood of
the current state based on the prediction history of the LSTM model. In their paper,
they model the distribution of the error values as an indirect probabilistic metric and
used it to measure the likelihood that the current state is anomalous. Although the
distribution of prediction error is technically not Gaussian in some applications, they
model it using a normal distribution which may still result in false positive results in
very noisy, unpredictable streams.

In another context, Convolutional Neural Network (CNN) was used as a predic-
tion model to propose an unsupervised anomaly detection method (DeepAnT) for time
series data [110]. DeepAnT method consists of two modules. First, the predictor mod-
ule is responsible for predicting the next timestamp using a window of previous time
stamps. The predicted value is then passed to the anomaly detection module that is
responsible for tagging a data instance as an anomaly or not. This method also used
the same procedure as the previous methods where the anomaly score is computed by
the assumption of a normal distribution on prediction error. However, all the above-
mentioned methods face two main challenges when applied in most real-life scenarios,
that involve complex systems. First, there are often external factors or variables, which
are not captured by sensors that lead to unpredictable time series. Secondly, an exact
parametric distribution is often not directly relevant in some applications and the as-
sumption of any distribution will lead to false anomaly alerts due to high prediction
variance.

To solve the unpredictable nature of the time series, an Autoencoder is used for
learning hidden representation and extraction of relevant features from the time series
data. Autoencoder involves two parts, Encoder, and Decoder. The Encoder learned
how to encode or compress the input data while Decoder reconstructs the encoded data
back to the representation that is close to the input data. Because of its efficient data en-
coding in an unsupervised manner, it is also gaining popularity in anomaly and novelty
detection problems. Malhotra et al [102], proposed an LSTM-based Encoder-Decoder
for anomaly detection in multivariate time series data. In the paper, an Encoder-
Decoder model learns to capture the normal behavior of the machine by reconstructing
the normal time series in an unsupervised manner. Since the model is trained only
on time series corresponding to normal behavior, it is expected to perform well while
reconstructing normal time series and poorly on abnormal time series. The reconstruc-
tion error is then used in computing an anomaly score that is used to identify anomalies
in the time series data. Like the previous methods, a normal distribution is assumed
on reconstruction error, which enhances the computation of the anomaly score. In a
similar context, Schreyer et al, [134] also used deep autoencoders to detect anomalies
in large-scale accounting data in the area of fraud detection.

A different approach is proposed in [5] that combined autoencoding with a cluster-
ing method for unsupervised novelty detection. The authors in their approach compute
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an error threshold from the Autoencoder model and pass it to the density-based cluster-
ing method. Clustering is performed on the compressed data to detect novelty groups
as points with low density. In a similar approach, Zong et al, [173] combine Autoen-
coder with Gaussian Mixture Model (GMM) for unsupervised anomaly detection. The
Autoencoder is used for dimensionality reduction where the low-dimensional repre-
sentation together with reconstruction error is passed to GMM for density estimation
and identification of anomalies. Despite the performance of these methods and their
unsupervised learning approach, they face a similar challenge of assuming a Gaussian
distribution on the reconstruction error which is either ranked or threshold for anomaly
detection. However, as mentioned earlier an exact parametric distribution is often not
directly relevant in some applications, and the assumption of any distribution will lead
to false anomaly alerts due to high reconstruction variance.

In an attempt to mitigate the false positive problem, Hundman et al [80] introduced
a pruning procedure and learned from the history of labeled anomalies. The pruning
procedure will limit evaluation to only maximum errors and helps in ensure the anoma-
lous sequence are not the result of regular noise within the stream. Although, these
procedures have played an important role in improving the precision of the detection
method, limiting evaluation to only maximum errors thereby removing or reclassify-
ing minimum error as nominal will lead to missed detections. To solve this problem,
uncertainty is considered in the deep learning-based predictions for anomaly detection.

Various approaches have been developed that used uncertainty in deep neural net-
works for anomaly detection. They range from Bayesian approach [114] to eviden-
tial deep learning [6] and interpreting dropout as performing variational inference
[54, 92, 172]. Bayesian NNs are used for estimating both epistemic and aleatoric un-
certainties which place probabilistic priors over network weights and use sampling to
approximate output variance [112]. However, Bayesian NNs face several limitations,
including the intractability of directly inferring the posterior distribution of the weights
given data, the requirement and computational expense of sampling during inference,
and the question of how to choose a weight prior.

In contrast, evidential deep learning formulates learning as an evidence acquisition
process to estimate a continuous target associated with evidence to learn both aleatoric
and epistemic uncertainties [6]. Evidential deep learning is developed by incorpo-
rating the evidential theory into deep neural networks where every training example
adds support to a learned higher-order, evidential distribution. Sampling from this dis-
tribution yields instances of lower-order likelihood functions from which the data was
drawn. By training a neural network to output the hyper-parameters of the higher-order
evidential distribution, a grounded representation of both epistemic and aleatoric un-
certainty can then be learned without the need for sampling. Instead of placing priors
on network weights, as is done in Bayesian NNs, evidential approaches place priors
directly over the likelihood function. Recently, deep evidential learning has been tar-
geted towards anomaly detection problems where an RNN-based evidential model was
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designed to predict future trajectories associated with both data and model uncertain-
ties that are used to detect anomalous trajectories in maritime domain [141]. In an
alternative approach, deep evidential learning is used for human actions recognition
where the Deep Evidential Action Recognition (DEAR) method is developed for open
set action recognition task [11]. The referenced paper used the learned evidence to
quantify the prediction uncertainty for diverse human actions which enable the model
to identify unknown actions where unknown actions will have higher uncertainties.

On the other hand, some probabilistic deep learning models used other methods to
compute Prediction Interval (PI) that quantifies the level of uncertainty associated with
the point forecasts. David et al, [73] proposed an anomaly detection method that used
autoregression model and its prediction interval to identify anomalies in environmen-
tal sensor streams. The authors used Student’s t-distribution to calculate the prediction
interval that accounts for uncertainty in both input data and model parameters. They
classified a data point as anomalous when it falls outside a given prediction interval. In
contrast, Lingxue and Nikolay [172] argued that the measurement of prediction uncer-
tainty does not depend on only input data and model parameters but rather combines
with model misspecification and inherent noise. They achieved this by using Monte
Carlo dropout to estimate both data and model uncertainties. The estimated uncertain-
ties are then used to construct a prediction interval using zth standard normal where
values outside the constructed interval are labeled as anomalies. In a similar context,
Legrand et al, [92] investigated how the inclusion of uncertainty in the computation
of anomaly score improves the performance of anomaly detection using autoencoder.
They do that by developing a new anomaly score function that is weighted with uncer-
tainty as opposed to the Bayesian score function introduce in [172]. This approach is
computationally demanding and imposes strong requirements.

In order to minimize the computational requirements, Reunanen et al [126] pro-
posed another unsupervised anomaly detection method that combines Autoencoder
and Logistic Regression for outlier detection and prediction in sensor data streams.
The Autoencoder reconstructs the input data and produces a hidden representation of
the input that can be used to create the required labels for Logistic Regression to clas-
sify anomalous points. The outlier is identified as extreme values that exceed a limit of
three standard deviations defined using Chebyshev’s inequality or any deviation in the
correlation of data features. Although no assumption of the distribution of the data is
required the method assumes the descriptive statistics (γ and µ) of the unknown normal
values to be initially defined. It is also assumed that the feature value of the initial data
point has non-zero variance often which the scaling limits for outlier detection cannot
be defined. In contrast, a probabilistic forecasting model that returns a full conditional
distribution was proposed in [129]. The authors introduced probabilistic forecasting
using an autoencoder model that directly outputs parameters of Negative Binomial and
Gaussian likelihoods for real-valued time series. This shows the probabilistic forecasts
were also achieved by the assumption of a Gaussian distribution on the prediction er-

34



2.6 Anomaly Detection for Stream Data

ror. Most of these methods used mean square error as the loss function which is always
minimized to the normal distribution in their regression task. However, an exact para-
metric distribution is often not relevant in applications which will lead to false anomaly
alerts due to high prediction variance.

In contrast, Quantile Regression models are trained to minimize quantile loss which
is useful in areas of application where it is difficult to define a parametric distribution
on the residuals [3]. Quantile regression aims at forecasting conditional quantiles that
are given an input sequence and can produce a probabilistic forecast without making
any distributional assumption. An attempt was made to use quantile regression for
anomaly detection [104] but it is limited to the use of quantile interval to identify only
uncertainties in the data. This limitation led to the research investigation of whether the
estimation of uncertainty in prediction using quantile regression will increase the pre-
diction performance and reduce false anomaly alerts. This results in the development
of an improved quantile regression anomaly detection model (DQR-AD) in this thesis.
Such a model is most welcome in applications requesting better-informed decisions
and mitigating false anomaly alerts.

2.6 Anomaly Detection for Stream Data
The previous section reviewed anomaly detection techniques for time series. Although
there has been extensive work on anomaly detection for time series, most of the tech-
niques are offline which work on stationary time series. However, this is unsuitable
for real-time streaming applications that continuously generate a large volume of data
streams that may change over time. In such systems, storage of data that can be scanned
multiple times for model predictions is difficult due to memory requirements and high
processing demand. Even if it is possible, the stored data may not be a good represen-
tation of normal data in the future due to evolving nature of the data stream. As such,
the models trained on only the previous data collected will suffer from any changes in
the distribution of the data. These changes can be in two forms: 1) Concept evolution
where the new normal concept will appear over time, which degrades the predictive
performance of the model. 2) Concept Transformation where a normal concept may
transform gradually or suddenly into an anomalous concept and vice versa. In this
case, model-based anomaly detection must be able to adapt to these types of changes
in order to cope with the dynamic nature of data streams. Most classical methods cre-
ate linear functions on transformations of the actual time series in order to make future
time step predictions. Unlike these methods, recent models have applied deep neural
networks with inherently fewer restrictions on the input, while being able to explore
underlying nonlinear relationships in the data. Some time series, like in the case of
financial data, are inherently non-stationary, i.e. the statistics of the data changes over
time. This makes it difficult to model and challenging to naively apply neural network
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function approximation (a neural network typically learns a function that maps inputs
or observations to target or predictions) which may not be suitable to cope with such
non-stationarity and mismatch in data distributions.

Alternative to neural network-based models, stochastic process-based models like
the Gaussian process (GP) may also be a good choice. They make use of prior knowl-
edge and learn a distribution over functions rather than a single-function approxima-
tion. This makes GP models Bayesian as they involve constructing a prior distribution
(here over functions directly rather than over parameters) and updating this distribution
by conditioning on the actual data. This is particularly useful for financial data because
of its volatile nature. The price of a financial asset is sensitive to many external or inter-
nal events like policy reforms, intrinsic turbulence in the market, news sentiments and
natural disasters. Now with a distribution of functions, the risk or uncertainty can be
embedded in the standard deviation of the model’s predictions. This makes us better
informed while making decisions and forming strategies based on these predictions.
Due to the highly non-stationary nature of financial time series, the model we create
ideally must also evolve with time as the relationship between the past and future is
unlikely to remain stationary. This results in the need for online anomaly detection
algorithms that can detect anomalies in real-time. Recently, researchers have proposed
some new methods for online anomaly detection [43]. These methods generally can
be categorized into two ways:

First is to build a new model using a single incremental learning algorithm [109,
117] and online ensemble learning theory [7, 43] that trains multiple individual models
for different parts of the data streams. Although incremental learning methods that use
a single model have advantages over ensemble classifiers in terms of speed and low
computational cost, they suffer many challenges when the concept changes suddenly
and rapidly. As a result ensemble classifiers are used due to their utmost predictive ac-
curacy and stability-elasticity property. This property makes it easy for them to incor-
porate new data into the model, by training and adding new members to the ensemble,
and naturally, forget irrelevant knowledge by removing the old members from the en-
semble [44]. Research in the literature has proved the performance of online ensemble
learning in handling concept drift in data streams [120]. Two main approaches are used
in online ensemble learning methods which include the Chunk-based approach (that in-
volves adding a new model which is trained on a recently arrived chunk of data) and
the Online-based ensemble approach (that involves updating the base classifier in the
ensemble). In an effort to verify the performance of online-based ensemble methods
with their Chunk-base counterpart, in chapter 3, we carried out a preliminary study and
experimentally compare their performance to concept drift and class imbalance ratio.
The result of the experiments was published in a conference [147].

The second involves modification of the traditional method, i.e., training the ini-
tial detector based on all historical datasets and updating it based on the new coming
instance of data. Recently, several anomaly detection techniques were proposed using
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the first strategy where an online or incremental learning approach was used to fully
label normal data [10, 128, 130]. Similar approaches are proposed that consider the
non-availability of class labels in the data stream and applied unsupervised learning
technique to detect anomalies in real-time [2, 16, 94]. In addition, a data-driven mod-
eling approach was proposed in [73] which can detect anomalies in real-time without
requiring any pre-classified input data. In this method, the data point is an anomaly
based on whether or not it falls outside the prediction interval. A more recent approach
that used Recurrent Neural Network to detect anomalies in real-time was proposed in
[131]. This approach used instances of data that arrive continuously and trained the
model incrementally thereby adapting to the changes that may occur in the data distri-
bution. The authors used model prediction error to determine when to update the model
based on the changes that occur in the data and whether those changes are anomalies
or not. The authors used a window of time series sequence for the previous time steps
to predict the estimated sequence of the next time step using the RNN model. The
predicted result is compared with the actual observed sequence and prediction error
will be used for anomaly score computation thereby updating next step RNN model
using Back Propagation Through Time (BPTT). The prediction error of the model
can be monitored only when the labels of data are available after classification. The
aforementioned approach works under such assumption and will face a problem when
labels are not available as the case may be in many real-world streaming applications.
The challenge remains to find out whether the incoming data distribution matches the
normal data used for training the model.

In order to solve the above problem, another approach is proposed in [122] that
used the One Class Principal Component Classification (OCPCC) method to develop
a model that was trained based on the normal sensor data and used the model to detect
anomalies in incoming data as any deviation from the normal concept learned by the
model. This technique involves three phases: First, the training phase uses the normal
data distribution to develop a normal reference model that will be used in real-time
anomaly detection. The second phase serves as the detection phase where the model
trained in the first phase is used to classify the new instances that arrive as anomalies
or not using dissimilarity measures. The learning in this phase is done using an incre-
mental or online passion. The third phase is the adaptation phase where the approach
adapts to the concept drift by retraining the classifier with the new concepts and pro-
ducing a new reference model that can be used to update the old one based on certain
criteria. Although this approach handles the problem of the unavailability of class la-
bels and achieves real-time anomaly detection, it does this by retraining and updating
the model to adapt to the dynamic changes in the environment. As such it suffers when
the concept changes rapidly and suddenly.

Therefore a second strategy using an ensemble model can be adopted where a new
model trains whenever changes are detected in data streams. An ensemble technique
was proposed in the literature that used ensemble classifiers in combination with an
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unsupervised anomaly detection method [171]. The authors used sequential ensemble
learning where the classifiers are dependent on each other, and the execution of one
classifier depends on the result of the execution of another classifier in the ensemble.
However, such dependencies may degrade the performance of some classifiers and
result in bias in the final prediction result. As such, other solutions are needed that
used independent ensemble classifiers in the anomaly detection process. To achieve
this, Tan et al. proposed an approach that used an ensemble of one-class decision trees
called HS-Trees for real-time anomaly detection for evolving data streams [148]. The
method is fast and efficient in terms of computational complexity because real data is
not used in training the initial detector and it doesn’t require model modification when
processing streaming data. Despite these advantages, it suffers from continuous update
whether changes are detected or not which reduce the real-time nature of the system.

A more recent and real-time anomaly detection approach that used one-class and
ensemble approach for anomaly detection is given in [43] where a hyper-grid based en-
semble classification method was used. This approach work by building a hyper-grid
structure based on a window of training datasets and incoming instance to be charac-
terized as anomalous or not through the region they are mapped into using a hyper-
cube. A similar approach in [59] used one-class support vector machines (OCSVMs)
to develop a window-based unsupervised adaptive anomaly detection method called
Ensemble-based Self-Adaptive OCSVM (ESA-OCSVM). This approach is made of
two phases which include; the change detection phase which detects both concept
evolution and transformation using a sequential change detection approach and the
learning phase where an ensemble of models was developed that can cope with both
concept evolution and transformation in incremental or online passion. It does this by
selecting a related set of instances when change is detected and a proper model from
the ensemble or creating a new model for anomaly detection. Although the afore-
mentioned solutions adapt to the changes in the data through the use of unsupervised
ensemble models, because of the space complexity required by hyper-grid and support
vector machines, they all face a serious challenge when dealing with high dimensional
datasets. Similarly, most of the existing methods have challenges in defining the metric
used in estimating when changes occur in the data. As such, in this thesis we consider
the combination of feature extraction and an unsupervised prediction-based learning
approach to develop an algorithm that detects anomalies in real-time and adapts to the
dynamic changes that occur in time series.

2.7 Summary
This chapter introduced the problem concept for anomaly detection in time series. It
starts with providing a theoretical background of important concepts that include time
series, data streams, concept drift, prediction uncertainty, and quantile regression. This
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is followed by a review of different concepts of formulating anomaly detection prob-
lems in time series. Finally, a review of anomaly detection techniques is given. The
review techniques include both classical, deep learning-based, and online anomaly
detection techniques. However, most of the deep learning-based anomaly detection
methods compute anomaly scores by assuming a distribution usually of Gaussian type
on the prediction error, which is either ranked or threshold to label data instances as
anomalous or not. But, an exact parametric distribution is often not directly relevant
in some applications, and the assumption of any distribution will lead to false anomaly
alerts due to high prediction variance. It is also difficult to select an appropriate thresh-
old that will differentiate anomalies with noise. As such, this thesis proposes a new
anomaly detection method that computes uncertainty in estimates using quantile re-
gression and used the quantile interval instead of a fixed threshold to identify anoma-
lies. In addition, the volume and speed at which the time series data arrive demonstrate
the need for adaptation of concept drift in the data. Although there are many online
anomaly detection methods proposed in the literature, they faced challenges in defining
the metric used in estimating when changes occur in the data. In this case, we consider
the combination of feature extraction and an unsupervised prediction-based learning
approach to develop an algorithm that detects anomalies in real-time and adapts to the
dynamic changes that occur in time series. To the best of our knowledge, no such
approach exists in the literature.
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Chapter 3
Comparison of Ensemble Classifiers on
Drifting Data Streams

3.1 Introduction
As a result of preliminary study conducted to investigate the challenges faced by online
learning algorithms when there is concept drift in the data. It was discovered that online
ensemble methods are the most popular approach used in handling concept drift due
to their stability-elasticity property that makes it easy for them to incorporate new data
into the model, by training and adding new members to the ensemble, and naturally,
forget irrelevant knowledge by removing the old members from the ensemble. As such
this chapter focus on the experimental analysis of concept drift and its corresponding
challenges on online ensemble classifiers. Literature shows two main ensemble ap-
proaches that are used for this purpose. They include a Chunk-based approach (which
involves adding a new classifier that is trained on a recently arrived chunk of data) and
an Online-based ensemble approach (which involves updating the base classifier in the
ensemble). The experiment is conducted for comparison and performance evaluation
of these ensemble classifiers using both real and synthetic data streams. The goal of
this experiment is to compare and evaluate the performance of these algorithms toward
a different type of concept drift in data streams. To carry out this task, we start with the
literature review of existing methods and their corresponding challenges in adapting to
concept drift. We then design an experiment to compare their performances using both
real and synthetic datasets.

40



3.2 Literature Review

3.2 Literature Review
This section provides a review of online learning algorithms with respect to sensor
streams or time series data. The section is structured to provide an understanding of
the research area thereby giving references to the relevant information obtained from
the literature. It starts with online learning techniques used in data stream mining and
is then followed by concept drift detection.

3.2.1 Online Learning
Online learning also called Incremental learning is a classification technique where
data arrives in sequential order and each piece of data is used to update the learning
models once and forever. It involves processing incoming examples sequentially in
such a way that the trained classifier is as accurate as the classifier that was trained
on the whole dataset at once. Several online learning algorithms were proposed in the
literature that either adapt to changes implicitly or explicitly using a change detector.
The most popular algorithm that adapts to changes explicitly is Adaptive Windowing
(ADWIN) [17] which keeps an adapting sliding window that grows when there is no
change in the data using statistical mean. Whenever changes occur the window is split
into old and new parts where the old part will be discarded and a new part that involves
new changes keep growing. Online learning algorithms are developed either using a
single classifier or an ensemble of based classifiers. Single classifier online learning
algorithms such as Very Fast Decision Tree (VFDT) [45], Concept-adapting Very Fast
Decision Tree (CVFDT) [79], adapt to the changes in the data by applying to adapt
windowing to the decision tree learning process. These decision tree algorithms adopt
an incremental learning approach by growing alternative branches and monitoring their
performance using adapting windowing. When the alternative branches become more
accurate than the main branches, they replace the main branches. However, VFDT
and CVFDT use static windowing which faces a great challenge for learning in non-
stationary data streams. An alternative to VFDT and CVFDT is Incremental On-Line
Information Network (IOLIN) [38] that used dynamic windowing to generate a more
accurate model. Similarly, an Extreme Learning Machine (ELM) [167] was used for
system identification in the non-stationary environment. Online learning poses many
challenges that include a large volume of data in real-time, concept drifts, temporal
dependencies, limited class labels, class imbalance, noise, and limited resources (pro-
cessing time and memory) requirements, etc. With an increase in real-world appli-
cations of stream learning algorithms, concept drift and class imbalance becomes the
major challenges for this area and received major research attention.
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3.2.2 Concept Drift Detection
In literature, three main approaches are used for handling concept drift in the data
stream, which includes: window-based approaches, weight-based approaches, and en-
semble classifiers [47, 56, 120]. These methods are generally categorized into active
and passive approaches [44]. Active approaches such as drift detectors specifically aim
at detecting concept drift and use mechanism that detects the presence of the change.
There are many drift detection methods used for detecting concept drift which is in-
tensively reviewed in [60]. One of the key challenges faced by active approaches is
failing to detect the change or wrongly detecting non-existing change (false alarm).
The passive approach manages the loopholes in active approaches through the use of
an adaptation mechanism that allows the model to be updated every time new data
arrives regardless of whether concept drift occurs or not. Passive approaches include
models that are developed based on updating a single classifier and models that involve
adding, removing, and modification of ensemble members.

Although passive approaches that involve updating a single classifier have advan-
tages over ensemble classifiers in terms of speed and low computational cost, they
suffer many challenges when the concept changes suddenly and rapidly. As a result
ensemble classifiers are used due to their utmost predictive accuracy and stability-
elasticity property. This property makes it easy for them to incorporate new data into
the model, by training and adding new members to the ensemble, and naturally, for-
get irrelevant knowledge by removing the old members from the ensemble [44]. In
today’s literature, ensemble learners remain the most popular approach to handling
concept drift in data stream mining. Two main approaches involve which include the
Chunk-based approach (that involves adding a new classifier that is trained on a re-
cently arrived chunk of data) and the Online-based ensemble approach (that involves
updating the base classifier in the ensemble) [120]. In an effort to verify the per-
formance of online-based ensemble methods with their Chunk-base counterpart, we
design an experiment to compare their performance on concept drift adaptation and
class imbalance ratio.

3.3 Datasets Description
In this experiment, we used both artificial and real datasets with different class im-
balance ratios and were affected by both sudden and gradual concept drifts. Five real
data streams are used which are commonly used as benchmark datasets. The real data
streams include Airlines (Air) and Electricity (Elect) as moderately balanced datasets,
and KDDCup and PAKDD as imbalance datasets [27]. Similarly, MOA framework
[20] was used to simulate nine (9) artificial datasets with different types of concept
drifts and class imbalance ratios. It is worth mentioning that 100,000 instances are
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generated for all artificial datasets with 3 and 5 attributes. We introduce sudden and
gradual changes appearing at every 25,000 instances and 10 percent of class noise to
make the learning process more challenging. The details characteristics of the datasets
are given in Table 3.1.

Datasets Instances Attributes Class Ration Noise Drift Type
SEAND 100k 3 - 10% None
SEASD 100k 3 - 10% Sudden Drift
HYPSD 100k 3 - 10% Gradual Drift
Imb1 100k 5 1:1 10% None
Imb2 100k 5 1:10 10% None
Imb3 100k 5 1:20 10% None
Imb4 100k 5 1:100 10% None
SEASC 100k 3 1:1/1:100/1:10/1:1 10% Sudden and Virtual
HYPGC 100k 3 1:1 to 1:100 10% Gradual Drift
MinMaj 100k 5 1:20/20:1 10% Gradual Drift
Air 539k 7 24:30 - Unknown
Elect 45k 8 19:26 - Unknown
KDDCup 494k 41 1:4 - Unknown
PAKDD 50k 30 1:4 - Unknown

Table 3.1: Datasets and their characteristics

3.4 Experiments
In order to evaluate the performance of online-based ensemble methods with their
Chunk-base counterpart, we design an experiment that compares their performance
on concept drift adaptation and class imbalance ratio. The experiment compares and
evaluates the performance of 10 ensemble classifiers for data stream classification as
shown in Table 3.2.

3.4.1 Experimental Settings
To evaluate the performance of the ensemble approaches, a methodology similar to
that described in [26, 27] was used where a prequential evaluation was carried out with
an evaluation method called ImbalancePerformanceEvaluator. Prequential evaluation
is the most commonly used evaluation method in stream learning, where instances
are first used to test and then train a single model. The performance of the ensemble
classifiers was measured using prequential AUC that is more robust to concept drift.
The results were obtained using a sliding window of 1000 instances and performance
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Approaches Description
Chunk-based AWE[160] Accuracy Weighted Ensemble

Learn++.NSE [46] Incremental Learning for Non-Stationary Environment
AUE [24] Accuracy Updated Ensemble
RCD [60] Recurrent Concept Drift
EB [119] Ensemble Building

Online Ensemble DWM [89] Dynamic Weighted Majority
OAUE [25] Online Accuracy Updated Ensemble
LB [18] Leveraging Bagging
OzaBagASHT [19] Bagging with Adaptive-Size Hoeffding Tree
OzaBagADWIN [17] Bagging with Adaptive Windowing

Table 3.2: Ensemble Classifiers for non-stationary data streams

sampling frequencies of 100 instances at a time. All the ensemble classifiers and evalu-
ation methods used were implemented in Java as part of MOA. For ensemble classifiers
with decision tree structure, we used 10 Very Fast Decision Trees (VFDT) [45] as base
learners with Adaptive Naive Bayes leaf predictions with a grace period nmin = 100,
split confidence δ = 0.01, and tie-threshold φ = 0.05 [27]. Similarly, an error-based
pruning strategy was used to Learn++.NSE while for RCD, we used Drift Detection
Method (DDM) [55] as drift detection method. A chunk size of 500 was chosen for
all chunk-based approaches and lastly, we maintain default settings for the rest of the
parameters on all ensemble classifiers.

3.4.2 Experimental Results
Table 3.3 shows the average prequential AUC, individual rank, and average ranks of
all ensemble classifiers under the used datasets. The result of predictive AUC in Table

Datasets AWE Learn++.NSE AUE RCD EB DMW QAUE LB ASHT ADWIN
SEAND 0.87(6) 0.86(9.5) 0.87(6) 0.87(6) 0.86(9.5) 0.87(6) 0.87(6) 0.88(2) 0.88(2) 0.88(2)
SEASD 0.74(7.5) 0.73(10) 0.74(7.5) 0.76(5) 0.74(7.5) 0.74(7.5) 0.78(4) 0.87(1) 0.81(3) 0.83(2)
HYPGD 0.78(7.5) 0.74(10) 0.78(7.5) 0.80(5) 0.76(9) 0.84(2.5) 0.79(6) 0.88(1) 0.82(4) 0.84(2.5)
Imb1 0.99(9) 0.99(9) 0.99(9) 0.99(9) 0.99(9) 1.00(2.5) 0.99(9) 1.00(2.5) 1.00(2.5) 1.00(2.5)
Imb2 0.99(2) 0.69(10) 0.99(2) 0.96(6) 0.86(9) 0.90(8) 0.99(2) 0.94(7) 0.98(4.5) 0.98(4.5)
Imb3 0.99(4.5) 0.97(9) 0.99(4.5) 0.98(7.5) 0.96(10) 0.98(7.5) 0.99(4.5) 0.99(4.5) 1.00(1.5) 1.00(1.5)
Imb4 0.99(6) 0.98(9) 0.99(6) 0.99(6) 0.97(10) 0.99(6) 0.99(6) 1.00(1.5) 1.00(1.5) 1.00(1.5)
SEASC 0.78(4.5) 0.76(9) 0.78(4.5) 0.77(8) 0.75(10) 0.78(4.5) 0.78(4.5) 0.79(1) 0.78(4.5) 0.78(4.5)
HYPGC 0.66(4) 0.62(8) 0.66(4) 0.66(4) 0.64(7) 0.66(4) 0.66(4) 0.67(1) 0.58(10) 0.59(9)
MinMaj 0.99(5) 0.85(10) 0.99(5) 0.99(5) 0.96(9) 0.98(8) 0.99(5) 0.99(5) 1.00(1.5) 1.00(1.5)
Air 0.67(2.5) 0.57(9) 0.67(2.5) 0.64(5) 0.56(10) 0.62(7) 0.63(6) 0.60(8) 0.68(1) 0.65(4)
Elect 0.84(7.5) 0.73(9) 0.84(7.5) 0.87(6) 0.56(10) 0.94(3) 0.94(3) 0.96(1) 0.93(5) 0.94(3)
KDDCup 0.96(6) 0.94(8) 0.92(10) 0.99(4.5) 0.95(7) 1.00(2) 0.93(9) 1.00(2) 1.00(2) 0.99(4.5)
PAKDD 0.61(5) 0.50(10) 0.61(5) 0.60(7) 0.56(8) 0.51(9) 0.62(3) 0.63(1.5) 0.61(5) 0.63(1.5)
Average rank 5.50 7.89 5.79 6.00 8.93 5.54 5.14 2.79 3.43 3.18

Table 3.3: Average Prequential AUC

3.3 shows the following:
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Figure 3.1: Prequential AUC for Concept change datasets

• LB shows the highest performance with the lowest average rank for datasets with
artificial and real concept drift (both sudden and gradual). Learn++.NSE and EB
have the highest average rank that shows the worst performance in all cases as
a result of their difficulty in detecting changes with instances arriving one at a
time as shown in Fig. 6.

• For datasets with different class imbalance ratios, almost all ensemble classifiers
have similar performance unless for the Imb2 dataset where there is variation in
performance as shown in Fig. 3.3. This result indicates the power of AUC as
an evaluation metric for imbalanced datasets and the ability of the classifiers to
cope with changes in class ratio.

• Similarly, for real datasets, LB, OzaBagASHT, and OzaBagADWIN outperform
the rest of the classifiers with Learn++.NSE and EB have the lowest performance
as shown in Fig. 8.

In order to identify whether the ensemble classifiers perform differently based on the
null hypothesis, Friedman’s non-parametric statistical test and Nemenyi’s post hoc test
were used [42]. The null hypothesis that the classifiers have similar performance with
X < 0.00001 and Friedman test value = 87.45 at α = 0.05 level of significance was
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Figure 3.2: Prequential AUC for Imbalance datasets

rejected. In order to verify which ensemble classifiers perform better than the others,
the critical difference was calculated as CD = 3.62. Fig. 3.4 represents the results
of the Nemenyi test by grouping ensemble classifiers that are not significantly differ-
ent. As can be observed from figure 9, the tree-based online ensemble classifiers (i.e.
LB, OzaBagADWIN, and OzaBagASHT) show a significant statistical difference from
two chunk-based approaches (Learn++.NSE and EB) with RCD, AUE, DWM, OAUE,
and AWE group at the middle with values below the critical difference but close to it
when compared with other groups of the classifier. This shows online ensemble ap-
proaches particularly decision tree-based ensemble performs better than chunk-based
approaches for data streams with concept drift and class imbalance problems.

3.5 Summary
This chapter demonstrates a preliminary study conducted to investigate the challenges
faced by online learning algorithms when there is concept drift in the data. Its focus is
on the experimental analysis of concept drift and its corresponding challenges on on-
line ensemble classifiers. The experiment compared Ten (10) ensemble classifiers and
studied their performance in the presence of concept drift and class imbalance, using
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Figure 3.3: Prequential AUC for real datasets

Comparison.jpg Comparison.jpg

Figure 3.4: AUC comparison of ensemble classifiers with Nemenyi test
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artificial and real datasets. In the overall consideration of datasets, LB is the best classi-
fier in terms AUC having the lowest average rank, while EB and Learn++.NSE, has the
lowest performance. The result also shows online ensemble approaches perform bet-
ter than chunk-based approaches and specifically, tree-based ensemble learners have
the highest performance for learning in a non-stationary streaming environment with
concept drift and class imbalance problems.
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Chapter 4
Unsupervised Anomaly Detection
Method for Multivariate time series

4.1 Introduction
Recent advancements in deep learning methods applications to big data collections
open also opportunities to study their applicability to anomaly detection [28]. These
methods used sequential models, and their performance in sequence analysis reported
in multimedia applications [35, 64, 65, 154] enable them to learn the hierarchical dis-
criminatory features and time series temporal nature. In addition, for each time series
point, an anomaly score is calculated which helps in handling the type of anomaly
detection problem. Deep learning-based anomaly detection techniques using Long
Short-Term Memory (LSTM) [4, 97, 103] and other forms of Recurrent Neural Net-
work (RNN) [85, 131], Convolutional Neural Network (CNN) [110], and Autoencoder
[5, 96, 99, 102, 126, 134, 173] demonstrate higher performance over the previously
mentioned prediction-base anomaly detection techniques. Despite their performance
and unsupervised learning approach, they compute the anomaly score by assuming a
distribution usually of Gaussian type on the prediction error, which is either ranked or
threshold to label data instances as anomalous or not. However, an exact parametric
distribution is often not directly relevant in some applications, and the assumption of
any distribution will lead to false anomaly alerts due to high prediction variance. When
outliers exist in the data, they distort and skew means and variance toward them which
affects the detection performance. This direction then leads to the use of uncertainty
in deep learning for anomaly detection in time series data.

The goal of this chapter is to answer RQ1 defined in section 1.1 by exploring the
use of uncertainty and prediction interval to improve prediction performance and re-
duce false positive rates in anomaly detection. To carry out this task, we start by re-
viewing existing research on anomaly detection methods that used prediction intervals
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to address uncertainty in time series prediction and reduce false positive alerts. We
then design an unsupervised model called Deep Quantile Regression Anomaly Detec-
tion (DQR-AD) for anomaly detection in multivariate time series. We developed three
algorithms for each component of the model that includes time series segmentation,
prediction, and anomaly detection. The algorithms are implemented and experiments
are conducted using both real and synthetic datasets to evaluate the algorithms.

4.2 Literature Review
In current literature, various approaches have been developed that used uncertainty
in deep neural networks for anomaly detection. They range from Bayesian approach
[114] to evidential deep learning [6] and interpreting dropout as performing variational
inference [54, 92, 172]. Bayesian NNs are used for estimating both epistemic and
aleatoric uncertainties which place probabilistic priors over network weights and use
sampling to approximate output variance [112]. However, Bayesian NNs face several
limitations, including the intractability of directly inferring the posterior distribution of
the weights given data, the requirement and computational expense of sampling during
inference, and the question of how to choose a weight prior.

In contrast, evidential deep learning formulates learning as an evidence acquisition
process to estimate a continuous target associated with evidence to learn both aleatoric
and epistemic uncertainties [6]. Evidential deep learning is developed by incorporat-
ing the evidential theory into deep neural networks where every training example adds
support to a learned higher-order, evidential distribution. Sampling from this distri-
bution yields instances of lower-order likelihood functions from which the data was
drawn. By training a neural network to output the hyperparameters of the higher-order
evidential distribution, a grounded representation of both epistemic and aleatoric un-
certainty can then be learned without the need for sampling. Instead of placing priors
on network weights, as is done in Bayesian NNs, evidential approaches place priors
directly over the likelihood function. Recently, deep evidential learning has been tar-
geted towards anomaly detection problems where an RNN-based evidential model was
designed to predict future trajectories associated with both data and model uncertain-
ties that are used to detect anomalous trajectories in maritime domain [141]. In an
alternative approach, deep evidential learning is used for human actions recognition
where the Deep Evidential Action Recognition (DEAR) method is developed for open
set action recognition task [11]. The referenced paper used the learned evidence to
quantify the prediction uncertainty for diverse human actions which enable the model
to identify unknown actions where unknown actions will have higher uncertainties.

On the other hand, some probabilistic deep learning models used other methods
to compute Prediction Interval (PI) that quantifies the level of uncertainty associated
with the point forecasts. David et al, [73] proposed an anomaly detection method that
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used an autoregression model and its prediction interval to identify anomalies in en-
vironmental sensor streams. The authors used Student’s t-distribution to calculate the
prediction interval that accounts for uncertainty in both input data and model parame-
ters. They classified a data point as anomalous when it falls outside a given prediction
interval. In contrast, Lingxue and Nikolay [172] argued that the measurement of pre-
diction uncertainty does not depend on only input data and model parameters but rather
combines with model misspecification and inherent noise. They achieved this by using
Monte Carlo dropout to estimate both data and model uncertainties. The estimated
uncertainties are then used to construct a prediction interval using zth standard normal
where values outside the constructed interval are labeled as anomalies. In a similar
context, Legrand et al, [92] investigated how the inclusion of uncertainty in the com-
putation of anomaly score improves the performance of anomaly detection using au-
toencoder. They do that by developing a new anomaly score function that is weighted
with uncertainty as opposed to the Bayesian score function introduce in [172]. This
approach is computationally demanding and imposes strong requirements.

In order to minimize the computational requirements, Reunanen et al [126] pro-
posed another unsupervised anomaly detection method that combines Autoencoder
and Logistic Regression for outlier detection and prediction in sensor data streams.
The Autoencoder reconstructs the input data and produces a hidden representation of
the input that can be used to create the required labels for Logistic Regression to clas-
sify anomalous points. The outlier is identified as extreme values that exceed a limit of
three standard deviations defined using Chebyshev’s inequality or any deviation in the
correlation of data features. Although no assumption of the distribution of the data is
required the method assumes the descriptive statistics (γ and µ) of the unknown normal
values to be initially defined. It is also assumed that the feature value of the initial data
point has non-zero variance often which the scaling limits for outlier detection cannot
be defined. In contrast, a probabilistic forecasting model that returns a full conditional
distribution was proposed in [129]. The authors introduced probabilistic forecasting
using an autoencoder model that directly outputs parameters of Negative Binomial and
Gaussian likelihoods for real-valued time series. This shows the probabilistic forecasts
were also achieved by the assumption of a Gaussian distribution on the prediction er-
ror. Most of these methods used mean square error as the loss function which is always
minimized to the normal distribution in their regression task. However, an exact para-
metric distribution is often not relevant in applications which will lead to false anomaly
alerts due to high prediction variance.

In contrast, Quantile Regression models are trained to minimize quantile loss which
is useful in areas of application where it is difficult to define a parametric distribution
on the residuals [3]. Quantile regression aims at forecasting conditional quantiles that
are given an input sequence and can produce a probabilistic forecast without making
any distributional assumption. An attempt was made to use quantile regression for
anomaly detection [104] but it is limited to the use of quantile interval to identify only
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uncertainties in the data. This limitation led to the research investigation of whether
the estimation of uncertainty in prediction using quantile regression will increase the
prediction performance and reduce false anomaly alerts. This results in the develop-
ment of an improved quantile regression anomaly detection model (DQR-AD) in this
chapter. Such a model is most welcome in applications requesting better-informed
decisions and mitigating false anomaly alerts.

4.3 The Proposed DQR-AD Model
This section presents a detailed description of the proposed (DQR-AD) model. DQR-
AD takes the advantage of quantile regression which allows us to get the forecasts
at different quantile levels, hence drawing a more comprehensive of the forecasted
moment of the time series. The use of quantile regression not only makes it easy to
get multiple quantile forecasts but also allows the computation of Prediction Interval
(PI) which can be used for anomaly detection. PI quantifies the level of uncertainty
associated with the point forecasts, thereby offering an interval of confidence for a
prediction of lower and upper bounds. The model consists of three modules, which
include: time series Segmentation, time series Prediction, and Anomaly Detection. A
detailed concept of these modules is depicted in Fig. 5.1 and described in the following
subsections.

4.3.1 time series Segmentation
This section presents the time series Segmentation module which is used to segment
time series into overlapping windows which works as follows: Consider a multivariate
time series x = x1, x2, . . . , xt, where t is the length of the time series and each point
xiR

m (for i = 1. . . t) in the time series is an m-dimensional vector corresponding to
the m features or sensor channels read at time t. A sliding window method is used to
segment the time series into two sequences of overlapping windows of size l. First,
is a history window (hw) = xt−l, . . . , xt−1, xt of length l which defines the number of
previous time stamps in history that will be used as input to the model. Second, is the l-
steps predicted window (pw), which represents the number of time steps to be predicted
where the number of dimensions d being predicted is 1 < d < m. For example, given
a history window of five previous time steps hw = 5 and one step ahead prediction
window pw = 1 will result in equation (4.1) below:

xt−4, xt−3, xt−2, xt−1, xt → xt+1 (4.1)

In a regression problem, the left-hand side of equation (??) serves as input data to the
model and the right-hand side as the output which is treated as a label to the input data.
In this research, the aim is to predict the next time step value for a single channel (i.e.
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Figure 4.1: Schematic representation of DQR-AD method that involves time series
segmentation, prediction, and anomaly detection

d = 1 and pw = 1) which resulted in a single scaler prediction ȳt to be generated for
the actual value at each step t. Detailed steps involved in time series segmentation are
given in Algorithm 1. The Algorithm receives as input a sequence of time series, the
number of time steps which represent the size of the history window, and a number of
features. It then loops through the sequence segmenting it into a subsequence of history
and prediction windows which are stored in two different lists. The Algorithm returns
these two lists as output. To reduce the dynamic range of the signal and enhance the
performance of the regression model, the min-max normalization method is applied
to the output from Algorithm 1 before passing it to the next module. Normalization
is important for the numerical stability of training deep neural networks, particularly
because time series prone to anomalies can have unbounded records. It also provides
more emphasis on the temporal pattern of time series and has been shown to be useful
for sequence mining [95]. The sequence of both history and prediction windows are
scaled between 0 and 1 (xij ∈ [0, 1]) where j = 1 to m, as shown in equation (4.2).

xi =
xi − xmin
xmax − xmin

(4.2)

where xmax and xmin are vectors that contain the minimum and maximum values of
the features. The scaling is done for each point per feature.
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Algorithm 1 time series Segmentation

1: Input: Sequence S, STt=0, n steps, n features.
2: Output: x (list history window (hw)) and y (list of prediction window (pw)).
3: for i← 0 to len(S) do
4: end ix← i+ n steps.
5: if end ix(Len(S))− 1
6: break.
7: else do.
8: x← S[i : end ix]
9: y ← S[end ix]

10: end if
11: end for
12: return x, y

4.3.2 time series Prediction
This section describes a time series Prediction module that involves Deep Quantile re-
gression (DQR) that uses the history window (hw) to forecast the quantiles of the next
time step (pw). The section starts with a description of DQR process which works as
follows: The DQR model is built using multilayered LSTM-based RNNs. The choice
of LSTM is motivated by its performance in forecasting time series points and its abil-
ity to extract long-term patterns in the time series [58]. However, this research work
focuses on developing a prediction model, which can forecast time series points con-
sidering uncertainty. This is achieved via quantile regression that generates quantiles
as opposed to pointing estimates in ordinary LSTM model [58]. Quantile regression is
used because it predicts conditional quantiles of the target distribution which produces
an accurate probabilistic forecast without making any distributional assumptions [164].
To perform quantile regression on LSTM, the custom Quantile Loss (QL) function is
created which penalizes errors based on the quantile and error’s sign. In Quantile
Regression, models are trained to minimize the QL and by minimizing this loss, the
model can learn to predict the normal behavior of the time series. To estimate un-
certainty, the DQR model focuses on predicting extreme values (lower (10th), upper
(90th), and classical (50th) quantiles).

However, one of the complexities of estimating uncertainties in LSTM using QR
is uncertainty due to internal weights initialization, which results in quantiles overlap-
ping. To handle this problem, bootstrapping is employed. This allows the regression
model to be iterated n times, thereby storing the predicted values in an array which is
finally used to compute the desired quantiles. By computing upper and lower quan-
tiles, the model is considered to have covered the range of possible values. The size
of this range can be small when the model is sure about the future and big otherwise.

54



4.3 The Proposed DQR-AD Model

This behavior is used to enable the model to detect abnormal values from the test set
as described in the next section. Detailed steps of time series prediction based on the
developed model are given in Algorithm 2. The Algorithm receives as input the list
of history and prediction windows which is used to train and fit the model for quantile
regression. The model predicts the quantile values for each next time step based on the
history. To achieve this, a quantile loss function is created which is integrated with the
LSTM model. To have an optimal result, bootstrapping is employed where the model
is iterated 100 times predicting and storing the quantile values in an array. Thus, the
output of this algorithm is an array of predicted quantiles.

4.3.2.1 LSTM Network Architecture

An extensive experiment is carried out to finalize the model architecture and its param-
eters. Grid [124] and random [15] optimization search strategies are commonly used
for hyper-parameters selection in DNN [14]. Although the random search strategy has
a lower computational cost, it involves uncertainties during the search process [34]. As
such, we used a grid search strategy due to its simplicity and being deterministic. Sim-
ilarly, we adopted the strategy to avoid the possibility of having an improved anomaly
detection performance which was induced by the optimization algorithm. The detailed
procedure adopted for the model parameter selection is described below:

1. Training and validation data were prepared using normal time series data

2. Search candidate sets were configured for each hidden layer with sequence from
16 to 512 with a step size equal to 16

3. A loop is executed to train LSTM using training data, and then apply trained
LSTM on validation data to obtain VAMSE under all possible combinations of
the parameters candidates.

4. We then choose the model parameters 16 and 64 which have the minimal VAMSE.

Therefore, the proposed model consists of four hidden layers that include input, output,
and two hidden layers for the prediction of quantile values as shown in Fig. 4.2. The
input layer has l input nodes corresponding to segmented time series into l window
vectors which represent the hw. The first and second hidden layers are composed of 64
and 16 nodes respectively, which is followed by an element-wise activation function
ReLU. These fully connected layers learn the pattern of the time series and pass it to
the next layer for generating the forecasts. At last, the output layer is a fully connected
dense layer with its nodes connected to all nodes in the previous layers. This last layer
produces the predicted quantiles of the next timestamp with a number of nodes equal
to the size of pw. For the model predicting only the next time stamp, the number of
output nodes is 1.
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Algorithm 2 time series Prediction using DQR Model
1: Input: list x and list y.
2: Output: array of lowerQuantile, array of classQuantile, array of upperQuantile.
3: function q loss(q, y, f )
4: e← (y − f)
5: loss← mean(maximum(q × e, (q − 1)× e), axis = −1)
6: return loss
7: end function
8: losses ← [lambda y, f : q loss(0.1,y,f ), lambda y, f : q loss(0.5,y,f ), lambda y,
f : q loss(0.9,y,f )].

9: inputLayer← (x.shape[1], x.shape[2])
10: lstmLayer1← LSTM(64, return sequence=True, dropout=0.3)(inputLayer, train-

ing=True)
11: lstmLayer2← LSTM(16, return sequence=True, dropout=0.3)(lstmLayer1, train-

ing=True)
12: lstmLayer3← Dense(50)(lstmLayer2)
13: output 10← Dense(1)(lstmLayer3)
14: output 50← Dense(1)(lstmLayer3)
15: output 90← Dense(1)(lstmLayer3)
16: lstmModel←Model(inputLayer, [output 10, output 50, output 90])
17: lstmModel.compile(loss=losses, optimizer=adam, loss weights=[0.3, 0.3, 0.3])
18: lstmModel.fit(x, [y, y, y])
19: forecastModel ← K.function([lstmModel.layers[0].input, K.learning phase()],

[lstmModel.layers[-3].output, lstmModel.layers[-2].output, lstmModel.layers[-
1].output])

20: lowerQuantile← [ ]
21: classQuantile← [ ]
22: upperQuantile← [ ]
23: for i← 0 to 100 do
24: ȳ ← forecastModel([x, 0.5])
25: lowerQuantile← ȳ[0]
26: classQuantile← ȳ[1]
27: upperQuantile← ȳ[2]
28: end for
29: return lowerQuantile, classQuantile, upperQuamtile
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Figure 4.2: DQR model network architecture for time series prediction

In comparison with other proposed model parameters, [103] used stack LSTM ar-
chitecture where one unit is used in the input for each feature. Similarly, the number of
predicted points multiplied by the number of features is used as the units in the output
layer. In [126] the number of hidden neurons is varied in an autoencoder from 2 to 10
to provide an extensive evaluation of their model. While two convolution layers each
followed by a max-pooling layer are used in [110]. The number of nodes in the input
layer is equal to the size of the window and the output layer has only one node because
the model is predicting the next time stamp. Similar to our model, each convolution
layer is composed of 32 filters followed by an element-wise activation function Relu.
Although these models used stacking recurrent hidden layers that capture the structure
of time series, none of them combined it with quantile regression for predicting time
series and using it for anomaly detection.

4.3.2.2 Quantile Loss

The proposed LSTM structure has the ability to generate point or probabilistic fore-
casts depending on the loss function. In regression problems, the most commonly used
loss function is mean square error. When an LSTM prediction model is created that
minimizes this loss, then it is predicting the mean value of the output which may have
been noisy in the training set. This model the average behavior of the sequence, which
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is useful but gives less information about the forecasts. Quantile regression provides
forecasts at different quantile levels which draw a more comprehensive picture of the
forecasted moment. Quantile regression can be achieved on LSTM using a quantile
loss which is defined in equation (4.3).

L(ξi|α) =

{αξi ifξi≥0

(α−1)ξi ifξi<0

(4.3)

where α is the required quantile with values between 0 and 1 and ξi = yi − f(x)i with
f(x)i) as the predicted quantile and yi as the observed value for the corresponding
input x. To create a quantile loss for the entire dataset, the average of the quantile loss
for an individual point is taken, as shown in equation (4.4).

L(y, f |α) =
1

N

N∑
i=0

L(yi − f(xi)|α) (4.4)

4.3.3 Anomaly Detection and Classification
This section presents Anomaly Detection and Classification module which classify
anomalous points in time series data. The anomaly detection process is described as
follows: Given the model predicted quantiles from the previous section, a time series
point can then be identified as anomalous using the QI. The QI is computed as a vector
of difference between upper and lower quantiles (90 -10 quantiles range). It is expected
to have a small interval when the model knows about the future and on the contrary,
to have uncertainties when there is a bigger interval. This is because the model is
not trained to handle this type of scenario and is unable to detect such changes in the
data that can result in anomalies. The QI is used as an anomaly score: large values
flag-up similarly relevant anomalies for the given timestamp. However, this module
is expected to clarify the threshold based on the time series type: a limitation and
constraint for most anomaly detection techniques. When the QI related to a point in
time is greater than the threshold, that point is classified and flagged up as an anomaly.
According to the literature, [73, 114], two strategies are used for flagging abnormal
data which includes: Anomaly Detection (AD) and Anomaly Detection and Mitigation
(ADAM). In order to allow continuous detection of an anomaly, AD is chosen in this
method as against ADAM, which faces the problem of false alarms for dynamic data
[114]. Detailed steps of the anomaly detection process are given in Algorithm 3. The
Algorithm receives input arrays of lower and upper quantiles from the previous module
and a fixed threshold value. Quantile interval is then computed as a difference between
upper and lower intervals. The QI is compared with the threshold to classify anomalies
that are given as output. The output is given as an array of anomalous points.
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Algorithm 3 Anomaly Detection and Classification
1: Input: threshold, lowerQuantile, upperQuatile.
2: Output: array of anomalous class.
3: anomaly← []
4: QI← (upperQuantile - lowerQuantile)
5: if QI > threshold
6: anomaly← 1.
7: else do.
8: anomaly← 0
9: end if

10: return anomaly

4.4 Dataset Description

4.4.1 NAB (Numenta Anomaly Benchmark) Dataset
NAB dataset [90] is a publicly available streaming benchmark dataset released by Nu-
menta and available in their repository 1. The benchmark dataset has been widely used
in literature for evaluating anomaly detection techniques [2, 131]. This dataset contains
58 data streams, each with 1000 - 22,000 records. The dataset contains real data from
different application domains: road traffic, network utilization, online advertisement,
sensors on industrial machines, and social media, and some artificially generated data
files that demonstrated some anomalous behaviors that are not present in the real data.
Each dataset file records have time stamps and data values with anomaly labels stored
in a separate set of files. An additional column is created in each dataset that holds an
anomalous label for each data point. The labels are created either based on the known
root cause or as a result of labeling procedures defined in [2]. Although NAB contains
labeled streaming anomaly detection datasets, it is faced with some challenges, which
may affect point anomaly detection [140]. First, each label of an unusual point depends
on the defined anomalous window. This means when one data point within the window
is an anomaly, all other data points in that window are also abnormal. Secondly, most
of the data files have different data distributions where the distribution of a few times-
tamps is quite different from the distribution of the remaining time series. The second
challenge affects the choice of training and test sets which may come from different
distributions and will have a negative impact on the training and evaluation of time
series models. However, this characteristic becomes the main reason why we selected
this dataset to evaluate the performance of our model in handling uncertainties due to
model misspecification, as discussed in section 3. Figures 4.3 and 4.4. shows normal
time series samples with anomalous points from machine temperature and ambient

1https://github.com/numenta/NAB
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Figure 4.3: A Sample of Normal time series (blue line) with anomalous point (vertical
red dashed line) from Machine Temperature Dataset

Figure 4.4: A Sample of Normal time series (blue line) with anomalous point (vertical
red dashed line) from Ambient Temperature Dataset

temperature datasets respectively.

4.4.2 ECG Dataset
Since NAB datasets have fewer anomalies, we used ECG data with a relatively large
number of anomalous points. ECG data is an anomaly benchmark dataset from the
MIT- BIH Arrhythmia Database 1. The dataset consists of 47 ECG records which are
slightly over 30 minutes long from 47 patients studied by the BIH Arrhythmia Labo-
ratory. Literature [36, 108] shows 23 of the recordings were chosen at random from
a set of 4000 24-hour ambulatory ECG recordings collected from a mixed population
of inpatients (about 60%) and outpatients (about 40%) at Boston’s Beth Israel Hospi-
tal; the other 25 recordings were selected from the same set to include less common
but clinically significant arrhythmia’s that would not be well-represented in a small
random sample. According to [108], the records were digitized at 360 samples per
second per channel with 11-bit resolution over a 10 mV range. Two or more cardiolo-
gists independently annotated each record; disagreements were resolved to obtain the
computer-readable reference annotations for each beat (approximately 110,000 anno-
tations in all) included with the database.

1https://www.physionet.org/content/mitdb/1.0.0/
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4.4.3 sMAP Dataset
sMAP is a real sensor data that consist of the reading of electrical sensors from an
elevator in Cory Hall at the University of California, Berkeley. The dataset contains
five unlabeled time series (SMAP1 to SMAP5) each one having 20,000 data points and
four features. The dataset is retrieved using a python public front end 1. To label the
time series and ease the computation of evaluation metric for our algorithm, we used
the same procedure as in [126] where the value of the random features of a data point
is swapped. This approach preserves the order of the data points and helps in providing
an access to the anomalies during evaluation.

4.5 Experiments
This section covers the extensive experiments conducted to test and compare the per-
formance of DQR-AD with eight anomaly detection methods that model prediction er-
rors using Gaussian distribution to identify anomalies. These methods includes LSTM-
AD [103], Deep LSTM-AD [32], DeepAnT [110], NumentaTM [2], ContextOSE [71],
EXPoSE [132], AE [126], VAE-LSTM [96]. The experiment is conducted using real
and synthetic datasets from the different application domains. We divided the experi-
ment into three parts which are based on NAB, ECG, and sMAP benchmark datasets.
Each experiment starts with experimental setups and ends with results and discussion.
All experiments are carried out on the same computer with an Intel Pentium core i7
processor, Windows OS, and deep learning libraries on python and anaconda 3.7.

4.5.1 Part I Experiment: NAB Dataset
4.5.1.1 Experimental Setups

In this subsection, we provide a detailed description of how the experiment is con-
ducted. Two levels of the same experiment are conducted in this section. On the first
level, DQR-AD is evaluated and compared with four time series anomaly detection
methods based on precision and recall using 20 NAB time series from different do-
mains. In this experimental work, the same time series reported in [110] is used. On
the second level of the experiment, a detailed analysis of five state-of-the-art meth-
ods and compare them with DQR-AD on the whole NAB benchmark datasets. For the
anomaly detection part, AE and VAE-LSTM are evaluated on the same settings and pa-
rameters with DQR-AD; while for the remaining methods, we used the same settings
and parameters as stated in [110]. For this detailed evaluation, we used F-score (4.5)
to report the overall performance of the anomaly detection methods. F-score is the

1https://pythonhosted.org/Smap/en/2.0/pythonaccess.html
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most commonly used metric to evaluate the performance of anomaly detection meth-
ods [110]. Since NAB records have multiple time series related to different application
domains, the average F score is reported for each method in relation to each domain:

F score = 2× Precision×Recall
Precision+Recall

(4.5)

4.5.1.2 Training and Test Data Construction

To train the model for time series prediction, we first split each time series into 80%
as the training set and the rest of the 20% data as a test set. We further split the
training set and used 20% of it for validation. A sliding window technique is used
to segment both the training, test and validation sets into history (hw) and prediction
window (pw). Although, literature shows the NAB anomaly scoring technique to be
based on anomaly windows which is chosen to be 10% of the number of instances in
the datasets, divided by the number of anomalies in a given dataset [2]. But, Singh
and Olinsky [140] have argued that the window size cannot be chosen in this way in
many real-world settings which gives room for proposing a different way of selecting
window size depending on the problem scenario. In this paper, we choose the size of
the window through computing auto-correlation which shows the presence of either
daily, hourly, or weekly patterns in all the time series. For example, in nyc taxi and
time series, the taxi demand seems to be driven by a weekly trend which was proved
by computing auto-correlation as shown in Fig. 4.5. As such, a daily history window
of size 24 timestamps (one observation every hour) and a prediction window of size
1 were chosen for predicting only one timestamp based on previous daily timestamp
points. We also used the same 20% test split and the same window size for all the
anomaly detection methods we used in our comparisons. Finally, the segmented time
series are normalized and passed as input for model training, validation, and testing.

4.5.1.3 Model Training and Validation

The training and validation set from the previous step are used for model training and
validation. Since this is an unsupervised approach, we do not use any label information
in the training process. Instead, for each window of previous timestamps, only the next
timestamp is predicted and serves as the target. Both the training and validation sets
are also reshaped into a 3-dimensional format as required by the model. We train the
model using mini-batch gradient descent where a batch size of 128 is used and 50
epochs. At each iteration of the epoch, the training and validation loss is captured and
stored which is later plotted as shown in Fig. 4.6.
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Figure 4.5: Autocorrelation of 10 weeks depth for nyc taxi time series data

Figure 4.6: DQR Model training and validation loss for nyc taxi time series data
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4.5.1.4 Model Testing and Prediction

To produce the predicted quantiles for an entire time series test set, we make use of
bootstrapping in the prediction phase by reactivating the dropout in our network and
iterating the prediction 100 times, thereby storing the predicted values in an array
which is finally used to compute the desired quantiles. By computing upper and lower
quantiles, the model is considered to have covered the range of possible values. This
behavior is used to enable the model to detect abnormal values from the test set as
described in the next section.

4.5.1.5 Anomaly Detection and Classification

This part of the experiment shows how QI can be used for anomaly detection and
classification. The quantile values predicted in the previous step are used to compute
QI which is used in computing an anomaly score. The value of QI is low when the
model understands the pattern of the time series and is higher in a period of uncertainty.
This behavior is used to classify anomalies by setting up a threshold value based on
the time series pattern. Finding the best threshold is very important for evaluation.
Each time series in the NAB dataset has its own characteristics and finding a generic
threshold that works for all the time series is not a straightforward task. As such, we
used the validation data to set a threshold for each time series. This is achieved by
choosing a value that provides a reasonable trade-off between precision and recall of
the predicted results on validation data as shown in Fig. 4.7. The threshold value is
then used to classify anomalous points in the test data. Detailed experimental results
and performance of the method in comparison with other anomaly detection methods
are given in the next section.

4.5.1.6 Experimental Results and Discussions

Figure 4.8 shows DQR-AD anomaly detection result from the test set of nyctaxi dataset:
The actual time series is depicted in red lines and QI in blue dots. It can be seen in
this example; the QI goes high in the period of uncertainties (circled in green). We
used this behavior to set up a threshold value of 17000 which is the maximum trade-
off value between precision and recall of the validation set as indicated in the previous
section. The threshold value is then used for classification in the test data. The test
data contains 3 anomalous points with classification results shown in Fig. 4.9. where
the actual normal points are depicted in blue and abnormal points in orange with a red
line indicating the threshold used by DQR-AD for classification of anomalies. True
Positive and False Positive values are depicted with points above the threshold line
in orange and blue, respectively. To have a better look at the classification result, a
confusion matrix is shown in Fig. 4.10. The confusion matrix shows that DQR-AD
method was able to identify one anomalous point with only 4 false positives. When
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Figure 4.7: A trade-off between precision and recall used for setting up a threshold
value for nyc taxi time series data

compared with the LSTM-AD method on the same time series and under the same
settings, it shows the same performance in terms number of anomalies identified (True
Positive) but with a higher rate of false positive value equal to 21 as shown in the
second confusion matrix in Fig. 4.11.

As indicated in the above figures, the classification result of DQR-AD is signifi-
cantly better than that of LSTM-AD in terms of false positive values which is the main
problem that this chapter addresses. On a more detailed level, Table 4.1 shows the
results of the first level of the experiment. It can be observed from this table that DQR-
AD obtained relatively better precision and recall than other methods in almost all the
time series with only one case where precision and recall is 0. This demonstrates its
ability in detecting a higher number of anomalies with low false positive rates. On the
other hand, Table 4.2 shows the result of the second level experiment where the mean
F score for the three algorithms is reported on the whole NAB dataset. As indicated
in the table, DQR-AD outperforms other methods in all domains except one (i.e. Real
AWS Cloud Watch) where DeepAnT has better performance with a relatively small
margin. DQR-AD is approximately 2 – 3 times better than the DeepAnT which per-
forms better than LSTM-AD for different domains in the NAB dataset. In Table 4.2
the results are described by the mean F score for each domain of the NAB benchmark
dataset. As indicated in the table, DQR-AD outperforms other methods in all domains
except in two domains (i.e., real known cause and real AWS cloud watch) where VAE-
LSTM and DeepAnT, respectively, have better performance with a relatively small
margin. It is therefore clear that DQR-AD outperforms both other methods on 4 out of
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Figure 4.8: For nyc taxi dataset, actual time series values (red) plotted against the QI
(blue) to show periods of uncertainties (circled in green) in the test set

Figure 4.9: Using a threshold value of 17000 for anomaly detection in nyc taxi time
series data
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Figure 4.10: Confusion Matrix for DQR-AD Method

Figure 4.11: Confusion Matrix for LSTM-AD Method
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6 domains from the table.
NAB Dataset NumentaTM ContextOSE DeepAnT VAE-LSTM DQR-AD

Precision Recall Precision Recall Precision Recall Precision Recall Precision Recall
Real Known Cause nyc taxi 0.85 0.006 1 0.002 1 0.002 0.961 1 1 0.33

ambient temperature 0.05 0.006 0.33 0.001 0.26 0.06 0.806 1 1 0.06
cpu utilization 0.52 0.01 0.12 0.001 0.63 0.36 0.694 1 1 0.5
ec2 request latency 1 0.009 1 0.009 1 0.04 0.993 1 1 0.7
machine temperature 0.27 0.004 1 0.001 0.8 0.001 0.559 1 0.5 0.5
rogue agent key hold 0.5 0.005 0.33 0.005 0.34 0.05 0.02 0.1 1 0.05
rogue agent key updown 0 0 0 0 0.11 0.001 0.11 0 0.5 0.1

Real Ad Exchange exchange 2 cpc results 0 0 0.5 0.006 0.03 0.33 0 0 0.7 0.11
exchange 3 cpc results 1 0.007 0.75 0.02 0.71 0.03 0 0 1 0.33

Real Tweets Twitter volume GOOG 0.38 0.005 0.75 0.002 0.75 0.01 0.03 1 0.83 1
Twitter volume IBM 0.22 0.005 0.37 0.002 0.5 0.005 0 0 1 0.1

Real Traffic occupancy 6005 0.2 0.004 0.5 0.004 0.5 0.004 0.01 1 1 0.1
occupancy t4013 0.66 0.008 1 0.008 1 0.036 0.11 0.5 1 0.48
speed 6005 0.25 0.008 0.5 0.004 1 0.008 0 0 1 0.5
speed 7578 0.6 0.02 0.57 0.03 1 0.07 0.01 0.33 1 0.25
speed t4013 0.8 0.01 1 0.008 1 0.08 0 0 1 0.20
TravelTime 387 0.33 0.004 0.6 0.01 1 0.004 0 0 0 0
TravelTime 451 0 0 1 0.005 1 0.009 0.10 1 1 0.25

Real AWS Cloud Watch ec2 cpu utilization 5f5533 1 .01 1 0.005 1 0.01 0.06 1 1 0.23
rds cpu utilization cc0c531 1 0.002 1 0.005 1 0.03 0 0 1 0.33

Table 4.1: Comparative evaluation of DQR-AD with four anomaly detection methods
(NumentaTM, ContextOSE, DeepAnT, and VAE-LSTM) on 20 NAB time series from
different domains. Precision and Recall is reported in this table

NAB Dataset ContextOSE EXPoSE NumentaTM VAE-LSTM DeepAnT DQR-AD
Real Known Cause 0.005 0.005 0.012 0.629 0.200 0.408
Real Ad Exchange 0.022 0.005 0.035 0.006 0.132 0.301
Real Tweets 0.003 0.003 0.010 0.011 0.075 0.280
Real Traffic 0.02 0.011 0.036 0.060 0.223 0.376
Real AWS Cloud Watch 0.007 0.015 0.018 0.002 0.146 0.031
Artificial With Anomaly 0.022 0.004 0.017 0.012 0.156 0.276

Table 4.2: Comparative evaluation of DQR-AD with five other anomaly detection
methods (ContextOSE, EXPoSE, NumentaTM, DeepAnT, and VAE-LSTM) applied
to entire NAB dataset using mean F score for each domain

4.5.2 Part II Experiment: ECG Dataset
In order to evaluate the proposed model with a dataset that has a larger number of
anomalies, ECG data were used in this part of the experiment. We compare the per-
formance of the proposed model with LSTM-AD [103] and Deep LSTM-AD [32] that
used the same ECG dataset in their evaluation.

4.5.2.1 Experimental Setup

We used the same setting in the part 1 experiment where our proposed model is trained
using an 80-20 splitting pattern. Similarly, an additional 20% from the training set
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is used for validation. Both the training, test and validation sets are segmented into
history (hw) and prediction window (pw). The size of the history window is set-up
daily window of size 24 timestamps (one observation every hour). A prediction win-
dow of size 1 was chosen for predicting only one timestamp whereas for each window
of previous timestamps only the next timestamp is predicted. We maintained the un-
supervised learning in the training process of both algorithms by removing the class
label and considering for each window of previous timestamps, only the next times-
tamp is predicted and serves as the target. We adopted the parameter settings in [103]
for LSTM-AD, while on the other hand, we used the same parameter settings in the
previous part of the experiment for DQR-AD. The performance of the two models is
reported using F Score, Precision, and Recall.

4.5.2.2 Experimental Results and Discussion

In order to compare the performance of our propose method with LSTM-AD in terms
of the number of anomalies detected, a confusion matrix is shown for both methods that
indicate the classification results from the test set of MBA ECG14046 data 8 datasets.
The confusion matrix for DQR-AD is shown in Fig. 4.12 which shows that the DQR-
AD method was able to identify 26 anomalous points with only 33 false positives.
When compared with the confusion matrix for the LSTM-AD method in Fig. 4.13 on
the same dataset, it shows a better performance in terms number of anomalies identified
(176 True Positive) but with a higher rate of false positive value equal to 283 as shown
in the second confusion matrix

As indicated in the two figures, the classification result of DQR-AD is significantly
better than that of LSTM-AD in terms of false positive values which is the main prob-
lem that this chapter addresses. On a more detailed level, Table 4.4 shows a higher level
performance result of the methods in terms of F Score, Precision, and Recall. It can
be observed from this table that, although LSTM-AD method has better performance
in almost all the time series, DQR-AD obtained relatively better than Deep LSTM-AD
method. This demonstrates its ability in detecting a higher number of anomalies with
low false positive rates compared to LSTM-AD.

4.5.3 Part III Experiment: sMAP Dataset
In this part of the experiment, we tested and evaluate our method using sMAP dataset
which is used in [126].

4.5.3.1 Experimental Setup

We maintained the same setting as previous parts of experiments where our proposed
model is trained using 80-20 splitting pattern. Similarly, an additional 20% from the
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Figure 4.12: Confusion Matrix for DQR-AD Method on MBA ECG14046 data 8

Figure 4.13: Confusion Matrix for LSTM-AD Method on MBA ECG14046 data 8
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training set is used for validation. Both the training, test and validation sets are seg-
mented into history (hw) and prediction window (pw). The size of the history window
is set up daily window of size 24 timestamps (one observation every hour). A predic-
tion window of size 1 was chosen for predicting only one timestamp whereas for each
window of previous timestamps only the next timestamp is predicted. We maintained
the unsupervised learning in the training process of both algorithms by removing the
class label and considering for each window of previous timestamps, only the next
timestamp is predicted and serves as the target. For AE, we used 2 and 10 hidden neu-
rons to provide an extensive evaluation of the outlier detection algorithm as indicated
in [126]. While on the other hand, we used the same parameter settings in the previous
part of the experiment for DQR-AD. In this part of the experiment, AUROC is used as
a metric to measure the performance of our model. Similar to [126], the performance
evaluation is repeated 10 times which enables the evaluation of our learning algorithm
for the data stream. An average AUROC for the ten repetitions is reported for each
time series in Table 4.4.

4.5.3.2 Experimental Results and Discussion

Table 4.4 reports the outlier detection performance of DQR-AD compared with AE
on the sMAP dataset (SMAP1 to SMAP5). Each cell of the table contains an average
AUROC value of ten repetitions. It can be observed from the table, both algorithms
achieved AUROC values that exceed 0.8 which shows they all succeeded in detecting
anomalies in sensor streams. However, the result in Table 4.4 demonstrates good per-
formance of DQR-AD where out of the five-time series (SMAP1 to SMAP5), DQR-
AD is 10% better in performance than AE on three datasets (SMAP1, SMAP3, and
SMAP5) and relatively equal performance on the remaining two datasets which have
a higher level of noise. This demonstrates the ability of DQR-AD in consistently pro-
vide accurate results on different datasets and experimental settings. The use of sMAP
time series with 4-dimensional features demonstrates the applicability of our proposed
approach in multivariate time series data.

4.6 Summary
This chapter presents a deep learning-based anomaly detection method for the detec-
tion and classification of anomalies in time series data. Deep Quantile Regression
Anomaly Detection (DQR-AD) is unsupervised and does not require any assumption
of the regular data distribution to identify anomalous data points. Instead, the method
used Quantile Interval which quantifies the level of uncertainties associated with the
LSTM point forecasts and helps mitigates false anomaly alerts. The proposed method
can detect sudden spikes in time series: this particular challenge is generally missed
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in reports listed in the literature review section that propose other distance and density
anomaly detection methods.

In the first part of the experiment, DQR-AD is evaluated on the NAB bench-
mark dataset containing 58 real and synthetic time series and compared with 6 other
prediction-based anomaly detection methods that assume normal distribution on pre-
diction or reconstruction error for identification of anomalies. The experimental results
as shown in Table 1 indicates that DQR-AD obtained relatively better precision than
all other methods. This demonstrates DQR-AD is capable of detecting a higher num-
ber of anomalous points with low false positive rates. Similarly, the results in Table
2 show DQR-AD to be approximately 2 – 3 times better than the DeepAnT which
performs better than all the remaining methods on all domains in the NAB dataset.
This demonstrates our approach can be practically applied to the time series with large
amounts of unlabeled data. In the second part of the experiment, DQR-AD has 10%
better performance than AE on three datasets (SMAP1, SMAP3, and SMAP5) and
equal performance on the remaining two datasets (SMAP2 and SMAP4) with rela-
tively higher levels of noise. The use of sMAP time series with 4-dimensional features
demonstrates the applicability of DQR-AD on multivariate time series data.
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ECG Dataset LSTM-AD Deep LSTM-AD DQR-AD
F Score Precision Recall F Score Precision Recall F Score Precision Recall

MBA ECG14046 data 1 0.085 0.314 0.049 0.002 0.088 0.001 0.001 0.125 0.001
MBA ECG14046 data 2 0.072 0.458 0.039 0.002 0.278 0.001 0.002 0.316 0.001
MBA ECG14046 data 3 0.097 0.603 0.053 0.011 0.444 0.005 0.01 0.441 0.005
MBA ECG14046 data 4 0.087 0.383 0.049 0.002 0.333 0.001 0.004 0.186 0.002
MBA ECG14046 data 5 0.119 0.680 0.065 0.009 0.434 0.005 0.005 0.351 0.003
MBA ECG14046 data 6 0.126 0.207 0.090 0 0 0 0 0 0
MBA ECG14046 data 7 0.086 0.120 0.067 0.004 0.020 0.002 0.002 0.010 0.001
MBA ECG14046 data 8 0.109 0.370 0.064 0.003 0.148 0.001 0.004 0.128 0.002
MBA ECG14046 data 9 0.033 0.035 0.030 0 0 0 0 0 0
MBA ECG14046 data 10 0.164 0.351 0.107 0.001 0.048 0.001 0.001 0.045 0.001
MBA ECG14046 data 11 0.132 0.336 0.082 0.002 0.118 0.001 0.004 0.148 0.002
MBA ECG14046 data 12 0.095 0.163 0.067 0 0 0 0 0 0
MBA ECG14046 data 13 0.176 0.682 0.101 0.005 0.381 0.003 0.006 0.357 0.003
MBA ECG14046 data 14 0.171 0.392 0.109 0.002 0.133 0.001 0.005 0.182 0.002
MBA ECG14046 data 15 0.062 0.192 0.037 0.002 0.188 0.001 0.001 0.081 0.002
MBA ECG14046 data 16 0.086 0.190 0.056 0.005 0.078 0.003 0.005 0.077 0.003
MBA ECG14046 data 17 0.115 0.301 0.071 0.005 0.2 0.003 0.001 0.056 0.001
MBA ECG14046 data 18 0.122 0.090 0.190 0 0 0 0.002 0.143 0.001
MBA ECG14046 data 19 0.128 0.553 0.072 0.002 0.114 0.001 0.004 0.189 0.002
MBA ECG14046 data 20 0.123 0.573 0.069 0.007 0.325 0.003 0.005 0.333 0.002
MBA ECG14046 data 21 0.10 0.190 0.068 0 0 0 0 0 0
MBA ECG14046 data 22 0.136 0.179 0.109 0 0 0 0 0 0
MBA ECG14046 data 23 0.143 0.399 0.087 0.008 0.333 0.004 0.006 0.250 0.003
MBA ECG14046 data 24 0.131 0.194 0.099 0.002 0.062 0.001 0.002 0.091 0.001
MBA ECG14046 data 25 0.105 0.163 0.077 0.006 0.158 0.003 0.006 0.103 0.003
MBA ECG14046 data 26 0.062 0.092 0.047 0.003 0.007 0.002 0.012 0.027 0.008
MBA ECG14046 data 27 0.118 0.214 0.082 0.003 0.167 0.002 0.005 0.214 0.003
MBA ECG14046 data 28 0.085 0.314 0.049 0.002 0.088 0.001 0.001 0.125 0.001
MBA ECG14046 data 29 0.088 0.131 0.067 0 0 0 0.006 0.061 0.003
MBA ECG14046 data 30 0.104 0.120 0.092 0 0 0 0 0 0
MBA ECG14046 data 31 0.097 0.244 0.060 0.007 0.156 0.004 0.007 0.119 0.004
MBA ECG14046 data 32 0.105 0.163 0.077 0.004 0.167 0.002 0.006 0.214 0.003
MBA ECG14046 data 33 0.114 0.290 0.071 0.001 0.029 0.001 0 0 0
MBA ECG14046 data 34 0.142 0.327 0.091 0.016 0.219 0.016 0.025 0.265 0.013
MBA ECG14046 data 35 0.049 0.172 0.029 0.011 0.076 0.006 0.011 0.096 0.006
MBA ECG14046 data 36 0.044 0.131 0.026 0.008 0.108 0.004 0.007 0.079 0.004
MBA ECG14046 data 37 0.125 0.479 0.072 0.003 0.333 0.002 0.009 0.412 0.005
MBA ECG14046 data 38 0.059 0.362 0.032 0.006 0.133 0.003 0.008 0.145 0.004
MBA ECG14046 data 39 0.055 0.447 0.029 0.003 0.138 0.002 0.004 0.103 0.002
MBA ECG14046 data 40 0.060 0.329 0.033 0.008 0.244 0.004 0.004 0.078 0.002
MBA ECG14046 data 41 0.086 0.466 0.047 0.006 0.280 0.003 0.010 0.198 0.005
MBA ECG14046 data 42 0.076 0.575 0.040 0.003 0.385 0.002 0.003 0.212 0.002
MBA ECG14046 data 43 0.054 0.512 0.028 0 0.133 0 0.003 0.131 0.001
MBA ECG14046 data 44 0.032 0.024 0.049 0 0 0 0 0 0
MBA ECG14046 data 45 0.139 0.218 0.103 0.010 0.068 0.005 0.01 0.065 0.005
MBA ECG14046 data 46 0.047 0.135 0.029 0.010 0.032 0.006 0.011 0.049 0.006
MBA ECG14046 data 47 0.095 0.166 0.067 0 0 0 0.001 0.091 0.001

Table 4.3: Comparative evaluation of DQR-AD with two anomaly detection methods
(LSTM-AD and Deep LSTM-AD) on 47 ECG time series. F Score, Precision and
Recall is reported in this table
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4.6 Summary

Datasets AE (h = 2) AE (h = 10) DQR-AD
SMAP1 0.88 0.89 0.98
SMAP2 0.89 0.89 0.86
SMAP3 0.88 0.88 0.95
SMAP4 0.88 0.88 0.87
SMAP5 0.88 0.88 0.95

Table 4.4: Comparative evaluation of DQR-AD and AE (h = 2, h = 10) on Five
sMAP Datasets (SMAP1 to SMAP5). An average AUROC is reported on each dataset.
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Chapter 5
Online Anomaly Detection Method for
Multivariate Sensor Streams

5.1 Introduction
Although deep learning-based anomaly detection methods used sequential models that
enable to handle temporal nature of time series data, they are widely offline and used in
stationary data. However, the dynamic nature of time series will affect the performance
of deep learning-based anomaly detection methods due to changes in the distribution
of data that result in concept drift. Concept drift means changes in the characteristics
of data over time where the characteristic of the new data is different from the previous
data [2, 56, 153]. For example, when the computer’s software is updated or its configu-
ration is changed, data such as CPU utilization and the speed of reading or writing data
in the disk will change. In anomaly detection system, the definition of abnormal behav-
ior often changes with the change in data characteristic. As such, anomaly detection
methods should be able to adapt to the new data and redefine the meanings of abnormal
behaviors to accurately detects anomalies in the new data. These challenges results in
the need for online anomaly detection methods which are able to adapt to concept drift
[2, 66, 131]. The goal of this chapter is to answer research question 2 that investigate
how concept drift adaptation improve the performance of anomaly detection in time
series. This is done by developing an online anomaly detection method that can detect
anomalies in real time. To carryout this task, we start by reviewing the existing re-
search works to identify a research problem in this area. We then analyse the problem
and develop an online model that can identify anomalies in real time. An experiment
is conducted using both real and synthetic data streams to evaluate the performance of
the model. Finally, the result is analyze to compare the model performance with other
state of the earth methods.
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5.2 Literature Review

5.2 Literature Review
Researchers have proposed some new methods for online anomaly detection [43].
These methods are generally categorized into two based on the approach they used:
First is to build a new online model using a single incremental learning algorithm that
will be train and test in real time [109, 117] or a stationary model that is initially train
with historical dataset which is later updated to capture the features of new incoming
data instance [131]. While the second involves an ensemble learning theory [7, 43]
that trains multiple individual model for different part of the data streams. Research
in the literature have proved the performance of online ensemble learning in handling
concept drift in data streams [120, 147]. The performance is due to their utmost pre-
dictive accuracy and stability-elasticity property. This property makes it easy for them
to incorporate new data into the model, by training and adding new members to the en-
semble, and naturally, forget irrelevant knowledge by removing the old members from
the ensemble [44]. Despite this performance, they are slow and have higher compu-
tational cost. As such, the focus of this review will be on the first strategy that build
online model for anomaly detection in data streams using the single incremental algo-
rithm. The review is structured into paragraphs each highlighting our review on the
methodology used for identifying anomalies in each technique.

A multivariate Gaussian model is combined with a probabilistic ratio test (Page’s
test) in [10] to estimate the likelihood of an incoming data to be anomalous by ex-
ceeding a fixed threshold. This is achieved by initially training the model offline to
learn the data concept and determine model parameters corresponding to normal and
abnormal concept. The model settings are then used in real-time to raise an alarm for
any incoming abnormal data instance while periodically updating the model settings
whenever there is change in data concept. The proposed method serves as first line of
defence against unauthorize users in a network system but is faced with a challenge
of using PCA which increase computation burden. The study in [94] define anomaly
detection as binary classification problem and went ahead to developed an improved
real-time learning model that classify a current data point as anomalous or not based on
the previous time stamps. This is achieved using Multivariate Normal Distribution, K-
Nearest Neighbour, and One Class Support Vector Machine algorithms. Although, this
method used real-time learning algorithm, a fixed threshold is used for identification of
anomaly. It is often difficult to define a precise threshold on real-time data where there
is no sufficient amount of previous data. Similarly, the machine learning algorithms
used especially KNN and SVM are highly computational when dealing with big data.

OCPCC combined with similarity measure is used in [122] to detect anomalies in
incoming data as any deviation from the normal data concept. The proposed tech-
nique involves three phases which includes training phase, detection phase, and up-
dating phase for model training, detection and updating respectively. The method also
used principal component analysis which is computationally attractable when deal-
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ing with big data. Also, mean and standard deviation of both current and previous
measurements are required for anomaly identification and updating the model param-
eters. Computations of mean and standard deviation is difficult in real time where
there is no full data content. In a similar context, the study in [91] used time series
similarity measure to identify causal event in DBMS that are similar in pattern with
anomaly stat metrics. The proposed method used autoencoder to identify anomalies
in non-stationary time series from DBMS metrics. In addition to anomaly detection,
the method also identifies time periods containing anomalies and causal events related
with anomalies within those periods. Apart from computational burden of using simi-
larity measures, DBMS consultants are required to identify stat metrics they consider
when finding anomaly periods. This often delay the process and become difficult when
dealing with big data.

In order to handle sequential and temporal nature of time series, a Hierarchical
Temporal Memory (HTM) is used for an online anomaly detection in data streams [2].
This method models the temporal nature of the data stream at a given time and make
predictions for the next time step. At each step, the actual instance is compared with
the predicted instance to compute anomaly score which is thresholded to determine
whether the point is anomalous or not. The likelihood of a point to be anomaly is
determined by assumption of Gaussian distribution on prediction error. In a similar
context, a study in [78] proposed a decision support mechanism for outlier detection in
the concept drifting environment. This is achieved by implementing resistance learn-
ing concept with envelop module using single layer feed-forward neural network. A
sequence-based moving window is also used to demonstrate incremental learning pro-
cess where incoming data streams are added into learning process while older ones are
discarded. This will allow the model to adapt with the dynamic changes in the time
series and differentiate them with outliers.

In a different approach, a deep learning-based anomaly detection method is pro-
posed where RBF classifier is used to identify engine fault using real data analysis
[130]. This is done by training an offline model whose parameters are updated in real-
time to adapt with model uncertainties and dynamic changes caused by environment
or mechanical wear of engine part. Fault detection is done using a Gaussian basic acti-
vation function that model the prediction error as normal distribution to identify faulty
data when the prediction error exceeds a specified threshold. A more recent approach
that used Recurrent Neural Network to detect anomalies in real time was proposed
in [131]. This approach used instances of data that arrives continuously and trained
the model incrementally thereby adapting to the changes that may occur in the data
distribution. The authors used model prediction error to determine when to update
the model based on the changes that occur in the data and whether those changes are
anomalies or not. The predicted result is compared with the actual observed sequence
and prediction error will be used for anomaly score computation thereby updating next
step RNN model using BPTT. The likelihood of the predicted window to be anomaly is

77



5.2 Literature Review

determined by assumption of Gaussian distribution on prediction error. The challenge
remains as to find out whether the incoming data distribution matches the normal dis-
tribution. However, data do not necessarily follow a clear distribution and defining or
assuming a distribution in modelling step is often difficult or inappropriate.

Extreme Value Theory solve these problems by deducing the distribution of ex-
treme values detected without making assumption on the original data distribution. As
such, Siffer et al, proposed an approach that used Extreme Value Theory for outlier
detection in streaming univariate time series [138]. This approach does not require
manual setting of threshold or assumption of any distribution. In order to cope with
data streams, a moving average is used which model the local behaviour is an efficient
way to adapt to concept drift.

However, many of the above mention techniques does not take into account un-
certainty in their predictions which may lead to over-confident predictions especially
when there is limited training data [3]. Quantifying uncertainty is particularly im-
portant in critical applications such as clinical diagnosis [125], where a realistic as-
sessment of uncertainty is important in determining disease status and appropriate
treatment. Also, such approach is most welcome in anomaly detection applications
requesting better-informed decisions and mitigate against false anomaly alerts.

An alternative approach is the use of prediction interval which is computed by
taking into accounts the uncertainty in both the data and data driven model. Hill and
Minsker proposed an anomaly detection method that combine model prediction and
its corresponding prediction interval to detect anomalies in data streams [73]. This
method provides a principle framework for selection of threshold by simply classifying
a data point as anomalous or not by based on whether or not they fall outside a given PI.
The type of prediction interval used is t-interval which relies on Student’s t-distribution
where the prediction levels guide the selection of the interval width. This demonstrates
the benefit of using PI over an arbitrary threshold value. The method also used AD
strategy for processing future data points after flagging an anomaly. AD was used
because its long-term performance is unaffected by previous miss-classifications.

Similarly, Chebyshev’s inequality which proves that the majority of the distribution
values are clustered around the distribution mean, can also be used to define an interval
for identification of anomalies. The study in [16] used Chebyshev inequality condition
to define a prediction interval that provides the same anomaly detection result without
any assumption of the distribution of the data. The proposed method combines the ap-
plication of TEDA for fault detection in industrial process. It is density-based anomaly
detection approach that analyses the density of each data sample by computing its dis-
tance from all other samples read so far. Similarly, Ferdowsi et al [48] avoids the use of
fixed threshold for identification of anomalies and proposed an online outlier detection
system that defined an interval using Chebyshev’s inequality to declare outliers. As a
result of dynamic changes in an online system which lead to change in the distribution
of the data, the authors used a fixed time window and assumed the measurement in
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each time window to have a fixed distribution. With this a data point at given time
can be identified as outlier when it exceeds the interval defined using Chebyshev’s in-
equality. In another approach, Reunanen et al, also utilized Chebyshev’s inequality
to identify anomalies in data streams [126]. This method combines Autoencoder and
Logistic Regression for outlier detection and prediction in sensor data streams. The
Autoencoder reconstruct the input data and produce hidden representation of the in-
put that can be used to create the required labels for Logistic Regression to classify
anomalous points. A data point is classified as anomalous when its reconstruction cost
exceeds the expected reconstruction cost with three standard deviation which repre-
sents an upper bound of the inequality. Although no assumption of the distribution
of the data is required but the method assume the descriptive statistics ( and ) of the
unknown normal values to be initially defined.

An alternative approach is to use a boxplot and compute lower and upper quan-
tiles that are used to calculate mean and standard deviation of the given window of
data. Salem et al, [128] proposed an online anomaly detection method that used lower
and upper quantiles in healthcare system to differentiate between faulty measurements
from clinical deterioration. This approach combines DWT, NSHW, the Hampel filter,
and box- plot. The DWT, NSHW, and the Hampel filter are used to detect spatial de-
viations, and the boxplot is used for temporal analysis in order to pinpoint suspicious
underlying attributes, which are responsible for the detected deviation. In order to clas-
sify an incoming data point as anomaly, upper and lower bound are computed which
are used directly to threshold the new data points for anomalies. Although this method
handles the issue of using a fixed threshold, it still suffers from computational com-
plexity of DWT which has to be combined with Hampel Filter to support sequential
analysis of the data.

As such, deep learning algorithms combine with quantile regression are required
to predict target value accompanied with it quantile values. In an attempt to demon-
strate the performance of regression-based anomaly detection methods, van de Wiel
et al [155], carried out experimental comparison real-time quantile regression-based
anomaly detection methods for both univariate and multivariate time series data. All
the anomaly detection methods used in the paper are quantile regression-based where
the prediction of a target variable is accompanied with the quantile values. This re-
duces the burden of defining a fixed threshold and instead used a quantile interval for
identifying anomalous data points. Their results shows that multivariate anomaly de-
tection methods perform better out of which quantile regression-based methods was
overall the best approach for time series anomaly detection. This impression motivates
the research work in chapter 3 where we proposed a new method called DQR-AD that
used quantile interval compared with a fixed threshold to identify anomalies in time se-
ries data [146]. Despite the performance of the proposed method compared with other
anomaly detection methods, fixed threshold was used for identification of anomalies.
However, selecting an appropriate threshold that differentiate anomalies with noise is
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a difficult task. As such, using a single global threshold across the entire time series
will lead to poor trade-off between true and false positive rate.

In summary, all the deep learning-based anomaly detection methods reviewed above
faces either the challenge of assumption of data distribution, non-consideration of un-
certainty in their predictions or use of fixed threshold for anomaly identification. In
order to handle these challenges and dynamic nature of time series, we updated our
proposed method in chapter 4 by incorporating feature extraction through combina-
tion of Autoencoder with LSTM prediction model. Prior to time series prediction,
we first employ autoencoder that can extract meaningful representations from the time
series. In this context, the representation learned will provide useful features for pre-
diction and capture unusual input that is further propagated to the prediction model.
Specifically, this chapter will proposed a new online anomaly detection method that
incorporate feature extraction, uncertainty estimation, and concept drift adaptation to
improve the performance of anomaly detection in time series data.

5.3 Proposed Approach
Let’s consider a multivariate time series x = x1, x2, . . . , xt, where t is the length of
the time series and each point xi ∈ <m (for i = 1. . . t) in the time series is an m-
dimensional vector corresponding to the m features. In order to formulate the anomaly
detection problem in an online setting, we used a sliding window to segment the time
series with the aim to predict the next time step given a window of previous time steps.
As such, a window of w previous time series points hw = xt−w+1, . . . , xt−1, xt is used
to forecast the next sequential time series point xt+1. An observe point is then classified
as anomaly if it deviates from its forecasted value. In summary, the proposed approach
involves the following steps beginning at time t: (1) An autoencoder is use which takes
hw and reconstruct its representations as rw = et−w+1, . . . , et−1, et which is then pass
as input to the regression model. (2) DQR model then takes the representations rw
as input to forecast upper and lower quantiles that corresponds to the expected value
at time t + 1. (3) the upper and lower quantiles are used to calculate the quantile
interval (QI) within which the actual point should lie. (4) when the current data point
at time t + 1 arrives, it is compared with the QI and when it is outside the QI range, it
is classified as anomalous otherwise classified as normal data point. (5) the anomaly
likelihood is determine using Q-function. (6) when the likelihood is less than or equal
to a threshold, the predicted mean t+1 is added to hw using ADAM strategy, otherwise,
the current data point xt+1 is added to the hw using AD strategy to update DQR model.
This will allow the model to learn new characteristics of the data and redefine the
meanings of abnormal behaviors. (7) repeat steps 1 to 5. These steps are illustrated
using a flowchart in fig. 5.1 The detail description of the process is given in Algorithm
1 which is explain in the following subsections.
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Figure 5.1: Schematic representation of proposed online DQR-AD method

5.3.1 Autoencoding
Prior to time series prediction, we first employ autoencoder that can extract meaningful
representations from the time series. The Autoencoder model consists of an encoder
and a decoder with two layers of LSTM each. The basic idea involves non-linear map-
ping of the input sequence to a fixed dimensional vector representation through an
encoder which is then followed by another non-linear mapping of the vector represen-
tation back to the time series sequence using decoder. Specifically, the encoder read the
history window hw of t time steps and constructs a fixed-dimensional state from which
the decoder constructs the following sequence of representations et−w+1, . . . , et−1, et
as illustrated in fig. 5.2. After the autoencoder perform the feature extraction, the DQR
model then works on the reconstructed sequence received from the decoder to forecast
the next time series point

5.3.2 Deep Quantile Regression (DQR)
We consider a regression model that can forecast next time step based on previous time
steps to be suitable method for learning temporal characteristics of time series. How-
ever, the focus here is to develop a regression model which can forecast time series
points considering uncertainty. This is achieve via quantile regression that estimate
conditional quantiles as oppose to classical regression which estimate the conditional
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Figure 5.2: Neural network Architecture, with autoencoding phase using LSTM
encoder-decoder, followed by DQR model whose input is reconstructed sequence from
the autoencoding

mean of the respond variable [3]. The goal of quantile regression is to estimate condi-
tional quantiles of interest which is applied in cases where parametric likelihood cannot
be specified [168]. From the literature reviewed, it has been shown that quantile re-
gression is able to captured aleatoric uncertainty [3]. As such we quantify uncertainty
in our model estimates using conditional quantile regression which estimate multiple
quantiles of interest. To perform quantile regression on our LSTM model, we replace
the Gaussian likelihood term in the LSTM loss function with the quantile loss which
penalizes errors based on the quantile values generated. In this context, we specifically
estimate lower quantile (LQ) and upper quantile (UQ) which corresponds to the me-
dian and one standard deviation from the mean respectively. These LQ and UQ are then
used to calculate the mean µ and variance σ that can be used to obtain the corrected
p-values for anomaly detection. We also reduce the chance of quantile overlapping via
bootstrapping which allow the regression model to be iterated n times, thereby storing
the predicted values in an array that is finally used to compute the desired quantiles.
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5.3.3 Online Anomaly Detection
In order to obtain a probabilistic threshold, we train the DQR model to estimate LQ
and UQ. We adapted the approach in [3] where we assume the output of DQR to be
Gaussian. As such, we can use the two estimated quantiles to fully characterize the
Gaussian distribution. Specifically, DQR estimate 0.15-th and 0.5-th quantiles which
corresponds to the median and one standard deviation from the mean respectively.
These LQ and UQ are then used to calculate the mean (µ) and variance (σ) that can be
used to obtain the corrected p-values. The p-values are used for anomaly detection task
where a probabilistic threshold is set at an α = 0.05 significance level. This means, we
perform the anomaly detection task by estimating a 95% confidence interval where an
approximate α level prediction interval is computed by [µ− zα/2σ, µ + zα/2σ], where
zα/2 is the upper α/2 quantile of standard normal. The prediction interval will serve
as the threshold for identifying whether the data point is anomalous or not. The new
data point is classified as normal when it is within the prediction interval; otherwise,
it is classified as anomaly. Details of these steps is given in algorithm 24. In order to
reduce the number of false positives, the threshold is selected based on the corrected
p-values calculated to control the False Discovery Rate (FDR) [3]. Specifically, we
chose the threshold corresponding to an FDR corrected p-value of 0.05.

5.3.4 Concept Drift Adaptation
In order to adapt to concept drift, the model needs to be updated in incrementally
as new data arrives. To achieve this, this chapter used anomaly likelihood which is
computed using Q-function to define the abnormal degree of the current data point
based on the previous data points. The likelihood of the data point at time t+1 is define
as shown in equation 5.1:

Lt+1 =
Q(xt+1 − µt+1)

σt+1

(5.1)

Where xt+1 is the actual observe point at t+1. The Q-function measures the abnormal
degree of the data point relative to the previous data points. The smaller the value
of the Q-function, the higher the abnormal degree of the current data point, and vice
versa. As such, when the current data point at time t+1 is classified as an anomaly,
Lt+1 is computed which determines when the model will be updated to adapt to the
new changes. This is achieved by comparing Lt+1 with user-defined threshold ε. When
Lt+1 < ε, the predicted mean µt+1 is added to hw using ADAM strategy, otherwise, the
current data point xt+1 is added to the hw using AD strategy. When xt+1 is added to the
hw, the earliest data point xt−w+1 is removed from hw. Specifically, when concept drift
occurs, our proposed method will mark the current data point as anomalous. However,
when the abnormal behavior continues for a longer period of time, the abnormal degree
of the current data point will be low compared to the previous data points using Lt+1.
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Algorithm 4 Online Anomaly Detection
1: Input: Current time t, hw = xt−w+1, . . . , xt−1, xt, Window size w, threshold ε
2: Output: list of anomalies
3: anomaly← [ ]
4: Repeat
5: train the Autoencoder to produce reconstructed window sequence rw =
et−w+1, . . . , et−1, et using history window hw

6: train the DQR model using the reconstructed sequence to predict mean µt+1 as UQ
and variance σt+1 as LQ at time t+ 1

7: compute prediction interval [µt+1 − zα/2σt+1, µt+1 + zα/2σt+1]
8: if data point xt+1) is within the prediction interval
9: xt+1 is normal data point

10: add xt+1 to hw
11: else
12: xt+1 is anomalous data point
13: add 1 to anomaly
14: compute the anomaly likelihood Lt+1 using equation (1)
15: if Lt+1 > threshold ε
16: add xt+1 to hw
17: else
18: add x̄t+1 to hw
19: end if
20: end if
21: remove xt−w+1 from hw
22: t = t+ 1
23: until all test data points are processed
24: return anomaly
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As such, the current data point is added to the hw to retrain the DQR model. This will
allow the DQR model to learn the new characteristics of the data and hence adapt to
the concept changes thereby redefining the abnormal behavior.

5.4 Dataset Description
The proposed method is evaluated on two commonly used anomaly benchmark datasets
in the literature. These datasets include; Yahoo Webscope dataset and Numenta Anomaly
Benchmark (NAB) dataset.

5.4.1 Yahoo Dataset:
Yahoo Webscope dataset, is publically available dataset release by Yahoo Labs. The
benchmark datasets have been widely used in literature to validate anomaly detection
algorithms and determine the accuracy of various types of anomaly including outliers
and change-points [110, 131]. The choice of this datasets is because of the availability
of the anomaly labels that we can used to validate our model. The dataset consists of
367 real and synthetic time series with label anomaly points. The real datasets consist
of time series with representing the metrics of various yahoo services. The synthetic
datasets consists of time series that demonstrate trend, noise, and seasonality changes
with anomalies presents at random positions. Each time series contains 1,420 to 1,680
instances. The benchmark dataset is further divided into four sub-benchmarks that
include A1Benchmark, A2Benchmark, A3Benchmark, and A4Benchmark. In each
dataset file, there is a Boolean attribute named “is anomaly” with values 1 and 0 that
indicate if the value at a particular time stamp is anomaly or not. Because we are
using unsupervised learning approach in our evaluation, we drop the label attribute
from each datasets. However, A3Benchmark and A4Benchmark contain additional
attributes such as change-point, trend, noise, and seasonality that indicate the rate of
changes in the data. In order to enhance the performance of our forecasting model, we
used these additional attributes as additional external inputs to the model. The sample
time series are depicted in Fig. 5.3 to 5.6

5.4.2 NAB Dataset:
NAB (Numenta Anomaly Benchmark) [90] is another publically available streaming
anomaly detection benchmark dataset release by Numenta and available in their repos-
itory 1. We specifically used seven time series from the NAB benchmark dataset which
includes ambient temperature in an office setting, CPU utilization from Amazon Web

1https://github.com/numenta/NAB
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Figure 5.3: A1Benchmark time series Sample

Figure 5.4: A2Benchmark time series Sample
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Figure 5.5: A3Benchmark time series Sample

Figure 5.6: A4Benchmark time series Sample
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Figure 5.7: NYC Taxi Sample time series with Anomalies
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Figure 5.8: EC2 Request Sample time series with Anomalies

Services (AWS), CPU usage data from a server in Amazon’s East Coast datacentre, in-
ternal temperature of large industrial machine, number of NYC taxi demands in New
York City, timing of key holds and key strokes of several computer users. Each time
series file contains two columns of time stamps and data values. We created an ad-
ditional column that hold anomalous label for each data point. The labels are created
either based on the known root cause or as a result of labelling procedures defined in
[2]. Some of the time series samples with anomalous points are depicted in Fig. 5.7
and 5.8.

5.5 Experiments
This section describes experiments conducted to evaluate the performance of the pro-
posed online DQR-AD method. We evaluate the performance of the method via com-
parison with other state-of-the-art anomaly detection methods. Specifically, we com-
pare our proposed method with VAE-LSTM [96], NumentaTM [2], online RNN-AD
[131], data-driven-AD [73], AE-AD [126], SGP-Q [66], and DQR-AD [146]. The
section starts with model training, followed by anomaly detection and ends with result
and discussion.
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Figure 5.9: Training and validation loss

5.5.1 Model Training
To train all the models for time series anomaly detection, records of each time series
are organized in 80% training set and 20% test set. From the training set, 20% of
it will be used for validation. Fig.5.9. illustrate the training and validation loss be-
haviour on the nyc taxi dataset. A sliding window technique is used to segment both
training, testing and validation sets into 24 hours samples of history hw and predic-
tion hw windows. The size of the sliding window is set up by looking at the data and
notice the presence of hourly pattern in all the time series. Each input to the model
is scaled between 0 and 1 for numerical stability during model training. The hw is
pass as input to the autoencoder which produced reconstructed sequence rw. Figures
5.10 and 5.11 shows the sample of actual and reconstructed sequences for nyc taxi
dataset respectively. The DQR model will then takes the reconstructed sequence as
input and predicts the quantile values. An autoencoder is constructed with two layers
of LSTM cells that comprises 128 and 32 hidden states for both encoder and decoder.
Deep quantile regression model is constructed using LSTM with two fully connected
layers of 64 and 16 hidden units with adam activation function. We also train each
models using mini-batch gradient descent where a batch size of 128 is used and 100
number of epochs. For DQR-AD and online DQR-AD, we make use of bootstrapping
by reactivating the dropout with value 0.5 and iterate for 100 times, thereby storing the
predicted values in an array which is finally used to compute the desired quantiles.
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Figure 5.10: Sample of actual sequence from nyc taxi dataset

Figure 5.11: Sample of reconstructed sequence from nyc taxi dataset
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Figure 5.12: Predicted test set sample from nyc taxi data. Actual values are shown in
blue with prediction interval shown in orange

5.5.2 Anomaly Detection
The trained DQR model estimates 0.15-th and 0.5-th quantiles which corresponds to
the median (µ) and one standard deviation (σ) from the mean respectively. These
mean (µ) and variance (σ) can be used to obtain the corrected p-values. The p-values
are used for anomaly detection task where a probabilistic threshold is set at an α = 0.05
significance level. This means, we perform the anomaly detection task by estimating a
95% confidence interval where an approximate α level prediction interval is computed
by [µ − zα/2σ, µ + zα/2σ], where zα/2 is the upper α/2 quantile of standard normal.
Fig. 5.12 shows the actual data plot against the prediction interval for nyc taxi test
set. The prediction interval will serve as the threshold for identifying whether the data
point is anomalous or not. The new data point is classified as normal when it is within
the prediction interval; otherwise, it is classified as anomaly.

5.5.3 Experimental Results and Discussions
In order to evaluate the prediction performance of the proposed model on the basis
of uncertainty estimation, we compare the performance of our proposed model that
combine both LSTM and Autoencoder (Model1) with a model that have a single LSTM
Forecaster (Model2).The same procedure was applied for evaluation and comparison
of both models. The models were evaluated by iterating each of them 100 times thereby
computing and storing the prediction score at each iteration using Mean Absolute Error
(MAE). With the scores stored, the mean, standard deviation, and relative uncertainty
of MAE is the computed. Table 5.1 reports the MAE and related confidence of both
models using validation set. In addition, the result shown in Table 5.1 are also depicted
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in Fig. 5.13 to 5.16 for the respective datasets. As it can be observed from the table

Datasets Models MAE MAE Confidence
A1Benchmark Model1 0.0385 0.0007

Model2 0.0696 0.0011
A2Benchmark Model1 0.0296 0.0006

Model2 0.0363 0.0007
A3Benchmark Model1 0.0268 0.0002

Model2 0.0294 0.0006
A4Benchmark Model1 0.0313 0.0002

Model2 0.0336 0.0006

Table 5.1: MAE and its Relative Confidence

and figures, our model have overall improvement of at least 3% in prediction accuracy
with a similar degree of confidence in all the datasets. With this result, we can assert
that LSTM Autoencoder in the proposed model improve the prediction performance
by extracting important unseen features from time series.

On the other hand, to evaluate the performance of the proposed online anomaly
detection method in terms of false-positive rate and concept drift adaptation, we con-
ducted two levels of the same experiment. On the first level, we compare online DQR-
AD with VAE-LSTM [96] and DQR-AD [146] using precision, recall, and F-score 5.2
which are the most commonly used metrics to evaluate the performance of anomaly
detection methods in terms of false-positive rate [146].

Fscore = 2× Precision×Recall
Precision+Recall

(5.2)

Table 5.2 shows the metrics scores of each of the three methods on the seven time
series data used. It can be observed from this table that online DQR-AD has good
performance in terms of f-score where out of seven datasets, online DQR-AD is mini-
mally 18% better than both DQR-AD and VAE-LSTM on five datasets as indicated in
bold. Although, DQR-AD and VAE-LSTM have better precision and recall respective
in most of the datasets, online DQR-AD obtained relatively good score in both preci-
sion and recall. This demonstrates that online DQR-AD is capable of identifying large
number of true anomalies with a smaller number of false positives. On the second
level, the performance of online DQR-AD is evaluated in terms concept drift adapta-
tion. The proposed method is compared with other online anomaly detection methods
that includes NumentaTM [2], online RNN-AD [131], data-driven-AD [73], AE-AD
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Figure 5.13: MAE and Relative Uncertainty for A1Benchmark

Figure 5.14: MAE and Relative Uncertainty for A2Benchmark
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Figure 5.15: MAE and Relative Uncertainty for A3Benchmark

[126], and SGP-Q [66]. In this level, the performance of these methods is reported
using area under the receiver operating characteristic curve (AUC) as shown in Table
5.3 with best performance result indicated in bold.

NAB Dataset DQR-AD VAE-LSTM Online DQR-AD
F-Score Precision Recall F-Score Precision Recall F-Score Precision Recall

nyc taxi 0.49 1 0.33 1 1 1 0.87 0.98 0.78
ambient temperature 0.11 1 0.06 0.89 0.81 1 0.99 0.98 1
cpu utilization 0.67 1 0.50 0.81 0.69 1 0.98 0.97 0.99
ec2 request latency 0.82 1 0.70 0.99 0.99 1 0.99 0.99 1
machine temperature 0.50 0.50 0.50 0.72 0.56 1 0.99 0.99 1
rogue agent key hold 0.09 1 0.05 0.03 0.02 0.10 0.85 1.00 0.74
rogue agent key updown 0.17 0.50 0.10 0 0.11 0 0.96 0.99 0.93

Table 5.2: Comparative evaluation of Online DQR-AD with two other anomaly de-
tection methods (DQR-AD and VAE-LSTM) on 7 Real Known Cause Anomaly time
series. F-Score, Precision and Recall is reported in this table
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Figure 5.16: MAE and Relative Uncertainty for A4Benchmark

5.6 Summary
This chapter proposed a new online anomaly detection method that incorporate fea-
ture extraction, uncertainty estimation, and concept drift adaptation to improve the
performance of anomaly detection in time series data. This is achieved by combin-
ing autoencoder with quantile regression model to estimates lower and upper quantiles
which are used to threshold the input sequence for anomalies. In addition, an anomaly
likelihood is computed using Q-function that is used to update the model parameters
for concept drift adaptation. Initial experiment was conducted to evaluate the model
prediction performance on the basis of uncertainty estimation. The proposed model
that combine both LSTM and Autoencoder (Model1) is compared with a model that
have a single LSTM Forecaster (Model2). Experimental results shows the proposed
model have overall improvement of at least 3% in prediction accuracy with a similar
degree of confidence in all the datasets. This demonstrates an increase in the prediction
performance as a result of feature extraction. On the other hand, two level of exper-
iments were conducted to evaluate the performance of online DQR-AD on the basis
of false-positive rate and concept drift adaptation. In the first level of the experiment,
online DQR-AD is evaluated and compared with DQR-AD and VAE-LSTM anomaly
detection methods using seven time series from the NAB datasets. Results in Table 5.2
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NAB Dataset NumentaTM Online RNN-AD Data-driven-AD AE-AD SGP-Q Online DQR-AD
nyc taxi 0.74 0.89 0.48 0.61 0.42 0.97
ambient temperature 0.83 0.83 0.56 0.66 0.88 0.98
cpu utilization 0.54 0.71 0.80 0.73 0.55 0.72
ec2 request latency 0.70 0.89 0.72 0.71 0.90 0.99
machine temperature 0.33 0.55 0.50 0.60 0.54 0.71
rogue agent key hold 0.43 0.33 0.22 0.50 0.48 0.64
rogue agent key updown 0.40 0.24 0.23 0.42 0.38 0.59

Table 5.3: Comparative evaluation of Online DQR-AD with five other online anomaly
detection methods ( NumentaTM, Online RNN-AD, Data-driven-AD, AE-AD, and
SGP-Q) applied to Real Known Cause anomaly dataset using AUC

shows that online DQR-AD has good performance in terms of f-score where online
DQR-AD is 18% better than both DQR-AD and VAE-LSTM on five datasets. In the
second level of the experiment, we demonstrate the performance of online DQR-AD
on concept drift adaptation where it is compared with five other online anomaly de-
tection method. Results in Table 5.3 shows that online DQR-AD method has better
performance than its counterpart methods with relatively 10% margin on six out of the
seven datasets. This result demonstrates how feature extraction and concept drift adap-
tation strategies adopted in the proposed online DQR-AD improve the performance of
anomaly detection in time series.
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Chapter 6
Conclusions

At initial stage of this research work, a preliminary study was conducted to inves-
tigate concept drift and its corresponding challenges on online learning algorithms.
As a result of the preliminary study, it was discovered that online ensemble methods
are the most popular approach used in handling concept drift due to their stability-
elasticity property that makes it easy for them to incorporate new data into the model,
by training and adding new members to the ensemble, and naturally, forget irrelevant
knowledge by removing the old members from the ensemble. In chapter 3 an exper-
imental comparison and performance evaluation was conducted for online ensemble
classifiers using both real and synthetic data streams. We explore ensemble meth-
ods because they are the most popular approach used in handling concept drift due to
their stability-elasticity property that makes it easy for them to incorporate new data
into the model, by training and adding new members to the ensemble, and naturally,
forget irrelevant knowledge by removing the old members from the ensemble. Lit-
erature shows two main ensemble approaches that are used for this purpose. They
include Chunk-based approach (that involves adding a new classifier that is trained on
a recently arrived chunk of data) and Online-based ensemble approach (that involves
updating the base classifier in the ensemble). The experiment is conducted for compar-
ison and performance evaluation of these two ensemble classifiers using both real and
synthetic data streams. The goal of this experiment is to compare and evaluate the per-
formance of these algorithms towards a different type of concept drift in data streams.
Experimental results obtained shows that online ensemble approaches perform better
than chunk-based approaches and specifically, tree-based ensemble learners having the
highest performance for learning in a non-stationary streaming environment with con-
cept drift and class imbalance problems. The work was published in the 37th SGAI
international conference on artificial intelligence Cambridge UK in December 2017
[147].

Later on it was discovered that time series anomaly detection receives increasing
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research interest given the growing number of data-rich application domains deliv-
ered by recent technologies (e.g. Sensors and IoT) in industry 4.0. Recent additions
to anomaly detection methods in research literature include deep learning algorithms.
The nature and performance of these algorithms in sequence analysis enables them to
learn hierarchical discriminates features and time series temporal nature. However,
their performance is affected by usually assuming a Gaussian distribution on the pre-
diction error, which is either ranked, or threshold to label data instances as anomalous
or not. An exact parametric distribution is often not directly relevant in many ap-
plications though. This will potentially produce faulty decisions from false anomaly
predictions due to high variations in data interpretation. The expectations are to pro-
duce outputs characterized by a level of confidence. Thus, implementations need the
prediction interval (PI) that quantify the level of uncertainty associated with the model
forecasts, which helps in making better-informed decision and mitigates against false
anomaly alerts. Similarly, in big data context, the speed and dynamic nature of time
series will affect the performance of deep learning-based anomaly detection methods
due to changes in the distribution of data that result in concept drift. Concept drift
means changes in the characteristics of data over time where the characteristic of the
new data is different from the previous data. In anomaly detection system, the defini-
tion of abnormal behaviour often changes with the change in data characteristic. As
such, anomaly detection methods should be able to adapt to the new data and rede-
fine the meanings of abnormal behaviours to accurately detects anomalies in the new
data. This underscores the importance and application of current deep learning-based
anomaly detection methods in many application domains.

In an attempt to contribute to the mitigating challenges of uncertainty estimation
and concept drift adaptation in deep learning-based anomaly detection methods, the
following three novel research questions RQ1, RQ2, and RQ3 were respectively pro-
posed as; Will estimation of uncertainty in prediction using quantile regression in-
crease the prediction performance and reduced false anomaly alerts? Will obtaining
probabilistic threshold using confidence interval reduces the trade-off between true
and false positive rate? Does feature extraction and concept drift adaptation improve
the performance of anomaly detection in sensor data streams thereby reducing the rate
of false positive alerts? This study applied current state-of-the-art machine learning
techniques and developed novel methods and algorithms for anomaly detection in time
series. Answers to these questions are important to some critical applications such as
clinical diagnosis, weather forecast, and automotive system.

RQ1 was addressed in chapter 4 by exploring the use of uncertainty and prediction
interval to improve prediction performance of deep learning model and reduce false
positive rate in anomaly detection. More precisely, an unsupervised anomaly detec-
tion method called DQR-AD was proposed that used quantile regression for anomaly
detection in time series. Three algorithms were developed for each component of the
proposed method that includes time series segmentation, prediction, and anomaly de-
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tection. The algorithms are implemented and experiments were conducted in two dif-
ferent parts using both real and synthetic datasets. In the first part of the experiment,
DQR-AD is evaluated on the NAB benchmark dataset containing 58 real and synthetic
time series and compared with 6 other prediction-based anomaly detection methods
that assumes normal distribution on prediction or reconstruction error for identifica-
tion of anomalies. The experimental results obtained indicates that DQR-AD obtained
relatively better precision than all other methods. This demonstrate DQR-AD is capa-
ble of detecting higher number of anomalous points with low false positive rates. In
terms of f-score, the results obtained shows DQR-AD to be approximately 2 – 3 times
better than the DeepAnT which perform better than all the remaining methods on all
domains in the NAB dataset. This demonstrates the proposed approach can be practi-
cally applied on the time series with large amount of unlabeled data. In the second part
of the experiment, DQR-AD have 10% better performance than AE on three datasets
(SMAP1, SMAP3, and SMAP5) and equal performance on the remaining two datasets
(SMAP2 and SMAP4) with relatively higher level of noise. The used of sMAP time
series with 4 dimensional features demonstrate the applicability of DQR-AD on multi-
variate time series data. The initial work in chapter 4 was presented in the 3rd Annual
Innovative Engineering Research Conference (AIERC 2019) which is a local confer-
ence organized by the faculty for postgraduate students. The extended work was also
published in computing conference 2020 [145] which was extended to a journal paper
that was publish in September 2021 with springer nature computer science [146].

RQ2 was actually a consequence of RQ1, the proposed method in chapter 4 used
fixed threshold to identify abnormal data points. However, selecting an appropriate
threshold that differentiate anomalies with noise is a difficult task. As such, using a
single global threshold across the entire time series will lead to poor trade-off between
true and false positive rate. RQ2 was address in chapter 5 where a new anomaly detec-
tion approach was proposed that directly used the estimated lower and upper quantiles
to threshold the input sequence for anomalies. Specifically, the anomaly detection is
done by directly estimating a 95% confidence interval. Experimental results obtained
using NAB benchmark dataset demonstrates better performance of the proposed ap-
proach with good trade-off between true and false positive rate.

RQ3 was also addressed in chapter 5 where a new online anomaly detection method
was proposed that incorporate feature extraction, uncertainty estimation, and concept
drift adaptation to improve the performance of anomaly detection in time series data. In
order to perform feature extraction and uncertainty estimation, autoencoder was com-
bined with quantile regression model to estimate quantile values. Concept drift adap-
tation was achieved by computation of anomaly likelihood using Q-function which
define the abnormal degree of the current data point based on the previous data points.
The likelihood was used to update the model parameters to adapt to the changes ob-
served aver a significant period of time. An algorithm was developed that carried out
these tasks which is implemented and evaluated using both real and synthetic datasets.
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Two level of experiments were conducted to evaluate the performance of the proposed
online DQR-AD on the basis of uncertainty estimation and concept drift adaptation.
In the first level of the experiment, online DQR-AD is evaluated and compared with
DQR-AD and VAE-LSTM anomaly detection methods using seven time series from
the NAB datasets. Results obtained shows that online DQR-AD has good performance
in terms of f-score where online DQR-AD is 18% better than both DQR-AD and VAE-
LSTM on five datasets. In the second level of the experiment, we demonstrate the
performance of online DQR-AD on concept drift adaptation where it is compared with
five other online anomaly detection method. Results obtained shows that online DQR-
AD method has better performance than its counterpart methods with relatively 10%
margin on six out of the seven datasets. The results at this level demonstrates how fea-
ture extraction and concept drift adaptation strategies adopted in the proposed online
DQR-AD improve the performance of anomaly detection in time series. This research
work has been submitted to journal of Applied Intelligence (APIN) for consideration.

Our journal paper that was published with Springer Nature has been recognize by
researchers in the area of time series analysis. We received a congratulatory email and
had a series of communications with Professor Eamonn Keogh 1 who is the founder
of UCR time series archive 2. In his emails, he notify us about their arguments that
”Current time series Anomaly Detection Benchmarks are Flawed and are Creating the
Illusion of Progress” [165]. As such, the authors suggested that the existing benchmark
datasets to be abandoned and back-up their arguments, by creating a new anomaly de-
tection benchmark dataset in their archive 3. When creating the benchmark dataset,
they consider each dataset to have only one anomaly which is range of values that oc-
cur over a period of time. In addition, the threshold issue is remove from the dataset and
anomalies can appear any where within the dataset. In another research, Tatbul et al
[149] argued that real-world anomalies are range-based that occur over a period of time
as opposed to point-based anomalies. As such, the classical precision and recall that
is used for evaluating the performance of point-based anomaly detection methods will
not be sufficient for range-based anomalies. As a result of that, the authors proposed
range-based precision and recall to evaluate the accuracy of time series anomaly de-
tection methods. These arguments motivated us to carryout some experiments that will
evaluate the performance of our proposed method using the new benchmark dataset.
The experimental results shows how our method was able to identified anomalies ex-
isting in the dataset. Appendix A shows figures that visualizes the detected anomalies
against the actual anomalies.

Base on the two arguments and the outcomes of the experiments we conducted
using UCR benchmark dataset, this study recommends the following future research

1https://www.cs.ucr.edu/ eamonn/
2https://www.cs.ucr.edu/ eamonn/time series-data-2018/
3https://www.cs.ucr.edu/ eamonn/time series-data-2018/UCR-TimeSeriesAnomalyDatasets2021.zip
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works: i) Identify the suitable metrics for performance evaluation of time series anomaly
detection methods. ii) An extensive performance evaluation of the proposed approach
in this study and other state-of-the-art anomaly detection methods on the new UCR
anomaly benchmark datasets.

Regarding model adaptation to sudden changes in the incoming data (faulty sen-
sor), Our proposed online online anomaly detection method is limited to adapting any
incoming fault data that continue for a longer period as a new normal. As such, this
study recommends a future work that will detect a continuous faulty data from faulty
sensor as an anomaly. In addition, computational complexity of the algorithms will be
considered in the future as one of the metrics to be use for performance evaluation.
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Appendix A
Results of the Experiment conducted
using UCR Time Series Anomaly
Benchmark Datasets.
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Figure A.1: Detected vs Actual Anomalies on apneaecg1 time series

Figure A.2: Detected vs Actual Anomalies on apneaecg2 time series
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Figure A.3: Detected vs Actual Anomalies on apneaecg3 time series

Figure A.4: Detected vs Actual Anomalies on ECG1 time series
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Figure A.5: Detected vs Actual Anomalies on ECG2 time series

Figure A.6: Detected vs Actual Anomalies on ECG3 time series
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Figure A.7: Detected vs Actual Anomalies on ECG4 time series

Figure A.8: Detected vs Actual Anomalies on ECG5 time series

122



Figure A.9: Detected vs Actual Anomalies on EPG1 time series

Figure A.10: Detected vs Actual Anomalies on EPG3 time series
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Figure A.11: Detected vs Actual Anomalies on EPG5 time series

Figure A.12: Detected vs Actual Anomalies on Gaithunt time series
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Figure A.13: Detected vs Actual Anomalies on MARS1 time series

Figure A.14: Detected vs Actual Anomalies on MARS5 time series
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Figure A.15: Detected vs Actual Anomalies on Power Demand2 time series

Figure A.16: Detected vs Actual Anomalies on Power Demand3 time series
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Figure A.17: Detected vs Actual Anomalies on Power Demand4 time series

Figure A.18: Detected vs Actual Anomalies on Temperature time series
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