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Abstract  

Morteza Soleimani 

Integration of Hidden Markov Modelling and Bayesian Network for Fault 

Analysis of Complex Systems  

Subtitle: Development of a methodology based on the integration of hidden 

Markov modelling and Bayesian network for fault detection, prediction and 

isolation of engineered systems with application to automotive Aftertreatment 

systems  

Keywords: Diagnostics, Prognostics, Complex Engineered Systems, Hidden 

Markov Modelling, Bayesian Network, Automotive Aftertreatment System 

 

The complexity of engineered systems has increased remarkably to meet 

customer needs. In the continuously growing global market, it is essential for 

engineered systems to keep their productivities which can be achieved by higher 

reliability and availability. Integrated health management based on diagnostics 

and prognostics provides significant benefits, which includes increasing system 

safety and operational reliability, with a significant impact on the life-cycle costs, 

reducing operating costs and increasing revenues. Characteristics of complex 

systems such as nonlinearity, dynamicity, non-stationarity, and non-Gaussianity 

make diagnostics and prognostics more challenging tasks and decrease the 

application of classic reliability methods remarkably �± as they cannot address the 

dynamic behaviour of these systems.  

This research has focused on detecting, predicting and isolating faults in 

engineered systems, using operational data with multifarious data characteristics. 

Complexities in the data, including non-Gaussianity and high nonlinearity, impose 

stringent challenges on fault analysis. To deal with these challenges, this 
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research proposed an integrated data-driven methodology in which hidden 

Markov modelling (HMM) and Bayesian network (BN) were employed to detect, 

predict and isolate faults in a system. The fault detection and prediction were 

based on comparing and exploiting pattern similarity in the data via the log-

likelihood values generated through HMM training. To identify the root cause of 

the faults, the probability values obtained from updating the BN were used which 

were based on the virtual evidence provided by HMM training and log-likelihood 

values. To set up a more accurate data-driven model �± particularly BN structure 

�± engineering analyses were employed in a structured way to explore the causal 

relationships in the system which is essential for reliability analysis of complex 

engineered systems. 

The automotive exhaust gas Aftertreatment system is a complex engineered 

system consisting of several subsystems working interdependently to meet 

emission legislations. The Aftertreatment system is a highly nonlinear, dynamic 

and non-stationary system. Consequently, it has multifarious data characteristics, 

where these characteristics raise the challenges of diagnostics and prognostics 

for this system, compared to some of the references systems, such as the 

Tennessee Eastman process or rolling bearings. The feasibility and effectiveness 

of the presented framework were discussed in conjunction with the application to 

a real-world case study of an exhaust gas Aftertreatment system which provided 

good validation of the methodology, proving feasibility to detect, predict, and 

isolate unidentified faults in dynamic processes. 
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CHAPTER 1  

 

 

Introduction  

This chapter concisely explains the project background in the context of growing 

performability expectation and the importance of diagnostics and prognostics for 

engineered systems. Then, the research motivation (which is underpinned by a 

relatively big industrial research project) is presented and some of the related 

challenges are stated. After that, the research objective and research questions 

that are going to be answered are outlined. Finally, the list of publications that 

have been generated as part of the research is presented, followed by introducing 

the layout of the thesis. 

 

1.1 Background  

Engineered systems have seen significant transformations over the past few 

decades, substantively influenced by fast developments in electronics, software 

and networks. In the continuously growing global market, it is essential for 

engineered systems to keep their productivity which can be achieved by higher 

reliability and availability. The complexity of systems has increased by the 

development / transformation where this growing complexity introduces new 

challenges, especially for maintenance and failure avoidance programs. The 

economic consequences of failure for engineered systems are high which 

intensifies the requirement for adequate, improved, and intelligent failure 

avoidance programs.  

Different health-related programs have been introduced and developed over the 

years in which the most common and well-known are different sorts of 

maintenance programs (e.g. corrective maintenance, preventive maintenance, 
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condition based maintenance (CBM)), and prognostics and health management 

(PHM). Diagnostics and prognostics play important roles in all of the health-

related programs. Diagnostics analysis detects, isolates, and identifies faults or 

failures when they occurred, while prognostics predicts the future fault, failure, or 

state of a system based on current conditions. 

In the literature, data-driven, physics-based, and hybrid approaches are three 

commonly employed approaches for diagnostics and prognostics. Data-driven 

approaches utilise a large amount of historical data to build a model in order to 

learn the system behaviour, without a priori knowledge about the system [1]. The 

application of general physics-based approaches relies on the understanding of 

system physics-of-failure and underlying system degradation models [2]. These 

approaches are suitable where the mathematical models are available for a 

system, based on its physical fundamentals. For diagnostics and prognostics of 

engineered systems, physics-based approaches provide more accurate results 

since they are based on the understanding of the physics-of-failure in a system 

and are able to capture a physical phenomenon. However, the complexity of 

engineered systems is increasing, which makes it very difficult to understand the 

failure mechanisms and to identify an adequate and accurate mathematical 

model for the system. Since engineered systems are usually equipped with 

considerable numbers of sensors and there is a substantial amount of available 

data, data-driven approaches can be the first choice for diagnostics and 

prognostics of engineered systems.  

In addition to data-driven and physics-based approaches, there are hybrid 

approaches that integrate different methods in order to leverage their 

advantages. The results of hybrid approaches are claimed to be more accurate 

and reliable [3], as they try to compensate the limitations of an approach by 

exploiting the advantages of other approaches.  

 

1.2 Research Problem and Motivation  

This research was inspired by an industrial project �± InPowerCare (INtelligent 

personalized POWERtrain healthCARE) �± with the objective of establishing a 
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framework to enhance the reliability and availability of vehicles and optimise 

vehicle lifecycle costs by leveraging the big data sources available to the product 

development organisation. The scope of this project comprises a number of 

topics and use cases defined in conjunction with the industrial partner to progress 

the overall agenda in a systemic and systematic manner. The work presented in 

this thesis focuses on delivering fault diagnostics and prognostics of exhaust gas 

Aftertreatment (A/T) system �± as an example of complex engineered systems �± 

and the research problems in this chapter are stated around this system.  

Like many other systems, road vehicles have seen significant developments over 

the years, as illustrated in figure 1.1. This evolution of complexity is fundamentally 

influenced by rapid developments in electronics, software and networks that are 

integrated within these systems. Despite the substantial development in 

automotive systems, there are still quite a considerable number of reliability 

issues which mostly stem from complicated structural principles and inter-

connectivity with the environment. 

 

Figure 1.1 Evolution of complexity in time for automotive systems [4] 

 

The automotive powertrain system is a complex multi-disciplinary system that 

contains various mechanical, electrical and electromechanical subsystems with 

multiple sensors and software to monitor and control the performance of the 
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system. The automotive Aftertreatment system (sometimes considered as a 

subsystem of the powertrain system), consists of electromechanical components 

with chemical reactors, a control system, and multiple sensors with a significant 

internal complexity which is cause by the multi-physics nature of this system. 

Currently, one of the main challenges for the automotive Aftertreatment systems 

�L�V�� �W�R�� �D�G�Y�D�Q�F�H�� �W�R�Z�D�U�G�� �P�H�H�W�L�Q�J�� �W�K�H�� �³�U�H�D�O-world driving emi�V�V�L�R�Q�V�´���� �,�W�� �P�H�D�Q�V�� �W�K�D�W��

emerging emission legislation makes the system to meet the targets on actual 

journeys instead of standardised lab based tests for reference journeys [4]. The 

development of the Aftertreatment system will be expected to meet emerging 

legislation for real world driving emissions, along with customer expectations for 

highly reliable products. Taking a broader view of emissions legislation evolution, 

a likely demand for future Aftertreatment systems is to provide assured self-

certification. This means that the Aftertreatment system could be regarded to 

automatically certify failure-free missions, within dynamically variable operating 

conditions, and against variable targets received from the connected 

environment. To do so, the Aftertreatment system have to communicate with 

smart surrounding environment to collect information (e.g. the current level of 

legislated emissions) and regulate its control system in relation to the current 

system conditions, such as state of the vehicle, driving route, driver behaviour. 

To address these challenges, the Aftertreatment system needs to demonstrate 

robust performance for the following attributes [4]: 

A. Self-awareness: refers to the self-understanding of the current state of the 

physical system and its ability to perform the required functions with a 

predictable level of confidence. 

B. Environmental awareness: referring to the ability of the system to robustly 

communicate with its environment, and to analyse the environmental data to 

gather the information needed for optimal/smart predictive control, such that 

predictive performance can be achieved even over transient conditions. 

C. Self-certification and assurance: whereby the system can confirm with given 

confidence that the system will be meeting the service requirements for the 

next time window, or the duration of the mission. 
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D. System health management �± the capability of the system to provide 

predictive and proactive control to ensure self-health management of the 

system in relation to its mission requirement. 

Considering these four properties, the health management (in particular, fault 

diagnostics and prognostics) of Aftertreatment system �± as an example of 

complex systems �± is one of the main challenges which is escalated by the 

dynamic behaviour of complex systems. The dynamic behaviour of a system 

refers to the nature of changing states and moving all the time. For example, in 

an automotive system, inputs from a driver (acceleration, brake, steering wheel, 

etc.) and the environmental condition change constantly which impose different 

states on the system. Therefore, improving the fault diagnostics and prognostics 

of engineered systems, taking into account the characteristics of complex 

systems is the main problem that is focused on in this thesis. 

In general, condition monitoring (CM) data are used for diagnostics and 

prognostics of engineered systems. However, for many systems only operational 

data are available. In modern vehicles, there are many electronic control units 

(ECUs), which ensure continuous monitoring and usage statistics collection 

across the whole fleet of cars [5]. Figure 1.2 depicts an example of a vehicle with 

some key monitoring systems. Despite this massive collection of operational 

data, it is not utilised efficiently, where automotive industry spends 50 billion euros 

every year to collect and save the data, which is not used later [5]. This availability 

of operational data offers opportunities for diagnostics and prognostics of 

automotive systems, where CM data is not very often available. However, there 

are some challenges in the use of these operational data. The lack of appropriate 

data for diagnostics and prognostics of an engineered system is a challenge that 

can be addressed by investing money and locating more sensors to the system 

or inevitably by using available data which are not necessarily ideal for 

diagnostics and prognostics. However, the existing methods in the literature are 

mostly based on the CM data which is ideal data for diagnostics and prognostics. 

One of the challenges of using operational data for diagnostics and prognostics 

is the inaccuracy of data which is always a matter of concern when data-driven 

methods are employed. For the application of diagnostics and prognostics, 



6 
 

uncertain data (i.e. data that contains noise that makes it deviate from the correct, 

intended or original values) can lead to a significant variance of results from the 

actual situation. This is an unavoidable matter of concern, especially for industries 

like automotive where the sensors are not as accurate as some other industries 

like aerospace. As an example, sensor cross-sensitivity is one of the big 

challenges in the automotive Aftertreatment system [6]. This adds another 

challenge to the study of some engineered systems where it is needed to deal 

with data uncertainty. Theoretically, the approaches that do not completely rely 

on data (e.g., physics-based approaches) can be applied to address this 

challenge. However, as mentioned in section 1.1, implementing these 

approaches requires a deep understanding of system physics-of-failure and 

underlying system degradation models, which is impractical for complex 

engineered systems such as the Aftertreatment system. 

Interrelationship between components and subsystems in a system is 

fundamental in the reliability analysis of complex engineered systems and 

ignoring the causality will result in inaccurate, unrealistic, and unreliable results. 

Many common and advanced data-driven methods fail to capture causality. Even, 

 

Figure 1.2 Key monitoring systems for a typical car [7] 
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they sometimes struggle to make simple causal inferences (at least at this stage 

of the development). This is because they rely on the huge amount of data for 

training a model by assuming that training the model with more examples may 

capture causality. However, increasing the complexity of systems and variable 

operating condition make it impossible to cover all examples. 

In short, multifarious data characteristics, data uncertainty, and causality impose 

stringent challenges on diagnostics and prognostics of complex engineered 

systems. Advances in the diagnostics and prognostics of complex engineered 

systems are imperative, since they are the most important aspects of different 

health related programs, such as CBM and PHM.  

These real-world issues were the motivations for the research presented in this 

thesis, which is underpinned by the general idea of the InPowerCare project. This 

research focuses on the problems associated with the highlighted challenges in 

this section, in the application of fault detection and fault prediction. 

 

1.3 Research Objective s and Research Questions  

Taking into account the stated challenges, the aim of the research presented in 

this thesis is to contribute to research towards proposing a robust diagnostics and 

prognostics framework aimed at diagnosing and predicting faults of complex 

engineered systems, using real-world operational data and engineering analysis. 

Here, the complex engineered systems refer to industrial systems, composed of 

some interconnected subsystems/components, possessing high-nonlinear and 

stochastic dynamics, equipped with multiple control loops, operating under noisy 

environments, and varying loads (e.g. automotive aftertreatment system). To 

achieve this aim, the present work accomplishes the following core objectives. 

�x To carry out a critical review of the literature and state-of-the-art to provide 

a broad view of diagnostics and prognostics approaches and methods, 

along with identifying and comparing their principals, requirement, and 

pros & cons, in the context of complex engineered systems. 
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�x To propose an integrated data-driven methodology for diagnosing and 

predicting faults in engineered systems, using real-world operational data, 

which can address the dynamic behaviour of these systems. 

�x To proposes a systematic way of exploiting engineering analysis to 

support the data-driven fault analysing methodology, for complex 

engineered systems. 

�x To validate the proposed diagnostics and prognostics framework and 

demonstrate its performance, with an industrial case study with real-world 

data. 

To achieve the stated aims and objectives, the following research questions have 

been formulated which are discussed in detail in chapter 3, after reviewing the 

literature: 

�x Research Question 1 (RQ1) �����³How to classify the available methods for 

fault diagnostics and prognostics which are able to address the 

characteristics of complex engineered systems?� ́

�x Research Question 2 (RQ2) �����³�+�R�Z���W�R���G�H�Y�H�O�R�S���D���I�D�X�O�W���D�Q�D�O�\�V�Ls data-driven 

approach which is applicable for complex engineered systems�"� ́

�x Research Question 3 (RQ3) : �³�+�R�Z�� �W�R�� �V�H�W�� �X�S�� �D�Q�� �R�S�W�L�P�L�V�H�G�� �G�Dta-driven 

model for diagnostics and prognostics of �D�Q���H�Q�J�L�Q�H�H�U�H�G���V�\�V�W�H�P�"�´ 

In order to achieve the research objectives and answer the research questions 

appropriately, the research plan is to firstly carry out a broad literature review. 

The literature review will provide the application of different approaches and 

methods for diagnostics and prognostics of engineered systems and also the 

recent achievements by researchers in these fields. Another outcome of that will 

be the identification of the challenges that are largely remained unaddressed, 

which can be considered as research opportunities. Then, underpinned by the 

outcomes of the literature review, a framework will be developed to answer the 

research questions. This framework will be the combination of data-driven 

methods for fault analysis and model-based system engineering to set up the 

data-driven model. Finally, the framework will be implemented on a real-world 

case study to discuss the feasibility and effectiveness of the presented 

framework.  
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The output of this research will be an integrated data-driven methodology for fault 

analysis in complex engineered systems that is able to detect, predict and identify 

faults in a system using its operational data. The automotive industry can benefit 

from the output of this research since on board diagnostics is one of the areas 

that this industry invests a lot. On board diagnostics refers to the automotive 

electronic system that collects information from the network of sensors inside the 

vehicle, which the system can then use to regulate car systems or alert the user 

to problems. Immediate diagnosis of faults, and more importantly, predicting the 

upcoming faults in an automotive system will significantly advance the self-

awareness level and self-health management level of the system. That is what 

this thesis presents by employing operational data which is abundantly available 

for automotive systems.  

As an output, this research (i.e. the proposed fault analysing methodology) will 

detect, predict and identify the root cause of faults in an engineered system. 

These faults include any conditions in which the system does not accomplish its 

intended function for a period of time. For example, faults in an automotive 

Aftertreatment system can be any interruption in the process of eliminating 

harmful gases which can be detected, predicted by the output of this research. 

However, the computational power required for the proposed fault analysing 

methodology can be high for the computer systems of a typical vehicle which 

might hinder the real-time application of the proposed methodology for most 

automotive systems. 

 

1.4 List of Publications  

Below is a list of publications that have been generated as part of the research 

work discussed in this thesis. Table 1.1 presents the linkage of the previously 
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Table 1.1  Linkage of the papers and research questions 

 RQ1 RQ2 RQ3 

Paper 1 �# �# �#   

Paper 2  �# �# �#  

Paper 3  �# �# �# �# 

Paper 4  �# �#  

Paper 5 �#   

 Paper 6  �# �# 

Paper 7  �# �# 

 

1.5 Thesis Outline  

This thesis is composed of six chapters which are briefly introduced here. 

Chapter 1 introduced the research background, research problem and 

motivation, followed by presenting the objectives of this research. 

Chapter 2 presents a comprehensive review of the literature for diagnostics and 

prognostics. First, it introduces and compares different approaches and methods 

for diagnostics and prognostics of engineered systems. Then, by discussing the 

characteristics of complex systems, it reviews and discusses the applicability of 

different techniques and methods that are able to address the features of complex 

systems.  

Chapter 3 starts with discussing the research problem and restating the research 

questions and then it introduces a data-driven methodology for fault analysis of 

complex systems, which integrates hidden Markov modelling (HMM) and 

Bayesian network (BN) for fault detection, fault prediction and fault isolation (root 

cause identification). This chapter also justifies the employed approaches and 

methods by critically comparing them with other available options. In the end, the 

automotive Aftertreatment system is introduced as a case study for this research. 

Chapter 4 discusses the fault detection and fault prediction parts of the 

methodology in the context of the case study. In this chapter, the different steps 
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of the methodology are discussed and explained that how raw operational data 

are processed and how HHM and log-likelihood (LL) values are employed for fault 

detection and fault prediction. The proposed methodology is validated by 

discussing and comparing the obtained results. 

Chapter 5 proposes a systematic way of exploiting engineering analysis to build 

an optimised Bayesian network structure and then discusses the root cause 

identification part of the methodology in the context of the case study. It also 

discusses how engineering analysis �± in particular dynamic fault tree analysis 

(DFTA) can be employed to validate the results obtained from the data-driven 

methodology. 

Finally, Chapter 6 summarises the discussions and draws the final conclusions 

of the thesis and terminated by introducing future work. 
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CHAPTER 2  

 

 

Literature Review  

 

2.1 Introduction   

The increasing complexity of engineered systems, such as industrial processes, 

aircraft, road vehicles, manufacturing systems, electrical and electronic 

equipment, brings challenges associated with the exposure to diverse failure 

�P�R�G�H�V�����D�I�I�H�F�W�L�Q�J���W�K�H���V�\�V�W�H�P�V�¶���U�H�O�L�D�E�L�O�L�W�\�����V�D�I�H�W�\�����D�Q�G���S�H�U�I�R�U�P�D�E�L�O�L�W�\����Hence, there 

is an essential need to develop diagnostics and prognostics methods to 

implement for complex systems, operating in real-world conditions.  

The diagnostics tasks are focused on fault detection, fault isolation and fault 

identification [13]. Fault detection is the task of identifying something is going 

wrong in the monitored system as soon as a fault occurs; fault isolation 

determines which fault candidate that can explain the observed abnormal 

behaviour, and fault identification determines the magnitude and type of the fault 

when it is detected [14]. On the other hand, prognostics tries to estimate how 

likely the failure of a system is, given the current state of the system including 

diagnostics [15, 16]. Remaining useful life (RUL) is the main prediction type in 

prognostics. RUL is the time left before the end of the useful life or before the 

health state of a system crosses a failure threshold, given the current health state 

of the system [17]. A complementary approach for prognostics is in relation to the 

probability of a system to operate fault free until a specific future time, given the 

current health condition [13].  

The benefits of diagnostics and prognostics for a complex system are significant; 

the biggest being that they are used to increase system safety and operational 
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reliability and also to improve and optimise system design and development. 

They also have a powerful impact on the life-cycle cost which reduce operating 

cost and increase revenue [18].  

Underpinned by the problems and research objective outlined in chapter 1, this 

chapter after introducing system health related programs in section 2.2, reviews 

and compares different diagnostics and prognostics approaches to provide a 

broad view of these analyses in section 2.3. Then, considering the characteristics 

of complex engineered systems outlined in section 2.4, the applications of 

different methods for diagnostics and prognostics of complex engineered 

systems are discussed in section 2.5. Finally, the last section summarises the 

chapter. 

 

2.2  System Health Related Programs  

Condition based maintenance is a decision-making strategy that monitors the 

actual condition of the asset to decide what maintenance needs to be done, 

based on the information collected through the monitoring [19]. Two fundamental 

aspects of CBM program are real-time diagnosis of impending failures and 

prognosis of future equipment health [20]. As illustrated in figure 2.1, a CBM 

program can be divided into three key steps that involves: i) Data acquisition 

which is a process of collecting and storing useful data (information) from targeted 

physical assets, ii) Data processing that is to handle and analyse the data 

collected in step 1 for better understanding and interpretation of the data, and iii) 

Maintenance decision-making which is to recommend efficient maintenance 

policies, which includes two main categories of techniques: diagnostics and 

prognostics. 

Prognostics and health management is a rather new discipline �± compared to 

CBM �± which aims to provide users with an integrated view of the health state of 

a system [2]. Whilst the focus of CBM is on the monitoring of the system, PHM is 

a more integrated approach endeavours providing guidelines to manage the 

health of the system. Therefore, PHM is a program to perform life cycle 
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management, which strongly focuses on the predictability (i.e. prognostics which 

itself includes diagnostics as well) of failures and maintenance. In general, it is 

achieved by adopting monitoring strategies such as condition monitoring 

technique. Figure 2.2 (inspired by [21, 22]) shows the main steps of PHM 

process. 

 

Figure 2.1 Main steps of CBM 

 

 

Figure 2.2  Main steps of PHM 

Diagnostics and prognostics are the most important aspects of not only, CBM 

and PHM [2, 13, 19, 23], but also play important roles in emerging system health 

related programs, standards and technologies such as integrated vehicle health 

management (IVHM) [24]. IVHM technology is introduced to solve the fault 
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diagnostics and prognostics difficulties for complex systems. It integrates 

�V�X�E�V�\�V�W�H�P�V�¶�� �F�R�Q�G�L�W�L�R�Q�� �P�R�Q�L�W�R�U�L�Q�J���� �I�D�X�O�W�� �G�L�D�J�Q�R�V�L�V���� �I�D�X�O�W�� �P�L�W�L�J�D�W�L�R�Q���� �I�D�X�O�W��

prediction, and maintenance planning strategy of a vehicle to prevent accidents, 

raise safety, enhance ground maintenance and reduce maintenance cost [24]. 

IVHM is relevant to PHM, however, IVHM aims to bring a business model within 

the integrated scheme, which is missing in the PHM [25]. In aerospace and 

automotive recommended practice JA6268 [26] a six-level reference scale is 

provided to define a prescriptive vehicle health capability guide, as illustrated in 

figure 2.3. In the last two levels (Vehicle Level Health Management and Self-

adaptive Health Management), diagnostics and prognostics play the most 

important roles, where level 5 is the road map for complex automotive systems 

as a system of systems. 

 

Figure 2.3 SAE IVHM capability levels [26] 

 

2.3  Diagnostics and Prognostics Approaches  

Diagnostics and prognostics methods in the literature can be classified within four 

known approaches: data-driven, physics-based, knowledge-based, and hybrid 

approaches. In another classification (which is not as common as the first one) 

different methods are grouped into white-box, black-box, and gray-box models. 
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White-box models refer to physics-based and knowledge-based methods which 

use priori knowledge or/and first principle to specify a model for capturing the 

physical dynamics of a system. Black-box models referring to statistical and 

Machine Learning (ML) methods in general where behavioral model of a system 

is derived purely from measurement data. Therefore, they do not necessarily 

capture the physical dynamics of the system. Gray-box models refer to 

approaches wherein white-box and black-box models are optimally integrated for 

performance increasing, in which the former is utilised to filter the data and select 

parameters and the latter is employed for training the data [27, 28]. However, the 

use of gray-box models requires highly accurate white box and black-box models 

which may not be easy to achieve. Figure 2.4 shows a schematic representation 

of gray-box models.  

In this thesis, the first classification is considered; however, some of the 

discussed data-driven methods can be considered gray-box model rather than a 

purely data-driven method. 

 

Figure 2.4 Schematic representation of gray-box [29] 

Over the last two decades, several review papers have been published in the 

context of diagnostics and prognostics. These review papers adopted slightly 

different classifications depending on the viewpoints of the researchers based on 

the problems and application areas considered. In addition to the dissimilarity of 

terminologies and context in each community, these nonhomogeneous 

classifications are also influenced by the different sets of reviewed and discussed 

papers and also the area of application. Table 2.1 summarises the classifications 

proposed in the key review papers. These reviews are collectively exhaustive in 
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diagnostics and prognostics methods. These papers which are from the last two 

decades, have covered both PHM and CMB context, providing quite a few 

applications from different industrial sectors. 

Table 2.1 A comparison of proposed classifications in the literature 

Reference Proposed classification Review 

context 

Area of 

application 

Bektas et 

al. [30] 

Physics-Based Models  

Knowledge-Based Models 

�x Expert Systems 

�x Fuzzy Logics 

�x Similarity-based 

Data�æDriven Models 

�x Stochastic Algorithms 

�x Statistical Algorithms 

�x ANN and Deep Learning  

Hybrid Applications 

Prognostic for 

complex 

systems under 

dynamic 

regimes 

Complex 

systems under 

dynamic 

regimes 

Kordestani 

et al. [31] 

Model-Based Prognosis  

�x Kalman Filtering Based Prognosis 

�x Particle Filtering Based Prognosis 

�x Model-Based Observers for Prognosis 

Data-Driven Prognosis 

�x Regression-Based Prognosis 

�x Intelligent-Based Prognosis 

�x Probabilistic-Based Prognosis 

�x Markov-Based Prognosis 

Knowledge-Based Prognosis 

�x Signal Processing Based Prognosis 

�x Fuzzy-Based Prognosis 

Hybrid Methods for Prognosis 

CBM of 

complex and 

safety-critical 

engineering 

systems 

Batteries, 

Rotating 

Machinery 

Systems and 

Safety-Critical 

Systems 

Peng et al. 

[20] 

Physical model-based methodology 

Knowledge-based methodology 

�x Expert systems 

�x Fuzzy logic 

Data-driven methodology 

�x ANN-based methodology 

�x Statistical approaches 

Combination model 

Machine 

prognostics in 

CBM 

General 
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Jardine et 

al. [13] 

 

Diagnostics 

�x Statistical approaches 

�x Artificial intelligent approaches  

�x Model-based approaches 

Prognostics 

�x Statistical approaches 

�x Artificial intelligent approaches 

�x Model-based approaches 

CBM of 

mechanical 

systems 

Machinery 

diagnostics and 

prognostics 

Sutharssan 

et al. [32]  

Data-Driven 

�x Statistical approach 

�x Machine learning approach 

Model-Driven 

�x Physics of Failure 

�x System Model 

Fusion 

PHM for 

engineered 

systems 

General  

Liao and 

Köttig [3] 

Experience-Based Model 

�x Expert systems  

�x Fuzzy logic  

Data-Driven Model 

�x Statistical models 

�x Reliability functions 

�x Artificial intelligence models 

Physics-Based Model 

�x First principles 

�x Statistical methods for parameter 

identification 

Hybrid Approach 

Prognostics of 

engineered 

systems 

Batteries  

Zhong et 

al. [33] 

Model-based methods, 

Knowledge-based methods 

Data-driven methods  

�x Machine-learning algorithm 

�x Statistical pattern recognition-based 

methods 

�x Artificial intelligence models 

Fault 

prognosis for 

industrial 

systems 

General 

industrial 

systems 

Sikorska et 

al. [16] 

Knowledge-based 

�x Expert systems 

�x Fuzzy systems  

Life expectancy  

�x Stochastic models 

RUL 

estimation by 

industry 

General 

engineering 

assets 
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Diagnostics is an independent analysis on its own while prognostics relies on 

diagnostics and cannot be done without it [16]. The implementation processes of 

diagnostics and prognostics are similar and the difference is on the purposes. 

Taking into account these matters, in this chapter the methods for diagnostics 

and prognostics are tried to classify and review collectively. As shown in figure 

2.5, a modified classification is proposed for the methods of diagnostics and 

prognostics that consist of four main classes and related subclasses. The general 

concepts and recent development of these methods, along with their pros and 

cons are discussed in this section. 

 

Figure 2.5 Classification of diagnostics and prognostics approaches 

2.3.1  Physics -based Approaches  

The application of general physics-based approaches is based upon the 

understanding of the physics-of-failure (e.g., crack growth) in a system [2]. These 

approaches are suitable where the mathematical models (based on its physical 

fundamentals) are available for a system. The underlying assumption in physics-

based approaches is that there is a physical model that characterizes the 

evolvement of degradation or damage. Hence, the physical model is often 

referred to as a degradation model, and consequently, the physics-based 

prognostics and the model-based prognostics are used interchangeably [34].  

�x Statistical models 

Artificial Neural Networks 

�x Direct RUL forecasting 

�x Parametric estimation for other models 

Physical models 
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Physics-based approaches are mostly application (failure mode) specific [16, 35], 

and it is hard to classify further. However, a limited number of diverse 

classifications can be found in the literature (e.g. [31, 32, 36-38]). The clear 

disagreement in the classifications is a confirmation that physics-based 

approaches are item specific. Considering this matter, instead of classifying 

physics-based approaches, their applications for fault diagnostics and 

prognostics have been separately reviewed in this chapter. 

2.3.1.1  Diagnostics application of physics -based approaches  

The model-based diagnostic approaches are applicable when mathematical 

models of the system can be constructed from first principles. These approaches 

evaluate residuals as outcomes of consistency checks between the sensed 

measurements of a system performance and the predictions from the 

mathematical model [39, 40]. They indicate the inconsistencies between the 

actual and expected behaviour of a system. The fault diagnostics is based on the 

assumption that the residuals are large in the presence of malfunctions, and small 

in the presence of noise, normal disturbances, and modelling errors. Statistical 

techniques are used to define the thresholds for detecting the presence of faults 

[41]. Figure 2.6 illustrates the general structure of model-based diagnostics.  

 

Figure 2.6 Structure of physics-based fault diagnostics (adapted from [41]) 

Parameter estimation, diagnostic observers (fault detection filters), and parity 

relations (parity space) are the leading methods for residual generation [39, 41]. 
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In practice, the process parameters are not known, or they are not known exactly 

enough. Therefore, they require to be determined with parameter estimation 

methods. The methods are based upon measuring the input and output signals, 

if the basic structure of the model is known. Least square method, extended least 

squares method, and recursive least square method are the most used 

techniques for parameter estimation [42]. 

The observer-based approach is one of the mostly applied model-based 

schemes for fault detection in a system. This technique compares the process 

outputs and the corresponding estimates to obtain the residual signal. Fault 

detection filter is a class of diagnostic observer which can be used for state 

estimation as well as diagnostic purposes [43, 44]. Kalman filter (KF) [45, 46], 

and some modified KF methods have been successfully applied for diagnostic 

purposes in the practical application of engineered systems, e.g. extended 

Kalman filter (EKF) [47], unscented Kalman filter (UKF) [48], and particle filter 

(PF) [49].  

The parity space technique is one of the strategies to construct a model-based 

fault diagnosis [41]. In this technique, a group of so-called parity relations (i.e. 

modified system equations) is obtained, taking into account measured process 

signals. These parity relations decouple the residuals from the system states and 

among each other. This helps to improve the detectability of faults. The 

inconsistency in the system equations is the indication for the presence of a fault 

[39, 41]. This fault diagnosis scheme has been widely employed in the past 

decades [50-52].  

In general, it is hard to compare different residual generation approaches for fault 

detection as the application of a particular approach depends on several factors 

such as the system itself, availability of the model and the application sensitivity. 

Generally, the structure of the model is required to be known in parameter 

estimation technique, whilst observer-based and parity space approaches 

assume that the model and the related parameters are known [42]. Input 

excitation is required in parameter estimation technique, whereas the others do 

not have such limitations. On the other hand, parameter estimation approach is 

a better choice for the detection of multiplicative faults. Another key difference is 
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that among these three approaches, only the parameter estimation technique is 

able to detect and isolate several faults based on single output information [42]. 

In terms of dealing with measurement noises, parity space is more sensitive than 

other two methods. 

2.3.1.2  Prognostics application of physics -based approaches  

Physics-based prognostics models integrate mathematical models describing the 

physics of a system and failure modes (i.e. the evolution of damage or 

degradation) as well as CM data to provide a knowledge-rich prognosis [53]. 

When there is an accurate physical model of a system that characterizes damage 

degradation as a function of time/cycle, the prognostics is principally complete. 

This is because progressing the degradation model in the future time can 

determine the future behavior of damage [34]. In practice, the degradation model 

is not completely accurate due to the simplifications in the models and also 

uncertain environmental and operating conditions in the future. Figure 2.7 

illustrates the physics-based prognostics utilising measured data and 

degradation model. The model is represented as a function of operating condition 

(�.), elapsed time/cycle (�%) and mathematical model parameter (�Ù) [16]. The 

Physics-based degradation modelling approach usually considers available 

physics-of-failure models, such as Arrhenius, Eyring, and Inverse Power models 

[54]. 

 

Figure 2.7 Illustration of physics-based prognostics for RUL prediction 
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Model parameters can be identified employing estimation algorithms based on 

measured data. The key concept of physics-based prognostics is to exploit 

measured data to decrease the uncertainty in degradation model parameters 

[34]. For this purpose, mostly algorithms like KF [55], EKF [56], particle filter [57, 

58], and Bayesian method [59, 60] are used. There are also frequentist 

approaches in which only historical data are used to estimate the model 

parameters of interest [61]. However, the Bayesian approach is more effective as 

it combines the measured data with a prior belief to derive a posterior distribution 

of the model parameters [62]. Therefore, most model-based prognostics methods 

have their foundation on Bayesian inference [34]. 

Failures of a complex engineered system may be caused by multiple degradation 

processes. Therefore, it is important to consider multiple degradation processes 

simultaneously. In practice, assuming independent degradation processes may 

not be realistic and can lead to poor modelling of multiple degradations in a 

complex system. To address this issue, several distributions and tools have been 

adapted and employed to model multivariate degradation, such as multivariate 

normal distribution [63] and Bayesian Markov Chain Monte Carlo method [64]. 

2.3.1.3  Summary  of physics -based approaches  

Physics-based methods are quite useful in general owing to their ability to capture 

a physical phenomenon. There are some advantages that these methods can 

outperform others, once the mathematical model is identified accurately. They 

provide a better means to handle the bias in measured data and are able to 

explain the behaviour of a system in a wide range of operating conditions. 

Moreover, they require a relatively small number of data and can make a long-

term prediction. On the negative side, a complete understanding of the failure 

mechanisms and theories is required. Therefore, it is difficult to develop such 

models for the damage evolution processes of complex systems. In addition, the 

quality of data and parameter estimation are two key issues in physics-based 

methods to be practical. 
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2.3.2  Data-driven Approaches  

Data-driven approaches utilise a (preferably) large amount of collected data at 

previous and current operating conditions (i.e. training and testing data) in order 

to learn a system�¶�V behaviour and to predict the future trend, independently from 

physics or engineering principle about the system [17]. Data-driven approaches 

�X�V�H���V�\�V�W�H�P�V�¶���&�0���G�D�W�D�����L�Q�V�W�H�D�G���R�I���K�X�P�D�Q���H�[�S�H�U�W���P�R�G�H�O�V���R�U���S�K�\�V�L�F�D�O���P�R�G�H�O�V�����W�R��

build a mathematical function based on the correlations and dependencies 

between the output variable of interest and the vector of sensed variables, in 

order to extrapolate prediction. The efficiency of these methods depends on 

training data which requires volumes of data. It is quite difficult to specify how 

much data are fairly useful for the prognostics, without a detailed knowledge 

about the system.  

Data-driven approaches have a variety of algorithms based on the type of 

mathematical functions and how to utilise the given information [65]. In practice, 

algorithms of physics-based approaches mostly can be used for data-driven 

approaches since a mathematical function can be employed instead of a physical 

model [34]. Data can also be artificially generated for training and testing 

purposes (for example in the case of unbalanced data sets). 

In the literature, different classifications are introduced for data-driven methods 

(e.g. [20, 30, 32]). In terms of search strategies, this chapter broadly classifies 

them as machine learning methods, Bayesian-based models and statistical 

models. 

2.3.2.1  Machine learning methods  

Machine learning �± as a subfield of artificial intelligence �± plays an important role 

in different diagnostics and prognostics methods [66, 67]. ML algorithms such as 

Support Vector Machine (SVM), Decision Tree (DT), and Artificial Neural Network 

(ANN) are some of the most popular data-driven approaches utilised in the 

literature. Deep Learning (DL) algorithms and Transfer Learning (TL) are recently 

taken into consideration for diagnostic and prognostic applications [68-70]. 

A support vector machine is a popular supervised ML model that employs 

classification algorithms for two-group classification problem [71]. The objective 
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of the SVM algorithm is to find a hyperplane in an N-dimensional space (N refers 

to the number of features) that distinctly classifies the data points [72]. SVMs 

have been successfully applied to a wide variety of diagnostics [73, 74] and 

prognostics [75, 76] applications. Although support vector machine is a state-of-

the-art technique for regression and classification [77] and has a better 

generalization ability than the Neural Networks (NN) [76], it suffers from a number 

of disadvantages, one of which is the lack of probabilistic outputs that makes 

more sense in health monitoring applications [33]. 

A decision tree based model is an effective supervised ML technique to 

implement the classification methods in high-dimensional data space. In DT 

models, the input and the corresponding output in the training data are explained 

and the data is continuously split based on a specified parameter [78]. DTs are 

used effectively in many diverse areas such as medical diagnosis, remote 

sensing, and speech recognition. Their application for diagnostics and 

prognostics is also wide and they have been applied for many systems such as 

electric products [79], rotating machinery [80], and chemical industry [81]. One of 

the main features of DT is its capability to break down a complicated decision-

making process into a set of simpler decisions, therefore it provides a solution 

that is often easier to interpret [78]. However, there are a few issues that limit 

�'�7�¶�V���D�S�S�O�L�F�D�W�L�R�Q���I�R�U���F�R�P�S�O�H�[���V�\�V�W�H�P�V���O�L�N�H�����L�Q�V�W�D�E�L�O�L�W�\�����D���V�P�D�O�O���F�K�D�Q�J�H���L�Q���W�K�H���G�D�W�D��

can lead to a large change in the structure of the optimal decision tree), difficulty 

in dealing with continuous attributes, and the relatively low accuracy. 

Artificial neural networks represent one of the most popular and highly effective 

data-driven approaches for diagnostics [73, 82] and prognostics [83-86] in 

engineered systems. Deep Learning models, as a branch of ML which is based 

on ANN with representation learning are also applied for diagnostics and 

prognostics purposes [87, 88]. These algorithms are popular in computing 

science communities, and in recent years, their applications are increasing in 

engineering communities. Transfer learning is also utilised for diagnostics and 

prognostics which is a ML method where a model designed for a task is reused 

as the starting point for a model on a similar task [70]. The applications of ANN 

and DL/TL are discussed in more details, respectively in section 2.5.1 and section 

2.5.2. There are some other ML algorithms such as k-Nearest Neighbors [89] and 
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Random Forest [90] which also adequately applied for diagnostics and 

prognostic.  

2.3.2.2  Bayesian -based models  

Bayesian-based data-driven models estimate the state of a process with a 

minimum prediction covariance received from data. The results of these methods 

are presented in the form of probability distributions which have advantages over 

precise estimations (point value estimates). They are able to estimate the current 

and future states of complex systems [91]�����7�K�H�V�H���P�R�G�H�O�V���D�U�H���E�D�V�H�G���R�Q���%�D�\�H�V�¶��

theorem which explains the probability of an event (�2�:�#�;) occurring, given that 

another event (�$) has occurred [30]: 

�2�:�#���$�; 
L
�É�:�»���º�;�É�:�º�;

�É�:�»�;
                  (2.1) 

Where �# and �$ are two different observable events and���2�:�$�; 
M�r. 

There is an increasing trend of Bayesian-based models application for 

diagnostics and prognostics, owing to their advantages over other methods, such 

as the capability for modelling complex systems and being applicable for both 

diagnostics and prognostics [92]. Bayesian-based approaches are also 

transparent in their assumptions, where they provide a clear view of the rules 

governing the relationships which make predictions possible. This facilitates the 

validation by experts in the application fields [93]. In different research works, 

other names are also used for this class of methods, for example, probabilistic 

reasoning [31] and stochastic algorithms [30]. Bayesian network, hidden Markov 

models, Kalman filter, and particle filter are the most common types of these 

probabilistic approaches. 

Bayesian network is a probabilistic graphical model which aims to explain the 

relations between faults and symptoms, both visually and conceptually. A 

Bayesian network is ideally able to handle the non-deterministic cause-symptom 

relationships in fault diagnosis [94]. When the states of some variables in a 

network are known, BN can calculate the updated probability, given the new 

evidence of the variables in the network. Inference, which is the calculation of 

posterior probabilities, is the main task of BN. The following equations 
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respectively show the conditional independence and joint probability distribution 

which are the basic principles for the BN [91]. 

�2�:�8�5�á�8�6�á�å �á�8�Þ���å�; 
L �Â �2�:�8�Ü���å�;
�Þ
�Ü�@�5                       (2.2) 

�2�:�8�5�á�8�6�á�å �á�8�Þ���å�; 
L �Â �2�:�8�Ü���2�=�:�8�Ü�;�;
�Þ
�Ü�@�5             (2.3) 

Where, �8�5�á�8�6�á�å �á�8�Þ are different variables, �2�=�:�8�Ü�; is the parent nodes for �8�Ü and 

�å is a normal node that facilitates the expression of the conditional probability. 

Even though Bayesian network modelling is not the solution to all problems, it is 

fairly versatile and applicable for a wide range of applications. This is due to its 

ability to represent the complex inter-relationships (i.e. causal-effect relationship) 

among the related variables of a system. Bayesian networks [95] and dynamic 

Bayesian network [96] have been quite effectively utilised for diagnostics and 

prognostics in various applications, for example, rotating machines [97], industrial 

process [98], aeronautics industry [99], and power systems [100]. Despite 

numerous merits, there are some limitations in implementing BN such as data 

preprocessing requirements and difficulties in dealing with multidimensional data.  

Hidden Markov modelling is a stochastic method built upon the principles of 

Markov chains for modelling a system with unobservable states [101]. Following 

equation shows the Markov property or Markov assumption which means that in 

Markov model, it is assume that the probability of each event only depends on 

the state attained in the previous event. 

�2�:�5�Ü�� �5�5�å���5�Ü�?�5�; 
L �2�:�5�Ü�� �5�Ü�?�5�;                     (2.4) 

Where, �2 is the probability and �5�Ü is the discrete state of the system. 

HMM can be represented as the simplest dynamic Bayesian network. An HMM 

can be defined completely by the parameters �0�á�&�á�#�á�$���=�J�@���è (for simplicity �ã
L

�#�á�$�á�è which is called the model parameter).  

�# 
L �N

�=�5�5 �=�5�6 �å
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�­ �­ �°
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�=�6�Ç

�­
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�O

�Ç
H�Ç

                      (2.5) 
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                            (2.7) 

Where �0 is the number of states in a HMM, �& is the number of different 

observations for each state, �# is the state transition probability matrix (�=�Ü�Ý is the 

probability of transition from state���E to state �F), �$ is the observation �± also called 

emission �± probability matrix (�>�Ü�Ý is the probability of being in state �E given the 

observation �F), and �N is the initial state probability matrix.  

HMM has been utilised in some applications adequately, for example, speech 

processing and handwriting recognition, and in the past two decades in industrial 

systems for diagnostics and prognostics [11, 102-104]. Practically, defining the 

discrete states for a continuous degrading system and estimating corresponding 

transition probabilities is one of the major challenges that restrict the use of HMM 

for wider applications. 

The Kalman filter is a set of mathematical equations providing a computationally 

efficient (recursive) tool to estimate the state of a process, so that the mean of 

the squared error is minimized [105]. KF is a type of Bayesian filtering in which 

the variables are normally distributed, and the transitions are linear. In the 

literature, the application of KF for diagnostics and prognostics purposes is broad 

[45, 106]. However, in practical applications where the process and/or 

measurement models are not linear, the KF is not the appropriate tool. Extended 

Kalman filter [107] and unscented Kalman filter [108] are two modified KF for 

nonlinear estimations. Both EKF [56] and UKF [109] have been used for 

diagnostics and prognostics of industrial systems. 

The particle filter is another well-known filtering algorithms that can effectively 

solve the state estimation problem of non-Gaussian noise and non-linear state-
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space systems [110]. Because of these capabilities, this filter has been developed 

for various applications of diagnostics and prognostics [111-113]. 

In general, unlike many other methods, the Bayesian-based probabilistic 

methods can represent the complex causal relationship amongst the variables of 

interest of a system and also can be used to model multistate, dynamic processes 

with incomplete and noisy measurements. Given these advantages, they have a 

high contribution in diagnostics and prognostics of complex systems. However, 

they face difficulties in dealing with multidimensional data, and a data 

preprocessing phase is normally required before applying these methods. 

Moreover, they might be computationally intensive, especially for modelling a 

system with a large number of states [16]. 

2.3.2.3  Statistical methods  

There are some other data-driven methods that have been employed for 

diagnostics and prognostics (e.g. Monte Carlo methods [114-116]). Here a few of 

them that can be classified under statistical models have been reviewed. 

A Regression-based data-driven approach is a set of statistical processes to 

estimate the relations between a dependent variable and one or more 

independent variables. The Gaussian process regression is a linear regression 

and one of the commonly used regression-based methods [117]. Support vector 

regression (SVR) [109, 118], k-nearest neighbour regression algorithm [119] are 

also promising algorithms for diagnostics and prognostics because they are easy 

to implement and can easily process small training sets and multi-dimensional 

data. 

Principal component analysis (PCA) is a statistical technique for dimensionality 

reduction that is able to identify correlations and patterns in a data set so that it 

can be transformed into a lower dimension data set without losing any important 

information. Multidimensional data refers to a dataset in which there are different 

features for observations. Independent component analysis (ICA) is used to find 

a representation of data as independent sub-elements. PCA [120, 121] and ICA 

[122, 123] are both effective tools in diagnostics and prognostics processes. 

These two techniques can be classified under ML methods as well. 
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There are a few more data-driven techniques that have not been reviewed here 

as their applications for diagnostics and prognostics are sparsely discussed in 

the literature. 

2.3.2.4  Summary of data -driven approaches  

From a practical point of view, data-driven approaches are fast and easy to 

implement. In fact, there are many available packages for data mining and 

machine learning that increase the speed and simplicity of the implementation. 

Identifying relationships that were not previously considered, is possible by 

collecting enough data. Moreover, these methods can consider all relationships 

without any prejudice since they work with objective data. However, the data-

driven method requires a large amount of data that includes all possible failure 

modes for the same or similar systems. The results of data-driven methods might 

be counter-intuitive since physical knowledge is not involved, hence it is risky to 

accept the related result without understanding the source of problem. In addition, 

the methods can be computationally intensive in both analysis and 

implementation. The reliability of data-driven approaches is low comparing with 

physics-based approaches which perform well even with a small size of data. The 

issue is that the reliable physics model is not available always. In such a case, if 

enough data is available, then a data-driven approach can be implemented which 

does not require a physics model. However, if there is not enough data, or data 

is not fully relevant or balanced, there are no reliable approaches and then the 

health assessment process will be unreliable or partly applicable. Table 2.2 

summarises the merits and limitations of the reviewed data-driven methods. 

Table 2.2 A brief comparison of data-driven methods 

Data-driven 

method 

Advantage Disadvantage 

Machine 

learning 

methods 

ANN �x Is able to model complex, non-

linear systems. 

�x Is able to use many types of 

input data, though particularly 

normalised numerical values.  

�x Has high classification accuracy. 

�x Requires a large amount of 

data for training. 

�x Might be time-intensive in 

determining the appropriate 

model and data training. 
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�x Has the ability to work with 

incomplete knowledge. 

�x Has parallel processing 

capability. 

�x Is not suitable for categorized 

or symbolic data. 

�x Has no physical meaning  

�x Has high risk of over-fitting  

SVM �x Has high classification accuracy. 

�x Works well with even 

unstructured and semi 

structured data. 

�x Has a lower risk of over-fitting. 

�x Has no physical meaning.  

�x Has low efficiency in dealing 

with big data.  

�x Is computationally expensive, 

thus runs slow. 

DT �x Is easy to understand and 

interpret. 

�x Requires less effort for data 

preparation as there is no need 

for normalisation or scaling of 

data. 

�x Is able to handle missing values. 

�x Is instable in facing with even 

small changes. 

�x Encounters difficulty in dealing 

with continuous attributes. 

�x Has relatively low accuracy for 

large domains. 

DL �x Has automatic features 

extraction.  

�x Has higher robustness to noise.  

�x Has more accurate results.  

�x Has low risk of over-fitting. 

�x Requires a large amount of 

data  

�x Has time consuming training.  

�x Has no physical meaning. 

Bayesian-

based 

models 

BN  �x Is fairly versatile and applicable 

for a wide range of applications. 

�x Is able to represent the complex 

inter-relationships (i.e. causal-

effect relationship). 

�x Presents results in the form of 

probability distributions rather 

than precise estimations. 

�x Is able to provide good 

prediction accuracy even with 

rather small sample sizes. 

�x Can be easily combined with 

decision-analytic tools. 

�x Has low risk of over-fitting of 

data. 

�x Requires data preprocessing. 

�x Faces difficulties when 

encountering multidimensional 

data. 

�x Requires discretization in 

dealing with continuous data. 

�x Requires expert knowledge for 

effective model representation.  

�x Requires extensive data 

collection. 

HMM �x Is suitable to model multivariate, 

dynamic processes. 

�x Faces difficulty when 

encountering non-Gaussian 

noise.  
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�x Is appropriate for multi-failure 

mode 

�x Has strong statistical foundation. 

�x Is computationally efficient. 

�x Is able to model spatial and 

temporal data.  

�x Has efficient learning 

algorithms. 

�x Individual models can be trained 

using global data only. 

�x Has wide variety of applications. 

�x Can be used for fault diagnosis 

on non-stationary signals and 

dynamic system 

�x Is not able to express 

dependencies between hidden 

states. 

�x Requires a large amount of 

data for training.  

�x Encounters difficulties in 

defining the discrete states for a 

continuous system. 

�x Faces difficulties in estimating 

transition probabilities. 

KF �x Is very fast. 

�x Is computationally efficient. 

�x Is able to provide the quality of 

the estimate (i.e., the variance). 

�x Capable to deal with incomplete 

and noisy data. 

�x Is not appropriate for nonlinear 

applications. 

�x Is limited in dealing with non-

Gaussian distributions. 

�x Has slow reaction speed in 

facing rapid change situations. 

PF �x Is suitable to model multivariate, 

non-linear processes. 

�x Is effective in dealing with non-

Gaussian noise. 

�x Has more accurate results than 

other filtering methods. 

�x Is more computationally 

intensive than KF.  

�x Require enough historical data 

and time in dealing with higher 

dimensions. 

�x Has the risk of particle 

depletion phenomenon.  

 

2.3.3  Knowledge -based Approaches  

Knowledge-based models rely on engineering experience and historical events 

which provide intuitive results by comparing an observed situation with a library 

of previously defined failures, to find the similarity [16]. These models are 

applicable whenever deep knowledge about the system under study is available. 

As these models correlate engineering experience and knowledge, they are also 

�F�D�O�O�H�G���³�(�[�S�H�U�L�H�Q�F�H-�E�D�V�H�G���P�R�G�H�O�V�´���L�Q���V�R�P�H���U�H�I�H�U�H�Q�F�H�V�����H���J����[3]). Expert systems 

and fuzzy logic can be considered as two sub-classes of knowledge-based 

models, since both rely on domain knowledge.  
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2.3.3.1  Expert systems  

Expert systems are computer programs that imitate expert knowledge to solve a 

problem in a particular field [16]. It normally contains the collection of experience 

from domain experts and a rule base to apply that knowledge to particular 

problems. The rules are represented as IF condition, THEN consequence. 

Conditions (which are inputs in the statement) are normally the facts about the 

system and consequence is the related outcome [20]. Each set of conditions has 

to have only one output and all possible combinations of conditions must have an 

output [124]. The usefulness of the model depends on the consistency, how exact 

it is, and frequently updating the knowledge. Expert systems are employed for 

diagnostics and prognostics purposes such as for intelligent monitoring a control 

procedure of a cogeneration plant in support of fault detecting and predicting 

purposes [125] and for detecting failure and predictive maintenance [126]. 

The outputs of expert systems are understandable, and conditions can be 

obtained for a specific consequence. However, it is not always easy to acquire 

knowledge for a particular field and even harder to establish rules as increasing 

the number of inputs and outputs may result in a combinatorial explosion [127]. 

2.3.3.2  Fuzzy systems  

The Boolean statement used by expert systems is not able to define sets (i.e. true 

or false) realistically in many cases [124]. To get over this issue, fuzzy logic can 

be used. Fuzzy logic is considered as a superset of standard conventional 

Boolean logic which is extended to deal with the partial truth. It contains a few 

steps (e.g. fuzzification and defuzzification) and after completing the different 

steps, the resulting fuzzy model needs to be validated [16].  

In addition to the applicability of fuzzy systems for control, it is applied to 

diagnostics and prognostics models as well [128, 129]. Fuzzy logic is also 

combined with other modelling tools and techniques for diagnostics and 

prognostics purposes, such as artificial neural networks [124].  

Unlike expert systems, the applications of fuzzy logic are relatively broad and 

give the opportunity for considering descriptive rules that are intentionally 
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imprecise [128]. Fuzzy logic models are most effective to model the behavior of 

a system with continuous variables. They are also efficient for the cases with no 

available mathematical model or in dealing with highly noisy data [20, 129]. 

Relying heavily on the domain expert knowledge to specify the rules and develop 

the fuzzy sets is the main hindrance to their wider applicability.  

2.3.3.3  Summary of knowledge -based  approaches  

Knowledge-based models are mainly based upon the capability of the domain 

expert and building these models is really challenging. Because of the 

combinational explosion problem, it seems even impossible for complex system 

applications. This reality limits the application domain of knowledge-based 

models. Accordingly, not many papers have focused on knowledge-based 

models, in comparison to physics-based and especially, data-driven approaches 

[31] and the existing works are quite old. However, knowledge-based models are 

more associated with hybrid approaches rather than independent diagnostics and 

prognostics techniques in recent years. This integration adds some flexibility to 

the modelling process [12, 130]. Table 2.3 compares different knowledge-based 

methods by summarising their generic advantages and disadvantages. 

Table 2.3 Advantages and disadvantages of different knowledge-based methods 

Knowledge-

based approach 

Advantages Disadvantages 

Expert system �x Understandable outputs 

�x Conditions can be obtained for a 

specific consequence. 

 

�x Not easy to acquire knowledge. 

�x Combinatorial explosion for 

complex systems. 

�x Highly uncertain results. 

Fuzzy system �x Less uncertainty (compare to 

expert system). 

�x Broader application. 

�x Ability to consider descriptive rules 

(to cope with Boolean logic). 

�x Effective to model the behavior of 

a system with continuous 

variables, noisy data. 

�x No need for mathematical model. 

�x Validation is needed. 

�x Requiring a proper design of 

�W�K�H���V�\�V�W�H�P�¶�V���I�X�Q�F�W�L�R�Q�V�� 

�x Relying heavily on the domain 

expert knowledge. 

�x Not easy to acquire knowledge 

or requires additional 

knowledge transformation. 

�x Computationally expensive. 
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2.3.4  Hybrid Approaches  

To leverage the advantages of different diagnostics and prognostics models 

(physics-based, knowledge-based, and data-driven), hybrid approaches attempt 

to integrate the strengths of these three approaches, where it is possible. The 

results of hybrid approaches are claimed to be more accurate and reliable [3]. 

Using physics-based, knowledge-based or data-driven approaches alone for 

practical complex systems might not be efficient. As an alternative, a combination 

of these approaches can maximize the prediction capability and increase the 

reliability of results. As an example, the knowledge of physical behavior can allow 

to establish the mathematical model in a data-driven method.  

In terms of classification, hybrid approaches can be classified into series and 

parallel models [35]. For example, in a series model, parameter tuning for 

physics-based is performed by data-driven methods and in a parallel model, the 

residuals that are not explained by the first principle model, are trained by a data-

driven model.  

Another classification for hybrid models which is more specific, is based on the 

different combination sets of physics-based, knowledge-based or data-driven 

models. In the literature, five different combinations of these models can be found 

for diagnostics and prognostics [3]. 

�x Knowledge-based models and data-driven models have been 

combined to deal with the limitations of knowledge-based models, since 

data-driven models can handle continuous data and learn the behaviour 

of a system only from data [131, 132].  

�x Some researchers have used the output of the knowledge-based model 

to provide supplementary support to improve the physics-based model 

[133].  

�x Multiple data-driven models have also been broadly combined as 

another type of hybrid approach. In these approaches, one data-driven 

method is used for feature extraction of a system, when it is not directly 

measurable (so called offline training) and the other data-driven models 

are employed to predict the future state of the system based on the 

offline training [11, 134-137]. 
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�x The combination of data-driven models and physics-based models are 

also used among researchers for diagnostics and prognostics. As these 

two models are individually able for both diagnostics and prognostics, 

their different combinations have been exploited broadly in the literature 

[106, 138-140]. 

�x All three knowledge-based, data-driven and physics-based models are 

also combined in order to exploit the full advantages of different models 

[3]. However, integrating all three models is very difficult and 

challenging and impractical for the majority of cases. 

Accurate diagnostics and prognostics are consequential for industrial systems 

and over the years, different models individually have been used for these ends. 

Combining different models can improve the related results by leveraging the 

advantages of those models. However, hybrid approaches depend on a specific 

application domain and there are a few challenges that restrict the applicability of 

hybrid models such as higher computational costs, determining the best 

combination of methods given the available data and information which reduce 

the uncertainty in the results. 

 

2.3.5  Comparison of Different Approaches  

In the previous sections, the details of the different methods were reviewed. In 

order to choose the appropriate method, in addition to the requirements and 

restrictions of a research, the main advantages and disadvantages of each model 

needs to be understood. In table 2.4, different methods are compared, and their 

pros and cons are summarised. 

Table 2.4 Comparison of techniques for diagnostics and prognostics 

Methods Advantages  Disadvantages 
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Data-driven 

models 

�x Are easy and fast to 

implement. 

�x Do not need to 

mathematically formulate 

the process. 

�x Can consider all 

relationships without any 

prejudice since they work 

with objective data. 

�x Are easy to implement for 

complex systems where it 

is hard to build the 

physics-based models. 

�x Require large amount of data that includes 

all possible modes of failure for the same or 

similar systems. 

�x The results might be counter intuitive. 

�x The unanticipated failure modes cannot be 

modeled. 

�x Can be computationally intensive in both 

analysis and implementation. 

�x It might be challenging to explain the result 

and find a physical meaning to the results. 

�x The reliability of results is lower in 

comparison to physics-based models. 

Physics-

based 

models 

�x Can provide the most 

accurate and precise 

results, in the case of the 

availability of sufficient 

knowledge about the 

system behaviour. 

�x The outputs are easy to 

understand. 

�x Require less data than 

data-driven models. 

�x Require comprehensive knowledge of 

system behaviour. 

�x Are computationally expensive in the case of 

complex systems. 

�x Are extremely challenging to extract 

mathematical knowledge about the complex 

system. 

�x Require extensive and expensive empirical 

data for model parameter identification. 

�x Are problem specific. 

Knowledge-

based 

models 

�x Do not need for 

mathematical models. 

�x Are easy to understand 

and interpret the results. 

�x Require less 

programming and training. 

�x Provide an intuitive way of 

representing and 

reasoning with incomplete 

and inaccurate 

information. 

�x Are highly dependent on the human experts. 

�x Do not have memory and are not able to 

learn. 

�x Require obtaining domain knowledge and 

convert it to rules which are challenging in 

practice. 

�x Suffer from the combinational explosion 

problem for complex systems. 

�x Normally cannot be applied in prognostics 

without incorporating with other techniques. 

Hybrid 

models 

�x Benefit from the 

advantages of combined 

methods. 

�x Have higher reliability and 

accuracy of results. 

�x May have higher computational costs which 

limits their applicability. 

�x Determining the appropriate type of 

integration, given heterogeneous 

information is challenging. 
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�x Can outperform other 

models, if carefully design. 

�x Face difficulties in aggregating results from 

various participant models. 

 

2.4  Review of Complex Engineered Systems and their 
Characteristics  

Complex systems have been defined by many researchers from various fields 

(from physical to non-physical systems) in fairly different ways. Hence there is 

not a unique definition for complex systems and also there are variations in the 

measures of complexity [141]. Diverse definitions are mostly because the 

complexity is subjective notion to a high extent [142, 143]. However, there is a 

common statement in almost all the definitions that complex systems consist of 

many elements with complicated �± difficult to understand �± interactions. Similar 

to the definition, there are different characterization for complex systems in 

different fields. However, in the literature [142-151], the core set of properties 

pertaining to complex systems that are mutually exclusive and collectively 

exhaustive can be considered as:  

�x Consisting of many elements that usually engage in many interactions 

(cause and effect relationship) 

�x Nonlinearity and dynamicity of interactions among the parts 

�x Multi-state and multi-objective 

�x Algorithmic and often non-ergodic 

�x Order robustness 

�x Evolution and adaptation 

�x Hierarchy of system and sub-system 

�x Neither completely random nor completely ordered 

�x High epistemic uncertainty 

Industrial systems can be categorized into continuous and discrete systems [33]. 

Continuous systems mostly operate in a steady-state condition and produce 

constant outputs. Whereas discrete systems work under different process 

�F�R�Q�G�L�W�L�R�Q�V�� �D�Q�G�� �W�K�H�� �V�\�V�W�H�P�¶�V�� �R�X�W�S�X�W�V�� �G�H�S�H�Q�G�� �R�Q�� �W�K�H�� �S�U�R�F�H�V�V�� �S�D�U�W�L�F�X�O�D�U�L�W�L�H�V����

Considering the exhaustive features of complex systems, the characteristics of 

discrete industrial systems are sufficient enough to consider these systems as 
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complex systems. Road vehicles, as a well-known example of discrete industrial 

systems, have seen significant transformations and modernization over the past 

few decades. The components and subsystems in a road vehicle interact 

dynamically to deliver the functions of the system. Looking at a higher level, 

where various systems are integrated and the mechanism is controlled or 

monitored by computer-based algorithms (i.e. referring to cyber-physical systems 

[152] which are the central topic in the era of Industry 4.0), the practical difficulties 

in reliability analysis rise significantly. The reliability analysis of vehicular cyber-

physical systems is one of the most challenging research topics [153]. 

Engineered systems are becoming more complex being generally composed of 

some interconnected subsystems/components, possessing high-nonlinear and 

stochastic dynamics, equipped with multiple control loops, operating under noisy 

environments, and varying loads [153-155]. The complex hardware and software 

structure are not the only reason for the complexity of a modern system and the 

challenges in the information processes (monitoring, processing, management, 

etc.) of the system intensify the complexity [156]. 

With the large amount of computationally diverse data released and shared, the 

world has entered the era of big data. These big data resources are able to 

capture the relationship between numerous systems and subsystems, which is 

unlikely to be fully observed otherwise [157]. On the other hand, building 

mathematical models to characterize the behaviour of complex systems or using 

expert knowledge to describe their functionality is difficult and unrealistic [156, 

158], as prior knowledge of process models is generally unavailable. These 

matters remarkably decrease the applicability of knowledge-based and physics-

based methods and increase the applicability of data-driven methods for complex 

engineered systems. Hence, it is worthwhile to focus on the features of complex 

�V�\�V�W�H�P�V�¶���G�D�W�D��that are statistically complex.  

The complicated interactions in complex systems lead to heterogeneous data 

with different characteristics [153]. Systems in different industrial sectors have 

different big data characteristics. Taking into account all those characteristics, 

nonlinearity, dynamicity, non-stationarity, and non-Gaussianity are the most 
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common data features mentioned in the literature for complex engineered 

systems [15, 33, 158-160] that are briefly described here: 

�x Nonlinearity: Unlike linear systems, the behaviour of a nonlinear system 

is described by nonlinear differential equations [15, 159]. The 

nonlinearity of data is becoming higher and more common by increasing 

the complexity of modern engineered systems.  

�x Dynamic behaviour: The pattern of data in complex systems changes 

over time. These changes are because of the feedback control systems, 

where there are a wide temporal continuation of diverse sampling points 

[33]. Autocorrelation and cross-correlation properties between different 

sampling points of the measurement variables lead to dynamic changes 

in the behavior of data [154].  

�x Non-Stationary behaviour: Different from a stationary process in which 

the probability distributions of the ensemble (or sub-records) and 

correlation functions are independent of absolute time, in general, the 

means and variances of data in complex systems shift over time [160] 

(referring to time-varying speed and load). Both linear and nonlinear 

systems can have data with non-stationary behavior [15].  

�x Non-Gaussian data characteristics: Although Gaussian distribution is a 

suitable model for many cases, and it is commonly used for continuous 

data, because of multiple modes/states or operating conditions, 

�F�R�P�S�O�H�[���V�\�V�W�H�P�V�¶���G�D�W�D���J�H�Q�H�U�D�O�O�\��has a non-Gaussian distribution [161].  

Diagnostics and prognostics of complex engineered systems, taking into account 

the complicated structural principles, varying operational conditions, and 

multifarious data characteristics, are difficult tasks. Therefore, proposing the 

adequate method, given the features of the system under study and pertaining 

data, is pivotal to enhance the accuracy of results. 
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2.5  Critical R eview of Diagnostic and Prognostics 
Applications to Complex Systems   

Characteristics of complex engineered systems significantly reduce the direct 

applicability of knowledge-based and physics-based approaches. This is due to 

the fact that diverse interconnected subsystems/components, the multiplicity of 

processes, their concurrency, and their reliance on embedded intelligence lead 

to an unmanageable number of parameters in these approaches. Those features 

also remarkably complicate the construction of mathematical models for physics-

based approaches [156, 158]. On the other hand, the availability of ample data 

and relatively higher computational powers imply the use of data-driven methods 

for complex engineered systems. Hence, this section will review and discuss 

different data-driven diagnostics and prognostics methods that have been applied 

to address one or more characteristics of complex systems. 

The methods employed for complex engineered systems are mostly based upon 

the traditional statistical, probabilistic and especially artificial intelligence methods 

which have been enhanced and adapted or combined with other methods to 

address the characteristics of these systems. Here, for the purpose of review, 

these methods are classified into classic methods, optimised classic methods, 

and hybrid methods, as illustrated in figure 2.8.  

 

Figure 2.8 Classification of diagnostics and prognostics methods for the applications to 

complex systems 
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2.5.1 Classic M ethods  
Some of the data-driven methods are able to cope with some of the features of 

complex systems since there are fundamentally nonlinear and/or dynamic 

modelling tools. Here, some of these methods are reviewed and their applications 

for complex systems are discussed. 

An ANN is a class of models that is usually non-linear in which a group of 

interrelated functional relationships between input stimuli and desired output are 

established where the parameters of the functional relationship are required to 

be adjusted for optimum performance [162]. Feedforward [163] and recurrent 

networks [164] are two typical network architectures of ANN-based predictors 

which both have been employed in engineering applications. Neural networks 

have several advantages, including the ability to work with incomplete 

knowledge, parallel processing capability, the ability to implicitly detect complex 

nonlinear relation between dependent and independent variables, and having 

fault tolerance. Disadvantages include its black box nature (i.e. unexplained 

behavior of the network), greater computational burden, the difficulty of showing 

the problem to the network, risk of overfitting, and the experimental 

characteristics of model development [68, 69]. The features of ANNs (particularly, 

its capability to implicitly detect complex nonlinear relationships between 

dependent and independent variables), make them a suitable method for 

diagnostics and prognostics analyses of complex systems [82, 84-86, 165]. 

�+�R�Z�H�Y�H�U���� �W�K�H�� �D�G�D�S�W�L�Y�H�� �I�R�U�P�V�� �R�I�� �$�1�1�� �D�U�H�� �Z�L�G�H�O�\�� �X�V�H�G�� �I�R�U�� �F�R�P�S�O�H�[�� �V�\�V�W�H�P�V�¶��

applications which are discussed in the section 2.5.2. 

The applications of particle filter are becoming wider because of the high potential 

of PF in dealing with dynamic systems characterized by non-Gaussian and 

nonlinear natures. In the literature, there are quite a few research works that 

employed PF for diagnostics and prognostics of complex nonlinear systems [112, 

113, 166-169]. There are a few other methods like, HMM, hidden semi-Markov 

model (HSMM) [170], that also have been used for complex systems applications. 

However, they are not able to fully address the characteristics of modern complex 

systems, and they are mostly integrated with other tools in the form of hybrid 

methods. These methods are discussed in section 2.5.3.  
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2.5.2  Optimised Classic M ethods  

Many algorithms and approaches have been extended, improved, enhanced and 

adapted in order to address the characteristics of complex systems. In the 

literature, there are many modified and adapted methods that have wide 

applications in diagnostics and prognostics of complex engineered systems 

which are the topics of active research. Here, widely used adapted or improved 

methods for prognostics and diagnostics of complex engineered systems are 

discussed and some of the related research works have been introduced. 

2.5.2.1  Deep learning  

As a machine learning method, deep learning is based on ANN which is featured 

by multiple non-linear processing layers in which hierarchical representations of 

data are tried to learn [171]. DL algorithms are becoming more popular for 

diagnostics and prognostics applications due to their potential advantages in 

dealing with nonlinear dynamics in time-series data [68, 69]. Unlike traditional 

algorithms, deep learning is a powerful self-learning model that does not require 

a manual feature extraction step. Figure 2.9 illustrates the high-level procedure 

of deep learning diagnostics and prognostics framework. 

 

Figure 2.9 The high-level procedure of diagnostics and prognostics framework using 

deep learning. 

There are a few deep learning algorithms, however, the main algorithms include 

the Convolutional Neural Network (CNN), Recurrent Neural Network (RNN), 

Deep Belief Network (DBN), and Deep Neural Network (DNN) [172]. Different 
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deep learning architectures have been applied to fault diagnosis and prognosis 

fields; however, the most popular ones for the application of complex engineered 

system have been reviewed here. 

�x Convolutional Neural Network  

Convolutional Neural Networks are basically standard neural networks that have 

been extended across space using shared weights. Normally, CNNs have three 

layers, a convolutional layer which is the main building block of the network, a 

pooling layer that replaces the network's output at certain locations based on a 

summary statistic of the nearby outputs, and a fully connected layer which assists 

to map the representation between the input and the output [87]. CNNs provide 

effective methods to work with raw signals directly by weight sharing and local 

connections without feature extractors.  

Despite the advantages of CNN, it suffers from a few limitations for the 

applications of diagnostics and prognostics. To alleviate the limitations of 

traditional CNN and enhance the performance, new frameworks have been 

presented. Zhu et al. [173] introduced a multiscale CNN for RUL prediction to 

keep the global and local information synchronously compared to a traditional 

CNN. To consider temporal dependencies in different degradation states and 

quantify the uncertainty in RUL estimation, which cannot be addressed by CNN, 

Wang et al. [174] presented a recurrent CNN framework for RUL prediction in 

machinery systems. Han et al. [175] developed a dynamic ensemble CNN 

combined with a multi-level wavelet packet for fault diagnostics of a gearbox. The 

results revealed the effectiveness of the framework for the case even the 

sufficient fault data is not available. To address the imbalanced distribution of 

machinery health conditions, Jia et al. [176] proposed a new learning method 

named deep normalised convolutional neural networks to classify the faults of 

bearing. 

�x Deep Belief Network  

Deep Belief Network, which is based on the Restricted Boltzmann Machine 

(RBM) [88] has become a common approach in ML and more recently for 

diagnostics and prognostics purposes, due to its promising advantages such as 
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learning algorithm and fine-tuning procedure. DBN which is a probabilistic 

generative model, employs a multi-layered feed-forward neural network that 

contains several RBMs. The layer-by-layer, unsupervised learning algorithm of 

RBMs can efficiently pre-train the model and adjust its parameters through a fine-

tuning procedure [177]. 

Zhang and Zhao [178] introduced a DBN based fault diagnosis model for fault 

classification in Tennessee Eastman (TE) process. Using mutual information 

approach, they extracted individual fault features in both temporal and spatial 

domains using DBN sub-networks. Liu et al. [179] proposed a DBN based model 

for real-time diagnosis and quality monitoring framework for manufacturing 

process. The DBN model for quality spectra is set up in a training stage that is 

used to monitor and diagnose the process profiles in the online phase. To 

overcome the difficulty of DBN-based RUL estimation techniques in uncertainty 

quantifying, Hu et al. [158] introduced a two-phase model using the DBN and 

diffusion process for prognostics of degraded bearings. First, deep hidden 

features are extracted using DBN and then the probability density function of 

predicted RUL is presented employing the diffusion process. Wang et al. [180] 

introduced an extended DBN that utilises all valuable information in the raw signal 

for fault classification in TE process. This framework covers the limitation of 

classic deep network models in which the layer-wise feature compression may 

filter the useful information in the raw data. To alleviate the limitations of 

traditional DBN in feature learning under different working conditions, Yan et al. 

[181] proposed a multiscale cascading DBN framework to automatically identify 

rotating machinery faults working in different operational conditions. 

�x Recurrent Neural Network  

A recurrent neural network is another deep learning technique that forms a 

directed graph along a temporal sequence from connections between nodes 

[171]. In recurrent network signals can travel in both directions by introducing 

loops in the network. This characteristic helps to consider temporal dynamic 

behavior [182].  
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The most important RNN is the long short-term memory network (LSTM) that is 

able to learn long-term dependencies. In the recent years, LSTM networks have 

�E�H�H�Q���Z�L�G�H�O�\���H�P�S�O�R�\�H�G���I�R�U���G�\�Q�D�P�L�F���V�\�V�W�H�P�V�¶���D�S�S�O�L�F�D�W�L�R�Q�����:�X���H�W���D�O����[183] proposed 

an LSTM recurrent neural network-based approach to predict faults with the 

degradation sequence of equipment in which there is no need for predefining 

threshold or other ML methods. To alleviate the limitation of RUL estimation 

methods in learning the long-term dependencies within lithium-�L�R�Q�� �E�D�W�W�H�U�L�H�V�¶��

capacity degradations, Zhang et al. [184] proposed an LSTM network-based 

method. The method utilises Monte Carlo simulation to generate a probabilistic 

RUL prediction. Wu et al. [185] employed vanilla LSTM recurrent neural network 

for RUL estimation of industrial systems, in order to increase the accuracy of 

prediction in the cases like complicated operations, model degradations, variable 

operating conditions, and highly noisy data. The results for aircraft turbofan 

engines show that the methods outperform RNN and gated recurrent unit LSTM. 

The gated recurrent unit is another type of RNN that also has been utilised for 

diagnostics and prognostics applications [186]. 

Despite the good capability of deep learning for diagnostics and prognostics, 

these methods �± like many other traditional frameworks for fault diagnosis �± 

generally assume that the training and test samples have similar distributions. 

However, it is almost impracticable in real-world industrial applications, where the 

operating condition changes over time. Moreover, the quantity of the same-

distribution samples is normally insufficient to build a qualified diagnostic and 

prognostics models (so called distribution discrepancy issue). In addition, training 

a deep learning model requires huge amounts of labeled samples, in which 

collecting enough labeled training data is challenging and also expensive, 

especially for unseen conditions. Moreover, training a deep learning model from 

scratch requires notable computational and time resources, and it is challenging 

to meet the real-time requirements of some fault diagnosis and prognosis tasks 

[66, 187, 188]. 

2.5.2.2  Transfer l earning  

To overcome the limitations of DL, transfer learning [70] has shown potential 

value in fault diagnostics and prognostics. TL possesses the capability to 
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leverage the knowledge learnt from the massive source data to build diagnosis 

and prognosis models for the similar but smaller data set. The idea behind TL is 

to adapt the distribution and improve the learning of the predictive model in the 

target domain using the knowledge contained in the source domain. Therefore, 

TL can transfer knowledge learnt from one task to facilitate fulfilling a different but 

similar task. Figure 2.10 illustrates the high-level procedure of diagnostics and 

prognostics framework using TL. 

For example, Han et al. [187] introduced deep transfer network, as a new 

framework for fault diagnosis in industrial applications. The method which 

generalizes the deep learning model for wider applications, performs based on 

extending the marginal distribution adaptation to joint distribution adaptation, in 

order address the issue of the lack of labeled CM data and get more accurate 

results. Zhang et al. [189] proposed a RUL estimation method utilising the TL 

algorithm with bi-directional LSTM neural networks. The method is based on the 

exploitation of data samples from different but similar tasks for the RUL prediction 

of turbofan engines. Wen et al. [188] proposed a deep transfer learning based 

three-layer sparse auto-encoder for fault diagnosis, the proposed sparse auto-

encoder achieved a higher accuracy than other algorithms (e.g. DBN, ANN, 

SVM), when the training and testing data are subject to different feature 

distributions. Mao et al. [190] introduced a two-phase method by integrating deep 

feature representation and TL for RUL prediction of rolling bearings with 

inconsistent distribution of vibration data. The method improves the feature 

representation ability of faults and the degradation process and also enhances 

the RUL prediction accuracy.  

 

Figure 2.10 Deep transfer learning-based diagnostics and prognostics framework 
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2.5.2.3  Non-Gaussian methods  

For complex system process data, non-Gaussianity should be one of the most 

significant properties due to multiple process states or operating conditions. 

Therefore, the techniques which fundamentally assume that data follow a single 

Gaussian distribution (e.g. PCA, partial least squares, KF) are not suitable for the 

application of complex systems. For non-Gaussian modelling situations, an 

effective solution is to build finite mixture models in order to accommodate the 

various non-Gaussian behaviors. The most commonly used finite mixture model 

is the Gaussian mixture model (GMM) that can approximate complex non-

Gaussian probability density for the given enough weighted mixture components 

[161]. Some of the techniques (e.g. ANN and PF) have basically non-Gaussian 

data structure and are suitable for analysing multivariate systems that exhibit non-

Gaussian behavior. These techniques have been reviewed in the previous 

sections and here, only some research studies that employed the non-Gaussian 

and mixture of Gaussian models have been reviewed. 

Xu and Deng [191] introduced dynamic Bayesian independent component 

analysis methods for fault detection in multimode, non-Gaussian dynamic 

processes. The method alleviated the limitation of ICA methods in considering 

dynamic characteristics of process data, as the assumption in ICA is that there is 

only one normal operation mode. Yan et al. [192] presented a semi-supervised 

GMM framework to diagnose faults in new data categories. The framework was 

successfully applied on a rotary machine and high-voltage electronic equipment 

for detecting and classifying the faults. Hong et al. [193] proposed an early fault 

diagnostics method for bearings, using vibration data. Their method extracts 

features based on spectral kurtosis and evaluates faults by a Gaussian mixture 

model. Liu et al. [194] presented a Dirichlet process (DP) Gaussian mixture for 

online process fault detecting and identification, using sensor data. The outcomes 

of the method are fault detection and identification of specific process anomalies 

employing DP-based statistical process control and recurrent hierarchical DP 

unsupervised clustering. 
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2.5.2.4  Kernel -based methods  

The application of kernel-based methods is wide for nonlinear data processing. 

The kernel representation of data is transferring nonlinear data into a high-

dimensional space where it is easier to separate the two classes of data. In a 

kernel function, the inputs vectors are taken into the original space and the dot 

product of the vectors in the feature space is returned [195]. SVM and kernel PCA 

are two kernel-based learning methods that have been successfully applied in 

diagnostics and prognostics fields.  

Xu et al. [196] introduced a fault prognostics method based on local kernel PCA 

and multivariate time delay analysis for nonlinear processes. The application of 

the method for the Tennessee Eastman process showed more accurate results 

compared to other methods. Multi-block statistics local kernel PCA algorithm 

integrated with statistics pattern analysis, is proposed by Zhou and Gu [197] for 

nonlinear process monitoring and fault detection. Their method is effective for 

single-mode process analysis. Hamrouni et al. [198] introduced a reduced 

interval kernel PCA method for fault detection in uncertain nonlinear processes 

to deal with uncertain data and reduce the computation complexity for large data 

sets. The method has a lower computational cost compared to interval kernel 

PCA methods. 

There are more kernel-based methods that have been employed for complex, 

nonlinear, and non-Gaussian systems such as modified robust total kernel partial 

M-regression [199], performance-relevant kernel ICA [123], auto-associative 

kernel regression [200]. The fairly wide application of kernel-based techniques is 

because of their capabilities in dealing with high-dimension, nonlinear, non-

Gaussian data with a reasonable computational cost. They also can be used for 

both supervised and unsupervised problems. However, the selection of an 

appropriate kernel to solve a problem is challenging and, in many cases, deep 

learning methods outperform kernel-based methods in terms of the accuracy of 

results. 
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2.5.2.5  Dynamic methods  

To address the time varying behaviour of complex systems, dynamic modelling 

is employed that generally represents the behaviour of a system over time as a 

set of states that occur in a defined sequence. The dynamic forms of different 

methods have been exploited for prognostics and diagnostics of complex 

systems. 

Dynamic Bayesian network is one of the widely used dynamic methods for 

reliability analysis of complex systems which enables the reliability estimation 

based on a temporal aspect [137]. Lewis and Groth [201] investigated the 

capabilities of dynamic Bayesian networks for diagnostics and prognostics of 

complex engineered systems. Yu et al. [200] employed dynamic independent 

component analysis combined with auto-associative kernel regression for fault 

detection, to address the nonlinearity and multimodality in complex industrial 

systems. Shi et al. [202] introduced an incipient fault detection method in gearbox 

systems using deep recursive dynamic principal component analysis, in order to 

detect faults in time-varying, noisy vibration signals. Ahmad et al. [203] introduced 

a RUL estimation method for bearing based on the dynamic regression models. 

In this method, in order to predict the RUL, the online vibration level is measured 

based on the normal value for vibration and the developing trend of health 

indicator is captured via recursively updating the regression models. Kong and 

Yang [204] integrated an adaptive first predicting time selection approach with 

dynamic exponential regression for RUL estimation in rolling element bearings. 

This integration was proposed to overcome the limitations of existing methods in 

considering incipient faults and also the requirements for historical data for 

parameter estimation. Wang et al. [205] employed dynamic LSTM Neural-

Network to indirectly predict the online RUL of satellite lithium-ion batteries. 

Instead of using the capacity of batteries, this method indirectly extracts the 

health indicator, using Spearman correlation analysis method. 

As a summary, the characteristics of complex systems and different operating 

conditions for a system under study challenge the application of conventional 

methods. As a result, the utilisation of the adaptive form of diagnostics and 
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prognostics techniques and methods is a more natural choice and is expected to 

have more accurate results than the non-adaptive counterparts. 

 

2.5.3  Hybrid M ethods  

Hybrid methods integrate the advantages of two or more methods to maximize 

the estimation and prediction capabilities. Hybrid methods play a key role in the 

application of practical complex systems since one method is normally not 

�H�Q�R�X�J�K�� �W�R�� �D�G�G�U�H�V�V�� �W�K�H�� �F�K�D�O�O�H�Q�J�H�V�� �I�D�F�H�G�� �L�Q�� �G�H�D�O�L�Q�J�� �Z�L�W�K�� �F�R�P�S�O�H�[�� �V�\�V�W�H�P�V�¶��

diagnostics and prognostics. Therefore, combinations of data-driven methods 

(mostly their adaptive forms) are integrated to address dynamic, nonlinear, non-

stationary and non-Gaussian characteristics of complex engineered systems. In 

this section, hybrid methods have been classified into the different combinations 

of machine learning and statistical / probabilistic methods for the purpose of 

review. It is worth mentioning that some of the reviewed papers under adapted 

methods in section 2.5.2 can be considered as hybrid models since they integrate 

two or more methods. 

2.5.3.1  Integration of ML methods  

The integration of several machine learning techniques seems to be a promising 

implementation for complex engineered systems, since they are capable tools for 

both data training and data processing. 

Various hybrid methods have been proposed for prognostics and diagnostics of 

rotating machinery using vibration signals that are highly noisy and non-stationary 

in nature [206]. Merainani et al. [207] combined self-organizing feature map 

neural network with Hilbert empirical wavelet transform and singular value 

decomposition to identify and classify faults in automatic gearboxes working in 

various operating modes, using non-stationary vibration signals. Bastami et al. 

[83] applied the wavelet packet transform for extracting the features of vibration 

CM signal and applied ANN for estimating the RUL of rolling element bearings. 

In another research study, SVM is combined with particle swarm optimisation 

technique to estimate the remaining useful life of aircraft engines such that the 
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model requires only the information about the current status of the system, 

without requiring knowledge of the prior situation [208].  

Lithium-ion batteries have both dynamic and static characteristics and their 

operating conditions (e.g., power, temperature) are variable. The RUL of lithium-

ion batteries is predicted in [209] by a hybrid method, using false nearest 

neighbours and a hybrid neural network. Han et al. [165] integrated 

spatiotemporal pattern network approach and CNN for feature learning and 

condition classification, for the purpose of fault diagnosis in complex systems 

operating in variable conditions. The obtained results revealed that the hybrid 

method has better performance than shallow learners machine learning 

algorithms. 

2.5.3.2  Integration of ML and statistical  / probabilistic  methods  

To leverage the advantages of ML and statistical approaches, their combinations 

have been applied by many researchers in order to enhance the accuracy and 

reliability of the diagnostics and prognostics results. 

Cho et al. [210] combined RNN and dynamic BN for fault detection and isolation 

in three-phase induction motors where recurrent neural network is used to model 

normal system behavior and various fault conditions and BN is employed to 

evaluate the residuals. Jinglong et al. [186] introduced a fusion method based on 

kernel PCA and a gated recurrent unit to estimate RUL of a nonlinear degradation 

process. In this method, nonlinear features are extracted by kernel PCA, and RUL 

is predicted by the gated recurrent unit as it is effective in describing a complex 

system. Wang et al. [211] combined relevance vector machine regressions with 

exponential degradation models coupled with the Frechet distance to estimate 

the RUL of rolling element bearings exploiting nonlinear degradation data. To 

attain higher RUL estimation accuracy, Wu et al. [212] employed the combination 

of NN and bat-based particle filter for modelling and updating the related 

parameters of lithium-�L�R�Q�� �E�D�W�W�H�U�L�H�V�¶�� �G�H�J�U�D�G�D�W�L�R�Q�� �W�U�H�Q�G�V�� �X�Q�G�H�U�� �G�L�I�I�H�U�H�Q�W�� �Z�R�U�N�L�Q�J��

conditions. Wang et al. [213] introduced CNN-based hidden Markov models for 

fault detection in bearings. In this hybrid method, the features of non-linear and 

non-stationary vibration data are learned by CNN, and HMMs are used as fault 
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classifying tools. Deutsch et al. [111] integrated a DBN and a PF for more 

accurately predicting the RUL in hybrid ceramic bearings. Peng et al. [214] used 

a similar combination of tools (DBN and improved particle filter), to introduce a 

method for RUL prediction in aircraft engines, using degradation data. Yu et al. 

[200] integrated auto-associative kernel regression and dynamic ICA for fault 

detection in nonlinear multimode industrial processes. Auto-associative kernel 

regression is used for residual generation as it is an effective technique for 

nonlinear and multimode applications. Dynamic ICA is employed to deal with non-

Gaussian distribution of residuals obtained from auto-associative kernel 

regression. 

2.5.3.3  Integration of statistical  / probabilistic  methods  

To improve the accuracy of fault diagnostics and prognostics in complex systems, 

many statistical techniques have been integrated in various research studies to 

address some features of complex engineered systems. 

Wei et al. [215] employed the fusion of SVR and PF for state-of-health detection 

and RUL prediction in lithium-ion batteries. SVR is used to simulate complex 

aging mechanisms of batteries and degradation parameters are estimated using 

PF, as it can filter measurement noises. A combination of PCA and HMM are 

proposed by Georgoulas et al. [216] for broken rotor bar fault diagnosis in 

asynchronous machines. PCA is employed to extract a characteristic component, 

that shows the rotor symmetry caused by the broken bars and HMMs process the 

component in two different classes (a multiclass and a one-class), for estimating 

the severity of the fault.  

The integration of HMM and BN (or dynamic BN) have also been applied for 

diagnostics and prognostics in some research studies. In [134], the authors 

integrated Mixture of Gaussians Hidden Markov Models (MoG-HMMs) and 

dynamic BNs as modelling tools for RUL estimation, considering that degradation 

in the critical components of a physical system is the only cause of failure. The 

method contains two learning and exploitation phases to estimate the RUL of 

bearings. Rebello et al. [137] presented a new methodology for functional 

reliability estimation of complex industrial systems. They used HMM to map the 
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continuous data into unobservable state probabilities and dynamic BN to find the 

posterior system state probability by considering the component dependencies 

within a system. Galagedarage and Khan [135, 136] integrated MoG-HMM and 

BN to detect, isolate and predict identified faults in the TE process. The methods 

were based on the comparison between offline and online generated log-

likelihood to predict the most likely future state of the system and utilising the 

relevant information to identify the root cause of faults. 

 

2.5.4  Summary and D iscussion  

Considering the feature of complex systems stated in section 2.4 and the review 

of related research works, here, the capability of various methods to address 

those features are highlighted. 

2.5.4.1  Nonlinearity  

Vibration data (mostly form bearings) analysis is one of the common and efficient 

techniques for diagnostics and prognostics. However, these data are highly 

nonlinear, and often contain strong noise. This is because of the changes in 

friction, stiffness, fault excitation, and operational environment [112, 181]. In 

addition, data for lithium-ion batteries, chemical processes, aircraft engine and 

some other systems which are nonlinear in general, have been analysed for 

diagnostics and prognostics. Table 2.5 provides a summary of the applications of 

different methods to address the nonlinearity of complex systems for the reviewed 

research works in this chapter. For diagnostics and prognostics purposes dealing 

with nonlinear data, some methods have been widely employed. The table 

emphasizes the evidence that DL and TL (in general ANN-based methods), PF, 

SVM, kernel-based methods and the fusion of these methods are the best for 

diagnostics and prognostics of complex engineered systems with nonlinear data. 

This is because of the fact that these methods have high potentials in dealing with 

complex systems characterized by nonlinear natures. However, these are not the 

only methods and there are some other methods (e.g. HMM) which perform well 

on nonlinear processes [186]. 
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Table 2.5 Summary of the methods employed to address nonlinearity in data of 

complex engineered systems 

Methods  Reference Application 

DL and TL Yan et al. [181], Hu et al. [158], Wen et al. [188], Han et 

al. [187] 

Zhao et al. [217], Wu et al. [183], Wu et al. [185]  

Zhang et al. [184], Wang et al. [205] 

Zhang and Zhao [178], Wang et al. [180] 

Wang et al. [174], Liu et al. [179], Han et al. [187] 

Bearings 

 

Aircraft Engine 

Electronic products 

TE process 

Other applications 

ANN Laredo et al. [85], Bektas et al. [84] 

Khera and Khan [86]  

Zhang and Wang [82]  

Aircraft Engine 

Electronic products 

Wind turbine 

Kernel-

based 

Hamrouni et al. [198], Zhou and Gu [197], Xu et al. [196] 

Lee et al. [121], Chu et al. [199], Liu et al. [123] 

TE process 

Chemical process 

PF Li et al. [112], Qian and Yan [169], Cheng et al. [168] 

Yu et al. [167] 

Yu et al. [113] 

Li et al. [166] 

Bearings 

Lithium-ion batteries 

Rotating machinery 

Piston pumps 

SVM Yan et al. [76]  

Nieto et al. [208] 

Gangsar and Tiwari [75] 

Bearings 

Aircraft Engine 

Lithium-ion batteries 

Hybrid Jack and Nandi [74], Wang et al. [213], Bastami et al. [83], 

Wang et al. [211], Deutsch et al. [111], Han et al. [165] 

Jinglong et al. [186], Peng et al. [214] 

Ma et al. [209] Wei et al. [215], Wu et al. [212] 

Rebello et al. [137], Galagedarage and Khan [135, 136], 

Yu et al. [200]  

Han et al. [165], Han et al. [175]  

Bearings 

 

Aircraft Engine 

Electronic products 

TE process 

 

Other applications 

 

2.5.4.2  Dynamicity  

Dynamic modelling tools such as dynamic BN, Dynamic ICA, and dynamic PCA 

are suitable methods to address the time varying behaviour of complex systems. 

DL and TL are other techniques which their capabilities have been proved for 

analysis of data with dynamic behaviours. In table 2.6, the application of these 

methods which have been reviewed in this chapter are summarised. The table 

confirms the sufficiency of dynamic statistical methods, state estimation methods 
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(e.g. HMM and BN), and ANN-based methods (i.e. DL and TL) for fault diagnosis 

and prognosis in engineered systems with dynamic data behaviours. 

Table 2.6 Summary of the methods employed to address dynamicity in data of complex 

engineered systems 

Methods  Reference Application 

DL and TL Yan et al. [181], Zhu et al. [173], Jia et al. [176]  

Zhao et al. [217], Wu et al. [183], Wu et al. [185] 

Khera and Khan [86], Zhang et al. [184], Wang et al. [205] 

Zhang and Zhao [178], Wang et al. [180] 

Liu et al. [179]  

Bearings 

Aircraft Engine 

Electronic products 

TE process 

Manufacturing 

process  

Dynamic-

based 

Ahmad et al. [203], Kong and Yang [204] 

Xu and Deng [191] 

Lewis and Groth [201], Shi et al. [202] 

Bearings 

TE process 

Other applications 

Hybrid Deutsch et al. [111], Medjaher et al. [134] 

Cho et al. [210], Georgoulas et al. [216] 

Yu et al. [200], Galagedarage and Khan [135, 136], 

Rebello et al. [137], Yu et al. [200]  

Wei et al. [215], Han et al. [175]  

Bearings 

Induction motors 

TE process 

 

Other applications  

 

2.5.4.3  Non-stationarity and non -Gaussianity  

Non-stationarity and non-Gaussianity are two more data features in complex 

engineered systems that introduced before. Table 2.7 and table 2.8 show 

�U�H�V�S�H�F�W�L�Y�H�O�\���W�K�H�V�H���I�H�D�W�X�U�H�V���R�I���F�R�P�S�O�H�[���V�\�V�W�H�P�V�¶���G�D�W�D�����D�G�G�U�H�V�V�H�G���L�Q���W�K�H���U�H�Y�L�H�Z�H�G��

research papers in this chapter, along with their applications. Diverse methods 

have been exploited to deal with non-stationary behaviour of data in complex 

engineered systems such as wiener process, ICA, and SVR. However, ANN-

based techniques have shown a higher potential to address this issue. Non-

Gaussianity, which is mostly because of multiple modes/states or operating 

conditions in a system [161], has been often addressed by Gaussian mixture 

models and PF in diagnostics and prognostics applications. 
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Table 2.7 Summary of the methods employed to address non-stationarity in data of 

complex engineered systems 

Methods  Reference Application 

DL and TL Mao et al. [190], Zhu et al. [173], Han et al. [187] 

Zhang et al. [189] 

Wang et al. [205] 

Bearings 

Aircraft Engine 

Lithium-ion batteries 

Hybrid  Merainani et al. [207] 

Malla et al. [73], Wang et al. [213] 

Wei et al. [215] 

Yu et al. [200]  

Gearbox 

Bearings 

Lithium-ion batteries 

TE process 

Other methods Kong and Yang [204]  

Bektas et al. [84], Laredo et al. [85] 

Xu and Deng [191] 

Liu et al. [170] 

Bearings 

Aircraft Engine 

TE process 

hydraulic pumps 

 

Table 2.8 Summary of the methods employed to address non-Gaussianity in data of 

complex engineered systems 

Methods  Reference Application 

GMM Hong et al. [193] 

Yan et al. [192] 

Yan et al. [192] 

Wu et al. [183] 

Liu et al. [194] 

Bearings 

Rotating machinery  

Electronic equipment  

Aircraft Engine 

Chemical process 

PF Li et al. [112], Qian and Yan [169], Cheng et al. [168] 

Yu et al. [167] 

Bearings 

Lithium-ion batteries 

Hybrid Medjaher,et al. [134] 

Wei et al. [215], Wu et al. [212] 

Galagedarage and Khan [135, 136], Rebello et al. 

[137], Yu et al. [200] 

Bearings 

Lithium-ion batteries  

TE process 

 

2.5.4.4  Variable operating conditions  

In practice, operating conditions and environment are most likely to change for a 

complex engineered system which affect the data characteristics [218]. 

Therefore, it is important to take into account the environment and operation 
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conditions in analysing the data. Table 2.9 summarises the employed methods 

to address the variable operating conditions, introduced in this chapter. Similar to 

non-stationarity, ANN-based techniques have shown a higher potential to deal 

with the effects of variable operating conditions of complex engineered systems. 

Table 2.9  Summary of the methods employed to address variable operating condition 

in complex engineered systems 

Methods  Reference Application 

DL and TL Yan et al. [181] 

Yan et al. [181], Han et al. [187] 

Han et al. [187] 

Wu et al. [185], Zhang et al. [189] 

Khera and Khan [86] 

Bearings 

Gearbox 

Wind turbine 

Aircraft Engine 

Electrolytic capacitors 

Hybrid  Merainani et al. [207] 

Han et al. [165] 

Han et al. [165] 

Ma et al. [209], Wu et al. [212] 

Gearbox 

Bearings 

Wind turbine 

Lithium-ion batteries  

 

2.6  Chapter Summary  

Diagnostics and prognostics are the most important aspects of system health 

related programs (e.g. CBM, PHM and IVHM) and have significant roles in the 

reliability enhancement of systems. Engineered systems are becoming more 

complex and are subjected to miscellaneous failure modes that impact adversely 

their performability. This ever-increasing complexity makes fault diagnostics and 

prognostics challenging tasks for the system-level functions. This chapter 

presented a literature review and discussed briefly different aspects related to 

diagnostics and prognostics. Firstly, it presented a review to systematically cover 

the general concepts and recent development of various diagnostics and 

prognostics approaches, along with their strengths and shortcomings for the 

application of diverse engineered systems. Afterwards, given the introduced 

characteristics of complex systems, the applicability of different techniques and 

methods that are capable to address the features of complex systems were 

reviewed and discussed and some of the recent achievements in the literature 

were introduced. In summary, the main objectives were to present an overview 
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of various techniques/methods and to provide reasoning on how the most 

appropriate technique and method for a complex engineered system is selected, 

given the characteristics of the system and the problem of interest. However, it is 

impossible to prescribe an approach or a method which works ideal for all cases. 

This is the matter of trade-off to find the best method, given the specifications of 

the system under study and the requirements of the research.  
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CHAPTER 3  

 

 

Research M ethodology  

3.1 Introduction  

Based upon the critical review of the related literature, and considering the 

features of complex engineered systems, this chapter discusses the research 

problem and highlights the research gaps and presents a framework for 

diagnostics and prognostics to bridge those gaps appropriately. 

Driven by a real industrial problem, this chapter formulates research objectives 

and introduces a framework to address the diagnostics and prognostics 

challenges for complex engineered systems. This framework integrates a data-

driven methodology which is supported by engineering systems analysis �± in 

order to address the challenges outlined as research gaps. Instead of separating 

methodology from a case study, this chapter introduces the overall framework 

and the case study and the following chapters discuss the methodology in the 

context of the case study. 

The remaining of this chapter is structured as follows: Section 3.2 outlines the 

problem and discusses the diagnostics and prognostics challenges of complex 

engineered systems. It also discusses the research questions stated in chapter 

1 and details the way they are addressed in this thesis. Section 3.3 illustrates the 

overall picture of the framework and section 3.4 introduces the data-driven 

methodology and explains its inputs and outputs. Exhaust gas Aftertreatment 

system is introduced in section 3.5 as the case study to validate the methodology. 
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3.2  Challenges  and Resear ch Opportunities  

3.2.1  Unaddressed Challenge s  

Underpinned by the review of the literature in chapter 2, this section states the 

dimensions and characteristics that need to be addressed, in the context of the 

exhaust Aftertreatment system �± which is an example of complex engineered 

systems. It also reviews the way in which available methods in the literature 

addressed the challenges.  

Despite the notable achievements in diagnostics and prognostics, there are still 

opportunities to improve diagnostics and prognostics of complex engineered 

systems and there exist some challenges that need to be addressed. These 

challenges are because of the higher demand and requirement on the reliability 

and safety of complex systems, whereby sometimes current methods are not able 

to fully cover the characteristics of these systems. In section 2.5, it was widely 

discussed how different methods can address one or more characteristics of 

complex systems in diagnostics and prognostics analysis. In this section, after 

highlighting the problems/challenges, it is briefly discussed how the methods 

available in the literature can address them.  

Data has become an inevitable part of diagnostics and prognostics in complex 

engineered systems. Dealing with miscellaneous data with multifarious 

characteristics is one of the main challenges. In section 2.5, dynamicity, 

nonlinearity, non-stationarity, and non-Gaussianity of complex systems and their 

data were introduced and systematically reviewed. It was also discussed how 

available techniques and methods can address these characteristics, and 

consequently the outlined problem (e.g. ANN-based methods can appropriately 

deal with nonlinearity in complex systems data or GMM is commonly used to 

address non-Gaussianity). 

The application of ANN-based methods for diagnostics and prognostics has been 

increasing rapidly due to their capabilities in dealing with diverse characteristics 

of data. Despite many advantages of ANN-based algorithms, one of the radical 

limitations is over-fitting, i.e. they struggle with causality and face difficulty to 

make even simple causal inferences [219]. Basically, it is assumed that these 
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models are able to encode the general distribution of a problem into its 

parameters with enough examples. However, in real-world, distributions usually 

are not constant because of factors that cannot be controlled and considered in 

the training data. Training the model with more examples may address this 

problem, however, growing the environment and increasing complexity make it 

impossible to cover all examples. This lack of understanding causality is the main 

reason that the application of ANN-based algorithms (especially DL and TL) is 

limited to superficial uses rather than real-world applications. One of the clear 

examples of this issue is autonomous cars which sometimes make mistakes 

although they have been trained for many million kilometres. Even though some 

efforts have been done recently to bring causality into ML [219], the ideas are at 

the conceptual level and far from reality. Therefore, these methods might not be 

the best option for diagnostics and prognostics of complex engineered systems, 

where causality plays a pivotal role. 

In the literature, some CM data have been studied (e.g. temperature, electric 

voltage and current), where the major investigation is on vibration data. Although 

vibration is a valuable CM data for rotating machinery, it is not the case for most 

of the complex systems such as automotive systems. In automotive systems, 

mostly operational data which are collected from various sensors, are stored in 

ECUs. These operational data are more challenging to employ for diagnostics 

and prognostics purposes as defining the thresholds are difficult due to various 

operational modes of the system. As an example, for automotive Aftertreatment 

system, parameters like Nitrogen oxides, Carbon monoxide, hydrocarbons, 

particulate matter, exhaust gas mass flow rate, differential pressure, and 

temperature need to be measured [6]. Utilising these variables instead of well-

analysed CM data (e.g. vibration data) is more challenging for reliability analysis 

of a system. Moreover, some of the proposed approaches in research works are 

suitable for vibration signal only (e.g. [119]). 

Sensor reliability and the accuracy of sensor measurements were always part of 

data-driven methods [220]. However, the measurement precision of sensors is 

not always acceptable and they may randomly provide bias outputs. Looking at 

autonomous cars where safety is highly demanded, the measurement precision 

of sensors is always a matter of concern and many research works have been 
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done to deal with this challenge [221]. Therefore, if the measurement accuracy 

of sensors is a matter of concern in such a safety-critical system, the situation will 

be worse in not safety-critical systems such as road vehicles. Model-based 

methods are widely used to compare the predicted values and sensor 

measurements. Building an accurate mathematical model describing the real 

physical process is hard and simplification and assumptions may result in 

decreasing the accuracy of the model [222, 223]. 

In general, data for engineered systems come from sensor measurements or 

model-based calculations. Sensor data have uncertainty as the accuracy of 

sensors is not high enough and it is not cost-effective to use expensive sensors 

�± which are more accurate �± in mass production [224, 225]. Therefore, data-

driven methods for diagnostics and prognostics of engineered systems might not 

provide highly reliable results as they rely on the data. In the literature, some 

methods such as different forms of Kalman filter and Bayesian approach are 

employed in dealing with uncertain data in physics-based diagnostics and 

prognostics approaches (discussed in section 2.3.1). However, the application of 

physics-based methods for complex engineered systems is limited and data-

driven or hybrid methods are used widely.  

Engineering analysis can provide valuable information and knowledge about the 

function of a system. Hence, it can play an important role to support data-driven 

approaches for reliability analysis of engineered systems. In the literature, a few 

experience-based or knowledge-based approaches have been employed for 

diagnostics and prognostics purposes. These methods are associated with the 

engineering experience and historical failure data to automate the representation 

of a human way of problem solving [3]. However, there is no well-established 

method of utilising engineering analysis and functional information to support 

data-driven methods. 

In the literature, mostly well-known systems like the Tennessee Eastman process 

and rolling bearings have been investigated whereas for other complex systems 

like automotive systems the literature is rare. This rare application of complex 

engineered systems with real-world data for the proposed diagnostics and 

prognostics methodologies in the literature is a problem to validate the 
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applicability and robustness of the proposed methodologies. This is because 

addressing the challenges of complex systems in diagnostics and prognostics is 

far challenging than well-known systems with well-analysed data. 

 

3.2.2  Research Gaps and Restatement of Research Questions   

In chapter 1, the research questions were stated. Underpinned by the broad 

literature review, section 3.2.1 stated the problem/challenges that need to be 

addressed and highlighted what is already covered by existing methods in the 

literature. This section discusses research gaps and the research questions 

stated in chapter 1 (which are fairly high level) and details the way they are 

addressed in this thesis. Therefore, this thesis contributes to narrow these gaps 

and answer these research questions appropriately.  

�x Research Question 1 was about the available methods for diagnostics and 

prognostics along with their pros and cons and their applicability for 

complex engineered systems. In the literature, there is a lack of a 

comprehensive review of the approaches and methods for diagnostics and 

prognostics, taking into account the characteristics of complex systems. 

To narrow this gap and answer the related research question (RQ1), 

chapter 2 presented the general concepts and features of various 

approaches and methods in a systematic way within a modified 

classification. After the abstract introduction of the methods and 

comparing their merits in relation to the application of engineered systems, 

the techniques that are able to address the characteristics of complex 

engineered systems were reviewed and some of the recent developments 

were acknowledged. Based on the provided literature review, the 

unaddressed challenges were highlighted in section 3.2.1 in which some 

of those challenges are employed to shape up the research gaps and to 

personalise the research questions in this thesis. 

�x Research Question 2 was regarding the development of a data-driven 

methodology for fault analysis of dynamic engineered systems. Despite 

the advantages of ANN-based methods, they are not capable to address 

causality, which is essential for reliability analysis of complex engineered 
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systems. The methods considering causality are developed for systems 

such as the TE process which is a closed-loop control system with low 

dynamics and known signatures of faults. Unlike TE process, an 

automotive system has significant dynamics and the failure mechanisms 

are not well catalogued in terms of signatures for normal and faulty 

operations. Therefore, the approaches (which consider causality) require 

further development in order to make them applicable for a dynamic 

process. Taking this into account, RQ2 is restated as "How to develop a 

data-driven approach for fault detection, prediction and isolation of 

engineered systems which is applicable for dynamic processes?�´����This 

research question is addressed in this chapter, chapter 4, and chapter 5 

where the integration of HMM and BN is introduced for fault detection, fault 

prediction and root cause identification. 

�x Research Question 3 was concerning the matter of setting up an optimised 

data-driven model for diagnostics/prognostics of an engineered system in 

which more accurate results could be obtained. While a few hybrid 

knowledge-based methods have been employed for diagnostics and 

prognostics purposes (e.g. [12]), there is a lack of a well-established 

method to employ engineering analysis and functional information in a 

structured way to support data-driven diagnostics and prognostics 

methods for complex engineered systems. Functional information about 

an engineered system is required to setup an accurate data-driven model. 

In particular, to build a Bayesian network structure (which can adequately 

address the causality in the form of probability for real-world applications), 

discovering interdependencies is essential. Therefore, RQ3 can be 

restated as �³�+�R�Z���W�R���V�H�W���X�S���D���G�D�W�D-driven model �± in particular BN structure, 

given the ide�Q�W�L�I�L�H�G�� �F�U�L�W�L�F�D�O�� �S�D�U�D�P�H�W�H�U�V�� �I�R�U�� �D�Q�� �H�Q�J�L�Q�H�H�U�H�G�� �V�\�V�W�H�P�´. This 

research question is answered in chapter 5 in which engineering analysis 

and cause and effect information are employed to setup a BN for an 

engineered system based on the identified parameters by domain experts. 
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3.3  Proposed Integrated Framework for Fault 
Diagnostics and Prognostics   

3.3.1  Background and Research Challenges of Automotive 
Systems   

As a well-known example of complex engineered systems, automotive systems, 

consist of the combination of mechanical parts, electronics, software, and 

recently networks which are operating in a complicated �± and at the same time, 

in a robust manner �± to deliver the functions of the system. These complicated 

interactions make the reliability analysis of these systems a challenging task. 

As it was discussed in section 2.4, it is extremely difficult �± nearly impossible �± to 

use physics-based model for diagnostics and prognostics of complex engineered 

systems, such as automotive systems. Given the availability of large volumes of 

data and advantages of data-driven methods, they have been employed widely 

for these purposes. However, their results might be risky to accept as they do not 

consider the physics, structure, or architecture of a system in the analysis. 

Moreover, the uncertainty of data might be high for some systems which will 

influence the results. According to the literature review, the integration of 

approaches and methods are useful to address the highlighted challenges for 

complex engineered systems.  

The motivation for this research is fault diagnosis and prognosis of open systems 

with continuous dynamic processes �± in particular automotive systems that are 

complex, multi-state, transient, and dynamic. In the literature, the reliability 

analysis of the TE process is widely studied which is a closed-loop control system 

with low dynamics and known signatures of faults. Unlike the TE process, an 

automotive propulsion system has significant dynamics and the failure 

mechanisms are not well catalogued in terms of signatures for normal and faulty 

operations. Therefore, the diagnostics and prognostics models with proven 

efficiency in the context of a complex system (applied on TE process), are not 

directly applicable for systems with continuous dynamic processes, such as 

automotive systems.  
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3.3.2  Overview of the Proposed Framework  

The proposed framework in this thesis is inspired and underpinned by Healthcare 

Analytics Factory (HAF) concept, developed at Advanced Automotive Analytics 

research institute [4]. The HAF is a comprehensive framework for integrated 

automotive systems healthcare based on a holistic system lifecycle approach to 

addresses the prognostics and health management challenges, using data from 

all lifecycle phases of the system.  

As discussed in the literature review, Bayesian-based data-driven models such 

as Bayesian network and HMM have shown remarkable advantages for 

diagnostics and prognostics. Taking into account the stated problem and 

research gap �± in particular RQ2, the integration of HMM and BN is proposed as 

a data-driven methodology to address those challenges related to diagnostics 

and prognostics of engineered systems. These modelling tools and the 

justification for selecting these methods are discussed in the following section. 

To address the research gap and to deal with the issues highlighted for the 

application of data-driven algorithms for engineered systems, an integrated 

framework is proposed in this thesis. In this framework, HMM and BN are 

integrated as a data-driven methodology for fault detection, fault prediction and 

root cause identification, and engineering analysis is employed to support the 

data-driven methodology and validate the results obtained from the data-driven 

methodology.  

The framework consists of three parts: i) a data-driven approach in which HMM 

and BN are integrated to detect, predict and isolate faults in an engineered 

system, using its operational data (this part tries to answer the RQ2); ii) Model-

based systems engineering in which cause and effect and failure modelling tools 

are employed to support the robustness of the BN model (this is to answer the 

RQ3); and iii) the implementation of the integrated approach on a case study and 

validating the results (this tries to cover both RQ2 and RQ3). Following sections 

introduce the steps of the framework. 
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3.4  Integration of HMM and B N for Diagnostics and 
Prognostics  

Both HMM and BN/dynamic BN have been employed for diagnostics and 

prognostics in the literature. The integration of HMM and BN/dynamic BN have 

also been recently applied for diagnostics and prognostics in a few studies. In 

[135], HMM and BN are integrated to introduce a novel method for fault detection 

and diagnosis. In this work, HMM detects the faults and BN identifies the root 

causes of faults. The authors used an algorithm to classify normal operating data 

into danger and safe zones by dividing the data values into three parts where the 

middle part represents the safe zone and both upper and lower ones are related 

to danger values. However, this is not realistic for all condition monitoring 

variables. In a similar work [136], authors combined HMM and BN to detect and 

predict the identified faults in the TE process using a similar methodology. For 

prediction, they compared the mean of log-likelihoods to find the most 

approximate LL from the history of training model. This method works fine for 

detecting and predicting faults in steady-state benchmark systems where the 

signatures of faults are annotated; however, it might not be applicable for dynamic 

systems working in real-world conditions. Rebello et.al. [137] presented a new 

methodology for functional reliability estimation of complex industrial systems, 

working in a steady-state condition. They used HMM to map the continuous data 

into unobservable state probabilities and dynamic BN to find the posterior system 

state probability by taking into account the dependency between components 

within a system. They assumed that the degradation in main system components 

is the major cause of failure in the system. However, in practice degradation is 

not the only cause of failure in complex systems. 

 

3.4.1  Objectives and Contributions  of the Methodology  

Inspired by the research works that integrated HMM and BN for diagnostics and 

prognostics of identified faults in the TE process (in particular [135-137]), this 

research looks at further developing the approach such that it is applicable to a 

dynamic process.   
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The principle of using MoG-HMM for detecting and predicting faults is to compare 

and exploit pattern similarity in the data via the LL values computed through HMM 

training. Building on the idea of Don and Khan [136] who considered the mean of 

three adjacent LL to find the most approximate three adjacent LL from the history, 

an improved prediction algorithm is proposed in this work. The introduced 

prediction process in this research is different from [136] because it considers not 

only the mean and standard deviation of consecutive LL values but also takes 

into account their increasing/decreasing patterns, to decrease the uncertainty in 

the prediction. Moreover, this research utilises operational data for fault analysis 

that is not ideal for diagnostics and prognostics. Whilst the referenced research 

works [135-137] are based on the use of CM data. 

To identify the root cause of a detected/predicted fault, the information provided 

by HMM training and LL values is propagated as empirical evidence to update 

the BN. The important aspect is to learn the dependency graph of a BN. As stated 

in chapter 1, one of the objectives of this thesis is to support and setup the data-

driven fault analysing methodology by employing engineering analysis. 

Accordingly, in this work, it is investigated how BN structure can be built from 

engineering analysis based on the identified critical parameters for an engineered 

system. The probabilities obtained from updating the generated Bayesian 

network are used to isolate the related fault which is based on the virtual evidence 

provided by the MoG-HMM. 

Given the dynamic behaviour of some engineered systems, using a static 

algorithm (proposed in [135, 136]) for dividing operational data into danger and 

safe zones is not realistic. Therefore, knowledge about functional behaviour is 

utilised to specify the characteristics of variables for the normal operating 

condition of the system under study. 

 

3.4.2  Overview of the Proposed Methodology for Fault 
Detection, Fault Prediction, and Root Cause Identification  

This section introduces the integrated data-driven methodology developed for 

fault detection, prediction, and isolation in engineered systems. Figure 3.1 



71 
 

illustrates the process flow diagram of the proposed methodology which includes 

the input, the data preparation, the data analytics and the output.  

The methodology consists of three inputs which includes system data, system 

knowledge repository and engineering analysis which are explained below. 

�x For diagnostics and prognostics of engineered system, data (e.g. condition 

monitoring and operational data) plays an important role. The required 

data for the proposed methodology includes: (i) historical data by which 

the conditional probability tables (CPTs) for BN are generated and also the 

 

Figure 3.1 Process flow diagram of the proposed methodology for a fault in a system 
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data related to normal operating conditions used for HMM training; (ii) real-

time data for process monitoring and fault analysis.  

�x System knowledge repository is one of the inputs for the methodology, 

where engineering knowledge about the system under study (provided by 

experts) are exploited to support data preparation. This knowledge is 

expected to include some information in which identifying critical 

parameters for the system and definitions of normal and faulty operating 

conditions are the most important ones. 

�x Engineering analysis is another input which is exploited to build an 

optimised BN structure based on the causal relationships between critical 

parameters of the system. 

The second phase of the methodology is data preparation. In the literature, there 

are different classification strategies for the stages of data preparation [13, 226]. 

Data preparation is the process of cleaning and transforming raw data before the 

main process for knowledge discovery from data. It normally includes data 

reformatting, combining data sets, removing outliers, and filling in missing values. 

Therefore, the operational data should be read from the data lake �± a repository 

of data stored in its raw format �± and converted to a suitable format (e.g. CSV 

format) for further processes. The next step is collecting the data for the identified 

critical parameters for cleaning and resampling based on the requirements of the 

analysis. Then, data sets representing the normal operating condition of the 

system are collected and combined to build a large sample of data set for the 

next step of the methodology. 

In the data analytics phase of the methodology, HMM and BN are integrated for 

detecting, predicting and isolating faults in the system. HMM and BN are two quite 

fundamental parts of this methodology for fault detection/fault prediction and root 

cause identification, respectively. Therefore, it is required to explain them in more 

detail. To do so, the overall methodology and case study are introduced in this 

chapter while the applications of HMM and BN for fault detection, prediction and 

isolation are discussed in the context of the exhaust Aftertreatment system as a 

case study, respectively in chapter 4 and chapter 5.  
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The output of the methodology is the results of the data analytics phase, which 

includes fault detection, fault prediction and root cause identification. MoG-HMM 

training and predictive pattern analysis of LL values provide fault detection and 

fault prediction results and the root cause of detected/predicted faults are 

identified through updating BN, using likelihood information provided by HMM 

training. 

There are some technical terms and assumptions in the methodology that need 

to be defined and stated. Failure is an event which is referred to a transition from 

correct service to incorrect service, i.e., to not implementing the system required 

function [227]. According to ISO 10303-�����������D���I�D�X�O�W���L�V���³�D�Q���D�E�Q�R�U�P�D�O���F�R�Q�G�L�W�L�R�Q���R�U��

defect at the component or sub-�V�\�V�W�H�P���O�H�Y�H�O���Z�K�L�F�K���P�D�\���O�H�D�G���W�R���D���I�D�L�O�X�U�H�´����A failure 

can be defined only by looking at the final outcome of a system whether it is met 

or not. It can also be a process failure where the core process is perceived to be 

below an expected standard, although the activity is completed successfully.  

In this study, failure and fault are defined as their generic definitions. The 

objective of this work is not RUL estimation and as we are dealing with complex 

�V�\�V�W�H�P�V���� �Z�K�L�F�K���P�D�\�� �K�D�Y�H���G�\�Q�D�P�L�F�� �E�H�K�D�Y�L�R�X�U�V���� �R�Q�O�\�� �W�K�H�� �W�H�U�P�V�� �³�I�D�X�O�W���G�H�W�H�F�W�L�R�Q�´��

�D�Q�G���³�I�D�X�O�W���S�U�H�G�L�F�W�L�R�Q�´���D�U�H���X�V�H�G���U�H�V�S�H�F�W�L�Y�H�O�\�� �W�R���G�H�W�H�F�W���D�Q�G���S�U�H�G�L�F�W���D���I�R�U�W�K�F�R�P�L�Q�J��

fault in a complex system. The faults which are checked in this research include 

any conditions in which the system does not accomplish the intended function for 

a period of time. For example, in an automotive Aftertreatment system, the 

process of eliminating harmful gases might be interrupted for a short period of 

time. This can be because of different reasons such as aggressive driving or lack 

of the used solution. 

In this work, it is assumed that the model is time homogeneous. In other words, 

the parameters of the CPTs are time-invariant and transition between states does 

not influence the CPTs values. Gaussian distribution is a suitable model for many 

cases, and it is commonly used for continuous data. The assumption is that 

variables of the system follow the MoG distribution. Since predicting abrupt 

failures in a system is almost impossible, another assumption is the existence of 

a period before fault occurrence that provides the specific symptoms to the fault. 
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3.5  Exhaust Aftertreatment System Case Study  

An automotive exhaust gas Aftertreatment system is a complex system consisting 

of several subsystems and components working interdependently. This system 

has evolved and become increasingly complex in order to efficiently meet the 

gaseous emissions targets, which are becoming more stringent for the 

automotive industry [228]. The reliability challenges around this system have 

been previously reviewed [6], highlighting the complexities associated with 

diagnostics and prognostics. This provides a justification for using this system as 

a case study in this research. 

 

3.5.1  Aftertreatment Case Study Background  

A modern A/T system for a Diesel engine typically contains four different catalysts 

with different functions [6]: (i) Diesel Oxidation Catalyst (DOC) which oxidise HC 

and CO into H2O and CO2, and NO into NO2; (ii) Diesel Particulate Filter (DPF) 

that filters Particulate Matter (PM); (iii) Selective Catalytic Reduction (SCR) 

eliminates oxides of Nitrogen (NO and NO2 which are called NOx); and (iv) 

Ammonia Slip Catalyst (ASC) removes excess urea before the gases are 

�U�H�O�H�D�V�H�G�� �L�Q�W�R�� �W�K�H�� �D�W�P�R�V�S�K�H�U�H���� �+�R�Z�H�Y�H�U���� �W�K�H�� �V�\�V�W�H�P�¶�V�� �F�R�Q�I�L�J�X�U�D�W�L�R�Q�� �F�D�Q�� �E�H��

different by combining subsystems. For example, in some new A/T systems, 

there is not separate ASC and its function is delivered by SCR, through optimised 

urea dosing control system. Each subsystem is complex enough to be analysed 

independently as a complex system [6]. In this thesis, the proposed framework is 

implemented on the SCR subsystem of A/T system, as a case study. Figure 3.2 

gives a schematic representation of the A/T system, focused on the SCR 

subsystem. It illustrates the important variables and parameters for the 

performance of SCR system as well as the effect of each catalyst (i.e. DOC, DPF, 

and SCR) on the composition.  
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As mentioned in section 1.2, this research, and consequently the proposed 

framework for fault analysis is inspired by InPowerCare project and the 

automotive HAF concept introduced in [4]. In HAF, data from all system lifecycle 

phases (including Design & Development, Manufacturing, Use, and Retirement) 

provide useful information for system diagnostics and prognostics modelling. 

Underpinned by HAF, figure 3.3 shows the summary of available information and 

data sources for the Aftertreatment system throughout the Design & 

Development and Use stages which were provided by the industrial partner and 

are used in this research.  

 

Figure 3.3  Available information and data sources for the Aftertreatment system 

The available information resources from the Design & Development stage are 

represented by explicit knowledge about the SCR, which are system engineering 

models and expert knowledge. These �W�Z�R�� �V�R�X�U�F�H�V�� �D�U�H�� �Q�D�P�H�G�� �³�V�\�V�W�H�P��

 

Figure 3.2 A schematic illustration the automotive Aftertreatment system, focused on 

SCR subsystem analysis 
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�N�Q�R�Z�O�H�G�J�H�� �U�H�S�R�V�L�W�R�U�\�´�� �L�Q�� �W�K�H�� �S�U�R�S�R�V�H�G�� �P�H�W�K�R�G�R�O�R�J�\�� �L�Q�� �V�H�F�W�L�R�Q�� �������������� �6�\�V�W�H�P��

engineering models are available in the form of documentation that includes 

engineering analysis of the system such as failure mode and effect analysis 

(FMEA). System engineering models also encompass system design documents 

including the signal flow of the system. Systems design documents define the 

elements of a system like modules, architecture, components and their interfaces 

and data for a system based on the specified requirements. The signal flow of 

the SCR control system contains different open-loop and closed-loop controls as 

well as all the involved variables for eliminating NOx which is exploited in this 

research. These System engineering models, and the related documents are 

provided by the design team. The design team refers to the engineers (working 

for the industrial partner or a third-party company) who design a particular system 

or module such as the control module of the SCR system. The opinions of domain 

experts about the system and its functions are also exploited in this research, 

particularly, in identifying the features of the normal operating condition for the 

system. Domain experts are experienced and senior engineers who work for the 

industrial partner and have deep knowledge about the system, its functionality 

and failure. 

In automotive systems, measurements from various sensors are fed to ECUs and 

these data are assessed and stored by the main ECU. Typical modern cars are 

equipped with tens if not hundreds of ECUs and data is collected from all ECUs 

across the vehicle. Data is sampled periodically as well as event based. The 

sampling frequency can differ from 100Hz to 0.02Hz and data may come in 

varying formats (e.g. dat, mf4, TDM). For an A/T system, real-time operational 

data collected from various sensors along with model-based calculated data are 

processed and stored by ECUs. This ECU data of A/T system is available in time-

series format and have different sampling frequency (from 1Hz to 100Hz). There 

is a vast volume of ECU data for this system (over 100 gigabytes) which contains 

over 200 channels. This ECU data is used in this research for fault detection and 

fault prediction. 
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3.5.2  SCR Background and Specification  

The SCR system converts NOx into nitrogen and water using a control system 

that injects urea solution through a special catalyst into the exhaust stream of a 

diesel engine. Equations (3.1) and (3.2) show the chemical reactions that are 

happening in the SCR system to converts NOx into nitrogen and water by the 

help of ammonia (urea is converted to ammonia at a desirable temperature 

range).  

�x���0�1
E�v���0�*�7�� 
L �w���0�6 
E�x���*�6�1������������                (3.1) 

�x���0�1�6 
E�z���0�*�7�� 
L �y���0�6 
E�s�t���*�6�1����                (3.2) 

In addition to nitrogen oxides and ammonia (NH3), there are some parameters 

that influence the kinetic reaction model in the system. These parameters, are 

collectively described and entitled as critical parameters for SCR systems 

functionality by the design team [229] which are listed in table 3.1. Throughout 

this thesis, critical parameters, critical variables, and variables of interest all refer 

to these seven variables or parameters. 

Table 3.1 List of the critical parameters for SCR system functionality 

 
Variable  

i Downstream (outlet) NOx level 

ii Upstream (inlet) NOx level  

iii NO2 / NOx upstream SCR catalyst 

iv Degradation factor of SCR catalyst 

v Exhaust gas mass flow  

vi Temperature of the SCR catalyst 

vii Quantity of supplied NH3 (NH3 level) 

 

The operation of SCR system can be mainly summarised into three steps. First, 

a solution of urea is sprayed at the SCR inlet. A common brand of aqueous urea 

�U�H�G�X�F�W�D�Q�W�� �L�V�� �³�$�G�%�O�X�H�´�� �Z�K�L�F�K�� �L�V�� �D�� �V�\�Q�W�K�H�W�L�F�D�O�O�\�� �P�D�Q�X�I�D�F�W�X�U�H�G�� �U�H�G�X�F�W�D�Q�W�� �X�V�L�Q�J��

32.5% solution of urea in water. The second step includes the adsorption and 
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desorption of ammonia and the last and the most important step is the NOx 

reduction on the catalyst sites [6]. 

Figure 3.4 illustrates the black box process of converting NOx into nitrogen and 

water, which is depends on the quantity of supplied ammonia. In order to have 

the maximum conversion efficacy with minimum amount of slipped NH3, the SCR 

control unit uses different sensor measurements and model-based calculations 

and based on those variables, controls the quantity of injected urea.  

 

Figure 3.4 SCR block diagram 

3.5.3  Research Interest of the Case Study  

To demonstrate the feasibility and effectiveness of the proposed framework, it is 

required to implement it to a complex system working in real-world conditions 

(with real data). Automotive Aftertreatment system �± in particular, SCR system �± 

is considered as the case study for the proposed framework, because it is an 

example of complex engineered systems that not only have the characteristics of 

complex systems, but also there are some reliability challenges around this 

system [6].  

Although the SCR system does not have many physical subsystems, it has the 

characteristics of complex systems. This system (as a subsystem of the A/T 

system) is a highly nonlinear system and its internal processes operate at very 

different timescales, for instance: the process of NH3 adsorption and desorption 

is performed at a sub-second time scale, NH3 storage can be varied at the range 

of minutes, and catalyst efficiency is degraded within a few years [230]. The A/T 

system is a dynamic system and changes over time because it deals with 

dynamic inputs which come from the engine. Therefore, there is a wide temporal 

continuation of diverse sampling points because of feedback control systems in 



79 
 

the A/T system [231]. This system is non-stationary as well; because its function 

is time-dependent (since it depends on the different states of the engine) and the 

means and variances of data shift over time. Moreover, the nonlinearity, 

dynamicity and non-stationary behaviour of this system lead to having non-

Gaussian data as well [232].  

By the evolution of emissions legislation, it is likely that the A/T system needs to 

meet emission legislation within dynamically variable operating conditions, and 

against variable targets received from the connected environment [4]. This 

requires a practical system health management (i.e. diagnostics and 

prognostics). An efficient diagnostics and prognostics method for this system 

requires dealing with rather highly uncertain and heterogeneous data. It is also 

required to have enough engineering understanding of the system and its 

functions.  

Taking into account the characteristics of Aftertreatment system, this system and 

its subsystems have some complexities in terms of diagnostics and prognostics 

that go beyond some of the references that have been studied in the literature 

such as the TE process (e.g. [137]) or bearing systems (e.g. [134]). Hence, this 

case study is appropriate for the validation of the fault detection, prediction and 

isolation methodology. 

It is envisaged that implementing the proposed methodology on the SCR system, 

needs to deal with some challenges such as working with real-world data (which 

requires pre-processing) and understanding the functions of the system, in order 

to validate and interpret the results of data-driven methods. It is also expected 

that the promising results from this case study can validate the effectiveness of 

the proposed methodology and its applicability for other engineered systems. 

Since the process of the methodology is generic, if it works for a complex system 

such as the SCR system, it can also work for other similar systems. 

 

3.6  Chapter Summary  

After discussing research problems and restating the research questions, this 

chapter proposed a methodology for fault analysis of complex engineered 
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systems with real-world operational data. In this methodology, HMM is employed 

for fault detection and fault prediction which is based on generated LL values and 

pattern similarity. For root cause identification, BN is employed which is built 

based on engineering analysis. This chapter only provided a high-level 

introduction to the methodology and the details of implementing HMM and BN 

are discussed respectively in Chapter 4 and Chapter 5 in the context of the case 

study. This is because explaining these steps in the context of a case study will 

make them easier to follow and see the justification. Finally, the automotive 

Aftertreatment system was introduced as a case study since the proposed 

methodology will be implemented on this system for validation purposes.  
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CHAPTER 4  

 

 

Hidden Markov  Modelling for Fault Detection and 

Fault P rediction of  SCR System   

 

4.1 Introduction  

The characteristics of complex engineered systems and the applicability of 

different approaches for diagnostics and prognostics of these system were 

discussed in chapter 2 and it was mentioned why data-driven methods are 

commonly used for diagnostics and prognostics of complex engineered systems. 

In chapter 3, a methodology for fault analysis of engineered systems was 

proposed and the justification for method selections was discussed. It was also 

mentioned that fault detection and fault prediction are based on the exploitation 

of HMM training and the pattern of generated LL values. This chapter expands 

and explains these fault detection and fault prediction processes of the proposed 

methodology, in order to �D�G�G�U�H�V�V�H�V���W�K�H���5�H�V�H�D�U�F�K���4�X�H�V�W�L�R�Q�������³How to develop a 

data-driven approach for fault detection, prediction and isolation of engineered 

systems which is applicable for dynamic processes?� ́

Inspired by previous applications of HMM for diagnostics and prognostics of 

identified faults on the TE benchmark process, this chapter demonstrates that the 

application of HMM for fault detection and fault prediction can be extended to 

dynamic processes where the signatures of the faults are not known. Unlike the 

TE process (normally considered as a steady-state system) automotive systems 

involve continuous and dynamic processes, for which failure mechanisms are not 

completely analysed and known, and therefore the signatures of normal and 

faulty operations are not always available. To address the features of dynamic 
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processes and to decrease the prediction uncertainty in using historic data, the 

proposed methodology takes into account the mean, standard deviation and 

increasing/decreasing patterns of data. The fault detection and fault prediction 

processes of the methodology are discussed in the context of the SCR system 

(as a case study) and the obtained results are illustrated.  

The remaining of this chapter is structured as follows: Section 4.2 introduces the 

inputs of fault detection and fault prediction process for SCR system. Section 4.3 

discusses the implementation of fault detection and fault prediction process on 

the SCR system and section 4.4 illustrates and discusses the obtained results. 

Finally, section 4.5 provides a summary for this chapter. 

 

4.2  Inputs of Fault Dete ction and Fault Prediction 

Processes for the SCR System  

The proposed methodology in figure 3.1 for fault analysis includes some inputs 

and a data preparation step which were introduced in section 3.4.2 at a high level. 

The focus of this section is on the application of HMM �± in the proposed 

methodology �± for fault detection and fault prediction, which is explained in the 

context of the SCR system. Therefore, the inputs and the data preparation step 

for the SCR system are described before moving into discussing the hidden 

Markov modelling of this system. 

 

4.2.1  Critical Parameters for the SCR System  

For any complex system there are many operating parameters that can be 

involved in the analysis. However, it is efficient to identify the critical parameters 

and analyse the system based on these. The parameters playing more important 

roles in delivering the function of the system should be identified and considered 

�D�V���W�K�H���F�U�L�W�L�F�D�O���S�D�U�D�P�H�W�H�U�V���I�R�U���W�K�H���V�\�V�W�H�P�¶�V���I�X�Q�F�W�L�R�Q�D�O�L�W�\�����,�Q�S�X�W���I�U�R�P���G�R�P�D�L�Q���H�[�S�H�U�W�V��

is commonly used to identify critical parameters.  
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NOx and urea are two main inputs for the SCR system but there are some other 

parameters from Aftertreatment system which strongly influence SCR functions 

and significant variations in those parameters can affect the performance of the 

system. Some of these influencing factors can be controlled (or partially 

controlled) by SCR system (e.g. NH3 rate). Others are external factors that are 

not controllable and those are controlled by other subsystems in the 

Aftertreatment system or powertrain system (e.g. upstream NOx level and 

NO2/NOx). In this work, the critical parameters for the SCR system were listed in 

table 3.1. These parameters are identified by the domain experts �± in particular, 

the design team that consists of domain experts who design the system and have 

more detailed knowledge about the functionality of the system. 

 

4.2.2  Features of Normal Operating Condition for the SCR 
System  

When there are multiple operating modes for an engineered system, the 

relationship between different measurements varies based on the process modes 

[233]. Therefore, it is important to specify the features of the normal operating 

conditions for a system. The term normal operating condition does not mean that 

a system works with 100% performance. It is used to specify the safe range of 

the parameters within that, the system delivers its main function without any long-

lasting fault. In [135], authors introduced a static method to classify data into 

danger and safe zones by dividing the data values into three parts where the 

middle part represents the safe zone and both upper and lower ones are related 

to danger values. For example, the lower 20% values and higher 20% values are 

considered as the danger zone and the middle part as the safe zone. However, 

this does not seem practical and logical for all condition monitoring variables. This 

is because it completely depends on the systems architecture and functional 

behaviour. Moreover, even for a system like TE process, which is mostly 

considered as a steady-state system in the reliability analysis, there is no lower 

limit for variables like vibration data as the less vibration, the better. 

In this work, the danger and safe ranges for each critical parameter of SCR 

system has been characterised based on domain expert knowledge about the 
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system and its functions. In the A/T system, as an example, the chemical reaction 

rate in the SCR system is completely dependent on temperature and both low (< 

250°C) and high (> 450°C) temperatures have remarkable negative impacts on 

�6�&�5�¶�V���G�H�V�L�U�H�G���I�X�Q�F�W�L�R�Q�V�����,�W���V�K�R�X�O�G���E�H���Q�R�W�H�G���W�K�H���O�R�Z���D�Q�G���K�L�J�K���W�H�P�S�H�U�D�W�X�U�H�V���Y�D�U�\��

from case to case, depending on the SCR catalyst material and the mentioned 

low and high temperatures are just for this case study. It is also worth noting that 

the SCR temperature is highly dependent on DPF and diesel engine functions. 

Another example is the NO2/NOx parameter that is a function of the DOC 

subsystem. At the desired temperature range, the NOx conversion is more 

e�I�I�L�F�L�H�Q�W���Z�K�H�Q���1�2�����1�2�[���§�����������D�Q�G���I�R�U���E�R�W�K���' 0.5 and �( 0.5 the conversion is less 

efficient. 

 

4.2.3  SCR Data and its Preparation for Fault Detection and Fault 
Prediction  

For SCR system, the ECU data which is in mf4 format was read from a data lake 

and converted to CSV format. There are over 200 variables in the ECU data for 

the Aftertreatment system. Among them, the variables related to the seven 

identified critical parameters (see table 3.1) were resampled and outliers were 

removed. One hundred and ten data sets with different size were concatenated 

to generate a bigger data set in order to train the HMM. Figure 4.1 depicts the 

scaled (0 to 1) distribution of this normal operating data set (containing the seven 

variables) which can be modelled with a mixture of Gaussians distribution. This 

big data set is used to train offline HMM. Equation 4.1 shows this normal 

operating data as a 2D matrix which is fed to HMM. The number of columns in 

the data set is the number of seven identified critical parameters and the number 

of rows (�6) is the number of observation sequence or the number of records for 

each observation (variable) which is over half a million (i.e.���6
N�w�r�r�r�r�r).  

In addition to the normal operating data set, three other data sets (named "data 

set 1", "data set 2" and "data set 3") were selected for fault detection, prediction 

and isolation in this thesis. These datasets were labelled as data sets for faulty 

conditions and were provided by the industrial partner. The data preparation 

process (resampling and removing outliers) is also applied for these three data 
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sets before feeding them to the data analytics phase of the methodology. These 

three data sets have the same structure as the normal operating data set (i.e. 

equation 4.1), in which seven columns show the seven identified critical 

parameters and the number of rows is the number of records for each variable. 

Data set 1, data set 2 and data set 3 have respectively 4140, 1800 and 1950 

records. 

 

Figure 4.1 Scaled (0 to 1) data for normal operating condition of SCR system 

 

�0�K�N�I�=�H���K�L�A�N�=�P�E�J�C���@�=�P�=


L

�Ï
�Î
�Î
�Î
�Í
�1�>�5�5 �1�>�5�6 �1�>�5�7

�1�>�6�5 �1�>�6�6 �1�>�6�7

�1�>�7�5 �1�>�7�6 �1�>�7�7

�1�>�5�8 �1�>�5�9 �1�>�5�: �1�>�5�;

�1�>�6�8 �1�>�6�9 �1�>�6�: �1�>�6�;

�1�>�7�8 �1�>�7�9 �1�>�7�: �1�>�7�;
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4.3  Data Analytics: Fault Detection and Fault Prediction  
for the SCR System  

4.3.1  Preliminaries for HMM training  

As explained in section 2.3.2.2, a hidden Markov model can be completely 

defined by the parameters �0�á�&�á�#�á�$���=�J�@���è. Figure 4.2 gives simple illustrations 

of left-to-right HMM (a) and the MoG-HMM for three time slices (b), where �5�Ü is 

the discrete states of the system, �/ �Ü is the mixture coefficient, �1�> is the 

observation vector, �2�:�1�>���5�Ü�; is the probability of observation given a state, and 

�2�:�5�Ü���5�Ü�?�5�; is the probability of transition from one state to another. A MoG-HMM 

can be defined by the �# matrix, the �$ matrix, and the initial probability���è. The 

observation matrix �:�$�; is modelled by a Gaussian density with a mean���Á, a 

mixture matrix���/ , and a covariance matrix �Ñ (�Ñ is the �&
H�& matrix whose �:�E�á�F�;�P�D 

entry is���ê�Ü�Ý
L �%�K�R�>�1�>�Ü�á�1�>�Ý�?) [234].  

 

(a) 

 

(b) 

Figure 4.2 (a) representation of left-to-right HMM, (b) and a MoG-HMM for three time 

slices 
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The extensions of HMM, (e.g. Hidden Semi Markov Model, Factorial Hidden 

Markov Model, Layered Hidden Markov Model) have their own advantages which 

make them to be a good option for some specific application domains and may 

have better results than traditional HMM in some cases. However, considering 

the nature of the problem analysed in this research, traditional HMM has been 

chosen over other versions because of the simplicity and computational efficiency 

of HMM, especially in dealing with continuous data (i.e. continuous HMM).  

The likelihood function plays a major role in statistical inference. It is used in 

Bayesian inference and maximum likelihood parameter estimation techniques. A 

common application of the likelihood function is in estimation. Maximum 

likelihood is a point estimation approach that is used to estimate the unknown 

parameters (�à) of a probability distribution (�B�:�1�>�â�à�;) from some given data (�1�>
L

�>�K�>�5�á�K�>�6�á�K�>�7�á�ä�ä�ä�á�K�>�á�?�Í ) �± see equation 4.2. For example, if the probability density 

function is a Gaussian density, it is characterized by the mean �:�ä�; and standard 

deviation �:�ê�;, which means �à
L �>�ä�á�ê�?. Maximum likelihood estimates �à by the 

value which maximizes �B�:�1�>�â�à�; for given �1�> [235] (see equation 4.3). 

�.���:�à�â�1�>�; 
L �B�:�1�>�â�à�; 
L 
Ñ �B�:�K�>�Ü�â�à�;������������������������������������������������

�á

�Ü�@�5

�����������������:�v�ä�t�; 

�Ü
�Ü�à


Ñ �B�:�K�>�Ü�â�à�; 
L �r����
��

�\ ���à
à�Æ�Å����������������������������������������������������������������������������������������

�á

�Ü�@�5

�����������:�v�ä�u�; 

The LL function is the natural logarithm of the likelihood function. As the natural 

logarithm is a monotonically increasing function, it can be taken the logarithm of 

equation 4.2. It simplifies the mathematical analysis and also increases the 

numerical precision of the computer. Because it computes the sum of the log 

probabilities instead of the product of a large number of small probabilities. 

�H�J���B�:�1�>�â�à�; 
L 
Í �H�J���B�:�K�>�Ü�â�à�;

�á

�Ü�@�5

�������������������������������������������������������������������������������������������������:�v�ä�v�; 
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�Ü�à

�B�:�K�>�Ü�â�à�;
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�\ ���à
à�Æ�Å���������������������������������������:�v�ä�w�;

�á
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Likelihood functions are different from probability functions. Suppose there is a 

probability model with parameters���à. It can be called the probability of���1�>, given 

�à (i.e.���2�:�1�>�����à�;) or the likelihood of���à, given the observed �1�> (i.e.���.�:�à���1�>�;�;, which 

is called the likelihood function. 

The expectation-maximisation (EM) is one of the commonly used algorithms to 

solve HMM problems, which is an iterative algorithm based on using the 

maximum likelihood to estimate the parameters of the statistical model with 

hidden variables [236]. This algorithm has two steps.  The first is expectation (�' ) 

step, which creates a function for the expectation of the log-likelihood evaluated 

using the current estimate for the model parameters and the second step is 

maximisation (�/ ) which maximises the lower bound of the log-likelihood function 

through generating a new set of parameters regarding the expectations. In the 

next expectation step, these parameters are used to determine the distribution of 

the hidden variables. For estimating the HMM parameters, EM algorithm is used 

iteratively. The application of the EM algorithm to HMM training is sometimes 

called the Forward-Backward algorithm or Baum-Welch algorithm. 

 

4.3.2  Training HMM for Fault Detection and Fault Prediction  

Based on the proposed methodology, to implement the fault detection and fault 

prediction process on the SCR system, it is required to train HMM by the normal 

operating data presented in figure 4.1 (i.e. offline training). After updating the 

HMM parameters using the iterative EM algorithm, LL values are computed using 

the forward algorithm [101] and stored for further analysis. In MoG-HMM training, 

log-likelihood values are the probabilities that the observations (�1�>) are 

generated by the given parameters of the HMM (i.e.���2�:�1�>�����ã�;). The LL values are 

stored in the form of equation 4.6. As it is clear, for each record (from���s���P�K���6), 

which includes one individual value for each seven variables, there is one 

corresponding LL value. Figure 4.3 depicts the algorithm training curve which 

shows how log-likelihood values becoming consistent after a number of iterations 

in EM algorithm. This means that the HMM is trained for the given data set.  
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�.�.���R�=�H�Q�A�O���B�K�N���J�K�N�I�=�H���K�L�A�N�=�P�E�J�C���@�=�P�=
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�����������������������:�v�ä�x�; 

It is well-known that the EM algorithms can converge to a local optimum rather 

than a global optimum due to local modes or saddle-points in evidence lower 

bound on the log-likelihood function. However, for the purpose of our approach, 

this is not a matter of concern as relatively short data sets are used for fault 

detection purposes (if working in the probabilistic domain). Thus, even though 

non-linearity will be present, in a relatively short time sequence it is reasonable 

to expect only one mode of failure, which means for a given fault condition there 

will be one optimum. The local or global optimum can be a matter of concern if 

the system runs for a very long duration (i.e. big test data set) which may have 

multiple faults. Moreover, in this work, by using initial probabilities and transition 

probability matrices obtained from normal operating data (instead of using 

random guesses), this issue was mostly solved.  

The open-source Bayes Net Toolbox (provided by Murphy [237]) is used for HMM 

training.  

 

Figure 4.3 HMM training curve for normal operating data set 
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4.3.3  Fault Detection and Fault Prediction Using HMM  

After HMM training, the next step is detecting and predicting (i.e. early 

identification) a potential fault from a new data set. The same process of 

computing LL values is performed for the new data set. The significant variation 

in the mean value of newly computed LL is the symptom of an abnormality and if 

it lasts for a noticeable period of time, it is considered as a fault and the related 

change point is considered as fault time. Identifying the significant variation point 

(i.e. fault time) is based on a mathematical function that partitions the time series 

into two regions (0 to the fault time and fault time to the end of signal) that 

minimize the sum of the residual error of each region from its local mean. This is 

the fault detection part of the methodology for the system. 

To predict or identify a fault earlier in the system, firstly the data sequences 

should be predicted which is based on LL value prediction. A sequence of �J log-

likelihood values (i.e. �J sequences of data in the time unit) is predicted using the 

improved form of data prediction procedure introduced in [136]. The prediction 

process is built upon the comparison between the history of offline computed LL 

(LL values related to the training data set) and newly computed LL (LL values 

related to the new data set) which are both computed by the same trained MoG-

HMM. This comparison considers two things: (i) increasing/decreasing pattern 

and (ii) the mean and standard deviation of consecutive LL values. Different 

number of consecutive LL values can be considered, however, only three 

consecutive values have been taken into account in the current approach. The 

increasing/decreasing pattern for three consecutive LL values can have four 

(�t�6 
L �v) states (i.e. LL1 < LL2 < LL3, LL1 < LL2 �•���/�/3, LL1 �•���/�/2 < LL3, and LL1 �•���/�/2 

�•���/�/3). To predict LL values, the mean and standard deviation of consecutive LL 

values for the new data set is calculated and their increasing or decreasing 

pattern is recorded. Then the algorithm scans the whole history of LL values to 

find a series of three consecutive LL values with the same increasing/decreasing 

pattern and similar / close mean and standard deviation. Figure 4.4 graphically 

represents the algorithm for this process. The assumption is that the 

corresponding data values for related LL values will be similar. Therefore, the LL 

values and their corresponding data value is considered as the prediction. 

Continuing this process for �J times will predict the next �J sequences of LL values 
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and consequently the next �J sequences of data. The value of �J can be different 

based on the requirements for the prediction.  

 

Figure 4.4 The graphical representation of the proposed algorithm for LL prediction, 

based on three consecutive values 

Subsequently, the predicted string is assessed to check the possibility of a fault 

in the data. To do so, looking at the pattern of LLs, the point where the mean of 

the signal changes most significantly is considered as the fault time. The 

information from LL values is sent to the trained BN as virtual evidence for the 

benefit of identifying the root cause of the fault. To compute likelihood evidence, 

the value of different variables in the data are assessed in a period of time before 

the point where the fault is identified. This is to discover the probabilities that each 

variable was in its danger zone. These probabilities are fed to the BN as virtual 

evidence, which is discussed in chapter 5. 
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4.4  Output: Fault D etection and Fault Prediction Results 
for the S CR System  

Fault detection and fault prediction results are the outputs of the proposed 

methodology which are obtained from the data analytics phase. MoG-HMM 

training and predictive pattern analysis of LL values provide fault detection and 

fault prediction results. The related processes were discussed in section 4.3 and 

this section illustrates and discusses the results obtained from the 

implementation of those processes on three different data sets (i.e. �³�G�D�W�D���V�H�W�����´����

�³�G�D�W�D���V�H�W�����´���D�Q�G���³�G�D�W�D���V�H�W�����´����for the SCR system. 

Before discussing the results, it is needed to define the fault for the SCR system. 

In this work, the fault for the SCR system is defined considering Euro emission 

legislations for NOx level that are based on grams per kilometer (legislations are 

different for the heavy-duty vehicle and light-duty vehicle [238]) and taking into 

account the average speed of vehicles. Based on the terms defined in the section 

3.4.2, faults may lead to the failure of a system or even a long-lasting fault can 

be considered as a failure for the system on its own. Here, the interest is to detect 

and predict the faults which last for more than 30 seconds as these faults may 

result in failure to meet the emission targets. 

To detect a fault in a new data set, it is needed to feed the data set to the trained 

HMM. However, it is required to do the same data preparation steps, which 

includes converting to CSV format, removing outliers and resampling. Figure 4.5 

displays the computed LL values for data set 1. By comparing the history of LL 

patterns, the significant variation in the mean value of newly computed LL is the 

symptom of an abnormality. As it is seen, this abnormality occurred at 3305 time 

units and this is a detection of the presence of a fault in data set 1 for the SCR. 

The fault prediction is based on the comparison between the history of LL values 

(computed using training data set) and the new computed LL values (computed 

for the new data set). The prediction is based on the similarity of these two LL 

values. Here, to predict or identify a fault earlier, the mean and standard deviation 

of three consecutive LL values for the new data set is calculated and their 

increasing or decreasing pattern is recorded. Then the model scans the whole 

history of LL values to find the closest mean and standard deviation values (for 
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three consecutive LL values) with the same increasing/decreasing pattern. The 

corresponding data value is considered as the prediction. Doing this process 50 

times will predict the next 50 sequences of LL values and of course the 

corresponding data. Figure 4.6 compares the actual LL values for the examined 

data and the predicted LL values for the same data. Despite some negligible 

spikes, it seems clear that the actual LL values follow the predicted LL values. 

This demonstrates the sufficiency of the prediction.  

In figure 4.7, the same fault observed in figure 4.5 is predicted based on the LL 

prediction process. As it is shown in figure 4.7, the fault occurs at �u�t�w�w time units, 

whereas this fault was detected at �u�u�r�w time units from the actual data set (figure 

4.5). Therefore, this fault is detected �w�r time units earlier than when it actually 

happens. This is the exact number of the sequences of LL values which was 

predicted in the data prediction process. This early identification of the fault 

validates the capability and accuracy of the proposed fault prediction process. 

It normally takes more time for a fault to grow to a detectable level in the system 

and this fault cannot be identified even by �u�u�r�w time units. So, this method can 

identify the faults earlier than they happen by using the systems operational data. 

 
Figure 4.5 Detection of a fault form data set 1 (the first fault) 
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Figure 4.6 Comparison of the actual and predicted LL values form data set 1 

 

 

Figure 4.7 Prediction of the fault form data set 1 (the first fault) 
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Figure 4.8 illustrates another fault, detected from data set 2 for the SCR system. 

As it is obvious, the fault happens at 1370 time units. This fault has been identified 

50 time units earlier in figure 4.9.  

 

Figure 4.8 The detected fault form data set 2 for the SCR system (the second fault) 

 

 

Figure 4.9 The prediction of the fault form data set 2 (the second fault) 
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Figure 4.10 illustrates the third fault, detected from data set 3 of the SCR system. 

This fault happens at 1655 time units which is predicted in figure 4.11, again 

around 50 time units earlier. 

 

Figure 4.10 The detected fault form data set 3 for the SCR system (the third fault) 

 

Figure 4.11 The prediction of the fault form data set 3 (the third fault) 
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4.5  Chapter Summary  

The objective of this chapter was to explain and discuss the fault detection and 

fault prediction parts of the proposed methodology for fault analysis of complex 

engineered systems, which was introduced in chapter 3. To achieve this objective 

(which was to answer Research Question 2), the fault detection and fault 

prediction processes which are based on HMM with a predictive pattern mining 

algorithm were introduced and discussed in the context of the SCR system. The 

illustrative examples of detected and predicted faults showed the capability of the 

proposed methodology for fault detection and fault prediction. In addition to fault 

detection and fault prediction, this process provides information in the form of 

probabilities for the root cause identification part of the methodology. This 

information is used to train BN and identify the root cause of the faults, which is 

discussed in the next chapter.  
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CHAPTER 5  

 

 

Bayesian  Network Development for Root Cause 

Identification  of  SCR System  

  

5.1 Introduction  

A problem with reliability analysis of complex engineered systems is reflected by 

the complex non-hierarchical dependencies between structure and behaviour of 

the systems which makes the problem of establishing causality and traceability 

between effect and cause non-trivial. Given that the majority of sensors in 

automotive systems are placed to support the control architecture and enhance 

the performance [239], this is not ideal for carrying out diagnostics analysis �± 

which is why data-driven models are not ideal for diagnostics and prognostics. 

Models of the system that support capturing the relationship between structure 

and behaviour are useful enablers for establishing inference structures for data-

driven methodologies.  

This chapter seeks to address Research Question 3 which was restated in 

�F�K�D�S�W�H�U�������³How to set up a data-driven model �± in particular BN structure, given 

the identified critical parameters for an engineered system�´�����+�H�Q�F�H�����L�W���S�U�H�V�H�Q�W�V���D��

methodology for exploiting engineering system analysis to build the BN structure 

for a complex engineered system. The originality of the work presented in this 

chapter is proposing a methodology to build a BN for an engineered system 

where only operational data and some design documents (i.e. the signal flow or 

the control model of the system) are available. This chapter explains how the 

methodology is achieved by justifying each step and describing them in the 

context of the SCR system. It also partly addresses Research Question 2, by 
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discussing root cause identification part of the introduced methodology in Chapter 

3, for the SCR system. However, the originality of the work presented in this 

chapter is in building a BN structure for an engineered system (not using BN for 

root cause analysis). Another contribution of this chapter is validating the 

obtained results from the proposed data-driven fault analysing methodology, by 

exploiting data correlation and dynamic fault tree analysis. After generating the 

BN structure and identifying root causes for the detected faults by HMM, it is 

discussed how dynamic fault tree analysis can assist to identify the root cause 

for a fault. This is a validation for the results of the data-driven method, which 

allows reasoning about the nature of the related root cause of the fault. In order 

to see the importance of exploiting engineering analysis in building BN structure, 

two different BN structures (one built based on a method used in the literature 

and one is generated by the introduced methodology in this chapter) are used for 

identifying the root causes of faults for the SCR system and the results have been 

compared. 

The remaining of this chapter is structured as follows: Section 5.2 provides a 

background for building BN structure in the literature. Section 5.3 proposes a 

methodology in which causal loop diagram (CLD) and DFTA are employed to 

develop and validate a BN structure. The methodology is discussed in the context 

of the SCR system. In section 5.4, the root cause identification results of the data-

driven fault analysing methodology are provided and justified by the DFTA and 

data correlation. Finally, the last section summarises the chapter. 

 

5.2  Background of Developing a BN Structure  

The Bayesian network is employed for root cause identification in the proposed 

fault analysing methodology. However, before moving to root cause identification 

part of the methodology, it is required to build the BN for the system. This section 

provides a background for building BN structure and discuss some of the 

methods introduced in the literature. 

In general, reliability analysis �± and BNs, are driven by architecture / structure of 

a system. Although this is valid in principle, the reality of complex engineered 

systems is that the traceability of the behaviour of the system to the components 
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is not straightforward. While the flow basis (Energy, Material and Information) is 

still one of the main ways one can analyse this, deriving a model for the actual 

behaviour from the structure is much more complicated and needs to be 

understood and/or mapped. The automotive Aftertreatment system illustrates this 

challenge quite well. This system is basically a chemical plant with dynamic 

processes and high nonlinear interdependencies which some of them remain not 

fully understood/defined. Deriving a reliability model in the classic way (i.e. based 

on Reliability Block Diagram (RBD) / structure) is not immediately feasible or 

indeed useful, for two reasons. First, the complexity of interactions (i.e. dynamic 

linkages between components) which some of them are not fully defined; and 

second the probability of failure of components which needs to be defined as 

conditional probability in relation to the covariates, so this is largely unknown a 

priori. 

The important aspect is learning the dependency graph of a Bayesian network. 

Knowledge from domain experts (sometimes referred as prior knowledge) and 

statistical data are two main sources of information to build a Bayesian network 

[91]. In the literature, Bayesian network structures are built either from data (e.g. 

[240] [241] [242]), the knowledge of experts (e.g. [243] [244] [245]), or the 

combination of data and expert knowledge (e.g. [246]). Basically, knowledge of 

experts is not perfect and also the lack of communication between experts may 

result in error in the BN structure. Likewise, the uncertainty of data and also the 

lack of availability of appropriate and sufficient amount of data may lead to 

incorrect BN structure [247]. 

Arguably, all of the methods to extract BN structure starts with utilising some initial 

information about the system which can be either data (in which there is useful 

information about the system) [241] or behavioural/functional information (or 

analysis) such as Fault Tree Analysis (FTA) [248] or engineering system's 

description [249]. As it is discussed, for complex systems, it is challenging to 

understand the dynamic behaviour and interdependencies. In addition, the data 

for engineered systems which normally comes from sensor measurements have 

relatively high uncertainty. Having highlighted these challenges, the question that 

arises here is how to build a BN structure for a complex engineered system. 
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One of the ways to build a BN structure is to consider each component of a 

system as a parent node and connect all of them into a child node representing 

the system functional state, which is used in some research works (e.g. [137]). 

The main problem with this approach is that the probabilistic dependencies or 

interrelationships between components are mostly ignored. Moreover, it requires 

to introduce a single parameter representing each component. This might be 

challenging because, in reality, a combination of parameters can represent the 

functional status of a component.  

Extracting BN from FTA is one of the approaches which has been used by some 

researchers (e.g. [250] [251] [252] [253] [254] [248]). FTA as a top-down 

diagnostics approach can identify the basic event (component level failures) that 

cause the top event (system level failure) to occur. FTA has been commonly used 

for diagnostics and reliability assessment owing to its advantages such as the 

ability to highlight the critical components related to system failure and visually 

illustrate and diagnose the root cause of a top event in a logical way that leads to 

failure. However, its applicability and effectiveness for extracting BN structure in 

complex engineered systems are questionable. This is because it generally 

defines only two states (normal or faulty) in the events, and two logic gates (AND 

and OR gates) to link the events in a hierarchy. Moreover, FTA itself can not 

�U�H�S�U�H�V�H�Q�W�� �D�� �V�\�V�W�H�P�¶�V�� �G�\�Q�D�P�L�F�� �E�H�K�D�Y�L�R�X�U�� �D�Q�G�� �F�R�P�S�O�H�[�� �I�X�Q�F�W�L�R�Q�D�O��

interrelationships. Even, DFTA may not be able to capture all functional 

relationships in a complex system since the presented gates in DFTA are also 

limited and can represent a few more functional relations than FTA. Another issue 

is generating the FTA for a complex system, let alone extracting BN structure 

from FTA has its own challenges (e.g. extracting conditional probabilities and 

facing cyclic graph). 

Some other reliability modelling techniques such as RBDs [255] are also used to 

extract BN, however their application are limited and generally less efficient than 

FTA/DFTA. 

 



102 
 

5.3  Proposed Methodology to Develop a BN Structure  

For some well-analysed systems (such as the TE process) there is a well-

accepted BN structure. For those systems where there is no available BN 

structure that is well established, it is required to build one based on the available 

information for the system. 

The proposed methodology for fault analysis was described in the context of the 

SCR system as a case study. To complete the implementation of the 

methodology on the SCR system, it is required to build the BN for this system. 

The distinction between the presented approach and the state of the art for 

building BN structure is in the use of different initial information to build the BN 

structure. The difference between building BN for this system and the systems 

studied in the literature is that all available information �± which is useful to build 

BN structure are operational data and the signal flow of the system (i.e. control 

model of the system). Unlike many engineered systems, the SCR system does 

not consist of multiple subsystems or components with individual functions. It has 

a control system which controls some of the parameters in the chemical reactions 

happening in the SCR catalyst. Therefore, instead of components, it includes 

some control variables / parameters, which can be utilised to build BN structure. 

Based on the research requirements and the available information for the system, 

the illustrated process in figure 5.1 is proposed to generate the BN structure. In 

this method, the inputs are the same as the inputs for the methodology introduced 

in chapter 3 (section 3.4.2), which include the system's operational data, critical 

parameters identified by experts and signal flow of the system which come from 

design documents [229].  

The cause and effect relationship between functional parameters of the system 

is identified in the form of a CLD, which is the base for building the BN structure. 

The CLD is generated based on control variables and signal flow of the system 

in which data correlation is used to validate the provided causal linkages and 

simplifying the CLD into identified critical parameters. Then, BN is derived from 

the CLD which is simplified into identified critical parameters of the system. 

Finally, DFTA is employed to check the network structure matching. The following 

subsections discuss different parts of the process. 
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Figure 5.1 Process flow diagram of generating BN structure 

5.3.1  Cause and Effect Relationship between Functional 
Parameters  

For a simple system relationship between its components are straightforward (as 

dealt with the classic approaches �± based on RBD that captures and explains 

pretty much everything), but for a complex system these relationships could 

become intractable. Taking this fact into account, it is fundamentally required to 

understand the causal linkages between parameters of a system to proceed the 

reliability analysis for the system. 

There are a few different tools to model and illustrate the cause and effect 

relationships in a system, such as the CLD, fishbone diagram, design structure 

matrix, and FMEA. Since the aim in this work is to identify the interrelation 

between critical parameters of a system and building a BN structure, CLD was 

chosen for mapping systems structure and identifying causal linkage between 

functional variables of a system. 
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5.3.1.1  Causal loop diagram for visualizing causal l inkages  

A CLD is a causal diagram that aids to capture the system structure, and 

feedback processes and visualizing the way different variables in a system are 

interrelated [256]. The CLD composed of a set of edges and nodes. Nodes 

symbolise the variables and edges are the links that represent a relation or a 

connection between the two variables. CLD collects, illustrates, and provides a 

clear description of all causal relations in a single view. It is commonly used in 

the qualitative way in the literature to understand and visualise the relationships 

between the variables of a system [257-259]. 

Given that the aim is to qualitatively specify causal linkages between the 

functional parameters of a system, CLD is employed over other cause-effect 

tools. This is because CLD is able to visualize and indicate the direction of the 

relationships between the functional parameters and has the closest architecture 

to the BN structure. Other introduced tools either do not have visualization 

capability or cannot indicate the direction of the causal linkages. For example, the 

FMEA does not provide qualitative visualization/illustration, or the fishbone 

diagram is normally used to identify possible causes of a problem which is a one-

direction graph. The design structure matrix holds the correlations between the 

variables however, CLD provides a better view for the causal relationships 

between the parameters of a system and also has the closest architecture to the 

BN structure.  

As it was mentioned before, some initial information (e.g. design architecture, 

engineering system's description and process flow diagrams) about the system 

under study are employed in any approach to build the BN structure. In this study, 

the available documents/information about the flow basis (energy, material & 

information/data) of the system are used at the initial step to build CLD and 

consequently, BN structure. 

CLD developing process incorporates problem articulation (conceptualisation), 

identifying endogenous variables, and mapping system structures [260]. The 

problem articulation is already performed in the design process, where the 

system is designed based on an articulated problem. Considering the variables 
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in the energy, material & information flow of the system, their causal linkages can 

be identified from the design signal flow of the system. By mapping the related 

variables in the signal flow of the system, the causal linkages between the 

variables will be built. This can be considered as initial CLD for the system. Data 

can be exploited to validate the established causal linkages between variables. 

In general, the variables that have direct relation in the CLD should have a fairly 

strong data correlation. 

To build a BN structure, CLD needs to be simplified. The simplification can be 

achieved by decreasing the number of variables to the identified critical 

parameters, which can be done with the help of data correlation. Obviously, the 

developed CLD with control variables will contain some variables that are not 

functional parameters for the system. In other words, there will be some variables 

that only have connecting roles in the control system which can be removed to 

simplify the CLD. Moreover, the variables referring to a similar entity with strong 

data correlation can be considered as one variable/parameter in the CLD (i.e. 

variable selection). This process will result in a diagram which contains causal 

linkage between the variables of interest (i.e. the critical parameters) for the 

system, in the form of causal loop diagram. 

5.3.1.2  Causal loop d iagram for the S CR system  

Based on the control signal flow of the SCR system provided by the industrial 

partner [229], the related variables (available in the ECU data) are mapped into 

the control signal flow of the SCR system and the causal linkages between these 

variables were established. Table 5.1 provides the list and the related unique 

names of these variables in the ECU data. Throughout this chapter, these 

variables will be called by their index numbers (i.e.���8�4�E).  

Table 5.1 List of the variables in the control signal flow of the SCR system which are 

available in ECU data 

Number of 

Variable  

Description  Unit  

V_1 NOx emission downstream of secondary catalyst (outlet NOx) ppm 



106 
 

V_2 Offset corrected NOx signal from post NOx sensor (inlet NOx) ppm 

V_3 Ratio of NO2 versus NOx upstream SCR catalyst - 

V_4 Estimated efficiency of the SCR catalyst - 

V_5 SCR feed forward quantity mg/s 

V_6 Estimated NOx downstream SCR catalyst  ppm 

V_7 Estimated current NH3 load g 

V_8 Exhaust gas mass flow in the exhaust-gas after combustion Kg/h 

V_9 NOx raw emissions ppm 

V_10 NOx raw emission mass flow mg/s 

V_11 Temperature of the SCR catalyst °C 

V_12 NH3 concentration downstream SCR ppm 

V_13 Control variable for dosing strategy - 

 

Figure 5.2 illustrates the causal relationships between the variables in the form 

of causal loop diagram, underpinned by signal flow of the SCR system. To 

generate this CLD, the relation between each variable in the control signal flow 

of the SCR system are identified and mapped in the CLD. For example, V_2 and 

V_7 are in relation through the feedback controller which controls the amount of 

injected urea. Therefore, these variables are in a direct relationship in the CLD, 

which means that V_2 directly affect V_7. 

The variables listed in table 5.1 are not collected only from the SCR system and 

some of them are related to engine or other subsystems in the Aftertreatment 

system (i.e. DOC, DPF and Engine). The related system for each variable has 

been identified (in a box) in the CLD to distinguish the variables within the system 

hierarchy. 
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Figure 5.2 Causal Loop Diagram for parameters in SCR system, along with identifying 

variables within the system hierarchy 
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5.3.1.3  Causal loop d iagram matching and simplifying based on 

operational data  

To validate the established CLD, causal linkages between variables should fairly 

match the correlation between the related variables in almost all related data sets. 

To check this, the �³data set ���  ́(which is related to the first detect fault from the 

SCR system) is used as an example. For this data set, figure 5.3 shows the 

related Pearson pairwise correlation in the form of heat map for the variables 

employed in CLD. Pearson correlation is a measure of linear correlation between 

two data sets. It is the ratio between the covariance of two variables and the 

product of their standard deviations. Hence, it is essentially a normalised 

measurement of the covariance, �D�Q�G���W�K�H���U�H�V�X�O�W���D�O�Z�D�\�V���K�D�V���D���Y�D�O�X�H���E�H�W�Z�H�H�Q���í����

and 1. The relations between variables in the CLD are not necessarily linear. 

Therefore, the related data correlation might not be linear as well. Hence, it is 

expected that the variables with a direct relation in the CLD which refer to a 

unique entity, will have a very strong data correlation. While for other variables 

(that are related to different entities) the data correlation might not be that strong 

because the heat map (figure 5.3) measures the linear correlation between 

variables. 

 

Figure 5.3 Pairwise correlation heat map for the data set of SCR system 
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In the CLD, V_8 directly affects V_9 and V_10. This variable has strong 

correlation with both V_9 and V_10 in data set as well. As another example, V_4 

directly affects V_6. These two variables have a strong correlation in the data as 

well. One more example is the correlation between V_9 and V_10 with V_2 which 

are in direct relations in the CLD. Since these three variables refer to inlet NOx 

level, there are very strong linear correlations (nearly 1) between them. This 

match between CLD and data correlation reveals the accuracy of the generated 

CLD. 

To get a BN structure consist of the identified critical parameters, the current CLD 

should be simplified. Taking into account the collinearity between variables 

referring to a similar entity, only the important variables are selected amongst the 

highly correlated variables as critical parameters. This variable selection will 

eliminate the collinear (linearly correlated) variables from the BN. As an example, 

V_9 and V_10 directly affect V_2 and have high correlation with this variable. 

Therefore, these three variables are considered as one of the critical parameters 

�I�R�U�� �W�K�H�� �6�&�5�� �I�X�Q�F�W�L�R�Q�D�O�L�W�\�� �Z�K�L�F�K�� �L�V�� �L�Q�W�U�R�G�X�F�H�G�� �D�V�� �³�8�S�V�W�U�H�D�P�� �1�2�[�� �O�H�Y�H�O�´ in table 

3.1. This is due to the fact that even though V_2 is different from V_9 and V_10 

in terms of value, they all refer to a same entity which is inlet NOx level. The 

strong correlations between these variables in figure 5.3 also justify this variable 

selection. With a similar logic, V_1 and V_6 are considered as one critical 

�S�D�U�D�P�H�W�H�U�����³�'�R�Z�Q�V�W�U�H�D�P���1�2�[���O�H�Y�H�O�´�������Z�K�H�U�H���R�Q�H���R�I���W�K�H�P���U�H�S�U�H�V�H�Q�W�V���W�K�H���V�H�Q�V�R�U��

measurement value and the other one shows the model-based simulation value 

for a unique entity. The correlation value between these two variables (0.94) is 

also verifies this matter.  

Degradation factor of SCR catalyst, which is one of the critical parameters, is 

considered as a coefficient factor in the control strategy of the SCR system. 

Accordingly, it is an almost constant value (as it is mentioned, the SCR catalyst 

efficiency degrades within a few years). However, as it influences the efficiency 

�R�I���W�K�H���F�D�W�D�O�\�V�W�����9�B�������³�(�V�W�L�P�D�W�H�G���H�I�I�L�F�L�H�Q�F�\���R�I���W�K�H���6�&�5���F�D�W�D�O�\�V�W�´�����L�V���F�R�Q�V�L�G�H�U�H�G���D�V��

a representative for this critical p�D�U�D�P�H�W�H�U���L�Q���W�K�L�V���V�W�X�G�\�����9�B�������³�(�V�W�L�P�D�W�H�G���F�X�U�U�H�Q�W��

�1�+�����O�R�D�G�´�����D�Q�G���9�B���������³�1�+�����F�R�Q�F�H�Q�W�U�D�W�L�R�Q���G�R�Z�Q�V�W�U�H�D�P���6�&�5�´�����D�U�H���U�H�O�D�W�H�G���W�R���W�K�H��

NH3 level, however, their values are not related, because V_7 refers to the 
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amount of NH3 in the catalyst while V_12 demonstrates the slipped ammonia. 

Their weak correlation (nearly zero) in figure 5.3 also confirms this fact. 

�9�B���� ���³�5�D�W�L�R�� �R�I�� �1�2���� �Y�H�U�V�X�V�� �1�2�[�� �X�S�V�W�U�H�D�P�� �6�&�5�� �F�D�W�D�O�\�V�W�´������ �9�B���� ���³�(�[�K�D�X�V�W�� �J�D�V��

mass flow in the exhaust-�J�D�V���D�I�W�H�U���F�R�P�E�X�V�W�L�R�Q�´�����D�Q�G���9�B���������³�7�H�P�S�H�U�D�W�X�U�H���R�I���W�K�H��

SCR cataly�V�W�´�����D�U�H���W�K�U�H�H��other critical parameters that have appeared in the CLD 

�D�Q�G�� �D�U�H�� �W�K�H�� �R�Q�O�\�� �Y�D�U�L�D�E�O�H�V�� �U�H�S�U�H�V�H�Q�W�L�Q�J�� �W�K�H�� �U�H�O�D�W�H�G�� �H�Q�W�L�W�L�H�V���� �9�B���� ���³�6�&�5�� �I�H�H�G��

�I�R�U�Z�D�U�G�� �T�X�D�Q�W�L�W�\�´���� �D�Q�G�� �9�B������ ���³�&�R�Q�W�U�R�O�� �Y�D�U�L�D�E�O�H�� �I�R�U�� �G�R�V�L�Q�J�� �V�W�U�D�W�H�J�\�´���� �D�U�H�� �W�Z�R��

remaining variables in the CLD that are not directly related to any critical 

parameter and have connecting roles in the control algorithm of the SCR system. 

As a summary of the variable selection to simplify the CLD, table 5.2 shows the 

relation between 13 control variables introduced in table 5.1 and seven critical 

parameters identified in table 3.1 and also identifies whether they are functional 

variable or have connector roles in the system. 

Table 5.2 The list of variables in the CLD and their relationship with the identified 

critical parameters 

Control 

variable  

Role  Related critical parameter  

V_1 Functional variable 
Downstream (outlet) NOx level 

V_6 Functional variable 

V_3 Functional variable NO2 / NOx upstream SCR catalyst 

V_4 Functional variable Degradation factor of SCR catalyst 

V_5 Connector variable - 

V_8 Functional variable Exhaust gas mass flow 

V_2 Functional variable 

Upstream (inlet) NOx level V_9 Functional variable 

V_10 Functional variable 

V_11 Functional variable Temperature of the SCR catalyst 

V_7 Functional variable 
Quantity of supplied NH3 (NH3 level) 

V_12 Functional variable 

V_13 Connector variable - 

 



111 
 

5.3.2  Bayesian Network Structure Underpinned by Causal Loop 
Diagram  

Given that the aim in this thesis is to build the BN for a system based on given 

critical parameters, causal linkage between the critical parameters of the system 

in the form of CLD is employed to build the BN structure and DFTA is utilised to 

verify its structure. Since, CLD can visualize and explain the causal linkages 

between the variables of a system, the simplified CLD which consists of the 

critical parameters for the system is considered as BN structure.  

Learning a Bayesian network has two subtasks which include learning the 

structure and learning the parameters for the given network. Structural learning 

is related to identifying the topology of the Bayesian network while parametric 

learning estimates the conditional probabilities. Learning the structure of a BN is 

the most challenging task [261], which is discussed in this section.  

In the previous section, it was explained that how the CLD for the SCR system 

was simplified. Based on variable selection, only seven variables representing 

the identified critical parameters were selected among 13 available variables. The 

variable selection was based on selecting only one variable among the variables 

referring to a unique parameter and discarding variables with connecting roles 

(i.e. variables that do not represent values for specific functional parameters). 

Figure 5.4 (a) depicts and summarises how the CLD was simplified and the 

selected variables were connected. Accordingly, figure 5.4 (b) illustrates the built 

BN structure for the SCR system. Each node starts with the corresponding 

variable number in the CLD. To maintain the acyclic nature of BN, a dummy node 

�W�K�D�W�� �F�R�U�U�H�V�S�R�Q�G�V�� �W�R�� �³�'�R�Z�Q�V�W�U�H�D�P�� ���R�X�W�O�H�W���� �1�2�[�� �O�H�Y�H�O�´�� �Z�D�V�� �D�G�G�H�G�� �W�R�� �W�K�H�� �%�1��

structure. 

In A/T systems, ASC removes excess NH3 before the gases are released into 

the atmosphere. However, in some A/T systems configuration there is not 

separate ASC and its function is delivered by SCR, through optimised NH3 

dosing control system. V_12 (NH3 concentration downstream SCR) is measured 

to adjust / decrease the amount of injected urea, if it is more than enough for 

deliver the function of SCR system. Taking into account the excessive outlet NOx 

level as the failure of SCR system, V_12 does not affect the main function of the 
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system (i.e. oxidizing NOx into nitrogen and water) and it is measured to avoid 

the release of excess ammonia into the atmosphere. Therefore, even though this 

variable can be considered in the BN structure, it is omitted in this work because 

there is no data for this variable in some of the available data sources. 

 
(a) 

 

 
(b) 

Figure 5.4 (a) Simplified CLD for the SCR system, (b)The Bayesian network for SCR 

system based on engineering analysis 
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The introduced BN structure is generic for the SCR system, considering these 

seven variables as the main nodes. Therefore, it can be used to analyse any fault 

related to the system and these variables. GeNIe software [262] is used to 

construct the BN structure and belief updating. 

 

5.3.3 Bayesian Network Structure Matching with DFTA  

In the proposed methodology, DFTA is employed to validate the structure of the 

generated BN. Hence, this section first builds a DFTA for the SCR system and 

then checks whether DFTA and BN match each other.  

5.3.3.1  Dynamic fault tree analysis for the SCR system  

For fault analysis in complex engineered systems, what is needed is to 

understand the causal linkages between (i) defect or fault initiation; (ii) pathways 

for fault propagation; (iii) symptoms and effect on the system. For a simple system 

these relationships are straightforward, but for a complex system these 

relationships could become intractable and classic methods might not work well. 

Fault tree analysis is a top-down deductive technique that is employed to classify 

the instrumental relationships which lead to a specific top event (i.e. failure 

mode). The major advantage of FTA is that it provides an insight into the 

operation and potential failure of a system. This helps to investigate the ways for 

eliminating and minimizing the failure of the product. By exploring the ways that 

a top event can occur, the list of faults will be provided. Moreover, FTA can be 

used to highlight the important elements of a system related to a failure of the 

system [263]. Therefore, it provides important information about fault initiation, 

fault propagation, and the related effects on the system. DFTA is a powerful tool 

for reliability modelling of complex systems which extends static fault tree to 

enable modelling of time dependent failures.  

Figure 5.5 illustrates the DFTA for SCR system which is developed by the help 

of domain experts. The method used for constructing the DFTA included identify 

the hazard, understanding the system function and finally, creating the dynamic 

fault tree. The DFTA highlights the important elements of the system related to 

its failure and also provides the list of the root causes for the top event.  
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Figure 5.5 Dynamic fault tree for SCR system 
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�7�K�H�� �X�Q�G�H�V�L�U�D�E�O�H�� �H�Y�H�Q�W�� ���W�R�S�� �H�Y�H�Q�W���� �I�R�U�� �6�&�5�� �G�\�Q�D�P�L�F�� �I�D�X�O�W�� �W�U�H�H�� �L�V�� �³�1�2�[�� �L�V�� �Q�R�W��

�R�[�L�G�L�V�H�G���H�Q�R�X�J�K�´���Z�K�L�F�K���F�D�Q���E�H���F�D�X�V�H�G���E�\���V�H�Y�H�U�D�O���G�L�I�I�H�U�H�Q�W���F�R�P�E�L�Q�H�G��lower-level 

events. This top event is chosen because the main function of the SCR system 

is to oxidise NOx in order to meet emission legislations. Damage of catalyst is a 

physical event in the DFTA which has not been further analysed in this work as it 

is a physical phenomenon and out of interest of this work. The other important 

�H�Y�H�Q�W�� �L�V�� �³�1�R�W�� �H�Q�R�X�J�K�� �V�X�S�S�O�L�H�G�� �D�P�R�X�Q�W�� �R�I�� �1�+���´�� �Z�K�L�F�K�� �F�D�Q�� �E�H�� �F�D�X�V�H�G�� �E�\�� �³�1�R�W��

�H�Q�R�X�J�K���8�U�H�D���L�V���L�Q�M�H�F�W�H�G�´���R�U���³�1�R�W���H�Q�R�X�J�K���X�U�H�D���L�V���F�R�Q�Y�H�U�W�H�G���W�R���1�+���´�� 

�7�K�H���F�R�P�E�L�Q�D�W�L�R�Q���R�I���V�H�Y�H�U�D�O���H�Y�H�Q�W�V���U�H�V�X�O�W�V���L�Q���³�1�R�W���H�Q�R�X�J�K���8�U�H�D���L�V���L�Q�M�H�F�W�H�G�´���Z�K�L�F�K��

are basically related to the control unit or injector malfunctions. Similar to damage 

�R�I�� �F�D�W�D�O�\�V�W���� �³�,�Q�M�H�F�W�R�U���L�V���P�D�O�I�X�Q�F�W�L�R�Q�L�Q�J�´�����H���J���� �U�H�V�W�U�L�F�W�H�G���I�O�R�Z���� �L�V���D���S�K�\�V�L�F�D�O���I�D�L�O�X�U�H��

�Z�K�L�F�K�� �L�V�� �Q�R�W�� �D�Q�D�O�\�V�H�G�� �I�X�U�W�K�H�U���� �2�W�K�H�U�� �H�Y�H�Q�W�V�� �O�H�D�G�L�Q�J�� �W�R�� �³�1�R�W�� �H�Q�R�X�J�K�� �8�U�H�D�� �L�V��

�L�Q�M�H�F�W�H�G�´�� �D�U�H�� �U�H�O�D�W�H�G�� �W�R�� �W�K�H�� �F�R�Q�W�U�R�O�� �X�Q�L�W��malfunctioning. This can be because of 

incorrect input feeding into it or any other faults such as software issues. Since 

the uncertainty of software is far less than sensor measurements and model-base 

calculation, the further analysis of the control unit malfunctions that are not 

caused by incorrect input has been omitted in this work. 

As it is clear, the events triggering the control unit to malfunction depends on the 

critical parameters related to the SCR system functions (sensor measurements 

and model-based calculations as triggers in the FDEP gates of the DFTA). Here, 

the control unit malfunction means that it provides wrong commands based on 

inaccurate inputs. The inputs of the control system which are the functional 

variables (introduced as critical parameters) come from either sensor 

measurements or model-based calculation (or both in some cases). All these 

values are affected by uncertainties (i.e. measurements or model uncertainties) 

and can be major root causes for faults in the SCR system.  

The SC�5�� �F�R�Q�W�U�R�O�� �X�Q�L�W�� �L�V�� �W�K�H�� �H�Y�H�Q�W�� �O�H�D�G�L�Q�J�� �W�R�� �³�1�R�W�� �H�Q�R�X�J�K�� �X�U�H�D�� �L�V���F�R�Q�Y�H�U�W�H�G�� �W�R��

�1�+���´���� �Z�K�L�F�K�� �L�W�V�H�O�I�� �L�V�� �W�U�L�J�J�H�U�H�G�� �E�\�� �R�W�K�H�U�� �H�Y�H�Q�W�V�� �R�U�� �P�D�O�I�X�Q�F�W�L�R�Q�L�Q�J�� �R�I�� �R�W�K�H�U��

subsystems of Aftertreatment system. The main role of the control unit is to 

provide the right amount of urea, based on the level of other (input) variables. 
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However, sometimes the levels of input variables are such that (e.g. too high or 

too low) providing more urea cannot compensate the level of input variables. 

�³�(�[�F�H�V�V�L�Y�H�� �O�H�Y�H�O�� �R�I�� �1�2�[�´�� �D�Q�G�� �³�,�Q�D�G�H�T�X�D�W�H�� �1�2�����1�2�[�´ are two main states of 

variables that may not be compensated by the control unit. These two are caused 

respectively by Engine and DOC malfunctioning. Therefore, if either of these 

events happens, and control could not compensate them, not enough urea will 

be converted to NH3. The Priority AND gate models perfectly these situations. 

�7�K�H���³�(�[�F�H�V�V�L�Y�H���O�H�Y�H�O���R�I���1�2�[�´���F�D�Q���D�O�V�R���E�H���F�R�Q�V�L�G�H�U�H�G���D�V���D���G�L�U�H�F�W���F�D�X�V�H���R�I���³�1�2�[��

�L�V���Q�R�W���R�[�L�G�L�V�H�G���H�Q�R�X�J�K�´���V�L�Q�F�H���D�I�W�H�U���D���F�H�U�W�D�L�Q���O�H�Y�H�O���R�I���1�2�[�����H�Y�H�Q���H�[�F�H�V�V�L�Y�H���D�P�R�X�Q�W��

of NH3 cannot oxidise the desired amount of NOx. 

The level of converted urea to ammonia is highly dependent on the level of the 

�6�&�5���F�D�W�D�O�\�V�W���W�H�P�S�H�U�D�W�X�U�H�����7�K�H�U�H�I�R�U�H�����W�K�H���H�Y�H�Q�W���³�1�R�W���H�Q�R�X�J�K���X�U�H�D���L�V���F�R�Q�Y�H�U�W�H�G��

�W�R�� �1�+���´�� �F�D�Q�� �E�H�� �W�U�L�J�J�H�U�H�G�� �E�\�� �W�K�H�� �O�H�Y�H�O�� �R�I�� �W�H�P�S�H�U�D�W�X�U�H���� �7�K�H�� �G�L�I�I�H�U�H�Q�W��states of 

Engine and DPF may result in various ranges of temperature which are 

undesirable for converting urea to ammonia. However, if the temperature level is 

not too far from the desirable level, the control unit can compensate it by injecting 

a bit more urea (in order to provide enough level of ammonia). Although, in many 

cases, this is not achievable. 

The DFTA also justifies the identified critical parameters in table 3.1. The basic 

events or at least the main reason for basic events in the DFTA are related to the 

seven identified critical parameters. Therefore, these parameters have the main 

influences on the functionality of the system and may result in the top event. 

5.3.3.2  Validation of the BN Structure by DFTA  

In this research, the use of engineering analysis is proposed to support the data-

driven fault analysing methodology introduced in chapter 3. DFTA, in particular, 

is employed for two main purposes; first to check whether the structure of the 

generated BN matches the DFTA (which is discussed in this section) and second, 

to validate the root cause identification results obtained from the data-driven 

methodology �± which is discussed in section 5.4. The reason for using DFTA is 

because it highlights the important elements of the system related to its failure 
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and also provides a list of the root causes for the top event in the system, which 

are fundamental to check and validate the data-driven results. 

In DFTA, basic events provided the list of the root causes for the top event. The 

parameters / variables in the basic events include temperature, inlet NOx, outlet 

NOx, NO2/NOx, exhaust gas mass flow, NH3 level, and efficiency of SCR 

catalyst which are measured and/or calculated. These are the same variables 

presented in CLD and BN contributing to different events in different ways which 

result in the top event. Therefore, these variables, which are common in DFTA, 

CLD, and BN (as nodes) show how these modelling tools match each other.  

In terms of structure matching, the bottom events (root causes) in DFTA include 

the critical parameters which are connected to each other with different gates. 

For example, temperature, inlet NOx, outlet NOx and NO2/NOx are related to 

NH3 load and ratio. These relations have appeared in BN structure as well. The 

control unit malfunctioning is also related to the critical parameters since it makes 

decisions based on the level of these parameters. V_5 and V_13 (that were 

treated as connector variables in CLD and were not considered in BN) have not 

appeared in the DFTA, therefore they do not represent any functional value. This 

match of the variables and their connections verify the generated BN structure.  

Given that the DFTA and BN match and validate each other, the proposed 

method for building BN structure in this work not only satisfy the requirements of 

proposed methods in the literature (extracting BN structure from FTA) but also it 

considers other causal relationships between the functional variables of a system 

that might not be captured by FTA/DFTA. This is because FTA/DFTA focus on 

elements of a system rather than its data (here data refers to functional variables). 

 

5.3.4  Conditional Probability Tables for the BN  

To complete the generated BN for the SCR system, the conditional probability 

tables are generated by a large historical (ECU) data set that has over a million 

records. Based on the structure of the BN, historical data is used to generate 

CPTs for child nodes in BN. Figure 5.6 illustrates the proposed algorithm for 
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extracting condition probabilities for a two states node from a large historical data 

set (with length �J) where the node has only one parent node.  
 

Figure 5.6 (a) Algorithm of extracting CPT from historical data, (b) for a node A with 

one parent node, B 

 

 
(a) 

 

 
(b) 
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The historical data is also used to determine the initial probabilities of parent 

nodes with a similar algorithm. Figure 5.7 shows the algorithm of extracting initial 

probability for variable �$ with �J records.  

 

 

Figure 5.7 Algorithm of extracting initial probabilities for variable B with n records 

These two algorithms are based on the probability principle where the sum of 

probabilities is equal to one. These algorithms only calculate the conditional 

probability between two variables and the initial probability of a variable based on 

the initially specified safe and danger zones for each variable. In order to ensure 

that these algorithms work correctly and provide accurate results (i.e. probability 

values), two different small data sets were generated in a way that the related 

conditional and initial probabilities are obvious. Therefore, if the algorithms can 

generate those intended probabilities, it can be concluded that they are valid and 

can provide accurate results for bigger data sets since they work accurately for 

small data sets. 
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The first data set (shown in equation 5.1 and illustrated in figure 5.8 (a)) is 

generated in a way that when �$ is in its safe range, �# is in its danger range (safe 

and danger ranges are predefined for the purpose of examination) and whenever 

�# is in its danger range, �$ is in its safe range (safe and danger ranges are 

respectively illustrated by blue and red colours in the figure). This means that 

�2�:�# 
L �6�N�Q�A���$ 
L �6�N�Q�A�; 
L �r, �2�:�# 
L �(�=�H�O�A���$ 
L �6�N�Q�A�; 
L �s, and 

�2�:�# 
L �6�N�Q�A���$ 
L �(�=�H�O�A�; 
L �s��, and �2�:�# 
L �(�=�H�O�A���$ 
L �(�=�H�O�A�; 
L �r. Therefore, if the 

algorithm gives this output, it means that it provides accurate results. Figure 5.8 

(a) illustrates the process introduced in figure 5.6 (a) and as it is clear, it provides 

the intended probability values.  

The second generated data set (shown in equation 5.2 and illustrated in figure 

5.8 (b)) also includes four records for each variable (i.e. variable �# and variable�$). 

However, this data set presents all four possible combinations of safe and danger 

ranges for variables A and B (�t�6 
L �v). This means that �2�:�# 
L �6�N�Q�A���$ 
L �6�N�Q�A�; 
L

�r�ä�w, �2�:�# 
L �(�=�H�O�A���$ 
L �(�=�H�O�A�; 
L �r�ä�w, �2�:�# 
L �(�=�H�O�A���$ 
L �6�N�Q�A�; 
L �r�ä�w, and 

�2�:�# 
L �6�N�Q�A���$ 
L �(�=�H�O�A�; 
L �r�ä�w. Figure 5.8 (b) illustrates the process of 

implementing the algorithm introduced in figure 5.6 (a) and as it is clear, it 

provides the intended probability results. 

�)�A�J�A�N�=�P�A�@���@�=�P�=�O�A�P���s
L �B�#
�$

�C
L �B�r�ä�y �r�ä�t �r�ä�{ �r�ä�v
�t �x �������u �������z

�C������                       (5.1) 

�)�A�J�A�N�=�P�A�@���@�=�P�=�O�A�P���t 
L �B�#
�$

�C
L �B�r�ä�y �r�ä�{ �r�ä�s �r�ä�v
�{ �u �������y �������s

�C                          (5.2) 

For the algorithm presented in figure 5.7, a similar process of validation was 

carried out in which only records related to the variable �$ in the same generated 

data sets presented in equation 5.1 and 5.2 was used. This is because the 

algorithm only includes variable �$��as the parent node. In both of those data sets, 

variable �$ has two records in the safe range and two records in the danger range. 

This means that the initial probability is equal (i.e. �:�6�; 
L �2�:�(�; 
L �r�ä�w ) which is also 

generated in figure 5.9, which validates the accuracy of this algorithm. 
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(a) 

 

 

(b) 

Figure 5.8 The process of implementing the algorithm of extracting CPT for two small 

data sets (data set (a) and (b)) 

 

 

(a) 

 

(b) 

Figure 5.9 The process of implementing the algorithm of extracting initial probabilities 

for variable���$ for two small data sets (data set (a) and (b)) 

There are some issues related to CPTs derivation from data like limited data and 

missing values and more importantly, having limited information about the ranges 

of data for different states of a variable (e.g. safe and danger zone). To cope with 

these issues and to minimise the uncertainty related to providing CPTs, expert 

judgment can be incorporated to improve the CPTs derivation [264]. In this 
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research, the safe and danger zones for variables, which are the base for the 

presented algorithms, are defined based on expert opinions. 

In a Bayesian network, allocating values to observed variables is called evidence. 

Based on these pieces of evidence, belief updating is performed. For belief 

updating, the posterior probabilities for all nodes can be calculated using 

inference algorithms, when a few or even only one node is observed in real-time. 

This feature is one of the main advantages of BN [137]. 

 

5.4  Data Analytics: Root Cause I dentification  Using BN  

The proposed methodology for fault analysis in chapter 3 has three outputs, fault 

detection, fault prediction and root cause identification. The first two were 

discussed in chapter 4, where three faults were detected / predicted for the SCR 

system. After developing the BN for the SCR system, the root cause identification 

output of the methodology is discussed here �± again in the context of the SCR 

system. In this section, the root cause of those three detected faults are identified 

through updating BN by likelihood evidence. 

For root cause identification, the method introduced in [243] is used, in which the 

parent node with the maximum percentage change after updating BN is 

considered as the root cause of the fault. This method employs soft evidence for 

BN updating and provides more accurate root cause diagnosing results in the 

analysis of dynamic processes. 

All a BN solution needs are graph structure and CPTs [265] which both have been 

provided. By feeding evidence, BN is ready to update. The likelihood information 

is used as virtual evidence instead of hard evidence for updating the BN. Hard 

(regular) evidence is an observation of a random variable, being in a particular 

state (or having a particular value). However, observing the value that a variable 

has in a specific state is not always possible, or a claimed observation cannot be 

completely relied on. These bring uncertainty to the evidence. Virtual evidence 

allows entering uncertain observations (in the form of probability values over the 
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possible states of the observation) directly into the normally unobservable 

variable.  

To define the likelihood evidence, the values of all variables in the data are 

assessed in a period of time before the point where the fault is detected. This is 

to find the probabilities of being in the danger zone for each variable. These 

probabilities are used as virtual evidence to update the BN. After updating the 

BN, the parent node with the maximum percentage is considered as the root 

cause of the fault.  

In order to see the importance of engaging engineering analysis in building BN 

structure, the root cause identification results obtained from two different BN 

structures has been discussed and the results have been compared. The first BN 

structure was built based on engineering analysis and shown in figure 5.4 (b) and 

the other one is built based on the method used in [137] by connecting all of the 

critical parameters into the child node (outlet NOx) representing the system 

functional state, which is illustrated in figure 5.10. The reason for selecting this 

method is that among the referenced research works ([135-137]), only this 

reference introduces a methodology for generating BN structure, while others do 

not discuss the methodology of generating BN structure and only use the well-

accepted BN structure for the TE process. 

 

Figure 5.10 BN structure for SCR system, built based on the method used in [137] 
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5.4.1  Root Cause Identification  Results for the SCR S ystem and 
the Results Justification  

To find the root cause of the first detected fault (shown in figure 4.5), the BN 

structures were updated by feeding the same likelihood evidence (virtual 

evidence) into two different Bayesian network structures. Table 5.3 compares the 

prior and posterior faulty state probabilities after updating the BNs with the virtual 

evidence. As it is clear, in both BN structures, variable related to SCR 

temperature (V_11) has the highest percentage change in the posterior 

probabilities, despite the differences in some of the initial and posterior 

probabilities. Therefore, this variable is identified as the root cause of the first 

introduced fault (represented in figure 4.5). The analysed data set (i.e. new data 

set) to detect and predict this fault was a data set related to the condition that 

temperature goes beyond the acceptable level and affects the performance of the 

SCR system. Therefore, the root cause is identified correctly.  

Table 5.3 Comparing the probabilities for two different BN structures, related to the first 

detected fault 

 The BN structure based 

on engineering analysis 

The BN structure based 

on a method in the 

literature 

Node Initial 

probability 

Updated 

probability 

Initial 

probability 

Updated 

probability 

Temperature of the SCR catalyst 0.33 0.83 0.33 0.92 

Estimated current NH3 load  0.26 0.43 0.15 0.25 

Inlet NOx level 0.19 0.28 0.19 0.43 

NO2/NOx 0.27 0.24 0.27 0.42 

Exhaust gas mass flow  0.14 0.10 0.14 0.22 

Estimated efficiency 0.26 0.40 0.26 0.43 

Outlet NOx level 0.25 0.51 0.30 0.41 

 

The root cause identification result obtained from BN is required to be checked 

whether it is in conjunction with the DFTA. It is also essential to determine the 

way in which the root cause variable results in the fault, as the root cause 
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identification output of the data-driven methodology does not provide any 

information about that. To do so, DFTA and correlation between variables are 

employed to identify the actual root cause of a fault among the possible ones. 

The SCR catalyst temperature has appeared in two different places in the DFTA 

���R�Q�H���L�V���Z�K�H�U�H���W�K�H���X�Q�G�H�V�L�U�D�E�O�H���O�H�Y�H�O���R�I���W�H�P�S�H�U�D�W�X�U�H���W�U�L�J�J�H�U�V���³�1�R�W���H�Q�R�X�J�K���X�U�H�D���L�V��

�F�R�Q�Y�H�U�W�H�G���W�R���1�+���´���D�Q�G���W�K�H���R�W�K�H�U���L�V���Z�K�H�U�H���V�H�Q�V�R�U���P�H�D�V�X�U�H�P�H�Q�W���L�V���Z�U�R�Q�J�������1�R�Z���L�W��

should be specified which one is the root cause for this fault. As explained before, 

CLD and correlation between the variables can be exploited in this case. 

Temperature (V_11) as a critical variable for the function of system has a direct 

correlation with V_13 in the CLD. In figure 5.3, the correlation between these two 

variables (-0.69) confirms this relation. This is because if the sensor 

measurement was wrong, the correlation between these two variables might be 

weak or even positive. Therefore, this correlation value implies that the 

measurement is not wrong. Hence, the actual level of temperature (that is not in 

an acceptable level) is the true cause of this fault, which is illustrated in figure 

5.11.  

As it was expected, the change in the structure of BN resulted in close but not 

the same posterior probabilities. Therefore, even though for the analysed fault 

the identified root cause was the same, the change in BN structure may lead to 

different root cause identification results. Hence, the root causes for other 

identified faults are also investigated and the results are compared. 

To identify the root cause for the second fault (observed in figure 4.8), both BN 

structures are employed and the results are compared. By feeding the same 

virtual evidence for both BN structures, they show different posterior faulty state 

probability values which are presented in table 5.4. As it is clear, the identified 

root causes are different. Similar to the first fault, the analysed data set to detect 

and predict the fault observed in figure 4.8 was a data set related to the condition 

that temperature goes beyond the acceptable level and affects the performance 

�R�I���W�K�H���6�&�5���V�\�V�W�H�P�����+�H�Q�F�H�����9�B���������³�W�H�P�S�H�U�D�W�X�U�H���R�I���W�K�H���6�&�5���F�D�W�D�O�\�V�W�´�����L�V���W�K�H���D�F�W�X�D�O��

root cause of this fault which is identified correctly. Whereas the variable related 

�W�R�� �³�(�[�K�D�X�V�W�� �J�D�V�� �P�D�V�V�� �I�O�R�Z�´�� �L�V�� �G�H�W�H�U�P�L�Q�H�G�� �D�V�� �U�R�R�W�� �F�D�X�V�H�� �E�\�� �W�K�H�� �V�H�F�R�Q�G�� �%�1��

structure.  
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Figure 5.11 The range of temperature is the true cause of the fault in the SCR system 

 

Table 5.4 Comparing the probabilities for two different BN structures, related to the 

second detected fault 

 The BN structure based 

on engineering analysis 

The BN structure 

based on a method in 

the literature 

Node Initial 

probability 

Updated 

probability 

Initial 

probability 

Updated 

probability 

Temperature of the SCR catalyst 0.33 0.67 0.33 0.51 

Estimated current NH3 load  0.26 0.23 0.15 0.30 

Inlet NOx level 0.19 0.26 0.19 0.30 

NO2/NOx 0.27 0.22 0.27 0.18 

Exhaust gas mass flow  0.14 0.27 0.14 0.40 

Estimated efficiency 0.26 0.30 0.26 0.35 

Outlet NOx level 0.25 0.48 0.30 0.52 
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The final step is to check whether the determined variable (as the root cause) is 

in conjunction with the DFTA and to find out the way in which it contributes to the 

fault. As mentioned, the SCR catalyst temperature has shown up in two events 

in the DFTA. Figure 5.12 shows the pairwise correlation heat map for the data 

set related to this fault. With the same logic, the corresponding value in the 

correlation matrix (-0.65) confirms the relation between V_11 and V_13 and it 

shows that the measurement is not wrong. Therefore, the actual level of 

temperature is the true cause which went beyond the level that can be 

compensated by the system. Therefore, the same event illustrated in figure 5.11 

is the root cause of this fault as well. 

The fault observed in figure 4.10 (the third fault) is also investigated to identify 

the related root cause. Again, the soft evidence provided by HMM is fed into both 

BN and they are updated to get the posterior faulty state probabilities. Table 5.5 

�F�R�P�S�D�U�H�V���W�K�H�V�H���S�U�R�E�D�E�L�O�L�W�\���Y�D�O�X�H�V�����$�V���L�W���L�V���F�O�H�D�U�����³�1�2�����1�2�[�´���L�V���L�G�H�Q�W�L�I�L�H�G���D�V���W�K�H��

root cause by the BN structure built based on the method used in the literature 

�Z�K�L�O�H���W�K�H���Q�H�Z���%�1���V�W�U�X�F�W�X�U�H���V�K�R�Z�V���³�,�Q�O�H�W���1�2�[���O�H�Y�H�O�´���D�V���W�K�H���U�R�R�W���F�D�X�V�H���I�R�U���W�K�L�V���I�D�X�O�W�� 

 

Figure 5.12 Pairwise correlation heat map for the data set related to the second fault of 

SCR system 
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Table 5.5 Comparing the probabilities for two different BN structures, related to the 

third detected fault 

 The BN structure based 

on engineering analysis 

The BN structure 

based on a method in 

the literature 

Node Initial 

probability 

Updated 

probability 

Initial 

probability 

Updated 

probability 

Temperature of the SCR catalyst 0.33 0.36 0.33 0.37 

Estimated current NH3 load  0.26 0.65 0.15 0.22 

Inlet NOx level 0.19 0.87 0.19 0.50 

NO2/NOx 0.27 0.70 0.27 0.73 

Exhaust gas mass flow  0.14 0.17 0.14 0.19 

Estimated efficiency 0.26 0.66 0.26 0.58 

Outlet NOx level 0.25 0.74 0.30 0.65 

 

It is investigated whether the identified root causes by optimised BN structure is 

in conjunction with the DFTA and the way the root cause variable contributes to 

the fault. Inlet NOx level (i.e. V_2 in table 5.1) has been shown up in DFTA more 

than once. The first and second ones are respectively related to inaccurate 

sensor measurements and inaccurate model-based calculations which trigger the 

malfunction of the control unit. The third one is where the engine produces an 

excessive level of NOx which can hardly be managed by the control unit.  

Figure 5.13 shows the pairwise correlation heat map for the data set related to 

this fault. The model-based calculation for this variable is not available in the ECU 

data, however, as it is obvious, there is a strong correlation between this variable 

and two variables which are in direct relation with it (i.e. V_9 and V_10). Both V_9 

and V_10 are model-based calculation variables. Given that both V_9 and V_10 

are model-based calculation values and there are strong correlations between 

these variables and the measured inlet NOx, it can be concluded that the 

measurement is not wrong. Therefore, the actual level of the inlet NOx is the root 

cause of this fault which goes beyond the level that can be managed by the 

control unit and oxidised by the catalyst.  
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Figure 5.13  Pairwise correlation heat map for the data set related to the third fault of 

SCR system 

In table 5.5, there are some BN nodes (variables) that have changed noticeably 

which worth discussing. Obviously, Inlet NOx level which is identified as the root 

�F�D�X�V�H�� �K�D�V�� �W�K�H�� �K�L�J�K�H�V�W�� �S�H�U�F�H�Q�W�D�J�H�� �F�K�D�Q�J�H�� ���������� �W�L�P�H�V������ �$�I�W�H�U�� �W�K�D�W���� �³�2�X�W�O�H�W�� �1�2�[��

�O�H�Y�H�O�´���K�D�V���W�K�H���K�L�J�K�H�V�W���F�K�D�Q�J�H�V���������W�L�P�H�V�������K�R�Z�H�Y�H�U�����L�W���F�D�Q�Q�R�W���E�H���W�K�H���U�R�R�W���F�D�X�V�H���I�R�U��

the fault as: firstly, it is not a parent node and if it had the highest change, its 

�S�D�U�H�Q�W���Q�R�G�H�V���Z�L�O�O���E�H���W�K�H���U�R�R�W���F�D�X�V�H���Q�R�G�H�����D�Q�G���V�H�F�R�Q�G�O�\�����³�2�X�W�O�H�W���1�2�[���O�H�Y�H�O�´���L�V���W�K�H��

variable of interest for the fault. It means that fault in the SCR system happens 

when this variable goes beyond the acceptable level. Among the other nodes with 

�K�L�J�K�� �F�K�D�Q�J�H�V���� �R�Q�O�\�� �³�,�Q�W�H�O�� �1�2�[�� �O�H�Y�H�O�´�� �D�Q�G�� �³�1�2�����1�2�[�´�� �D�U�H�� �S�D�U�H�Q�W�� �Q�R�G�H�V���� �D�Q�G��

�E�H�W�Z�H�H�Q�� �W�K�H�P���� �³�,�Q�O�H�W�� �1�2�[�� �O�H�Y�H�O�´�� �K�D�V�� �W�K�H�� �K�L�J�K�H�V�W�� �S�H�U�F�H�Q�W�D�J�H�� �F�K�D�Q�J�H�� ���Q�H�D�U�O�\�� ����

times more changes in the percentage). Moreover, form functional point of view, 

it can be justified that �Z�K�H�Q���³�,�Q�O�H�W���1�2�[�´���J�R�H�V���X�S�����'�2�&���P�D�\���Q�R�W���E�H���D�E�O�H���W�R���S�U�R�Y�L�G�H��

�W�K�H���G�H�V�L�U�H�G���³�1�2�����1�2�[�´�� Therefore, the high percentage change in the probability 

�R�I���³�1�2�����1�2�[�´���L�V���E�H�F�D�X�V�H���R�I���W�K�H���P�D�L�Q���U�R�R�W���F�D�X�V�H���Z�K�L�F�K���L�V���³�,�Q�O�H�W���1�2�[�´�� 
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5.5  Chapter Summary  

Based upon the presented fault analysing methodology in chapter 3, this chapter 

introduced a method to exploit model-based system engineering to build 

Bayesian network structure. To answer the RQ3, this chapter introduced a 

methodology in which CLD was exploited to build a BN structure for a system, 

given the identified critical parameters and the signal flow of the system. 

Operational data correlation and DFTA were employed to validate, respectively 

the CLD and structure of the BN. The justification of the methods and the process 

of building BN structure were discussed in the context of the SCR system. 

In the second part of the chapter, the root cause identification part of the fault 

analysing methodology was discussed and the root causes for the illustrated 

faults were identified. To check the effectiveness of engaging engineering 

analysis in developing BN structure, the root cause identification results obtained 

from two different BN structures were discussed and the results were compared. 

Moreover, the engineering analysis, in particular, DFTA and also data correlation 

between variables of interest were utilised to validate the root cause identification 

results obtained from the data-driven methodology.   
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CHAPTER 6  

 

 

Discussion, Conclusions,  and Future Work  

This chapter provides a discussion in relation to the proposed diagnostics and 

prognostics methodology in which, it is described how research objectives are 

achieved and what the contributions of the research are. Discussion is followed 

by conclusions and finally, the research opportunities arose from this thesis are 

highlighted as future works.  

 

6.1 Discussion  

Despite remarkable achievements, still there are some unaddressed challenges 

in the diagnostics and prognostics of complex systems. Therefore, the main aim 

of this research was to improve fault diagnostics and prognostics for complex 

engineered systems working in real-world conditions. Accordingly, the objectives 

of the research were to, firstly carry out a critical review of the current state-of-

the-art and highlight the achievements. Then, to propose an integrated data-

driven methodology for fault detection, fault prediction and root cause 

identification in complex engineered systems using real-world data with 

multifarious characteristics. Next, to employ engineering analysis and expert 

knowledge to set up and support the data-driven fault analysing methodology. 

And finally, to validate the effectiveness of the proposed methodology by 

implementing it on an industrial use case with real-world data.  

This section presents a critical review of the proposed methodology taken to carry 

out the research in the context of the key developments introduced to bridge the 

explained research gaps in section 3.3.2. The review includes four discussions 

and a summary of the original contributions of the research. Section 6.1.1 talks 
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about the review of the literature in which RQ1 was answered. Section 6.1.2 

discusses the integration of HMM and BN for fault analysis which was proposed 

to answer RQ2. Section 6.1.3 focuses on the importance of using engineering 

analysis to support the data-driven methodology in which RQ3 was covered. 

Section 6.1.4 concentrates on the features of Aftertreatment system and the 

implementation of the methodology. Finally, section 6.1.5 summarises the 

original contributions of the research presented in this thesis. 

 

6.1.1  Literature Review for Diagnostics and Prognostics  

Diagnostics and prognostics as the main aspects of health-related programs such 

as CBM, PHM, and IVHM have significant roles in the reliability enhancement of 

systems and are focused topics of active research. Engineered systems are 

becoming more complex and are subjected to miscellaneous failure modes that 

impact adversely their performability. This ever-increasing complexity makes fault 

diagnostics and prognostics challenging for the system-level functions.  

To answer RQ1, chapter 2, introduced different diagnostics and prognostics 

approaches and methods and discussed their pros and cons, in section 2.3. After 

introducing and discussing the characteristics of complex systems in section 2.4, 

the applicability of different techniques and methods that are able to address the 

dynamic behaviour, nonlinearity, non-Gaussianity, non-stationarity, and variable 

operating conditions in complex systems was discussed in section 2.5. After 

discussing and comparing some recent achievements in diagnostics and 

prognostics of complex systems, in section 2.5.4, it was shown that some specific 

methods have advantages over other methods to address one or more features 

of complex systems in diagnostics and prognostics analyses. For example, ANN-

based methods have shown a better potential to deal with nonlinearity or dynamic 

statistical methods and state estimation methods (e.g. HMM and BN) are useful 

to deal with dynamicity. 
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6.1.2  The Integrated Data -driven Methodology for Fault Analysis  

The availability of ample data and relatively higher computational powers as well 

as the implementation complexity of physics-based models for complex systems, 

imply the use of data-driven methods for complex engineered systems. The 

efficiency of data-driven methods depends on training data that requires volumes 

of data, which is a real matter of concern for neural network-based methods.  

As discussed in chapter 2, various data-driven tools have shown capabilities to 

cope with the characteristics of complex engineered systems. ANN-based tools 

(especially DL, TL) and the fusion of these tools have been widely employed to 

analyse nonlinear, dynamic, and non-Gaussian data of complex systems for 

diagnostics and prognostics analysis. Despite the advantages of neural network-

based tools, they are computationally expensive, require a huge amount of data. 

For example, in nuclear or aviation industries where ample data are available and 

the sensor measurements are more accurate, these methods can be the first 

choice for diagnostics and prognostics analysis. However, for many engineered 

systems, this is not the case. More importantly, these methods struggle in dealing 

with causality which is fundamental for reliability and failure analysis of complex 

engineered systems.  

In the literature, hidden Markov modelling showed a remarkable potential in 

diagnostics and prognostics of complex systems. This is because HMM has 

strong statistical foundation and it is computationally efficient. Moreover, 

individual models can be trained using global data only. Furthermore, it has 

efficient learning algorithms and is suitable to model multivariate, nonlinear data 

of dynamic processes. These capabilities make HMM a suitable choice to analyse 

dynamic processes.  

Some condition monitoring data have been studied in the literature (e.g. 

temperature, electric voltage and current) where the major investigation is on 

vibration data. Although vibration or other measurements are valuable condition 

monitoring which have been analysed quite broadly, those are not the only cases 

for most of the complex engineered systems. For example, in the automotive 

Aftertreatment system parameters like Nitrogen oxides and particulate matter 
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levels need to be measured and analysed which are not well analysed and may 

have higher uncertainties. 

Underpinned by the review of the literature and highlighted research gaps, a fault 

analysis methodology was proposed in section 3.4.2 and explained and 

expanded in chapter 4 and 5 in the context of the case study. This data-driven 

methodology integrated HMM and BN for fault detection, fault prediction, and root 

cause identification in complex engineered systems, using operational data. 

Fault detection and fault prediction parts of the methodology were based on HMM 

and the calculated LL values. The likelihood function plays a major role in 

statistical inference. The log-likelihood values determined by the trained HMM, 

used to detect and predict the faults. The process of fault detection and prediction 

were based upon the comparison and exploitation of pattern similarity in the data 

via the LL values computed by the trained MoG-HMM, which was explained in 

section 4.3.  

Bayesian network has been quite effectively utilised for diagnostics and 

prognostics in various applications. This is because of its capabilities in 

representing the complex inter-relationships among variable of interest for a 

system (both visually and conceptually) and providing good prediction accuracy 

even with rather small sample sizes. Considering these advantages, it is 

employed to isolate root causes of the faults detected and predicted by HMM. As 

explained in section 5.4, this root cause identification is based on updating BN 

with LL evidence provided by HMM in which the parent node with maximum 

percentage changes in the probability is considered as the root cause for the 

fault. 

Even though BN faces some difficulties in dealing with multidimensional data, this 

is not a matter of concern in the proposed methodology as BN is fed by virtual 

evidence provided by HMM, which is discussed in section 4.3.3. Therefore, BN 

does not need to deal with multidimensional data. Moreover, unlike neural 

network-based methods that perform as a black box, BN uses expert knowledge 

for effective model representation, and the provided results are easy to 

understand in comparison to other data-driven methods. 
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As highlighted in section 2.3.4 and section 2.5.3, hybrid methods play a key role 

in the diagnostics and prognostics analysis of complex engineered systems since 

one method is normally not enough to address the challenges faced in dealing 

with different data features of complex systems. Therefore, the combinations of 

MoG-HMM and BN was proposed that could successfully detect, predict and 

isolate faults of a complex system operating in real-world conditions with 

multifarious data characteristics.  

The proposed fault analysing methodology is scalable to real-time applications 

for detecting, predicting and identifying the root cause of a fault in a system. 

Training the HMM is the time-consuming part of the methodology which may take 

several minutes (given the size of the training data set and the available 

computational power). If the trained model is available, the fault detection and 

prediction processes are fairly quick (from a sub-second to a few seconds, again 

depending on the computational power) which can be employed for real-time 

scenarios. 

 

6.1.3  Engineering Analysis to Support Data -driven Methodology  

Despite many advantages of data-driven methods, the results of these methods 

might be counter-intuitive since physical knowledge is not involved to high extent. 

Hence it is risky to accept the related result without understanding the source and 

nature of problem. Moreover, it is required to set up the data-driven model 

appropriately in order to achieve more accurate results. Engineering analysis and 

expert knowledge can provide functional information about the system under 

study which may play a vital role to set up models and also support data-driven 

reliability analysing methods. 

In the presented fault analysis methodology, functional information obtained from 

expert knowledge and engineering analysis was employed for data pre-

processing (explained in section 4.2), building Bayesian Network structure for the 

system (discussed in section 5.3), and validating the obtained results from data-

driven methodology (addressed in section 5.4.1). One of the key impacts of 

engineering analysis was to optimise the BN structure which is the base for root 
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cause identification of faults. Building BN structure based on data require an 

extremely huge amount of data that contains all possible states in order to capture 

all causal effect relationships in a system. In practice, the availability of that sort 

of comprehensive data is infeasible. Therefore, to address the RQ3, engineering 

system analysis was employed in chapter 5 to develop a BN structure and also 

support the integrated data-driven methodology by validating the obtained results 

from that. 

 

6.1.4  Aftertreatment Case Study  

The automotive exhaust gas Aftertreatment system is a complex engineered 

system consisting of several subsystems working interdependently to meet 

emission legislations. The Aftertreatment system and its subsystems have some 

complexities in terms of fault detection and fault prediction that go beyond some 

of the references that have been applied on systems such as the TE process or 

other mechanical systems such as rolling bearing.  

Given the evolution of emissions legislation, A/T system will be expected to meet 

emission legislation within dynamically variable operating conditions, which 

requires an appropriate and practical diagnostics and prognostics method. SCR 

as arguably the most complex subsystem of the A/T system, is a highly nonlinear, 

dynamic and non-stationary system and consequently has multifarious data 

characteristics, which is discussed in section 3.5.2. An efficient diagnostics and 

prognostics method for this system requires dealing with relatively uncertain and 

heterogeneous data.  

In automotive systems, mostly operational data which are collected from various 

sensors, are stored in ECUs. The accuracy of sensor measurements is one of 

the challenges in automotive systems. This issue is less in aerospace systems 

or nuclear industry, as they are more safety-critical systems compare to 

automotive. This is because of the fact that it is not cost-effective to spend huge 

amounts of money on high accuracy sensors in automotive systems. Therefore, 

the diagnostics and prognostics methodology needs to deal with relatively 

uncertain data.  
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Given the discussed challenges around the A/T system, the proposed fault 

analysing methodology was implemented on the SCR system with real-world 

operational data to validate the effectiveness of the methodology. The 

implementation process, the related challenges and obtained results were 

explained and discussed in section 4.4 and section 5.4. The obtained results 

demonstrated the effectiveness of the methodology for fault detection, fault 

prediction and fault identification. The methodology can be applied to other 

complex engineered system with real-world data, as the process is quite generic. 

 

6.1.5  Review of Research Contributions  

The principal significance and contribution of the research presented in this thesis 

can be summarised as follows:  

�x A broad study of diagnostics and prognostics techniques and identify the 

unaddressed challenges.  

This entailed a broad study of the literature which covered different 

approaches, methods and algorithms as well as the recent research works 

to identify the research gaps. It also required a deep understanding of the 

systems under study and the reliability challenges around those systems. 

As an outcome, a review paper [8] was published in Quality and Reliability 

Engineering International journal which was also covered in chapter 2. 

�x Development of a novel methodology for fault detection, fault prediction 

and fault identification in complex engineered systems with real world 

data.  

This included designing an integrated data-driven methodology (HMM and 

BN) and the use of log-likelihood values for fault detection and prediction. 

This methodology benefits from the advantages of combined tools to cope 

with undesirable features of data. This contribution was published in 

Reliability Engineering & System Safety journal [9] which was also covered 

in chapter 3, chapter 4, and chapter 5. 

�x Application of engineering system analysis to set up and support the data-

driven methodology. 
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This involved presenting an optimised BN structure by employing CLD and 

also validation of the results provided by data-driven method, through 

DFTA which was covered in chapter 5. 

�x Implementation of the proposed methodology to a real-world application 

to demonstrate the feasibility and effectiveness of the method.  

A subsystem of the automotive Aftertreatment system with real-world 

operational data, was considered as a case study to illustrate and validate 

the methodology. The Aftertreatment system and its subsystems have 

some complexities in terms of fault detection and fault prediction that go 

beyond some of the references that have been applied on systems such 

as the TE process. This contribution was covered in chapter 4 and chapter 

5. 

 

6.2  Conclusion  

Diagnostics and prognostics have significant roles in the reliability enhancement 

of engineered systems. In the last decade, the importance of diagnostics and 

prognostics has been comprehended by research communities and industry 

since engineered systems are becoming more complex and are subjected to 

miscellaneous failure modes that adversely impact their performability. In the 

safety-critical industry such as aviation, nuclear and military diagnostics and 

prognostics are critical in order to avoid undesirable incidents. Diagnostics and 

prognostics also play important roles for other industries (e.g. automotive) as they 

are used to increase the safety and availability of systems via better maintenance 

planning and consequently to decrease the cost. There are different approaches 

for diagnostics and prognostic (i.e. data-driven, physic-based, knowledge-based 

and hybrid) and all of them have their own pros and cons. Given the specification 

of an application or system under study, a particular method may provide better 

results for that application. Therefore, the aim is to develop a diagnostics and 

prognostics method for a certain application that provides the best results. 

In this research, a broad study of diagnostics and prognostics was carried out 

and a few research gaps were identified. Accordingly, a data-driven diagnostics 
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and prognostics methodology was proposed which was supported by a model-

based system engineering analysis. The data-driven methodology included the 

combination of two statistical and probabilistic techniques, HMM and BN for 

diagnostics and prognostics of engineered systems using the systems 

operational data. Functional information obtained from expert knowledge and 

engineering analysis was employed in a systematic way to set up and support 

the data-driven methodology. It is exploited for data pre-processing and building 

the optimised BN structure for the system, as well as the validation of the obtained 

root cause identification results. To demonstrate and evaluate the effectiveness 

of the proposed method, it was implemented on the automotive SCR system 

operating in real-world conditions and the obtained results were discussed.  

Based upon the research presented in this thesis and the achieved results, the 

main conclusions can be summarised as follows: 

�x Despite the remarkable progressions and achievements, there are some 

challenges in diagnostics and prognostics of complex engineered systems 

that largely remain unaddressed (discussed in section 3.2.1 and section 

3.2.2). This is because of the higher demand and requirement on the 

reliability and safety of complex systems, whereby sometimes current 

methods are not able to fully cover the characteristics of these systems. 

�x The proposed novel methodology (presented in section 3.4.2), 

underpinned by the integration of HMM and BN revealed promising results 

for fault detection, fault prediction and root cause identification of complex 

engineered systems, which were explained and discussed in chapter 4 

and chapter 5. 

�x In the literature, HMM showed a remarkable potential in diagnostics and 

prognostics of complex systems. This is because HMM has a strong 

statistical foundation. Moreover, it has efficient learning algorithms and is 

suitable to model multivariate, nonlinear, and dynamic processes data. 

�x The log-likelihood values determined by the trained HMM �± which contain 

important information about the related data �± showed a significant 
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capability for fault detection and fault prediction based upon their patterns, 

which was explained in section 4.3.3 and was proved in section 4.4.  

�x Bayesian networks are fairly versatile and applicable for a wide range of 

applications that are able to represent complex inter-relationships. It is an 

appropriate tool for diagnostics and prognostics applications, owing to 

their advantages over other methods, such as the capability for modelling 

complex systems, presenting results in the form of probability distributions 

rather than precise estimations, and the ability to estimate the current and 

future states of complex systems. BN has proved its effectiveness in the 

literature and in this research (in section 5.4.1) it was shown how effective 

it is for root cause identification of complex engineered systems. 

�x As discussed in section 2.5.3, integrated methods play a key role in the 

application of complex systems operating in real-world condition, since 

one method is often not enough to address the challenges faced in dealing 

with diagnostics and prognostics of these systems. The combinations of 

MoG-HMM and BN could successfully detect, predict and isolate faults of 

a complex system operating in real-world conditions with multifarious data 

characteristics, which were illustrated in section 4.4 and section 5.4.1.  

�x The results of data-driven methods might be counter-intuitive since 

physical knowledge is not normally involved, hence it is risky to accept the 

related result without understanding the source of problems. The 

functional information obtained from expert knowledge and engineering 

analysis can play a vital role to support data-driven approaches for 

reliability analysis of complex engineered systems. This was discussed 

and examined in section 5.4.1, where the BN generated based on 

engineering analysis provided more accurate results than another BN 

structure built based on a method presented in the literature. This leads to 

enhancing the accuracy and also a validation of the obtained results, which 

were demonstrated in section 5.4.1. 

�x Automotive Aftertreatment system (and its subsystems) has more 

complexities in terms of fault detection and fault prediction in comparison 

to other studied systems such as bearing or the TE process (discussed in 
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section 3.3.1 and section 4.1). The obtained results from the 

implementation of the proposed methodology to the SCR system with real-

world operational data (presented in section 4.4) demonstrated the 

effectiveness of the presented methodology. Since the process of the 

methodology is generic, it can be applied to any complex engineered 

system with real-world data. 

 

6.3  Future Work  

Despite the proposed diagnostics and prognostic algorithms prove to be 

promising, there are yet a number of research areas, requires to be investigated 

and improved. Some of the future research opportunities to improve the fault 

detection and prediction of complex engineered systems are listed as follow:  

�x The extensions of HMM, (e.g. Hidden Semi Markov Model, Factorial 

Hidden Markov Model, Layered Hidden Markov Model) have some 

advantages over traditional HMM and may provide better results than 

HMM in some cases. Therefore, the consideration of the extension of 

HMM and comparing the results can be a useful future contribution. 

�x In this work relatively short data sets are used for fault detection and for 

those data set, it is reasonable to expect only one mode of fault. Therefore, 

this work could further be advanced through the extension of the 

methodology to detect and predict multiple faults in a much bigger data 

set. 
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