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FOREWORD
This is the eleventh workshop to be organised under the postgraduate programmes in electrical and
electronic engineering (EEE). The workshop concludes the Research Seminar Series, which over
twelve weeks provided a platform for disseminating the latest research activities in related
technologies through its weekly seminars.
The EEE courses cover a broad range of technologies and this is reflected in the variety of topics
presented during the workshop. In total, thirty-five papers from sixty-seven submissions have been
selected for the Proceedings, which have been divided into nine themes, viz.: Optic Fibres; Satellite
Communications; Power Electronics and Machines; Cloud Computing; Wireless Sensors; Internet
and the World Wide Web; Energy; Artificial Intelligence and Information Technology; and Mobile
Communications.
Over the past eleven years, the Research Seminar Series has provided a snapshot of the research
agenda. Early Proceedings addressed issues such as third-generation (3G) mobile and GPS satellite
navigation, while in this issue, the importance of sustainable energy generation and the emerging
influence of cloud computing, the growing number of applications of wireless sensors and the
ubiquitous nature of the World Wide Web are in evidence.
The workshop aims to be as close to a ‘real’ event as possible. Hence, authors have responded to a
Call for Papers with an abstract on a subject of their choice, prior to the submission of their final
paper. This has been a novel experience for many, if not all of the contributors. As usual, authors
have taken up the challenge with gusto, resulting in a collection of papers that reflects today’s
research challenges and tomorrow’s engineering solutions.
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An Overview of Fibre Optics Technology and Design: Undersea Cable Systems
O.O. Oyemomi
School of Engineering, Design and Technology
University of Bradford
Abstract- Telecommunication had witnessed a fulfilling
and successful growth in terms of design and technology in
the last few years. The use of Copper wire in cable
communication systems is more or less inept and
undependable. The introduction of fibre optics makes
copper wire out of date. Fibre optics is a cabling technology
used in communicating information in the form of signal
through pulse light of an optic from one place to another.
It is shown that undersea cabling system has increased
rather than diminished in importance as radio
communication has grown up in the last 25 years or so.
Great and progressive changes can be predicted for the next
decade following the extended use of synthetic insulating
materials and the submerged repeater. These modern
developments are described in some detail, and their present
effect and possibilities for the future on communication are
considered.
Furthermore, undersea cable system uses the latest
technology Wavelength Division Multiplexing (WDM) which
multiplexes the number of signals in one single optical fibre.
WDM permits a bi-directional links in one single fibre
optics. This paper will be discussing on the technology and
design of fibre optics, challenges and importance of an
undersea cabling system, also with recommendation.
Keywords: WDM, Fibre Optics, Undersea cable system.
I.

HISTORY

Undersea cable technology can be traced way back in
1840s-1850s when the first telegraph cables were
installed in Europe. In 1850s-1860s, the first transatlantics cables were installed, transmitting 2-8 words per
minutes. During this period, TAT-1 was used in
transmitting 36 voice circuits. Taking a step forward in
1988 with the design of an optic fibre that led to the first
trans-oceanic optical undersea cable. In the same year,
TAT-8 was introduced which transmitted 0.5 Gb/s and a
8000 voice channels [1]. In mid 1990s, the first optical
amplifiers were developed which increased the signal
transmission rate.
The first sets of optic fibre to be deployed are TPC-5
along the Pacific and TAT-12/13 along the Atlantic using
Erbium Doped Fibre Amplifiers (EDFA), transmitting at
5 Gb/s on each fibre couple with two STM-64 channels
[1]. Discovery of WDM in the late 1990s sparks a
tremendous growth in the technology and services.
II. INTRODUCTION

The rate at which people share information and
documents with modern gadgets has posed the emergence
of swift and high-bandwidth technologies [3]. Resources
in terms of studies, research, and funds have been
dedicated to improving technologies to meet the demand
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of the growing population. Demands for online real time
services have tailored the growth in the telecoms industry.
In the past, undersea cable systems transmitted a single
channel over a single piece of fibre, and the optical fibre
regenerate signals in an optical-electrical-optical (OEO)
type [6]. Undersea cabling application used a sample
network design to connect landing stations with point-topoint architectures. In recent years, multi layered
structure is use to connect transmitting landing station to
various receiving stations with a single point to multipoints
network
architecture.
Previously,
telecommunication vendors only uses undersea
telecommunication to provide services for submarine
voice and data interactions, but today, the services of this
technology are of multiple benefits; in particular, it serves
the purpose of redundancy in reducing the load on land
and air communication services.
The evolution of the latest technology Dense Wavedivision Multiplexing (DWDM) in undersea cabling
system will not be a success without the evolving design,
manufacture, installation, operation and maintenance in
the previous technologies.
DWDM was built on the technology of WDM,
covering 100-folds the distances of WDM.
The life cycle of an undersea cable system should be 25
years and above, with at least 75% capacity to provide
services at its peak during this period [2].
Telecommunication service providers have been the
primary beneficiaries of this technology, with the demand
for high quality and reliable services in the sector; the
need for continuous improvement in technology will
always be on-going. Also, national carriers across the
world are apt to benefit from the advanced undersea
cabling technology in providing quality, afford and
reliable services to their customers.
III.

NETWORK ARCHITECTURES

Conventionally in undersea systems, point-to-point
architecture was deployed in a single high bandwidth and
high speed cables in connecting two or more cable
stations across the land. Submarine networks are
measured in gigabits per second which are capable of
immense cross-sectioning [3]. Undersea telecoms can
deliver a high level of reliability and availability for the
offshore and technological world in the implementation
of their network architecture to meet the demand for their
services. As shown in for fig. 2, the configuration of the
line segment was divided into three, festoons, trunk and
branch arrangements, and rings.
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IV.
STANDARD
TECHNOLOGIES

TELECOM

Trans-oceanic networks had witnessed an outburst in
standard and technologies which has positioned the
telecom industry in an upward geometric direction in
terms of quality service delivery. The guiding blocks in
undersea cabling systems is the standard of the
equipment.
A.

Fig. 1. Network Architectures [3].

A.

Trunk and Branch Networks

Trunk and branch networks has terminal stations built
in the subsea line, which helps in the amplification of the
signals, this terminal stations are made up of Optical
Add/Drop multiplexing (OADM) which support the
signal to get to its high capacity at its destination point.
From the transmitting node, the signals branches through
the terminal OADM to the nodes in the subsea in order to
amplifier the capacity of the signal before arriving at the
receiving node.
Trunk and Branch networks are used to repair
collapsed festoons, although Trunk and Branch is more
costly to implement but provides maximum optimization
of resources.
C.

Optic fibres were designed to meet optical and
mechanical requirements in the cable industry. Fibres
have been proven to be of high aptitude for transmission
pathways in the undersea cable system with high resistant
to interference.

Festoon Networks

Festoon network has been used in various applications.
For the undersea networks, this structure is more costeffective when compared to the trunk and branch
networks for a long-haul point-to-point architecture. The
configuration of a festoon can be in a single cable landing
station or run with a ring with a multiple landing stations
[3].
Festoon has the capacity to convey a high bandwidth
from one point on land to the other without the need for
power or optical amplification on the sea.
B.

Fibre

Fig. 1. Optic Fibre [4].

There are various types of fibre, with each designed
based on the transmission application and the optical path
in length between the cabling stations.
B.

Cable

Cables are made and calculated to have a life span of
25 years in trans-oceanic undersea systems [3]. Optical
fibres are cosseted and sheltered in the cables. A typical
undersea cable supports up to 16 fibres in a repeater
application, and 24 fibres in a non-repeater application
which is designed in a loose tube structure [3].
Lightweight cables such as light wire armor, single
armor, double armor and rock armor are utilized in deep
water.

Ring Networks

Ring networks of out dated; it is more expensive to
implement. The signal as showed in fig. 2, travels through
the nodes in the ordered path, but power and optical
amplification are run from the transmitting node to the
receiving node on a separate path.
-2-
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Erbium-Doped Fibre Amplifiers (EDFAs) were
designed to power optical amplified repeaters. The
qualities of repeaters designed with EDFAs are; wide
bandwidth, minimal noise and flat optical gain shape. In a
single repeater amplifier, a straight line configuration is
implemented for the transmission line. Multiple repeaters
including a fluoride-based erbium-doped fibre amplifier
(F-EDFA) are designed for bidirectional eight-channel
wavelength-division multiplexed (WDM) systems [10].
The future is readily looking for a system built without
repeaters with the same or higher capacity result.
Terminal optoelectronics can be deploy as reliable
upgrades for the repeaters to the limit allowed by the
installed fibre which will aid better performance in the
transmission of signs [9].
V. UNDERSEA REPAIR METHOD

Fig. 2 Types of Fibre.

C.

Dual Conductor Cable

Dual Conductor Cable (DCC) as shown in fig. 3 carries
two separate powers. The outer power supplies the
repeaters, branching units, coupling and joints. The
technology used in designing DCC is of coaxial cable
structure which was deployed in undersea technologies
over 50 years.

Fig. 3. Undersea Dual Conductor Cable.

The method for repairing the insulator of an undersea
optical fibre was designed; a successful test was carried
out on samples. Underwater cables can also be affected
by both natural phenomena (earthquakes and tsunamis)
and human factors (entanglement of fishing gear and
intentional recovery) [5]. The effects of a single fault in
an underwater cabling system can interrupt massive
internet connectivity; huge data lost or total shut down of
operation. The estimated cost for hiring a cable ship is for
a day is between $50,000 and $80,000 and for a universal
joint repair is between $15,000 to $25,000 [5].
The conventional repair method follows a few basic
steps;
 The damaged part in the system is pulled to the
surface on the sea. Check between the end in the cable
ship and landing station
 Connect the buoy and lays the cable end on the
seabed
 Test the system between the end cable and landing
station
 Make a connection with a spare cable to the cable
end (the first joint)
 Laying spare cables toward the buoy
 Pull up the former cable end (the second joint)
 Test the system from both landing stations
 If the check is confirmed satisfactory, release the
second joint and lay down all cables [4].
Spare cable must have identical specification with the
damaged cable and must pass qualification test. It takes a
lot of resources to repair undersea cables.
A.

D.

Repeaters

In undersea cabling system, when transmission spaces
come within reach of 400km, optical amplification is
required.
School of Engineering, Design and Technology
University of Bradford

Material and Equipment

The polymerizing and curing two materials mixed in
sea water is called resin. This method is used in repairing
the damaged insulator in pressured undersea [4].
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Submarine cables are designed with water proof
materials; these materials have been proven with the
minimum life span of 25 years immersed in deep water
without water penetrating the cables. Whenever a cable is
broken or damaged, penetrating water can cause
impairment or low quality to the services, penetration
standard limit is 250m penetration at 1000m depth with
1000m penetration at 8000m depth for a period of 14
days of exposure [11].
D.

Hydrogen

Fig. 4. Resin Method [4]

As shown in fig. 4, pressure is applied on the piston in
the cylinder which pushes down the materials through the
valves into the mixer, polymerizing the two materials
before a check is carried out to ascertain the energy level
of the mixture before reaching the shield in the cable. The
function of the installation jig is to support the shield
before a dive into the sea. The shield is attached to the
damaged part, and the resin takes place or act as the
insulator. To confirm if repair was implemented, a
successful laboratory test on samples was conducted.
VI.

INSTALLATION

CONDISERATION
Building undersea communication systems do not
follow specified global standards. However, there are few
suggestions to follow when selecting or specifying
undersea optical cables for installation.
A.

Life Span

The international telecom operators from United
Kingdom, France, United States of America and Japan
have proven that the life span of a qualified cables spin 25
years, as 100,000km of cable has proven to be operating
fault free [11].

Optical attenuation in an optic fibre can occur due to
molecules of hydrogen dissolving in the cable which form
OH hydroxyl groups resulting to a fibre defect. The
formation of OH hydroxyl groups is utterly nonreversible; however, the affected cables can be replaced
with equally tested cable with the same size and
properties. Furthermore, optical attenuation in cables
which occur due to pressure of hydrogen can be attributed
to the following 1) polymer degradation, 2) galvanic
corrosion, 3) magnetic hydrodynamic corrosion, 4)
background hydrogen [11]. Standard for an aging cable
due to hydrogen after 25 years is estimated to be around
0.003dB/km.
E.

Operating Voltage and Current

Operating voltage is only specified according to the
requirement of the project design, the joint, loops and
damage controls. However, to accelerate a 160kv for 60
minutes with joints, a 12kv working voltage cable will be
required.
A standard current of approximately 2 amps or lower is
recommended for telecom cables, however, there are
cable with current as high as 20 amps and above.
Resistances vary from 0.5 to 16.

VII.

B.

Pressure and Temperature Range

Undersea cables are designed for 8000m deep water,
the depth makes undersea cable effective than shallow
water cables. The following parameters are required both
for pressure and temperature in undersea communication
systems in storage, handling and operation on the ship
and in the depository; 0 to 35oC required standard for
operation, -20 to 50oC is applicable for storage, and -10 to
50oC for handling, project deployment depth should
equate the Hydrostatic pressure resistance, where 10MPa
or 100Bar equals 1000m [11].
C.

-4-

NEXT GENERATION

As shown in fig. 5, to achieve the 100 Gb/s,
technological improvement is inevitable. In the past few
years, WDM was the newest technology that was
deployed in the undersea communication systems. WDM
geometrically improves the transmission rate from 1.44
Gb/s to 5 Gb/s, with the introduction of DWDM, the rate
of transmission was improved from 5 Gb/s to 10 Gb/s,
which was highly significant growth.
A.
Wavelength-Division
(WDM)

Multiplexing

Sea Water Penetration

School of Engineering, Design and Technology
University of Bradford
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WDM technologies use a set of lasers at different
wavelengths to carry independent data streams, resulting
in a boost to full capacity single piece of fibre for
transmission [6]. The application of WDM technology at
the beginning in undersea communication systems was a
successful experience, solving issues in capacity of
networks with low cost of implementation [7]. Finance
plays a vital role in project evaluation; WDM has a
competitive cost advantage when compared with similar
technologies in the telecommunication; such as Spacedivision Multiplexing (SDM) or Time-division
multiplexing [8]. WDM applications were built around
multichannel gain bandwidth of erbium-doped fibre
amplifiers (ED-FAs).
i. WDM as a Multiservice Platform

Optic Fibres
WDM technologies introduced point-to-multi network
architecture, and this has caused a boost in the network
capacity.
With single optical fibre, different data packets can be
transmitted on a single fibre. This section will be
discussing briefly few addition services rendered by
WDM.


SDH-over-WDM:

WDM allows SDH traffics to bypass certain nodes at
the optical layer of the fibre; this was made possible by
the “pass-through wavelength functionality in its terminal
multiplexers
(TMs)
[8].

Fig 5. Generations of Undersea Communication System [6]

School of Engineering, Design and Technology
University of Bradford
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IP-over-WDM:
In mid 1999, GTS has been operating IP-over-WDM
core network to cope with the huge increase of the
internet and IP transit services [8]. Before the evolution
of IP-over-WDM, IP routers were linked with the SDH
ADMs via STM-1 tributary cards [8]. The concept
developed is similar to SDH-over-WDM where the passthrough wavelength functionality can be used to bypass
certain optical nodes, and optimize the logical IP layer
topology to function as IP traffic distributors.
B.
Dense
Wavelength-division
Multiplexing
This is the generation of 40 Gb/s and beyond. DWDM
is an improvement to WDM technology, which utilizes
alternation slope-compensated fibres with positive (+D)
and negative (-D) dispersions [12]. DWDM apply
dispersion compensating technology which utilizes more
complex fibres theory, to amplifier optical signals, with
an ultra large effective (EDFAs) to reduce the contact of
nonlinear effects [12]. In addition, DWDM increases the
strength of the amplifiers which resulted in a higher
capacity output.
VIII.
IMPORTANCE
CABLE SYSTEMS

OF

UNDERSEA

The significance of undersea communication systems is
enormous, ranging from military, telecom industry, down
to homes. This paper will discuss a few areas where this
technology is highly applicable.
A.
Military
Navy communication within the military utilizes the
technology provided by undersea systems, to
communicate on and in the sea with counterpart over the
land. US Navy Research Laboratory (NRL) and the
Office of Naval Research (ONR) used the undersea
communication systems to detect underwater mines and
submarine with a high density ship [13].
B.
Telecom Industry
Demand for quality and reliable services by customers
has pushed operators in telecoms sector to invest a lot of
resources in continuous research on how to increase,
improve, and available quality bandwidth services to
meet the increasing growth of their customers. Therefore,
with the future set to embrace the deployment of 100
Gb/s, operators in this sector is eager to welcome the new
technology.
The major use of undersea cable systems in this
industry is to service as national carriers and also for
redundancy. Probably with the introduction of 100 Gb/s,
this technology will be use for the purpose of the main
network, to support services or back-up.
IX.
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RECOMMENDATION

This paper strongly recommends continuous research
network architecture without repeaters where laser will
replace repeaters. This will reduce factors that can cause
damage to the cable and the network at large. Undersea
cable systems provide high bandwidth capacity which has
not assumed its full utilization. Telecoms operators can
reduce cost on resources by integrating the services of
undersea communication systems render than using this
technology only for national carriers and redundancy.
X. CONCLUSION
Before 2001, undersea cable systems witnessed a
drastic slow improvement was caused by low demand for
high capacity services using latest technologies. The peak
in undersea cabling system is yet to come, with the future
set to welcome the latest DWDM 100 Gb/s technology.
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Role of Fibre Optics in Long Distance Communication
K.O. Siyanbade
School of Engineering, Design and Technology
University of Bradford
ABSTRACT-In the past, the mode of communication
has experienced various technological advancement,
ranging from copper cables network, coaxial cables,
twisted
pairs
and
waveguides
copper.
Communications were achieved through sending of
electrical signals through copper cables. But, today
fibre optics has replaced copper due to the merits of
fibre optics over copper cable network in
communication. Research shows that in fibre optics
communication light signals would be the replacement
for the electrical signals in copper cable network. The
method of communicating in fibre optics consists of
transmitter,
receiver,
amplifier,
attenuation,
Wavelength-division multiplexing, to mention but a
few. A single fibre optics can deliver more
communications compared to vast copper cable. The
purpose of this paper is to show the role fibre optics
played in long distance communication (LDC), and
the technology behind using fibre optics in long
distance communication. Fibre optics is a very huge
process in communication it can be used in telephones,
Internets, local area networks (LAN), for video and
voice, closed circuit TV e.t.c. but this research will be
centred on the role the fibre optics played in long
distance communication.
Keywords: fibre optics, copper cable, long distance
communication, Technology.
I

INTRODUCTION

Optical fibres is now known as a common carrier of
information as their hair-thin layer properties are used to
transmit vast amount of information from one place to
another [1]. They possess desirable and enormous
information carrying capacity which is cheaper and
immune to many disturbances that are usually associated
with electrical wires and wireless communication links.
This advanced usefulness of optical fibres in transmitting
information has led to their preference as the replacement
for older technologies. They have played a significant
role in the possibility of constant growth and expansion
of global communication over the last two decades
especially with the explosion of the internet.
II

HISTORY OF SIGNAL TRANSMISSION

The history of signal transmission started with the simple
experiment carried out by John Tyndall in 1870 when he
used a jet of water flowing from one container to another
and a beam of light to demonstrate that light follows a
specific route using an internal reflection [2]. This gave
rise to further research onto the channelled transmission
School of Engineering, Design and Technology
University of Bradford

of
light.
In 1880 another experiment was carried out by William
Wheeling which he equally patented. This experiment
involved the transfer of light which he called ‘piping
light’. He used mirrored pipes which come to illuminate
different rooms as water moves presently to different
parts of the same building through a plumbing pipe. This
experiment could not take be developed further by other
researchers because of its ineffectiveness. Later Edison
introduced the concept of the incandescent light bulb
which also did not see the light of the day.
The work that Alexander Bell developed the same year
was called optical voice transmission or photo phone. The
human voice is carried over 200 meters through the free
space light in the photo phone. [3]. He attached mirror
reflected sunlight placed on a diaphragm to the edge of
the photo phone. He placed light sensitive selenium
reflector surrounded by a parabolic reflector. He
connected this resistor to a battery which he also wired
into a telephone receiver. The illuminated diaphragm
vibrated whenever anyone spoke into the photo phone
and this brought light intensities onto the selenium
resistor which then changed the current of light passing
across the phone receiver. The light is changed back to
speech. This invention was thought to be better-quality to
its predecessors’ because the connection between the
transmitter and the receiver did not require wires.
Dr Charles K. Kao in 1964 discovered a crucial
specification ideal for long distance communication
devices which he termed the 10 or 20 dB of light loss per
kilometre standard [5]. He asserted that in order to help
reduce light loss, a purer form of glass would be used.
Several researchers including Robert Maurer, Peter
Schultz and Donald Keck experimented more on this and
eventually invented fibre optic wire otherwise known as
optical waveguide fibres which use a pattern of light
waves to carry a heavier amount of information than what
copper wires can carry [5]. With this invention came the
adoption and consequent manufacturing of fibre optic
cable for commercial purposes. Moreover, in Long Beach
California, General Telephone and Electronics in 1977
used a 6 Mbps fibre-optic system to test and deploy the
first ever live telephone traffic [5]. Several optical
telephone communications soon followed suit and
presently optical fibre cables is used for the highest
percentage of long range communication in the world
today. Presently there are metropolitan applications which
make use of free-space optical links [5].
III

INTRODUCTION TO FIBRE OPTICS

DEFINITION - Fibre optic is a modern method which is
used for information transmission for one end to another
-7-

11th Research Seminar Series Workshop

Optic Fibres

using pulses of light through an optical fibre [4].The light
in the optical fibre form an electromagnetic carrier wave
which is modulated for communication [4].Optical fibre
on the other hand is a flexible and transparent fibre made
of glass (silica) which is as thin as a human hair and it is
used as a pipeline or waveguide to transmit light between
the two ends of the fibre [1].

Figure 3: A bundle of optical fibres [4]

Figure 1: Basic fibre optic communication system [13]

Fibres can be single or multi-mode depending on their
usage and the length of transmission. For short distance
communication, multi-mode fibres are used because of
their larger code diameters and the need for high power
transmission while single code fibres are used for longer
distance communication.
The lengths of optical fibres are joined or cleaved
carefully together by mechanically splicing or fusing
them together with heat. They can also be connected
together with optical fibre connections especially when
removable connections are desirable.

Figure 4: Fibre optic audio cable [4]

IV
1.

TECHNOLOGY
FEATURES OF FIBRE- OPTIC

Important feature of optical fibres which give them an
advantage over metallic-based communication systems
include non-interference, higher and wider bandwidth and
attenuation. Fibre optic cables have narrower cross
section which allows the existing conduit to expand more
in capacity. There are linear and non-linear characteristics
of fibre optics. Bit rates, power levels and channel
spacing influence the non-linear characteristics of optical
fibre. Linear characteristics of optical fibres include
chromatic dispersion, optical signal-to-noise ratio, and
attenuation and polarization mode dispersion.
2. LONGDISTANCE
COMMUNICATION
SYSTEMS IN FIBRE-OPTIC

Figure 2: An optical fibre junction box containing
single (yellow) and multi-mode fibres (orange and
blue) [4]
-8-

As illustrated in figure 1 above, transmitter is driven by
information from the source which is encoded into
electric signals. These then travel down the optical path
through fibre optical wavelengths towards the receiver.
Signals received undergo an optical-to-electrical
conversion at the detector, are then decoded and
forwarded to their destination
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There is a transmitter which works both as the source and
modulation of light launched into the fibre optic cable to
represent the binary data received from the source.
There is also a receiver which works both as the sensor or
detector of light to convert it to an electrical signal and as
a demodulator of light which helps to ascertain the
identity of the binary data that it represents. In addition to
this, the receiver also acts as clock recovery for
synchronous signalling, error detection and recovery and
decoding circuitry.
Optical fibres which are used in fibre optic
communication allow communication over a long
distance which require higher bandwidths or data
transmission rate than other means of communication.
These fibres which are not prone to electromagnetic
interference are used instead of metal wires which were
formerly used in transmitting data. There are other uses of
Fibres which are specially designed for many applications
like the sensors and the fibre lasers.
V
TYPES OF TRANSMISSION MEDIA
This is the means through which data is transmitted from
one place to another.
1. COPPER CABLE
A copper cable consists of two or more copper wires
running side by side, which may be bonded, twisted or
braided together to form a single assembly [14]. In
telecommunication, the most frequent type of copper
cable used is the twisted pair cables which may be
shielded or unshielded.
2. TWISTED PAIR CABLE

Optic Fibres

Unshielded twisted pair has two or four pairs of twisted
cable with 2 pair using RJ-11 connector and 4 pair using
RJ-45 connector [10]. Unshielded twisted pair cables are
cheap and easier to install. Its speed capacity is very high
especially for LAN, high attenuation and are usually
around 100 meter limit and so can only be used for short
distance due to attenuation.
Shielded twisted pair on the other hand has a higher
transmission rate. STP is also easy to install with 100m
limit, has a higher attenuation like UTP, and has higher
capacity hence faster than UTP and medium immunity
from EMI. It is more expensive than UTP and Coaxial
and at the same time more difficult to install.
3. COAXIAL CABLE
Coaxial cable contains two parallel conductors and that is
what makes it coaxial. It is commonly used especially as
a TV wire. It has copper as its centre conductor which is
either a solid wire or stranded martial through which data
travels. Coaxial cables differ by gauge or impedance.
Gauge is used to determine the thickness of the cable
against RG no; the higher the RG no, the thinner the
middle conductor core and vice versa [10]. Coaxial cables
are cheap, easy to install, easy to wire, expandable, up to
10Mbs capacity but the failure of a single cable can take
down the whole network.
VI
FIBRE OPTICS CABLES

Figure 7: Optical fibre cable [4]
There are three classes of materials which make up the
Fibre-Optic cables.

Figure 5: Twisted pair cable [10]
Figure 8: fibre-optic cable [5]
The most popular network cabling is the twisted pair
cable because of its ease of installation, lightweight and
cheap. It is composed of pairs of solid copper which is
twisted along each other and done that way in order to
reduce vulnerability to EMI along cantankerous chat.
Twisted pair cables are made of two categories which are
shielded twisted pair (STP) and unshielded twisted pair
(UTP) [10].

Figure 6: shielded twisted pair [10]
Unshielded twisted pair is more common and available
for use than the shielded twisted pair. Its use as a voice or
data grade depends on the situation of its need.
School of Engineering, Design and Technology
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1. Glass fibre-optic cable: this has the lowest attenuation.
This cable is made up of ultra-pure and ultra-transparent
fused glass which has silicon dioxide or fused quartz.
This is preferred by most installers as it is the most
commonly used.
2. Plastic Fibre-Optic cable: this type of cable has the
highest attenuation. Its core aspect is made plastic and
cladding. It is thick and was made primarily for use in
automotive industry. It is less costly to use and so would
be preferred when there is low availability of fund. It is
highly flammable and as such cannot be used in certain
environments but can withstand abusive use because of
its ruggedness.
3. Plastic-Clad silica Fibre-Optic cable: the core of this
contains glass while the cladding is made of plastic which
is a silicone elastomeric [7]. The plastic silicone brings
major defects to the use of the cable in that it makes
-9-
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connection difficult, difficult to bond and insoluble in
organic solvents. These defects make the plastic-clad
silica cable the least preferred among installers [12]
4. Multi fibre cable systems



These cable systems are strong which gives them the
resistance to crushing when pulled or bent. They are riser
rated, plenum rated and low-smoke, zero-halogen rated.
They also have ribbon-like structures which gives plenty
of conduit space that enables installers to install more
cables in a particular conduit.




VII

TYPES OF FIBRE

Fibres appear in two different modes which are singlemode or multi-mode which are used for different
purposes like aerial, submarine, premises and longdistance applications. The various single-mode fibre types
also include the graded index fibre, dispersion-shifted
fibre, non dispersion-shifted fibre and loss-minimized
fibre.
1. Multi-mode Fibre:
Multimode fibres are used for short-reach optical
transmission systems and are used to transmit information
over a short distance [5].
2. Single-mode Fibre:
The standard single-mode fibre is either dispersionshifted or non dispersion-fibre. The non dispersion-fibre
is the most commonly used. It has a zero-dispersion
wavelength and comes in two forms which are shifted and
low water peak non dispersion-fibres [5]. The dispersionshifted fibres have high chromatic dispersion and are
designed for extended long-haul undersea application.
These fibres can handle higher power levels and their
core areas are usually larger.
VIII

TYPES OF TRANSMISSION USING FIBRE

OPTICS
There are two major types of transmission using fibre
optics. There are transmission over a short and long
distance. The type of optical fibre mode will determine
the range of transmission. The single mode fibres are
used for long distance communication and are suited for
telephony and television broadcasting while the multimode optical fibres are used for transmitting information
over a short distance and most appropriate for systems of
Local Area Network (LAN) and video surveillance like
CCTV.
IX

THE ROLE OF FIBRES OPTICS IN

COMMUNICATION
Optical fibres play an important role in long distance
communication and because of this; they are preferred to
other mode of propagating information like wires,
microwave links and coaxial cable because of the
following characteristics [6];
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They are far cheaper than other modes of
propagation
They have higher and larger information
carrying
They do not conduct electricity
They are not usually affected by elemental
conditions like storms or lightning and signals
from electromagnetic fields except nuclear
radiation
They are smaller in size and non-corrosive

What makes this distinguishing information carrying
feature possible is the fact that optical fibres use light
which is very pertinent to their operations. There are
about two hundred trillion cycles of light beams per
second (Hz) which travels along optical fibres [8]. This is
in sharp contrast to the frequency of about two billion
cycles per second (2GHz) generated by personal
communication service (pcs) which is the cellular
wireless system. [9]
X

ADVANTAGES AND LIMITATIONS OF

FIBRE OPTICS
A. BENEFITS OF FIBRE OPTICS
Fibre optics has far reaching advantages over the
traditional metallic means of transmission. The following
are the benefits or usefulness of fibre optics;
1. Transmission signal over a Long distance: fibre
optics have low attenuation and superior signal
integrity which give room for longer interval of
signal transmission than the metallic one. A
typical single line voice grader system can go as
long as a couple of kilometres while the optical
system can go as long as 100 kilometres
2. Optical fibres have larger bandwidth, small
diameter and lightweight: the size and weight of
optical fibres make them more desirable to endusers who would want to consider space when
installing communication or new cabling
devices. As a result of the relatively small
diameter and lightweight of optical fibre, it is
much easier to install them within existing
cables available in users’ environment.
3. Fibre optics is non- conductive: optical fibres are
dielectric in nature and as such can be installed
in areas of electromagnetic interference and
radio frequency interference.
4. More secured to use: because of the dielectric
nature of optical fibres, they are not easily
detectible and as such make transmission of
information safer and more secured. Any
interference with information transmitted
through optical fibres will require interfering
with security surveillance and so make optical
fibres more attractive even to government
agencies in transmitting information.
5. Fibre optics have an enduring nature: optical
fibres will continue to be of high importance to
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long distance communication as a result of their
accessibility through low prices. They are much
cheaper than their metallic or copper
counterpart. In addition, the demand for more
bandwidth in technology will always make
optical fibres more desirable.

B. LIMITATIONS OF FIBRE OPTICS
Although Fibre optics are the most preferred mode of
communication especially over a long range distance
there are some disadvantages associated with fibre optics
especially when used for short distance transmission.
a. Fibre optics is expensive and more difficult to
splice than its metal counterparts. When higher
powers are required, optical fibres are prone to
fibre fuse which can spring massive destruction
to the core of the fibre and subsequently damage
transmission components [10]
b. Comparatively, optical fibres are not as cost
effective as electrical transmission when used
for short distance communication.
c. Optical fibres have higher material costs than
electrical transmitters
d. Optical fibres are also hard to install
XI
CONCLUSION
Despite the shortcomings or limitations of optical fibres
in terms of cost and ease of installation, they are much
more preferable to other mode of transmission like the
electrical wire especially when it comes to long range
transmission. Optical fibres play major role in
transmitting information over a long distance because of
their peculiar features which make them more desirable.
There is a growing demand for more bandwidth in
communication which definitely put optical fibres in a
privileged position because of its expandable nature that
can accommodate more and more information as at when
needed. Their low attenuation and signal clarity also
make optical fibres preferable coupled with the fact that
they can be installed anywhere without the fear of
electrical conduction. Their dialectical nature which
ensures that information transmitted is secured and not
easily detectible will always be an endearing
characteristic to security departments which always worry
about the safety of their transmission. For undersea
communication, there are dispersion-shifted fibres which
are specifically designed to transmit information over a
long range under the sea. Fibre optic networks have
unparalleled capacity and flexibility needed to transmit
information and support newer broadband applications.
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GPS and its Applications
Usman Javed
School Of Engineering, Design and Technology, University Of Bradford
Abstract-GPS stands for Global Positioning System. It is
the system to find our location anywhere on the earth and
near the earth surface. GPS had done this by using radio
frequency broadcasts from orbit of satellites. It was
developed by US defence department to meet of their
navigational needs. GPS consists of constellation of 31
satellites and ground stations working together. GPS used
the manmade stars as reference point to calculate positions
accurate to matter of meter and in some cases centimetres.
Today GPS finds its way in cars, boats, instruction
equipment, and Agriculture machinery, even in the laptops.
All 31 GPS satellites are broadcasting a signal, GPS receiver
try to connect with at least 4 of these satellites. Then using
trilateration process user position is determined by GPS
receiver. GPS brought a revolution in the communication
world. Many mobile applications are being developed on the
basis of GPS. GPS is involved in almost every aspect of life
with different applications.
The main aim of this paper is to describe the working and
different applications of Global Positioning System (GPS). It
also describes that how GPS is involved in every aspect of
our life’s.
Keywords: GPS satellites, GPS receiver, ground stations,
applications, navigation.

I. INTRODUCTION
The use of GPS becomes so much in our life’s that it
almost becomes the essential part of our life. Everyone is
using the GPS, relating to the different fields of life.
Originally it was designed for military purposes but now
it’s become a great commercial product because of its
different application.
This paper is arranged as follow. The first chapter gives
the basic idea about the history of navigational systems.
Chapter two is about the GPS in which its working,
determination of position, GPS accuracy and different
characteristics of GPS signal is discussed. Chapter three
is about the different applications of GPS in which
different applications is described. Chapter four is about
the result of this paper relating to GPS.
II. HISTORY OF NAVIGATIONAL SYSTEMS
For many years human speed of life is just the walking
speed and people had to identify the landmarks to reach
their destinations. At that time sailors were informed by
navigators to remain close to the coastal routes, so they
cannot be lost. As the time goes on, trade becomes the
major source of income for many countries in the world,
so the need of the reliable navigation system is also
increased. At that time north star, Polaris was used to
find out the north east distance, which is often called
latitude in northern hemisphere, but they cannot the
latitude in southern hemisphere and also the east west
distance (longitude). For the solution of this, celestial
navigation is introduced but it requires the accurate time.
For accurate time, in the late 18th century marine
chronometer [1] is developed, which is an accurate sea
-12-

going time piece. Using the array of chronometers, US
naval observatory gives the accurate time for navigation.
Another important device which was developed in the
first half of 19th century is sextant, which was used to
make precise celestial calculations of sun, moon and
planets, which measures height, in degrees and above the
horizon. During the World War 2, LORAN (Long Range
Aid to Navigation) was developed, which was the first
radio navigation system. It works on the timing of
signals from different LORAN transmitters. In 1960, first
worldwide navigation is introduced by the omega
systems.
The major drawback of the LORAN and omega
systems navigators is that they are the land based
navigations, so they can only give the accurate position in
several miles.
In mid of 1960, first satellite based
navigation system is developed by US navy, called
navigation satellite system (NAVSAT),which is also
known as TRANSIT. It includes six satellites, which
gives the world wide coverage in 90 minutes and also
provide accurate position within 280 meter and 660feet.
It works on the measurement of the Doppler shift of the
satellite signal rather than time calculations of required
signal. The major drawbacks of the TRANSIT are that it
has low accuracy rate and it also lacks 24-hour
availability. GPS was originally designed for the military
purposes, not for the civilian users, but civilian users were
allowed access to GPS. It was designed in such a way that
civilian user cannot get as accuracy as the military users.
At start, GPS was purely designed for the military
purposes. MANPACK was the first portable GPS
receiver, which was available to the soldiers in the fields.
Only 1400 MANPACK receivers were made 1983 to
1993. They were quiet big in size as compared to civilian
receivers.

Fig.1 .Navstar GPS contellation

In 1993, precision lightweight GPS receivers (PLGR)
were developed, commonly known “plugger”. PLGR are
Identical to the civilian receivers but they can work on
higher precision GPS signals, which cannot be done by
civilian receivers.
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III. GPS
Although throughout 1960, US air force and US navy
developed the number of navigation systems for different
applications but the major drawback with these systems is
that they are not compatible to each other. Up till that
time, every navigation system has atomic clock in
receiver. In 1973 US department of defence directed the
US air force and US navy to unify their systems. This
gives rise to the idea of having atomic clocks in satellites
rather than receivers. This idea was successfully in earlier
navy program called TIMATION. This new system was
used by US air force called Navstar global positioning
system, which was latterly called GPS as shown in “Fig.
1”.
This new system consists of three parts, first is the
ground stations that will control the whole system, second
is the “constellation” of satellites around the earth and the
third is receivers for the users. This Global Navigation
satellite System (GNSS) [2] is the only satellite system
which is fully operational. China and Russia also have
their own satellite systems named COMPASS and
GLONASS, EU also has GALILLEO, but they are not
fully operational, they are at different stages of
development or testing. Launching of GPS satellites starts
in 1978, 2nd generation set of satellites (Blockǁ) starts
launching in 1989 [1]. Today GPS has 31 Blockǁ
satellites. This became fully operation in 1995.

Satellite Communications

at the same time but they reached at the receivers at the
different times because these satellites are at different
distances to the receivers. GPS receiver can determined
the distance of satellites of satellites by calculating the
time taken by the signals to reach the receiver. When
receivers calculates the distances of at least 4 satellites, it
can determine its position in 3-dimension.

Fig.2 .GPS recevier determing the position

Fig.3 .Ideal for spheres intersecting at one point

A. Working of GPS
GPS have at least 31 GPS satellites orbiting around the
earth. These satellites were controlled by U.S air force.
These satellites complete their one orbit in 12 hours,
placed at the height of 11,500 miles from the earth,
travelling at the speed of 9000mph (3.9km/s or
14,000kph). Grounds stations were used to controlled the
orbiting of satellites around the earth. GPS satellites
transmit signals to the ground, which were received by
the GPS receivers on the ground. Earlier GPS receivers
requires the clear view of sky, so they are not useful in
the forested area or near the tall buildings, so they
perform well only in outdoors. But latterly GPS receivers
like SirfStarIII, MKT [2] etc. overcome this problem so
the performance of GPS receivers keeps on improving as
time goes on. The most important thing in GPS operation
is that it re quires the accurate time reference, which is
done by the atomic clocks on the GPS satellites. Every
GPS satellites have its own atomic clock.
Each GPS satellites transmit signals to the GPS
receiver, from which the location of satellite and current
time can be determined. All these GPS satellites are
synchronized with each other. These satellites transmits
signal at the same time .these signals will move at the
speed of light. Although GPS satellites transmits signals
School of Engineering, Design and Technology
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B. Determining the position
The signals which were received by the GPS receiver
contain the information about the current position about
the GPS satellite, so from this information every GPS
receiver knows the position of satellite. Once the distance
is determined by the receiver then receiver also knows
that this satellite is located on the surface of imaginary
sphere as shown in “Fig. 2”, which is centred at the
satellite. Receiver also determines the size of these
spheres depending upon the distance to satellites. For
correct position of receiver these spheres had to intersect
at one point as shown in “Fig. 3”. All this process in
which receiver calculates its position using the different
data from satellites is called Trilateration [3].
As we know that receiver don’t have the atomic clocks,
atomic clocks were contained by the satellites, so there is
a great possibility of error that these spheres might not
intersect at same point [1].
In “Fig. 3”, the dashed lines indicate the actual
intersection point of these spheres, while the grey area
indicates the area where these spheres can be moved.
As receiver don’t have the atomic clock, so these
dashed lines where moved to another point which were
represented by the thick black line due the error in the
internal clock of receiver as shown in “Fig. 4”.
-13-
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Fig.4 .Problem due to error recevier’s internal clock

Fig.5 .Action by receiver for spheres intersect at one point

So due to the error in the internal clock of receiver we can
see that these lines are not intersecting at the same point.
Although receiver did calculates the roughly distance to
these satellites, but these roughly distance can be
converted into precise distance by calculating the relative
distance to these satellites with each other. When the
relative size of sphere is known, there will be only one
point where these spheres will intersect. The error which
we got in last case due to the error in receiver’s internal
clock can be solved by relative size of sphere of each
other as shown in “Fig. 5”, so if one will change its
position then other spheres will automatically changes
their positions. So then these spheres will meet at one
point. To find the position in two dimensions, three
sphere will be requires and four spheres needed to find a
location in three dimension.
C. GPS Accuracy
Earlier GPS was designed for purely military purposes.
In 1983 it was decided to use it for civilian purposes. So
it’s make sure that military GPS receivers must have the
higher accuracy than the civilian receivers, for this timing
errors were inserted into the civilian GPS receivers ,such
that they only have accurate reading within 100 meter,
called selective availability, which was eliminated in May
2000. Types of receivers play an important role in
determining the position by GPS. Most handheld GPS
receivers have accuracy about +/-10meters. To obtain the
higher accuracy, there is also a method known as
Differential GPS (DGPS) can be used, it requires an extra
receiver to be fixed at nearby position. Observations of
this extra receiver can be used to correct positions made
by roving units. This produces accuracy more than 1
meter.
D. Characteristics of GPS Signal
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The signal which is sent by satellite to the receiver
consists of random sequence, which is called pseudorandom code [2]. From this receiver knows about this
sequence and repeat this sequence in the receiver
internally, so that’s how the satellites and receiver are
synchronized. When receiver gets the satellites
transmission, it compares this signal with the pseudorandom code of itself, from which receiver can make a
decision that how much the signal is lagging and from
this the travel time is known.
There are two types of radio signals transmits by the
GPS satellites named as L1 and L2, L1 used for civilian
GPS and L2 for the military GPS.L1 signal operates in
1575.42 MHZ in UHF [4] and L2 radio signal operates at
1227.60 MHZ.GPS signal consists of following parts
which are as follow:
1) Pseudo-random code
Pseudo-random code is simply the ID code [2], from
which the receiver knows that from which satellite it’s
receiving the data. This number can be viewed on GPS
receiver’s information page.
2) Almanac data
From this receiver knows the orbital courses of
satellites. Each satellite broadcasts its own almanac data,
from which the receiver knows about the satellites, which
satellite is present in the local sky, so that it can forget
about the other satellites. The main objective of the
almanac data is to track the satellites presents in the local
sky.
3) Ephemeris data
Ephemeris data is the data that tells the receiver about
the orbital position of the satellite throughout the day.
Every satellite tells its own orbital data. Unlike almanac
data, this Ephemeris data is very precise orbital so its
validity is up to 4 hours. Satellites send this data in three
second blocks, which is repeated after every 30 seconds.
This data validity also depends on the manufacturers
because some manufacturers change the data after every 2
hours for accuracy.
IV. APPLICATIONS OF GPS
Originally GPS was designed for military purposes but
as time goes on, GPS brought a revolution in
communication world. Now the use GPS for civilian
purpose is far more important than the military purposes
if we are looking at the commercial point of view. Some
of the applications for the GPS are as follow:
1) Use of GPS for Sea Navigation
Before GPS, ship navigators had to spend a lot of time
for celestial observations and calculations [1]. GPS has
improved the efficiency of sea navigation and it becomes
the most reliable navigation system. In sea navigation,
GPS not only used for finding the way, but it also acts as
rescuer because if some disaster strikes then rescuers can
use the GPS to track the precise position of the ship.
2) Use of GPS in Vehicles
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Now we will GPS in almost every vehicle because it’s
not that vehicles are using the GPS for finding the way,
but those vehicles which were used by police and fire
department, are also using GPS to make their
performance more efficient by dispatching vehicle as
soon as possible. GPS are also using extensively in rail
department.
3) Use of GPS in Aircrafts
On 1st September 1983, a Korean flight 007, which was
en route from New York to Korea [5], unfortunately
missed the path and strayed into soviet airspace, as a
result soviet interceptor shot down the flight. As a result
269 messengers were killed including the sitting member
of American congress. This unfortunate incident might
results in the war between war between and Soviet Union.
This incident can be prevented if the crew had the better
navigation tools. So as a result of this unfortunate
accident US president Ronald Regan gives the directive
to make sure that GPS signals is available to the whole
world. This incident shows the importance of GPS in
aircrafts. Nowadays every civilian satellite has the GPS,
which are directed from one ground point to another. So
GPS is not only guiding the aircraft but it is also very
helpful in saving the time and fuel. GPS is very helpful
for the pilots in the situation when the visibility is very
poor.
4) Use of GPS in Surveying
Surveyors and map keepers are also using GPS to a
great deal. The facilities like telephone poles, sewer lines
and fire hydrants can easily be mapped with the help of
GPS. Construction sites and property line can also be
mapped with help of differential GPS (DGPS), so the
things which were done by the surveyors after spending
the hours even the days, can easily be done in minutes
using GPS.
5) Use of GPS in Agriculture
GPS also helps the farmers by introducing the “yield
map” in agricultural GPS system. Yield map gives the
information to the farmer about the size of crop yields
across the field. Yield map is also very helpful during
harvesting, so the farmer can make better plan for
fertilizing the crops in future. GPS receiver also tells the
farmer about the fertilization and harvesting.
6) Use of GPS in Mobile Phones
GPS technology plays the great role in the success of
smart phones like Apple, Sony Ericson etc. which
supports the GPS technology. People are not only using
the GPS for guidance, but there are also many
applications which are designed on the basis of GPS. For
example an android application, whose purpose is to tell
the cellular service provider base about the signal power,
if the signal power is low to some value, then this
application makes the signals to the company about the
problem, as a reaction company has to make their signals
more strong in the area from where GPS signal is
received. So GPS is also helping the service provider
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companies to improve their performance. There are also
millions applications, developed for mobile users using
GPS technology.
7) Use of GPS in Robotics
GPS is also widely used in robotics. Different types of
autonomous, self-navigating robots are designed to
perform the specific tasks. Such robots are very helpful in
industry.
8) Use of GPS for Military Purposes
GPS was firstly designed for military use. Now military
is not only using the GPS for navigation, also for many
other applications like to track the target an example of
this is drone technology. GPS is also used for missile and
projectile guidance. If some accident happens than pilot
can easily be rescued, knowing the its position using the
GPS. It is also used for keeping the eye on the movement
of enemy.
9) Use of GPS in Geodetic Studies of Earth
GPS is also very helpful in the geodetic studies of earth
and many geodetic problems [6] are solved using GPS
like excitation of variation in earth rotation. Scientist is
also having a strong believe that GPS can be used for
predicting the earthquake. They have also made several
experiments in which the total electron [7] in space is
disrupted, 40 minutes before the earthquake. If this theory
proves to be successful then this will considered to be the
major breakthrough in earthquake detection. GPS is also
been widely used for flood monitoring.
V. CONCLUSION
There is still a believe that future is still a bright for
GPS because there are many unsolved problems like the
detection of earthquakes and many others that can be
solved with the help of GPS. It also brought a revolution
in the communication world and it helps the people to
make their lives healthier and much safer. GPS can also
be helpful to man in reaching the unreached areas of
space. So it can be more helpful in exploring the space in
future.
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ABSTRACT - The growth in the technology is basically all
focused around enhanced and efficient communication
either between electrical components or between people.
We all need uninterruptible and reliable communication
services in bad weather conditions, during natural disasters
like earth quakes and floods, and even in times of war.
Space and ground communication networks which are
normally referred to as satellite networks come handy in
situations like this. This paper is going to look at the
overview of satellite communication systems developed.
Mobile Satellite systems may be classified according to the
orbit altitude. We have the Low earth orbit, mid-altitude
earth orbit and geostationary earth orbit and their footprint
increases in size as the orbit gets higher hence different
applications.
The integration of satellite network and terrestrial network
is very important in satellite communication system so we
will also look at the ground stations aspects of a satellite
system and the elements involved in the design of the
stations. This paper will be mind provoking as it doesn’t
look at the in-depth technical aspect of the topic but the
general overview. Finally the paper we will examine satellite
communication in the future of telecommunications systems.
Keywords: Satellite communication, terrestrial, earth orbits,
earth stations

INTRODUCTION
Space communication in the modern world shows a great
growth since the launch of the first communication
satellite in 1958. We have seen thousands of
communications satellites launched and now orbiting the
earth with different applications. Apart from
communications satellites, which will be the main focus
of this paper, we have research satellites, weather
satellites, navigation satellites and application satellites.
Communications satellites normally act as repeaters that
provide point-to-multipoint, point-to-point or multi-point
–to –interactive services and its application areas include
telephony, television and data communication services.
The satellite communication system comprises of the
space segment and the ground segment, with a space
segment serving a particular ground segment. The space
segment is the satellite whereas the earth station serves as
the ground segment. See figure 1 below.
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Figure 1: Satellite communication network elements [1]

Satellite provides long distance telephony services either
to complement or bypass the terrestrial networks. In low
density population areas where it is not easy to install
terrestrial services because of the nature of terrain,
satellite is used to connect to connect the local
switchboard to the telephone network. Satellites footprint
covers a large geographical area than terrestrial, from a
technical point of view large coverage means low power
hence poor efficiency but satellites have become more
efficient in their delivery, using technologies such as
multibeam antennas and onboard processing. Both fixed
and mobile coverage on land are well advanced e.g the
third-generation (3G) mobile networks, UMTS and some
remote rural areas do not have these services. Thus the
terrestrial and satellite coverage can be complementary
though the speed could be an edge for satellites. As
technology develops, mobility becomes part of each
technological development hence the mobile satellite
services (MSS). The three major types are Aeronautical
MSS, Land MSS and Maritime MSS.
The Aeronautical Mobile Satellite Service (AMSS)
networks have been designed to provide in-flight data.
The networks are composed of four segments; the space
segment, aircraft earth station segment, land earth station
segment and network control segment.
The Land Mobile Satellite Service (LMSS) networks
have been designed to provide voice and data
communications to terrestrial mobile users.
Maritime Mobile Satellite System (MSS) is a system in
which mobile earth stations are located on board ships.
Navy Ships can use these facilities for different purposes
such as fleet defence, tactical, emergency and
information.
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Figure 2: Conceptual chat of LMSS [3]

Another aspect of space communication that account for
the majority of the satellite market is the satellite TV.
Satellites provide the Television services either directly
using to the user, or in conjunction with terrestrial or
cable networks. The main two types of satellite
distribution system are Television Receive Only (TVRO)
in the C-band and the Direct Broadcasting Satellite (DBS)
System in KU band. Currently we see a great shift from
the use of TVRO to DBS. One of the advantages of the
DBS satellites is that they transmit signals to earth using
the MPEG 2 digital compression techniques. Generally a
C-band Transponder provides 1 analogue TV channel,
therefore a satellite with 16 transponders will only
support 16 TV channels. This means that in order to get a
full coverage of many channels using TVRO, the receiver
must have a steerable dish. On the other hand DBS can
provide 200 channels from 1 satellite therefore the
steerable dish is not needed.
One main challenge of satellite communications is
latency.
Data does not normally suffer from the
satellite’s long transmission path. For many years now
satellite data links have been used to complement existing
wire-based data networks. The data communications
satellites support services such as data collection and
broadcasting, image and video transfer, two-way
computer transfer, etc. The digitisation of multimedia in
general and the common datagram and data transport
development have led to a shift to IP- based satellite
communication systems that integrate in to the world
wide web. Data communications satellite is not a point to
point connection like cable but it allows the delivery to
multiple points at the same time which in turn allows for
updating of caching, proxy or mirroring servers
simultaneously. A particular type of application of data
via satellite is VSAT (Very Small Aperture Terminal)
networks. VSAT is used to provide one way or two way
broadcasting services and the typical examples are small
and medium businesses with a central office, banking
institutions with branches in different locations, airline
ticketing systems, etc.
With the above different satellite communications
applications, this paper will look at the satellites orbits
associated with these applications, the earth stations
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which involve satellites tracking and the future expected
technological trends will conclude this paper.
SATELLITES ORBITS
The gravitational force exerted on the satellite by the
earth is the main force acting on a satellite when it is in
orbit. This constantly pulls the satellite towards the
earth’s centre but because of the high velocity of the
satellite it doesn’t fall straight down. There is a balance
between the gravitational force due to the earth and the
centripetal force necessary to maintain its orbit.
The most common orbit used for satellite
communications is the Geostationary Orbit (GEO)
located directly above the equator and the rotational
speed of these satellites is equal to that of the earth hence
it appears stationary to a viewer on earth. They are
positioned about 36000 Km above the earth and the
imaginary ring around the earth where all geostationary
satellites are stationed is called the Clarke belt. The main
advantage of such an orbit is that no tracking is required
from the ground station since the satellite appears fixed in
the sky. GEO communications satellites include those
that relay TV signals, however due to their distance from
earth they have a signal delay of around 0.24 seconds for
the complete send and receive path and this can be a
problem with telephony.
Low Earth Orbiting (LEO) communication satellites orbit
the earth at an altitude of about 500-1500km. The
coverage area provided by a single LEO satellite is small
therefore they are often deployed in satellite
constellations. There are two major constellations types;
Polar and Walker constellations. Both of these
constellations are designed to provide efficient global
coverage by using a minimum number of satellites. The
difference between the two constellations is that the
walker covers areas below certain latitudes whereas the
polar covers the entire globe, including the poles. LEO
satellite systems overcome the latency problem faced by
GEO systems, time delay is in the 10 milliseconds order
and negligible for voice communication in LEO systems.
The power requirement and the antenna size is reduced
due to the short distance therefore the LEO satellite
phones are much more compact, enabling them to be
carried around by individual users. There are a lot of
technical challenges of the LEO systems to that of the
GEO systems. The coverage which can be done by only
3 GEO satellites separated by 120 degrees in longitude
requires dozens of LEO satellites to ensure continuous
global coverage because the LEO satellite footprint is
much smaller. LEO satellites will be visible between 7
and 20 minutes depending on its altitude and user
position travelling in the sky at roughly 7km/sec therefore
longer calls must be seamlessly switched over from one
satellite to the next which requires quite a complex
switching hardware and software. A lot of GEO satellites
work in a point to multipoint mode, i.e one source
broadcasting to many receivers on the ground whereas on
the other hand LEO require two-way many-to-many
connections, this increases the hardware and software
complexity and frequency bandwidth hence the cost
becomes high.
-17-
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Medium earth orbit (MEO) satellites orbit higher than
low earth orbit (LEO) satellites but lower than
geostationary satellites and their orbital periods range
from about 2 to 12 hours. Since MEO satellites are closer
to the earth than GEO satellites, they can provide global
wireless coverage access with low power and modestsized antennas. The global fleet of MEO satellites can
have fewer global-coverage fleets of LEO satellites
because of its greater footprint. Since LEO and MEO are
much closer to the ground than GEO satellites, they are
able to resolve most TCP limitations by reducing the
satellite latency to a value typical of terrestrial networks.
Although this is an advantage over GEO satellites, there
are quite a number of technical challenges regarding
MEO and LEO as mentioned above; antenna design,
connection
hand-over,
satellite-to-satellite
communication, LEO satellites constellation, makes it
difficult or impossible to justify their preference over
GEO satellites which can be made to work just as well or
as close just by some basic protocol enhancements.
EARTH STATIONS
As already mentioned, satellite communication is highly
used as a complement of terrestrial networks. The link
between the terrestrial data sources and the remote
satellite resource is referred to as the earth station. There
are two types of antennas, the ones that receive only and
the ones that both receive and transmit. As already
mentioned in the introduction, the receive-only stations
are normally used to receive television signals from
satellites and are usually called TVRO stations. Not only
do they receive TV signals but also data and other forms
of information. For two way links between users such as
telephony both stations are provided with transmission
and reception capabilities. The earth station antenna
usually takes the form of a parabolic dish with the
collecting horn at the focus of the parabola. The structure
that is provided for the mounting of the horn on a circular
dish normally interferes with the line of sight of the dish
hence reducing its efficiency. For this reason many
stations now employ parabolic dishes that are elliptical in
frontal view with the horn offset from the centre of the
line dish.
The traffic-handling capacity with a given effective
isotropic radiated power (EIRP) of the satellites indicates
the performance of an earth station and is dependent on
gain and noise. The main source of noise comes from the
electronic equipment of the earth station itself. Since the
noise is caused by random motion of electrons due to
increase in temperatures old earth stations used to have
pre-amplifiers cooled by liquid nitrogen to minimise the
internal noise. The earth can also contribute noise due to
temperature if the antenna is depressed to a low elevation
angle. The temperature of the rain is higher than that of
the clear sky so the rain also generates noise. The
communications performance of the station is taken as the
ratio between the antenna gain (G) and the noise
temperature (T), expressed in decibels (dB), i.e G/T (dB).
The antenna must always maintain its performance,
regardless of the environmental conditions it is operating
on in terms of its pointing accuracy relative to the satellite
-18-

and the tracking of any satellite movement especially
non-geo satellites. Satellite tracking is required when the
satellite significantly drifts out of the earth station’s
antenna beamwidth. Before communication can be
initiated by earth station, satellite acquisition needs to be
done. It can be done either by auto searching/tracking or
manually searching the satellite in the expected position.
The satellite is said to be acquired if the signal is strong
enough and then a tracking system is activated to keep
track of the satellite.
There are 4 forms of satellite tracking i.e automatic
tracking, manual tracking, programmed tracking and a
combination of all three. Automatic tracking systems are
closed loop control systems and they are very accurate.
Manual tracking is installed in almost every earth station
as a backup to failure of other tracking systems. In this
system the antenna is moved by manual commands. In
the case of program tracking, the computer programme
moves the antenna according predicted positions which
are normally supplied by the satellite operators. This is an
open loop system so it is not very accurate but it depends
on the supplied information.
In the satellite tracking system the communication
satellite transmits a guiding signal which is then used by
the earth station for tracking. There are various systems
of auto-tracking, e.g conical scan, monopulse, step pulse,
etc.
 Conical Scan – In this tracking system the
antenna beam gets switched between two
positions. The echoes from each beam are equal
in magnitude when a target is at the centre these
beams but if not in the centre the magnitudes
become unequal. For the two echos to become
equal in magnitude the antenna position is
automatically adjusted.
 Monopulse tracking – It derives tracking signals
from a single
received signal by use of
specially derived feed. It utilises the fact that
high order modes will be generated in the feed
waveguide when the antenna is off boresight and
these modes will give phase and amplitude
information that can be used to produce error
signals that will reposition the antenna.


Step track system – In this technique error
signals are derived from amplitude sensing. The
antenna gets moved about in a pre-determined
fashion with signal amplitude being monitored
and the maximum signal then indicates the best
beam position. Using the main beam shape, the
true direction of the satellite is then estimated
and the antenna is pointed in that direction.

FUTURE SATELLITE COMMUNICATION TRENDS
VSAT satellite network today is one of the widely
deployed communication networks. This network offers
services which support the voice, fax, LAN, internet,
video and data to provide solutions for consumers and
corporate world thus they are becoming increasingly
important. It has become one of the easiest deployment
School of Engineering, Design and Technology
University of Bradford

11th Research Seminar Series Workshop

technologies and the cost effective way to connect two
networks where other wired technologies are practically
impossible due to geographical distance or accessibility.
There are ranges of communication applications that the
world is moving into, for instance, telemetry and data
collection, high speed internet access, distance education,
point-of-sales transactions etc, and VSAT technology
provides communications support for this. This
technology is becoming popular because of its many
advantages. It offers borderless communication, it can be
deployed anywhere in the world, it’s easy to set up and it
is cost effective. It can be maintained remotely from the
central management system which makes even more
efficient. The challenge with this technology just as with
any other satellite technology is the high start up capital
for launching satellites. It’s even more expensive than
other satellite technologies because it uses geostationary
satellites which are more costly to launch than other
satellites. These satellites always bring with them the
issue of latency so the late packet delivery becomes an
issue especially with real-time interactive multimedia
quality of service. One other key issue is the network
congestion because of the limited network bandwidth.
Some techniques have been introduced to improve
utilization and the most common one is compression
which eliminates redundancies in packet delivery.
Reducing packet size allows for more packets to be
transmitted at a time thereby increasing bandwidth
efficiency utilization. With all these being developed, we
see the future world having connectivity in every single
area in the whole earth because the governments now
have the resources and there will be no reason why
remote and rural areas should disadvantaged form getting
education, health services, high speed internet. This will
result in a rapidly developing world as more people get
developed.
The advantage of satellite communication is not only seen
in rural environment but also over oceans, aircrafts, land
vehicles and handsets hence the business world is
becoming more and more efficient due to improved
connectivity and mobility. Though all these developments
are done, the main challenge that is still yet to be
addressed high latency due to long propagation path. This
might not affect bulk data transfer but it affects
interactive real-time applications.
Earth station use large reflector antennas for space
communication, these pose a number of challenges due
their mechanical complexity and high costs especially
with the installation of the satellites tracking systems. An
alternative is to use antenna arrays with smaller radiating
elements combined with beamforming and signal
processing. Their advantage is that they are highly
flexible, have low production and operation costs, high
efficient use of spectrum and stations can be designed to
track different satellites simultaneously by dividing an
array in sub-arrays with simultaneous beamforming
processes.
Recent developments in optics and laser technologies in
fibre optics are ushering in a period of inter-orbit
communications
using
laser
beams.
Optical
School of Engineering, Design and Technology
University of Bradford

Satellite Communications

communication systems have got advantages over radio
frequency like using only a small fraction of the antenna
diameter and also prime power and the mass are just a
small fraction.
CONCLUSION
Satellite communication seems to be the future for
tomorrow provided all the key issues are addressed. The
future should be a personalised satellite application and
this comes only with improved bandwidths, reduced
latency, security and all other range of topics. In other
words real time application over satellite is the expected
future that will give the world a whole new dimension.
Though some believe the challenges are impossible to
overcome, the new developments show that there is
progress even though it is at a slow rate therefore more
emphasis should be put on the study of satellite
communications.
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ABSTRACT Satellite Systems Constellation is considered a
vibrant and emerging direction in Satellite Systems design.
Pico Satellite constellations with each Pico Satellite less than
1kg orbiting in the low earth orbit (LEO) could be an
efficient, low cost mission solution for data and services. To
this regard this paper highlights several reviews that have
been carried and are ongoing by different research
organizations to encourage and improve distributed Space
mission applications with miniaturised Satellite Systems.
This paper presents a step to designing a Pico Satellite
System Constellation which will achieve constant coverage in
the near future for different purposes. A software package
STK (Satellite Tool Kit) will be use to simulated scenarios of
the Satellites Constellation and inter Satellite link .Possible
technology for Pico Satellite Constellation in the low earth
orbit (LEO) such as inter Satellite link between the satellites,
autonomous onboard data handling and distributed
processing of Satellite data or services to a certain limit is
discussed in the paper. After the paper has been presented a
Research will be carried out in attempt to find if the
Constellation is able to maintaining a set of design
parameters (such as signal to noise ratio and altitude), with
fewer or more Pico Satellites with different payloads in
Constellation.
Keywords: Satellite Systems, Constellation, Pico Satellites,
Low Earth Orbit, Satellite Tool Kit

I.

INTRODUCTION

After a long stare of Space technology, its achievements
and growth as years elapse, the launch of Apollo on the
moon in 1969 is the most reoccurrence thoughts that still
linger in the minds of human beings. However in as much
as reconnaissance satellites have shown justification in all
that has been invested on Space. Weather forecasting has
a new face in space with availability of images from
metrological satellite. Satellite communications to the
average human being on the earth is rather the best that
has affected him/her in most ways as it is the only
commercial Space technology that returns income on
products and services yearly [1].
The Space segment in satellite design has been of utmost
importance, the design of the Space segment with all the
Satellite subsystems functioning properly has been a
challenge for the Space segment
Engineer/orbit Engineer. Operation of the Spacecraft Bus
and the payload as new trends emerge has become more
complex and simple depending on the type of Satellite
designed. Also as the design get complex more research
work and study are of great value to move the Space
segment forward. That is why Space segment’s vast
operations in LEO, MEO, and GEO etc with Satellites in
-20-

constellation of trailing formation and intersatellite links
will be the next generation trends in Space/Satellite
technology to achieve a global coverage in different
Satellite missions.
The idea of Satellite Constellation was to provide
Communications coverage everywhere on the earth
surface. In 1987, global Satellite Constellation to provide
personal mobile Communication was fist conceived with
Satellites of the likes of iradium and global star (1987 2002) [2]. The reason for mobile Satellite Communication
system’s Constellation design is to cover up a region of
coverage operation with the least number of Satellites.
For global coverage, we have Rider’s polar orbit
Constellation design and Walker’s inclined circular orbit
Constellation design etc. For area coverage, the Soviet
Union’s Molniya and others [3]. Constellations of
Satellite systems are considered an achievable new drive
into the technological world of Spacecraft architectural
design. Miniaturization of Satellites subsystems by the
use of Pico Satellites which are small Satellites with a
mass of less than 1 kg is considered for Distribution of
Satellites in a trailing formation to achieve certain
objectives
for
different
services.
Universities,
organizations companies etc have undertaken projects and
researches on Pico Satellites Constellation for educational
purposes and improvement of future designs. Pico
Satellite Constellations formations in the low Earth orbit
(LEO) in the near future might be an efficient and lowcost solution for Earth observation and Remote sensing
purposes [4].This paper presents a review of different
classification of Satellites with wet mass of 0.1 and 1 kg
(0.22 and 2.2 lb), 1 and 10 kg (2.2 and 22 lb), an overview
of Pico satellites, highlights of satellite constellation,
intersatellite links etc.
II.
PICO SATELLITES OVERVIEW
A. Pico Satellites
The amount of small Satellites from mini Satellites (100 –
500kg) to the drift of having weightless Spacecrafts like
Micro Satellites (10 – 100kg), Nano Satellites (< 10kg)
which its first kind was launched in the 1990`s and Pico
Satellites (< or = 1kg) has immensely increased in the last
decade[10]. Space and Satellites tend towards
miniaturization of Satellites systems technology or rather
microspace, Spacecraft design Engineers and researchers
utilize the technology in designing miniaturised
subsystem components that result into Satellite systems to
meet certain mission objectives. Satellite systems like
Pico Satellites, Nano Satellites, cube Satellites etc are all
miniaturisation of Satellite system design. This paper’s

School of Engineering, Design and Technology
University of Bradford

11th Research Seminar Series Workshop

Satellite Communications

place of interest is in Pico Satellites, its constellation,
inter satellite link [6].etc
Pico Satellites are classified as extremely small Satellites
with mass less than 1 kg. A number of Pico satellite
projects have been undertaken by Universities, Space
agencies research teams both government & private
sectors and even individual research has been going on as
regards Pico Satellites.
B. Review on Pico Satellite past and ongoing
Projects
The following are some Pico Satellites projects review
carried in the past years
1.

BEESat Pico Satellite

BEESat is a Pico Satellite project with a cube Sat
Standard which was carried out at the institute of
Aeronautics and Astronautics of the University of Berlin
(TUB) Germany in co-operation with Astro Technik
(berlin) and the fraunhofer institute FIRST. Different task
of the satellite is controlled by a set of software operating
double redundant board computer.
The main aim of the BEESat pico Satellite project was to
make evident latest trends of component technologies for
miniaturized Satellites like Pico Satellites especially the
characteristics of microwheels in orbit and to allow an
actuation device to perform better in the aspect of attitude
control competence to a fresh operational degree in the
limitations of a Cube Sat. The Pico Satellites project
intension was to show the possibility of coin sized control

systems for the attitude control of Pico Satellites in orbit
[11].
2.

CUTE-1.7 Pico Satellite

Cute-1.7 is a Pico Satellite with a cube Sat base standard.
The Satellite is the second Satellite been developed at the
laboratory for Space systems at the Tokyo Institute of
Technology. The cube-1.7 project was aimed to aid the
development of small Satellites and allow potential small
Satellites to depend on a top level presentation and simple
commercial off the shelf components or devices such a
PDA and compact flash cards cameras. Consequently it
was aimed at offering experiment and research privileges
of advance magnetic torques control algorithm in Space,
by benefiting known operating systems operating on
PDA`s [12].
3.

UWE -1

The UWE -1 Pico Satellite was an experimental Satellite
of less than 1kg.The Satellite project was executed by
PHD and MSC students of the University of Wuerzburg
Germany in the duration of 18 months. The project
included and created and earth receiving station
equipment in other for the ground station to communicate
with the Satellite. The creation of an earth station tends
towards future expansion to a global network of earth
stations [13].
Missions have been carried on a number of Pico
Satellites, for example the orbiting Pico Activated
Launcher (OPAL) Mission which had six Pico Satellite
launched from a swarm “mother” Satellite by Stanford
University in 2000. The table below shows some Pico
Satellites and there properties.

Table 1.1 Pico Satellites classification [7], [8], [9], [11], [12], [13]
Pico Satellites

Country/Organization

Can Sat

United States/ Nasa,
AIAA,AAS Competition

DRAGONSat
(Dual RF Astrodynamic GPS
Orbital Nav Sat)
BEESat

CUTE-1.7

Cube Sat XI

UWE-1

Orbit/Altitude

Mission

LEO

Used to teach space
technology

Synchronous
Low Earth
Orbit/218 Miles

Gathering flight data in
Space environment

Scheduled launch
for 2007

LEO

Capture images, etc

Tokyo/Tokyo Institute of
Technology

Scheduled For 2005

LEO

Imaging/Communication

Tokyo

Dnepr launcher
scheduled for 2002

Sun
Synchronous
orbit

Demonstration of Pico
Satellite bus tech and
validation of cots as well
as earth imaging

United States
(University of Texas)

Germany/IAA & Astro
Technik Berlin

Germany/University of
Wuerzburg

Launch Date

Space Shuttle
Endeavour
Launcher/ July 30,
2009

2005

C. Benefits and limitations
School of Engineering, Design and Technology
University of Bradford

Experimental Satellite

The greatest contest technically faced by Pico Satellites is
its inadequate competence (e.g. payload, resources),
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limited duration (lifetime) with also the fact that orbit
control and positioning will be complicated especially
with when in a trailing formation. Thus small satellites
like Pico satellite cannot perform personalized
applications in which larger satellites will be best [10].As
the size in numbers of small satellites generally are
growing in different orbits rapidly, queries like are Pico
satellite then harmful as space debris to space and other

environments? Also when control and positioning
becomes a problem and the satellite looses control since
tracking is expensive what will happen? Another issue is
small satellites accepts new and on going technology for
design. The difference in different space agencies as
regards micro and miniaturised technology is possible to
create collaboration on project complicated. Profitability
in the business is also an issue [10].

Table 1.2 The benefits and limitations of small Satellites (Pico Satellites) [10].

Benefits

Limitations

Low cost system design

Capacity limitations

Short time to specific run

Limitations in control

Versatile

Short lifetime

Rapid development time

Questionable reliability

Revitalized scientific commuting

Questionable profitability

SATELLITE ORBIT AND CONSTELLATION

III.

Satellite Constellation can be referred as the co-ordinated
behaviour of a set of identical Satellites moving in
trajectories relative to the earth. The main reason for
launching one Satellite is that it is cost effective by
reducing the mission overhead. Hence a single Satellite
will have one subsystem each i.e. one power system, one
attitude and orbit control system, one telemetry system
and only one launch vehicle as well. Satellite
Constellation will present better coverage, much more
reliability if Communication with the Satellite is lost, and
more survivability. [6].
Some considerations must be taken for the design of a
Satellite Constellation, for example:
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The Orbits in which the satellite is launched and
the total number of Satellites required to provide
coverage of the required mission objectives.
The number of Satellites for a Constellation
depends on the orbit and design method.
Also the minimum elevation angle to the ground
terminal required by the system. As minimum
elevation angle determines the probability of
shadowing by buildings and in the future the
level of signal fade experience.
Cost of launch is to be considered since it is very
expensive to launch into higher than lower orbits
and when the payload mass is less it makes it
easier to launch into a higher altitude. Which
makes Satellite payload architecture greatly
affects the cost of Satellite design and its internetworking complexity. Choice of Satellite

Constellation is guided by the need for coverage,
availability, and path delay and loss
characteristics [18].
A Satellite system must not have coverage over the whole
earth for the Satellite to communicate with most of the
global network, since at the moment network inter
connectivity at the North & South Pole and in the Oceans
are not of high demand. It will be of utmost advantage if
in the near future fewer Satellites in Constellation
covering a global area are designed to overcome other
present Satellite Constellation design [18].
When considering coverage area there are two necessary
distinctions that must be highlighted.
 Firstly Instantaneous field of view, usually
referred to as FOV or Footprint, is the definite
region the payload (instrument or antenna) view
at any moment.
 Secondly is between the FOV and the time fresh
regions emerge as the Satellite Bus and payload
orbit.
These two distinctions are very important as any of the
two will be imperative to a mission success. For GEO`s,
the instantaneous region typically is significant because
the Spacecraft is almost stationary relative to the Earth’s
surface. In LEO Satellites orbit faster than the Earth
surface, which makes the time fresh regions emerge
normally significant [6].
One of the strategies acquired in the Space segment due
to Satellite availability is as a result from the permutation
of two autonomous aspects: Satellite reliability and
operation & maintenance (O&M) .where Satellite
availability is the relative amount of time through which
School of Engineering, Design and Technology
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the Satellite link wires a connection. Path loss is
experienced with higher altitude since free space loss is
proportional to D2 where D is the distance from ground to
the Satellite in Space. Different types of orbit experience

different path delays depending on the altitude and the
services delivered as regards the orbit [18].
The table bellow show and summarises some rules which
is not conditional in the design of orbits, though it gives a
direction and a checklist for the procedure.

Table 1.3 Outline for orbit selection Process [6]
Process
1

Establish orbits types

2

Determine orbit-related mission requirements

3

Assess applicability of specialize orbits

4

Evaluate whether single satellite vs. constellation is needed

5

Do mission orbit trades
-Assume circular orbit (if applicable)
-Conduct altitude/inclination trade
-Evaluate use of eccentric orbit

6

Assess launch and retrieval or disposal options

7

Evaluate constellation growth and replenishments (if applicable)

8

Create Delta V Budget

9

Document orbit parameters, selection criteria, and allowed ranges and Iterate as needed

There are several Satellites in constellation orbiting in
different orbits (LEO, MEO, and GEO); this paper
considers a Constellation of Pico Satellites orbiting in the
Low Earth Orbit. Satellites orbiting at an altitude of 500–
2000km above the earth surface are classified as low earth
orbit (LEO) Satellites. A Satellite orbiting in the LEO
provides little end to end delay with less power system
requirement design. Satellites in LEO present greater
advantage with regards to distance, and also reduces delay
when compared with Satellites in geostationary orbit
(GEO) [5]. Most Satellites launched in LEO for the
purpose of Remote Sensing and Earth Observation
exceedingly achieves all its mission objectives and
requirement because of properties which LEO provides.
IV.

INTERSATELLITE LINK

Communication network with terrestrial fibre optical
cable appears to be of high excellence on the surface of
the earth, it has been and still one of the most successfully
tested technology. In as much as intersatellite link (ISL) is
a definite technology, not as much of it is used [14].
Intersatellite link is a link between Satellites, to check the
ISL between Satellites relationship of both azimuth and
elevation angle of the Satellites in Constellation, as a
function of orbital parameters which are ought to be
derived [16].
Looking at the speedy escalation in Communication,
Remote Sensing, Satellite Constellation in the low earth
and medium earth orbits, ISL are expected to execute
several functions, like making available initial
destinations quickest route connection, creating a better
redundant payload capacity utilization etc [14].
School of Engineering, Design and Technology
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Broadening of Satellite system coverage area into a
remote area with ISL is achievable. It requires latency;
latter is necessary for time critical relays of financial data
and making internet caches renewed. On the other hand
ILS involving two or more Satellites demands only one
uplink and one downlink at a time. Typical ISL factors
include the following: - [14].





RF band with of 300 – 1000MHz
Antenna beam of 0.25 degrees or 44 mill radians
Power link relies on bandwidth and distance
Power amplifier values are from 20 – 200W

Most Satellite Constellations operate with easy orbit
configurations. Example, the Disaster Monitoring
Constellation (DMC) micro Satellites launched in same
orbital plane with separate phase. The DMC constellation
does not posses intersatellite link for Data transmission
between the Satellites rather the Satellites communicate
with each other through a ground station by sending
telecommands and receiving telemetry, for a Pico Satellite
Constellation several orbital formation can be predicted.
Because Pico Satellites are less than or equal to 1kg, the
power to transmit and receive data from each other will
not be sufficient. In respect to the in adequate power the
Pico Satellite is collected in a constellation with one of
the Pico Satellite designed as relay to the ground station
for Communication. The Pico satellite will act as a master
node while the remaining Pico Satellite in constellation
will be designed with ISL and will be responsible for
distributed payload missions. The other Pico Satellites are
linked to the master satellite as slave nodes.
-23-
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The master Pico Satellite nodes are competent of
terrestrial Communication and are as well packaged with
ISL. A number of Pico Satellite Constellations can be
launched to provide a global coverage and real time
terrestrial communication in LEO

A configuration model is shown by a simple six cluster
Pico Satellite Constellation in the Figure bellow.

Fig 1.1 STK Pico Satellites Constellation model [7].
[7]
AGI, http://www.agi.com/products/by-productThe figure above is a satellite tool kit (STK) simulation
type/applications/stk/
and model of orbital dynamics of six Pico Satellite in
[8]
NASA, (2012,March).International Space Station. [Online].
constellations. The STK is developed by AGI and it is
Available:http://www.nasa.gov/mission_pages/station/resear
used for different purpose [7].
ch/experiments/DRAGONSat.html. [Accessed: 20 March
V.

CONCLUSION

Since venturing into space business and space technology
is generally expensive, and the idea of Satellite
Constellation is to design and provide a global coverage.
Constellation of small Satellites like Pico Satellite will In
the near future give global coverage and provide
communication, earth observation, navigation etc
services. Pico Satellite Constellation and intersatellite
link creates an interesting and motivation examples for
implementation aspects in system Engineering. Further
study on the visibility of a Pico satellite design payloads
with different mission objective in Constellation and
having intersatellite link will be continued.
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Electrical Machines and Variable Speed Drives
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Abstract: Recent developments in power electronic devices
have led to the development of power efficient electrical
machines and adjustable speed drives. This paper presents
the operational characteristics and principles of electrical
machines and variable speed drives. Emphasis is put on
different machine design topologies that have been
developed for both AC and DC machines. Merits and
demerits of induction, reluctance and permanent magnet
brushless machines are discussed in this paper. Different
applications of various electrical motors in industry are
explored. The application of brushless permanent magnet
machines in Hybrid vehicles is presented.
Recent
developments in electrical machines and variable speed
drives are explored in this paper.
Keywords: Electrical machines, hybrid vehicles, Adjustable
speed drives, induction motors, polyphase motors, split
phase motors.

1.

DC machines
Commutator motors are based on the principle of
electromagnetic induction.
If a current carrying
conductor is placed in a magnetic field, mechanical force
is exerted on it. Fig.1 shows the armature of a dc
machine and Fig. 2 shows the dc field windings.

INTRODUCTION

On the basis of fitness for purpose and simplicity, the
dynamic electrical machines are one of mankind’s
greatest inventions. Although electrical machines play a
key role in industrial society, they remain unnoticed
because of their operating environments driving fans,
pumps, compressors, generating electricity and many
other routine but important tasks. It is believed that a
third of the generated electricity is converted back to
mechanical energy in motors. Electrical machines will
continue to be used in fixed speed applications but
because of the development of variable speed drives,
electrical machines particularly motors are now used in
controlled speed for different applications. DC and AC
motors operate on the principle of torque development by
the interaction of axial rotor currents and rotating
magnetic flux produce d by the stator. Single phase
motors, poly phase motors, permanent magnet motors
together with their characteristics and applications are
discussed in detail in this paper. Basic principles of
operation of electrical machines are given to jog the
distant memory of the reader. Emphasis is put on the
recent advances of electrical machines and variable or
adjustable speed drives and the future of the cherished
permanent magnet motor’s application in hybrid vehicles.

2.

electrical energy. Static machines, transformers transfer
energy from one circuit to another without altering the
frequency.

Figure 1- Armature [1]

TYPES OF ELECTRICAL MACHINES

Electrical machines are divided into dynamic and static
machines. Dynamic machines are classified as motors and
generators. Motors convert energy from electrical to
mechanical and generators convert mechanical energy to
School of Engineering, Design and Technology
University of Bradford
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Figure 3 Torque -Speed characteristic of a dc motor

DC motor applications

Figure 2 Field Windings [1]

Commutator machines compared to the permanent
magnet are relatively cheaper, rugged and simple in
design [2].
Torque production
In a dc motor the current is fed to the rotor (the armature)
via the brushes and commutator. A field winding
provides the magnetic field which interacts with the
armature current to produce torque. The torque is given
by
(1)
r = radius of the rotor
l = stacked rotor length
= fraction of rotor covered by the poles nominally 0.7
[3].
B = flux density of the air gap limited to 0.7-0.9Tesla [3].
As shown in equation (1) above, the torque is directly
proportional to the flux density in the air gap.

DC motors are ideal for applications where torque and
speed need to be accurately controlled. In applications
such as computer hard disk drives or hybrid cars where
variable speed is critical, both brushed and brushless dc
motors have been used [3].
The brushless dc motors because of the absence of
sparking, have found application in many medical
applications for example in laboratory equipment and
conveyer systems. Coreless DC motors because they
have low inertia have been used in applications where
high accelerations are required. These applications
include money changers/sorters, dialysis pumps and
robots [5].
Recent developments in dc machines





Torque speed characteristics of a dc motor
A dc motor supplied by a constant voltage to ensure
constant flux, experiences a drop in speed as the torque is
increased towards the rated torque, see Fig.3 below. The
armature voltage is directly proportional to the speed and
the armature current gives the torque [4].
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Aluminium rotor cages have been replaced with
copper resulting in reduction of losses by around
8 – 10% [4] [5].
Air gap windings are used with coreless stator
resulting in elimination of iron losses.
Magnesium diboride operates at 24-30K, is
cheaper to produce and can be easily annealed.
This material provides a future basis for the
manufacture of high efficiency low loss
electrical machines [6].
Eddy currents that cause heat in machines can be
reduced by the addition of 6% silicon into the
lamination material.
Production of soft magnetic composites with
very low eddy current losses and special powder
coating with lower hysteresis would increase the
demand for dc machines [7].
The reduction in cost of rare-earth permanent
magnet materials over the past 20 years have
spiralled the production of permanent magnets,
especially by China [7].
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Advances brought about by the new electrical
materials have led to the reduction in power
losses.
Permanent magnets from compound
materials provide loss free source of magnetic
flux [8].

Limitations of dc machines
Power loses in the form of heat are quite significant in
dc machines and the value of the linear current density is
limited by the maximum acceptable temperature. The
winding power loss is given by equation (2) below.

Figure 4 Cross section of an induction motor [1].

Single phase induction motors
(2)
Resistivity of copper at the operating temperature
Equivalent depth of armature
Other problems associated with the dc machines include;
 Losses in iron laminations of the rotor core.
 Friction losses on the bearings.
 Windage losses.
 Commutation is difficult at low flux values.
 Rotor speed is limited by mechanical stress on
the commutator.
 DC machines cannot be used in hazardous
applications where a totally enclosed motor is
required.
 Commutator needs regular maintenance.
 Rotor has high inertia.
 The current that the commutator can switch
without excessive sparking has to be considered.
 Efficiency is not very high, typically 83-93% [8]
[9].
AC MACHINES
Induction motors are found in two distinct categories
single phase or polyphase. A Single phase induction
motor features a single stator winding and a squirrel cage
rotor. The squirrel cage is made up of aluminium bars
shorted on the ends by copper rings. A polyphase motor
consists of 3 stator windings and a squirrel cage rotor.
Shown below is a cross section of a 3 phase, 6 pole
induction motor.
In Fig.4 below, the 3 stator windings, a, b and c when
supplied with an alternating voltage, sets up a rotating
magnetic flux placed 120 electrical degrees apart in the
air gap. Voltage is induced in the shorted secondary
winding (the squirrel cage rotor) and magnetic field is set
up by the rotor, the interaction of these two magnetic
fields results in the generation of torque on the rotor shaft.
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Torque production
The current flowing in a single phase winding produces
magnetic phasors that cancel each other twice per cycle.
The only way to develop torque in the single phase motor
is by placing two windings 90 electrical degrees apart and
introducing a leading current in one of the windings by
the use of a capacitor [9].
Shown in Fig.5 is a split phase motor. The current in the
capacitor leads the voltage by 90° hence the run and start
windings give a rotating magnetic field resulting in torque
development on the rotor shaft [9].

Figure 5 Capacitor Start/ Run induction motor [1]

The schematic of the split phase motor is shown in Fig.
6. Two capacitors are required to give a higher starting
torque and as soon as the motor peaks up speed of
approximately 75 per cent of maximum speed, the
centrifugal switch takes out the start capacitor.

Figure 6 Winding Layout of a capacitor start, induction motor with
a start/run capacitor.
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Fig.7 and Fig.8 show the power schematic and the
positioning of the start and run windings respectively of a
split phase motor, placed 90 electrical degrees apart. The
run capacitor is a 65µF, 250-370V AC continuous
operation rated capacitor and the starting capacitor is a
short time duty rated 100-1000 µF, 165-250V capacitor.

Figure 7 Permanent split capacitor motor

Polyphase phase induction motors

Torque production
In a polyphase motor, the 3 windings produce a rotating
magnetic field which induces current in the shorted rotor
conductors. The number of poles in the stator determines
the synchronous speed which is the speed of the rotating
magnetic field. Equation (3) clearly shows that the speed
of a motor is directly proportional to the frequency of the
power supply and inversely proportional to the number of
poles.
(3)
= synchronous speed
= frequency
= number of poles
At synchronous speed the resultant torque is zero
because the rotor speed and the magnetic field speed are
equal. A small difference between the rotor speed and the
magnetic field is required to generate torque. This small
difference is referred to as slip. Shown in equation (4)
below is the relationship between actual speed and
synchronous speed.

Where

(4)

Figure 8 Start and Run windings

Torque –speed curve of a single phase motor

= actual speed
Fig.10 shows the torque – speed curves for NEMA
(National Electrical Manufacturers Association) Design
A,
B,
C
and
D
motors

The torque speed curve (Fig.9) shows that single phase
motors have poor starting torque and hence are suited for
light duty applications like grinders, fans, drills etc.

Figure 9 Torque -speed curve of a single phase motor

[10].
Figure 10 Torque -Speed curves for NEMA designs

Application of single phase induction motors
Single phase motors are durable, low cost, low
maintenance electrical machines and have found
application in domestic appliances which include washing
machines, fridges, driers etc. In the construction industry
the single phase motor has been used in concrete mixers,
sand washers, compacters, grinders, fans and sanders.
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Design A motors have higher breakdown torque than
Design B motors which have a slip of 5% or less and are
designed for a specific purpose. Design C motors have
high starting torque with normal starting current.
Although Design D motors have very high starting torque
they have high slip which leads to speed dropping with
fluctuating loads [10].
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Permanent magnet motors
Permanent magnet motors (PMM) are electrical
machines with permanent magnets mounted on the rotor.
Various pole configurations are available with ratings up
to 100KW. The main advantage of this type of machine
is that no supply is needed for the rotor so the rotor can be
robust and reliable [11].

Power Electronics and Machines
acceleration. AC permanent magnet motors are used for
hybrid cars although the problem is that they are unable
to offer high torque at low speeds [14].

Switched reluctance motors
Fig.11 shows the main parts of a switched reluctance
motor. Field coils embedded in the stator yoke and a
solid rotor without magnets or windings makes this motor
unique. A sequence of switching is adopted using PLCs
or asymmetric bridge converters controlled by a
microcontroller. Shown in Fig.12 is the power circuit for
an IGBT voltage source bridge converter which can be
used to drive the switched reluctance motor.

Figure 13 Hybrid Electric Vehicle Drive Train [14]

FUTURE WORK ON ELECTRICAL MACHINES
There are no new sources of power conversion other
than motors and generators. “Competing systems such
as electric fields are by far less power dense and
ultrasonic motors are inefficient.” [4]. Other than that,
dc/ac machines will continue to dominate in power
conversion based on the basic motor principle.
Chorus Meshcon has developed recently a multiphase
motor capable of delivering high torque at low speeds.
This development is good news for the hybrid vehicle
manufacturing industry for it solves the current problem
of poor torque at low speeds [14].

Figure11Switched reluctance motor [12]

ADJUSTABLE
SPEED
MACHINES

DRIVES

FOR

DC

Dc machines are controlled by two elements discussed
earlier on in this paper, the armature current and the
armature voltage. The torque is given by equation (5) and
the speed by equation (6)
(5)
Where
Figure 12 asymmetric Bridge Converter [13]

(6)
Application of ac machines

Where

Polyphase machines are used in most process industrial
applications such as pumps, fans, conveyers and
machining. Propeller motors for ships, ferries, military
vessels and cruise liners are driven by electric motors.
The area of recent development is hybrid vehicles. Hybrid
electric vehicles like the Toyota Prius achieve high fuel
economy levels. The Prius and Insignia from Honda use
high efficiency permanent magnetic motors [14].
Fig.13 shows the layout of a typical hybrid car featuring
an electric motor and engine. The electric motor provides
additional power for overtaking, hill climbing and

Fig.14 and Fig.15 show the relationship between the
armature current and the torque and the armature voltage
and the speed. Both the speed and the torque can be
controlled by adjusting the two parameters current and
voltage. Different control topologies are available which
make use IGBTs as shown in Fig. 16 and Fig.17.
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Figure 14 Armature current and torque relationship
Figure 17 dc machine adjustable speed drive [13]

RECENT DEVELOPMENT IN DC DRIVES




Figure 15 Armature voltage and speed relationship

The motor speed is compared with the set speed by the
processor which then provides the appropriate control
signal to the power control circuit as shown in figure 16.



“Sprint Electric has released 340xRi, 680XRi,
and 1220XRi DC four quadrant dc drives, for dc
motors up to 1.8KW (2HP)”
The above mentioned units are compact and
energy efficient [1]. They are designed to
feedback energy into the mains supply during
braking without need for instant energy storage,
dumping or additional power bridges.”
High Current 4 Quadrant drives have been
released by companies like Parker Hannifin’s
Parker SSD Drives division and Sprint, which
handle 1950A, for 380V to 600V, (750 - 1
250HP) applications.
The Parker SSD Drives, DC590+ Trane 6DC
drive have high efficiency, optimum reliability
and save energy.

ADJUSTABLE SPEED DRIVES FOR AC
MACHINES

Figure 16 DC Motor speed control

A typical power topology is shown in Fig.17. The
power circuit shown in Fig.17 is ideal for applications
where motor direction reversal and field-weakening is the
preferred speed control method.
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AC drive technology for induction machines features
different topologies and characteristics. The Pulse Width
Modulation voltage source inverter is the most popular
way of controlling induction machines. A variable
frequency supply is provided by power electronic
convertors thereby allowing for variable speed operation.
The voltage source inverter has good power handling
capabilities of up to 200KW, high power factor and
excellent performance. The steady state efficiency and
power factor are high at full load.
Current Source Inverters are used for induction motor
drives with power ranging from 3 to 4 MW. For higher
power, low speed applications, cyclo converters have
been popular [15] [16].
These systems have:
 Conduction losses due to the power devices.
 Switching losses both in power devices, passive
components and additional cooling systems. [4]
School of Engineering, Design and Technology
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On the market low loss and faster switching devices
with high efficiency are emerging.

THE FUTURE OF AC AND DC ADJUSTABLE
SPEED DRIVES





Application areas of adjustable speed drives can
be extended by lowering costs of power devices.
Maximum system efficiency could be achieved
by integrating the load and the drive.
The largest new market of electric motors and
drives is in automotive drive trains.
Fit for purpose highly efficient variable speed
drives which would bring greater energy savings
are being developed.

ENGINEERING AND SCIENTIFIC ADVANCES IN
ELECTRICAL MACHINES AND VARIABLE
SPEED DRIVES

MACHINES
(1) New cheaper soft magnetic materials with low
iron losses are being developed
(2) High energy magnets that can operate at high
temperature will lead to the development of
highly efficient machines.
(3) New electrical machine construction methods
are being developed.
ADJUSTABLE SPEED DRIVES
(1) Cost reduction of the present and future drives
would persuade consumers to buy drives.
(2) Integration of the drivers and the driven units,
minimising the costs on cabling and power
losses.
(3) Although drivers are expensive, they ensure
efficiency and reduce energy consumption since
machines can be run at variable torque and speed
leading to the reduction of power demand from
the supply.

Power Electronics and Machines
limitations of electrical machines and their respective
drives were presented. The future of electrical machines
looks quite promising with the development of rare earth
magnetic materials with better properties and
performance. There are no substitutes for the electrical
machines in power conversion hence their use will
continue. High performance variable speed drives will
continue to be developed for the commercial, domestic
and industrial applications to conserve energy.
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CONCLUSION
Different Electrical machines and drives have been
investigated in this paper. Basic principles of both AC /
DC machines and their torque / speed characteristics have
been presented. Main focus was placed on dynamic
machines-motors both DC and AC. Recent developments
in ac machines such as the switched reluctance motor and
the permanent magnet motors were discussed. The
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Distributed Generation: Role of Power Electronics
M.O. Ogunniyi
School of Engineering, Design and Technology
University of Bradford
Abstract- With the ever increasing demand for electricity,
there is a need to increase capacity. Distributed generation
provides a less expensive and environmentally friendly way
to achieve this as compared to the construction of
traditional power plants with its transmission and
distribution network infrastructures.
Due to the unregulated nature of the electricity generated
from these sources, there is a need for regulation before
being connected to the grid, unlike the traditional power
plants where there are control systems that ensure the
power system is within acceptable voltage and frequency
limits. Regulation in this case is achieved with the aid of
power electronic devices such as power converters,
inverters, energy storage devices and filters.
Distributed generation benefits both the end-users and
power producers. It provides better power quality for
utilities, strengthens voltage profile and also reduces losses
when located near loads. It improves the efficiency of the
distribution networks and lowers the need for infrastructure
associated with traditional power plants. Distributed
generation is becoming an option due to awareness of the
effects of environmental pollution and the dwindling
reserves of fossil fuels for power generation. This paper is
going to examine the role played by power electronics in
alleviating the challenges involved in interfacing distributed
generation from renewable and non- renewable sources to
the power grid.
Keywords- Distributed generation, Grid, Power electronics

I. INTRODUCTION
Distributed generation (DG) can be said to have
originated as far back as the invention of the light bulb by
Thomas Edison. This helped in creating a widespread
demand for electrical power. The light bulb was
originally created to be powered by direct current (DC),
which was the preferred method by Thomas Edison to
transmit power. However, the introduction of alternating
current (AC) led to the creation of large power generating
plants [1]. Power is transferred over long distances
through high voltage transmission lines to substations
where the voltage is reduced to distribution level for
onward distribution to consumers [2]. Distributed
generation is now being reintroduced due to the following
developments:
 High cost and dwindling reserves of fossil fuels
 Greenhouse gases emission as a result of the
burning of fossil fuels
 Rising demand for better power quality
especially for industries
 Innovations in the field of power electronics
which have made many sources of energy as
workable alternatives
 Deregulation of the power industry
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 The need to reduce cost in building new power
plants and transmission lines [1].
Distributed generating (DG) units include both
renewable and non-renewable sources such as wind
turbines, small hydro, photovoltaic systems (PV),
geothermal, micro turbines and fuel cells. To achieve the
provision of energy in the long term and environmental
goals, the use of renewable sources is encouraged [2].
Distributed generation is beneficial to both the power
producer and the end-user. It can help in reducing the
losses associated with power transmission and
distribution when the energy produced is located near the
load. If the appropriate control is applied DGs can
contribute to the reduction of peak load demands and the
need for reserve margin [2]. When operated as a voltagecontrolled generator, distributed generation provides the
best voltage profile improvement and voltage regulation
[1]. Another noteworthy benefit of distributed generation
is its flexibility in being integrated into existing
distribution systems; reducing the need to expand the
transmission system [3].
The integration of distributed generation to the grid
however, comes with its challenges such as; power
quality problems, reactive power coordination and
reliability [2, 3].
Application of power electronics to power equipment
has increased and it plays a key role in interfacing
distributed generation units with the grid. It serves as an
enabling technology for the integration of distributed
generation units in achieving high efficiency and
performance in power systems. These sources can
generate either DC or variable AC and will require power
conversion before they can be interfaced to the grid
which operates at specific voltage and frequency limits.
Voltage source converters (VSC) and Voltage source
inverters (VSI) are used to achieve appropriate
conversion for the power generated by the DG units [4].
The following sections of this paper will discuss the
different distributed generation sources, the associated
power electronic interfaces applied to these sources,
energy storage devices and the conclusion in the last
section of this paper.
II. MICROTURBINE AND POWER ELECTRONICS
A. Micro-turbines
These are small combustion engines with output
power capacities ranging from 20KW-500KW. The micro
turbine is a single shaft machine which rotates at high
speeds of over 40,000rpm. Rotating speed varies, it
depends on the output capacity of the micro-turbine. Its
turbine and compressor are mounted on the same shaft as
the electric generator. It has advantages of being highly
School of Engineering, Design and Technology
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reliable, less noisy, lower emission, compact in size,
multi-fuel and low fuel consumption. The AC voltage
generated has high frequency and must be converted to
line frequency (50/60Hz) before the power generated can
be connected to the grid [5, 6].
B. Power electronic interface
In order to convert the power generated from the
micro-turbine to suitable form, the voltage generated is
rectified and sent to a power electronic inverter via a DC
link. The inverter will convert the DC voltage to
regulated AC voltage suitable for the grid. Due to the
slow response micro-turbines exhibit towards a sudden
change in power demand, it is necessary to install an
energy storage device (ESD). The ESD is coupled to the
DC link. This is done to make up for deficits that will
occur if there is a sudden change in power demand that
the micro-turbine cannot supply. The ESD is coupled to
the DC link with a bi-directional DC-DC power
electronic converter to ensure that the ESD can be
charged up by the micro-turbine or by the grid [5, 7].
Figure 1 and 2 below show general configurations of
interfacing the micro-turbine with the grid.

Figure 1. Micro-turbine with DC link converters [7]

Figure 2.” Power electronic converters for micro-turbine
technology” [5]
III. FUEL CELLS AND POWER ELECTRONICS

A. Fuel cells
This is an electro-chemical device which produces
electricity directly by converting chemical energy to
electrical energy without any intermediate conversion
stage [3]. Hydrogen is the raw source of energy for fuel
cells. The hydrogen is extracted from fossil fuels.
Hydrogen reacts directly with oxygen in the air with an
electrolyte forming water and generating electricity at the
same time. Fuel cells have the advantages of high
conversion efficiency, low emission of green house gases,
stable and reliable power output [3, 5]. The DC voltage
generated by the fuel cell is usually very low, there is a
need for power conditioning systems to convert the
voltage to a suitable form before the power generated can
be connected to the grid [8].
B. Power Electronic Interface
In order to achieve the suitable voltage level for
power generated by the fuel cell, a DC/DC converter and
a DC/AC inverter are used to change the voltage to
suitable AC voltage for the grid. The DC/DC converter is
School of Engineering, Design and Technology
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used for DC isolation and to boost the voltage output of
the fuel cell for the inverter. The inverter converts DC
output to AC for the grid. Just like micro-turbines, fuel
cells are slow to react to sudden load demand changes, to
overcome this, an energy storage device (ESD) is coupled
with the power electronic interface [5]. Figure 3 and 4
show the interfacing of a fuel cell system to the grid.

Figure 3.Fuel cell system with cascaded DC-DC and DC-AC
converters [7]

Figure 4.Fuel cell system with power electronic converters and
ESD [5]
IV. WIND TURBINES AND POWER ELECTRONICS

A. Wind turbines
These convert kinetic energy in the wind to
mechanical energy which is then converted to electrical
energy by an electrical generator. Wind turbines provide
a renewable source of energy; they require no fuel for
their operation and do not pollute the environment.
Output power ratings are usually from 10KW to a few
megawatts. Depending on the technology used in
building a wind turbine, it can either be connected
directly to the grid or through power electronic interface.
Wind turbines that operate at fixed speeds are connected
directly to the grid; they require a reactive power
compensator and a soft starter to reduce in-rush current at
start-up [8]. Figure 5 shows a fixed speed wind turbine
connected to the grid. Wind turbines which operate at
variable speeds capture maximum wind power compared
to fixed speed wind turbines [5]. They make use of either
induction generators or synchronous generators and they
require power electronics to interface with the grid.

Figure 5.Fixed speed wind turbine directly connected to grid [7]

B. Power Electronics
There are wind turbine systems which make use of
partially rated power electronics to interface with the
grid. These systems have an induction generator with
wound-rotor, the stator and rotor windings are accessible.
Resistance control is added to the rotor to give a speed
-33-
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range of 2 to 4%. Similar to the fixed speed wind turbine,
this system requires a softstarter and a reactive power
compensator. The output power is kept fixed by the
power converter used for resistance control, this
transforms the variable frequency into ac power with
voltage and frequency acceptable to the grid [8]. Figure 6
shows the power electronics topology for this design.

11th Research Seminar Series Workshop

to the grid enables fast control of active and reactive
power [7].
Figure 9 shows a general power electronics topology
for wind turbine systems. This is suitable for any wind
turbine design. This topology has the advantage of having
no copper losses, continuous power generation from zero
to the highest possible speed of the turbine, bi-directional
power flow which enables the generator to run as a motor
for start up, sinusoidal current of generator output and
unity power factor on line side with no harmonic current
injection [7].

Figure 6.
Induction generator with partially rated power
electronics topology for rotor resistance control [7]

There is another wind turbine system which uses a
medium scale power converter with a wound-rotor
induction generator. The power converter controls rotor
current and it is connected through slip rings. During
operation, if the generator is running supersynchronously, power is delivered through the stator and
rotor. When the generator runs sub-synchronously, power
is delivered to the rotor from the grid. In order to achieve
better grid performance, the power converter is rated
higher. This system has the advantages of having the
ability to capture more energy from the wind and it
provides reactive power compensation and production
[8]. Figure 7 shows the power electronics topology for
this design.

Figure 7. Power electronics topology for the doubly-fed induction
generator [7].

Another design of the wind turbine system makes use
of a full scale power converter in interfacing with the
grid. This configuration leads to losses in the power
conversion process but it provides better technical
performance. The generating system makes use of either
a permanent magnet (PM) or a multipole synchronous
generator to convert wind power to variable voltage and
frequency output that varies with wind speed. A rectifier
and an inverter are used to convert the output of the
generator to suitable form for the grid. This design
enables the wind turbine to operate variable speed
thereby capturing more wind energy [8].
Figure 8 shows the power electronics topology for
the permanent magnet synchronous generator. This
consist of a diode bridge used to rectify the three phase
variable frequency variable voltage output from the wind
turbine, a step up chopper to adapt the rectifier voltage, a
large capacitor to filter the rectifier output which then
serves as input to the inverter, a transformer to scale the
voltage to suitable form for the grid. The power converter
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Figure 8.Power electronics topology for the PM synchronous
generator [7]

Figure 9.General power electronics topology for wind turbine
systems [7]
V. PHOTOVOLTAIC
(PV)
SYSTEMS
AND
POWER ELECTRONICS

A. Photovoltaic (PV) systems
This converts solar energy to electrical energy using
solar cells. A solar cell produces electricity when exposed
to sunlight. In order to produce a significant amount of
electricity with the PV system, the solar cells must have a
large surface area. 36 or 72 solar cells are connected in
series to form a typical PV module. PV modules vary in
size depending on the manufacturer, but are typically
from 0.5 -1m2 and they generate 100W/m2 at peak solar
conditions. Modules can be grouped together to form
different arrays with unique current and voltage
characteristics. The output power of PV systems largely
depend on the amount of solar irradiance available [8].
B. PV system configuration
Power electronic interface for PV systems have two
functions; to track the Maximum Power Point (MPP) for
maximizing energy capture by controlling the terminal
conditions of the PV module and to convert the DC
power generated to suitable AC power form for the grid
[8]. The power electronics used with PV systems must
also monitor grid conditions and the PV source and have
the ability to isolate the PV array if there is a problem
with the grid [7].
There are various configurations used in interfacing
PV systems with the grid. Figure 10 below shows the
topology in which a centralized converter is used. The PV
modules are connected in series or parallel and then
connected to a centralized inverter. The disadvantage of
this design is that power losses are high due to the
mismatch between the modules and the string diodes [8].
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Figure 10.PV system with centralized converter [7]

Figure 11 shows the string inverter configuration. It
is a reduced version of the centralized converter. 15 PV
modules are connected in series and interfaced to the
grid with one inverter per string. This has the advantage
of having separate maximum power point trackers
(MPPT) per string and no losses associated with string
diodes. This also has a better overall efficiency compared
to the centralized converter topology. The disadvantage
of this is the increase in costs due to the additional
inverters. [8].
Another configuration is the multi-string inverter
system which is a development of the string inverter
configuration. These strings are interfaced with their own
DC-DC converter for voltage boosting and then
connected to a common inverter for interfacing with the
grid. Expansion can be easily achieved with this
configuration by just plugging PV modules with their
own DC-DC converter into an existing platform. A highly
efficient and flexible design can be achieved with this
configuration [8]. Figure 12 shows this configuration.

Figure 13.AC module configuration of the PV system [7]

C. Power Electronics
The power electronic topologies for PV systems are
based on the number of power processing stages, location
of decoupling capacitors, transformers and types of grid
interfaces [7].
Figure 14 shows a single phase single stage PV
system. The output of the PV array is connected to a
filter capacitor used to limit harmonic currents from the
array. The output of the capacitor is connected to a full
bridge converter and then to an inductor to limit high
frequency harmonics. This is then connected through a
transformer to the grid [7].

Figure 14.Single-phase single-stage PV power electronics [7]

Figure 11.PV system with string inverters [7]

In order to avoid the use of bulky transformers,
multiple stage conversion systems are used with PV
systems. The topology shown in figure 15 is known as the
single phase multistage PV power electronics. In this
topology, the DC power produced is inverted to produce
high frequency ac across the transformer. The voltage on
the secondary side of the transformer is rectified to
produce DC which is then connected to the grid through a
thyristor bridge inverter [7].

Figure 12. PV system in multi string configuration [7]

There is a configuration in which each PV module
has its own DC-AC inverter; this is known as the AC
module configuration. This is a highly flexible design.
This configuration supports optimal performance of each
module leading to an overall optimal performance of the
system. As there is no single point of failure for the
system, there is an improvement in system reliability [7,
8]. Figure 13 shows this configuration.
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Figure 16.Single phase multistage PV power electronics topology [7]

For systems larger than 10KW, three phase inverters
are used. Interfacing such systems to the grid requires the
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topology known as the three phase PV topology with line
frequency transformer. This includes a filter capacitor
connected across the output of the PV array, a three phase
voltage source inverter, capacitors and inductors to
connect the output of each phase from the inverter to the
three phase transformer. The transformer is then
connected to the grid. The capacitors and inductors are
used to limit high frequency harmonics injected to the AC
system [7]. Figure 16 shows the topology described
above.
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enable islanding operation [7]. Figure 17 shows how a
battery energy storage system is integrated with a wind
power generation system.

Figure 17 BESS with wind power generation system [7]
VII. CONCLUSION

Figure 16.Three phase PV topology with line frequency transformer
[7]
VI. ENERGY STORAGE DEVICES (ESD)

In traditional power generation systems, the
generators need to be operated at rated capacity at all
times to optimize the grid’s efficiency. When there is an
increase in load demand, low efficiency generators are
added to the grid to provide support for the increase in
load. Energy storage devices are used to support
distributed generation sources when this kind of situation
arises. The inclusion of storage devices provides
distribution generation systems with dispatch capability
of its resources [5, 7]. When there is low demand, excess
generation is used to charge up the energy storage device.
If a grid connected distribution generation unit is without
an energy storage device and there is a sudden increase in
load demand it leads to voltage reduction to achieve
balance. This can lead to power quality problems making
it essential for energy storage device to be installed
alongside with grid interfaced distribution generation
systems.
There are various technologies used for energy
storage devices in power system applications, these
include: super conducting magnetic energy storage
(SMES),
electrochemical
capacitors
(ultracapacitors/super-capacitors), flywheels, lead-acid, nickelelectrode, and sodium-sulphur modular batteries; zinc
bromine, vanadium redox and polysulphide-bromide flow
batteries. Batteries and flywheels are widely used in
power system applications. Lead-acid batteries are
commonly used due to their high energy density and
capability, low cost and their commercial history [5, 7].
For energy storage devices to supply electricity to the
grid, inverters and DC-DC converters are used. The
power electronics involved with these devices must be
capable of bidirectional power flow, that is, absorb power
from the grid and supply power to the grid during
charging and discharging [5].
Battery energy storage systems (BESS) are very
common with renewable sources of energy such as wind
and PV systems. This energy storage system can be used
to compensate for the daily and seasonal intermittency of
renewable sources, help smooth-out load fluctuations and
-36-

Distribution generation sources are increasingly
being integrated into power systems. Due to the
intermittent nature of some of these sources and the load
demand on the grid, power electronics play a key role in
interfacing these sources to supply grid compatible
power. Increase in costs of fossil fuels for generating
electricity has also encouraged the use of distributed
generation to meet demand, therefore increasing the need
for power electronics. Power electronics also helps in
improving power quality and voltage regulation.
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Abstract: - Cloud computing, with its simplicity,
multi-tenancy and massive scalability, is indeed the
platform of any successful organization in tomorrow’s
world. Generally, cloud computing is a term that
involves the delivering of hosted services over the
Internet, but just like all new technologies that
immerge, there are always new risks to be discovered
and old risks to be re-evaluated. Resource sharing and
management is one of much great priority in our
educational institutions today, mostly with those in the
developing regions of the world. These institutions
have high demand for resources but can hardly afford
to implement or even sustain the cost of traditional
computing system. Cloud computing offers a way for
students, instructors, and administrators to perform
their duties effectively at reduced cost by utilizing the
available cloud-based services offered by the cloud
service providers. This solution provides the educational institution with very low entry cost, better
security, automation, shorter deployment time and
worldwide availability of resources. Although many
articles already address these issues, this paper
discusses on the concept, features, and application of
cloud computing with particular focus on its
implementation and benefits to the educational
institutions.

aimed at equipping their students with the right tools as
young graduates are denied [3], [4]. Cloud computing
offers a way, with the establishment of an open, flexible,
unified and affordable information platform, these
problems can be resolved. This paper discusses the
concept of cloud computing, features, application and
benefits to educational institutions, primarily those in
developing regions of the word [1], [3], [2], [5].
II. CLOUD COMPUTING OVERVIEW.
A. What is Cloud Computing?
Although the definition of cloud computing is still not
united, where different professionals could give you
different definitions about cloud computing, each clearly
reflected on the services provided them by some service
providers such as IBM, Amazon, Microsoft, and Google
[1]. However, this paper adopts the “U.S” National
Institute of Standards and Technology (NIST) definition,
which defines cloud computing as; “a model for enabling
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g.,
applications, storage, services, servers, and networks) that
can be rapidly provisioned and deployed with minimal
effort or service provider interaction” [1], [6].

Keywords: Cloud computing, Attributes, Application,
Educational institutions.
I. INTRODUCTION
With the recent advancements in technology over the
past decade, the use of IT-related services has now
become a necessity in our daily activities. This new
technological era supports knowledge expansion and
storage of vast quantities, leading to frequent information
updates and regular competition among rival companies,
industries and organisations [1], [2].
However, education is a rather special industry, where
the quality of its products must be acceptable by social
practice. Education itself has over the years been an
important index in measuring the degree of modernization
within the society [3], [4]. Despite the advancements
made in technology, the Sharing and management of
resources and innovations within and among educational
institutions has been one much of great priority, mostly
with those in the developing regions of the world (e.g.
Africa and some parts of Asia) [3]. These institutions
with their high demand for resources can hardly afford to
implement or even sustain the cost of the traditional
computing system. Their taste for knowledge and
academic growth within and among their institutions
-38-

Fig.1. Some Cloud Service Providers

Cloud computing with its massive scalability, elasticity, multi-tenancy, self-provisioning and relatively low
entity cost via the web is a system of powerful computing
capability [6]. It services such as Software as a service
(SaaS), Platform as a service (PaaS), and Infrastructure as
a service (IaaS) are advanced business models that are
designed for end users, to help increase their capacity and
save cost [3], [7] .
Cloud computing infrastructures mostly consist of
virtualized technology, data centres and reliable services.
This services can be access anywhere and anytime with
the right credentials. The open standard in cloud
computing for building a modular architecture provides it
School of Engineering, Design and Technology
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with the ability to grow rapidly and change when
required. This flexibility is essential for continued growth
in the cloud solution [7], [6].

SAA
IAA

PAA

Fig.2. Cloud Service Model

B. Cloud Technology
These are the technologies that have led to the advancements of cloud computing.

Grid Computing
It enables the execution of tasks over multiple
computers over different geographical areas,
forming a seemingly supercomputer capability
[1], [8].

Utility Computing
It refers to the packaging and provisioning of
computing resources in the form of metered
service with some pricing scheme, thus with
virtualization, IT resources can be provisioned as
an on-demand service available on a
subscription basis [1], [8].

Cloud Computing

Most organisations as well as educational
institutions possess large amounts of user
terminals that require the use of resources. Cloud
computing has the ability to massively support
the bandwidth and storage space even scaling up
to tens of thousands of user terminals [7], [6].

Multi-tenancy
For the traditional computing system, which
assumed a dedicated resource and storage to a
single user, cloud computing supports the
running of multiple users on the same central
hardware and software infrastructure based on
the business model by which the resources are
shared [6].

Pay as you go
Just as, the name implies cloud computing
flexible payment plan allows the user to pay for
only the resources and the time being used [1],
[7].

Elasticity
This refers to the dynamic nature of cloud
computing that enables users to best manage his
resources, giving the option of an increase or
decrease their resources on demand [6]. The
diagram in below illustrates the attributes of
elasticity in cloud computing.


Virtualization.
Virtualization technology is the most important features of cloud computing. It expands
the capacity of the hardware, by simplifying the
software reconfiguration process. It enables the
creation of virtual IT resources (e.g., an
operating system, a server, a storage device, or
network). This allows data centre consolidation
and provides separation and protection [1], [3].
.
C.

Features of Cloud Computing. [5]

As opposed to running a traditional computing system
whether in a private or public network environment,
cloud computing can be defined by the following
attributes:

Self-Provisioning
This is a dynamic resource that does both
processing capability and software storage. it
ensures that your applications are deployed to
your cloud infrastructure. It also makes the
provision of application for user terminals much
easier regardless on the number of terminals or
application that is chosen to run on them [6], [7].


Massive Scalability
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Fig.3. Attribute of elasticity [6].

The figure above shows the baseline computing resources for a user, and how the elastic attribute of cloud
computing helps to address spikes in usage by providing
IT resources on demand [6].
D.

Cloud Deployment Model.
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The cloud deployment models can either be private,
public, or a combination of both. Private and public
clouds are can be characterized as the subset of the
internet. They are basically four basic types of cloud
deployment models;


Public cloud
This is a cloud where its management and
infrastructure is implemented by an external
organization [8] , [5].


Private cloud
Here, the management and infrastructure is
controlled solely by the same organization [8]
, [5].


Community cloud
This is the combination of several clouds by
different organizations with similar interest.
The members of the community can share
access to the data and applications in the cloud
[8].


Hybrid cloud
This is the combination of a public and private clouds to fulfil a unified solution [8].

III.BENEFITS OF CLOUD COMPUTING
With the little understanding of clouding computing
we’ve derived from its concept and attribute, we can
easily see the advantages it has over the traditional
computing system. Some of which are;

Convenience
With little need for massive storage space,
since most of the applications and information is
on the cloud, it’s much convenient to use. Here,
files and application can be accessed from
anywhere at any time. The necessity of regular
software updates is no more since it’s now in the
cloud, everything will be done automatically [3].

Economical
Cloud computing through virtualization, saves
the user the cost of purchasing expensive
hardware’s and maintaining them [3].

Flexibility
The ability to increase or decrease resources
on demand coupled with the ability to pay as you
go based on the service and time used, provides
the user with high level of flexibility which is
hard to realize when using the traditional
computing system [3].

11th Research Seminar Series Workshop


Security
As one of the major concerns in to every user,
Cloud computing has developed the most
reliable and secure data storage centres to cub
this problem. Users do not have to worry about
virus attacks on files, loss of data and other
problems [3].
IV. BASIC PROBLEMS AND APPLICATION OF CLOUD
COMPUTING TO EDUCATIONAL INSTITUTIONS
A. Basic Problems of Educational Institutions in
Developing Regions.
The rapid pace of network technology has made profound changes in the field of education. One of such is
the reduction in the use of the traditional paper based
system for documentation, and the availability of lecture
notes in electronic formats which can be view using a
terminal within or outside the required network coverage.
Despite these improvements, most educational
institutions are still are faced with challenges [9]. There
are three basic problems that put these institutions at a
disadvantage, especially in resource sharing and
management.

Firstly,
No
standard
resource
management plan. Most of these institutions do
not have a good resource management planning
system in place for adequate sharing and
allocation of their resources. Even the traditional
computing system will have a hard time coping
with this laxity [10].

Secondly, Low budget. Even with the
level of enthusiasm form teachers and students
of such institutions, the provision of the needed
educational resources required to aid them in
their academic growth can also be an issue. The
cost of acquiring and sharing of this information
using the traditional computing system can in
some cases be an issue, especially for
institutions on a very low budget [10].

Thirdly, insufficiency. Even with the
right budget to cover your cost in acquiring these
resources, the problem of sharing the resource
across its required terminals is still an issue.
With the high number of students, teachers and
administrators in their various departments and
faculties, it will require a lot of finance and
manpower to set it up [10].

B. The Application of Cloud Computing to Educational Institutions in Developing Regions.
Cloud Computing provides an innovative
alternative to bricks-and-mortar schooling,
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enabling interactive and personal learning [2] ,
[11]. The provides a means for students, teachers
and administrators to interact and collaborate
with each other and an ever-expanding circle of
their peers, regardless of the geographical
location. This is why the cloud computing model
can be seen as the best option for educational
institutions, particularly those in the developing
regions of the world. It gives them a chance to
attain the same quality of education, information
and resource as their counterparts in other parts
of the world.
1.

The Present Model

The present model for a basic Cloud Education architecture is shown in Figure 4. This model contains the
application layer, the education middleware layer, the
virtualization layer and the physical hardware layer.
Management and security system are also in place for
good safety measures and structured resource allocation
[12].

Physical hardware layer
As show in the cloud education model architecture,
this layer includes; servers, storage devices, and
network devices. This is the layer that accommodates
the user terminals [10].

Cloud Computing

Virtual Databases provide queries for data set with
Web services [10], [13].

Education middleware layer
This is the core layer of the architecture, because it
is the basic business platform. This layer is involved
with the distribution of information and the fault
tolerance check. So, all the application systems on
the middleware layer have the same features:
distribution, fault tolerance and high expansibility
[10].

Application program interface layer
This layer guarantees the model’s scalability. The
user’s resources and other application can be
managed here [10].
2.

Case Scenario

A simply scenario is illustrated to show how cloud
computing technology can be implemented in a multicollege university located in Africa. Here, each college is
connected to the universities cloud, and sharing similar
resources based on their requirements and access rights.

Fig.5. Case Scenario of a university’s network architecture for
connecting colleges [14].

Fig.4. The Cloud Education Model Architecture [12].


Virtualization layer
This is the workbench of the architecture. It consists of three main parts, namely; virtual storages,
servers, and databases. Virtual servers are the logic
units for physical server. They provide computing on
demand, high availability and data recovery. Virtual
storage represents the physical storage in a
computing system and is used to store data, while
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With the implementation of Cloud Computing, the
university is now able to solve its three major problems,
which are; Resource Management, Limited Funds and
Insufficiency. The traditional computing system would be
cost effective when trying to implement a network that
would carter for all the required users in each college.
With cloud computing, even a university with very low
budget can still implement this architecture. With most
Cloud Service providers like Amazon, SUN and
Microsoft who possess flexibility in terms of payments
and start-up plans. The Cloud implementation also
provides fewer hassles on hardware n software upgrades
and maintenance, thus making the University’s resources
more flexible. Student, teachers, and administrators can
now all access the required resource from their individual
terminals. Regards of whether the number of terminals in
-41-
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school can carter for the number of users. This flexibility
eliminates the problem of insufficiency. The electronic
Blackboard system is a good example of an application
that runs on the cloud and can also be accessed using any
terminal with the right credentials. Now students are able
to access lectures notes, submits assignments and even
send feeds to their administrators where necessary. Some
of the benefits attained by implementing cloud computing
to an educational institution are;







Improved Data security
Easy Availability of Resources
Good back up of Resources
Supports e-Learning Courses
Stops Piracy
Saves Cost

[2]

[3]

[4]
[5]

[6]

[7]

V. CONCLUSION
This paper discusses on the concept of cloud computing, its attributes, application and benefits to the educational institution, primarily those in the developing
world, By providing them with Cloud Computing
services such as Infrastructure as a service, Software as a
service and Platform as a service, we have in turn giving
them a fighting chance, to be able to compete with their
counterparts across the globe.
The problems that were highlighted in this paper can be
solved if the Cloud model is implemented. The
availability of resources wherever and whenever, the
ability for multiple users to simultaneously access data,
and flexibility by which payment for these services is
made is what makes cloud computing the best option in
every organization, industry or institution. So students
can better implement personalized learning, and
collaborative learning with their peers, regardless of their
geographical region.

[8]
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Towards a Cloud Effective Metropolitan Police Services
I.E. Emmanuel
School of Engineering, Design and Technology
University of Bradford
ABSTRACT – Recent economic decline and further
predicted decrease in certain countries in Europe have
forced their governments into employing important
measures to protect its economies. The government
reduction in spending as part of her measures has indeed
been proposed by the United Kingdom (UK). The UK
Metropolitan Police (UMP), an arm of the government, has
been hit by these cuts in capital allocations leading to
reduction in its proposed budgets and expenditures. Hence
an effective use and management of Information
Communication Technology (ICT) and its resources while
delivering efficient and better police service is of high
importance to the UK Metropolitan Police. The Internet
provides a more interactive and effective means of
disseminating information within its users, but maintaining
availability now pose a major challenge of complexity and
scalability with increasing operational cost. Cloud
Computing technology has helped overcome some of these
challenges by making use of the internet and a remote
resource centre to manage computer infrastructures,
applications and allow users on-demand access to any of
these services. Its scalability, simplicity, availability and
flexibility do bring a better approach to police services. This
research explores the different applications of cloud
computing technology in improving Metropolitan police
services while reducing their operational cost.

Keywords;
Cloud
computing,
Information
communication technology (ICT), UK Metropolitan
Police (UMP), Police services.
I.
INTRODUCTION
Cloud computing is an emerging computer technology
model in which end users have access to their files, basic
computing infrastructures and can define their own
applications regardless of their location via the internet.
Its technology makes computer resources scalable over
the internet, giving users various options of subscriptions
.The technology makes these resources a utility to the end
user which is cost effective as users get to pay for only
the amount of services utilized [1]. It improves service
delivery, enables business innovations and most service
providers define the technology to suit the type of
services they render to customers [2]. This paper
introduces the basic understanding of cloud computing. It
describes the features expected of a cloud system, how
the services are deployed and the type of services that can
be offered. It further gives an overview of UMP, analyse
some various problems associated with their ICT and
finally examines how cloud computing can be integrated
into their ICT network; ease the burden of increasing ICT
innovations and advances while reducing its overall cost
on ICT.
II.
DEFINITION
Gartner defined cloud computing as “a style of computing
where massively scalable Information Technology
School of Engineering, Design and Technology
University of Bradford

enabled capabilities are delivered as a service to external
customers using internet technology” [3]. It is a web
service which allows users the access to resizable cloud
storage capacity, virtual servers and computer
applications and software remotely [4]. The resources,
applications and information which are logically stored in
the cloud are shared among users [5].
A. Features Of Cloud Computing

Figure1. Cloud Computing System [1]

These features described by figure 1 draws a
generalized view of what is expected of a cloud system.
1. Broad Network Access: a minor client or mobile
device (iPad, smart phones and PDAs) should
have access to the resources in cloud as they
seek them. Laptops, computing systems all have
access to the cloud network and it is independent
of their location. It also allows interoperability
between various devices.
2. Measured Services: each user is measured or
charged by the amount of service rendered to
him with a flexible service plan.
3. On-Demand Self Service: end users have hosted
or stored application and major processing
functions are made available to independent
users based on their demand [1].
4. Rapid Elasticity: cloud computing have the
ability to expand its services and adapt to
frequent growing increase in demand for ICT
and subsequent innovations.
5. Resource Pooling: cloud services make available
resources to multiple end users. Some users can
have variable level (normal, optimum or
premium) access to specific resources which
varies according to the terms of agreement or
subscription plan between the service provider
and the end user [4].
It is important to note that the cloud infrastructure
which comprises of the hardware and software are the
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devices that enable the above described features (NSIT).
They can be deployed to the users in different
environment depending on the service agreed on.
B. Cloud Deployment
Public Cloud: in this model the service provider
makes available the resources to an external
user. The company owns, manages, maintains its
infrastructure and bears the operational cost.
Profits are usually generated through
advertisement and some premium services [6].
2. Private cloud: the service provider renders end
users a virtual private network in which they can
host their own services. Both the provider and
user coexist within the same enterprise [2].
3. Hybrid Cloud: A combination of both public and
private cloud forms a hybrid cloud. It describes a
user who decides to utilize both services from
the same company.
4. Community Cloud: describes a cloud in which
certain community of end users from who share
similar goals and views have access and share
particular cloud infrastructures [7].
The above described model gives the user a
way to define the architecture of his preferred
cloud structure, however the real services
rendered to him does vary according to the need.

presently, the company provides the service
freely to the users but actually users at the other
hand, render there information, time and interest
area which is very useful to interested
companies.[1]

1.

C. Cloud Service Delivery Model
1.

2.

Infrastructure as a Service (IAAS): a computer
in the cloud! This service brings to the users a
personalized network structure based on a payas-you-use (resources) basis [1]. This provides a
virtualized technology (virtual server) in which
users define their own applications and computer
specifications Data storage capacity, CPU speed,
compute bandwidth, Operating System (OS)
type are some of the defined instances. Amazon
EC2, IBM Smart Cloud and Go-Grid are some
typical IAAS services.
Platform as a Service (PAAS): here the service is
targeted for application developers. The service
provider renders to the developers an Operating
System, language debugger and some other basic
programming tools in the cloud. The service
allows developers to design their own
applications remotely and deploy them to the
cloud for execution. All the program processing
is handled by the cloud network. Examples of
such service are Google App Engine and
Microsoft Azure.

3. Software as a Service (SAAS): SAAS describes a
cloud service in which applications and
software’s hosted by service providers are made
available to the users through the internet which
is accessible by a web browser. In SAAS
-44-

III.

THE UK METROPOLITAN POLICE (UMP)

The British London police popularly known as the UK
Metropolitan Police was established in 1839 with about
850 police officers and 406 civilian support staffs. Their
primary objective is to prevent and detect crime, punish
offenders, protection of live and property and maintain a
unique, respective and interactive co-operation with the
community [8].
The structure of the UMP which is headed by the
Management Board (9 members) is made up of 3Operational Units (Op’s) and 4-Directorate. Each of these
Units and Directorates has different departments with
specific roles. The Directorate of Information (DOI) is an
arm of the management board that is responsible for
providing ICT services to the grown (51,000 workforce)
police officers and staffs [9]. Amongst part of its (DOI)
various responsibilities is the strategic ICT development
within the UMP which aims at integrating new
technologies into police services while setting a
foundation for innovations and improvements [10]. The
increasing economic challenges faced in the present
government and the force has deemed it necessary for
ICT management to be adaptive to cope with the
underlining trends.
The world is changing, technologies are improving, more
advanced innovations are emerging, the way of life of
people and where they live in are adapting to these
changes with the type of crimes committed different from
that of earlier times. Hence, UMP approach to these
sensitive crimes does need to be significantly improved
[11].
A. ICT Setbacks In Ump
ICT development is faced with some drawbacks which
were analysed through the type of delivery requirements
needed [11].
1. Effective Mode of Operation: a clear
collaboration between the police operational
procedures and the experts with the right tool is
a major issue which needs improvement. These
directly
affect
the
frontline
officers,
inconsistencies and disruptions in real time
operations due to some unfavourable services
agreements [10].

2. Information Accessibility & Quality of Service
(QoS): the type of ICT architecture makes it
difficult for a universal file sharing mechanism
with minimal latencies in assessing data and
information. Most of the Boroughs have their
own database, which is very useful due to it
closeness but at times this pose issues especially
School of Engineering, Design and Technology
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when retrieving in a congested network.
Sometimes information and data are entered
multiple times; multiple authentication on the
same database needed giving rise to a larger
database and cost of maintenance [11].The
frontline officers do experience some latency in
retrieving information about suspects, victims,
etc. when on duty. This reduces the QoS of the
general Boroughs grid-like ICT network system.

3. Technological Flexibility: technology and the
services that ICT companies render have seen a
remarkable increase and further predicted rise.
The demand for it keeps getting stronger making
it more competitive due to the rate and type of
crime committed especially the upcoming 2012
Olympics. This variation is a major concern to
the organizational structure of the ICT in the
UMP. Some online and mobile devices (internet)
access to police data and services can be limited
by different technology legacy agreement of
various companies. It also raises a question of
community policing and flexibility of data
access due to the competitive nature of these
agreement.

Figure 2. UMP Network System

B. The UMP Network System
Figure 2 shows the grid-like network architecture of the
UMP and its mode of information dissemination. The
grid architecture does provide good and satisfactory
services especially in dynamic institutions [12]. It is also
evident that the effectiveness of the police services has
been improved by this network. They have realized some
level of service quality in ICT and its various applications
but as described in the introduction the need for
improvement in their services by an alternative approach
to the network system has been researched on. The Police
Cloud does bring in some recommended solutions to the
problems experienced by the police grid cloud and its
management to meet their reduced budget.

School of Engineering, Design and Technology
University of Bradford

Figure 3. The Police Cloud

C. How The Police Cloud Works
A cloud service provider as earlier discussed could
provide these services depending on the service level
agreement and cost. The recommended service is the one
that allows IAAS and PAAS platform as a service or a
hybrid of these services.
The police cloud will be made up of computers network
(servers and data storage facilities) called Control Node
and other infrastructures. The control node will be the
central point of system administration; monitors traffic,
client (Boroughs, management board and public) needs
and ensures a swift communication. A set of protocols
called middleware (software’s) which is defined by the
service provider company is used as an interface to enable
communication. It also allows the servers to be used at
full capacity; virtualization and a dynamic operating
system. The company will provide a huge data storage
and backup in case of system failure or attacks. It is also
recommended that a 2nd backup which should be
prioritized on the level of information importance should
be located at the user end (The Scotland Yard).
IAAS and PAAS are of high importance to the UMP
due to its dynamic operations. These services as earlier
described, will enable the officers and staffs develop a
virtual machine with their own specifications according
what they require. A platform in which applications
needed by the force for its operations can be run and
executed will be supported. The SAAS can be
dynamically used across all the 32 Boroughs, Op’s Unit,
Directorates, Management Board and other Police offices.
This can be optional as most of these software’s used by
the police in ICT are sophisticated and specifically unique
for their services.
In terms of deployment model, these features are
specifically defined and designed by the police and
implemented by the service provider company. The
various flexible models allow information to be shared,
monitored and prioritized between departments, local
Boroughs, management levels and external agencies. The
public would also have a flexible and limited access to
information which should be defined by the community
cloud model.
D. Benefits Of Police Cloud
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1.

2.

3.

4.
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Low Complex Systems: figure 3 which do show
the computer servers in digital storage all
embedded into the cloud. Most of the Borough
offices will be eased off the burden of constant
expansion of data storage devices as they are all
stored in the cloud. This reduces the physical
amount of storage devices as the bureaus just
need mostly application devices to run the cloud
services and a low significant amount of backup
storage. The overall complexity of ICT devices
attached to OP’s Unit, Frontline officers
(including cars and mobile devices used) and
management board offices will be minimal. The
logistics of these ICT infrastructures especially
in mobility and rapid deployment to support
operations work will be enhanced.
Data Availability and Reliability: the previous
grid-like structure of the UMP network system
describes a 3-way data access route with The
Scotland Yard as the central node. The cloud
architecture in which the cloud serves as a hub
ensures a reduced path of 2-way. This dual route
with a central cloud that holds all the data will
make information access readily available. The
sophisticated server farms and architecture will
improve service reliability. Server virtualization
in the cloud will enhance interoperability among
various network systems. Most of the companies
have an acceptable level of integrity with
reliable infrastructure and redundancy in case of
general failure. The traffic will be minimal as the
path route will be reduced. Frontline officers,
other units and security agencies will find it
easier to retrieve data from any location as long
as they have access to the internet.
Reduced Burden of IT Personnel: the
confinement of data, infrastructures and other
cloud ICT systems in the cloud will be in the
region of the service provider company. Part of
the agreement which is the management of these
resources is basically done by the company. ICT
maintenance,
system
upgrades
and
troubleshooting will be handled by the company.
IT support service rendered by some of the
police staff will be significantly reduced to basic
computer components troubleshooting. The
services of these staff can be deployed to other
units to enhance operations and effectiveness of
the police force. Issues that may arise within the
cloud will be resolved faster as the company
image and integrity is very important to the
customers.
Improved
Public
Relation:
A
central
infrastructure system coupled with electronic
data and files give the UMP a more sociable and
interactive way of policing while increasing their
confidence. The UMP police cloud model will

enhance the police community relations and
improve common channel with the public [11].
The public will be able to conveniently access
information anytime regardless of their location.
Real time information on case progression and
security awareness update will be readily
available via the internet. Victims and witnesses
can be updated regularly prior to hearings and
sittings.
5.

Reduced Cost: cloud computing does bring a
general reduction in operational cost of ICT
services in any organization. The previous
discussed benefits show a significant decrease in
resources and improvement of services. This
paper also looks at the way cost of the UMP ICT
is influenced by the police cloud; some of these
positive impacts are listed below:

• Less amount of money spent on physical ICT
infrastructures across Borough due to cloud hosting.
• The cost of IT personnel training and
infrastructure maintenance is reduced as provider
companies are responsible for the overhead costs.
• Payment is made for only the amount of usage
of
applications, software and other
infrastructures which will give room for a better
resource utilization and management.
• Significant decrease in cost of procurement,
deployment and ICT upgrades across the Boroughs.
• Decrease in the cost of production of
customized ICT equipment designed for UMP
services. Frontline officers’ equipment; vehicles and
mobile devices are less compact.
IV.
CONCLUSION
The UMP cloud computing system shows a significant
workload shift from the Scotland Yard, Boroughs and
Units to a centralized and universal way of operation.
Local computers and mobile devices no longer have to do
all the heavy lifting when it comes to running
applications as the network of computers and
infrastructures that make up the cloud handles them
instead. The idea of embedding data storage within the
police offices is significantly reduced and mobility of
frontline officers is improved. Offices basically needs
cloud computing system's interface software to be
installed on computers and devices which can be as
simple as a Web browser. The Police Cloud technology
presented in this paper does bring in an enhanced police
service with all the variable characteristics. Operational
cost will significantly be reduced as the areas that take up
extra cost have been handled. A better foundation for
expansion and strategic development is set while bringing
the community closer.
V.

CHALLENGES, RECOMMENDATION AND
FUTURE WORK
School of Engineering, Design and Technology
University of Bradford
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The biggest challenge police cloud system will be faced
with is Security risk [13]. Due to the nature of the
institution this factor is of uttermost importance as their
duty also is to ensure security is maintained while they
secure themselves too. Also the service requires a high
level of internet access and connectivity for optimum
operation. These can affect the data rate and overall
system performance.
A sophisticated protocol which should be easy to
implement and universal be established. Interoperability
across different service provider companies should be
integrated into the Cloud system to enhance cloud
diversity.
Due to the sensitivity of the security organization in
which this research was carried out on, there were some
limitations to certain information which made it difficult
to analyse further. More research could be carried out as
to know how this models and services can be integrated
according to their needs.
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Abstract-Wireless sensor networks are fast gaining
applicability in areas such as healthcare, agriculture,
environmental monitoring, security, and manufacturing.
Wireless sensors detect and measure physical signals, and
have the capacity for wireless communication. Wireless
sensors provide convenient monitoring and tracking of
appliances, ambient conditions and people, and assist in
automatic control of devices. This work investigates the
types and application of wireless sensors in the home. A
study is made of some existing systems. In spite of their
obvious benefits, wireless sensors are yet to gain sufficient
ground in most homes. A case is made for its wider and
everyday application in ordinary homes. Key issues, such as
costs and security, which need to be addressed to achieve
this goal are pin-pointed. The ubiquitous domestic use of
wireless sensors has the potential of unleashing another
dimension of modern technology to enable us attain
unprecedented comfort and safety.
Keywords: Wireless Sensor, Networks, Smart, Home

I. INTRODUCTION
There has been an increase in the automation of devices
and processes in almost every sphere of life. Some of the
key components driving these intelligent systems are
sensors. Sensors detect and measure the quantity of a
given physical quantity. They provide the information on
which the systems operate. Sensors measure varied sets of
parameters such as humidity, temperature, and light
intensity [1].
Traditionally, sensor systems have been wired, taking
signals from one part of the system to where the data are
recorded, monitored, processed, or used to control other
components. However, wired systems of sensors suffer
from a lot of drawbacks, such as difficulty in installation
and maintenance, troubleshooting and the need for
sophisticated interconnecting devices. In addition, wired
sensors are generally unsuitable for difficult or remote
terrain. This has led to the development of wireless
sensors. Wireless sensors offer ease of deployment,
installation and maintenance [2], and incorporate some
processing and communication capabilities. This has led
to many valuable applications in agriculture, the military,
environmental monitoring, and security systems [3] [4].
An important area of application of wireless sensors is
the home. Home automation, security and health
monitoring are important areas in which wireless sensors
have been applied. However, the use of wireless sensors
in this area is faced with a number of challenges. The aim
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of this work is to investigate the areas of application of
wireless sensors in the home and the challenges involved.
II. WIRELESS SENSOR NODES
A wireless sensor is a device with sensing, processing
and communication capabilities. Functionally, a wireless
sensor node has four main components: the sensor,
transceiver, processor and power supply, as shown in Fig.
1 [3]. A number of wireless sensor nodes have been
developed, such as Mica2 and MicaZ. Some nodes are
custom built by adding a transceiver to a microcontroller.
Wireless sensors are often deployed in groups known as
wireless sensor networks (WSN). A WSN is a made up of
sensor nodes that can acquire, process, and transmit data
over a wireless channel [5]. Depending on the
environment in which they are used, WSNs could be
classified as terrestrial (deployed on land), underground,
or mobile [6]. Most wireless sensors use the ZigBee
technology because of its low cost and power
consumption [7]. Bluetooth and wireless LAN/WiFi are
also used in some systems. Applicable standard are the
IEEE 802.15.3, 802.15.4, 802.11, IEEE 1451 and
Bluetooth standards [8].

SENSO
RS

PROCESS
OR

TRANCEIV
ER

POWER
SUPPLY
Fig. 1: Simplified Functional Diagram of a Wireless Sensor Node

III. CASE STUDIES OF WIRELESS SENSORS IN THE HOME
An important area in which wireless sensors can be
applied is the home. They have been used in the home
mostly for security purposes. A lot of other applications
such as, temperature/microclimate regulation are fast
becoming popular. Common sensors used include light
School of Engineering, Design and Technology
University of Bradford

11th Research Seminar Series Workshop

intensity sensors, temperature, humidity, gas, intrusion
sensors. A lot of work has been done in the area of smart
homes. A short review of some of them was carried out.
The UUTE project [9] utilised a wireless sensor
network based on a partial ZigBee network for wireless
health monitoring. The system consisted of sensor nodes
and a home client connected to an external data storage,
and used a radio board with Chipcon CC2420 radio chip
and Atmega 128L microcontroller. Data was collected
from the subject using a weight scale, blood pressure
monitor, intelligent bed/sleep sensor, and heart rate/ECG
monitor. A test of the system was mostly successful, but
there were some problems with setting up the equipment
because the user was not familiar with it. Other issues
were the limitations of 255 sensors per network
coordinator, lack of a guaranteed data delivery, and
difficulty in optimizing power consumption.
Wireless sensor networks were used in the
RoboMaidHome to enable robots carry out relatively
complex tasks with minimal equipment. The system
consists of smart appliances, smart objects and the service
robot connected to a home server, see Fig. 3 [10].

Wireless Sensors

tendency to custom-build the hardware. This hints at the
probable unsuitability of present commercial solutions.
Many of the systems also made use of a home server, and
also provided remote access. Some systems incorporated
text messaging and similar support for mobile devices.
IV. SERVICES PROVIDED BY DOMESTIC SENSORS
As a result of their flexibility, robustness, and ease of
installation, wireless sensors are very useful in the home.
They can provide a lot of services to increase our
comfort, safety and security [12]. A discussion of the
applications of wireless sensors in the home follows.
A. Home Automation
There is a current drive to unify the control of legacy
home remote control systems by using wireless sensors.
Better control and programming of home appliances from
a variety of interfaces and locations is achieved. For
example, the devices could be turned off automatically at
a time they are not used, especially at night time.
Wireless sensors could also be used to facilitate the work
of mobile robots [10]. Wireless sensors could be used to
detect the presence or absence of people, and use this
information to control devices as required.
B. Home Security
One of the classic uses of sensor nodes is to provide
security in the home. They provide relatively constant and
subtle monitoring of indoor and outdoor situations. They
can detect abnormal behaviour and the owner of the
house is promptly informed using various means [13],
such as the phone, or internet. All this is provided without
the need of complicated and bulky wiring. Wireless
sensor can also be used to track household gadgets, such
as televisions. If they get stolen, their location can be
determined.
C. Energy Monitoring, Management and Conservation

Fig 3. Schematic Diagram of the RoboMaidHome [10]

A low-cost, flexible and non-invasive system was
developed by [11] in which the behaviour of the elderly is
indirectly monitored and evaluated based on their use of
certain devices and objects in the home such as the bed,
couch, toilet, and electrical appliances. This technique is
particularly useful for people averse to putting on sensors
on their bodies continuously. The system detects
abnormal behaviour based on the overuse or under-use of
appliances. These abnormalities were used to trigger
alarms. The system designed by [26] is similar to this.
However, provision was made for a panic button that
overrides all sensors and sends text message for outside
help.
Among the various choices of wireless systems
available, the ZigBee was the most popular. It is low cost
and supports low power consumption [7]. There was also
School of Engineering, Design and Technology
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In view of global warming, and increasing energy
demands all over the world, there is a growing necessity
to conserve energy. Wireless sensors are exceptionally
useful in this area. They can, for instance, detect when
nobody is in a room for extended period of time and turn
off lights and other devices in order to conserve energy.
Systems have been designed that un-intrusively detect
and record the type of appliances used and amount of
energy consumed, through the use of the unique energy
profile of each device [1][14]. This information is very
useful in energy planning.
D. Regulation of Ambient Conditions
Temperature, humidity, pressure, light intensity and
other weather measurements can be monitored and
recorded by wireless sensors. This data can be used to
control equipment such as air conditioners, fans, and
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radiators in order to achieve comfortable ambient
conditions in the home [4][15]. This regulation is
achieved faster and more efficiently than the manual
method.

pointed out that for home applications, power constraints
may not be as serious as other areas, since most nodes are
accessible. Rechargeable batteries could be used. But,
frequent changing of batteries may be a nuisance even in
such cases.

E. Health Monitoring and Tracking
B. Privacy
Wireless sensors make it easy to monitor and track
devices and people in the home, eliminating the need to
constantly look after them. For example, elderly people
susceptible to emergency health conditions can be
monitored. Important health indicators and body signals
are periodically monitored. If there is an abnormality, a
message or alarm is sent to the appropriate personnel, and
help can given as soon as possible [4][6]. Babies can be
similarly monitored. For instance, if they approach a
potentially dangerous place, such as a fireplace, the
system alerts the caregiver.
F. Remote Equipment Maintenance, Monitoring and
Metering
Wireless sensor networks can allow for the remote
monitoring and maintenance of devices, such as smart
meters. If they get damaged or spoilt, the maintenance
company is immediately aware, sometimes even before
the user. Such devices could be upgraded and
programmed over-the-air. This eases maintenance issues
for the user. Remote metering makes the process of
billing customers easier, more accurate and more
profitable for utility companies.
G. Gas Detection
Wireless sensors are used in the detection of gases.
With the advent of e-noses, air quality could be
monitored [16]. Early detection of gas leakage could
save some lives and properties. The odourless, colourless
and dangerous carbon dioxide could also be detected by
this means [15]. E-noses could help detect food spoilage
[17].
V. ISSUES IN USING WIRELESS SENSORS IN THE HOME
As useful as they seem, wireless sensors are yet to gain
significant use in most homes. A number of issues
involved in the ubiquitous application of wireless sensors
in the home have been pointed out [18]. Most of these are
common to wireless sensors in general, by virtue of their
nature and constraints.

Most people view their homes to be the most private
part of their lives, and will resist any move that seems to
intrude into this area. There is the risk of the events of
one's personal life being monitored by unknown and
untrusted people. It is suggested that enough privacy
controls should be put in place, as is done in social
networking. The user system should be given the room to
set exactly what is stored, transmitted or viewed
remotely. Hence, it is suggested that most processing
should be done locally, with remote connection only for
updating the system software or remote operation at the
request of the user. Multiple passwords could be
employed.
C. Security
One of the issues that has been raised with the increase
of communication is security. For example, using simple
tools, a Mica2 was compromised in few minutes [20].
Wireless sensor nodes are often deployed in large
numbers and in often hazardous physical locations. This,
along with their limited energy, processing and
communication capabilities poses special challenges to
maintaining the security of WSNs [21]. These constraints
often preclude the running of sophisticated security
algorithms as is done in normal networks. Periodic
authentication and hopping of node IDs have been
suggested as simple means of securing wireless sensor
nodes [21]. Sufficient firewalls, keys, password and
encryption should be in place on interfacing computers or
mobiles. Security intelligence could be incorporated.
D. Cost
The unit costs of wireless sensor nodes are relatively
high [22]. In most applications, large numbers of wireless
sensors are deployed. Therefore, the total installation cost
of a typical WSN is expensive. Thus, there is a need for
cheaper nodes if wireless nodes are to become pervasive
in the home. It is hoped that with advancement in MicroElectro-Mechanical Systems (MEMS), the price will
become more practicable. More work is needed to bring
down installations and maintenance costs.

A. Power constraints
E. Deployment/Installation
Wireless sensors are often powered by battery and other
portable means, which do not last so long. In most
applications, this is a serious challenge because it is often
difficult or impossible to retrieve the node once it is
deployed. Therefore, a lot of research has been done to
optimize energy use. Energy harvesting may be used to
augment the primary source [19]. However, it may be
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Although they are less cumbersome than their wired
counterparts, most available wireless sensors require
expert knowledge to install and maintain. In order to gain
wider applicability and acceptance, the installation and
operation of wireless sensors have to be simplified. That
way it would be easy for more users to install the sensors
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themselves. Wireless home sensor networks and devices
should support plug-and-play and allow, in accordance
with typical consumer behaviour, the addition of devices
'on the fly' [23]. Many sensor nodes should be able to
self-configure themselves in a network. In addition, the
installation and size of sensors should be compatible with
aesthetics and should not be intrusive. The setup of the
base station/ integration with the home server, web
interface, or mobile should be streamlined, and made as
uncomplicated as possible. There is need for
standardization and interoperability among different
vendors.
F. Proper Interfacing and Integration
For wireless sensors to properly achieve their aim, it is
important that they interface properly with other systems.
Presently, many devices in the home are controlled using
infra-red and Bluetooth. A good WSN should provide a
means of interoperating such devices, as achieved by
[24]. This will increase the applicability of the wireless
sensor and provide backward compatibility with legacy
devices. RFID has been incorporated into some home
WSN to identify objects [10]. Mobile devices, such as
smart phones, PDAs (personal digital assistants), tablet
PCs, are now pervasive. Many wireless sensors interface
with these devices for easy operation of the home and its
devices [1]. These enable the user to know and control the
status of a lot of appliances around the house right from
the comfort of his mobile device. Remote access for
users, especially over the internet, is an essential feature
that has been achieved. An easy-to-use, well organized,
and customisable user interface is crucial to catering for a
wide range of users with vary age, health, and education
status. Wearable sensors have been developed, such as
those worn on the wrist [25].
VI. CONCLUSION
A study of the application of wireless sensors in the
home has been carried out. A number of projects carried
out by researchers have proved its suitability, novelty,
and usefulness. Important trends are the development of
novel wearable sensors and the common use of the
ZigBee technology in the hardware implementation. The
common use of custom-built systems shows the need for
viable commercial options and standardization. Peculiar
issues which need to be addressed in the deployment,
installation and maintenance of wireless sensors in the
domestic scenario have been discussed, such as privacy,
security and costs. Wireless sensors are crucial to future
home automation, safety, comfort and energy
management. In view of the plurality of services they
provide, it will not be long before wireless sensors
become ubiquitous in the home.
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Abstract- Green house effect worsens each day as
the carbon emission increases day by day, which leads to
global warming. Buildings alone in the UK contribute up to
40% of the total carbon emission. Intelligent green buildings
are built mainly to address with this severe problem we are
facing nowadays.
These intelligent and green buildings are designed
to be low in power consumption but high in efficiency with
the aid of sensors. In this way, carbon emission from
buildings could be dramatically reduced. Sensors are
devices used to measure different physical properties such as
temperature, gas, light and pressure. These smart little
devices will transmit the measured data to a central
processing unit to be analyzed before any decision is made.
This entire process is fast, efficient and does not involve any
human effort.
Using various kinds of sensors, the condition and
status inside the building will be always monitored. This
would ensure that the environment in the building is
maintained in a comfortable and safe level all the time. Most
importantly, these buildings are very energy efficient thus
emits less carbon into the air. This paper discusses about the
different type of sensors fitted in intelligent green buildings
today and their functions.
Keywords: Carbon emission, intelligent green buildings,
sensor, energy efficient

INTRODUCTION
The definition of the title “Intelligent Green Building”
can be separated into “Intelligent building” and “Green
building”. An “Intelligent building” is defined as a
building that is embedded with modern technologies and
processes to create a more productive, efficient,
comfortable and safer environment [1]. On the other hand
a “Green building”, also known as “sustainable building”
is described as a building designed to meet the purpose of
environmentally friendly and recourse efficient
throughout its life-cycle [2]. By combining the two
together, we will have a building which is comfortable,
secured and energy efficient. In addition, this would save
cost and reduce the overall damage onto the environment.
In other words, intelligent features are capable to turn
green buildings even greener.
An intelligent green building is embedded with
various types of sensors and controls to make all comfort,
security and energy saving possible. A sensor is a device
capable of measuring and detecting various forms of
physical properties and converting the data into an output
signal. On the other hand, a controller is a device that
reads the sensor’s output and then takes action
accordingly after analyzing.
An intelligent system covers the entire section in
a building, including parking system, lighting and heating
School of Engineering, Design and Technology
University of Bradford

control, central automation and alarm monitoring.
According to researchers, intelligent green buildings are a
wise investment for we are more comfortable and secured
in one of this building. Even though the cost for
installation is high, but because of its energy saving
feature, the payback period is short and it is profitable in
the long term. In addition, we can produce less carbon
emission and minimize pollution.
This paper gives an idea of different types of
sensors used in today’s modern intelligent green
buildings and their functions as well as applications. A
modern building is divided into different sections and
each section will be deliberated according to the sensors
used.
1.

Parking Lot

Nowadays, drivers spend and waste a lot of time in the
parking lot, searching for an unoccupied car park. This
process is frustrating and requires a lot of patience. On
the other hand, unnecessary fuel is wasted and pollutes
the environment. In addition, another annoying problem
faced by drivers is during the parking process, where it is
hard to judge the distance between the car and the wall.
Intelligent buildings are fitted with sensor to overcome
these irritating problems.
a.

Ultrasonic Sensor

An ultrasonic sensor comes with a transmitter and
receiver. The transmitter sends out a high frequency
sound wave while the receiver waits for the returned echo
after the wave bounces off an object. The time between
the sent sound wave and the returned echo is then used to
calculate the distance between the object and location of
the ultrasonic sensor [3].
An ultrasonic senor can be used as a parking
indicator to show available parking lot. Ultrasonic sensor
together with a red and green light bulb is installed
directly on top of the car park. When the ultrasonic sensor
senses the distance is far, the green light bulb will glow
indicating an unoccupied parking lot. On the other hand
when the car park is occupied, the measured distance will
be short thus the red light bulb will glow. Drivers can see
the light bulbs from a far distance, so they will not have
to take the trouble to go through every row to find a car
park. Fig. 1 shows how a parking indicator works.
In addition, ultrasonic sensors can be mounted onto
walls to act as a parking sensor. A red, yellow and green
light bulb is mounted on the wall as well to signal drivers
the distance between the wall and the car. Ultrasonic
sensor acts as a parking assistant to avoid any accidents.
The working principle for this wall mounted parking
sensor is the same as parking indicator. Green light,
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which means there is still space indicates keep going,
yellow stands for slow down while red means stop, which
means that the car is very near to the wall.
2.

interpret information given [6]. Tactile sensors are
commonly used in security systems in homes and offices.
An example of this is access keypad used to control
access into a secured area. This allows only authorized
personal to enter a specific area.

Rooms and Corridors
c.

A person’s comfort and concentration is affected by many
elements like lighting’s brightness, sun light glare,
surrounding temperature and air quality. In an office
building, an employee spends most of his time in his
office table. Various type of sensors are installed in the
office area to control all these elements that might
influence an employee’s comfort and focus, thus
improving his working performance.
a.

Photoresistor

Photoresistor is a light sensitive resistor that changes its
resistive value depending on different light levels it is
exposed to. As the light intensity increases, the resistance
value decreases. Photoresistors are widely used to control
a device and to detect the presence and absence of light.
Photoresistors are used in light level monitoring system to
maintain a suitable light level in a room. This can be done
by brightening or dimming artificial lighting, depending
on the sensor’s input. On the other hand, photoresistors
are also used as an automatic switch in corridors.
Photoreristor is used to indicate whether the corridor is
too dark and switches the light on or off accordingly. This
ensures that artificial electrical lights are used only when
necessary.
Shading control system is made possible with
the aid of photoresistors. Shades are used to block heat,
glare and irritation especially from a bright sunny day.
Several photoresistors are installed to accurately locate
the position of the sun. In this way, the shading control
system will be able to automatically adjust the position of
the shades, depending on the location of the sun for
maximum comfort [5].

Heating and cooling system is responsible for a
large percentage of total energy consumption in a
building. An appropriate temperature should always be
maintained for comfort and energy saving purpose. This
could be done using thermistors. A thermistor is a heat
sensitive device which varies its resistance value
depending on the surrounding temperature. It is widely
used to measure temperature for many different usages
[7].
Temperature control system is used to control
and maintain a desired ambient temperature using
thermistors. Initially, a desired temperature is entered into
the controller. The thermistor will read the surrounding
temperature and sends the data back to the controller. If
the surrounding temperature is too cold, the heating
system will automatically kick in. in contrast, the cooling
system is activated when the surrounding temperature is
too warm.
d.

b.

Tactile Sensor

Tactile sensor is a device sensitive to touch and
force. This sensor senses, measures and registers any
distribution of forces between a predetermined sensory
area and an object. In this way, the system will be able to
-54-

Smoke Sensor

Fire is a disastrous thing to happen on a
building, where asset, property and even lives are at
stake. Fire detectors are fitted with smoke sensors to
sense any presence of smoke or fire. In most of the cases,
carbon monoxide and carbon dioxide sensors are used.
These sensors working principles are the same. The
sensor identifies and measures gas concentration in the
atmosphere. When a high level of dangerous gas is
detected, it will then send out an electronic pulse to the
controller.
A smoke sensor normally works together with
buzzers, warning signs and light bulbs, fire water
sprinklers and even doors and windows. When smoke is
detected, buzzers ring, signs and bulbs light up, water
sprinklers activates, windows open and fire doors closes.
3.

Fig. 1 Parking indicator using ultrasonic sensors [4]

Thermistor

Toilet

A significant percentage of energy and water waste
originates from the toilet. Conventional buildings have
the lights in the toilet turned on all the time, and the water
tap are allowed to flow freely if is forgotten to be turned
off. In an intelligent building, these energy and water
wastage are avoidable with the use of sensors.
a.

Motion Sensor

Motion sensor’s functionality is similar to
ultrasonic sensors. The difference is that radio waves are
emitted rather than ultrasonic waves. Radio waves are
School of Engineering, Design and Technology
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emitted and received to calculate the distance between
and if the calculated distance changes, this means that
there is motion detected within range.
Lightings in offices contribute a lot to the total
energy consumption. Automatic lighting system using
motion sensor is capable to reduce energy wastage by
automatically turning on lights only when required. The
lights in the toilets will remain off until someone enters
and activates the motion sensor. A time delay is
introduced after the motion sensor is set off.
b.

Infrared Sensor

Infrared sensor works like an ultrasonic sensor
but in this case, infrared radiation is sent and received.
The effective range of infrared sensor is much shorter and
inaccurate compared to an ultrasonic sensor but is much
cheaper. In most of the cases, infrared sensors are used to
detect near range motions rather than measuring distance
and long range motion detector because of its inaccuracy
and vulnerability to ambient lights.
Green building focuses not only on energy efficiency
but also efficient water usage. Infrared sensors are
commonly installed in modern water tap to control water
usage and avoid water wastage. Whenever the infrared
sensor is activated, the water tap will allow water to flow
but for a specific short pre-set time period. This will
minimize water waste and improve hygiene and
cleanliness. This same concept even applies to automatic
soup dispenser, automatic hand dryer and also automatic
tissue dispenser.
4.

Rooftop

What is a green building without a green roof? A green
roof is just like any other conventional roof that is
covered with plants or vegetation. Green roof can not
only provide insulation to the building, but also to help
the environment to combat air pollution and lower the
temperature [8].
a.

Rain sensor

Rain sensor, as its own name implies is a device
used to detect rain. A rain sensor is actually an
incomplete circuit that has a break within it. Rain droplets
falling onto the sensor will complete the circuit thus
signal is able to be sent to the controller.
A green roof may cover a large area of a rooftop on a
building, so it is necessary to implement automated
irrigation system to do the watering. Most irrigation
system runs on a timer. Rain sensor can be attached onto
the irrigation system to save water supply. If it is time to
water the plants and the rain sensor detects rain, the
controller will signal the water sprinkle system to turn
off.
5.

Building
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Alarm systems are installed in homes and offices to avoid
any unauthorized personal to gain access into an area.
This is mainly to protect and ensure the user’s safety,
privacy and properties are not violated. There are many
types of alarm system, each using different types of
sensors for theft detection.
a.

Ultrasonic Sensor

Ultrasonic sensor transmits ultrasonic sound
waves and receives the bounced back echoes to be
analyzed. When no motion occurs, the receiver will be
receiving a constant frequency wave. Alternatively a
change of frequency in the received ultrasonic sound
wave indicates that there is movement detected in that
area.
b.

Microwave Sensor

Very much similar to the ultrasonic sensor,
microwave sensors emit radio waves instead of ultrasonic
sound waves. Radio waves are emitted and received to
detect any movement by checking the received radio
waves for any changes. The advantage of using
microwave over ultrasonic sensor is that radio waves are
not affected by wind, thus giving a more accurate reading
compared to an ultrasonic sensor [9].
c.

Photoelectric Sensor

Photoelectric sensor comes in a pair of
transmitter and a receiver, to send and to receive infrared
light beams. The photoelectric sensor receiver is often
placed far away but in line with the transmitter. In this
way, the transmitter will emit infrared beam directly onto
the receiver. Once the infrared beam is disturbed and the
receiver does not sense the beam, this indicates that there
is motion in between. In most of the cases, three or more
photoelectric sensors are installed together to improve its
performance and functionality [9].
d.

Passive Infrared Sensor

The word “passive” from this device means that
it does not emit infrared radiation but only receives,
unlike photoelectric, ultrasonic and microwave sensors.
All objects emit radiation, thus passive infrared sensors
are used to detect and monitor these radiations. In other
words, passive infrared sensors are able to detect change
in temperature. When a burglar tries to pass through the
monitored space area, passive infrared sensor will sense
the heat change in the specific area and signals the
controller to trigger the alarm.
e.

Glass Break sensor

A glass break sensor is a kind of sound sensor
which is finely tuned and calibrated to recognize glass
breaking sounds. When glasses on windows or doors
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break, they produce a certain frequency sound wave.
Different types of glass material will certainly produce
different frequencies. A glass break sensor is capable to
detect many different sound frequencies that are
associated to breaking glasses. This sensor is normally
installed close to windows and doors for better efficiency.
f.

Vibration Sensor

Vibration sensors, also known as shock sensors
are used to detect any shaking or moving objects. This
sensor is installed on window and door frames to detect
any vibration during a break in. During a break in attempt
when the burglar uses much of his strength trying to force
open a door, the vibration sensor will detect his action.
g.

Pressure Sensor

A pressure sensor, otherwise known as a load
sensor is used to detect a specified amount of weight as
well as force. Every step a person makes applies certain
amount of force and pressure onto the floor. Pressure
sensors are usually embedded inside a carpet, sometimes
under the floor. When the burglar moves around and steps
within the effective area of the pressure sensor, the sensor
will acknowledge the controller and trigger the alarm.
Pressure sensors are embedded in strategic places like
window and door entrances.
In some other cases, the application of pressure
sensor could be the total opposite. When an object needs
to be secured, it is placed directly on top of the pressure
sensor. In this way, a constant amount of force will be
applied on the sensor. When a burglar attempts to remove
the object, the force pressing on the pressure sensor will
be detached as well. The alarm will trigger when the
sensor senses that the force acting on it all along is
removed.
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Intelligent and green buildings are solutions for
overcoming this problem. These buildings are beneficial
in many aspects like efficiency, cost, environment,
comfort, health and security. Energy efficiency of an
intelligent green building reduces the use of energy,
which saves cost in terms of electricity bills. In addition,
less energy used means less electricity required; less
electricity means less fossil fuel are burnt. This eventually
leads to less carbon emission and a greener environment.
Most of the intelligent systems are fully
automated like the lighting and temperature control, while
some systems are partially automated like the automatic
tap and hand dryer. These advance system does not
require, or only requires a little of human labor to do the
task. Various sensors used are constantly monitoring our
safety and security the whole time. This gives us a piece
of mind when we are in or away of the building.
Technology is improving dramatically, granting
us a quality living style besides attempting to save our
polluted mother nature. Intelligent green buildings will be
even smarter in the future and new buildings built will be
based on intelligence and greenness concept. Intelligent
buildings will evolve to intelligent city, and to an
intelligent world.
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CONCLUSION
The pollution level in our earth is worsening every
day as the carbon emission increases day by day. This is
due to the fact that the earth’s population is increasing
dramatically, which causes the need of electricity to
increase as well. In addition, the increasing rate of
manufacturing and industries all around the world is
forever boosting and expending. This means that power
stations has to increase its load to cope with the demand,
which means more fossil fuels have to be burnt. A huge
amount of carbon gas is emitted into the atmosphere from
traditional power stations, where coal, oil and natural
gases are burnt.
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Wireless Sensor Networks Security
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Abstract-Wireless Sensor Networks (WSN) have come to
be extremely vital in today’s world. It has been growing for
countless years and usually utilized to gather data from the
environment. Moreover it is additionally utilized by the
martial, condition care sector, transportation industry and
countless supplementary large applications. The knowledge
has indeed come to be one of the finest technologies for the
future though protection measures were given less thought
at the introduction of wireless sensor networks. Most of the
sensor networks are susceptible to aggressions due to low
security. Consequently protection has come to be one of the
vital factors to drive the elevated technologies that use
wireless sensor networks. A wireless sensor network on the
finished accumulates network data from an unsecured
nature prone to attacks. The network data is vital to us, so it
has to be safeguarded from unauthorized access. Therefore,
protection plays a vital part in vanquishing such attacks.
This paper aims to check above of the protection necessities,
related setbacks and examinations in wireless sensor
networks. It will understand the protection menaces;
discover projected protection mechanisms for sensor
networks and protection Association of Wireless Sensor
Networks.
Key Words: - wireless sensor network, protection, setbacks
and trials
I. INTRODUCTION
Today Wireless Sensors Networks is gaining more
popularity due to its advantages. It has become one of the
interesting and most researched topics, mainly from the
industries, information technologies and defence
sectors[1]. Today sensors can observe temperature,
vehicular movement, noise levels, lighting conditions the
pressure or absences of certain kinds of objects or
substances mechanical stress levels on attached object and
other proprieties[2]. The reasons of popularity are its low
cost and its useful applications. The expenditure of the
nodes is cheaper because the size is very small and
memory is also small as well as it has low power
consumption resulting in longer battery time[3]. Wireless
sensor networks have characteristics that are exceptional
to them, such as the ability to tolerate disapproving
environmental conditions, dynamic web topology, contact
wrecks, large scale of placement, scalable node capacity,
node mobility, unattended procedure as well as
manipulated domination, to name a few[4]. They also
have base stations that have more resources, that act as a
gateway in the middle of the sensor nodes and the
terminate user[4]. So bestowing protection for a wireless
sensor network exceptionally used in martial applications
or in protection requests such as health monitoring is
very vital[5]. Therefore it is very important to us to
provide security for WSN. The paper will be structured as
follows; in section II will present Basic security
requirements needed for WSN. Section III will describe
different kinds of attacks in WSN. Section IV will
describe the security mechanisms of wireless sensor
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networks and Section V which is the last section of the
paper will be the conclusion.
II. SECURITY REQUIREMENTS IN WIRELESS SENSOR
NETWORKS

In this section I will describe about various kinds of
security requirements in wireless sensors networks.
Security requirements are extremely vital for WSN as it
can cause huge damage to the network that is not good.
The main target of wireless sensor networks is to protect
the data from the attacks. Here are some of the Security
requirements that are vital for WSN.
A. Data Integrity
Security is important in wireless sensor networks
therefore it is very important to have Data Integrity which
ensures that the packets sent by a sender is the same as the
packets received by a receiver and no third party should
tamper with the packets in between[1]. Wireless sensor
networks mostly work in wireless environments so they
are more prone to such security attacks[1].
B. Data Confidentiality
Data confidentiality which are generally used in
military operations where the information is very
confidential means that the information which is being
transferred between sender and receiver should neither be
read nor written by any third person[1]. Data
Confidentiality is one of the most important properties of
security[1].
C. Authentication
Authentication of wireless sensors ensures that the data
sent by the receiver is sent by trusted persons and not
from any other unauthorised person, generally false data
roams in the network and the receiver may receive false
data[1]. To check the authentication of any information
in asymmetric cryptography communication digital
signals are used[1].
D. Self-Organization
Sometimes in mobile scenario some of the sensors node
fails, in this situation sensor nodes should organise
themselves according to the changing situation sometimes
in many of the cases sensors node takes time to get
activated then in this situation its neighbour nodes should
arrange themselves in the following situations[1].
E. Data Freshness
Data freshness in sensors network means that the packet
received by the receiver is recent or the unauthorised
person sent the expiry packet where expiry packets can
cause self-destruction[1]. Therefore to avoid selfdestruction Data freshness is very important from the
security point of view because if an unauthorised person
sends expiry packets it will waste resources resulting in
self-destruction[1].
F. Availability
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Availability is also one of the important security
requirements in sensor networks. Availability ensures that
the nodes which are not in use should go in sleep mode
and restarts when it is need, by this a node can save its
energy and can be utilised whenever it is required[1].
When an attacker attacks the sensors node the main
responsibility to activate sensors nodes in sleeping mode
is of base station[1].
G. Flexibility
Flexibility also plays an important role in wireless
sensor networks. Flexibility means that node should adopt
any changes whatever the situation or changing
conditions, as user goes on changing its demands and
external conditions[1].
H. Secure Localization
Sensor nodes should be located accurately, this is to
ensure the right address to forward the data[1]. If the data
location is unsecured then it will be easy for attackers to
manipulate the data from its destination. Localization is of
two types; Range based and Range free based, Range
based is used in wireless sensors networks[1].
III. ATTACKS IN WIRELESS SENSORS NETWORKS
In this section I am going to discuss about different
types of attacks in Wireless Sensor Networks.
A. Active Attacks
Active Attacks are such types of attacks in which
attackers affect the network and cause damage. An Active
attack generally listens to the information, changes the
information and resends it.
B. Passive Attacks
In Passive Attacks the third person can see the
confidential information but cannot modify the
information. But they have an ability to convert
themselves into Active attacks and cause damage to the
sensor networks. These types of attacks can be easily
identified and can be stopped.
C. Hello Flood Attacks
In Hello Flood attacks, attackers forward HELLO
packets to one or more sensors nodes, attackers goes on
replaying the HELLO packets to one or more nodes with
extra energy.WSN is being influenced by the attackers as
they use HELLO packets as their main weapon[6]. In this
type of attacks HELLO packets are being sent to numbers
of sensor nodes with high radio transmission rates which
are inaccessible over a bulky area in WSN[6]. Due to this,
the sensor nodes come under the control of the attackers
and the sensors seems that it is been his neighbour. And
then while sending the data sensor node it sends to its
neighbour and get spoofed[6].
D. Black Hole or Sink Hole Attacks
In this attack, from the group of the sensor nodes, one
of the nodes has mischievous intentions this node acts as a
Black Hole or Sink Hole. These nodes can hear all the
information which is going from sensor nodes to base
stations. This attacker then replies one of the nodes and
convinces it to go through it as it is the shortest and high
quality way to reach the base station. Once it goes
through that hack node the attacker has the best
opportunity to modify the packet and forward it to the
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base station. Due to this base station gets the false
information which is dangerous[2].
E. Denial of Service (DoS) Attacks
These types of Attacks generally occur when
accidentally some of the sensor nodes fail to work and
gets off. The denial of service attacks tries to weaken the
nodes by sending unwanted packets to make that node
busy due to which the authorised node cannot send the
data to the base station[7, 8]. DoS not only corrupt the
nodes but also attack the different network levels. In
Physical layer DoS jam and tamper the nodes, in link
layer destruction and damage take place, in network level
misdirection of the packet, black hole and at transport
layer mischievous flooding of the packets[9].
F. Wormhole Attacks
Wormhole attack is said to be one of the toughest
attacks. Two mischievous nodes create connection
between them. One of them acts as a sender and the other
acts as a receiver. They send the packets to each other
through tunnels. Then the sender node sends the
information to the receiver node. After that receiver node
sends information to the neighbour nodes and the
neighbour node thinks that this information had come
from the base station but the information had come from
mischievous sender node. These types of attacks are
threats for sensors network[9]. They are very difficult to
tackle as information supplied by the node is difficult to
verify[9].
G. Sybil Attacks
In these types of attacks the mischievous node tries to
connect with all others sensor nodes as it is a part of
sensor nodes. Then this node will send false information
to other nodes. This information may be position of
nodes, signal strength, making up nodes which are not in
the network[10]. There are two techniques that can
prevent these Sybil attacks they are authentication and
encryption, these two technique prevent outsiders from
entering into the networks[9].
H. Node Capturing [9]
In Node Capturing attackers can obtain the information
by occupying one of the sensor nodes[2].
I. False of Malicious Node[9]
This mischievous node injects false data in the sensors
network with the help of the other sensor nodes[11].
J. Looping Attacks
In this attack the attacker node creates a circle of the
node due in which the information revolves in the circular
way and the data cannot reach the destination where the
information is supposed to reach[12].
IV. SECURITY MECHANISM IN WIRELESS SENSORS
NETWORKS

Security mechanisms are used to detect the attacks.
They are also used to prevent and recover from the
attacks. Security mechanisms are mainly of two types;
low level and high level. Figure 1 below shows the
sequence of the security mechanism.
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extensive collective keys. But the problem is that the
intermediate nodes may listen to information and can alter
the information. The latest link layer cryptography is used
in limitation within sensor networks. The main reason
was as it used to provide help to deploy among the
network cryptography[10].
3) Privacy
Like other networks such as traditional networks had
forces concerns looking at it sensors networks also forced
privacy[6]. Sensor networks have additionally shove
privacy concerns to the forefront, the most seeming
chance is that omnipresent sensors knowledge could
permit ill-intentioned individuals to use hidden
surveillance networks for spying on unaware victims[10].
Data avail has gained more importance as it helps to
provide awareness of sensor nodes.
4) Robustness to communication denial of service

Fig. 1 Security Mechanism[6]
A. Low-Level Mechanism
Low Level security mechanism includes,
1. Key establishment and trust setup
2. Secrecy and authentication
3. Privacy
4. Robustness to communication Denial of service
5. Secure routing
6. Resilience to node capture
1) Key establishment and trust setup
The formation of the cryptographic keys is the frank
necessities of setting up the sensor networks. Generally
the area key cryptography are not that cheaper and
sensors mechanism additionally have manipulated
computational power. Key formation methods demand to
raise its level to networks alongside hundreds and
thousands of nodes. Long-established networks have been
differed from the contact outline of the sensor networks
that could demand to set up keys alongside acquaintance
and data aggregation nodes[6, 10]. The disadvantage of
this way is that attackers who compromise sufficiently
and countless nodes might also reconstruct the finished
key pool and break the scheme[6, 10].
2) Secrecy and authentication
The main problems faced by the sensor networks are
the confidential data is being listen to by the attackers,
injecting additional packets and modification of the
packets. A network sensor requires protection from these
attacks[10]. The best defence for these attacks is
Cryptography. Interesting system trade-offs arise when
incorporating cryptography into sensor networks. For
point-to-point communication, end-to-end cryptography
achieves a high level of security but requires keys be set
up among all end points and be incompatible with passive
participation and local broadcast[6, 10]. Link layer
cryptography simplifies the key setup with the help of
School of Engineering, Design and Technology
University of Bradford

Robustness to communication denial of service mainly
works in two forms; one is the simple form and the other
is the sophisticated form. In the simplest form the
attackers try to break the network by bombarding heavy
signals with powerful energy and if by chance
transmission is also powerful then it may jam the
communication system[10]. In the sophisticated form
transmitter transmits the signal parallel with the
neighbour which they continuously generate the requestto-send signals[10].
5) Secure routing
There are two main types of threats in wireless sensors
network, they are
a) External attacks
b) Internal comprised node
a) External attacks[13]- These external attacks are the
main attacks in wireless sensor networks. These attacks
cause various problems in sensor networks such as
replaying the same old messages causing overload of
packets on the nodes which makes them busy,
modification in the message and injecting false messages.
To avoid such types of attacks, the best defend scheme
has been introduced called Cryptography.
b)Internal comprised node[13]- It is very difficult for the
internal nodes to stop these external attacks. They
forward the same data which they got from the attackers
and these messages are being circulated throughout the
sensor networks.
6) Resilience to node capture
The biggest challenge for the sensors network is to
recovery from the node capture attacks. Sensor nodes are
prone to these types of attacks because of their position
which are open for attackers. Sensor nodes mostly work
in open environment which is exposed to the world. So it
becomes easy to hack sensor nodes. Due to this, attackers
capture the node and try to encrypt the cryptography keys.
Once the key is encrypted the attacker modifies the
information or injects some of the false data and controls
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them. There is one defend scheme for this kind of attack;
Tamper- resistant packaging but it’s very expensive and
the which are using today does not give high level
security, but there is another solution which is called
Algorithmic which can sort out the node capture[6].
B. High level mechanism
High level mechanism includes
1. Secure group management
2. Intrusion detection
3. Secure data aggregation

a possible defence to wireless sensor networks but it is not
enough. However, price becomes a hindrance to its
application to sensor networks. . In this paper I discussed
the security requirements, various types of attacks in
wireless sensor networks and the security mechanism in
wireless sensor networks as well as how to prevent the
attacks. Therefore, this research can lead to more
advances in security management of wireless sensor
networks.

1) Secure group management
Nodes in sensor networks are bounded under some
degree of capabilities which may be computing and
communications, where group of nodes can come together
for collecting data and analysis can also be done with all
nodes coming together[6]. For example, group of nodes
have to track the mobile anywhere then these nodes can
come together and jointly track the mobile through the
network. Now the nodes which are working together in
the group may change periodically and at a fast speed.
Other than tracking mobile, nodes can perform other
services in group within wireless sensor networks. As the
nodes are working in group then they will require secure
protocol. The work performed by the group
communication which is secure is basically transmitted to
the base station and the output is authenticated ensuring
that the output had come from the secured and valid node
group[6].
2) Intrusion detection
In wireless sensor networks the intrusion is mostly seen.
There are various types of intrusions which try to read and
change the data. Wireless sensor networks require a strict
solution to avoid intrusion which must be effective and
cheaper in terms of communication, memory
requirements, and energy and then it was seen that using
groups which are secured are helpful and a promising
approach to detect the intrusion[6].
3) Secure data aggregation
The biggest supremacy of a wireless sensor network is
the fine grain sensing which provides the outsized nodes
and dense set of node where the sensed node is brought
together to avoid the submerge of the traffic back to the
base station[6]. For example, the system has to calculate
the temperature of any region then all the sensors will
combine together and then calculate the temperature so
that they can avoid the false data in real world event
detection[10]. Aggregation of data can take place
anywhere in the wireless sensor networks which fully
depends on the structure of the wireless sensor networks
and the most important is that the aggregation should be
secured[6].
CONCLUSION
Security is one of the critical issues, with heterogeneous
networks providing consumers with reliable end to end
packet transfers. The wireless sensor networks are more
prone to rigours attacks, due to no security measures
taken. These attacks ultimately dismantles the network
information, with additional packet inject or modification
of the packets to network configuration. Cryptography is
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Abstract-These days wireless sensor networks (WSN) are
significantly used in numerous capacities throughout the
world. Their tiny size and operating efficiency has made
them very popular. But certain issues have greatly affected
the performance of WSN and that is why WSN are in great
need of challenging research to overcome those issues.
Wireless sensor networks are usually used to acquire data
from insecure surroundings. It is considered by almost all
the wireless sensor networks security protocols that a sensor
node can be controlled completely by an adversary via
physical connection. A Wireless sensor network consists on
enormous quantity of individually operating small sensor
nodes. Generally these sensor nodes are not connected to
renewable energy resources and also contain very limited
memory. These constraints can be affected by the security
issues as security is very important aspect in the receipt and
hire of Wireless sensor networks in various applications.
This paper will emphasize on different security concerns,
certain layer based attacks and viable security methodology
in wireless sensor networks to overcome security issues in
wireless sensor networks.
Keywords: Wireless Sensor Network Attack, Security Issues
in Wireless Sensor Network, Wireless Sensor Network
Attacker, Layering Based Attacks, Cryptography in Wireless
Sensor Network.

I. INTRODUCTION
Wireless sensor networks are comprised of numerous
computing devices, which are being extensively utilised
in the circumstances when old fashioned networking
arrangements are not feasible i.e. these sensors may be in
thousands. The WSN application varies from situation to
situation, these may be in distant arrears for instance in
intimidating enemy zones. In such situations the features
of the sensors are required to be finest in cost, size,
portability and energy storage usually for communication
over a wireless sensor network via radio signals. The
WSN have their own gains and setbacks e.g. their
physical command but on the other hand limitation in
computational power is also there [1].
Now a days sensor networks by spread wireless
technological innovation are utilized in several
applications. For example in agriculture, Animal / Birds
Habitats, Battlefield Surveillance, Transportation, Water
Sprinklers, Surveillance, Health care industry , Seismic
Monitoring, Environmental Monitoring and many more.
As a result of resource restriction some of wireless sensor
networks programs work without security parameters.
Those parameters have badly affected the quality of
service of WSN and hence resulting in low QoS. A
corpus of wireless sensor is connected together via Radio
Frequency communication contacts in wireless sensor
networks. The above diagram shows the wireless sensor
network applications in industrial, scientific and medical
(ISM) band frequencies [2].
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Fig.1. WSN position in ISM band frequencies

Generally WSN operates in low to medium data rate
over short to medium range respectively. The proficiency
of the nodes in wireless sensor network involves the
awareness of the network in accumulating and
disseminating information in the system. Small size of the
sensors had initiated the energy problems in WSN.
Furthermore limited storage capacity and high operating
proficiency given the truth of shortage of battery
governing power in wireless sensor networks [3].
The WSN operations are based on certain software’s
and they have numerous distinctive encounters primarily
security. Mainly there are critical applications of WSN
for instance military backgrounds count on transmission
of confidential information. A node or network can be
influenced by various kinds of DoS attacks. If that node
carries on to interchange the information particulars with
other nodes which are placed nearby, it will cause to
lower down battery power and finally the node expresses
as a dead node which is toughest situation [4]. The
Security concerns and different layer based attacks in
wireless sensor network will be emphasized in this
research and finally a feasible wireless sensor network
security strategy will be focused.
II. OVERVIEW OF SECURITY CONCERNS
A. Intruders and Attacks
An attacker can try to acquire the illegitimate
authorization to certain information, service, concealment
or system’s accessibility. Attackers or intruders originate
these kinds of attacks. Wireless sensor network’s
intruders can be from the following categories:
1) Passive: An individual or another concern that only
screens the communication route which intends the
concealment of information.
2) Active: active attacker impends to data integrity,
privacy and authentication of a system via changing the
transmission on the channel.
3) Insider: Insider attacker can grab some key content
and run destructive code by sniping certain authorized
network nodes.
4) Outsider: outsider does not have specific
accessibility to the Wireless Sensor network
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5) Mote type Attacker: Mote-Class Attacker has the
accessibility of the marginal nodes of WSN with identical
features.
6) Laptop Type Attackers: they have accessibility to
influential gadgets i.e. Laptop and such device has more
features than certain authorized for example extra
proficient processor, greater power antenna and better
battery power or storage capabilities [5].
B. Security Requirements in WSN
The following categorizing shows the security demands
[6, 7] of wireless sensor network:
1) Authentication of data: It ensures that the
information belongs to the actual source or sender i.e. the
data should not be intercepted meanwhile.
2) Confidentiality of data: It ensures the privacy such
that the accessibility of information is only open to
authorized sensor nodes.
3) Integrity of data: it ensures that the message at
reception has not been altered by some unauthorized
person while transmission.
4) Readiness: it ensures that Wireless sensor network
or some other distinct node provides the services
whenever required.
5) Data Newness: It ensures that all the data is fresh i.e.
replaying phenomenon will be avoided. A replaying
phenomenon is actually repetition of old data being
captured by someone.
III. THE ATTACKS BASED ON LAYERING
A. Physical Layer
TABLE I
ATTACKS AND COUNTERMEASURES AT PHYSICAL LAYER.
Attacks
Countermeasures
Jamming
Blacklisting and channel hopping.
Interference
Blacklisting and channel hopping.
Tempering
Altering of key and protection.
Sybil
Protection of devices physically

At physical layer of WSN, jamming is one of the
eminent attacks, which is done by performing
interference with radio frequencies being utilized by
sensor nodes of the WSN. The jamming involves
consecutive transmission of unwanted attacker’s data,
refusing the actual MAC Protocol over wireless sensor
network.
If there is only one frequency being used by the whole
wireless sensor network then jamming can disturb the
WSN marvelously. Moreover jamming involves the
injection of impudent packets at sensor nodes which can
cause too much power consumption. These impertinent
packets can also affect the energy consumption of the
nodes which receives them [4].
Four different forms of jamming were recommended
by Xu, Trappe, Zhang and Wood in 2005 [8], which can
be used by an attacker in order to quite the function of a
wireless sensor network.
In what manner each type impacts on the delivering
and getting functionality of a wireless node and its
magnificence was analyzed. Consequently they observed
that in order to identify the behavior of a jammer
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consistently, no individual arrangement of procedures e.g.
signal strength and carrier sensing time to indication
durability is sufficient. Furthermore the cause of poor link
service cannot be determined by means of packet delivery
i.e. the cause may be due to the jamming or flexibility of
nodes, although it may be effectual in mark as
dissimilarity between jamming situations and congestion.
Tempering at physical layer is also a well-known
attack, where WSN nodes may susceptible to the
tampering or actual damage. The Table 1, identifies the
attacks and their countermeasures over the physical layer
in wireless sensor network [9].
B. Data Link Layer
The data link layer is also vulnerable to security
attacks. For instance attacker can impact collisions which
may be caused by sending recurrent messages with the
violation of communication protocols. The packets
affected by the collision will require retransmission [7].
Consequently the attacker can waste the energy of the
sensor node by driving excess of retransmissions via
collisions. Furthermore Sybil attack is another threat to
wireless sensor networks. Sybil attack is a malevolent
method of gaining illegal control on various identities.
The extra identities of a malicious are stated as Sybil
nodes. It’s different forms are as follow.
1) Direct and Indirect Communication: The first
method of Sybil attack is via direct communication
between legitimate nodes and Sybil nodes. While the
radio communication starts between an authentic node
and Sybil node, some of the malevolent devices snoop to
the message being sent by reliable node to the Sybil node.
Similarly those messages which were sent by Sybil nodes
are really sent via some of the malevolent devices.
Another type of Sybil attack is via indirect
communication between legitimate nodes and Sybil
nodes. Alternatively some of the malevolent device
privileges to be able to range the Sybil nodes and finally
messages received by a Sybil node is actually directed via
one of the malevolent nodes. These malicious nodes
actually playact to convey the message to the Sybil node.
2) Contrived and Stolen Identities: There are two
means by which any Sybil node can acquire identity i.e.
via formulation of new identity or sniping some of the
appropriate node’s identity. Specifically in the case of
fabricated Identities, new Sybil identities can simply be
produced by attacker randomly. For example each node
can simply be allocated with a 32 bit value by attacker, if
32-bit integer is representing each node. Conversely for
stolen Identities, new identities cannot be fabricated by
the attacker as in order to identify appropriate node
identities certain mechanism is there. For instance in
order to stop the attackers from new identities insertion,
the name space is assumed to be inadequate deliberately.
As a result Sybil nodes will be assigned with other
appropriate identities by the attacker. This stealing of
identity may be unnoticed if the impersonated nodes are
abolished or provisionally disabled by the attacker.
Identity duplication is an associated issue i.e. the usage of
the identity can be repeated several times and
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consequently subsists in various network places. This
attack can easily be protected via registration of each
identity’s place. The registration of identities might be at
central locality or disseminated hash table can also be
utilized e.g. GHT. The existence of the similar identities
in various localities could be detected by this approach
[10].
The Table 2 identifies the threats and their
countermeasures over the data link layer in WSN [9].
TABLE II
ATTACKS AND COUNTERMEASURES AT DATA LINK LAYER
Threat
Countermeasures
Exhaustion
Network ID Security and further
info which is requisite for linking
device
Sybil
Frequent altering of key.
Spoofing
Usage of diverse route in order to
resend the message.
Traffic analysis
Consistent observation of wireless
sensor network and dummy packet
transfer while quite hours.
De synchronization
Utilizing diverse neighbors on behalf
of time synchronization
Eavesdropping
Key safeguards DLPDU after
Eavesdropper
Collision
Diversity of Time and CRC

C. Network Layer
At network layer sensor, node could acquire advantage
of multiple hops by means of merely declining to route
messages. It may be implemented regularly or
sporadically and consequently the nearby sensor node
which may use the malicious node as route will not be
able to perform message conversation with a part of
WSN. The attacks at network layer could be via
admittance by force or deprived of consent. There are two
classifications of attacks at network layer [1].
1) Passive attack: The network operation is not
disturbed by a passive intruder but it can learn network
info i.e. it overhears the traffic which flows throughout
the network deprived of amending the information. The
detection of passive attack is very challenging because it
does not disturb the operation of the network which
makes it different from the active attack.
2) Active attack: The network operation is disturbed by
an active intruder via dropping or amending the message,
since messages mutually contains data packets as well as
routing control packets. The routing control packets can
be attacked by an intruder resulting in inadequate routing
table at the source node. Similarly unsatisfactory
communication can be produced by intruder via attacking
data packets but on the other hand it helps in making
legitimate routes between source and destination nodes
For example active attacks includes Wormhole attacks,
Black hole attacks, Byzantine attacks, DoS attacks and
routing attacks.
Moreover the classification of active attacks can also
be done on the fact that whether they aim at data or
control plane e.g. Routing protocols or key distribution.
In order to acquire verified and reliable data, in general
different techniques like encryption schemes and hash
School of Engineering, Design and Technology
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functions are utilized. Generally centralized key
management provisions encryption techniques.
Furthermore to establish a secure communication
among nodes a respected Certificate Authority (CA) is
used. The table III identifies the threats and their
countermeasures over the network layer in wireless
sensor network [9].
D. Transport Layer
Moreover the transport layer is also susceptible to
intruders e.g. flooding. Flooding is a very meek thing i.e.
directing numerous connection requests to certain
susceptible node. The flooding is very vigorous
phenomenon because sometimes it is very hard for the
attacker to achieve the certain satisfactory marks.
Conversely the intruders, attacking the data flow could
have aims like Suppression, Cloning and Path influence
while sources start the data generation events.
Flooding is found to be very vigorous in spoiling WSN
working i.e. it results in huge messaging and parallel
energy expenses and moreover potential losses produced
via collisions. In order to manage the connection request
sender is required to be assigned for this scenario.
Gradually the resources of the node will be drained and
finally the node will be ineffective [7].
TABLE III
ATTACKS AND COUNTERMEASURES AT NETWORK LAYER
Threat
DoS

Countermeasure
Safeguard of network explicit network id of
data link etc. Physical fortification and
assessment of network
Altering of session keys and device Resetting.

Sybil
Wormhole

Utilization of source routing for the consistent
observation of the network and observing
field gadgets physically. Packet leach
procedures could be utilized by the observing
system.
Eavesdropping
Selective
forwarding
Traffic
Analysis

Safeguard of NPDU from Eavesdropper via
Session Keys.
Utilization of Source Routing for the
consistent network observation
Consistent observation of wireless sensor
network: dummy packet transfer while quite
hours.

IV. CRYPTOGRAPHY AND WSN
The word Cryptography is derived from kryptós which
means “hidden" and gráphein means "to write".
Alternatively it is the process of renovation of data from
comprehensible arrangement to the incomprehensible
such that the data will be scribbles deprived of
surreptitious i.e. effective way of encryption.
Some of the cryptography terminologies are as follow:
1) Plain text: The original or natural significant data
which is in comprehensible form.
2) Cipher text: The transmuted message which is in
incomprehensible format.
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3) Cipher: A set of rules being utilized for the
conversion of comprehensible information into the
incomprehensible data or it can also be known as
rearrangement algorithm.
4) Key: Cipher utilizes this information for the secure
exchange of data between sender and receiver, which
should only be known by them secretly.
5) Encipher: It is the procedure of transforming the
plain text to cipher text, also known as encode.
6) Decipher: It is the opposite of encipher; It is the
procedure of transforming the cipher text to the plaintext,
also known as decode.
There are many real life applications which involve
wireless sensor networks, for example wildlife,
earthquake monitoring, and several of military
utilizations. The execution of these applications while
network processing is one of their significant advantages.
Consequently, huge stream of raw information is reduced
to expedient accumulated data. There are several
limitations associated with wireless sensors makes them
constrained devices. For instance constraint of the amount
of gates, bandwidth, energy consumption and battery
power etc. The wireless sensor networks needs security
mechanism contrary to eavesdropping, packet injection
and alteration just similar to conventional networks.
These security gaps can be covered by data cryptography
and recently wireless sensor networks are solely utilizing
symmetric key cryptography. In this cryptography
technique identical key is utilized for both encryption and
decryption e.g. as shown in the above figure [5].

and the cost factor also increases with respect to overhead
of system.
For instance in ECC, to experience 80 bit of security,
constraint size of 160 bit is required, besides the similar
security level is provided as delivered through R.S.A.
1024 bit. Certain mechanisms are described by
Langendorfer and Piotrowski which resolved viability of
PKC in wireless sensor networks via evaluation of certain
factors [11]. These factors or constraints vary with respect
to evaluations i.e. the processing time is considered as a
factor in certain evaluations and on the other hand
memory requirements are considered as a factor.
Furthermore some new architectures are also describing
diverse initiatives in order to run PKC[12].
V. CONCLUSION
Wireless Sensor networks have many constraints and
encounters i.e. establishment of quality of Service,
routing, security and power performance. In addition
security is not a produce but a procedure, as the attacks
increases on embedded systems the system originator is
required to be updated. The new flaws in the security
system can be detected while continuously reviewing the
security of the substantial system. While choosing the
network components the security level of the application
should also be manifest. At some long it could be sensible
to accommodate extra security, for example a secure
dwelling all over a prone microcontroller.
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Location Based Services for an Indoor Environment using ZigBee
U.A. Qureshi
School of Engineering, Design and Technology
University of Bradford
Abstract-Recent advances in mobile communication have
revolutionized our lifestyle over a decade. Indicating a user
in highly congested environment makes a tedious task, for
today’s communication. With huge building and obstacles
there has been a need to restore good signal strength and
quality of service to cater the need of moving users in the
environment. Hence there is a need to accurately locate
users, either over indoor or outdoor environment.
Considering the indoor environment, with short range
communications, the wireless sensor networks were made
into account. Wireless sensor networks have immensely
gained importance due to vast areas of research such as
healthcare, environmental monitoring, military purposes
etc. The previously wireless technologies for the short range
communication had high cost estimates and high power
consumptions, making them in appropriate to use. Hence
there was a new evolving technology termed as ZigBee.
ZigBee was build over the IEEE 802.15.2 standard making
consumers and business devices handy for data
communication. The research over the indoor environment
is not up to the mark, and needs future enhancement.
Therefore the paper targets to locating users in the indoor
environment using ZigBee technology. Moreover, it would
also highlight on the complete ZigBee technology and
challenges faced by it.
I. INTRODUCTION

LBS (Location base Services) have obtained a quite a lot
of interest over the recent years, with bringing network
operators and business corporate to grow evenly.
Network operators have looked over the location based
services in a great detail, as it has provided them new
dimensions to grow from large outside environment to
small buildings. Therefore location based services have
stood out for expansion of operator businesses.
Location based Service is an application that develops to
integrate the user information and draw a conclusion on
location of the user. Location base services have two key
tasks to be performed[1]. The first task involves
gathering spatial and positioning information, while the
other refers to offer services according to user demands.
There are various outdoor services which employ this as a
baseline for positioning of the people. These services
include satellite navigation for automobiles, Google
maps, mobile tracking etc.
Wireless sensor networks have backed a lot to the
location based services, as they provide a key role for
transferring information from remote points to their
specific destination. Large sensor can counter large areas
with variety of fields such as monitoring of environment,
air, water and soil [2]. Wireless sensors are installed in
ubiquitous computing environment, offering sensing data
to context aware applications. If they are perfectly
installed they can be used to check features for different
areas in humidity, temperature, luminosity and so on.
Later, the paper discusses on the survey of different
School of Engineering, Design and Technology
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wireless technologies, indoor localization techniques,
performance metrics, ZigBee overview and indoor
localization algorithms.
II SURVEY ON DIFFERENT WIRELESS TECHNOLOGIES

Currently, there are a lot of wireless technologies that
have outstretched the indoor localization to extend to a
new level. Fig 1 depicts on overview of different wireless
technologies.

Fig 1. Outline of current wireless-based positioning systems[3]

GPS systems were the most successful of the systems
provided for navigating users. Snap Track, a Qualcomm
Company, lead the way to assisted GPS (A-GPS),
providing indoor GPS techniques with an average of 5-50
m point accuracies. Yet there were technologies such as
RFID systems which made handful contribution to
wireless sector. This method involved storing and
retrieving data through electromagnetic transmission to
RF compatible integrated circuit [3]. Cellular based
systems used a global system of mobile to approximate
the location of outdoor mobile clients. UWB was based
on sending ultra-short pulses, with low duty cycle and
high proximity to other RF signals.
III. INDOOR LOCALIZATION

Indoor location sensing has gained immense importance
over recent years. These indoor systems provide a new
domain of automation termed as automatic object location
detection. Numerous applications of real world use this
type of automatic object location detection.
These applications range from location detection of
product stored in warehouse to location of medical
personnel or equipment in hospital. From fireman
marking to tagged maintained tools that scatter over a
plant all make use of localization models. The research
over indoor localization has gained a lot of interest. Yet
commercial products in the area are new and many people
in academia and industry involved development of these
systems[3].
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There are four different system topologies for system
positioning[3, 4]. Remote positioning system is the one in
which transmitter is a mobile and there are several fixed
measuring units that receive transmitter’s signal. The data
is collected from different measuring point and further
send to the master section. The second one is a selfpositioning that has a measuring unit as a mobile. This
unit receives the signals from several transmitters in
known locations and capability to compute location based
on measured signals. When a data link is provided in
positioning system, it is possible to send the measurement
result from a self-positioning measuring unit to remote
side. This is called indirect position, if the measurement
result is sent from remote positioning side to a mobile
unit via wireless data link. This method is stated as
indirect self-positioning.
IV. PERFORMANCE METRICS

Accuracy is not a key idea behind the indoor localization
models; there are various other benchmarks that adhere to
indoor wireless location systems[3]. These areas include
complexity, precision, scalability, robustness and cost.
Here is a detail synopsis on the above mentioned metrics:
A. Accuracy
In positioning system accuracy is the far most important
judgment criteria. The common practice of this type of
technique is usually mean distance error, which is the
average Euclidean distance between the estimated and
true location[3]. Yet, accuracy remains as a potential bias
for system positioning.
B. Precision
Accuracy just takes into account the value of mean
distance errors. However, precision refers to how often
measures of robustness of positioning with revealing the
contrast to the trails[3]. Usually CDF (Cumulative
Distribution Function) of the distance error is computed.
Final results have shown that 90 % precision in 2.3 m, 95
% in 3.3, 95% in 3.5 etc.
C. Complexity
Software complexity was emphasized in a great detail,
when it comes to complexity of different systems. We can
use two different approaches, central sever side and
mobile unit side[3]. Complexity can be easily embedded
unto central side, but it plays a critical role at mobile end.
Mobile side has huge deficiencies to strong processing
power and long battery life, so low complexity is an
essential solution.
D. Robustness
Blocked and obstructed signals, measurement devices out
of order and late arrival of signal allows high robustness
to be deployed[3].
E. Scalability
Huge wide areas and congested city environments both
require endless connectivity[3]. A system prone to such
environments effects should easily adapt supplying users
with reliable connectivity.
F. Cost
Position cost relies on money, time, space, weight and
energy. Time factor are installation and maintance,
whereas mobile system requires tight space and weight
constraints[3]. Measuring unit density is considered to a
-66-

11th Research Seminar Series Workshop
space cost. Positioning system was improvised over the
wireless networks, led to low or minimal hardware cost.
Energy components are quite passive, leading cost
deterioration to next level, with long battery lasting.
V ZIGBEE OVERVIEW

ZigBee is an IEEE 802.15.4 standard for data
communication, offering low data rate and power
consumption. It permits completely networked homes,
where the central unit controls and makes communication
between the connected devices. The ZigBee Alliance,
standards body which defines ZigBee that allow multiple
OEM vendors to create interoperates products. The list
below specifies some of the major application profiles:
Home
Automation,
ZigBee
Smart
Energy,
Telecommunication Applications, and Personal Home[5].
The goal of this alliance is to grant consumer with
flexibility, mobility, and ease of use by building wireless
intelligence capabilities into everyday life. ZigBee future
wireless platforms will provide simplicity, reliability and
low cost to remote environments.
VI. ZigBee Characteristics

The ZigBee characteristics can be summarized in the
table 1 below:
VII. TOPOLOGIES

Star Topology
Star topology allows the devices to be connected to a
specific PAN coordinator using a centralized approach.
PAN is usually main powered, with devices to be battery
powered. When FFD is activated for the very first time, it
then may try to set up its own network and becoming the
PAN coordinator[6]. Every network has a specific PAN
identifier, which differentiates it form, other networks in
the radio sphere. There are wide areas of applications,
where star topology is deployed, such as Home
automation, Personal computers, Toys &games.
Peer to Peer (Mesh) Topology:
Unlike the star topology it still has a PAN coordinator,
but still the connections between the peers are ad hoc.
This means that network is self healing and self
organizing. Peer to peer allows multiple hops to route
messages into a particular network with no disruption of
communication between the devices[6]. There vast areas
of applications which include industrial control &
monitoring Wireless Sensor Networks and inventory
Tracking.
Cluster Tree Topology:
Cluster tree network is a type of peer to peer network, in
which many devices are FDDs and RFDs; that can
connect and leave the nodes respectively[6]. There has
been no restriction on FDD, as any FDD can act as a
coordinator and provide synchronization to the devices.
However, among all the FDD’s there is only on stated as
PAN coordinator.
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Characteristic
Dual
PHY
modes
( 2.4 Ghz and
868/915 Mhz)

Low
Power
Consumption

Data rates

Description
There are three unlicensed
bands namely 2.4-2.4835 GHz,
868-870 GHz and 920-928
Mhz[5]. The numbers of
channels are fixed to sixteen
(11-26) for the first frequency
range, followed by ten (1-10) to
the
other
two
bands
respectively.
Low power consumption of
ZigBee extends the battery life
from few months to years.
Considering the present active
devices in the networks, there
can be seen batteries which
don’t last for long. With the
inclusion of ZigBee to remote
sensing
and
control
applications, we can operate in
two
different
connection
modes[5]. The slow battery
drain occurs when we are
having continuous network
connection and even less
depletion of batteries in
intermittent connection.
The highest data rates possible
for each of these frequency
bands are fixed as 250 kbps at
2.4 ghz, 40kbps at 915 mhz and
20 kbps at 868mhz.

Wireless Sensors

VIII. LOCALIZATION ALGORITHMS

The three types of indoor localization methods were used,
along with ZigBee as a platform.
Map based localization:
This method allowed the experimental domain to be split
up into cells, providing each edge with the estimated
position. ZigBee modules are made fixed in this
localization, bestowing mobile devices to gather data
from fixed points[7]. Figure 3 below shows the
deployment of ZigBee Sensors.

Carrier Sense Multiple Access
with
Collision
Avoidance(CSMA-CA)
Range
Up to 50 m.
Table 1-ZigBee Characteristics
The three different technologies are clearly illustrated in
Fig 2

Fig3. Deployment of ZigBee Sensors[7]
RSS intensity for predefined spots in the cells should be
estimated in advance. For determining the sender, each
device is allocated with the device ID (i=1, 2….N).
Similarly, every packet has a specific packet index to
differentiate the packets in an order. These RSSI’s will
be stored in a vector form of the predefined spots and will
be manipulated in the database denoted as
=
{
…
}.Collection of vector RSS value is called a
fingerprint map and will be store into the base station.
Figure 4 shows about how the complete map based
system works[2]

Fig 2- Topology Models[6]

Fig 4 Process of map-based location aware system [7]
The mobile node moves in regular time intervals and
accumulates the RSS intensity data along with their

Channel Access
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movement. Location estimation is then carried out using
the Euclidean distance estimation. When a mobile device
receives the RSS, device ID and packet index, it then
transmits this data unto the base station. At this point of
interest the new RSSI value will be send in the expression
of = { … }.
The experiment was conducted using the 4 fixed nodes
and each node had four vector values of RSSI, so the
value of N is seized to be 4. The base station estimates
the position with reference to finger print map. By
employing nearest neighboring algorithm, the pre
assigned spots and the distance are being manipulated.
The Dist () formula is in the end utilized to compare
alongside finger print map.
) ≤ Dist ( D )
Dist (
In specific terms, this algorithm evaluates the proximity
of mobile node by smaller differences with stored finger
print map data.
Distance based Localization:
Distance based localization process deduces the position,
based on the theory of moving users by Markov Chain
interference model. It helps to compute optimal decision
making over the uncertainty behavior [7-10].
L is defined as a position of variable moving object at
time t. So Bel ( =l) is the mobile in position l at time t.
This position of the object can be summarized through a
probability analysis. Since L is considered in two
dimensions, so it is expressed in x and y coordinates. The
is updated whenever it receives a
new location status
new sensor position.
A simple trilateration method is utilized to work for the
distance between the mobile and fixed nodes. Firstly, we
attain an equation stating the relationship between the
actual distance and RSS data distance. Then mobile
devices get the signal from the fixed node that is
predefined edges. The distance between the fixed nodes
and mobile nodes can be inferred from the equation given
below (2):
(2)
Where ( , ) represents the fixed position of the edge
nodes and
represents the variable position of the
device.
When considering at discrete time intervals t, there is a
specific observation status and assuming movement to
be . This
is a distance vector from the mobile nodes
at time t, while
is the movement in straight or 90
degrees toward left and right only.
According to Markov Chain interference, Bel ( =l) is
the updated object movement. We delineate a belief of
being at current position is determined by observation
status and movement direction till now. This can well
clarify as Bel ( │ …
… ). Position status
variable
, is only dependent on position and direction
of change at time t-1, even if we have whole collected
information before time t-1.
P ( =l │
,
)
(3)
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’s dependency, relies on the mobile device at current
time t. The probability was applied to equation (3), and a
new belief in position 1 at time t can be obtained.
│ =l) P ( =l │
,
)
(4)
Bel ( =l) ← P (
On the statistical analysis of the highest belief value at
time t, we can assume the mobile device position at l.
More this method nullified the errors to a maximum for
locale estimation, making it extra flexible than map based
localization.
ROOM-BASED Location:
Room based localization used ZigBee as a platform as to
cope to user identification. The room based localization
is quite disparate then the general location mode, as it
doesn’t use an algorithm approach rather than RSSI
strength based. The procedure of room based location
consisted of two nodes, primary and secondary[1]. The
primary node was used for the user inside a specific
room, while the secondary node was used to tag the user
when it enters a room. Both the nodes had variable ranges
for sensing the devices in the range. Primary node had a
sensing power of about 10 m and secondary about 1.5 m.
The antenna was connected to the primary node, as it
restricted this node to cater to the users inside the room
domain.
Finally there were some other rules were added to provide
high accuracy result. The rules are stated as follow:
1.

Path rule:

Fig5.a depicts how the path rule can be easily modeled
over the room based location. There are three points taken
as A, B and C. Point A is the first source position, while
the point C is the destination position. The B is the target
position made as the user passes by. The results behind
the walls M and N can be neglected.
2. Trajectory Method:
The movement of an object is mostly continuous, as
illustrated in the fig 5.b. This means that from point A to
the point B, when moving towards point C.
If the
interval of positioning time is less than the time for
moving from A to B, then appropriate modification of the
final location position can be made easily. This can
further add more precision to the results.
3. Trigger event:
The reference point A in the figure 5.c is used as a
triggered signal source (ZigBee node).
This signal
source sends out continuous trigger signals, the target
comes in the range of it (area with radius of 1m). ZigBee
tag is activated, which therefore collects the positioning
information. This application is very handy to enhance
the timeliness of location and increase the accuracy
trajectory method for verifying and increase the precision
of position fixing of particular point.
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Fig 5.a Path rule [1]

Wireless Sensors
The paper summarizes indoor environment constraints
with keeping in view ZigBee as a potential base
technology. Surveys of different wireless technologies
were identified, which were UWB, ZigBee, WLAN,
Bluetooth and Assisted GPS (A-GPS). Yet, there were
some performance metrics that needed to be catered such
as accuracy, precision, complexity, robustness, scalability
and cost. Moreover, study also discussed three different
location based algorithms such as Map based localization,
Distance based Localization and Room based technology.
Hence, this research reaches out for the business
corporate and local consumers to grow healthy, providing
the world a new flavor of location services.
[1]

[2]

[3]

[4]
[5]

Fig 5.b Trajectory rule[1]
[6]
[7]

[8]

[9]
[10]
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Abstract | It is the need of today’s world to have
systems which can monitor, analyse and send health related
data of any concerned person to general physician or any
other person who is looking after that person. Wireless
sensors are being used extensively for these purposes. Due to
this reason wireless sensor in healthcare is considered to be a
hot topic. Considerable amount of work has already been
carried out on this topic and still this is an interesting and
challenging area for researchers. This technology can
improve the life standard of every one, that’s why more or
less every person has interest in it either implicitly or
explicitly.
This technology is using wireless sensor networks
(WSNs) for healthcare. In these networks number of sensor
nodes are used to sense different health related parameters
like pulse rate, temperature and blood glucose etc.
In this research paper different wireless sensor
networks will be discussed. Importance of sensor nodes and
their functionality will also be examined. Most importantly
different challenges that researchers are facing and their
possible solutions will be included in this piece of analysis.
Reliability of this technology and its future will also be
focused.
Keywords: wireless sensor networks (WSNs), Sensor
nodes, Healthcare.

I.
Introduction
The advancement of technology has made the availability
of new electronics to a common user. This technology
advancement when combines with wireless sensors, it
makes easy life for all mankind. Now days this
advancement can be combined with the equipment which
is already present in the houses. The future of this
technology is very brighter then today. It will provide the
a lot more interesting devices to the household which can
be capable of multi sensing modal.
Health and patient caring is the prominent application in
this regard. The integrated sensing technology allows the
continuous monitoring system of patient. The major
benefit of this technology is saving of money because it
reduces the doctor and patient constant interaction.
Further it is beneficial for more critical patients by
continuous monitoring and can help saving more lives.
This is the concentration of the paper, to find smart
devices for continuous monitoring at home.
The California University a graduate course
based on project which focuses the high technology
design, searched three months to produce high technology
products which are using wireless sensor [1]. Many of the
projects concentrate on producing a wireless network of
sensors for healthcare and continuous monitoring of a
person. The requirement and design of these projects will
also be discussed in this paper.
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The focuses of this paper is on the following points.
1) Recognise the health related applications which
are using wireless sensors.
2) Illustrate the health related devices and their
integration in the present structure.
3) The importance of health care technology and its
future impacts on our daily life.
The continuous monitoring of patient will also decrease
the emergency cases which are good for doctors as well as
nurses and it will reduce the extra cost on health. The
involvement of health sensors in medical field has gained
the attention of investors and buyers and a lot of people
are interested in this field. This paper also discusses such
projects, their results and applications. [2].
The other part of the paper explains in such order: the
next part which is part two it explains the applications of
wireless sensors in healthcare and the third section
describes about the challenges of wireless sensors in
healthcare. The section four explains the wireless sensing
systems and section five explains the future prospects of
wireless sensors in healthcare. Acknowledgement is
mentioned in part six of the paper.
II.
Applications in health
During the past few years a huge amount of applications
are introduced in healthcare but the applications demands
precise measurement for better compassionate with
object. The integrated technology has reduced the size
and quality of sensors due to this the applications are also
increased in different ways due to smaller size of sensors,
especially the health monitoring sensors are very tiny in
size.
A. A wireless body area network
It is also known as WBAN, a new technology in the field
of healthcare. This technology uses the standard ZigBee
radio communication and set of standard sensors which
are also wearable. It helps us in the detection of any
abnormal movement of a person due to its integrated and
wearable properties. It is considered as diagnose of a
disease or continuous monitoring of a patient recovering
from a serious ill or any surgery. Its architecture consists
of the following features.
1) Limited number of wires in between CPU and
sensors.
2) Integrated sensors.
3) Connected with a common radio channel shared
by several devices.
4) Data collection and recovery.
The complete architecture of WBAN is shown in the
figure 1.
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Figure 1: WBAN Architecture [3].

The above figure shows the data collection from different
sensors attached with the body of object. We can combine
all these information’s to get a new output, for example if
a person is running then how much energy he lost during
this time period. The above shown figure includes the
following sensors.
1) ECG sensor for heart monitoring
2) Sensor for muscle monitoring.
3) Sensor for collection of electrical waves from
brain.
4) BP sensor for blood.
5) Sensor for respiration.
6) Motion detection sensor.
The WBAN technology is very reliable and makes the
patient confident about his activities which can help in
his/her recovery level. It also keeps the patient involved in
daily life activities rather than engaged in hospital for
monitoring. [3].
B. Outfit sensors
These are smart sensors which can be worn like clothes so
these are called wearable sensors. These sensors can be fit
on any area of body like belt, shirt, hat, shoes, glasses etc.
These sensors consume very low power so they are
entitled as efficient power sensors. The application area
for these sensors is disabled people, ICU, and continuous
monitoring systems [4]. The wearing of these sensors is
shown in figure 2.
The sensors used for heart rate monitoring includes
accelerometer and ECG attached with the body of a
patient. These sensors use the Bluetooth technology and
they are included in the smart phones. The best example
for smart phone is GPS. These phones collect the data
from the sensors and observe the patient, and if anything
goes wrong these phones can call the emergency service.
The architecture of these sensors is shown in figure 3.
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Figure 2 Wearable sensors [4].

C. Heart rate monitoring
The other benefit of these devices is that data measured
by smart phones can be transferred to the relevant doctor.
The sensor for ECG is the most important in this
architecture. A noise can be added in the output of the
sensor so on prototype data should be analysed carefully
[5].
D. Fall detection
Gyroscopes and accelerometers are used to observe the
movement of human body. This type of sensor also
included in the wearable sensor as shown in figure 4.

Figure 3: heart rate monitoring [5]
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Figure 4 Fall detector [5]

This system focuses on the upper body of the human and
when large acceleration is detected the position of object
is measured. The intelligent algorithm used with this
device detects 90% of falls with error of 6%. The
sensitivity can be changed as shown in figure 6. To detect
fall, calibration of device is required which is performed
according to the patient [5].
E. Location detector
GPS can be used to locate a patient in any emergency
case. The drawback of GPS is that it cannot detect indoor
object. The heart patients often pass their time inside the
house so GPS is not the best choice. Indoor location is
then determined by WIFI and GSM. In this case the
patient has to ‘relate’ a fixed position since WIFI and
GSM cell id cannot be automatically relate to a position.
Figure 5 shows the algorithm of position finder.
This application will automatically locate the object when
alarm is raised for fall. [5].
F. Project of code blue
This project was launched by Harvard University for
medical treatment and any natural disaster. In this project
they integrated hardware and software for first time. Its
architecture consisted of electrocardiogram pulse
oximeter and motion detector using mica 2 and mica z
wireless communicating motes. With these sensors
patients were allowed to stay at home rather than in
hospitals.
Code blue project based on the following sensors.
1) Wireless pulse oximeter.
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Figure 6 Code blue project sensors [6]

2) Wireless EKG.
3) Gyroscope, accelerometer and EMG for object
analysing.
The figure 6 shows the three sensors used in this
project.
GPS technology was used with this project. This project
was funded by National Science Foundation, institute of
health, U.S army and Microsystems, Microsoft, Intel and
Siemens. [6].
G. Few Latest Sensors
Some of the sensors which are introduced in healthcare
recently are given below.
H. SDBS
The recent articles showed that sensors are most efficient
devices in healthcare. The new sensor in market SDBS
(super dimension bronchus system) is same as GPS. The
history of this sensor includes the timely pointing out the
lungs cancer. This latest imaging system gives minimum
biopsies of lesions in the lungs. This technology is very
helpful in the cure of lungs cancer; it can head to the
lungs where bronchoscope cannot approach. [7].
B. MEMS technology
The Endosure sensor or Cardiomems are the wireless
sensors widely used in healthcare to measure the blood
pressure. It is consists of two parts: the wireless sensor
(implantable) and electronic circuit device (external). The
electronic device has a wireless communication with the
sensor to collect the patient data. These are very efficient
sensors and the supply voltage is RF given by external
device.
The CardioMems is made up of MEMS (micro electrical
measurement system) technology which can measure the
data in the range of micro to Nano.

Figure 5 GPS finder [5].
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Figure 9: cardiomemes [10]
Figure 7 SDBS [7].

The MEMs are very cost effective and used very low
power for operation. The real size of this sensor is equal
to the paper pin. It is made up of silicon and silica
packaged in nickel and titanium. It detects the change in
membrane by bouncing back of frequency. This change is
directly proportional to the pressure. There is no internal
power source for sensor it receives power from RF
external source. [9].
III.
challenges
WSNs in healthcare technology are facing a huge
amount of challenges. All applications of WSNs in
healthcare are having almost same challenges including
network storage, memory utilization and power. Except
these challenges the major things are privacy, security and
reliability.
Reliability
In health application of wireless sensors the reliability
ofdata is a invariable factor. Data delivery from one end
to another is very important and its reliability can’t be
neglected. In the example of wireless pulse oximeter the
requirement of doctors is to receive the data every 30
seconds, so the reliability of instrument is very important
here [11] [12]. Further the information that user receives
it must be accurate to utilize it in healthcare applications.
From the same example of oximeter the data we received
deviates only 4% of original concentration of oxygen in
blood.
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There are number of reasons that disturb the
reliability of an application for a healthcare system. One
of the examples is to deploy the wireless application in
such environment which is not suitable for RF
communication, this will definitely disturbs the
communication and reliability of system will decrease.
For example the iron doors are radiation shields in RF
communication and orthopaedic is also the factor which
can disturb the system. The recent research by Ko et al
have found that the applications which are using IEEE
802.15.4 standard, the probability of their data loss is
higher than in hospitals as compared to indoor use [11]
[13].
One another factor in wireless communication is obstacles
because these networks operate on very low power (i.e to
increase the battery life), also the output is very limited
for low power operated devices. According to the IEEE
802.15.4 wireless communication the output is 250kb/s
maximum. One more important factor which is more
severe than above mentioned Rf challenges is user error.
It can occur due to lack of training of staff or unawareness
of a user with device. In last the WSNs should inform the
user about the quality of the data delivered.
Security and privacy
Since the purpose of WSNs in health is to measure the
data continuously in daily life so their demand ratio is
increasing, therefore the privacy is an issue with
increasing adoption of WSNs in health. The primary
privacy challenge is ambiguous determination of privacy.
The HIPPA (health insurance portability and
accountability act) an organisation from the U.S tried to
define the above term [11] [14]. They illustrate the
privacy as English language or other human languages,
thus privacy determination medium have been made to
explain the privacy of a specific system formally. After
implementing these determination healthcare must adopt
this privacy and also have ability to allow user requests
and data acquisition. These requests should be treated as a
pre user defined policy. Many challenges came out for
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researchers in this regard some of them which are related
with WSNs are given below.
1) Context is the very important factor for privacy so the
policy which is made by human languages must define all
type of context like, working environment(time and
space), and should handle all type of data including noise.
2) There is demand to handle all types of internal users
(owner) requests and data as well as from external user,
for example when different pharmacist and hospitals tries
to retrieve the data. The big problem occurs when external
users have already their privacy policy. So these kinds of
situations should handle in privacy policy.
3) There is demand to show combining of high level
requests like asking about the addition, subtraction,
maximum or minimum limit of a certain measured data.
A major problem which is still unsolved for WSNs is to
handle security attacks. These security attacks commonly
affects low power wireless sensors networks due to many
causes like less access to the sensing node (actuators,
sensors) and due to less reliability of WSNs with low
power. By considering such challenges with security, a
new efficient solution should be designed which can deal
with these type of threats with limited resources.
IV.
Wireless systems
Next we shows the different types of wireless systems
their installation and development, some of applications
those are discussed in section 3 their efficiency is also
evaluated. Since wireless healthcare exists in different
technologies but this piece of work describes only those
systems which are operating on low power including
physical supervision and movement supervises..
Physical supervision
In physical monitoring the WSN which is low power
operated collects essential the data of patient (pulse rate,
respiration rate, temperature) and send it wirelessly. Such
type of applications can be produced and install in the
hospitals for patient monitoring and for long time with the
supervision of elder people, especially in emergency
response.
Some protocols already exists like triag for emergency
response (e.g [11] [15]) but recent research shows that
they are not applicable due to their response and accuracy
as more than one incident happens [11] [16]. The research
in hospitals in this regard shows that there is saturation in
emergencies so the patients are left non monitored in
hospitals so the chances of causalities are maximum [11]
[17].
In this regard Rochester university is working on
building five room house equipped with healthcare
sensors, infrared sensors and cameras for researchers
[11] [18]. So these types of systems which will monitor
the patient continuously are increasing rapidly.
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Figure 90 Medical information miTag for MEDISN purpose [11].

Movement supervision
The other most popular application area of WSNs is
monitoring of motion of an object. The motion of an arm
can be calculated by the sensors attached with the body.
Similarly activities of muscles and position of a body can
be found through these sensors. Typically a patient can
attach up to 8 sensors with his body including gyroscopes
and acceleration measuring sensors from MEMs
technology. A control platform like PC at patient homes
gathers all the required information’s wirelessly and sends
it across any channel like internet. In these types of
systems the size of sensors should be compact so that it
can be easily worn by a patient. Figure 10 shows a small
device which is also wearable and compact in size [11].
V.
Future prospective
The rapid change and advancement in sensors and
software’s and increasing demand of WSNs in
healthcare needs a change, as the results from the
primary generations has come out. Future of WSNs
in healthcare is very bright because the competition
between the privacy and reliability and to install the
system according to the needs of applications is
going to decide the limit to which WSNs is
implemented in healthcare.
VI.
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Abstract- Recently, most developers are programming
online applications with more flexibility and functionality
by using a set of techniques called Ajax. Despite the fact
that creating asynchronous web applications using Ajax
technology is more difficult and complicated for
developers, it can increase interactive capabilities and
web page performance by its features. The most
important feature that has motivated programmers and
companies to use Ajax is the capability of updating some
parts of the content without reloading the whole page.
Although massive companies like Google and Microsoft
have used it widely and even created toolkits and
frameworks to facilitate developing applications using
Ajax technology, there are still important questions about
security or its future in comparison with other languages
which are not answered well for programmers.
In this paper, differences between synchronous and
asynchronous web sites are explained and Ajax
techniques and related programming language such as
JavaScript and HTML are described. Then, the security
of web sites and online applications using this technique is
discussed and compared with other popular languages.
Finally, the future of Ajax technology is criticized by
comparing with other competitors such as Flash.
Keywords: Ajax, Asynchronous Online Application,
Security of Ajax

I. INTRODUCTION
As the Web applications are growing up and being
more mature, they still have generally issues such as not
quick performance and narrowed co-operation with the
user. Although developers are using a collection of
applications from different huge companies such as
Microsoft, Macromedia and Sun Microsystems, they still
feel trouble with making good interactivities [1]. Every
year, well-known companies release toolkits and software
to help programmers to develop more interactive and
desktop-like online applications but some of them are
trickier than traditional software.
In 2005, developers were trying to learn a new way to
create a rich internet application like Google Maps, Flickr
and Facebook. The most important feature of these web
sites is updating a part of the content without any need to
reload the whole page and here is where Ajax comes [2].
Actually, Ajax (Asynchronous JavaScript and XML)
could make a big achievement for developers to make a
better, faster and more look like a desktop application
interface. Although there is still not any main software
for developers and each company has released a different
kind of toolkit or platform, the current ones could have
been made easier for programmers to develop an online
application with Ajax.

-76-

With features of Ajax, online applications are
growing fast and replacing desktop applications.
Despite the fact that using Ajax makes the codes
complicated for the programmer, he can create a web
application with more flexibility, interactivity and
dynamic than usual ones.
Moreover, users and
administrators both prefer online applications because
it is more comfortable, faster and profitable to
administer one computer instead of many [3].
II. ASYNCHRONOUS VS. SYNCHRONOUS
Before explaining how Ajax works, there is need to
know about some concepts. As it is described, Ajax is an
asynchronous approach. Asynchronous and synchronous
are general ideas to work on a system. When a system is
in asynchronous co-operative mode, it means authors
cannot edit or work on it when a person is working with it
and they need to wait for finishing and submitting the
current editing on the server and then make their own
modifications sequentially.
On the other hand,
synchronous mode means that it is possible for other
authors to carry out their own edits when a person is
currently working on it. For instance, imagine some
employees are working on designing a car in an
automobile manufacturer. It has to be a synchronous cooperative condition when they are working and designing
on a common part such as dashboard or seats. They need
to work on it together and exchange their opinions
quickly. However, when they are in charge of designing
different parts such as wheels and seats, they could work
in asynchronous mode. Although the synchronous mode
is obviously more suitable, it has some challenges such as
extremely high bandwidth or receiving messages with
unacceptable delay. Therefore, according to the system,
one of asynchronous or synchronous mode is preferred
[4].
III. WHAT AJAX IS
Ajax is combination of JavaScript, XML and DOM
(Document Object Model). In fact, Ajax is not a product
or a new language; it only is a set of techniques in
programming that combines codes running on the
browser and server to make an online application more
interactive [5]. In a traditional browser-based online
application, the user should submit a request to the server,
wait for processing the request and producing a response
by the server, and then wait for the browser to receive the
data from the server and update the whole page and
interface. This process is highly disturbing and does not
have enough productivity. The worst point is the user has
to go through the whole process and wait for updating the
interface even for a tiny change in page and if the user
School of Engineering, Design and Technology
University of Bradford
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makes an unconscious mistake such as inserting an
incorrect input, the database, server access, bandwidth
and the network are all wasted [6]. However, the Ajax
techniques have solved this disruptive problem and there
is no need to reload the whole page for any request by the
user. That is to say the user can send a request to the
server and only that part of contain will be updated by the
browser without any necessity to refresh and reload the
whole page. The most popular examples of online
application are Google Maps and Facebook.
For
instance, the user can change the map and go through it
without reloading the page in Google Maps. Actually,
the browser is immediately receiving responses from the
server and updating the content when user is searching
through the map. Or in Facebook, when the user submits
a comment, the browser just updates the comments part
and the whole page is not reloaded.
The application built with Ajax has some
characteristics which are appropriate for programmers.
The user interface of this application is built with HTML
and CSS and also JavaScript is the common language for
all components which are simple basic languages for
developing an online application. Moreover, Extensible
Markup Language (XML) is responsible for receiving and
sending the data and document object model is as enabler
of dynamic interactive pages.
Asynchronous
communicating between client and server is undertaken
by XMLHttpRequest [6].
Although majority of developers decide to implement
Ajax techniques into their project, some observers
especially in industry believe it would not be an
appropriate alternative for all type of projects [1]. Some
programmers still decide to not perform Ajax into their
web sites because of considerable amount of Ajax
disadvantages. For instance, the projects using Ajax
techniques become much more complicated than usual
projects and it makes the project excessively difficult to
implement by the developer. Despite the fact that famous
companies like Microsoft and Macromedia have released
a lot of tools to support developers in designing and
running projects with Ajax, they still have unpleasant
issues with working Ajax like limitation of using
JavaScript language and incompatibilities with browsers,
which developers usually waste valuable time for this
problem in any online application [6].
One of the most important disadvantages of Ajax is not
supporting audio or video streaming. Moreover, not only
HTML but also JavaScript cannot support audio or video
API. This lack can persuade developers to use other
alternative such as Flash in some projects [1].
IV. HOW AJAX WORKS
Ajax uses JavaScript language, XML and DOM which
most developers are familiar with them. Netscape and
Sun released JavaScript in 1995 which could make the
pages more active [1]. Actually, when a developer uses
Ajax in a project, a lot of logics move down to the server.
In other words, instead of sending a request to the server
and let the server to implement the codes, some functions
School of Engineering, Design and Technology
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do not send to the server and they would be processed by
JavaScript in client side. It also does not matter which
server side language the programmer has chosen. For
instance, it is possible to perform Ajax techniques in a
project with ASP, Ruby or PHP server side languages.
Therefore, through implementation of an online
application using Ajax, the web is separated into two
parts. One part implements server side issues such as
making connection to the database or calculating.
Another part performs client side issues by JavaScript and
it does not need any Internet connection [5]. Ajax
technique increases the client side parts by creating a
JavaScript-based engine and it runs on the browser of the
user. Consequently, Ajax applications are usually fast
because majority of implementations are moved into the
client’s browser and only small amount of data needed
send and receive in transactions with the server. It also
can be beneficial and advantageous for decreasing the
network traffic [1].
It is not necessary for a developer to know how XML
documents work in an Ajax project. However, Ajax
implements XML DOM as a home management server.
This approach is profitable for the whole project like
reducing process time by three times in average through
utilizing general database and flexibility of development
situation change. It can also impressively affect on
managing data and making the transactions more easier
[7].
A group of languages is defined to use organized data
by providing XML, which is a markup language, in
documents on the server. DOM, as a programming
interface, can also help programmers for modifying XML
and HTML files. In fact, using DOM can provide a
higher level of interactivity and facilitate transactions for
the user in an online application [1]. Furthermore, an
XML document is represented by an in-memory form
logical view provided by DOM [7]. In order to
understand the files such as HTML, a tree is created by
DOM. The HTML files are scanned and may be some
mistakes are corrected through parsing by DOM. There
are a lot of toolkits such as NekoHTML to divide of files
into small sections that are easy for a program to process.
It is also possible to eliminate or sort some unnecessary
codes and clutters like pop-up advertisings and banner
advertisings with Flash to build the DOM tree. When the
tree is provided after parsing the files, scripts and
programs can easily access to HTML and XML
documents to edit the structure of these files. In other
words, DOM is a mutual language to facilitate updating
contents of files for programs [8].
As it is mentioned, JavaScript is a client side language.
It means that implementing codes of JavaScript are done
in the browser of the user and there is no need to connect
to the Internet and the server. Although JavaScript has
some limitations and cannot satisfy all needs of
programmers, Ajax extremely uses capabilities of this
language to meet the requirements. It can be one of the
advantages of the Ajax because JavaScript is freely
available for developers in HTML documents. Moreover,
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no plug-ins is required in Ajax applications because
JavaScript is a cross-platform scripting language. This
feature of Ajax can increase availability of this kind of
applications comparing to other technologies such as
Macromedia Flash [1]. Although using JavaScript can
increase bandwidth efficiency in Ajax applications, it can
make the whole project too slow if there is no limitation
in using JavaScript [9].
In traditional and usual web sites, HTML and CSS
(Cascading Style Sheet) documents provide the interface
of an online application. When the user sends a request
to the server, the request is processed and responded by
the server [1]. Then, if an application is written by
ASP.Net on the Internet, some of requests are
implemented on the client side by JavaScript and others
are on the server side and processed by ASP.Net codes
(see Figure 1).

Fig. 1. Traditional Transactions

On the other hand, in a project which Ajax is
implemented, the transactions and processed are changed.
In this kind of applications, there is an Ajax engine into
the client side. As it is mentioned, this engine uses
JavaScript to responses to the requests of the user. If
there is any need to connect to the server and send a
request, Ajax will send the request and update the only
part and contain of the page which is necessary. The
most powerful advantage of the Ajax is that it can update
contain of the page without any need to reload the whole
page. In fact, the object is used in this step to send and
receive a request is XMLHttpRequest. With this object,
the system can create HTTP requests, send them to the
server and receive the response without the user watching
any disruption on the page. Therefore, the request of the
user is sent to the Ajax engine and if it is necessary, the
request will send to the server by the XMLHttpRequest
object. Sometimes, there is not any need to connect to the
Internet and send a request to the server such as
validating a form or using cookies that can be performed
and processed by JavaScript and Ajax. In comparison
with traditional transactions, there is XML on the server
side as well in an online application using Ajax [1]. As it
is described, XML will work as a server in some requests
sent by Ajax (see Figure 2).
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Fig. 2. Transactions in an Online Application using Ajax

When it is said that in an Online Application using
Ajax, the whole page is not reloaded through sending and
receiving the data, it does not mean that Ajax can update
the page without reloading with any request and situation.
It is necessary to reload the whole page even in an Ajax
application such as opening a basket or doing checkout in
an online purchasing process.
There are a lot of software and toolkits from huge
companies such as Microsoft and Google to facilitate
developing Ajax applications for programmers. For
instance, Google Web Toolkit (GWT) helps web site
developers to provide Ajax applications with Java.
Actually, GWT is an open source framework of Java
software-development and includes code libraries as well.
One of the features of GWT, which is beneficial for Java
application developers, is through developing RIA (Rich
Internet Application), Java tools ecosystems are provided
for developers. There is also another platform from
Microsoft named Silverlight to help about four million
programmers using Visual Studio to develop .Net or even
traditional Windows application projects who want to
build applications having this capability to run on other
platforms. Silverlight is a free runtime engine which is
cross-platform and cross-browser that can compile
ASP.Net projects and render HTML documents as well
[2]. Microsoft has also a cross-browser framework
named Atlas to help developers to create Ajax web
applications. Atlas has increased the productivity and
accessibility of using modern browsers running on any
OS (Operating System) and there is no need to install any
component on the client side. For instance, Atlas can
even improve a PHP-based web site running on Linux
without any user experience through browsing the web
site sand it does not matter what browser it is. It can be a
Safari on a Mac, Internet Explorer on a Windows PC or
Firefox on a Linux.
V. IS AJAX REALLY SECURE?
Nowadays, although most applications are going on the
web such as emails and bank transactions, hackers are
following this approach and learn more about new
technologies as well. Developers should know that they
are not the only ones working with tools to intensify
security of applications. Hackers also use them to
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understand how testers evaluate security of an application
and utilize it against them [10].
With Ajax, most implementations move down to the
client side and the browser of the user. Although this can
make the application faster, it would be easier for
attackers to look for vulnerabilities and find possible
flaws. In traditional way of attack, it was necessary to
access to the tools on the server for realizing the inside of
an application. However, Ajax has laid more knowledge
about the project on the client side by JavaScript which
the hackers know more about it and its functions. There
was a wrong thought that Java is confusing to understand
by the attacker because it is in a byte-code document.
However, functions of this language can be accessed and
decompiled in the browser. Therefore, it is dangerous to
push out a lot of codes from the server and it is also
possible to disclose the server if the programmer is not
careful.
Using Ajax can increase some kind of
vulnerabilities. For example, data is sent to the server
from a browser by only one interface but in Ajax
application, different part of page is sending data to the
server by separated interfaces. Consequently, amount of
modules with different functionalities are increased.
Moreover, it is possible that modules are written by
various programmers and it can multiply the
sophistication and vulnerability of an application.
Therefore, although Ajax does not have any effect on the
security, there should be a limitation by developers for
pushing out codes from the server and putting them on
the client side to decrease the potential vulnerabilities
[11]. This disadvantage of Ajax can also promote some
developers to use other languages for creating online
applications. Nevertheless, it should be mentioned that if
an online application has vulnerabilities, it is not secure
and it does not matter which techniques are used to create
it. Also, if an online application is well structured, no
insecure Ajax can decrease the security level lf it [5].

Internet and the World Wide Web

In spite of the fact that huge companies are trying to
make Ajax techniques easier to use and releasing
different platforms and toolkits to facilitate and expedite
developing Ajax applications, there is still lack of
standard software to meet all requirements of
programmers.
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VI. CONCLUSION
Ajax techniques could make a revolution to provide
online applications faster and increase the availability,
interactivity and efficiency.
Although some
disadvantages of Ajax such as complexity of codes for
programmers, difficulty for providing and not making the
application on the more safe side promote developers to
use other languages like Flash to create the applications,
it is still one of the best alternatives for developers to
build an elegant online application.
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Abstract-During the past two decades communication over
the internet has increased tremendously. This gave rise to
the need of mechanisms for the protection of transmitted
data and also for the authentication of sender and receiver.
This can be done through Cryptography. Cryptography
ensures the secrecy of the message content and the identity
of the sender and receiver and also protects the message
from unintended modification. Different algorithms are
used to encrypt and decrypt the data using secret keys and
also different functions like hash function and compression
are performed on the data.

If the same key is used for both encryption and
decryption then it is called symmetric cryptography. If
different keys are used for both encryption and decryption
then it is called asymmetric or public key cryptography.
Network security is related to the employment of
cryptographic algorithms in networking protocols and
network applications. Communicating parties follow
some rules which are known as Protocols. In order to
have a secure data transmission these rules must be
followed.

Network Security includes protocols to prevent the misuse of
the network. It protects the communication from hackers.
Network security is very important as it covers many crucial
tasks like internet commerce and transactions among banks.

II. CRYPTOGRAPHY

This research paper will throw some light on different
cryptography techniques such as DES (Data Encryption
Standard), RSA (Ravest Shamir Adleman), PGP (Pretty
Good Privacy), Digital signatures, Hash functions and how
secrecy, message integrity and user authentication is
achieved using these techniques. Some network security
protocols like IPSec (Internet Protocol Security), SSL
(Secure Socket Layer) and SET (Secure Electronic
Transaction) will also be discussed in detail.
Keywords: Cryptography, Network Security, DES, RSA, PGP,
IPSec, SSL, SET.

I. INTRODUCTION
As there is an exceptional increase in the use of global
communication and flow of information through the
internet, there is a need for protection of data from being
disclosed, to ensure the authenticity of communication,
and to protect computer systems from attacks.
Cryptography is one of the essential aspects of secure
communication. It deals with the secrecy of the message
content [1]. Cryptography may be referred as converting
plaintext (original message) into ciphertext by encryption
and then back to the original message by decryption. Four
major objectives of Cryptography are as follows [1]:
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Confidentiality: The message is unintelligible
i.e. it is not easily understandable.
Integrity: The message content cannot be
changed before reaching the receiver.
Non-repudiation: The sender of the message
cannot refuse ownership of the content later.
Authentication: Both the sender and receiver can
verify each other. Also the origin and the
destination of the message should be
authenticated.

A. DES (Data Encryption Standard)
DES is a private key block cipher which was developed
by IBM in 1972 and it was adopted as a federal standard
by National Bureau of Standards in 1977. Although it was
a very secure and very popular cryptographic technique, it
expired in 1998 [2].
1) Features of DES: DES uses a plaintext of 64 bits and
keys of 64 bits which is shortened to 56 bits after
permutation. The cipher text which is obtained after the
encryption of plaintext is also 64 bits. Sixteen rounds of
encryption are performed on the plaintext after initial
permutation. The key is generated every time.
Permutation, distribution and substitution are performed
on the plaintext as well as on the keys. P-box, S-boxes,
and key schedules are also used in DES [2].
2) DES Overview: The general method for DES
encryption is described in Figure 1. The input is 64-bits
of plaintext shown on the left side and a 64 bit key on the
right side. An initial permutation (IP) is performed on the
input which rearranges bits. Then 16 rounds of encryption
using different key every time is performed on the input.
It also involves substitution. Finally the inverse
permutation is done to obtain the cipher text.
The right side of the Figure 1 describes the operation
performed on the 64 bit key which is reduced to 56 bits
after permutation. It is also a 16 stage process and a
different key is generated every time. A Circular shift and
a permutation are performed on a 48 bit key [1].
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d can be calculated with the help of extended
Euclid’s algorithm such that e * d= 1 mod φ(n).
The Key pair will be {e, d} in which e is the
public key and d is the private key.
The set of keys {n, e} can be made public.
The set of keys {p, q, d} should be kept secret
and can only be known to the owner [2].

2) Extended Euclid’s Algorithm: Extended Euclid’s
Algorithm is generally used to find the multiplicative
inverse. Firstly, we have to check if the inverse exists or
not. In RSA the decryption key d is calculated using
extended Euclid’s algorithm. Given e * d= 1 mod φ(n),
then d is called the multiplicative inverse of e or e is the
multiplicative inverse of d. d can only be found if e and
φ(n) are relatively prime to each other that is if gcd(e,
φ(n)) = 1. Extended Euclid’s Algorithm is described in
the Figure 2. When gi = 0, v i-1 will give the value of d. if d
is negative then n will be added to d [2].

Fig. 1. DES encryption overview [1].

3) Decryption: The decryption of DES is same as the
encryption with the reversed key schedule [9].
Fig. 2. Extended Euclid’s algorithm [2].

B. RSA (Ravest Shamir Adleman)
RSA is a public key cryptosystem i-e different keys are
used for encryption and decryption. This is the main
advantage of RSA as only the person to whom the
message is intended can read it. Hence secrecy is ensured.
In RSA encryption is done on Plaintext in blocks, and
every block has a binary value less than some number n.
Encryption and decryption is done by the following
formula:
C = Me mod n

(1)

M = Cd mod n = (Me)d mod n = Med mod n

(2)

Where M is the original message and C is the ciphertext
e is the encryption key and d is the decryption key. Both
sender and receiver must know the value of n. The sender
knows the value of e, and only the receiver knows the
value of d [2].
1) RSA Key generation process:





Two prime numbers, p and q are randomly
selected where p ≠ q.
The product n = pq is calculated which is
referred as public modulus.
Then Euler’s φ-function, φ(n)= (p-1)(q-1) is
calculated, which gives the secret numbers.
An integer, e is selected which is relatively
prime to φ(n) i.e. gcd(e, φ(n)) = 1
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C. Pretty Good Privacy (PGP)
Pretty Good Privacy (PGP) is a computer program
which was created by Phill Zimmermann in 1991. It
ensures secrecy, authentication and message integrity.
The security of e mail communication is enhanced by
applying encryption and decryption using PGP [11].
PGP as the name suggests is a pretty good privacy
program because there is no known mechanism to break
PGP encryption. This is the main advantage of PGP. PGP
is also faster than conventional encryption techniques.
PGP uses both public key and symmetric cryptography.
The use of session key solves the problem of key
distribution. Although the public keys of involved parties
can be obtained from certificate authorities.
1) PGP Operation: Sender applies a hash function on
the original message and encrypts it using his own private
key. The encrypted message is concatenated with the
original message and compression is applied. The
resulting compressed message is encrypted using a
session key. The receivers public key is also encrypted
using the session key. Then the encrypted compressed
message is concatenated with the encrypted public key of
the receiver and the whole package is sent to the receiver
over the internet.
The receiver upon receiving the package decrypts his
public key which was encrypted using session key. The
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decryption is done by the receiver’s private key. In this
way receiver gets the session key. This session key is
then used to decrypt the compressed message.
Decompression is then applied to the compressed
message which gives encrypted hash of the message
along with the original message. The hash message is
then decrypted using public key of the sender. The
original message is passed through a hash function. By
comparing the two hashes receiver ensures the sender’s
identity and message integrity.

work on top of SSL. There are three higher-layer
protocols in SSL:
 The Handshake Protocol,
 The Change Cipher Spec Protocol
 The Alert Protocol [1].
B. Secure Electronic Transaction (SET)
SET is an open encryption and security protocol
designed to protect credit card transactions on the
Internet. SET was originally developed by Visa
International and MasterCard International in February
1996. SET provides three services:


Ensures a secure channel for communication
among the customer, the merchant and the
merchant’s bank.



X.509v3 digital certificates are used which
guarantees trust between merchant and
customer. .



Privacy is ensured because the information is
only accessible to parties which are involved in a
transaction when and where required [1].

Fig. 3. PGP Operation [11].

III. NETWORK SECURITY
A. Secure Socket Layer (SSL)
SSL is a secure communication protocol which
provides encryption and authentication between the client
and the server. SSL protocol comprises of two phases:
1) A handshake phase: In the handshake phase the
server is authenticated to the client and the encryption
algorithms which will be used for transmission of data in
the SSL session phase are agreed upon. The web browser
and the server both should be SSL-enabled. The browser
contains a list of trusted Certificate Authorities (CAs) and
public keys of CAs. For authentication of the server
browser gets the certificate from the server which
contains server’s public key.
2) An encrypted SSL session phase: In the SSL session
phase, Transmission of application data is done. All data
is encrypted and decrypted using session keys which were
negotiated during the handshake phase [2].

Fig. 4. SSL Protocol Stack [1].

The SSL Record Protocol secures higher-layer
protocols. The Hypertext Transfer Protocol (HTTP) can
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Fig. 5. Secure electronic commerce components [1].

SET requires all the three parties to obtain certificates.
The customer’s and the merchant’s certificate is issued by
their respective banks. These certificates provide
assurance to the customer about the merchant and vice
versa. SET uses dual signature in order to link two
messages which are planned for two different receivers.
This helps to resolve any dispute between the customer
and the merchant. The customer sends the order
information (OI) to the merchant and the payment
information (PI) to the bank. So secrecy is ensured as the
merchant does not know the bank details of the customer.
1) The generation of a dual signature (DS): In order to
get the dual signature firstly the hash of the PI and hash
of the OI is concatenated and after concatenation the
result is hashed again. The final hash is encrypted by the
customer’s private key to obtain the dual signature [2].
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C. Transport Layer Security Protocol (TLS)
Fig. 6. Generation of a dual signature (DS) [2].

2) SET Operation Overview: The customer gets a
digital certificate upon opening a Mastercard or Visa
bank account which works as a credit card for online
dealings. The certificate contains a public key and a valid
date of expiry. Similarly the merchant also receives
certificate from the bank which contains the merchant's
public key and the bank's public key. When the order is
placed by the customer through a web browser, the
browser authenticates the merchant by receiving the
certificate from the merchant. Then order information is
sent by the browser to the merchant. The order
information contains:
• Dual signature, PI and the OIMD encrypted with a
onetime session key, Ks.
• A digital envelope: Ks encrypted with the bank’s public
key, KPb
• Dual signature, OI, PIMD, the customer’s certificate.
After receiving the OI, the merchant verifies the customer
by comparing the decrypted value of the dual signature
and the hash of PIMD which is concatenated with the
hash of the OI. If the two quantities come out to be same
then the customer is verified. Finally the bank after
verifying both the merchant and the costumer sends the
authorization to the merchant who completes the order
[2].

Transport Layer Security Protocol (TLS) ensures the
secure communication over internet. Apart from
provision of secure communication another main
objective of TLS is data integrity between
communicating entities.
TLS consists of two layers:
1. TLS record protocol
2. TLS handshake protocol.
The record protocol provides the transmission of data
between the links. The transmission takes place using the
encryption with separate keys which are generated in the
handshake protocol. Symmetric cryptography is used in
encryption of the data.
The TLS layers are described in Figure 9.1. It can be
seen that how TLS is dependent on TCP/IP connection in
order to transmit data in both directions forward and
backward. Data is transmitted from the application to the
TLS record protocol, encryption and compression is done
on the data before being sent to the other end. On the
other end decryption and decompression is done on the
data before it is transmitted. The other ends needs to be
valid in order to perform decryption and encryption [12].

Fig. 8. TLS layers [12].

D. Internet Protocol Security (IPSec)

Fig. 7. SET Operation Overview [2].
TABLE 1
COMPARISON BETWEEN SSL AND SET [5].
SSL

SET
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Internet Protocol security (IPSec) is a set of general
framework and different protocols which are used for
secure communication over the internet. IPSec has a wide
range of application in communication and ecommerce as
it provides certain benefits over SSL and SET. IPSec uses
encryption on the complete packet and can encrypt any
protocol which is not done by SSL and SET. Moreover it
acts independently so the users are not affected [3, 6].
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IPSec provides various services. It ensures
authentication, data integrity, data confidentiality
(encryption), and it provides replay protection by
dropping the packets which are already transmitted.
IPSec protocols:
• Authentication Header (AH)
• Encapsulating Security Protocol (ESP)
• Internet Security Association and Key Management
Protocol (ISAKMP)
• Internet Key Exchange (IKE)
IPSec consists of two modes of operation:
1. Transport mode
2. Tunnel mode
1) Transport Mode: In transport mode, a direct
connection is established between two users using peer to
peer communication. There is no need for complete data
encryption of the packet in this mode. it is a faster mode

Fig. 11. Transport Mode vs. Tunnel Mode [7].

4)
Authentication
Header
(AH)
protocol:
Authentication Header (AH) protocol provides
authentication and integrity. It protects bits from
modification during transmission. Payload is not
encrypted by AH.

Fig. 12. Authentication Header (AH) [7].

Fig. 9. Transport mode [3].

5)
Encapsulating
Security
Protocol
(ESP):
Encapsulating Security protocol (ESP) ensures integrity.
Encryption can be done partially or completely on the
packet.

2) Tunnel Mode: Tunnel mode is used to link two
gateways. The complete packet, together with the IP
header is encrypted. Encapsulation is done on IP packet
using IP header. The tunnel mode is slower than the
transport mode as a new header is produced in the tunnel
mode [3].
Fig. 13. Encapsulating Security Protocol [3].
TABLE 2
COMPARISON BETWEEN AH AND ESP [5].

Fig. 10. Tunnel mode [3].

3) Transport mode vs. Tunnel mode: In transport mode,
IP header and the data is secured by the Authentication
Header AH while in tunnel mode, a new IP header is
created and authentication is done on the complete
original header. The new IP header is secured just like
the IP header in transport mode. Moreover transport
mode is faster than the tunnel mode [8].
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AH
ESP

Transport mode
Selected portions of
IP payload and IP
header
are
authenticated
IP
payload
is
encrypted

Tunnel mode
Whole
inner
IP
packet and the partial
outer IP packet is
authenticated
Only inner IP packet
is encrypted

IV. CONCLUSION
As we know that the communication over internet has
rapidly increased in recent years. From email to
ecommerce, security is desired in every form of
communication. Cryptography techniques and network
security mechanisms which are discussed in this paper
provide reasonably secure communication but yet we
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can’t prove that they are completely secure. Although
they have revolutionized the life of people yet a lot is
needed to be done. This is the age of technology. Every
day brings something new to the technology world. But
the secure communication carries its ultimate importance.
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Abstract: Over the past 10 years, mobile phones have
changed the way people live and work. The progress made
in wireless technology has led to an increase in the number
of mobile device users which has accelerated the
development of mobile commerce using these devices.
Mobile commerce, the new type of electronic commerce, is
the act of buying and selling of products and services using a
mobile phone, personal digital assistants and some other
hand held devices that operate with internet access. Today,
mobile commerce is growing beyond electronic commerce
due to its inbuilt characteristics which has given rise to the
innovation of new products, services, markets, and revenue
streams. Mobile services are applied in diverse applications
across various fields such as entertainment, content, travel,
banking and marketing, etc. Its unique features such as
instant connectivity, ubiquity, immediacy, flexibility and
personalisation are useful to consumers and businesses
across the globe.
Nevertheless, there are some limitations associated with
mobile commerce that can be resolved once its relevant
technologies mature, become widely available and
competent. This paper focuses on the mobile commerce
concept, the technology involved, its impact on businesses
and consumers, mobile commerce applications, its barriers
and future trend.
Keywords: e-commerce, m-commerce, B2C, B2B, WAP

I.
INTRODUCTION
Research from the Internet Advertising Bureau showed
that as at May 2011, 21.3 million people used the mobile
internet each month. In the UK with 51% of mobile
owners, approximately 23 million people use their mobile
devices to search for products and services, make
payments, and cash in coupons [1].Mobile commerce
which has become widely adopted globally, started as a
result of the advances made on e-commerce technology
like the emergence of mobile devices with improved data
rate transmission, increased data storage capacity, userfriendly and easy-to-operate interfaces [2]. The good
thing about mobile phones is that almost everyone in the
world uses it thereby enabling the impact of a wider
audience of consumers and businesses. It aids consumers
without computers to have access to the internet easily;
shop anywhere, carry out bank transactions and pay their
bills. Its unique features such as ubiquity, flexibility and
personalisation have made it easier for m-commerce to
connect consumers and businesses together, enabling
them to communicate with one another without difficulty
[3]. Organisations that have adopted m-commerce have a
competitive advantage, an increase in sales, a strong
customer relationship and cost reduction as benefits [3].
However, for m-commerce to remain a success,
limitations and barriers such as interoperability, usability,
security and privacy still need to be addressed.
II.
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This section provides the definition of some concepts and
terms behind mobile commerce. This includes electronic
commerce, business to consumer and business to business
mobile commerce.
A. ELECTRONIC COMMERCE
Electronic commerce, which refers to the buying and
selling of goods and services using the internet have
grown rapidly and highly common around the world since
the inception of the Internet in 1994 [4]. It replaced
physical shopping, ordering of goods and payment of
bills, information searches, advertisements and delivery
of services. There has been an impressive progress in
both business-to-consumers and business-to business
aspects of e-commerce. The ability to reach people
globally, the reduced cost of transaction and increased
product innovations is the advantages of e-commerce [5].
B. BUSINESS TO CONSUMER (B2C) MOBILE
COMMERCE.
In B2C m-commerce, organisations target mainly
consumers as their audience. The various m-commerce
value-added services provided like mobile shopping,
mobile banking, etc. improve the quality of life of
consumers. Consumers can buy and sell products online
anywhere and anytime even when the shop is physically
closed. In B2C m-commerce, organisations communicate
directly with their consumers to produce goods and
deliver services to their satisfaction. Consumers now
dictate what they want and how they want it. This
encourages the business to satisfy the customers and
operate successfully and in turn yield huge profits. Some
of these business types include online shops like Amazon
and eBay that gives consumers the option to browse
through different shops and products, compare prices
before placing their orders.
C. BUSINESS TO BUSINESS (B2B) MOBILE
COMMERCE.
B2B m-commerce is the act of buying and selling of
goods and services between businesses with the use of
mobile devices. It enables businesses to strengthen their
relationship with their suppliers, distributors, dealers and
vendors. They can track orders, make payment, view new
orders, and make corrections easily and faster with their
mobile devices. M-commerce aids the business to make
better decisions, be more efficient, build trust and loyalty
with companies and increase their productivity.
III.

MOBILE
COMMERCE:
ELECTRONIC COMMERCE

BEYOND

CONCEPTS AND DEFINITIONS
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According to the Global Consumer Survey, 72% of
consumers use the mobile internet daily while 18% do not
use fixed Line to access the Internet at all [1]. MCommerce and e-Commerce possess the same feature in
that they both involve the purchase and sales of products
and services over the internet. However, the differences
are in technologies, devices and the communication
protocols they both use. It can be said that mobile
commerce has more value-added advantages because
consumers have access to products, services and
information anytime, anywhere irrespective of their
locations. Also, unlike the present-day e-commerce
process that organisations and providers have control of
information, m-commerce consumers actually do have a
say in the products and services they get and the
information they receive [6]. This has influenced business
organisations to make customers’ satisfaction their
priority by producing remarkable products and delivering
noteworthy services. Also, the revenue generated by mcommerce is higher compared to electronic commerce.

Fig.1 M-commerce vs. e-commerce: revenue [17]

IV.

THE
BENEFITS
COMMERCE

OF

MOBILE

A. BENEFITS TO CONSUMERS
 Ubiquity:
Mobile devices enable consumers to purchase goods and
services anywhere they are and anytime they desire,
irrespective of their geographical location. Industries and
businesses benefit from this by posting notifications and
alerts such as auctions, products price change, and travel
schedule information that are useful to consumers.
 Convenience:
Mobile phones and devices are small in size compared to
most personal computers, thereby making it easy for users
to carry around with them. It enables consumers to buy,
sell and access information online, even when a company
or shop is physically closed. For example, most banks
have put in place online banking services to enable
customers’ access their accounts to make transactions
from anywhere.
 Personalisation:
Mobile technologies have given users the ability to
customise their mobile devices the way they want. They
can change some features to control the way they see
information, how they retrieve information and the time
used in gathering information. An example of these
School of Engineering, Design and Technology
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devices is the smart phones which is a combination of cell
phones and PDAs.
 Easy connectivity:
Users can connect to the internet via their mobile devices
to perform transactions without a modem or Wi-Fi
connectivity being set up. They also don’t need to plug in
a personal computer to gain internet access which would
require waiting for it to boot.
 Localisation:
Mobile technologies provide users the ability to use their
devices to obtain the locations and directions to various
places like airports, restaurants, hotels etc.
B. BENEFITS TO ORGANISATIONS
 Global reach:
Mobile commerce has made it possible for companies to
reach a wider audience of consumers to sell their products
and service, which would enable them to generate greater
profits.
 Stronger relationship with customers:
The opportunity for a company and its customers to
communicate, interact and receive feedbacks creates a
closer and stronger relationship. When customers access a
company’s website through their mobile devices, they
feel the company is paying more attention to their needs.
This leads to customers showing loyalty to the company.
 Cost reduction:
M-Commerce reduces transaction costs by increasing the
connection speed between a business and customers can
connect regardless of the distance. A business can update
prices of products on their website and the information
would be available instantly to the customers. This
method reduces the cost of updating information.
V.
MOBILE TECHNOLOGY
The technologies and generations of data transmission
between mobile devices and networks are discussed
below.
 Wireless Application Protocol:
WAP is application communication protocol that enables
mobile devices receive information from the internet and
display it on their screens. With WAP technology, mobile
phones are able to communicate with other devices over a
wireless network [7]. It uses the Wireless Markup
Language (WML) to create pages that can be displayed in
a web browser.
 i-mode:
While other phone providers used the WAP standard to
offer their content, the Japanese cellular phone network
provider NTT DoCoMo introduced its own protocol
called i-mode [7]. i-mode is a protocol that provides
access to services on mobile phones. It uses a compact
version of HTML called cHTML (subset of HTML),
which removes all the complicated elements and features
from HTML, such as scripting, frames, table, style sheets
and embedded objects. It provides contents like e-mail,
database, information and entertainment contents [7].
 Short Message Service (SMS):
The Short Message Service (SMS) is a technology that
allows immediate text messages to be sent and received to
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and from one mobile device to another. SMS technology
is available in 2G standards. They are a fast and personal
medium for individuals, businesses and consumers to
exchange information and updates.
 Bluetooth and NFC technology:
The Bluetooth technology is a wireless standard that
allows different devices like computers, mobile devices
and printers, to connect together without physical cables
within a short-range of frequency [8]. The Near-field
communication is a new standard-based technology that
provides a short range wireless connection between
electronic devices like mobile phones, personal
computers, check-out cash registers, vending machines,
parking meters, ATMs etc. it operates at a frequency of
13.56 MHz [9].
 The Second-generation (2G) network:
2G Technology is a digital technology that provides both
data and voice services for mobile communication. The
most widely used 2G systems is the Global System for
Mobile (GSM) communications which operates at a
frequency of 900-MHz and 1800-MHz. It is the
international standard mostly used in Europe, Australia,
Asia and Africa [10].
 The 2.5G network:
This network is an improvement in the performance of
2G networks. It is based on GPRS (General Packet Radio
Services), High Speed Circuit Switched Data (HSCSD)
and EDGE (Enhanced Data GSM Environment)
technologies. GPRS offers the cost advantages of packetbased services and speed of around 56 to 114 Kbps. It
provides voice, text with limited graphics that allow users
to participate in video conferencing and multimedia
services. EDGE is a faster version of GSM that delivers
data at rates of 384 Kbps and aids the delivery of
multimedia and other applications. [7]
 The Third generation (3G) network:
UMTS (Universal Mobile Telecommunications Service)
is a 3G packet-based technology that is based on
Wideband Code Division Multiple Access (WCDMA). It
provides high data speed and internet access, improved
audio and video streaming, video-telephony and IPTV
(TV through the Internet) support [7]. It is currently the
most widespread, high-speed wireless service.
 The Fourth generation (4G) Network:
This is the next generation of wireless technology that is
being developed to provide better quality of services and
faster data speed than the 3G technology.
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Fig.2 Mobile Technology Evolution [18]

VI.
M-COMMERCE APPLICATIONS
P. Benou and V. Bitos (2008) [11] outlined some types of
mobile applications below:
A. Mobile financial applications:
This application includes mobile banking, mobile
brokerage services and mobile payments.
 Mobile banking:
Many banks have put in place online banking services
that users can access with their mobile devices. This
enables consumers to carry out various banking activities
without physically being in the banks. They can check
their account balance, pay bills, find out the location of
branches of banks and ATMs, and access information
from the bank easily.
 Mobile broking:
Brokerage firms are involved in mobile broking to attract
and retain customers. They do this by sending alerts
concerning information such as the prices of bonds and
stocks to their mobile devices. Mobile broking also
makes it possible for consumers to easily browse stocks
online to either buy or sell.
 Mobile payments:
Consumers are able to make payments for purchases
made, either at the point of sale or at a distance with their
phones. These payments can be carried out at restaurants,
shops, and even as they buy goods or services online like
games and information.
B. Content purchase and delivery:
Mobile content purchase and delivery services enable
users that have high bandwidth on their mobile phones to
buy video games, ring-tones, music, wall papers and
videos online. An example is Fox Entertainment that
offers one-minute episodes of its television programs on
mobile phones [12].
C. Location-based services:
This is an application that aid consumers to track and
pinpoint their location, other user’s location, shops, banks
etc. Examples are maps, traffic alerts that indicate speed
limits, weather applications that are based on user’s
location.
D. Mobile Advertising:
Many organisations send advertisements to customers’
phones regardless of their locations. The advertisements
are sent using the push or pull method depending on the
interests of users. Mobile advertising is very effective if
targeted at the right audience.
E. Mobile shopping:
In mobile retailing, customers are allowed to shop online
regardless of their locations and shops closing hours. It
provides features, in which the customers can place
orders, compare prices and carry out a quick search.
Mobile ticketing enables users to purchase tickets online
and the tickets are delivered via SMS or (multimedia
services) MMS message. Firms conduct mobile auctions
to enable mobile users participate in the bidding of
products. Examples of these firms are eBay and Amazon.
Consumers are able to reserve hotels and restaurants,
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change reservations and check prices using the mobile
reservation feature.
F. Mobile information provisioning:
This provides users access to various information like
news, sports, flight and train schedules on the web
through their mobile devices.
VII.

BARRIERS TO MOBILE COMMERCE
 Usability:
The size of the screen with the limited amount of
information displayed on a mobile device makes it
difficult for users to have full access to the website and
interact with the page as they would on a personal
computer. It also does not provide the same level of
graphics, processing power and memory as this is due to
the technology built into the mobile device [13].
 Interoperability:
The ability of the various technologies and standards of
mobile commerce to operate together successfully in a
mobile platform is a challenge. The network charges, the
standards, reliability and bandwidth provided by the
internet service providers to users varies thereby making
it difficult to integrate technologies and services [14].
 Security and Privacy:
This is a major challenge to mobile users as they are
concerned with how location-based services and sharing
of information through a third-party does affect their
privacy. Users are also doubtful about using the mobile
payment services because it requires them to input their
confidential bank details which can be accessed by
hackers. There’s also the fear of losing a mobile device
which might contain valuable and confidential
information.
 Changes in business strategies:
A lot of companies have had to restructure their
strategies in order to implement m-commerce services
because of its benefits. Others are reluctant to implement
m-commerce because of the risk involved like security
risks, technological development and the cost of making
mistakes [15].
VIII.

MOBILE COMMERCE FUTURE TRENDS
 Security and Payment Systems:
Large global organisations like PayPal, MasterCard and
Visa are working on more secured mobile payment
systems that enable customers’ personal and confidential
information to remain protected. This would build trust
between the business and customer, and provide profits
for brands. Network providers are ensuring that the
contents sent and received via the internet are confidential
and sent to the right people.
 Improved Mobile Technology:
As mobile technology continues to evolve, m-commerce
applications now have richer contents and functionality,
better graphical interfaces and rich visual tools. Examples
of some new technologies are mobile wallets and tablet
PCs launched by Google.
 Improved customer experience:
M-commerce provides a way for businesses to satisfy
their customers. Many brands are leveraging on the social

School of Engineering, Design and Technology
University of Bradford

Internet and the World Wide Web

media sites to promote and advertise their products, thus
reaching a wider range of consumers. The ability for
users to locate stores with maps, search products by
stores, track their orders, input reviews and many more
are being better implemented on the mobile. This
provides an avenue for businesses to further improve and
deliver better services [16].
 Location-based services:
The localisation feature of mobile devices has added
value to m-commerce. Lots of services based on this
feature are being developed. An example is the Global
Positioning System (GPS) that calculates and transmits a
location accurately using satellites. This service can
enable a consumer to know the location of various
people, places, product and services.
 Content- awareness services:
This is a mobile commerce service that is still being
researched and developed. It deals with the ability of
applications to use information about a user’s location
and recent activities on the internet, to help determine
which services are suitable for the user. It enables
businesses to deliver the best contents like news, video
downloads, ring tones and more to their consumers [15].
This service combines the user’s latest activities like the
sites visited, calendar information and weather, to help
provide better services.
IX.
CONCLUSION
There has been a tremendous growth in mobile commerce
since its inception. Though mobile commerce and
electronic has a lot in common, m-commerce has an
advantage over e-Commerce because it allows consumers
to carry out transactions, interact and communicate with
other users or businesses in a wireless mode, anytime and
anywhere. With its unique features, companies have
started to realize the business opportunities it offers.
Business models with location-based and contentawareness are an added advantage to mobile commerce
which would improve consumers’ experience. Although
security is a barrier, a lot of mobile devices with
improved technologies are being developed to enhance
consumers trust in mobile commerce.
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Abstract- With the growth of the internet and usage of it
in everyone’s daily life for activities such as shopping, online
banking, communications, etc, internet users are getting
more concerned about security issues. Challenges for
computer security companies are increasing day by day.
They need to ensure they provide their best product to
secure computers and internet users. One of the challenges
for them is to provide their users with a fast track-and-catch
of Network Bots.
Botnets or Network Bots are a group of computers or a
network of computers that are setup to forward
transmission, high traffic Distributed Denial of Service
attacks (DDoS), spam or viruses to a server or any other
computer on a network without the knowledge of the owner.
In this case, each affected computer is called as a zombie.
Most of internet users are unaware of whether they are
affected by it or not. Hackers will have control over the
client without being caught by antivirus software. A
symptom of an infected client by a Botnet attack is the slow
running of the computer.
In this paper first of all, an Introduction and topology of
Botnet will be discussed in details. Then, what damages
Botnets can cause will be highlighted. Finally, main
symptoms and how to prevent and detect Network Bots
will be covered.
Key words: Network Bots, Botnet, Distributed Denial of
Service, Attacker, Client, Botnet Owner.
I.

II.

CLASSIFICATION OF BOTNETS

Classification of Botnets can be divided into two
categories based on architecture and Protocol[2 ],[3].
A.
Classification of Botnets According to their
Architecture
Currently, there are only two types of Botnet architecture
that cybercriminals use.
1) Centralized Botnets: All computers are connected
to a command and controller center (C&C) in this type of
Botnet. A command and controller center waits for a
large number of bots to connect to it. Then it registers
them in its database. After that it tracks their station and
sends commands ordered by the owner of the Botnet. All
zombies of that network are connected to C&C and are
visible to it. The owner of the Botnet should connect to it
so that he can send commands to the zombies [1], [2], [3],
[4], [17]

INTRODUCTION

A businessman, after he had a long flight from Spain
to New York which took 8 hours, he checks his laptop. It
seems slower than before. He tries to login to Amazon
website to do some online book shopping. Unfortunately,
his password does not work. He tries many times, but he
will not be successful. Then he tries to login to his bank
account, fortunately he will succeed, but when he sees his
balance written as 0.0$ he will be shocked. Then he
checks his e-mail address to see whether he can find an
explanation for this. He will find out that thousands of emails and spam have been sent from his mail account to
other accounts within the last 8 hours. Suddenly, the
internet connection will be lost and after a short period,
there will be a phone call from his internet service
provider and they tell him that due to something called
Botnet activity which has infected his computer they had
to disable his account temporarily. He will demand an
answer or an explanation; “what is Botnet? How do they
cause that much damage within 8 hours?”
First of all let us attempt to understand what a Network
Bot or zombie is. A Network Bot (Botnet) is a group of
computers or machines infected by an abstruse program
or software. This complete software enables hackers and
crackers to control the infected clients and PC’s
remotely[1], [3], [4], [5], [13], [17].
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Figure 1 Centralized topology [2]

The most common Botnet is a centralized one because it
is easier in the creation and easier in management. It is
easier to break down centralized Botnet because if C&C
is down the Botnet will be invalidated hence all zombies
will be neutralized.
2) Decentralized or P2P (peer-to-peer) Botnet: In this
type of Botnet, infected computers (Bots) are connected
to many other infected machines rather than connecting to
a C&C (command and control centre). Commands are
sent from an infected machine to another one on the same
Botnet rather than from a command and control center to
bots. Each Bot has a list of its neighbors. When a
command is received by a Bot, it will be transferred to all
neighbors who are present in that list automatically. In
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this situation, the Botnet owner should have access to at
least one Bot to do his task and control the entire network
[1], [2], [3], [4], [5],[17].
Composing decentralized network Bot is not an easy
mission because if there was a new infected machine on
the zombie network it should be provided a list of other
zombies that can connect to it and become neighbors. It is
more manageable to direct a zombie to C&C server, after
it got list of its neighbors then modify it to P2P
connections. This mixing method is called P2P
connection. It is harder to break down decentralized
topology than centralized one because you have to
combat each Bot one by one [2], [3].

3) Web- Determined: This type of Botnets is speedily
enlarging through networks which are designed to control
bots over the WWW. A connection between a Bot and a
web server is predefined, that the server is used to send
commands to bots and receive back data from them. This
kind of network bots is easy to build, if that web server is
neutralized from Bot program another web server can be
used because as it is obvious there are thousands of web
servers on WWW [2][3].
4) Other: Beside Botnet types mentioned above,
there are some other non popular types of Botnets that
establish communication through their own defined
protocol which is available on TCP/IP model such as
TCP, UDP and ICMP [2],[3].
III.
LIFE CYCLE OF TYPICAL BOTNET
A typical Botnet life cycle consists of 4 stages [1],
[2], [5], [7],[17].
1) Infection phase: First of all, victims are infected
by Botmaster via social networking websites, mails, spam
letters and web worms.
2) C & C connection establishment phase: Second
step is to connect bot to a command and control server.
3) Additional pay load: In this stage, Botnet owner
sends commands to Bots through different channels
4)
Spread to additional machine: After repeating
previous phase, Botmaster will have a huge number of
zombies to manage them from single computer.

Figure 2 Decentralized topology (P2P) [2]

BClassification of Botnets According to Network
Protocols
For any connection to be established between two clients
or a server and a client there should be some predefined
rules between them [3].
So, for the cybercriminal to send his commands to bots
on the network, it is necessary to make a connection
between the master computer and the zombies so that bots
are being controlled.
These are classifications of Botnet according to the
protocols used in that Bot network:
1) Internet Relay Chat (IRC) – Determined: It is the
very first type of Botnet. Zombies were controlled
through Internet Relay Chat (IRC) channels. Every single
infected machine on the network is assigned to IRC
server which is mentioned in the body of Bot the software
or program and performs any commands ordered or sent
by its master or owner of Botnet via a specific channel
[2], [3], [4], [5].
2) Instant Message (IM) Determined: It is not a
casual type of Botnet. The difference between IRC and
IM is that IM uses communication channels arranged by
Instant messaging services such as YahooMessenger,
MSN, AOL and ICQ. The reason behind non popularity
of this kind of Botnet is difficult to create an instant
messaging account for each Bot on the network [2], [3],
[5].
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Figure 3 Botnet Life cycle.[1]
USAGE OF BOTNET

A Bot or an infected machine can be used for multi
purposes by Botnet Master:
A. DDoS Attacks
Distributed Denial of service attacks is used to send
massive amount of traffic from thousands of Bots by
Botnet master in to servers with the aim of shutting it
down. For example, Botnet Master is attacking an
organizational website using his 20,000 bots by sending
huge number of request [1], [6], [8], [17].
B. Data and Information Theft
School of Engineering, Design and Technology
University of Bradford

11th Research Seminar Series Workshop

As mentioned in the introduction of this paper, Bot
Master can easily access infected machines and steal their
passwords and credit card number or bank account
number [1], [8].
C. Storage Space
The hard drive of the infected computer will be
supplied by a huge amount of illegal content by attacker.
It is easy to attack more than million computers by Bot
master after using some Botnet Operators [1], [8].
D. Blackmail
When a company or an organization is attacked by a
Botnet, its master threaten and tells them that their system
is about to be attacked and destroyed if they don’t pay
some amount of money.
E. Spam
Many zombies nowadays are used to send millions of
spam from different computers [1], [8].
F. Network Attack
Botnets nowadays are often used to attack
organizations and slow down their computers and infect
their network
V.
COMMON BOTNETS
There are thousand types of Botnets. Here, some
common ones:

A. Asprox Botnet
First usage of Asprox Botnet was phishing scams. It is
action started in 2008, discovering accessible active
server pages that re configured weakly. Then it attempt
SQL injection. After the website was infected with
Aprox, any visitor to the website could get exploit code
and become part of the Botnet. In this way, Asprox
Botnet started to spread [9].
B. Gumblar Botnet
It is known by Geno in Japan. Difference of Geno
from other Botnets is it also backdoors websites and can
manage them in a remote way continuously. In March
2009, ScanSafe discovered Gumbler Botnet. Its spreading
is through injecting iframes on websites. Then visitors of
these websites are infected silently with it [9].
C.

Koobface Botnet
This kind of Botnet spreads through Social networking
websites such as Facebbok and Twitter. It depends on
Social Engineering to spread. The message of Koobface
is to make user click on a link which is assumed as a
video codec or Flash update. It is mainly used for
Information theft [9].
D- Mariposa Botnet
It means butterfly in Spanish. Its mainly spread by
instant messaging ( YahooMessenger and MSN) , direct
file sharing and as a worm. Its aim is to steal passwords
and usernames. It might also be used as a Distributed
Denial of Service ( DDoS) attacks[9].
E- Zeus Botnet
It is also spelled as ZeuS, Mainly used to data theft.
ZeuS is not a single Botnet or a Trojan, but it is an entire
family of Botnets and Trojans. They undergo update
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consequently, several times in a single day. There are
thousand types of ZueS. They are used for data theft from
large scale activities like attacks on banks, to attacks on a
single PC [9].

VI.

SYMPTOMS

The infected machine with Botnet may have one or more
following symptoms [11], [12], [13]:
A- Infected machine takes longer time to boot up and shut
down, or some times it will not shut down when it is
attempted to do it. Some times operating system update
may cause the same problem.
B- List of facebook statuses will be post without
knowledge of that facebook account owner.
C- Some times downloading Windows updates will
impossible in infected zombies. This is a serious
symptom that the owner of the PC should care and not
ignore even if its not infected by Botnet because if
systems are not kept up to date then they are easy targets
to get infected.
D- Botnets will not allow PC owner to update Antivirus
software to be updated. This is a strong indicator that the
client is infected with malware.
E- Thousands of e mails and spasm have been received
by your friends without acknowledgment of the account
owner.
VII.
PREVENTION
Clients could be prevented from Botnets in the following
ways [13]:
A. Incase of single or Personal Computer
1) Install antivirus and antispyware software: Latest
antivirus applications should be installed and used to scan
whole system regularly so that if there was a malware, it
catches them and deletes them.
2)
Update all software: Update all programs and
Operating system installed on the PC including antivirus
applications every day. Windows automatic update
shouldn’t be turned off.
3) Keep firewall turned on: Windows fire wall is a huge
barrier between computer and the internet to prevent
malware attacks. If it’s turned off even for one minute,
there will be a risk of getting PC infected with malware.
4)
Use the latest Web browser: It would be safer to
have the latest version of web browsers because most of
the problems and gaps are solved within new versions. If
a dangerous website attended to be opened by a user, it
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gives warning that it’s not safe to visit that website.
Internet users can find the latest version of browsers for
free nowadays.
5)
Beware of attachments: Try not to open every e
mail that has attachments and the sender is unknown
because most of malware and Botnet attacks are through e
mails and attachments. Botnet owners attach their piece
of code with pictures, videos and text files.
B. Incase of Company or Organization Network:
Most networks use multiple firewalls and a layered
security approach for protection against Botnets. Other
steps that can be taken to prevent Botnet attacks are:
1) Complete fledged security systems: Most of the
companies nowadays use full fledged network systems. It
includes all levels of security for the network from
servers, clients, local networks and connection to the
internet. It also includes intrusion detections and
protection of gateways.
2) Invalidating of unused ports: Unused or non
required ports should be disabled. Mainly, IRC and ftp
applications ports are used by hackers to send their Bot
infections to clients.
3) Isolation: What it means by isolation is having a
plan when a Botnet attacked the system then isolates the
infected machines before they spread through the whole
network directly after it is detected.
4)
Cultivate users: Organizations and companies
should educate their employees and users how to browse
internet safely and being aware from opening emails and
attachments and not to click on every popup window.
VIII.

BOTNET DETECTION

Botnet detection is not an easy task because they
show up when they are spread through the network in
large scale.
A.

Detection Methods.

1)
Active Detection: Is detecting live Botnets on
the network which are about to spread. Their spreading is
either directly by abusing accessible network service or
indirectly through client interaction [4].
2) Passive Detection: This detection method
concerns monitoring any traffic from the network which
is suspicious [4].
B.

Characteristics of BotNet Detection

Effectiveness and capability of Botnet detection methods
can be indicated according to following parameters:
1)
Scope: is the capability of Botnet detection
mechanism to track infected machines [4].
2)
Time: is the time elapsed for the detection
mechanism to detect Botnets. It could be in early stage
(before spreading) or late stage (when Botnet made huge
damages) [4]
3) User: means the detection mechanism is used by
individual user or by Network operator [4].
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4) Type: is the measurement of the side effect of the
Botnet whether it is direct or indirect [5].
Some of the Data sources that are used to detect Botnets
are explained below and abstracted in table 2.

C.

Data Sources to Detect Botnets

1) Victims (End user): Most of the time, the first
Botnet detector are end users who their computers are
compromised because of infection of Botnet. [4]
2) Spampots and Honeypots: Honeypots are
configured on networks and monitored carefully in order
to detect and track Botnet attacks. They collect and store
data and information regarding malware Trojans and any
attempt of Botnets.[4],[14],[16],[17]
3)
Anti Virus: Anti Virus applications are used
generally to defeat Botnet attacks and malware. This
procedure is done by matching the malicious signature of
the attack. Once the matching is successful then deleting
procedure undertakes against the malicious code and then
the user is going to be notified regarding attack. One
drawback of Anti Virus software it can only detect
malicious codes that are present in its database and have
been identified.[4]
4) IDS (Intrusion Detection Systems)
Intrusion detection system is a system that is used to
detect intrusions like unauthorized uses and any
cybercriminal attempt. It is like burglar alarm for
computer network. After they collect information
regarding multiple networks, they start to analyze
gathered data and predict possible problems [4], [15],[17]
IX.
CONCLUSION
This paper has presented another dark side of the internet.
What Botnets are and how they spread have been
discussed briefly. Botnets can have massive hazard
without awareness of the infected machine. Many Bank
accounts, Web servers, social networking accounts and email accounts have been attacked by Botnets. They grow
so fast, and their number may reach millions easily.
Whenever a network is infected with a Botnet, it should
be neutralized as quickly as possible because it will be
harder to defeat it when its size got bigger. Internet users
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should not open every kind of mail and download
attachments because Botnet masters usually bind their
malicious code with an attachment and send million
copies of it through the network via spasm. Day by day,
cleverness of Botnets is increasing, therefore, internet
users should have latest updates of Anti Virus programs
and Network managers should configure strong firewalls
on the gateways to the internet. Researches are trying to
find best detection method and tracking system for
Botnets.
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Good
C.A. Tawo
School of Engineering Design and Technology
University of Bradford

Abstract- The extensive use of web-based technologies to
make available, all previously paper based human resource
management services such as recruitment, learning,
performance evaluation and appraisals, etc is what
Electronic Human Resource Management (e-HRM) is all
about. This transformation in the way Human Resource
Management (HRM) services are delivered has arguably
come with its own share of benefits, challenges and
opportunities, which this research paper seeks to expound.
To achieve the above aim, a number of resource materials
were reviewed. It was discovered that eHRM can help organizations stay competitive by cost
reduction, improving efficiency, etc. Also worthy of note is
the fact that the role of Human Resource (HR) professionals
has over the years evolved from administrative to strategic
in nature.
E-HRM leverages on the power of technology and will
continue to advance in leaps and bounds.
Keywords – e-HRM, HRM, web based technologies,
technology

I. INTRODUCTION
‘Technology is changing everything’ [1]. The aforesaid
statement also holds true in the Human Resource
Management (HRM) Field. Before the advent of e-HRM,
Human Resource Management activities were typically
characterized by slow bureaucratic processes, bottlenecks,
plenty of paper work, etc. In a time span of about a
decade we have seen HR processes go from paper to
digital, from a-couple-of-days-long to just-in-time.
Technology (web technologies precisely) has become
more and more powerful making it possible to build and
deploy rich internet applications. It is this power of
technology and the need for organizations to remain
competitive in an ever evolving and demanding buyers
market that led to the marriage of information technology
and Human Resource Management to birth Electronic
Human Resource Management (e-HRM).Then came
concepts like e-recruitment, which enabled HR
departments to broadcast Job vacancies on the internet,
attracting talented individuals with desired skill sets. ELearning was yet another interesting change that enabled
employees to enjoy self paced study, wherever and
whenever they deemed convenient. These and many more
subsets of change in the way HR is done using
technology, has improved the strategic orientation of
HRM, reduced cost, enabled globalization and improved
efficiency of the HR department [2].
With huge benefits of integrating IT into HR Functions
within sight, organizations are investing into automating
almost every HR tasks. Needless to say that with
traditional HR task automated, millions of pieces of
papers will be saved plus HR experts will shift focus from
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administrative roles to taking up strategic responsibilities
to help their organizations gain new competencies and
achieve competitive advantage. Little wonder Loijen
describes e-HRM as “the new way of executing HR”[2].
This paper aims at discussing this wave of change called
e-HRM, its impact on Human Resource management,
what its adoption and implementation means to HR
experts, what the expectations of line managers are, etc.
This study will also highlight key e-HRM tools and their
areas of application, challenges and future prospects.
II. BACKGROUND
E-hrm can be described as a technology assisted model of
HRM [3]. ‘E-HRM can also be defined as the use of
computer systems, interactive electronic media, and
telecommunication networks to carry out the functions of
the human resource management department’. [3]
The impetus for adopting e-HRM has generally been cost
reduction, higher quality services, cultural change and
globalization. Cost efficiency is basically achieved by
reducing clerical and transaction expenses, more efficient
utilization of resources [2], reducing paperwork, ensuring
timely and informed decisions, streamlining workflow,
improved time management, offering flexible models of
hrm, etc. [3]
III. ERAS OF E-HRM
E-HRM developed through three major forms. First was
the publishing information form, which met HR
department’s basic need for broadcasting information
(e.g. directories of service, events, job vacancies, etc) on
the intranet or internet. This approach to disseminating
information saved firms the cost of printing and allowed
for editing of published information, which was not
possible with the traditional print media. With a
computing device and access to the internet, employees
and Managers alike could access relevant information
from anywhere.[5]
Automation of transactions, workflows and supply change
integration, was the second form of E-HRM development.
This form of e-HR was characterised by a combination of
different application programs, digitized input, allowing
for users to search and access information stored in
databases such as retirement plan, work schedules, etc.
Employees can now complete an entire process like
obtaining a salary increase within a few minutes (a
process that formerly required much time and paperwork)
without the hassles of multiple approvals or
administrative support. [4]
Transformation of the HR function, liberating HR experts
from their administrative and operational roles to focus
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on taking up strategic roles and creating value for the
organization [4]. HR technologies conforming to this
level of HRM ideally would go beyond automation to
achieving goals like strategic alignment, business
intelligence
whilst
delivering
efficiency
and
effectiveness.[6]

E-HRM DEVELOPMENT STAGES
Stages
Broad
Descriptio
n
Focus
Use by
Main goal
Nature

Outcomes

1
Expert
Systems
Informatio
n
Adoption
Cost
Reduction
Transactio
nal
Publishing
Electronic
data
processing

2
Decision
support
systems
Automation
Implementat
ion
HR Service
improvemen
t
Traditional
Automation
of
transactions
Management
Information

3
Executive
information
systems
Transformati
on
Institutionali
zation
Improve
Strategic
orientation
Transformati
onal
Transformati
on of HR
Decision
support

Table 1: E-HRM Development Stages
Table 1 was taken from E-HRM Development Stages
available at [7]
Furthermore, there are three types of E-HRM:
a. Operational
E-HRM:
Concerned
with
automating basic HR administrative task e.g.
Salary
administration,
personnel
data
administration.[8].
b. Relational E-HRM: Focused on the use of web
based technologies to support HR processes such
as personnel recruitment and selection.[9]
c. Transformational E-HRM: Concerned with
HRM activities that are strategic in nature, e.g.
strategic competence management, knowledge
management, etc. [8]

Fig 1: The differences between informational, relational,
and transformational e-HRM support. [9]
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IV. CURRENT E-HRM FUNCTIONS
A. E-Performance Management
Performance management is an umbrella term for all
activities that ensure that employees, department and
organizations goals are consistently accomplished
effectively. E-Performance on the other hand, is a
powerful web based tool that is designed specifically for
line managers, to ease performance reviews and
appraisals [3]. With this tool, line managers can instantly
view the overall performance of the organization, a
department or an individual employee. Needless to say
that the performance or productivity of an employee or
department directly influences the company’s overall
performance [3].
B. E-Salary Review
This module makes available to users the functionality to
model salary increases taking into account organizations
HR policies and principles such as employee’s
performance, budgeted salary increase, salary benchmark,
etc [3].
One of the most applaudable benefits of this module is its
ability to apply performance based increases, thereby
addressing the issue of under paid high potential
employees [3].
C. E- 360o Appraisal
360o appraisal is a process where employees get
anonymous feedback from their peers. This allows for
employees and leaders within organizations to easily
identify strengths and weaknesses[10]. The electronic
implementation (E-360o) of this HRM concept provides
necessary functionality for line managers to compare
individual and groups graphs as well as analyse reports
[3].
Although it is now easier to complete 360o appraisals and
generate reports online, the lack of open questions on
online appraisal forms often affects the accuracy of
performance appraisals [11].
D. E- Recruitment and Selection
Building a formidable workforce is a top responsibility of
the HR department. The good news is that finding and
recruiting the right people got easier with sophisticated
web-based solutions that have the functionalities to
manage recruitment processes from start to finish [3].
Bayt.com, Career Mosaic, Monster.com, etc are a few
examples of such web portals that have over the years
been successful in attracting job seekers and employers
alike. These portals enable job seekers to view vacancies
and apply online. ‘E-recruitment improves the quality of
candidates by ensuring proper recruitment profiles and
adverts are well drafted and effective interviews are
conducted’ [3]. This tool also provides real time reports
for managers and shows candidates that closely match the
job specification. Some e-recruitment tools also leverage
on the power of social media (e.g. LinkedIn, Facebook,
etc) to widen their scope of reach with job vacancies.
E. E- Skill Management
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Like the name of this module implies, it is designed to
manage the competency acquisition process & on-thejob-training in compliance with the skills development
policies of the organization [3]. Managers can now with
this tool monitor the competency acquisition of
employees via sophisticated reports, add assessment
checklist for each profile, set learning objectives, etc [3].
These powerful tools allow line managers to at a glance
and in real time, gauge competency acquisition levels in
their area of business. This monitoring and measuring of
competence acquisition, allows organizations to identify
high impact skills deficiencies [3].
F. E-Training Management
Trainings have now evolved from classroom-centric
approach of learning, to virtual classrooms [11]. This
module makes that possible. It provides functionality to
efficiently track employee training courses and records.
Other features include, booking employees on specific
courses, provision for development planning and
recording of training days planned and completed,
viewing of course details, course reminders, customised
reports generating, etc. Organizations which use this tool
can effectively manage the cost of trainings, instantly
access training calendars of employees, view details of
training vendors and venues [3].
V. E-HRM TOOLS AND SOFTWARE CATEGORIES
A. HRM Functional Applications: These software’s
automate administrative responsibilities such as
performance management, talent management
etc [3].
B. Integrated HRM Suite Applications: Products in
this category provide integral solutions for the
HRM Department and allow easy data sharing
across applications [3].
C. Interactive Voice Response (IVR) Systems:
Allows user interaction by pressing touchtone
buttons, from these inputs, voice calls are
automatically channelled to targeted recipients or
recordings. This application enables tele-phone
driven consumption of services such as training
registration, benefits enrolment, etc. [3]
D. HRM intranet applications
E. Self-Service Applications: Comprises of
Employee Self-Service (ESS) and manager SelfService (MSS), both are HRM applications that
enable users to update individual records,
register for trainings, carryout budgeting and
costing, etc.[3]
F. HRM Extranet Applications: These applications
act as channels for electronic commerce between
client firms and HR vendors [3].
G. HRM Portal Applications: provide web based
access point for all information sources, tools
and systems for consumption of HR services
offered over the internet [3].
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Figure 2: Self-service tool. [3]
VI. BENEFITS/IMPLICATION OF ADOPTING E-HRM
The what’s-in-it-for-me question pops ups when trying to
convince companies to invest into implementation of any
type of E-HRM, be it operational, relational or
transformational. How does the implementation of EHRM benefit the firm, the HR professionals and the
employees?
A. Benefits for Organizations
In today’s very competitive marketplace, it has become
very important for firms to be cost efficient to remain
competitive. This can be achieved in the HR department
with the implementation of E-HRM. Cost Reduction is
achieved through e-HRM by automation of redundant
HRM tasks, reduced paperwork and streamlined
workflows, e-HRM assisted informed decision taking, ,
more efficient utilization of resources and headcount
reduction, etc. [3][2]
High quality service delivery is yet another benefit and is
achieved by integration of different information systems
into one system. Cultural change is a goal that E-HRM
achieves by eliminating bureaucracy and empowering
employees. [2]
B. Benefits for Managers/Employees
E-HRM enables managers to access relevant data and
performs analyses easily without dependence on HR
professionals. [9] These days, many reporting type
activities performed traditionally by HR professionals can
now be carried out by managers and employees alike.
Managers are now equipped with readily available tools
to make timely and informed decisions. [9]
Employees on the other hand can now update their
personal information; participate in learning programmes
in the comfort of their homes after working hours, [4] get
the latest information about their jobs, etc, all without HR
department’s help. For instance, employees at MCI
Worldcom Corp are now able to watch streamed videos
of managers & executives’ briefings, discussion on
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strategic issues & best practices, take distance learning
courses, all from their computing devices(e.g. Laptop,
desktops, etc) [1]. Needless to say that information
sharing has a ripple effect on expertise level throughout
the organization, hence enhancing the organization’s
competencies and competitive advantage [4].
C. Benefits/implications
for
the
HR
Professionals/Department
Far and beyond the genuine fear of the HR departments
becoming smaller and HR staff being replaced by
sophisticated Human Resource Information systems
(HRIS) [2], benefits and implications abound.
With HR administrative tasks automated, HR
professionals will be freed to focus on value creating
strategic issues. [5] HR professionals will have to take up
roles as employee advocators, human capital developers,
HR Leaders, functional and Strategic partners, change
managers, etc [2][5]. Hence, HR professional must be
knowledgeable in the use of technology, to collect and
transform data into strategically valuable information.
This alone is proof that e-HRM is linked to re-shaping
competencies of HR Professionals. [5]
VII. CHALLENGES OF E-HRM
Hitherto, it has been established that E-Hrm is the
intersection of Information Technology (IT) and Human
Resource Management (HRM). With Technology also
comes its share of challenges with adoption and use. One
major challenge is the cost of Human Resource
Information Systems (HRIS). However, the benefits
outweighs the cost of deploying HRIS[4].
Other
challenges of E-HRM adoption includes but are not
limited to:
A. Technology and skills of employees and managers
If an organization decides to implement E-HRM,
facilities such as computers, internet and intranet have to
be available. It is also important for the end user
(employees & managers) to have the required computer
and internet skills, without which the full benefits of the
HRIS will not be derived [4].
B. Resistance to new technology
Embracing new ways of doing old things can be a
problem due to tradition and culture. For instance, some
people might not be willing to attend e-learning courses
because they feel it lacks the traditional two-way
communication in the learning process [4]. Also for fear
of job loss, employees tend to resist the use of E-HRM.
Hence, employees should be educated on the benefits of
using web based HR tools and disabuse the myth of HR
staff reduction being the definite implication of e-HRM
[4].
C. Appropriate Control and Privacy
With the advent of e-HRM, emails, intranet and internet
became technologies widely used by employees to
communicate within an organization. It is also common
place to see employees use organization’s facilities such
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University of Bradford

Internet and the World Wide Web

as computers, for personal use e.g. shopping. Although
some companies allow this to an extent, it still remains
imperative to monitor and control employee emails
without interfering. Employers should make public and as
clearly as possible, its internet policies to gain the trust of
employees. [4]
D. Security
Security of HR systems remains a major concern as files
and information flows via emails or instant messaging
software’s within an organization. Files maybe infected
with viruses, malwares, spywares, worms, etc. There is
also a possibility of hackers attacking, in an event of such
an attack an organization will have its confidential
information stolen, compromised or destroyed [4].
However Security is like any other type of risk.
Organizations should not shy away from implementing eHR for this reason; rather there should be mitigation
plans in place. To this effect, organizations should apply
the user name and password technology for people
accessing the network. Also, different levels of network
access should be allocated for different levels of users [4].
Standard internet safety practices such as encrypting
important information should be enforced [4].
VIII.

FUTURE TRENDS

E-HRM will be highly influenced by developments in
Information technology (ICT) such increased use of web
2.0 (social network), mobile communication technology,
SaaS(software as a service), virtual worlds becoming
common place, etc,. [12]
In the nearest future Conventional HR departments will
lose influence and will become more virtual than
physical. Virtual job fairs will become common place,
virtual job interviews will gain popularity (using skype
for example). There will be effort and error free HRIS
implementation. [12]
IX. CONCLUSION
This paper reviewed how IT integration with HRM has
advanced HRM, highlighting the various E-HRM
functions,
tools
and
categories,
benefits
of
implementation for major actors (organization,
employees, managers and HR Professionals), the
challenges and future trends.
E-HRM has advanced a great deal but there is still room
for improvements such as more intelligent decision
support systems, integrated social networking tools,
platform independent applications, etc. Also, taking
security risk lightly in this age (a major technology
challenge) will have even more devastating
consequences. Hence organizations that have adopted or
are wishing to adopt E-HRM should take heed.
The benefits of e-HRM to the organization include cost
reduction, quality service delivery, cultural change,
globalization, etc [2]. These are all very desirable
outcomes however, ‘The role technology plays on HRM
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is most fundamental when used as part of an
organization’s business strategy’ [6].
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Abstract- Commerce is an important segment that
enormously contributes to the growth and development of
the economy. It is a business component that comprises all
activities involved in transferring goods from sellers to
buyers. The advent of information and communication
technology (ICT) has greatly affected all aspect of economic
activities with e-commerce playing an important role. The
widespread of Internet has significantly increased the way
people conduct business, especially how people trades in
marketplaces. E-commerce portrays the way in which
transaction takes place over the internet. It allows people
from different ethnic background, culture and different
languages to come together to exchange goods and services,
thus overcoming trading barriers such as language, culture,
tradition and even religions. Electronic commerce basically
means the activity that involves buying and selling of goods
and services over the internet or other computer networks.
E-commerce is of different types and is classified based on
the type of transaction among the participants which can be
business to business (B2B), business to consumer (B2C),
business to business to consumer (B2B2C), consumer to
consumer (C2C), peer to peer (P2P) and mobile commerce
(M-commerce). This paper examines the methodology of Ecommerce, its significant, types, its limitations, its barriers
hindering its adoptance in developing countries and the
impact of social network on E-commerce.
Keywords: E-commerce, E-business,
commerce.
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Internet,
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INTRODUCTION

Electronic commerce (EC) was invented around 1970s to
describe the process of transacting business electronically
with the use of Electronic Data Interchange (EDI) and
Electronic Fund Transfer (EFT). These technologies
enable the exchange of information and the process of
electronic transactions between businesses and
organizations, which is usually done in the form of
electronic purchase orders and invoices. EDI and EFT are
the technologies that laid the foundations of what we
referred to as Electronic Commerce today [1]. The
development of information technology tools and the
overall growth of internet have greatly assisted in the
invention and progress of EC. Many people in different
fields of study and professions believed that the
information society is growing fast and are delighted with
the fast growth of internet and EC [2]. EC is regarded the
best global economy driver, because it has greatly aided
business transaction worldwide, thereby increasing the
structural competencies and facilitating buying, selling
and marketing goods and services via the internet. The
use of internet technology in EC has benefited billions of
customers through the reduction in prices, high
competitive market, quick order of goods and faster
delivery times to mention a few. Similarly, large and
small organizations depend on EC technologies for
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survival in their day to day business activities, thereby
enabling them to compete in local, national and global
economies. These organizations communicate with their
suppliers and customers electronically via e-mail, in the
same vein, they market their goods, process their order
and invoices, settlement and other form of electronic
transactions through the internet [3]. There is a flipside
of everything, research has certified that electronic
commerce has impacted on individuals and organizations
positively and negatively, yet EC continue to grow
rapidly despite its limitations. As there are rapid growths
in information technology techniques and it applications,
EC is also growing at the same pace.
II.
DEFINITION OF E-COMMERCE
EC is any business activities that makes use of
information technology enabled applications to facilitate
buying and selling, transferring or exchanging goods and
services and exchange of information between
organizations and individual. EC is beyond the selling
and buying of products via the internet, it also includes
the servicing of the customers, collaborating with
different organizations, conducting electronic transactions
between organizations, thereby making use of
information technology tools to strengthen the
organizational and individual activities [3][4]. It has
being observed that people usually mixed Electronic
Business with EC, but trends in research have shown that
these two concepts are a bit different from one another.
Electronic business is a broader definition of EC that
makes use of internet and information technology to
buttress commerce and enhance its performance.
Information technology tools play an important role in the
business transformation process within a firm [3][5].
III.

UNIQUE FEATURES OF E-COMMERCE

[12], proposed exclusive features of EC technologies that
distinguish it from the traditional method of transacting
business, also describe the reasons why so much focus
and attention is drawn to EC. Thus;
Ubiquity: The traditional way of doing business is going
to the market to buy and sell products. EC has overcome
this process, because it has made it possible for people to
shop anywhere and anytime, with the use of desktop
computers and mobile devices, thereby overcoming the
problem of cognitive energy and transaction cost.
Universal Standard: One of the amazing EC technologies
is the official open standard of internet, as it is being used
and accepted everywhere. Unlike the traditional
commerce that varies from one country to another. The
universal standard of internet has reduced market entry
costs for the suppliers, because they have to pay for
bringing their goods to sell in the market. It has also
-101-
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reduced search cost and discovery price for the
customers, thereby permitting the customers to search for
the product they desired and the price of these products
with little efforts.
Global Reach: EC have eliminated the issues of cultural
barriers, the use of internet has made it possible for
anybody to shop in any part of the world. Unlike the
traditional method which is more focused on local
suppliers with local markets.
Richness: It is observed that one of the features of
traditional market is the personal and face-to-face
conversations they have with their customers. The use of
internet in EC has improved the information richness to
their customers through the use of internet, with the aid of
chatting with their customers and getting feedback from
their customers.
Interactivity: EC technologies have enhanced the
collaborative way of transacting business between the
seller and the buyers on the internet, thus facilitating a
two-way communication between the seller and the
buyer.
Information Density: The use of internet in EC has
enormously increased the degree of information density,
thereby making the same amount and quality of
information available to all members transacting business.
Personalization/ Customization: The seller in EC market
can direct information to certain individuals by modifying
the message to suit the exact customer. This process is
referred to as personalization and EC supports this
process. EC technology also support customization,
which is a process whereby the suppliers can modify the
product based on the consumers choice. These features of
EC have permitted organizations to specifically classify
market division and modify their messages appropriately.
Social Technology: This is one of the latest technology
used in EC, it enables social users to create and share
content using social media networks such as Facebook
and Twitter within a global community. This has also
assisted in advertising product, which enables users to
read review about the product before purchasing it.
IV. CLASSIFICATIONS OF E-COMMERCE BUSINESS
MODELS
Business-To-Business (B2B)
The electronic process of doing business transaction
between two or more organizations or businesses is
referred to as B2B. The business is carried out with the
use of internet, intranet, extranet and the use of other
public networks. It enables electronic trading, interaction
and collaboration process, in other to improve the
business or the organization. The emergence of B2B has
overcome the problem of time cost, inability to saves
money, improved the interaction and collaboration
between two or more organizations. The use of
information technology tools such as internet has
enhanced the sharing of information between the
organizations. It has also alleviated business transaction
competencies in the supply chain, thereby facilitating the
electronic transaction between different organizations
irrespective of the business they engaged in [3][6][7].
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B2B model involves the process in which a company
come across another company’s website and finds the
product required, the former company then request for
more information about the product, if the information are
satisfactory, the company will then place an order on the
product , as soon as the order is confirmed, the payment
process will be arranged and settled. Finally, the company
selling the product will then sends acknowledgement of
payment to company buying the product, and then
delivers the goods to the company. Figure 1 illustrate the
process of the business; [8]

Figure 1- Business-to-Business (B2B) Model [8]

Business-To-Consumer (B2C)
This is a form of business that is concerned with buying
and selling of goods, services and information through
the internet. This type of business tends to make use of
online channel to get across to the customer instead of the
traditional sales channel that is popularly used before the
emergence of internet. There has being rapid growth in
B2C EC, these growth is due to the wide use of internet.
The universal nature of the internet and its wide spread
and diverse communicating skills has made it a
significant medium for transacting business in many
firms. This type of business model involves the process
whereby a business store display their range of product on
the website, the customer that has interest in the product
will login onto the website and select the product from
the catalog, the customer will then the detailed
information from the catalog such as the price, discount
on the product and availability of the product, if the
information is satisfactory, the customer will then place
an order on the product (s), and then give details of his or
debit or credit card information. This will allow the
business
selling the product to verify the payment
details, and process the order of the product. Below is
B2C model diagram illustrating the process of the
business; [[8][9][10]]. An example of B2C is Dell. Dell
computer depends on one organization for hard drives,
and another organization for mouse or charger. B2C
provides reliability in the update of the business data and
information, thereby allowing buyers and sellers to meet
in an electronic market place, transact their business and
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exchange information. B2C has being considered to be
adequately stable by researchers judging from its success
in the past few years [11].

Figure 3- CUSTOMER-TO-CUSTOMER (C2C) model [8]

Figure 2- Business-to-Consumer (B2C) model [8]

B2C model is widely used because of its ease of access
and the business stores gives discount to product that are
ordered online. On the other hand it is not generally
accepted because of the issue of security threat. So the
business store has to provide an adequate and strong
security measure for their customers. An example of this
model is TESCO and Amazon.
Customer-To-Customer (C2C)
This type of business models provides a medium for
consumers to sell to each other with the aid of internet.
Typical example of this type of business is eBay, it is
regarded as the largest C2C website and it also acts as an
interface between the buyer and the seller. Its operation is
based on auction market business [12]. There is a rapid
growth in C2C business model; it provides the buyers and
sellers a medium of transacting their business through the
internet, therefore both buyers and sellers can auction
product on the internet. The use of internet in C2C is
compared to the traditional auction models, it was
discovered that there is no space and time restrictions,
thus enables the users to transact their business at their
own convenience [13]. C2C involves the process whereby
a customer that wants to sell his product will first interact
with a website example eBay, eBay in this case serves as
an intermediary because it controls the overall process of
the transaction. EBay will then charge the seller for
hosting his product on their website. Interested buyer can
then search for the product and place an order on the
product; in turn eBay will then purchase the product from
the seller and sell it to the buyer. As illustrated the
business transaction is between the two customers but
eBay website serves as an interface between the two
customers. Below is the diagram to illustrate the process
of C2C business models.
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Mobile Commerce (M-Commerce)
In the past years, the use of mobile networks and devices
is growing extensively. Also, there has being widely use
of EC, thereby making individuals and organization
concentrating on the method of conducting business on
the internet. The continuous improvement in wireless and
mobile technologies has aid the process of EC from a
wired network to a wireless network; this has brought
about the use of mobile commerce (M-commerce). Mcommerce is considered as a subdivision of EC, and can
defined as a process of transacting business online with
the use of mobile devices [14].
Mobile users make use of wireless networks, (cellular and
Wi-Fi), utilizing the accessible bandwidth and
communication protocols to connect to the internet. One
of the advantages of M-commerce is that it makes use of
wireless network to bring internet access readily available
to the users through the use of 4G, 3G, Wi-Fi, and
Bluetooth technologies. The advent of Smartphone in
1998 has enabled people to understand the importance of
using mobile devices for transacting business online, thus
bringing EC more reachable to individuals and
organization and overcoming the problem of mobility
using desktop. Mobile device users, make use of the
wireless network embedded on their cell phones to shop
online, buy transport tickets, online banking and other
business transaction. This has brought about ease of
access, because the user can make use of the services
irrespective of their location with enabled GPS
capabilities embedded on the device. M-commerce is
regarded as the fastest growing form of EC due to its
unique functionalities, portability and mobility [12].
Consumer-To-Business (C2B)
This form of business transaction is conducted on the
internet. It is a process whereby the consumer sells to the
organization. It involves the consumer posting its bio-data
about the services he can render on the website. Any
organization interested can browse through the website,
and if found suitable can hire the services of the
consumer. This is similar to B2C, the difference is that,
it’s the consumer that is selling its services to the
organization, so the consumer serves as the seller and the
organization serves as the buyer. [8]. Other forms of EC
business models are Peer-to-peer (P2P), Business-toEmployer (B2E), E-Learning, E-government, Exchangeto-Exchange (E2E),
Collaborative commerce and
Nonbusiness EC.
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V.

The use of internet to search, browse and buy product EC
websites is quite challenging and time consuming. Atimes
users will have to search the whole EC website without
finding the product they want to purchase. A social
network is a platform for spreading and sharing
information within a group of people, enabling
collaboration and association among its members. In EC
perspective, social network enables customers to make
final decisions on the purchase of a product by reading
and reviewing other customers experience on a certain
product. There are several ways of communicating within
a web-based social network, such as chat room, and
discussion forum allowing the members to interact with
each other, exchanging opinions and sharing their thought
and experiences. It has being observed that customers
tends to trust recommendation given by their friends and
family-members, rather than an anonymous person, the
idea behind impact of social network on EC is to
influence customer decision making through product
review by the people they trust. Social network benefits
the customers by allowing them to review the product
from other people they trust, and it has benefited the
organization by getting direct feedback from their
customers. Also many EC websites allows customers to
recommend the websites to their friends thus allowing
them to review their products and how important the
review has helped their decision making in purchasing the
product. [15]
VI. LIMITATIONS OF E-COMMERCE
Technical Limitations
Due to the rapid growth of technological infrastructures,
it has being observed that some companies found it
difficult to develop software that can enable EC. Also
successful companies have recorded issues of lack of
security, reliability and few communication protocols.
Among the limitation is the problem of combining EC
software with the existing organization’s application,
databases
and
internet.[16].
Inadequate
telecommunication bandwidth is one of the drawbacks of
EC; bandwidth defines the size of frequencies that an
electronic signal uses on a given transmission [17]. In
some part of the world users finds difficulty to access the
internet as a result of erratic signal coverage of the
network service providers. [19]
Non Technical Limitation
 Cost and Justification: The amount needed to
develop EC within an organization is
expensive and there is problem of lack of
experience that usually interrupts the
developing EC. There are lots of chances to
contract it to experience people, but where and
how there is also a challenge encountered.
Invisible benefits (such as customer
satisfaction and reliability) are needed to be
considered to justify the system, but these are
hard to measure.[16]
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 Security and Privacy: Confidentiality is an issue
to the customers while using their confidential
details online, because they are worried about
how secured is it using such details on the
internet. Despite the use of encryption put in
place these days, organization still experience
difficulty to encourage their customers that
transacting business online is secured.[16]

IMPACT OF SOCIAL NETWORK ON E-COMMERCE

 Lack of trust and users: Customers finds it very
difficult to transact business with an
anonymous person, so its challenging for
some users to switch from traditional
marketing to online marketing.[16]
VII.

BARRIERS

HINDERING ADOPTANCE OF
COMMERCE IN DEVELOPING COUNTRIES

E-

Researchers have discovered that one of the driving
forces of EC is the use of internet. The use of internet by
users in the developed countries is growing extensively,
but is another story entirely in the developing countries,
as they lack the basic IT infrastructures that enhance and
enabled the use of internet. Although there are other
problem faced by these developing countries such as
poverty, high rate of population, insecurity, political
issues and lots more. Despite all these, they are still
enriched with ample of natural and mineral resources.
Yet, they encountered lots of challenges in improving
their IT infrastructures, is a major barrier hindering the
acceptance of EC in developing countries. Other barriers
are cultural and economic barriers. Lack of government
policy and the support from government is also an
obstacle hindering the adoption, because if the
government contributed enormously to the development
of EC, it may familiarize the public to the benefits of EC,
draw their interest to EC. Below is a diagram of
framework hindering EC adoption in developing
countries: [18]
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IX.
Lack of government
policy and support
barriers.

Infrastructure barrier
High cost of
connectivity, High cost
of laptop, desktop,
mobile devices.

E-commerce adoption and diffusion
in developing countries.

Socio-culture
barriers.
Transactional trust
of shopping in a
social place,
limitation on
personal contact,
language

Lack of
government
policy and
support barriers.

Socio-economic
barriers.
Economic
condition
Educational system
Payment.

Figure-4 Barriers hindering Electronic Commerce adoption in
developing countries [18]
VIII. CONCLUSION

EC is growing rapidly as there is continuous
improvement in technologies. EC has many unique
features which differentiated it from the traditional
process of marketing. These features have benefited the
consumer, organization and society in many ways thereby
reducing the cost, energy of transacting business with the
traditional process. Despite the limitation and barriers
facing EC, it is has being established that the benefits EC
has contributed to the economy and the society as a whole
is far beyond its limitations and barriers, because the
technology put in place is aimed at reducing cost,
removing cultural, and economic barriers thereby making
the world a technological one.
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Configuration of Asterisk, Its Role as Gateway and Efficiency
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Abstract - Asterisk is an open source telephony server which
is available to anybody to edit, modify and use according to
their requirements. It is termed as future of telephony [1]
because it has ability to convert a simple computer into
telephone exchange, gateway, call center and public
network. This research paper comprises of two parts. One is
about the development of Asterisk servers and all the
complications which may occur while deploying the system.
Part two is about the usage of Asterisk as gateway, its
performance and capability to handle calls.
In this research paper configurations of setting up the
Asterisk server are discussed. To enable voice
communication between two clients SIP and IAX are used.
Different calling features like call parking, call holding,
authentication are also discussed in the paper.
With the advancement in technology and wide usage of
VoIP technology, more and more people have started using
IP telephones. VoIP not only allows making cheap calls,
even free calls sometimes, but it also provides all time
connectivity. This increment in usage demands gateways
which should be cheap and capable of handling more data.
This research work is done to investigate whether asterisk
has the capability to cut the cost and provide characteristics
of good gateway or not.
Keywords: Asterisk, Gateway, VoIP

I.

INTRODUCTION:

Main components of UDP and TCP communications are
the IP packets. IP packets are consists of two components
i.e. header and payload. Header is the part which has all
the information about the packet that what is the source
and destination of the packet and it controls
communication between sender and receiver. Payload is
the actual data in the packet which is aimed to be
delivered to the source. The technology which is used is
Asterisk is VoIP. VoIP is voice over internet protocol. In
the VoIP voice data is transmitted via Internet between
source and destination. By using VoIP it is possible to
make calls using computer data networks like TCP and
UDP. To transmit voice data by using VoIP first of all
voice is converted into digital signals and then it is
transmitted using UDP/TCP protocols and similarly at the
receiver’s end the digital data is converted back into voice
signal again. PSTN technology is usually charged on time
basis, more you keep line busy more you have to pay but
in VoIP there is no such limit usually, and costs do not
increase by increasing the talk time. VoIP technology not
only give us freedom to talk it also has capability to
transfer data and do video calls. [2]
PBX is a telephone exchange which is used to handle the
calls of a small organization or office. It has the capability
to control calls and switch them accordingly. In the
research paper I am discussing about a soft PBX which is
totally computer based. It has the capability to handle
calls as well as to perform different tasks which may be
required by the users like call holding, call parking, music
-106-

on hold, call waiting and conference calls etc. Whole
setup of PBX can be implemented by using only
computers so that data and calls can come in and out from
it. For the implementation of PBX setup IP phones and
mobile handsets with SIP stack can also be used instead
of softphones. Main protocol which is running behind the
VoIP is Internet Protocol (IP), so any such system which
has capable to handle and run IP protocol like Local Area
Network (LAN) and Intranet can be used to implement
PBX. First step when a sound signal reaches PBX is to
digitize it. After digitizing it is send in the form of
packets over Internet Protocol. The PBX discussed here
is Asterisk. Asterisk is open source telephony soft
exchange which is Linux based. Great advantage of it is
that it is open source; everyone can download it, install it
on their system and start developing their own exchange
and can edit it as per requirements for free.
But before sending any data by using IP protocol system
has to establish a connection between source and
destination and after ending of call it has to tear down that
connection. For establishing such connections which can
be used for signaling and calculating the resources
whether the connection is possible and at what data rate it
is possible, Asterisk uses some signaling protocols which
are:
1.
2.
3.
II.

Session Initiation Protocol. (SIP)
H.323 Signaling Protocol.
Media Gateway Control Protocol. (MGCP)
ARCHITECTURE OF ASTERISK SYSTEM:

All the call handling is done in Asterisk PBX, whether it
is about incoming call or outgoing call. All the calls have
to go through Asterisk server. For making or receiving
call soft phones are used in computers but instead of
using them telephone sets can also be used with some
other devices. Now companies are making mobile phones
which have SIP stack in them so these can also be used
directly with Asterisk servers. To connect Asterisk PBX
with PSTN, a gateway is used. And to connect Asterisk
with internal telephony system a gatekeeper is used which
has a similar function like NAT. it gives unique IP
address to each phone which is attached to the system.
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Figure 10: connection of PBX with PSTN and other PBX [4]

A. Switching in Asterisk:
The core function of Asterisk is to allow switching
between calls and different features.
Asterisk
automatically connects calls and enables features for the
different users according to the policy which is set by the
developer.
B. Application initiator:
Asterisk has an application initiator which allows it to
start different features and applications on demand from
different users. When any user try to avail any feature and
the user is allowed to use that feature according to the
policy the application initiator launches that application
for the user.
III.
CODE TRANSLATOR:
Asterisk has capability to work with almost any voice
codecs. Asterisk is capable to do it because it has a codec
translator in it. Different calls have different codecs
which are entering in Asterisk, so Asterisk translates it
into best suitable codecs according to bandwidth and
quality.
A. Codecs and protocols:
Codecs are very important in any voice communication
technology. Codecs are used to convert voice signal into
digital signal and then this digital signal is transmitted
over internet to do communication. Different codecs
represents different conversion techniques. Asterisk has
ability to deal with almost every type of codecs. Usually
the codecs which are used by Asterisk are G.711, G.722,
G.723.1 and GSM. [4]
Asterisk uses two types of protocols to do
communication.
‐ Signaling protocol.
‐ Media transfer protocol.
Signaling protocols is used to set up new calls, maintain
call and tear down calls when call ends. Examples of such
protocols are SIP, IAX etc. Asterisk has its own protocol
for communication between Asterisks. This is protocol is
known as Inter Asterisk Protocol (IAX). This protocol is
used instead of SIP or H.323 for communication. It has
capability to handle any type of data traffic making it a
School of Engineering, Design and Technology
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good protocol’s option for audio as well as video calling.
IAX protocol has capability to perform multiplexing as
well as trunking on a same line. There are some other
good features of IAX which makes it a very good
competitor of protocols. It helps to reduce bandwidth
usage while transferring data, it has supports NAT and it
is very good when using behind the firewall and usually
does not create any issues with firewall. IAX and SIP has
approximately same type of efficiency when using for
low number of calls but when it comes to greater number
of calls IAX takes the lead. It is best in performance when
using for greater number of calls. It provides fast
switching and good quality of calls. Media transfer
protocols are those protocols which enables the system to
transmit data when the connection is established between
both caller and callee. These protocols are selected on the
basics of system and medium which is being used to
transmit data. That protocol is used which has less
jittering effect and best voice quality. [3]
IV.
ASTERISK AS GATEWAY:
A gateway is a device which allows a network to
terminate into another network. All the traffic which is
entering into a network from outside or traffic which is
leaving from a network passed from gateway. A simple
gateway is divided into two parts. One part deals with the
logics for connecting call and is known as Media
Gateway Controller. Second part deals with the
connection of PSTN with PBX and is known as Media
Gateway. Asterisk is used widely as a gateway because it
has capability of connecting calls well as dealing with
PSTN lines at a same time.
V.
ASTERISK AS VOICE EXCHANGE :
Private Branch Exchange (PBX) is a small exchange
which is used for the internal communication of an office.
This PBX has the capability to be customized according
to the requirements of the company. If the number of
users is more it can be customized to accommodate more
users and calling policies can also be implemented on it.
Asterisk is very powerful telephone software which can
be used as a PBX. Asterisk is based on Linux so it is very
stable and crashes very rarely. Asterisk supports all types
of voice protocols so according to the need it can be used.
To connect Asterisk server with PSTN network different
PCI cards are used which are very inexpensive. Asterisk
is a very good competitor of traditional hardware
exchanges and it is replacing old concepts of telephonic
exchanges. Those features which are very expensive to
implement in traditional hardware exchanges like music
on hold, call forwarding, call handling and conference
calling is very easy to implement in Asterisk without any
extra cost.
A. Configuring Asterisk exchange:
To configure Asterisk exchange it is required to configure
dial plan and main system. Dial plan is the set of rules
according to which different users are created and they
are allowed to communicate and main system is Asterisk
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server which enables and handles all callings and
services.
First of all a user has to be defined. If there are 100 users,
100 users have to be defined in the server, so that it can
recognize every unique user and can allow available
services according to the set plan. As discussed earlier
Asterisk usually use two type of call initiating protocols
SIP and IAX so to define every user the built-in
configuration files of IAX or SIP is used.
After defining users, main server is configured. Asterisk
has built-in extension.conf file which can be edited
according to the need to make it work in the desired
scenario.
VI.

ASTERISK AS MEDIA GATEWAY:

With the passage of time technology is evolving at a great
rate
and
everyday
new
technology
and
telecommunication services are introduced in the market.
One of the widely used telecommunication service are
call-centers. It is combination of complex calling,
switching and ACD technology. Call centers have
capability to deal with a large amount of calls whether
they are inbound or outbound. Mostly call centers are
used by companies to deal with customers so it requires
good call handling by using low resources. For such
conditions Asterisk Gateway is a very good option. It not
only provides good call quality and low call
disconnection but it is very economical to setup. It
significantly reduces the cost of setting up call-center.
Most of the developers are not focusing much on its use
as gateway but instead they are just focusing on its VoIP
features. [3]
A. Software and hardware specifications:
Asterisk whether used as PBX or gateway is totally
customized and user can develop it in any way which is
more suitable to him according to his needs. Software and
hardware requirements depend on the usage which are
very easy to setup. Usually the hardware which is used to
implement it is a simple PC on which Linux system is
installed with Asterisk and different cards for connecting
PSTN lines/RJ45 cables with it. Software includes Linux
platform, DHADI channel’s software and drivers which
may be used to enable different features like sound and
video. [3]
B. Protocol used for making Asterisk Media
Gateway:
Asterisk is compatible with almost every voice protocol
and standards which are used by telecommunication
companies now days like Bluetooth, H.323 etc. It also
has ability to translate one protocol into another so that
good quality calling can be achieved.
VII.
ANALYSIS OF CALL DROP RATE:
For testing the performance of any gateway call drop rate
is very important. Ratio of calls dropped to the total
number of calls made is call drop rate is the required
information which is used to know the performance of
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gateway. From different data which were collected
randomly it is very clear that there is no direct relation
between numbers of calls dropped to number of E1 lines.
Whether the number of E1 lines is greater or small the
rate of call drop is almost same. By analyzing data it is
very clear that by keeping E1 same and increasing cap the
call drop increases. It shows that if the calls at the same
time are using more caps the call quality will become low
and drop rate will increase because of packet losses.
VIII.
STABILITY OF ASTERISK:
Stability of any system is very important to make it
successful. To analyze the stability of Asterisk as
gateway its two aspects have to be taken in account. One
is the stability of calls and other is the stability of server.
[3]
A. Call stability:
To test the call stability we use open source software
Sipp. It is used to simulate calling function. It’s used to
make test calls call, first it establishes connection between
SIP client and SIP server and then it start sending
different requests like invite and bye. It can also send
multiple requests at a same time so it can be used to test
heavy call loads. Caps can also be reduced and increased
in Sipp so that simulation of large and low volume calls
can be performed. [3]
When the tests on Asterisk were performed it was very
clear that by increasing the duration of calls and data
volume of calls the rate of call lost was almost same. It
shows that on Asterisk Media Gateway by increasing
length of call, stability is not lost hence Asterisk is a very
stable gateway.[3]
B. System resources occupancy:
Second test is to check the stability of server and system
resource utilization. This test is very simple and can be
performed without any specific tool. While making large
number of calls at the same time simply by checking the
properties of system the resource utilization can be
checked. Usually more than 75% resources remains free,
means that Asterisk does not take much resources and is
very stable in this aspect too. [3]
From all the experiments it is very clear that performance
of Asterisk as media gateway is not affected by increasing
the number of E1 or length of calls. It has very good call
abandoning rate as well as very good utilization of system
resources like memory and CPU usage which makes
Asterisk a very good choice to be used as Media
Gateway.
IX.
CONCLUSIONS:
In this paper research on the performance of Asterisk as
Media Gateway is performed. Different experiments and
results are used to conclude that Asterisk is a very stable
and high quality gateway which uses very low resources
and is very cheap to deploy. To test stability of Asterisk
E1 lines were also used which were working on their
highest capacity and in such scenario Asterisk proved to
be a very stable system and used very low system
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resources. In this paper emphasis is made on usage of
Asterisk as a gateway instead of its traditional use as
VoIP exchange. It is no doubt very good PABX but along
with it, it can be used a gateway which will open new
horizon in the race of media gateway servers. For small
business entities Asterisk is without any doubt more than
sufficient to fulfill the needs like setting up the call
centers. Basic configurations and overview of Asterisk as
a PABX is also given in this paper so that readers can get
familiar with Asterisk. Features which are very difficult
to get from traditional PBX are easy to get in Asterisk
and it does not require extra hardware which may be
required in traditional PBX. Asterisk is Linux based and
it is a known fact that Linux is very stable so Asterisk
when used for the purpose of calling and switching is also
very stable platform. It not only provides stable platform
but also provides the opportunity to expand the setup and
number of users to many levels without investing more
amount. Only thing which one has to take care is the
property of the CPU whether it is capable of running that
much calls simultaneously or not.
X.

Internet and the World Wide Web

XI.
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FUTURE WORK:

Asterisk is known as the future of telephone so in future
only soft exchanges will be used instead of big hardware
exchanges. [1] Asterisk has many options in which
research can be done and new features can be added to it.
Many big companies like Skype, Vopium are already
using VoIP and shifting to soft exchanges. Cell phones
are now made with SIP stack in them so that they can be
used with SIP servers like Asterisk for calling purpose.
Some new features like SRST are yet to be implemented
in Asterisk. Survivable Remote Site Telephony (SRST) is
a backup feature that if the connection between main
Asterisk server and remote site goes down with some
basic files and configurations on remote site which are
done automatically by the system, the site is still able to
perform calling and some basic features. If helps to
continue doing work without disturbing normal working
routine of an office.[4]
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Wind Energy - Challenges and Solutions
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Abstract:- Global energy consumption is rising and it
predicted that demand will get doubled in 20 years. While
renewable energy demand is also increasing every passing
day due to reduction of other resources. One from these,
wind power technology is getting through a rapid expansion
these days. We can consider it to be one of the fastest
growing energy sources, especially in developed and
developing countries. There are several factors involved,
which contributes for its development like, reduction of
commonly used power resources around the globe, increased
demands for energy and environment changes.
This paper deals with challenges faced to wind technology
and covers aspects like securing power eminence, raw
materials, voltage instability (due to changing speed of air),
high cost, climate (depends different parts of the world),
power quality and energy storage. These problems lead to
predict a promising future of this technology. Improvement
in power quality of wind grid outputs and optimum
rectification of faced challenges can make this technology
sustainable. Many of the challenges can be tackled by power
electronics devices in wind farms, but other factors require
new technology to be developed. For example fuel cells and
energy storage, however later in discussion, paper will
define solution to some challenges describing system
planning, reliability evaluation, and voltage stability.

Keywords:- wind power, voltage instability, climate,
renewable energy
INTRODUCTION

Wind is a form of kinetic energy which is produced from
rutted space heating from sun, unequal earth patterns and
motion of the globe. World surface which is divided into
flat surface, waters and mountains and patterns, causes
modification of wind flow. Human beings use this wind
for different purposes even in ancient time ages ago for
grinding grains, running different kind of machines and
pumping water storage. Wind power generation is a
process in which kinetic energy is converted into
mechanical energy which is then transformed to electrical
energy which then stored and used as per required. It is
not known exactly that when first wind power unit was
built but most agree that its origin was near Sistan and
Khorasan which is part of eastern Iran on border of
Afghanistan. This was used to grind their grain storages.
Other uses of wind includes sailing, drying and flying
kites however most beneficial which we will discuss in
detail is called as wind power generation. This source of
energy is being utilized firstly in 1888. It was Charles
Brush in Cleveland who invented this wind turbine
having capability of generation of electricity. This turbine
was at 60 feet of height with diameter of 56 feet. This
first ever turbine was capable of producing 12kw
electricity. Demand for electricity is increased a lot in last
few decades and it is proved that utilization of energy is
much important for developing and developed all
-110-

countries. Shortage of lastly used conventional energy
resources like coal and increasing costs of raw materials
like oil, water dams are the main causes that many
countries have started relying on renewable energy
resources. Governments are needed to reform their energy
policies in a way to lesser their dependency on
conventionally used energy resources and seriously start
thinking about renewable ones to save this earth from
pollution and deficiency of lastly used sources.

1.1 Table – Top 10 countries wind power capacity[6]
Wind energy is becoming the fastest growing renewable
energy resource of the world. Looking into facts, we
realise that wind power is growing at a rate of 27%
averagely. Total amount of wind power installed capacity
was 24MW in 2001 which is reached up to 430TWh
annually which is about to 2.5% of total energy
consumption around the globe. This amount portrays the
whole scenario where importance of this energy resource
can be markedly understood. Many countries are adopting
wind power as second or third source of producing
electricity for example China, Denmark, Portugal, Spain,
USA and UK and etc. Table provided below lists top 10
countries with respect to their wind power current
capacity amounts in MW units by end of September
2011.
I. Development of Wind Power worldwide
According to international wind energy development
world update 2010, the wind power market is expected to
grow with more 80% increased revenues within next five
years. There are many strong signs of coming this true.
Their report projected that by end of 2011, wind power
will contribute 1.92% of world’s electricity which is
actually reached to 2.50% in a year. This report also
projects that by 2020, wind power will be contributing
9.1% of world’s demands. If we talk about china, which
is first in producing electricity from this energy resource,
has targets of adding 90GW by 2015 from wind power.
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According to a study by their academy for metrological
sciences, China is capable of 235GW onshore wind
power generation units. China has released 12th-five year
energy plan recently according to which target is
increased to 112GW by 2015. For meeting these targets,
China is planning for budgets and high amount of
investments. United States is second in development of
wind power and has 46,919MW installed capacity yet
while in 2011, total amount produced is summed to
120TWh which becomes 2.9% of total electric power.
Denmark is again doing remarkable work in this field as
they are generating 18.9% of their electricity from wind
power which was 24.1% in 2008[6].

1.3 Fig. Wind power turbines with advanced design
Germany is producing 7.7% of their total required
amounts on energy from wind power. Now they are
concentrating on renewable energy commercialisation
aiming for offshore wind farms. Spain is fourth in
producing electricity from this energy resource. In 2010,
wind power was 16% of their total production which is
increasing every year. India had already installed a
capacity of 13GW and looking for investing in this field
to increase their energy volume. France has third largest
wind resource after Germany and United Kingdom in
Europe. Italy active wind plants were producing 19% of
consumption in 2010 which they plan for increasing in
next few years too. With a recent update in first quarter
of 2012, there are 333 wind fields in UK with 3506 wind
turbines, generating 6580MW of power. With the starting
year of 2012, 5 more wind farms are in process of
completion which will add 723MW into system. Even
though Canada was producing 2.3% of their total capacity
up till 2011 but now Canadian wind energy association
have delineated a working plan for next 15 years
according to which, 55,000 MW will be added into
system which will be 20% of total energy consumption.
At this stage of time, more than 70 countries have started
working on wind power development. In the past recent
years, china has increased developments in this energy
source and now become first in it while United States is
on second position with respect to wind power capacity.
II. Advantages of Wind Power
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Many researches prove today that Global Warming is
happening on a far high rate than expected even. Earth’s
average temperature s rising fast which can be visualised
as since beginning of early 20th century, 0.8°C(1.4°F) is
increased. Most of the scientists agree that this climate
change is caused by increased concentration of
greenhouse gases. Main cause of these greenhouse gases
is burning of fossil fuels for human actions. Consumption
of energy is increased in last few decades exponentially
but energy policies are not changed as they desired to be.
Most of countries couldn’t understand the situation and
kept on relying old conventional resources as they were
using lastly for example natural gas, hydropower and
electricity from coal. There in United Nations, a Climate
change conference was held in December 2009 in
Copenhagen where 138 countries signed an agreement for
taking steps in a way to cut carbon emissions by 20-25%
averagely from 2010 - 2012. This raised the importance
of finding carbon and carbon dioxide free solutions for
satisfying the energy needs. Wind Energy is one of the
most popularly growing ways today with comparatively
less disadvantages. Wind energy not produces any CO2
during its operation and significant amounts during
manufacturing and construction. CO2 Production can be
avoided adopting wind power as an option for generation
of electricity.
III. Wind Power Market
Wind power market is likely to be affected by current
financial crisis situation where many countries had to cut
their planned budgets due to it. However if we talk
particularly about wind power market, it is not much
affected by this as governments of many countries have
cut down their budgets priority wise while energy policy
is the first most priority for economy growth of any
country. It is another interesting fact that global wind
energy council forecasted in March 2008 forecasted
global wind energy market to reach 240GW by 2012
which is now successfully achieved even by end of 2011
[8]. Global wind energy council is now predicting the
output by wind power to be 9.1% of all the energy
sources output by 2020 which will be about 1000GW.
They also are predicting the output of wind energy
resource to be 2300GW by 2030.
Danish manufacturers like Vestas and Siemens along with
many component suppliers of wind power are pioneers in
production of wind energy systems all over the world.
According to estimate of HIS Inc., Vestas is first in
manufacturers in wind market and giving share 12.7 % of
equipment around the globe. Even though current
economy crush has effects on payment for vestas and all
other manufacturers of wind energy industry, they are
getting new projects from countries which were not
thinking about wind energy some years before like
Kenya, Turkey and Pakistan. This proves that world is
now seriously considering these power resources as a
necessary option for fulfilling future needs. As it is
already described about predictions for wind energy
production by 2020, will be a large factor for wind market
to expand on very large scale in next few years. By the
increased demand of wind energy around, prices are
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increased which led many competitors to enter into this
manufacturing industry. Only talking about china in last
few years, more than 50 manufacturers came up in market
[1]. Efficiency is a complete scenario which will be
discussed later but it is in the evolving process and yet
not been finalised. However it is necessary to take care
about efficiency, quality of manufacture, standardising
some prototypes which have a direct impact on this
industry. The challenges for offshore construction were
not predictable to most of new suppliers.
IV. Global regional capacity growth
Global Wind Energy Council’s Figures depict that EU’s
installed capacity is reached to 93,957MW with an
increase by 10,281MW compared to last year. While Asia
has become second frontrunner of this race having a total
installed capacity of 82,398MW with an increase of
21,298MW addition this year. If we talk about North
America, it is on third position with a total capacity of
52,184MW with an addition of 8,077MW if compared to
preceding year.
These facts and figures illustrate that regardless of staterun of earth’s economy; wind power carries on to be
outstanding renewable generation expertise of choice.

Fig 1.2 Total installed capacity [9]
V. Wind Turbine Technology
Wind energy is undergoing through intense technological
renovations using aerodynamic, electronic, mechanical
and electrical designs. The wind turbine design
technology evolution is based on increased efficiency,
better power ratings, noise reduction, effective
aerodynamic blades, compatibility with grid network and
decreased cost. Diverse concepts of effectiveness span
over a range of technical concerns like stable speed,
flexible speed, gearbox, gearless, offshore, onshore,
integrated wind energy conversion storage system, doubly
fed induction generator and permanent magnet
synchronous generator. Over years, many different
designs have been standardised and today most accepted
design, for commercial turbines is 3 blade horizontal one.
Areas where average wind speeds above 12 miles/hour
are normally the suitable place for wind power plant
while blades of wind turbine start spinning from 7.5
miles/h and can handle a strong wind up to 50-55 miles
per hour.
A. Wind Challenge
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Main source of several hitches resulting in limits for
incorporation of wind power is wind. The problem has
numerous roots. Due to suitability of different areas for
wind energy, we see high concentration of wind power
systems from where; power is transmitted to consumers
through transmission grid. The second problem is
chronological variability is that it imposes increased
regulation capabilities on the rest of generating system.
This makes wind and its energy very difficult to predict.
Small sized wind power system wind turbines at medium
voltage level are regulated by distribution companies who
own the grid. Thermal capacity of feeder, voltage level,
the reactive power consumption is core concern with
respect to flickering. All these are control factors for the
quantity of wind power which can be inserted into system
at this grid point. Two extreme circumstances can occur
at same time where there is low load with high wind
power generation and high load with low wind power
generation. Voltage is regulated on same level to handle
the situation in all these extreme scenarios. Another
challenge which is faced in wind farms is due to variation
of output voltage level due to changing speeds of wind or
due to switching operations(by generator). Sometimes
even it can be noticed from variation level of light. It is
also needed to take notice of wind power quality
measures such as flickering and harmonics at time of
taking decision about size and grid connection of the
wind power systems. In case for solution, we apply power
electronics applications in wind power systems, output
levels should be kept less than that of limits.
As wind power systems are installed in comparatively
airy locations where we can find much better wind level,
it is mostly becomes far away from consumers. For this
problem, strong grip needs to be designed. Planning and
operational procedures of grids may involve grid codes.
This can increase cost of system which is another big
issue. As solution to variable wind speed is concerned,
we can use power electronics for it. We can get many
advantages of power electronics circuits as a part of grid.
Mainly it can reduce mechanical load on arrangement of
turbine. We may use power electronics devices circuits
for active switching which reduces fluctuations of output
and reduces cost of other replaced components. Key
recompenses with these power electronics circuits
involvement is decrease of mechanical loads, lessening of
manufacturing cost, enhanced connection characteristics
which finally lowers grid connection costs. We get more
options to control wind power systems at different load
conditions. There is another solution that is being
venerated these days is combination of wind energy
systems with power storage. Proposed storage solutions
these days will be discussed in detail later.
B. Wind Offshore Forecast
Satellite technology is being used these days in offshore
some of northern Europe’s wind farms for forecast of
wind. This satellite information includes wind maps
grounded on satellites like QuickSAT, ASCAT and
Envisat ASAR[4]. Information from data is based upon
variations compared to normal conditions. This data can
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be utilized for different purposes for example prediction
of voltage level outputs. This is area which needs to be
explored more and some research should be done. These
methods can be adopted foe efficiency of system and for
getting better output quality. Another system is used for
wind power forecast. System already used to forecast
15,000 MW in United States and uses a multi model
collaborative forecast coupled with multi arrangement
statistical systems.

Energy

D. Offshore Wind Energy Challenge
Onshore wind power system evaluation is comparatively
much easier to offshore wind power generation as direct
measurement of sea can be much difficult and expensive
one. In designing and predicting data for offshore wind
power systems, data can be collected through nearest land
sites and also from ship. Other methods can also be
applied but in this scenario, simulation becomes almost
impossible. However it is needed to establish some
procedural method for offshore resource utilization as
soonest possible. If compared for the advantages from
onshore, offshore comes higher due to availability of
resources. In case of expectation of better outputs,
comparatively higher costs can be afforded too. Almost
all designs for offshore power system applications
implemented today are actually based on onshore designs.
There is a need for research on offshore turbine system
designs also which can be simulated and designed
specifically for offshore sites. This will increase
capability and enhance outputs of system to get better
results.
E. Power Storage

1.3 Fig. Offshore Wind Power Systems
For this strategy, real-time observed data of many
possible variables and power production systems is
needed by system to attain highly accurate readings [5].
Observed data is confirmed with same model scenarios to
find some statistical connections with different kind of
statistical procedures. A comprehensive study of the key
statistical indicators has been carried out for each wind
power system, in a way for cultivating the excellence and
correctness of outcomes [2]. A lot of research is being
done in this area for accuracy and efficiency
improvement of wind power systems for providing
significantly greater performance with respect to single
model scenarios.
C. Wind Turbine Gear Box Designs
Wind turbine gearbox is much important part of the
whole system whit the help of which, low speed rotor is
connected to high speed rotor. In other words, its function
is to increase speed of rotor which further can be used for
generator to generate electricity. Range in which speed is
increased is from about 10-60 to about 1200-1800
rotations per minute [3]. Due to much of its importance
and typical designs, it is a costly part of the system which
needs to be explored more. Engineers are working on
exploring direct drive generators which can rotate and
generate power at even lower speeds without use of gear
boxes which can save much money and will reduce cost
of overall system to at least 12%. Some gearbox
designing tools are also being created to design better
models, simulating them for real time scenario and
predicting their outputs before manufacturing it.
Simulations are used to eliminate gearbox design faults
and to improve the overall operational performance of the
system. Software program allows designing and
discovering model notions in early phases of scheming it.
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Wind power storage is another important challenge to
look at. Issues which are directly related to power storage
is flickering and voltage level output [7]. Objective is to
schedule wind power as conventional power plants. It is
another matter of fact that application decides which type
of storage is required for smooth operation but normally,
present storage technology is not that much advanced for
these applications. For comparatively small systems, lead
acid batteries are choice. In combination with up-to-date
power systems, it is prospect that we can provide a
system with less power fluctuations. After working on
storage system for enhancing efficiency, new technology
emerged named as redox which has three improved
features. Firstly efficiency is much high about 80%, life is
more than 10 years while power ratings and can be sized
independent of each other.
F. Excellence and Reliability
Along with all wind turbine capacity enhancements, wind
forecast challenges, with better designs and reliable
system backups, it is much necessary to energy capacity
adopt a standardised and secure operation and
maintenance. Excellence and reliability are going to be
main features especially for offshore turbines not only for
designs but also for operations, maintenance and
manufacturing processes because of the substantial
increase of features which condition all of them. It needs
to work out also about installations and bases which offer
least resistances. It needs to be decided about regulation
of service intervals to reduce losses.
VI. CONCLUSIONS
There many solutions to current wind power systems are
discussed in detail and many solutions available are
provided to overcome these incompetences faced today.
For increasing efficiency and capacity of the wind power
system, many researches are being done in field of wind
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turbine technology, wind challenges, wind offshore
forecasts, gear box designs, power storages, capacity,
output reliability, offshore and onshore wind energy
challenges with solutions . By working on new research
ideas, efficiency of present and future power systems can
be enhanced to more satisfactory level. Keeping in view
plenteous supply of wind and facilities of wind power
industry, this industry has potential to become a major
contributor to world energy resources. All these factors
can make this renewable energy industry future brighter.
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Abstract- The per capita electrical energy consumption in
Nigeria is much below what is obtainable in an average
developing nation. This has been the case for decades, where
the electrical energy produced is much lower than the
installed capacity of the existing generating plants.
The country depends on only two types of electricity
generations. The hydro power plants located in the northern
parts of the country and thermal power plants in the
southern parts, where coal and natural gas are used. The
interconnection of the two sources despite environmental
consequences due to greenhouse gas emissions operates at
less than 50% installed the capacity which is adversely
affecting the national gross domestic product (GDP).
The call for adoption of alternative energy power sources in
the country may not yield better result as the efficiency of
the system could not be matched with the growing
population’s energy demand. Apart from political, military
and waste disposal implications, nuclear technology stand a
better chance to deliver for country’s electrical power tussle.
The nuclear technology which employs the use of uranium
and plutonium (non-fossil fuels) in reactor chambers
produce electrical energy at much greater capacity with the
use of very small quantity of fuel. The waste obtained from
system is as well small in quantity, which the country out of
its vast landmass in the north and large Atlantic borders in
the south can manage the disposals properly.
Keywords: Electrical Energy, Fossil Fuels, Carbon
Emission, Nuclear Fission, Waste Management
INTRODUCTION

For a sustainable development, there should be an
achievement in production of higher level of goods and
services. The production of quality goods and services on
the other hand has to be related to the consumption of the
said product and services. For a country’s level of
achievement in both production and consumption level
therefore per capita gross domestic product (GDP) and
energy consumption will have to be taken into account.
The Nigeria’s context of the sustainable development
mission considering the above stated trends when
properly analysed, could hardly be seen as being
reconciled. For example, the total electrical power
generation and transmission capacity of Nigeria when
compared to that of an average developing nation could
not be justified. With a population of nearly 150 million,
National Population Commission, 2006 [6] Nigeria
according to Sambo 1995 [2] has a total power generation
installed capacity of 7876 MW. Yet from the installed
capacity of generation, only 2700 MW is produced as at
December 2009, which represents only 35%. In relation
to the above development, Iwayemi, 2008 [3] has
compared the per capita electricity consumption of
Nigeria as 140kW-h, with that of Egypt and South Africa,
whose per capita energy consumption are 1337 and 4560
kW-h respectively.
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Fig.1 Indicators of Electricity Crises in Nigeria

The recent administration of Late President Umar Musa
Yaradua have conceived a programme aimed at placing
Nigeria among the top 20 most economically developed
nations by the year 2020. With the current electrical
energy production in the country, this could hardly be
achieved, not only for the said target period, also at
distant future, until a drastic measure is taken. Part of it
was the administration’s commitment to declaration of
state of emergency in the power sector, which the
administration could not achieve.
SUSTAINABILITY CONCEPTIONS

If the past and present administrations could have achieve
their aims in reaching the maximum electricity demands
in Nigeria, yet the big question is, what is the importance
of the achieved goals? In other words what should be the
Nigeria’s sustainable energy goal? This implies that
without any fear of contradiction, Nigeria is subjected to
two basic challenges. One challenge is that of generation,
transmission and distribution of adequate electricity as
obtainable in other developing nations in one hand. The
other challenge is that of operating a sustainable electrical
energy sector.
International Energy Agency IEA, 1997 [4] published
comprehensive guidelines towards achieving better
methods of clean energy production process. This
actually defines in clear terms what is expected of the
member countries sustainable development, which is
defined by Brundtland Report, 2007 [5] as “a
development that meets the need of the present without
compromising the ability of the future generations to
meet their needs” among many other definitions.
NIGERIAN SUSTAINABLE ENERGY GOALS

My perception regarding Nigeria’s sustainability goals
should be centred on two broad areas.
(i) Economics
(ii) Ecology
Economic Prospects
Nigeria’s stand among the oil and gas producing nations
is quite tall. It is estimated that if Nigeria could raise its
current oil capacity by at least 17%, it could be able to
supply the whole of Africa according to International
Energy Outlook, 2011 [16]. In terms of gas reserves, the
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country is ranked among the largest 10 with proven gas
reserve records in the world. The estimated gas
reserve/production is 109 years, with much more to be
found as stated by NLNG, 2011 [7]. With these prospects
it’ll be difficult to understand why the energy sector
cannot in terms of electrical power generation and supply.
The per capita electrical energy consumption mentioned
earlier is far below that of many underdeveloped nations,
not even to compare with emerging economies such as
Malaysia, South Africa, Brazil, South Korea etc. From
basic economic indicators, it should be conceived that per
capita electrical energy consumption shall influence
GDP, whereas a higher GDP enhances a better standard
of living.
Ecological Perspectives
Whenever an issue of sustainability is raised, a key factor
of ecology is largely taken into account. While referring
to the prevailing conceptions regarding sustainable
development, the key aspect is concern for future
generation. The argument therefore is how can the present
potentials be harnessed and still maintain the same or
even better prospects for succeeding generations.
Electrical energy productions using fossil fuel (oil,
natural gas and coal) have proven to be harmful to the
environment in terms of massive carbon emission. The
current estimated carbon dioxide emission into the
atmosphere globally amounts to more than 30 billion
metric tons for production of 60% of the world total
power generated, and this trend is projected to raise to 42
billion metric tons by the year 2035 according to
International Energy Outlooks, 2011 [16]. According to
the projections however, the OECD countries
contribution will decline for period under review by 9%,
and not being part of the agency implies that Nigeria
should be among the contributing entities.

Fig. 2 Global Carbon Emission Projections (1990-2035)

On the same note, hydro energy resources are seen to be
contributing significantly to global power generation.
According to Shepherd and Shepherd, 2003 [10], water
energy contribute about a quarter of the world electricity
supply, citing Brazil, Ghana, Mozambique, Zaire (Congo
D.R.), and Zambia among countries that obtain more than
85% of their electricity supply from hydro power.
The largest impression is that hydro systems operate with
zero carbon emission. Yet the fact is that hydro may
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exhibit the worst case in terms of greenhouse gas
emission. This was made clear by Graham-Rowe 2005
[9] that hydro projects are net producers of greenhouse
gases, the man made reservoirs convert carbon iv oxide in
the atmosphere to methane, a gas that poses 21 times
implication on global warming than carbon dioxide.
It is worthy of note that the current electricity generation
in Nigeria are in form of these two categories (thermal,
involving the combustion of coal, oil or natural gas, and
hydro power) of greenhouse gas agents. The thermal
power stations, apart from environmental pollution due to
greenhouse gases suffers from fluctuating global oil
markets against its prospects, as Beggs, 2003 [18]
concluded that the era of cheap oil appears to be over.
Hydro systems on the other hand, apart from its silent
impact on environment, are threatened by the global
water shortages due to inadequate renewable freshwater
supplies as outlined by Pacific Institute, 2007 [11].
In response to short comings of these two sources
available in Nigeria, many case studies were presented for
the purpose of improving on the current situations. The
most popular opinions fall on the adoption on the
renewable energy resources in this context involves
generation of electricity from solar, wind, tidal etc. The
resources are virtually free, but the implication lies with
the capacity utilisation by the year 2020.
For sustainable and viable energy goals, nuclear
technology stands a better chance to deliver. This
assertion is made in consideration of the following
factors;
(i) Capacity utilisation vs. fuel consumption
The nuclear employs the principles of
production of high pressured steam similar to
that of conventional thermal power plants, Fardo
and Patrick, 1997 [12] pointed.
In this system extremely lower quantity of
nuclear fuel is consumed for the same amount of
power generated from coal. For example the
nuclear power reactors that consumes 2 tons of
uranium once in 18 months, will generate power
equivalent to coal system consuming 100 tons
every day in 18 months.
This is indeed an economic edge over fossil fuel
methods of power generation.
(i) Greenhouse Emission
In aspects of clean technologies, The World
Nuclear Association, 2002 [13]
outlined that
nuclear contributes only 0.8% of the global
greenhouse gases, whereas coal and gas
contributes 77% and the combination of hydro,
solar, and wind nearly 22%.
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nucleus of uranium-233, uranium-235 and plutonium-239
are bombarded with neutrons, which cause it to split into
fragments which as a result produce a considerable heat.
For example, uranium 235 can be fragmented when an
extra neutron is absorbed. This fragmentation is caused
by splitting of the nucleus into two, roughly of equal
mass thereby generating considerable heat. The two
fragments caused by the fission process are the nuclei of
barium and krypton. This process is represented in the
equation below,
Fig. 3 World Greenhouse Emission from Electricity Production
OVERALL IMPACTS AND SUSTAINABILITY

Taking the two key factors into account nuclear
technology should be assessed as the most appropriate
form of electricity generation and sustainability. This is
due to the fact that the fuel consumed is relatively very
small implying a very small quantity of waste product.
The clean nature of the system is another major advantage
that nuclear exhibits for a greener future.
WHAT ABOUT RENEWABLES

Renewable energy resources are those forms of energy
resources that derive their impact from direct conversion
of natural potential sources such as solar, wind, sea tides
etc. These resources are less friendly to the environment
compared with nuclear technologies as they post more
than 10% of global greenhouse gases according to World
Nuclear Association, 2002 [13]. Other shortcoming of
renewable resource against other energy resources is
capacity. The efficiency of solar electricity system at the
moment is not more than 23%. Perhaps the reason
renewable energy sources are referred to as alternative
energy resources.

Where U = the uranium atom
Kr = the krypton atom
Ba = the barium atom
n = the neutron
The generated heat from the nuclear fission process takes
place in a specially and highly protected chamber known
as the nuclear reactor. This generated heat is used to boil
a certain quantity of water for production of steam at a
very high pressure, very similar to conventional fossil
fuel pressurised steam. The basic difference between the
two is that nuclear produces steam due to heat generated
by nuclear fission inside reactor, while thermal (coal, oil,
and gas) systems produces steam by direct burning of
fuels inside boilers.

NUCLEAR ENERGY RESOURCES

Nuclear power plants employ the principles of nuclear
fission and nuclear fusion to produce electricity. Nuclear
fusion reaction is a form of union of two or more atomic
nuclei of hydrogen isotopes. The feasible nuclear reaction
in terms of electricity generation involves deuterium and
tritium, which are all isotopes of hydrogen. Deuterium is
a natural occurring heavy hydrogen found in sea water
having a mass number of 2. While tritium is never formed
naturally, hence is obtained by chemical manufacture
from lithium, and has a mass number of 3. The reaction is
thus shown below.

Fig. 4 Nuclear Fusion Reaction

The inert gas helium He, neutron and energy are
produced during the reaction. This form of nuclear source
of energy is however not commercially available, and is
projected to take further long period of time to be
commercially feasible.
In nuclear fission principles which are currently the
vibrant and highly viable nuclear energy resources, the
School of Engineering, Design and Technology
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Fig. 5 Simple Pressurised Water Nuclear Reactor System
ENVIRONMENTAL CONCERN

The nuclear fission equation above indicates that gamma
radiation occur as a result of fragmentation of the nucleus
of uranium atom. The gamma radiation is proved to be
dangerous human tissues as the radiation can only be
screened by a concrete or lead of sufficient thickness. It is
worthy of note that there exist other form of radiations,
which include,
(i) Alpha radiation
This is a low penetrating power radiation
that hardly penetrates skin. It is known to be
harmful only when breathed or ingested.
(ii) Beta radiation
This is a type of radiation that possesses a
power of penetration through skin, but can
easily stopped be stopped by water, glass or
thin layers of aluminium or other metals.
Swallowed beta particles are very harmful.
(iii) X- radiation
X radiation is an electromagnetic radiation
similar to gamma radiation, but with lower
penetrating power. Like gamma radiation, X
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radiation can be stopped by a thick lead or
concrete material.
(iv) Cosmic radiation
A cosmic type of radiation occurs from the
outer space towards the earth atmosphere.
This is known to intensify more at higher
altitude.
(v) Gamma radiation
Gamma and X radiations have much higher
frequency than light and radio waves. The
penetration power is much less than that of
radio and light waves. There is need for a
good thickness of lead or concrete for a
gamma ray to be screened.
(vi) Neutron radiation
In nuclear reactors there happens to be an
existence of neutron radiation due to
bombardment of the nucleus of uranium
atoms. It is known to be highly penetrating
form of radiation and very dangerous to
human body tissues. A very large thickness
of concrete is needed to screen it.
Many among the different forms of radiation discussed
are known to possess biological effects which at low level
can hardly be detected. The effects however depend on
the dose, and can be protected a large thickness of
concreting. As regard the environment, the greenhouse
emission is virtually zero, with overall global appearance
at less than 1%.
WASTE MANAGEMENT

The primary concern with every nuclear project is waste
treatment and disposals. It is clear that the only and major
effect with nuclear is the harmful toxic radiation. It
implies that when exposed, the waste exhibit a serious
hazards to the surroundings. Another major concern is
that the waste material is non-biodegradable that it does
not decompose under effect of atmosphere. Hence the
only option is to achieve the total elimination of the waste
materials by careful concealments and neat burials in
either of the following two classes,
(i) Underground repository: durable engineered
underground system for depositing nuclear
waste materials.
(ii) Undersea repository: the undersea systems are a
form of waste disposals under the sea beds.

Fig. 6 Typical Underground Repository system
SECURITY CONCERN

Another concern with nuclear technology is security
issue. There are growing fear that, a processed fissile
material such as plutonium could get into wrong hands
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and pose a danger to global peace and security, in
applications such as atomic weapons.
For Nigerian Electricity Sector
Nuclear power systems can be ideal for Nigerian
electricity industry for the following reasons
(i) Sourcing of raw material could not be a problem
due to proximity with Niger Republic, a
neighbour, regional, economic, political and
cultural partner with a good position among
world uranium producers.
(ii) The continuously rise in global oil and gas prices
could sabotage the prospects of Nigerian
thermal generating plants.
(iii) A very vast land mass due north for effective
siting of underground repository.
(iv) An Atlantic borders due south for effective
undersea waste disposal management.
(v) There are on-going researches aimed at
facilitating
waste
reprocessing
and
recycling. When this is achieved, a reduced
volume of waste could be expected for
conservation of repositories.
(vi) The existence of international regulatory
organisations such as
International
Atomic Energy Agency (IAEA) should be
adequate for the world to be comfortable
with the programme.
CONCLUSION

The nuclear technology could be recommended for
densely populated country with a serious economic
prospect to achieve a good status of per capita energy
consumption. It is an advantage on the side of nuclear
technology that only comparatively small quantity of fuel
is needed to produce a large amount of electricity.
Another high impact with nuclear systems is the clean
energy production being the lowest in terms of
greenhouse emission recorded so far. The waste
management is a serious issue of concern, but recent
developments indicates that both underground and
undersea repositories are so efficient when fully
managed, and further studies on waste reprocessing and
recycling are encouraging. The radioactivity of the stored
waste materials after a couple of a thousand years may
subside, similar to formation of coal and oil that took
place due to decay of natural vegetation over years. This
could be beneficial for future generations, implying an
advantage to the sustainability. It should as well be clear
that toxic radiation could not be completely eliminated
from our daily lives, as some levels of radiation could be
traced to some of the food we eat, buildings we live,
medical x rays, consumer goods (TVs and laptops),
aviation etc. The effect actually depends on the dose
taken.
A constantly modified global regulation on the
enrichment of nuclear fuels and facilities could reduce the
risk of terrorism scare over the resource. There could also
be exaggerations over the reported shortcomings of
nuclear, as its potentials is bound to relegate the coal, oil
and gas prospects against the wish of exploiters of these
resources.
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Hybrid Power System and the Environment
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Abstract - Instability and constant fluctuations in power
supply from the grid in a developing country have
necessitated the need for a system that can provide regular
power supply with reduction in environmental degradation.
Conventional sources of energy in a developing country
whether from the grid or the use of private generating sets
involve the use of fossil fuel resources that are nonrenewable. This leads to green house emissions from the
combustion of the fossil fuels, pollution of the environment
by CO2, noise and global warming. Hence there is the need
for a system that can both provide stable power supply and
at the same time be environmentally friendly, working
towards a greener environment.
A Hybrid power system is the combination of different
complimentary energy sources like wind, hydro power,
thermo-electric, photovoltaic, generator sets and an energy
storage system like batteries or hydrogen tanks.
This paper focuses on the synergy between the power
sources from the grid and diesel generator sets and storage
using batteries. The emphasis will be in the use of the hybrid
power system in a telecoms facility which requires stable
power supply for effective network delivery but at the same
time poses no serious threats to the environment.
Key words: Hybrid power system, environment,
stable power supply.

I. INTRODUCTION
A telecoms facility’s basic requirement is stable
power supply. This is due to the fact that telecoms
facilities such as a Base Transceiver Station (BTS)
receive and transmit information between itself and other
stations. If there is a power cut in one station,
communication within the geographical area where the
BTS is located as well as other stations that are routed to
it could be affected. Stable power supply is therefore vital
and its availability is the main challenge that telecoms
service providers in developing countries grapple with.
The combination of different energy sources which
compliment themselves as well as the storage of excess
energy; hybrid power system, is therefore advocated.
Hybrid power system design for power feeding of
Telecoms equipment has to provide quality
uninterruptible voltage
(AC, DC or both) [1]. This is to
ensure that in the event of the failure of one or all of the
sources of energy, the stored energy could be plunged
back into the system. Also the need of reducing the
carbon emissions from the combustion of fossil fuels by
the generation of electricity from the grid or private
generator sets has led to the need of a hybrid power
system for use in telecoms outfits in developing countries
where there is no guarantee of the availability and
sustainability of utility grid supply. The hybrid power
system in this research work ensures that at some time in
the day, probably at night, when there is no mains supply
from the grid, the private generators are put off, while the
-120-

BTS is powered by the energy stored in the battery, and
depending on the preset values, the generators are turned
on again to power the BTS if the mains is not still
available. When the generator comes on, the batteries are
charged up again in readiness for the next cycle. This
paper aims at the possibility of using the non-renewable
sources of energy in an eco friendly manner.
II.

THE HYBRID THEORY

The hybrid power system reduces the operational cost
of running diesel generators for almost 24hours in a day
in developing countries like Nigeria where the utility
supply from the grid is either unstable or not present at
all. The generators run continually so as to keep the BTS
from power outage. This causes a lot of strain on the
generator sets causing them to wear out easily and
necessitating their constant repair and outright
replacement less than the stipulated time. Also, most
telecoms facilities are located in communal areas with a
lot of people living around the structures, therefore noise
and CO2 emanating from the diesel generator sets pollute
the immediate environment and poses a great threat to the
world at large since reduction of CO2 emission is a global
concern. One can only imagine the adverse effects caused
by a situation whereby three or four BTS structures
serving a particular neighborhood are located close to
themselves.
III.

SOURCES OF ENERGY

The telecoms facility considered in this paper has its
power supply from the grid and two generator sets and
storage of energy is in deep-cycle lead-acid batteries.
A. Grid
Power supply from the grid is the conventional source
of energy in the telecoms facilities in a developing
country. This source of energy is usually from Hydroelectric power stations, coal-fired power stations or gaspowered turbine plants.
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Fig. 1 Gas-powered turbine plant [2]
Fig. 3 CO2 emission from a coal-fired power station [4]

Fig. 2 Substation [3]

All these power plants make use of fossil fuels that
are non-renewable and their by-products consist of CO2
which is toxic to the environment. In 2010, the
International Energy Agency, IEA acknowledged that
conventional oil production will be in terminal decline
due to peak oil production which occurred in 2006 [4, 5].
This decline will lead to increase in oil prices and a
corresponding increase in electricity tariff [5].
B. Generator sets
Telecoms companies in some parts of Africa, Asia
and the Middle East depend on the use of private diesel
generator sets to run their infrastructure almost 24 hours a
day. This is because the electricity from the commercial
utility grid is either erratic or not available at all. These
generator sets are usually mounted on individual sites
which are sometimes built in residential areas resulting in
noise, pollution from CO2 and constituting a high level of
risk for the people living around it should there be a fire
outbreak.
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Fig. 4 Private generator set [6]

IV. ENERGY STORAGE
The conventional storage of energy in a telecoms
facility is the use of lead-acid batteries. But with deepcycle batteries, the availability of stored energy could be
greatly improved. The deep cycle batteries are batteries
designed to be discharged down as much as 80% time
after time, and have much thicker plates which are solid
Lead plates unlike other batteries whose plates are made
of the sponge [7]. The deep-cycle lead-acid batteries also
have increased capacity over shorter discharge times,
superior performance for shorter duration, higher current
discharges, smaller battery size that can be used for
higher rate discharges, and are ideal for float service and
uninterruptible power supplies [8]. The batteries are rated
12V with capacities between 100Ah – 150Ah. They are
usually connected in fours to get a combined output DC
voltage of 48V.
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Grid supply

ATS

ATS
Fig. 5 Lead acid batteries [8]

V.

AC LINE OUT

THE HYBRID COMPONENTS

The hybrid process is made possible by a number of
interconnected devices that work together monitoring and
switching power from the sources of energy to the stored
energy in the batteries depending on the configuration of
the sensors that control the hybrid action. In this
particular paper some of the devices considered include;
an automatic transfer switch (ATS), an automatic mains
failure detector (AMF), a Site Asset Management (SAM)
controller [9] (from Inala Technologies), a rectifier and an
inverter.
A. Automatic Transfer Switch
The automatic transfer switch (ATS), toggles the AC
voltage input to the telecom facility (load) between the
grid supply and the two generators. It is an intelligent
combination of two automatic mains failure (AMF)
detectors, AC contactors, relays, timers, battery chargers,
current transformers, fuses and the SAM generator
controller.

ACD
B

Fig. 7 ATS action [11, 12]

B. Automatic Mains Failure Detector
The switching action of the ATS is made possible by
the automatic mains failure detector (AMF). It is a robust
micro controller device used to control the generators. It
is user configurable and has inputs for connection of
terminals from both the grid and the generators. Its output
is connected to the generators for the start and stop
operation. The AMF has the ability to protect the load
from over/under voltage, over/under frequency, over
current/overload. It can detect current/voltage asymmetry
and shut down the generators based on low engine oil or
high engine temperatures. In this paper, the AMF is
connected with the SAM generator controller which is
located inside the ATS panel.

Fig. 8 Automatic Mains Failure Detector [13]

C. The SAM Controller

Fig. 6 Automatic transfer switch [10]
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The Site Asset Management (SAM) controller from
Inala Technologies was considered in this hybrid control.
The SAM controller is actually the brain behind the entire
hybrid process. It is a micro controller that works with the
rectifier, inverter and ATS sensing the availability of the
grid, battery capacity, environmental conditions and
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making decisions as per when to put on or off the
generator sets and switch the load to the deep-cycle
batteries depending on the configurations that have been
set by the user. The SAM controller is made up of two
main components that work together; the SAM main
controller and the SAM generator controller. Though the
SAM controller is used in the monitoring and control of
various processes in the telecoms site, but emphasis will
be placed on its use in the hybrid control.

Fig. 9 SAM main contoller [12]

Fig. 10 SAM generator controller [12]

The SAM controller consists of multiple inputs,
outputs and communication ports which combine and
interact with themselves to determine the operation and
functionality of the unit [14]. It has intelligent sensors
that it uses to interact with the rectifier, inverter, deepcycle batteries, generators, fuel tanks, ATS panel as well
as monitor the environmental conditions in and around
the BTS site. These sensors allow it to monitor the grid
voltage, current and frequency, the generator voltage,
current and frequency, the deep-cycle batteries voltage
and current, the BTS site’s temperature and humidity.
Depending on the preset values, it can then make
decisions as per when to put the site on hybrid mode.
VI. THE HYBRID PROCESS
A. The General Principle of Operation
The hybrid process involves the toggling between the
sources of energy which in this case are the grid and the
two diesel generator sets and the energy storage device
which is the deep-cycle lead-acid batteries. When the
supply from the grid is present, the SAM main controller
measures its voltage and frequency, checks its phase for
completeness and compares these with some preset
School of Engineering, Design and Technology
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values. If the measured values fall within the preset
values, it sends a signal to the SAM generator controller
in the ATS panel to give instructions to the AMF in the
ATS to energise the contactor for the grid so that the load
is powered by the grid supply. The supply from the grid
serves as the master and thus has priority over the
generator sets and the batteries. As long as the supply
from the grid is in steady state, the site is powered by it
and the batteries are charged up by the rectifier and put on
standby.
Most of the load in a BTS require DC voltage hence
the AC voltage from the grid or generator sets is
converted to DC by the rectifier, besides the rectification
of the AC voltage, the rectifier also serves as a battery
charger for the deep-cycle batteries providing fast charge
current and trickle charge current based on the depth of
discharge of the batteries. The rectifier also operates as an
uninterruptible power supply device ensuring the smooth
transition from AC voltage from the energy sources to
DC voltage from the batteries so that the DC load is
constantly powered and is not affected by the switching
transients. The SAM main controller and the rectifier
interact for a smooth hybrid operation. However, some
load in the BTS require constant AC voltage to operate,
an example of such load is an air conditioner unit. In this
condition, an inverter is employed. The inverter converts
DC voltage from the deep cycle batteries into AC voltage.
The inverter is powered with both AC voltage and DC
voltage. By default, it operates on the AC voltage and
only switches to DC when the AC is not available. But
the action of the inverter is controlled by the SAM main
controller; this is to avoid a situation where all the stored
energy in the batteries is depleted due to the action of the
inverter. Therefore the inverter only comes on during the
hybrid cycle if the environmental conditions like
temperature within the shelter go beyond some defined
values.
In the event of power outage, phase failure or phase
imbalance from the grid supply, the SAM main controller
waits for some user defined time then it sends a signal to
the SAM generator controller to switch on one of the
generators to restore AC voltage back to the load. During
the period within which the SAM main controller counts
down to sending the signal to the SAM generator
controller, the rectifier immediately transfers the load to
the deep-cycle batteries to forestall the load from being
cut off from power. The switching on of the generator is
however dependent on the time of the day at which the
grid failed because at evenings when the temperatures are
lower the site is supposed to enter hybrid mode during
which the generators are off and the load is fed by the
deep-cycle batteries. When the SAM sends a signal for
any generator to be switched on, the generator keeps
running (assuming that other factors like diesel, engine
oil and water are in place) and only stops running when
the SAM controller senses that the supply from the grid
has been restored or it is time for the site to go on hybrid.
Once the site goes on hybrid mode, it stays in the hybrid
mode until the power from the grid is restored or some
user defined parameters are met. This hybrid cycle
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continues and is being controlled automatically by the
SAM controller.
B. The Hybrid Parameters
For the SAM controller to be intelligent enough to
make decisions on when and how to put the site on
hybrid, some parameters need to be defined to it. It then
uses these values as reference and automatically controls
the hybrid cycle without a human interference. Some of
the parameters include;







Shelter temperature
Humidity
Battery voltage
Battery current
Time of the day
Presence of grid

The SAM controller makes use of a temperature
sensor which can detect variations in temperatures. The
shelter of a BTS in a tropical country like Nigeria is
usually very hot and needs to be cooled by air
conditioners for safe operation of the communications
equipment. Therefore the SAM controller will not put the
site on hybrid if the shelter temperature is higher than
some preset values rather, it will keep running the
generators until the temperature is within a safe range.
During the hybrid cycle the SAM controller continues to
monitor the temperature and immediately kicks out of
hybrid should it rise above the threshold. The only
exception where the hybrid cycle is not interrupted as a
result of high temperature is if an inverter which powers
an air conditioner is installed.
Just as it does for the temperature, the SAM controller
also determines the hybrid cycle based on humidity
measurements.
The SAM controller will not put off the generators if
the batteries have not been charged enough, it would
rather inhibit the hybrid cycle till the battery voltage is up
to the preset value for the hybrid cycle. Also during
hybrid, the SAM controller immediately switches on the
generator set as soon as the preset depth of discharge of
the battery is reached so that the rectifier can fast charge
the batteries and the site can return to hybrid mode again,
if the batteries are charged up to the preset value
assuming other conditions are met.
The amount of load the batteries can power is
dependent on its current hence higher ampere-hour deepcycle batteries are used. This will ensure that the site
stays in the hybrid mode for longer times. As a result of
this, the SAM controller monitors the batteries’ current
and would allow the hybrid cycle to operate if the current
is within some preset limits.
A major determinant of the hybrid process is the time
that has been assigned to it. Assuming the utility grid is
not available and all the other parameters are within
limits, the SAM controller will switch off the generator
set every evening say around 6 pm when the weather is a
bit cool and it will put the site on hybrid with the load
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being fed by the deep cycle batteries. The site can remain
in this hybrid mode till the early hours of the next day
until one of the hybrid parameters forces the SAM
controller to kick out of hybrid. A typical hybrid period
could be from 4 hours to as much as 14 hours a day
depending on the load in the site and the hybrid
parameters’ settings.
However, the presence of the grid takes priority over
other hybrid parameters so that the SAM controller will
never put the site on hybrid or allow it to remain in hybrid
mode if the grid is present even if the other parameters
are within allowable limits.
VII. OTHER APPLICATIONS
The hybrid power system as illustrated in this research
could be used by other sectors and even private
individuals besides the telecoms sector. Most government
parastatals and agencies, companies and private
individuals in a developing country where power supply
from the grid is unstable rely on private generator sets.
These sets are usually mounted with switching devices
like an ATS hence the major inclusion to the network
would just be a hybrid controller like the SAM controller
and a bank of batteries. With just an initial capital
expenditure, the overall operational expenditure is much
reduced with the use of the hybrid power system.
VIII. CHALLENGES/RECOMMENDATIONS
The hybrid cycle discussed in this paper however does
not always run for a long period of time because once the
batteries are discharged, it takes a lot of time for them to
be fully charged. This creates an imbalance in the system
making the generator sets to run at night times when it is
required for them to be off. To overcome this problem,
higher battery capacities (Ah) or hydrogen tanks can be
used for the storage of energy. Also the overall reduction
in the CO2 emission is not much since more fuel is used
either from the grid station or the generator sets in
charging the batteries unlike if there were no batteries. To
really make the system environmentally friendly,
renewable energy sources like wind turbines and
photovoltaic cells should be incorporated into the system.
This would reduce the CO2 emission, noise pollution and
guarantee more power supply.
IX. CONCLUSION
Constant and stable power supply is an asset that a
telecoms company cannot afford to do without. But there
are global concerns on the depleting natural resources as
well as the effects of the by-products resulting from their
use. If the earth’s eco system must be sustained, then
there is the need for a form of energy optimization that
creates a balance and a greener footprint. The hybrid
power system is such a system that tends to reduce the
over dependence on fossil fuel powered energy sources
but ensures that the needed energy to drive the network is
available. It is hoped that more advances in technology
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will place emphasis on renewable energy sources and the
use of better storage facilities of the energy.
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Feasibility of Hydrogen Meeting Transportation Energy Demands
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Abstract – Hydrogen fuel as alternative energy sources is one
of the few clean fuel options for solving increasing global
environmental problems and over reliance on fossil fuels.
This alternative source of energy offers significant benefits
in line of reduced emission of greenhouse gases and diversity
in conventional energy sources. In recent years there has
been popular call for engineers, scientist, energy planners,
political and business leaders to increase research works,
technologies, programs and policies that will adopt
renewable energy systems for energy security.
Significant amount of global energy is directly used for
transportation as liquid-state fuel; hence, there are
increasing concerns for future energy demands in
transportation sector. Usage of hydrogen and bio-fuels such
as bio-ethanol and biodiesel potentially provides solutions
for these concerns. With the growing global population and
consequent growing demands on transportation sector, this
paper looks to reviewing the viability and feasibility of
alternative transportation energy sources meeting the
growing demands. It looks at current status of the usage of
hydrogen source of energy, technological progress, the
challenges in line of storage, cost of getting hydrogen
infrastructure, and the effects of adopting this alternative
energy source for future energy demands.
(Keywords: Hydrogen, Renewable energy, Transportation)

1. INTRODUCTION
It is now a common knowledge that renewable energy is
the globally preferred source of energy, in other to solve
increasing environmental problems and reliance on fossil
fuels. Energy is an integral part of daily routines and
activities around the world in every sector, hence, the
enormous need for the world’s energy sources to be
renewable and sustainable cannot be said enough. In the
same direction, the need for liquid-state fuel which
accounts for very large amount of the world’s
transportation energy to be renewable, affordable, reliable
and environmentally safe cannot be over said. As the
reverberating knowledge of the enormous need for these
liquid-state fuel sources, and indeed other sources of
energy to be renewable and sustainable spreads around
the world, recent technologies are relentlessly seeking
and researching all possible means to achieve this target
of energy renewability and an alternative sources to the
long existing and commonly used fossil fuels. The need
to diversify and ultimately replace fossil fuel bothers on
the concern of how long fossil fuel reserves around the
world can continue to meet the exponentially growing
transportation energy demands. Several alternative fuel
sources have been proposed, including methanol, ethanol,
biodiesel, hydrogen boron, natural gas, liquefied
petroleum gas (LPG), Fischer-Tropsch fuel, and solar
fuels [1]. However, this paper primarily focuses and
argues the case for hydrogen. Hydrogen has the highest
specific energy content among these alternative fuels and
is the most abundant element in the universe [1] and [5].
An effective transition from fast decreasing and
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environmentally unfriendly fossil fuel can only be
achieved if the alternative sources are significantly viable
economically, reliable, environmentally clean and
affordable.
In addition to fast decreasing fossil fuel reserves, political
instability in the regions with large fossil fuel reserves
and strict emissions regulations are creating severe need
for alternative fuels [1]. To achieve the target of a less
environmentally damaging fuels and indeed transition to
sustainable fuel sources, it will require significant
technical advances and huge investment in materials,
processes and infrastructure [4]. The merit of hydrogen
case to the public, energy planners and world leaders as
the ideal and lasting solution to energy security and
environmental problems thus come with its contractions
and inaccuracies, as said by Pant and R. Gupta [6].
However, it is important to point out that scepticism
should be put aside and concerted efforts through all
possible means should be put into promoting the research
to solve all challenges that is associated with hydrogen
fuels. As Amir Al-Ahmed, Safdar Hossain, Bello Mukhtar
and others said at the International Energy Conference;
“To switch the existing transportation system to
hydrogen, the major parameters need to be addressed are,
the hydrogen production facilities, supply and storage
system and the most important, is the end users (transport
vehicles and other facilities)” [7]. Further in this paper,
these parameters and the possible solutions are discussed
2. HYDROGEN AND HYDROGEN FUEL.
The lightest element is the hydrogen atom, with its most
common isotope consisting of only one proton and one
electron. Hydrogen atom readily form H2 molecules, and
are relatively smaller in size to other molecules [6]. It
contains no carbon at all. This is why when burnt or
converted to energy it does not produce CO2 and
greenhouse gas [8].
Hydrogen is abundant, being the
most common element in the universe [1], [5] and [7].
The sun consumes 600million tons of it each second. But
unlike fossil fuel, vast reservoir of hydrogen are not
available on earth, it has to be produced through different
methods [5]. Hydrogen is not a primary energy source
existing freely in nature; it is a secondary form of energy
that has to be manufactured like electricity [1]. Because
hydrogen atoms are bound together in molecules with
other elements it takes energy to extract the hydrogen so
it can be used for combustion or fuel cells [5]. Hydrogen,
like electricity is a high quality energy carrier, which can
be used with a high efficiency and zero or near zero
emissions at the point of use [6]. Hydrogen powered
vehicles converts the chemical energy of hydrogen into
mechanical energy, either by burning hydrogen in an
internal combustion engine, or by reacting with oxygen in
a fuel cell to run electric motors [7]. The energy
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conversion in hydrogen vehicles, either by burning
hydrogen in an internal combustion engine or by reacting
hydrogen with oxygen in a fuel cell to run electric motors,
is largely more efficient compared to conventional fossil
fuel vehicles [7]. Clearly, this is a major reason among
other reasons why hydrogen vehicles is seen as the long
term solution to transportation energy demands and
indeed the accompanying environmental problems.
Fuel Cells
Fuel cell is an electromechanical device that converts
chemical energy of reactants (both fuel and oxidant)
directly into electrical energy [14]. There are six different
types of fuel cells: (1) alkaline fuel cell (AFC), (2) direct
methanol fuel cell (DMFC), (3) molten carbonate fuel cell
(MCFC), (4) phosphoric acid fuel cell (PAFC), (5) proton
exchange membrane fuel cell (PEMFC), and (6) the solid
oxide fuel cell (SOFC) [6]. They all differ in applications,
cost, operating temperature, and efficiency [6]. A fuel
cell is composed of three active components: a fuel
electrode (anode), an oxidant electrode (cathode), and an
electrolyte sandwiched in-between [14]. Fuel cells are
energy conversion technology, not energy resource. And
they are needed in hydrogen vehicles because they have
beneficial high-energy conversion efficiency and are
environmentally friendly [14]. In 1966 Craig Marks built
the world’s first fuel cell driven-car, the General Motors
Corp [2]. Fuel cells are compatible with renewable energy
sources, they are flexible systems, and they fit into variety
of different applications such as onsite, distributed and
dispersed generation [14]. However, the two major
challenges of fuel cells are cost and durability [6].
Hydrogen fuel cost a lot more when compare to relatively
well established automotive internal combustion engines
in the market [6]. And this is majorly due to the platinum
electrocatalyst, membrane and bipolar plates in fuel cell
technology [6]. For fuel cell technology to gain big
acceptance in the automobile industry, they have to be
durable and reliable as current automotive engines
(5,000h lifespan or 150,000 mi. drive range) under heavy
load cycling [6].
3. HYDROGEN INFRASTUCTURE (PRODUCTION,
STOREAGE)
Hydrogen infrastructure generally covers the various
technologies used in the production, storage and delivery
facilities to get hydrogen fuel to end users.

Fig 1: Hydrogen production techniques [6].
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The production of hydrogen can be done from several
sources using different methods. It can be produced by
the electrolysis of water or reforming of fossil energy
sources (Gasoline, Coal, Natural gas), which involves
reforming of methane and other hydrocarbons from
natural gas [5], [7] and [10]. Hydrogen can also be
produced through several renewable sources such as,
wind, solar, geothermal, hydraulic, biomass and
sustainable energy source like nuclear energy [7]. In the
production of hydrogen using electrolysis of water, the
aim is to split water (H2O) into its two components,
hydrogen (H2) and oxygen (O). In this method,
electrolysis uses electrical current to split water into
hydrogen at the cathode (+) and oxygen at the anode (-),
while steam electrolysis uses heat, instead of electricity to
provide the some of the energy need to split water [7].
The later is more energy efficient. The schematic diagram
of a typical water electrolysis system for hydrogen
production is shown in Fig 1 below.

Fig 2: The schematic diagram of a typical water electrolysis system for
hydrogen production [11].

Hydrogen production by reforming process has three
principal pathways (steam reforming, partial oxidation
and auto thermal reforming) [10]. While steam reforming
is known to produce higher concentration of hydrogen in
the product, the partial oxidation and auto thermal
reforming processes are more attractive for practical
applications and are capable of higher reforming
efficiencies [10].
One of the main factors for hydrogen economy is
hydrogen storage technologies, not just medium of
storage but also system of storage. On-board storage of
hydrogen is one of the main challenges that possess big
threat to hydrogen economy and hydrogen fuel utilization
[6] and [15]. The storage limitation as a result of low
density of hydrogen is a troubling issue in the utilization
of hydrogen fuel for transportation [6]. Zheng, Liu, Xu,
Lui, Zhao and Yang stressed in their journal that; “High
pressure gaseous hydrogen storage offers the simplest
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solution in terms of infrastructure requirements and has
become the most popular and highly developed method.”
[12].
4. TRANSPORTATION DEMANDS
Imagine a world without efficient and sustainable
transportation systems, a world where in the future
transportation systems is at big risk. It is rather
unimaginable to conceal the thought of the current
transportation systems around the world not being
sustained and significantly improved. It would be an
unbearable world to be in. such is the enormous
importance of transportation all over the world. It can
take forever to start thinking about all the various ways
which transportation is important in the world. It is not
just important as an integral part of our daily lives and
routines; it is something we cannot do without
individually and collectively in this world, either by land,
sea or air. Transportation is definitely the backbone of
civilization in our world today

Fig . 3 Total hydrogen path from production to fuel cell vehicles. [15]

5. WHY HYDROGEN FUEL?
For many years now the world has almost solely relied on
fossil fuel as the energy source for transportation energy.
And truly, fossil fuel has more or less met the world’s
transportation needs, at least from demands perspective.
Fossil fuel has basically been the energy source of
powering several transportation mediums (automobiles,
aircrafts, ships, trains and others) since their invention.
Hence, the question is, why do we need to consider or
actually change to hydrogen fuel for transportation energy
since demands has more or less been met so far? As said
briefly earlier in this paper, continued use of fossil fuels
possesses a serious and potentially irreversible danger to
the world in several ways. The number one concern is
the environmental impact of fossil fuel. The greenhouse
effect and climate change caused by greenhouse gas
(carbon dioxide, nitrous oxide, methane, water vapour)
associated with fossil fuels makes it environmentally
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unfriendly and an undesirable source of energy for
transportation [13]. The other worrying factor with use of
fossil fuel as energy source is the lack of renewability and
sustainability. Fossil fuel reserves are available in some
countries and regions of the world, these reserves are not
available in every country of the world. Many countries
around the world that don’t have fossil fuel reserves get
fossil fuel from the ones who have the reserves. In other
words, the countries without fossil fuel reserves depend
on other countries for their energy needs. With this
simple description of fossil fuel availability and supply in
the world, the question is, what will be the fate of the
countries who depend on others with fossil fuel reserves
when the reserves gets to a near-end level? And what will
be the fate of even the countries with fossil fuel reserves
when the reserves finally dry up? What will happen to
transportation and other energy driven sectors in the
world? Drying up of the fossil fuel reserves around the
world may sound a far-fetched idea or some paranoiac
imaginations, but the reality is that, it is inevitable. Soon,
now or later, it will happen someday. Since it is an
established fact that fossil fuel is not renewable. Clearly,
it is for these reasons that there has been growing
concerns on the large use of fossil fuel for transportation
energy and a strong call for an alternative source of
energy. This is where hydrogen fuel, one of the few clean
alternative energy sources comes into question. As said
earlier, the preferred energy source for transportation has
to be renewable, affordable, reliable and environmentally
safe. Hydrogen fuel offers remarkable benefits and
solutions in line of the problems associated with fossil
fuel [6]. K. K. Pant and Ram B. Gupta pointed out in their
book that; “Among various alternatives, hydrogen fuel
offers the highest potential benefits in terms of diversified
supply and reduced emissions of pollutants and
greenhouse gases. The key criteria for an ideal fuel are
inexhaustibility,
cleanliness,
convenience,
and
independence from foreign control.” [6].
Despite these benefits, there are many challenges and
problems with hydrogen infrastructure (production,
storage and delivery). The major challenge to hydrogen
powered vehicles is the limited amount of hydrogen
stored on board as a result of its gaseous property of low
density [6] and [15]. Therefore, the distance coverable
with on-board fuel in a hydrogen car is limited. The two
technologies for on-board storage at present; highpressure tanks and liquid hydrogen tanks used for road
test do not meet the entire requirements for future fuel
cell vehicles [15]. How will hydrogen cars gain public
acceptance in a well established market of fossil fuel cars
when it has limited coverable distance with onboard fuel
storage? This is one area where conventional fossil fuel
vehicles have major advantage over hydrogen cars.
Another area of concern that put serious question mark on
the realisation of transiting from fossil fuel to hydrogen
fuel is the production of hydrogen. Roughly over 85% of
global hydrogen production is from hydrocarbons [6], [4],
[9] and [10]. This is a concern because; hydrocarbons as
earlier said are not clean and sustainable source of energy
[10]. Majorly producing hydrogen from hydrocarbons is
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more or less getting back to the environmental problems
that are being avoided in the first place. In the process of
reforming hydrocarbons to produce hydrogen, greenhouse
gases are released into the atmosphere, though not as
much as in the process converting hydrocarbons to liquidstate fuels for transportation energy. Another challenge
with hydrogen vehicle is the cost and durability of fuel
cells. As pointed out earlier, fuel cells are costly because
of the platinum electrocatalyst, membrane and bipolar
plates in fuel cell technology [6].
Having mentioned the problems and challenges that
makes hydrogen vehicles an unrealistic preposition to
meet transportation demand, it is imperative to stress that
there has been remarkable progress in solving these
problems and unlocking the seemly insurmountable
problems of hydrogen fuel [6], [12], [15]. There are ongoing researches and developments to improve on-board
hydrogen storage [15]. Some new technology that are
being investigated and tested to solve this storage
problems are hydrogen absorbing alloy tank and hybrid
tank system [15]. So far there are promising results [15].
Also there are growing efforts to significantly improve
large scale production of hydrogen through electrolysis of
water and other clean and renewable sources, such as,
wind, solar biomass and geothermal [6] and [7]. There are
now progressive technologies to reduce the platinum
content in the catalyst of fuel cells which will
consequently reduce the cost of fuel cells [6]. These are
compelling reasons to believe that transition to hydrogen
vehicles and indeed hydrogen society is achievable.
Some quarters who doubt the viability of hydrogen as the
lasting solution to environmental problems and energy
security argue that the enormous challenges of hydrogen
vehicle are credible reasons to believe transition to
hydrogen vehicle is not realistic. These concerns are valid
and are welcomed. However, a good reaction to this is to
point out that many of the current technological
advancements and breakthroughs in different fields we
enjoy today, that have remarkably improved our daily
lives and made our world a better place, were once
thought impossible. In the same way, transition to
hydrogen vehicles is possible and achievable. It is
unrealistic to expect that all regions around the word the
world to move towards hydrogen source of fuel for
transportation, as there are differences in level of
industrialization, national economy and government
policies. However, if continuous and significant efforts
towards the much preferred clean transportation energy
source are made by the more industrialized regions and
countries of the world, it will gradually be introduced to
the less industrialized regions. After all, large percentage
of the environmental damages caused by conventional
fossil fuel used for transportation is caused by the most
industrialized regions and countries of the world. It is
only ideal to expect that the most industrialized regions
and countries will invest a lot of human and material
resources into unlocking the current challenges associated
with transition into hydrogen fuel as the energy source for
transportation and indeed hydrogen economy for other
energy uses.
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6. CONCLUSION
At this period in our world, it is easy to say; at least the
sky is not falling, we will solve our environmental
problems somewhere down the line, let’s just get on with
our conventional energy source. Well, the unfortunate
reality is that we are dangerously getting close to the time
we can as well say –the sky is falling- With all
indications, it is as close as wondering the type of world
our great-great grandchildren will meet. It is not far into
the future. The generation of our great-great grand
children may never meet large percentage of the world’s
fossil fuel reserves with the current rate of depletion. The
question to ask is; is this the way we want to continue in
our world? This is why engineers, scientist, energy
planners, political and business leaders have to increase
research works, technologies, programs and policies that
will adopt effective transition to hydrogen vehicles. It will
not be reached quickly, but we have to try relentlessly to
unlock new technology that will carry us forward. Make
no mistake about it, it will happen, and when it does, the
transition to hydrogen vehicles that was once thought
impossible will unfold and there will be much lesser
damage to the environment.
REFERENCES
[1] M. Balat, (2008, August). Potential importance of
hydrogen as a future solution to environmental and
transportation problems.
International Journal of
Hydrogen Energy. [Online]. vol.33(15), pp. 4013-4018.
Available:
ScienceDirect,
www.sciencedirect.com
[Accessed: 4 Mar. 2012]
[2] H. Klein, H. Ranke, “Hydrogen,” in Handbook of
Fuels Energy Sources for Transportation. B. Elvers, Ed.
Weinheim: WILEY-VCH Verlag GmbH. & Co. KGaA,
2008, p. 197.
[3] A. Midilli, I. Dincer, (2008, August). Hydrogen as a
renewable and sustainable solution in reducing global
fossil fuel consumption.
International Journal of
Hydrogen Energy. [Online]. vol.33(16), pp. 4209-4211.
Available:
ScienceDirect,
www.sciencedirect.com
[Accessed: 6 Mar. 2012].
[4] J. Zhao, M. W. Melaina, (2006, July). Transition to
hydrogen-based transportation in China: Lessons learnt
from alternative fuel vehicles programs in the United
States and China. Energy Policy. [Online]. vol.34(11), pp.
1299-1301,
Available:
ScienceDirect,
www.sciencedirect.com [Accessed: 6 Mar. 2012].
[5] Hordeski, M. Frank, (2008). Alternative Fuels – The
future Of Hydrogen. (2ed.) [Online eBook]. Available:
Knovel, http://www.knovel.com. [Accessed: 4 Mar.
2012].
[6] K. K. Pant, R. B. Gupta, “Fundamentals and Use of
Hydrogen as fuel,” Hydrogen Fuel – Production,
Transportation and Storage, R. B. Gupta, Ed. NW: CRC
Press, 2009, pp. 4-29.

-129-

Energy

[7] A. Al-Ahmed, S. Hossain, B. Mukhtar, S. U. Rahman,
H. Abualhamayel, J. Zaidi, “Hydrogen Highway: An
Overview,” presented at Energy comference and
Exhibition (EnergyCon), 2010 IEEE International.
[Online]. Available: IEEEXplore, www.ieeexplore.com
[Accessed: 10 Mar. 2012].
[8] P. Hoffmann, Tomorrow’s Energy: Hydrogen, Fuel
Cells and the prospect for a Cleaner Planet, 3rd ed. Sabon:
The MIIT Press, 2001, pp. 1-25.
[9] Anonymous, (2004 Apr.). Hydrogen Economy: Myth
or possible Reality? Paint and Protective Coating,
Pharmacy and Pharmacology, Chemistry. [online].
vol.265(15),
pp.
1-2,
Available:
ProQuest,
www.proquest.com [Accessed: 12 Mar. 2012].
[10] S. Ahmed, M. Krumpelt, (2001 Apr.). Hydrogen
from hydrocarbons fuels for cells. International Journal of
Hydrogen Energy. [Online]. vol. 26(4), pp. 291-294,
Available:
ScienceDirect,
www.sciencedirect.com
[Accessed: 10 Mar. 2012].
[11] H. Zhang, G. Lin, J Chen, (2010 Oct.). Evaluation
and calculation on the efficiency of a water electrolysis
system for hydrogen production. International Journal of
Hydrogen energy. [Online]. vol35(20), pp. 10851-10854.
Available:
ScienceDirect,
www.sciencedirect.com
[Accessed: 12 Mar. 2012].

-130-

11th Research Seminar Series Workshop

[12] J. Zheng, X. Liu, P. Xu, P. Liu, Y. Zhao, J. Yang.
Development of high pressure gaseous hydrogen storage
technologies. International Journal of hydrogen Energy.
[Online]. vol.37(1), pp. 1048-1050. Available:
ScienceDirect, www.sciencedirect.com [Accessed: 17
Mar. 2012].
[13] M. Gallo, (2011 Mar.). A fuel surcharge policy for
reducing road traffic greenhouse gas emissions.
Transport Policy. [Online]. vol.18(2), p. 1. Available:
ScienceDirect, www.sciencedirect.com [Accessed: 20
Mar. 2012].
[14] X. Li, Principles of Fuel Cells. New York: Taylor &
Francis Group, 2006, pp. 1-40.
[15] D. Mori, K. Hirose, (2009 May). Recent challenges
of hydrogen storage for fuel cell vehicles. International
Journal for Hydrogen Energy. [Online]. vol.34(10), p. 1.
Available:
ScienceDirect,
www.sciencedirect.com
[Accessed: 18 Mar. 2012]

School of Engineering, Design and Technology
University of Bradford

11th Research Seminar Series Workshop

Energy

Overview of Micro Grid in Distributed Generation
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ABSTRACT
Major power grids are made up of multipart fabrics of
generation plants, substation transformers and transmission
lines that deliver power to cities. In addition to the major
power grids, there exist smaller autonomous power grids
called micro grids. Micro grids provide power to isolated
lands, and rural areas, which, have infrequent or no contact
to the primary power grid, micro grid is also used by
universities; industries that rely on constant power supply
for its activities. Usually micro grids uses distributed
generation
and
distributed
storage
technologies,
synchronizing all sources including renewable energies such
as wind and solar arrays to a single power output.
Micro grid constantly manages oscillation in demand and
generation to maintain the frequency requirement for grid
stability. Interruption in frequency can lead to power
quality issues such as brown out or even black out. Micro
grids are also susceptible to the intermediate nature of the
wind and sun, deviation in the wind or partly cloudy day
may course considerable minute to minute rise and fall in
the output power. Nevertheless, micro grid distributed
generation remains the best source of electricity; it’s
reliable, efficient, and less expensive.
This paper shall evaluate the reliability, the way it
handles variation, sustains the required frequency for
distribution, and shall look at the technologies available as
to justify its effectiveness in this 21st century.
Keywords: Micro grid, Distributed generation, Power
system, Frequency stability, control technology

.
I. INTRODUCTION
Independent off-grid rural electrification based on the
on-site generation of renewable energy has been
confirmed to be proficient in delivering a measure of
excellence and reliable electricity for powering rural
villages, i.e. lighting, cooking, communication etc. In [1]
it is reported that off-grid renewable energy technology
satisfies power demand directly and avoids the need for
Long and costly distribution, transmission infrastructures.
The origin of micro grid dates back to 1882 when
Thomas Edison’s first power plant supplied electricity to
consumers, in view of the fact that a central grid had not
yet been established, although it was not very efficient
due to economic factors and the lack of technologies to
synchronize the generating plant with other sources of
power to ensure stability if the generator fails [2].
Putting together different, but complementary power
generation systems based on renewable or mixed energy
(energies such as wind and solar arrays with a backup
bio-fuel/diesel generator) is known as a micro grid
renewable energy hybrid system. The grid produced by
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this method is called a micro-grid owing to its size
compared to the major grid.
Micro grid is a clean, sustainable, reliable, eco-friendly
and affordable source of electricity, it works
autonomously or together with the major grid, however, it
isolates itself from the major power grid in event of a
fault or power failure in the major power grid and still
retains the frequency required for grid stability without
power interruption or fluctuation in the areas fed by the
micro grid [3]. By the year 2017 all military camps in
United States will be operated by a micro grid power
system, same applies to china universities by the end of
2012 [1, 13]. In this paper we shall accelerate the benefits
of micro grid technology especially now that all other
sources of energy such as oil, gas, coal are fast running
out
II. TECHNOLOGIES
Micro grid is made up of multiple vital technologies for
efficient operation. The technologies needed for the
smooth running of a micro grid are DG, DS,
interconnection switches, and control systems.
A.

Distributed Generation (DG)

Distributed Generation in micro grid is a source of
energy situated close to the point of used it is the
combination of all sources of power such as photovoltaic
(solar), wind, fuel cells, micro turbines. Distributed
generation is designed to operate with the potential of
being powered by individual power sources or better
still the combination of all sources. Most distributed
generation technologies produce direct current as output,
a power electronics interface is needed to convert direct
current into grid acceptable alternating current.
Converters are used to convert direct current to
alternating current, the converter will serve as both a
rectifier and an inverter and is compatible with any source
of the distributed generation it’s connected to, the
converter has an output filter that smoothens the signal to
an acceptable specification. Distributed generation
technology interface has a protective device imbedded in
it that allows it to implement protective actions when
needed. The micro grid distributed generation is
connected in parallel with the major grid and disconnects
the power systems if a fault occurs in the major power
grid [4, 8].
B.

Distributed Storage (DS)
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Distributed storage devices are used in micro grid to
maintain equilibrium between supplies and demand; it
stores power for future use. Distributed Storage
approaches its goal in three basic ways: first, it
normalizes DG units to operate regularly with constant
output despite fluctuations in load; Second, it provides an
aid to the network when there is variation in weather
(cloudy days affect the solar and wind power); third, it
allows DG to operate independently as a single unit if
necessary. However, energy storage benefits micro grid
helping it damp peak surges in power demand, controls
fluctuation and stores energy for later use [4, 8].
There are so many types of storage devices that can be
used in micro grid; these include batteries, flywheels, and
super capacitors. Batteries are dc output; the batteries are
connected to bidirectional converters that convert dc
input (stored) to ac output (discharge). Super capacitors
are devices that are used to store high power densities.
Flywheels are used to manage grid interruption due to its
swift response to disruption in grid stability .storage
technologies enhances the stability of a micro grid [4].
C.

Micro turbines is a small piece of plant that is use to
enhance power efficiency, it generates power at a very
high frequency. When micro turbine is connected to the
major grid it serves as a pulse width modulated bridge, at
the same time as a current source in the micro grid and
delivers a precise power at unity power factor. The
modulated bridge connected to the turbine controls the
DC voltage since no power is stored in a DC capacitor
during steady state operation. When a micro turbine is in
steady state mode the temperature of the exhaust and the
output power of the turbine are the determining factor of
the turbine’s working speed. In power system a per unit
change in the grid takes about 30 seconds, slight
deviation in the major grid attracts a very fast response on
the micro turbine, it quickly increase its ramping which
decreases the energy supplied to the shaft for the reason
that the fuel to air ratio is not optimal and the compressor
uses more of the accessible energy to boost the air flow.
Although when the micro turbine is working without the
major power grid batteries or capacitors are used to
provide short time remedy [3, 10]

Interconnecting Switch

Interconnecting switches are used for safely connecting
micro grid to other distribution networks. These device
takes care of all switching issues such as high power
switching, integrated with the switch are protective
relays, communication and metering application; the
switch interfaced with a digital signal processor (DSP)
application. The performance of the micro grid and the
major grid is measured by the switch with the help of a
current transformer and potential transformer to maintain
safe switching when needed. The switches are designed
with semiconductor devices such as thyristors and bipolar
transistors since they have fast and safe switching
capabilities even in worse scenarios [4].
Figure. 1 Micro turbine with heat recovery [4].
D.

Micro gird Control System

The control system is designed to regulate the system
performance when connected to the major power grid or
when operating as a micro grid, when disconnected from
the major power grid the control technology must ensure
control of the local voltage and frequency to provide
instantaneous real power difference between generated
power and demanded load. The control system manages
and differentiates the generated reactive power from the
actual reactive power delivered to end-users at a
particular time and protects the entire micro grid [4].
III. POWER SOURCES.
Micro grid as stated, is made up of individual single
power units connected to function as a single unit, the
individual power sources include micro turbines, small
hydro, fuel cell, solar, wind, and battery as well as
municipal solid waste (MSW).
A.

Micro Turbine
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B.

Small Hydro

Micro grid can work effectively with a hydro
generation plant; the hydro generation plants used in
micro grid are the same in major power grids. Micro
turbine is designed in such a way that water falls from a
high reservoir onto the blade of the turbine which enables
the shaft of a generating plant to rotate and electricity is
produced. There are basically three types of hydro
turbine: impulse, reactive and axial flow turbine; any of
these can work with a micro grid. In hydro power system,
the output power is determined by the rate of flow of
water, the faster the flow the more output power. Hydro
generators can also serve as motors for pumping water
uphill for later use. A governor is always installed with
the hydro plant to balance voltage and frequency [3,6].
C.

Fuel Cell
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A fuel cell is a piece of equipment that converts the
chemical power from fuel into electricity by means of a
chemical reaction between oxygen and a different
oxidizing agent. Hydrocarbons like natural gas and
alcohols and methanol are all classified as fuel. However
this device requires steady oxygen and fuel to keep on
working, as long as it runs and electricity is generated.
The output of a fuel cell can be controlled. When
connected with the grid fuel, cell lacks the ability to
respond swiftly if a fault occurs in the major power grid
system. Governors are used to control the imbalance and
variation in supply voltage and frequency [3, 10].
D.

Energy
only with the micro grid; it’s not always connected with
the major power grid. In the use of wind power the same
principle in solar applies to windmills in terms of
functionality. [3, 5, 6]

Solar Power

Solar system also called photovoltaic (PV) captures
radiation from the sun using photovoltaic cells and
converts the heat to electrical energy. These are high solar
technologies that generate electricity even in a cloudy
weather although for a short period of time, regardless of
the amount of energy produced by the solar; they are thus
not used for balancing the frequency and load. In micro
gird the use of solar powers are restricted due to the
changes in weather and season which thus over strain the
other sources since they must vary their power output to
make up for solar’s power affected by weather, although
DC shunt capacitors are installed to help balance the
difference in power productivity. Solar power works
directly with the micro grid, it’s not connected to major
grid, however, solar arrays are best efficient in micro grid
during hot weather conditions or countries, all its process
is environmentally clean and renewable [3,5,6,8].

Figure 3. Wind turbine [4]

F.

Municipal Solid Waste (MSW)

Municipal solid waste is a new technology that is
currently considered to be part of a micro grid power
system [1]. Municipal solid waste is the process whereby
electricity is generated from every day wastes such as
house waste (cans, papers, bags). These wastes are
collected together, bunt and the steam produced is used to
drive a turbine which then produces electricity, the
process is called incineration (combustion).This process
of generating electricity works both when connected to
the grid and stands alone. It is very efficient for micro
grid energy generation [7].
G.

Figure 2. PV array [4]
E.

Wind Power

Wind power is eco-friendly with zero emission, it has
been used as energy source for years; the windmills rotate
at the frequency that is best for capturing the energy from
the wind. The Wind or air flow hits the blade of the
windmill the rotor turns and the shaft starts spinning
which then drives the gearbox the gearbox triggers the
generator and electricity produced. Wind power works
School of Engineering, Design and Technology
University of Bradford

Batteries

Batteries are storage devices that conserves energy
produced when generated power is higher than demanded
power. Batteries in micro grid have two main function,
storage of power and discharge of power when load
demand exceeds generated power. Much energy is stored
when the micro grid is working synchronously with the
major grid. However, the amount of energy stored
depends on the capacity of batteries used as there are
different types of high technology batteries for micro
grid. Another type of storage devices used in micro grid
is super capacitors and flywheels [8].
These are the major technologies needed to start and
keep a modern micro grid that will run at optimal level.
However, the type and capacity of technology to be used
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depends on the architecture of the micro grid to be
constructed. The architecture formation is based on the
following factors
-

system frequency [12,14].

How many consumers to be served
Regular or short time micro grid
The kind of load to be served
The required power quality and dependability
mode of control and protection
Nature of environment

In view of the above characteristics, there is no one
exact method of design of a micro grid that can generally
apply to all micro-grids. The selection of loads to be
served, proposed applications, generation technologies to
be used, and environments in which these structure will
be sited dictate that micro-grid designs are different [3].
IV. OPERATION
As stated above, a micro grid is a small-scale power
system made up of distributed generation systems such as
solar and wind power, storage devices, such as batteries
and flywheel energy storage systems, loads; such as
residential buildings, commercial entities, and industrial
compounds, as shown in Figure 4. DG, DS, and PCC
means distributed generation, distributed storage, and
point of common coupling respectively. The micro grid
operation and control centre (MGOCC) takes care of the
operation and management of information in micro grid.
MGOCC communicates effectively and fast. Micro grid
has both power lines and communication lines
information is exchanged via the links [9]
A micro grid, which is connected to a power grid, is
operated in parallel with the power grid in normal
conditions. We name this mode the grid-connected mode.
The micro grid disconnects the power grid and transfers
into the islanded operation mode when a fault occurs in
the major grid. To meet a power balance between supply
and demand is a very important requirement in both
operation modes because it is closely related to the

Figure 4 micro grid configurations [9]
To ensure equilibrium in power supply, MGOCC is
used to decide the final supplier, the merit algorithm other
is used to decide the final supplier by descending other of
production cost; a stage by stage scheme is adopted. In
stage one the MGOCC gathers information on power
supply from DGs, power demand from loads, charged
amounts and available amounts for additional charge
action from storage device. When that is completed the
MGOCC goes to stage two were power balance is
checked between supply and demand, if supply equal to
load, all DSs are used as final suppliers. In stage three the
MGOCC looks at the charges and discharges from the
storage device and compares it with the results in stage
one and two, if the difference is solved, all bidding DSs
are used as final suppliers. In stage four, the MGOCC
intrudes a load shedding to completely solve the
difference between supply and demand; all DGs are
selected as final suppliers. Stage 4-2: Selecting final
suppliers after charge action of storage devices: When the
supply surplus still remains after Step 3, the MGOCC
selects final DGs as suppliers and their output by the
merit order algorithm. Here is a flow chart illustrating the
merit order algorithm [9].

Figure 5 Cooperative Operation Method [9]
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V. WHY USE MICRO GRID TODAY AND IN FUTURE?

A. Multi Agent System
For more efficiency in micro grid, a software entity is
developed, this software is called agent, and it is placed in
the environment to react autonomously to change in the
environment. The system is made up of two or more
agents like a society of agents. The agents communicate
with massages by means of agent communication
language (ACL). In micro grid we use an Architecture of
Distributed Information Systems (ADIPS)/Distributed
Agent System based on Hybrid Architecture (DASH) for
the operation of the micro grid when working
independently. Figure 6 shows the configuration of the
agents in a micro grid. [9]

The increased interest in micro grid is because of the
following reasons
- Micro grid is economically affordable compared to
conventional power generation system
- Micro grid is reliable and qualitative, these is
important because more customers are now using
microprocessor based devices and very sensitive
end use equipment. Micro grid is significantly
good for such purposes
- The cost of building substation infrastructure,
transmission and distribution lines, regularly
upgrade and maintenance in a rural area is much
high. Micro grid will solve such problem faster in
much lower cost.
- Micro grid technology offers energy security and
lower or zero emission.
- Public policy at present is favouring distributed
generation that offers superior competence, lesser
emissions, improved power-system security, and
other benefits of public concern. The polices that
hold this comprise of tax credits for renewable
energy, standards for power generation portfolios
that call for a definite amount of renewable energy
production, emissions restrictions, net metering,
and a range of other policies
- Energy users are becoming more attentive to
alternative power approaches and are extra ready
to deem onsite generation options as best. Lots of
people are attracted to combined heat and power
as well as reliability enhancements. For the above
reasons, there is an interest toward distributed
generation that is just gathering steam at this level.
As DG utilization increases, a natural evolution of

Figure 6. Multi-agent Configuration [9].
this trend will be to implement DG within a microgrid framework to solve the world’s energy
problems.
Microgrid stands for a fresh paradigm – a true
peer-to-peer energy delivery replica that does not
dictate size, scale, peer numbers, or growth rates.
Microgrid are entirely compatible with the existing
major grid, serving as a useful unit that assists in
building out the existing system, aiding to
maximize otherwise stranded utility assets
[3,2,10].

-

VI.COMPARISON BETWEEN MICROGRID AND
CONVENTIONAL POWER SYSTEM
The table below is used to compare between
conventional power supplies with power supplied through
micro grid technology. The key areas of comparison are
in terms of
-

Cost
Efficiency
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-

Reliability
CO2 emissions
Security
Feasibility
Durability

Table 1 comparison between conventional power
systems to micro grid [11]
Performance Conventional Microgrid
Cost
Very high
Moderate
Efficiency
Good
Excellent
Reliability
Good
Excellent
Emission
CO2 High
Small
Security
Low
High
Durability
High
High

VII. SUMMARY
Micro grids are feasible for 21th century power system,
the technologies mentioned in this paper must be used
and must be carefully designed and operated to offer
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benefit over conventional power system approach, the
future success of micro grid depends on:
- Constant improvement of the technologies and
development of suitable architecture and control
technologies for micro grid
- Development of improved approaches for
interfacing micro grid to the conventional power
system
- Proactive electric utility deployment of micro grid
- Deployment of micro grid business parks by park
developers
- Success of counter improvements in the traditional
power system

Figure. 7 a full micro grid with generation located at
the substation [3]
VII. CONCLUTION

In a way of summary, below is an electrical circuit
diagram of a micro grid substation, it is composed of two
transformers and eight feeders with a split-bus.the station
is powered by the combination of source put together to
form two units, each source unit supply four feeders. An
isolating device is in- cooperated, helping the station to
switch to different modes. However, the circuit diagram
is an example of a micro grid with many different
consumers. Although the circuits may vary depending on
the architecture but same principle applies [3].

The method of electricity generation is swiftly
changing to a more reliable approach, and micro grid is
gradually stamping its authority as the next archetype, if
micro grid technology is properly implemented, the
electricity industry will be the most efficient and best
industry.
This paper has explicitly shown that micro grid works
both with the major power grid and as islanded, in both
states it maintains its 50 – 60Hz frequency required for
grid stability. As the world industries, hospitals
universities, private and government establishments
continue to advance in technology, micro grid
innovations are the key to the actualization of present and
future technological ideals, micro grid is applicable both
in developed countries and underdeveloped,
Micro grid will shape the world’s energy sustainability,
it’s something worth implementing; it is the best option
for power related problem in the world.
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Abstract-It is an interesting idea to have a vehicle capable
of performing all the functionalities of ordinary vehicle
without performing any mechanical operation. There are
number of constraints to be considered in this objective, like
it should be able to sense its environment , maintain an
acceptable distance with other vehicles around ,
increase/decrease the speed when required and most
important it should have consistent connection with the
back end control so that it should be able to quit its normal
mode operation and perform the interrupt operation as
guided by back end control or any other control system
where ever it should be in any particular case. Normally this
type of vehicle is referred as autonomous vehicle or robotic
car or driverless car. This piece of engineering equipment
can find number of applications in many fields like, it can be
used for transportation of disabled persons, can be used for
security purposes where other normal options cannot be
used and can also be used for transportation of goods in
many different environments.

Here idea is to investigate this autonomous vehicle.
Focus will be on the things like, How it works? What
are the key issues with it? Why this idea has not been
implemented on large scale until now?
KEYWORDS: Radar, Lidar, GPS, Infra-red camera,
Lane Guidance Camera.
I.

INTRODUCTION

Technology has taken over almost all the aspects of life
and now driving a car is about to be taken care of
.Chauffeurs and drivers are no more required as the future
car is going to be driven by itself, even smoother and
safer than ever before. The idea is to reduce accidents
which are caused by human errors, as more than 90
percent accidents are caused by human mistake and less
than 10 percent are caused by a mechanical or
transmission faults. The car is well equipped with the
latest available technology with an embedded computer in
it to handle the inputs and outputs of the installed
equipment.
The idea is not just to make people sit back and enjoy
but also facilitating the handicap. They need not to rely
on somebody to drive them somewhere but they need to
sit in the car confidently and tell the car to take them
anywhere they wish to go.
Autonomous cars need careful and intense testing when
we talk about important safety systems. Controlling an
autonomous system seems to be a difficult job but
actually it is not, well it is just like a feedback control
system. In order to achieve and accomplish an
autonomous system feedback system can be implemented
along with some sophisticate programming but definitely
as mentioned before “testing”. Keen interest perhaps lies
in increasing the reliability, now here comes the use of
latest technology where we talk about some highly
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important sensing equipment. Stuff like Radar, Lidar,
GPS, infrared cameras, lane guidance camera, wheel
encoder, stereo vision etc.
Until now it was only possible for living beings to
control a system that is able to cope up to complex
environment like learning, developing abilities etc which
were considered to be unachievable for artificial beings
(machines). But the concept is changed for we are talking
about cars which are independent and intelligent with a
very minute chance of mistake.
This car can also contribute to surveillance in areas
which cannot be covered from above. High valued targets
can be located from the ground without risking any life.
II.

ARTIFICIAL INTELLIGENCE

Why intelligence is so important for an autonomous
vehicle? The solution is very obvious for many reasons
and most important is the reliability, because environment
is very complex where it has to be deployed. For example
it has to move on highways, mountains, urban areas so it
needs to be very smart so it may start thinking like a
human being. If it is going through an urban area then it
should have knowledge human behaviour, legal
consequences, health related dangers and only then it will
be considered to be fit while moving into the streets. For
intelligence, there may have a lot of definitions but for
our cause we will stick to this one:
“Intelligence is the ability of a system to act
appropriately in an uncertain environment, where an
appropriate action is that which increases the probability
of success, and success is the achievement of behavioural
sub-goals that support the system’s ultimate goal.”[8]
Intelligent in terms of interacting with the environment
relates to human society and health which is the supreme
target in the end of the day. So without putting anything
at stake it has to be smart enough to
1. Diagnose any hardware/equipment issue
2. Restructuring software in extreme tough condition
3. Learn from experience
III.

NEUROFUZZY APPROACH

Neurofuzzy system is a mixture of neural networks and
fuzzy logic. Neural networks are low level algorithms.
Neural network can be defined as a model of reasoning
based on the human brain. The brain consists of densely
interconnected set of nerve cells or basic informationprocessing units called neurons. The human brain
incorporates nearly 10 billion neurons and 60 trillion
connections between them so using neurons all together
brain becomes capable of performing its tasks a lot faster
than any computer. In comparison with the brain an
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artificial neural network consist of a number of very
simple processors, also called neurons which are similar
to biological neurons in brain which makes it intelligent.
To understand fuzzy logic we need to understand
example of driving. Driver has to look in front, back,
accelerate, handling and decelerate when needed relying
on the senses. Same function is to be accomplished by
fuzzy logic for autonomous car.
Neural network and fuzzy logic are complimentary
tools in building intelligent system. Fuzzy is not good
learner whereas neural network is intelligent and can
adapt to the changes so together they perform well.
Neurofuzzy approach can be one of the most important
approaches. Neural network can be implemented to
accomplish intelligence; this is because it can be trained
on desired grounds and has the ability to learn (by
performing epochs). In this way it is helpful in diagnosing
any errors that may occur and fix it. On the other hand
fuzzy logic plays a vital role in handling the movement of
car according to given parameters and keeping in view
the information about the surroundings. Though fuzzy
logic is not intelligent as neural network is but it is very
good at accomplishing task in given parameters.
IV.

EVOLUTION

The idea was first narrated by Norman Bel Geddes’s
Futurama at World’s Fair in 1939[1], which was radio
guided car. In 1980s Ernst Dickmanns modified
Mercedes-Benz that ran across streets around100 km/h
with no traffic, in Munich Germany [1]. Also in 1980s, a
robotic vehicle was tested that achieved 30km/h using
laser radar and autonomous control in United States
which was funded by DARPA. Ernst Dickmanns drove a
semi autonomous vehicle for 1000 kilometres achieving
130km/h in heavy traffic on 3 lane highway, Paris in
1994[2].
V.

AUTONOMOUS BUSINESS

Google is working on an autonomous car and
according to Google Executive Chairman Eric Schmidt;
such a future is practically here.
The Associated Press reports that during Schmidt's
keynote on Tuesday at the World Mobile Congress in
Barcelona, Spain, the former CEO said, "People who
predict that holograms and self-driving cars will become
reality soon are absolutely right."[4]
It is now approved by Nevada Legislation Commission
to test driverless/autonomous cars in Nevada and Google
is going to be the first to test their car. Any company is
allowed to test their car on the roads of Nevada which
shows the importance of upcoming technology.
Audi is also making effort to be ahead of others in this
field and has achieved success in many aspects. Now they
are aiming to be step ahead of others and their vision is to
make an autonomous electric car. Audi and BIG(Bjarke
Ingels Group) have come forward with a vision of
providing a habitat for driverless electric cars like
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advance roads that guide the car, eliminate curbs, traffic
lights etc.[5]
General motors’ also eyeing to produce autonomous
car with more reliability and more communication
involved. They are planning to introduce inexpensive
chip and link the cars working autonomously with the
help of an antenna. They want to first introduce this
technology on the highways whereas control can be
transferred to driver while in the streets.[6]
Volkswagen also tests “Temporary Auto Pilot (TAP)”
that allows a car to autonomously drive on the highway at
the speed of 80 miles per hour. It will include lane
monitoring system and cruise control. TAP helps the car
to maintain a safe distance with a car moving ahead and
also adjust speed according to the roads that is to
accelerate when there is no car in front and reduce speed
when moving along the curves [7].
Numbers of companies are now in the trade but BMW
appears to be ahead of the rest. 5-series sedan has covered
about 3100 miles with some important equipment
installed. The latest BMW’s autonomous car uses lidar,
radar, ultrasound, detailed GPS and video in order to
respond accurately and efficiently to the surroundings.
VI.

EQUIPMENT OF INTEREST
A. Radar

Radar is used in autonomous cars for measuring the
distance and relative speed of the car in front.
Phenomenon of speed measuring by radar plays a vital
role in car handling. Radar is a transceiver; it transmits
radio waves and then receives them after being bounced
back from an object. The simplest use of radar is to
measure the distance of an object for this radar transmits
radio wave and if there is any object in the way then some
of electromagnetic energy is reflected. The reflected wave
comes back with a constant speed which is received by
radar and distance is measured by the time of flight.
The process explained above is used to avoid collusion
in the front in an autonomous car, which means that radar
works as eye to the car. But radar is also used to measure
the speed of the moving in front in order to maintain the
speed by keeping safe distance or else to accelerate where
required.
Speed of car moving in the front can be measured
utilizing the effect of Doppler shift [3]. Radio waves have
different frequencies so when both cars are at rest same
frequency will be echoed but when it is moving different
frequency will be received. So depending upon, how
much frequency gets changed, radar is able to calculate
quickly the speed of car moving ahead. So if is moving at
100km/h and radar calculates the speed of car in front at
30km/h, this means the car in the front is moving with a
speed of 130km/h.
B. Lidar
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Figure 1: Lidar and Radar working [9]

LIDAR formally Light Detection and Ranging works
on optics technology. It is a remote optical technique that
measures properties of scattered light for finding range
and other important information of distant target. The
common method of finding the distance to an object by
using the laser pulses. Working principle of lidar is
somewhat similar to radar instead it uses light. The
distance to an object is measured by the time delay
among the transmission and reflectance of the pulse.
Lidar can be accurate from 1 to 5 centimetres because it
has multi data points which provide very nice
approximation. It can be made more accurate by
enhancing the GPS technology.
For autonomous car a lidar is needed to be placed on
the roof top and it should be able to provide very accurate
view approximation. It makes the car very reliable as it
can be accurate nearly up to 1 centimetre leaving almost
no room for any error. The only issue that a radar user has
to face is calibration which should be done on regular
bases to make it promising. Another shortcoming of lidar
is its sensitivity to the atmospheric changes that is its
detection range becomes equal to human eye in rain, fog,
snow etc. Dirt or snow covering sensor also effect its
normal operation but sensors themselves can deal with
these issues by sending a signal to the operating system or
application.
Lidars can be divided into two categories depending
upon the principle of working. The two categories are
multibeam lidars and scanning lidars. Multibeam lidars
emit an array of laser beams and receive them after
hitting back on different angles from the object of
interest. Scanning radar type has a single transmitter and
receiver with a rotating mirror on top of source. This
rotating mirror receives the laser beam from the source
and scatters it on different angles covering almost 360
degree. For an autonomous car scanning radar is more
suitable for it provides thousands of data points around
the car, providing some beneficial information to the
operating system to react accurately to the changes in the
environment.
C. Infrared camera.
Infrared camera is a device that works on the process of
detecting heat or infrared energy. Once the heat energy is
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detected it is converted to an electrical signal which is
then processed (by computer) and then image is displayed
on the screen (connected to the camera). In an
autonomous car infrared camera is installed in the
headlights, it can collect data up to 1000 feet.
Autonomously these cameras are used for vision and their
output is interfaced with the embedded computer
controlling the movement of car. Infrared camera helps in
avoiding any obstacle in the way and also is beneficial in
avoiding collusion with a human.
Obstacle avoidance and human collusion are both
important factors for basic purpose of autonomous car is
to provide comfort to human. So infrared camera
becomes an important equipment in an autonomous car.
D. GPS
The GPS (Global Positioning System) consists of 24
satellites, travelling in their respective orbit around the
world. Every satellite has operating electronic clock that
transmit timed signal which includes code that carries
information about its location. Each receiver can connect
to four satellites at a time to show its location
correctly(latitude, longitude). The aim of GPS is to
determine the position of receiver in three dimensions on
earth.
Global Positioning System contributes a lot to many
aspects of life like tourism, driving etc. In order to
navigate the autonomous car GPS plays a crucial role so
one just needs to sit back after entering the destination
address letting GPS guide the car.

Figure 2: GPS Guidance Process [10]

E. Lane guidance camera
Lane guidance camera is mounted on the back of rear
view mirror. This camera is use to keep the car on right
track. It differentiates the centre line and the road and
helps in keeping the car at a reasonable distance from the
centre line. It is used to show image of the blind spots and
contributes towards reliability.
VII.
SENSOR MODELLING
When it comes to safety critical applications,
verification of functions and their development becomes
reasonably hard. To test the system for extreme
conditions is a tedious work that may rouse the sensor or
ultimately result in system failure. Sensor modelling
should have all the possible sensor measurements like
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range and angle variance, detection modelling properties
and sensor’s error description. All the possible measuring
parameters and situations must be kept in mind while
system modelling in order to reduce chances of failure
and increase the reliability of the car that ultimately leads
to human safety.
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VIII.

CONCLUSION

When talking about autonomous cars there is still a lot
of work to be done. Working out algorithms/software and
collaborating it with the hardware/equipment, increasing
the sensitivity and response of employed equipment,
making the embedded computer to point to faults and
removing flaws by learning process. These issues are
going to take time and demand patience but once
achieved and there is a lot to cheer about.
Not very long ago people thought of autonomous car a
fiction but it is no longer a fiction and is about to change
lifestyles. All the reliability aspects are being worked out
to make this technology safer. Sophisticate equipment is
employed to make it error free that helps it to gain trust.
There was an era when people thought of distant
communication a dream but it is no more and even
quality achieved is fantastic. Same is the case with
autonomous cars; there will be an era when these cars
will take over throughout the globe with reliability at its
best.
It is just a matter of time when there is no concept of
cars colliding and people dying, no parking issues and no
need of drivers. People won’t be thinking about roads and
how they can be made safer but there is a world to
explore.
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An Overview of Augmented Reality Technologies
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Abstract- The rapidly changing Information Technology (IT)
environment has led to many new branches of IT developing
in the last 20 years. Notable among these is a technology
known as Augmented Reality. Augmented reality involves
computer-assisted layering of information over 3D space,
thus blending reality with the virtual environment.
Augmented Reality is different from virtual reality in the
sense that instead of creating a simulation of reality, it
incorporates the use of space and real objects with
contextual data which deepens the user understanding of the
subject with the use of devices such as head gear or a mobile
device’s camera.
So far, Augmented Reality has mainly been used in the
consumer sector in advertising, sport broadcasting, medical
imaging, aviation and location-based applications,
engineering and museum displays as well as other areas with
new uses arising with each passing day.
The purpose of this paper is to introduce the reader to the
concept of Augmented Reality and to investigate the impacts
and prospects of Augmented Reality in today’s and
tomorrow’s IT environment especially with the rapid shift
from desktop computing to smart phones. In the future
when the technology becomes more readily available,
augmented reality can be used to make specialized content
available to the general public.
Keywords: Augmented Reality, Information Technology,
Virtual Reality, AR, IT, Mediated Reality, Diminished Reality

INTRODUCTION
Augmented Reality (AR) is one of the most rapidly
developing aspects in Information Technology (IT). This
technology allows virtual images to be integrated with the
real world. AR falls between the states of the real
environment and the virtual environment on the RealityVirtuality Continuum [1] as shown in Fig. 1.

Fig.
1. A simplified representation of the Reality-Virtuality Continuum [1]

AR differs from Augmented Virtuality (AV) in the sense
that AV enhances the users reality by inserting real
objects into a virtual environment [2]. AR technology
therefore requires a video input device to supply the input
from the real world [2]. According to Azuma [3] an AR
system combines real and virtual objects in a real
environment, aligns real and virtual objects with each
other and runs interactively in three dimensions, in real
time. Thus AR can be seen as a technology which allows
the user to add objects to the environment and also, to
remove or hide objects in the real environment from the
user.
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It is important to note the AR is not restricted to the sense
of sight and in future will span all the five senses.
Krevelen and Poelman [4] also note that mediated or
diminished reality are also considered AR.
The AR process can be divided into a sequence of steps
as follows [5]:
1. Image Segmentation.
2. Feature Extraction.
3. Marker Detection.
4. Camera Orientation.
5. Rendering.
6. Augmentation.
This relatively complex process is summarized in Fig. 2.

Fig. 2. A flowchart of the AR process [6]

In designing an AR application, it is necessary for the
developer to attend to two main questions: the display
type and the tracking system technique which are
dependent of the type of application the developer is
aiming to build.
The main applications of augmented reality include but
are not limited to the following:
1. Military
2. Education
3. Gaming
4. Engineering
5. Advertising and Marketing
6. Cultural Heritage
7. Entertainment
AIMS
The aims of this paper are to:
1. Introduce the reader to the concept of augmented
reality.
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2.
3.

Provide an outline to the technologies, both
software and hardware, used in augmented
reality.
Outline the challenges currently faced with
augmented reality applications.

HISTORY OF AUGMENTED REALITY
In 1968, Ivan Sutherland created the first augmented
reality system (Fig. 3) which was also the first virtual
reality system: an optical see-through head mounted
display using two different six degrees of freedom
(6DOF) trackers, a mechanical tracker and an ultrasonic
tracker, with which only very simple wireframe images
could be projected in real time, due to its limited
processing power [7].

Fig. 3. The first augmented reality display [7]

The 1980’s and 1990’s saw the development of the first
laptop computer, the Grid Compass 1100 and the first
smartphone developed by IBM and Bellsouth which had
1 megabyte of memory and a black and white touch
screen with a resolution of 160 by 293 pixels [8]. In
1992, Caudel and Mizell [9] coined the term ‘augmented
reality’ to refer to the overlaying of computer presented
material on top of the real world.
The following year, GPS was launched as a military
service which eventually came to revolutionalize
mapping and tracking which are vital components of AR.
Since the 2000’s AR has been used in various fields such
as in gaming with ARQuake [10], Archaeoguide [11], a
mobile AR system for cultural heritage sites, and the first
tracking system for outdoor augmented reality, which
enabled accurate, real time overlays [12], among many
other developments to bring AR where it is presently.

AR SOFTWARE
The building of AR applications involves the use of long
hours of low level coding and content development by
experts, which requires the development of suitable tools,
faster and more cost effective tools to design AR
applications.
AR applications can be built using either commercial or
open source software such as ARToolKit [13],
MXRToolKit [14] and Goblin XNA [15] to name a few,
which are marker based, thus requiring a physical target
with special characteristics to enable camera pose
registration. BazAR is an image based software which
does not require a marker, instead a source image which
is used establish correspondences [16].
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AR HARDWARE
A typical AR system requires a display, processor (CPU),
input device (such as a camera) and a sensor; while a
mobile augmented reality system requires a GPS system,
a compass and a visual input device on the device to
determine the user’s position and orientation, which is
then matched against the location which is provided by a
street database such as Google Maps.

TYPES OF DISPLAYS
Displays in AR are currently being used on touch or
sound, but most commonly on sight. The author will
however focus on visual displays for the sake of
simplicity and high occurrence of usage in this field.
VISUAL DISPLAYS
There are three ways in which an object can be displayed
using AR based on the where the AR overlay is shown,
namely video see-through, optical see-through and
projective displays. Video see-through displays (Fig. 4)
electronically combine the real environment with an AR
overlay using a video camera mounted on the viewer’s
head [17].
An optical see-through display on the other hand, enables
the viewer to see the real world while superimposing the
AR overlay using transparent mirrors and lenses [4 ],
[17].

1) Video see-through displays: Video seethrough displays are currently the cheapest and easiest
type of AR display available. In video see through
displays, it is relatively easy to add or remove objects
from the real environment, as well as matching the
brightness and contrast to that of reality [4].
On the other hand video see-through display reduce the
vast information contents of the real world because of the
display’s low spatial and temporal resolution, limited
depth-of-field fixed focus as well as the loss of the
viewers vision in the case of the loss of power [17].

Fig. 4. A video see-through conceptual diagram

2) Optical see-through displays: Optical seethrough displays involves placing partially transmissive
optical combiners in front of the viewers eyes [3], thus
allowing the viewer to look through them, leaving the
environment intact while overlaying the images on the
real environment as shown in Fig. 5. Advantages include
optical see-through devices being cheaper, parallax-free
and safer, which allows viewers to still see through them
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when there is no power unlike the video see-through
display, thus making optical see-through displays
extremely suitable for medical and military purposes [4].
On the other hand however, the field-of-view is reduced
as well as the brightness and contrast, thus making this
type of display less suitable for outdoor use [4].

2) Hand-held Displays: Hand held displays include
hand-held video/optical see-through displays such as
mobile phones, tablets and PDA’s, as well as hand-held
projectors.
Mobile phones have relatively small
processing power, limited local network connectivity,
small display size and limited data input which makes
them relatively unsuitable in usage for AR [20].
On the other hand, handheld displays are so far the best
chance for the technology to be introduced to a wider
audience.
3) Spatial: Spatial displays allow themselves to be
positioned statically between the viewer and the
projection surface and include screen-based video seethrough displays, spatial optical see-through displays, and
projective displays [4].

Fig. 5. An optical see-through HMD conceptual diagram [3]

3) Projective displays: Projective displays involve
the projection of the image onto a surface. The main
advantage of the projective display is that unlike other
forms of displays it does not require the viewer to wear
any special eye-wear. In addition, it provides a wider
field-of-view [4] and makes the information potentially
available to a larger audience.

Like projective displays, it allows the information to be
available to a wider audience, however it only allows for
minimal interaction with the viewer. Examples of spatial
displays include see-through screens used in military
aircrafts cockpits and images projected on the
windshields of cars to supply drivers with more
information as shown in Fig. 7.

A disadvantage however is that it provides limited
mobility for the viewer. An alternative solution would be
to use the projective display in conjunction with a spatial
which would lead to increased mobility for the viewer.
DISPLAY POSITIONING
Visual AR displays can further be classified with regards
to the position of the display in relation to the viewer.
They can be broadly classified as head-worn, handheld
and spatial as shown in Fig. 6.

Fig. 7. An automotive spatial display [21]

HAPTIC DISPLAYS
Haptic displays allow the viewer to touch rather than see
in AR could involve the ‘viewer’ wearing headphones
equipped with microphones on the outside, which add
synthetic, directional 3–D sound, while the external
microphones detect incoming sounds from the
environment. This gives the ‘viewer’ the chance to hide
real sounds from the environment. Another type of haptic
display involves the use of devices which provide tactile
feedback to the ‘viewer’ making the viewer believe that
the object is indeed present such as the feeling of an
object present on a table. [3]
Fig. 6. Visual display techniques [18]

1) Head-worn: Head worn displays are typically
positioned on the head of the viewer and include the
virtual retinal display, video and optical see-trough headmounted display and the head mounted projective display
[4].
A major disadvantage of head-worn displays is the need
for the display to be fitted precisely especially if it is to be
worn for long hours [19].
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AURAL DISPLAYS
Aural displays in AR can be grouped into three main
types: mono (zero dimensional), stereo (one dimensional)
or surround (two dimensional) headphones and
loudspeakers [4]. Another type of aural display is the
haptic audio display which involves the viewer feeling
sound instead of hearing it [4] and has been used in Turtle
Beach’s Ear Force [22] headphones.
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THE CHALLENGES OF AR
The current technology of Augmented Reality still has a
lot of development to pass through. At the moment AR’s
main limitations are in the field of view, brightness,
resolution, battery power and weight which serve as a
limitation for it being used more frequently.
Even though AR has progressed significantly, the
authoring process is still a tedious and complex process
where neither standardized authoring metaphors nor
specific authoring tools are available [2].
PORTABILITY AND OUTDOOR USE
Many AR systems available today are bulky, involving
the need to carry a PC, sensors, display, batteries etc. It is
also necessary for the equipment to be weather resistant
to ensure ease of use and durability in all weather
conditions.
Limitations also exist by virtue that consumer focused
operating systems are not suitable for real time
computing, while according to van Krevelen and Poelman
[4], specialized real time operating systems do not have
the necessary drivers to support the graphics and sensors
in modern hardware.
Due to the popularity and advancements of mobile
technology, smart phone devices are bridging the gap
between with the concept of mobile AR.
TRACKING AND CALIBRATION
Tracking and calibration still pose a challenge especially
in unprepared and minimally unprepared environments
[23]. For visual displays, it is necessary that the viewer’s
position and attitude is known. GPS technology provides
accuracy of between 1cm and 30m, depending on the
mode and type of GPS equipment used [6]. GPS
however, can only provide position and not attitude. In
addition, GPS signals are unavailable indoors and could
be blocked by nearby artificial or natural structures,
especially in outdoor environments[4].
Ultrasonic positioning systems address the issue of
availability indoors and in outdoor environments,
however they only allow for a short range of operation.
Pseudolites can also be used as an alternative to GPS
signals, this option however tends to be difficult and
expensive to implement with the need for significant
infrastructure to be provided. [6]
Before AR technology can be integrated in the lives of
users certain issues including those mentioned above need
to be addressed.
USER OVERLOAD AND OVER DEPENDENCY
It is necessary for AR applications to find the fine balance
when presenting the user with information, so as not to
overload the user with information while at the same time
ensuring that the user does not become over dependent on
the AR system, thus missing vital information from the
environment.
DEPTH PERCEPTION
There are still issues concerning depth perception in AR
systems caused by factors such as low resolution and dim
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displays, which can make an object appear further away
than it is in reality [24].

FUTURE PROSPECTS IN AR
With AR being a relatively new field in terms of research,
what this paper has discussed is only the beginning of the
technology we now know as AR. AR will continue to
grow in the fields in which it is being used today, below
are some of the most notable advances the author
believed AR will be making in the near future.
AR IN CONTACT LENSES
Currently, researchers are looking at a new generation of
HMD’s in contact lenses inbuilt with control circuits,
communication circuits and miniature antennas into the
lens using custom built optoelectronics. Although the
project is still in its prototype phase, it successfully been
tested on rabbits with no adverse side effects, which
makes it a more feasible prospect for human use. [25]
SELF ASSISTED SURGERY
The Computer Assisted Medical Diagnosis And Surgery
System (CAMDASS) was developed by the European
Space Agency to allow space travelers to diagnose and
treat their own medical issues. CAMDASS will require
users to wear a 3D head display with an infrared camera
to track the ultrasound device. A prototype of this
technology was tested with medical and nursing students,
paramedics and Belgian Red Cross at the Saint Pierre
University Hospital in Brussels. [26]
AUTHORING LANGUAGE
The future of AR should also hope to see the
development of authoring tools which should reduce the
time and cost spent on developing AR applications due to
the arduous nature of coding for AR applications. One of
these tools Tangible Augmented Reality or iaTAR is
being developed by the Pohang University of Science and
Technology [27].
HEAD-MOUNTED PROJECTIVE DISPLAY
Gao, Hua and Rolland also suggest the head-mounted
projective display (HMPD) as an alternative to the
HMD’s which consists of miniature projection lenses,
beam splitters and displays which are mounted on the
head, on a flexible, non-distorting and robust retroreflective sheeting material [28], [29].

CONCLUSION
In conclusion, there are limitless possibilities with
Augmented Reality. With AR technology still in its early
phases, there is still a considerable amount of
development to be done, to make the technology as
seamless as possible and more attractive to a wider
audience.
The greatest challenges for AR currently are size, weight,
durability, runtime, comfort and appearance. As
Sutherland said “the ultimate display would, of course be
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a room within which the computer can control the
existence of matter” [30].
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Gesture Controlled Input Devices: Past and the Future
Nwadike Austin Chinaemerem
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Abstract: Human interaction with machines has evolved
a long way, from flicking of large knobs, and punching
buttons, to the old Mouse and Keyboard based interaction
up to the current stage of multi-touch screens. Other
input methods ranging from special pre-programmed
gloves to wiring attached to different parts of the body,
have been tried also. Gesture Controlled devices though
not extremely popular, may well yet be regarded as the
next generation of input devices, ranging from Gaming to
the oft overlooked day to day activities, such as operating
TV sets and operation mobile phones, this may yet be the
key to making computing, and carrying out other tasks
more interactive as a result of work put in by different
firms and upstarts.
The influx of new touch gesture handheld devices
especially in the mobile phone market and the
gaming industry, has seen an increase in the likelihood of
other
distinct
possibilities
in
the
application of gesture controlled devices, especially the 3D
gesture controlled device which involves a high resolution
3D camera.
This paper aims to describe gesture starting from the
basic pointing and sign language up unto the
mouse to the present stage. It will also examine the
current
research
and
work
into
future
applications and the shortcomings being undergone in
their
research.
Keywords: Human Interaction, Input Devices, 3D, Gesture
Control

I.
INTRODUCTION
Over time and with the advent of digital systems and
computers, a need for input devices has arisen. Even
before the introduction of the GUI, which gave rise to the
mouse and keyboard interface, Light Pens and other
means of input have been put to use with varying levels of
reception commercially.
With recent technological advancements and increased
enlightenment of the products end users more means of
input have been sought to meet up with the requirement,
with gesture control looking the most viable because of its
potential to eliminate the need for excessive remote
controls, which is a bother for ‘Green enthusiast’ when it
comes to the eventual disposal of said remote controls.
This paper will look at gesture control, the existing
research put in, some commercial gesture products, the
Application of 3D gesture control devices and the benefits
of Gesture control devices.
II. GESTURE AND GESTURE CONTROL
According to definition “Gesture is a form of nonverbal communication in which visible bodily actions
communicate particular messages, either in place of
speech or together and in parallel with spoken words. This
may include movement of the hand, face or other parts of
the body.”
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Gesture control is a process whereby gestures made by
the user are used to control devices. These Gestures may
involve meaningful body motion involving physical
movements of the fingers, hands, arms, head, face or body
with the intention of interacting with the devices [1].
The spread of new technology and media, has called for
a more interactive and friendly mode of HumanComputer Interaction (HCI). Gesture control as a form of
Multimodal Human-Computer Interaction (MMHCI) will
eventually make technology more usable and highly
interactive for the user.
Gesture Control has been applied widely in the video
gaming industry but it can also be implemented to enable
better interaction with computers. It has also been tried
out in other fields like medicine, robotics, homeentertainment and several day-to-day applications in and
around the home.
III. Existing Research on Gesture Devices
Pen Computing: This involves making use of a pen
shaped instrument Stylus to input commands to a
computer screen, mobile device or graphic tablet even
though a finger can be used in some cases in the place of
a stylus. In the case of touchscreen devices users make
selections or draw by tapping the stylus on the screen or
by placing it on the screen and dragging. In the case of
Personal Digital Assistants (PDAs) the stylus is the
primary
mode
of
input.
This method of input actually historically predates the use
of the mouse and graphical display by at least two (2)
decades with the STYLATOR being demonstrated by
Tom Dimond in 1957[1].
Functionality:

i. Unlike the mouse which is a relative pointing
device because one uses a mouse to push a cursor
around, in pen computing the stylus is exactly where
the cursor goes which therefore means that it is an
absolute pointing device.
With pen computing it is possible to drag, press and
manipulate objects, like dragging the edges of a box to
expand it.
This method of input includes handwriting recognition.
It also allows gesture recognition where certain shapes
are not recognised as handwriting but as a special
command to perform tasks like opening browsers and
closing applications.
Wired Glove: This is a device worn on the hand like a
glove used for human Computer Interaction. it facilitates

School of Engineering, Design and Technology
University of Bradford

11th Research Seminar Series Workshop

tactile sensing and fine-motion control in robotics and
virtual reality[2].
Tactile sensing involves the simulation of the sense of
touch and ability to perceive pressure, linear force, torque,
temperature and surface texture, while Fine-motion
involves the use of sensors to detect the movement of the
users hands and fingers, and the translation of those
motions into signals that can be used by a virtual hand as
applicable in gaming or a robotic hand as applicable in
remote control surgery[2].
The first wired glove was the SAYRE Glove created by
Electronic Visualization Laboratory in 1977 [3].
Another Glove based input devices is the Atlas Glove.
Gaze Control: This method of Human computer
interaction is essentially about video-based pupil
detection and reflection of an infrared LED known as eye
tracking [4 , 5]. This method of input will especially be
suitable for people with disabilities that cannot move
anything but their eyes[4]. And it can be applied to
operate computers by eye movement, it can also help
reduce time spent searching for cursors in the GUI
computing environment because all one has to do is gaze
at a point on the screen and it is selected.
Gesture Pendant: This is based on a camera worn as
part of a necklace, or a pin ringed by infrared (IR) Light
Emitting Diodes (LEDs) and has an IR pass filter over the
lens, which allows the wearer control devices in the house
via hand gestures. Devices like home entertainment
systems, room lightening up to the kitchen sink can be
controlled by the wearer's hand gestures, it also includes
speech recognition as a modifier to target specific
equipment [6].
This gesture controlled input device can recognise 95%
control gestures an up to 97% user gestures. It was
designed with the old, arthritic and people with failing
eyesight as a possible replacement for remote controls [6].
Functionality:

i. this device works with various degrees of lightning
because of the IR LEDs and IR Pass filter, which means
that the camera can track the users hand gestures even in
the dark[6].
ii. This device is programmable based on the
requirement of the user, once programmed it can be used
to control home automation, from changing volumes to
lighting levels[6].
iii. It can also be used in medicine since the pendant
analyses the user's hand movement, it can be used to
detect loss of motor skills or tremors in the hand for the
early detection of illness or problems with medication[6].
UBI-Finger: this is a compact gesture input device
which is worn around the finger, preferably the index
finger. With the UBI-Finger a user just has to target a
device by pointing, the controlling is done by flexing the
finger[7].
The UBI-Finger consists of three (3) sensors namely;
the bending sensor, the acceleration sensor, and a touch
sensor, these three sensors help detect gestures made the
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user’s finger; an infrared transmitter to select target
devices and a microcomputer to control the sensors and
communicate with the host [7].

Fig 1: UBI Finger depicting sensor positions

Functionality:

i. Depending on programming the UBI-Finger can be
used to control household appliances, so instead of
multiple remote controls a UBI-Finger can be employed
[7].
ii. The UBI-Finger also makes scrolling on computers
easier because it only takes a little flexing of the index
finger without the need to raise the hand from the
keyboard during the input of text [7].
iii. the Ubi-Finger can be used for more effective
presentations so instead of bothering about changing slide
views, the user can simply change slides by flexing
his/her finger once the device is strapped on[7].
Other Research on Gesture Controlled input devices
include the XWand: UI for intelligent spaces (2003),
Visual Touch Pad (2004), Accelerometer Gesture Control
(2004), and Camera based Web Interface by IBM (1999).
IV.

SOFTWARE APPLICATIONS FOR GESTURE CONTROL

In the search for the next big gesture Platform
standalone applications have been put to the test by some
development firms.
Those applications include:
The Maestro 3D Hand Tracker
This is a 3D gesture control application developed by
Gesturetek. This application enables the user control
scenarios and on screen presentations. It allows the
developer to create a fixed 3D tracking area and its
position in front of a screen or camera, with pixel
accuracy. This application can track the (x.y,z) position of
up to ten hands in real-time for multi-user 3D tracking
applications. It lets users control everything on a
computer from moving cursors, and other modes of
navigation [8].
According to GestureTek it doesn’t need a user to
stand to be registered before usage, because it picks up
hand gestures in real-time.
The XTR3D
This software is the product of a Tel Aviv based firm
XTR. The software gives the user gesture control over
any device with a 2D camera. The software gives 3D
motion capture with the use of a basic 2D camera. With
the software, televisions with the XTR technology can be
operated from a distance just by registering the palm of
the user. Also the software can work for mobile devices
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with cameras for swipe gesture control and other
functions of the mobile phone[9].
V.
COMMERCIAL PRODUCTS
Based on the earlier work carried out, a couple of
breakthroughs were made which brought about huge
commercial outreach.
Amongst those products are a few of the following.
The Tobii PCEye eye control unit
Its prohibitive pricing at $6,900 makes this device
unpopular. This device is an eye control unit for accessing
windows computers with high accuracy using the eyes.
The PCEye was created mainly for people who have lost
some or all of their motor skills due to stroke, or people
with disabilities but still have the function of their eyes;
though it can be used by anyone. Over 95% of users can
use the PCEye to eye control regardless of eye colour,
glasses, contact lenses, light conditions or movement[10].
The primary mode of connectivity to the computer is via
USB and it comes with a software suite embedded with an
on-screen keyboard and other PC navigation tools, it also
can work at ranges of up to 31.5inches. It has no version
for the Mac[10].

EYETOY (SONY Computer Entertainment 2003)
This is a colour digital USB camera device, similar to a
webcam, designed for the Sony Playstation2. The idea of
this device was to translate body movements into game
controls and map the users face into the in-game
characters and enhance physical interaction with the
game. The EyeToy was conceived by Richard Marks in
1999 [10]. The camera of the EyeToy could also be used
as a webcam for a computer even though special drivers
will be needed to achieve that.
According to Sony Computer Entertainment the
EyeToy had sold over 10.5million units worldwide as of
November 6, 2008. The EyeToy has been replaced by
Sony Computer Entertainment with PlayStation Eye
which is based on similar technology but with improved
frequency and better light sensitivity.
Nintendo WII Remote (Nintendo 2006)
This device designed by Nintendo is also known as the
“Wiimote”. It is the main controller for the Seventh
Generation Gaming console “The Nintendo Wii”
The wiimote is powered by 2xAA batteries and
connects to the console via Bluetooth. It contains an ADX
L330 accelerometer and a PixArt optical sensor which
enables 3D motion sensing capabilities, which allows
users interact with, and manipulate items on the screen via
gesture recognition and pointing.
Though conceived in 2001, it was first revealed on
September 14, 2005 at the Tokyo Game show and finally
released for retail on November 19, 2006. According to
Nintendo, together with the Wii Console, the Wiimote
had shipped 94.97million units worldwide as of
December 2011.
KINECT (Microsoft 2010)
This device developed by Microsoft is loosely webcam
based, it incorporates an infrared depth finder for motion
sensing, which allows users interact with objects on the
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screen through gesture recognition. Though originally
built for the Xbox console a version for Windows PCs
with a free Software Development kit (SDK) to enable
developers create other applications for the Kinect. The
SDK was released on June 16, 2011.
The major mode of connectivity from the Kinect to
either a PC or the Console is via a USB 2.0. Also dual
camera modes are available with 640x480 pixels at 30Hz
for both either in still mode or an infrared depth finding
camera.
The enabling technology for the development of the
Kinect was developed in 2005 by Zeev Zalevsky,
Alexander Shpunt, Aviad Maizels and Javier Garcia of
Primesense [11]. The Kinect was announced in June 2009
and was finally launched in November 2010.
VI. APPLICATIONS

OF

GESTURE

CONTROLLED

DEVICES

Image guidance in surgery: In order to consult images
and scans during surgeries, the surgeon had to leave the
sterile area to go to the viewing compute which is in a
non-sterile area. So to maintain sterility the surgeon will
have to spend time scrubbing up to get back to surgery so
as not to infect the patient.
A team of engineers from the University of Toronto,
Residents and Sunnybrook Cancer surgeons created a
software and hardware combination that works with the
Kinect for controlling programs on a computer without
breaking sterility [12]. With their creation images and
scans can be viewed by making gestures in the air without
having to leave the sterile field around the patient.
This system was developed by Matt Strikland a surgery
resident of the University of Toronto, Jamie Tremaine a
Mechatronics Engineer and Greg Brigley a Computer
Engineer [12].
Body Mapping for Retail shopping by Bodymetrics
This is an innovation by Bodymetrics in collaboration
with Primesense. This comes as a 3D body scanner
shaped like a photo booth. It contains 3Dcameras with
low power infrared that reads more than 300,000 points
all over the body and works with hand gestures. All that is
required during operation is a scan of the customer
preferably stripped down to their underwear for a process
that lasts less than 30seconds. The information extracted
from the scan is uploaded to a system which aids the
clothing retailer help the customer with dress sizing to
reduce time spent searching for clothes sizes. The
information gotten from the scan can also be used to test
clothes virtually to determine how it fits before making
purchases.
This device was first unveiled in the UK at the
Westfield Stratford Shop of High street UK Jeans retailer
New Look[13].
VII. BENEFITS OF GESTURE CONTROLLED DEVICES
Interactivity-Gesture control will help not only in more
interactive gameplay for videogames but it will create a
more interesting environment for Human-Computer
interaction.
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Protection of devices- when gesture control becomes
fully operational, there will no longer be a reason to
bother about wet or dirty hands before operating devices,
because only gesture will be required to operate them. In
essence there will be no need to worry about smudges on
said devices.
Convenience-Imagine pulling off gloves during the
winter to pick a call on a touchscreen phone, it won’t be
necessary to pull off the gloves because all that will be
required is a gesture to perform that operation. Answering
calls while driving will enable the driver reduce the time
his /her hands are off the wheel, therefore making driving
safer for everyone.
Reducing Clutter- with more devices around the home
integrated with gesture control, the scenario where
multiple remote controls are strewn around tables will be
curtailed. This is because all one needs is gestures to
operate multiple machines, which can be differentiated by
pointing.
VIII.
CONCLUSION
The modes of Human Computer Interaction (HCI) will
definitely change with time and gesture input will play a
leading role in that change. Bearing what has been done
with the 3D camera, from the XBOX Kinect, work done
by XTR3D and others, it is fair to say that gesture
controllers will be a technology for the future, especially
with advances made in the area of gesture surgery.
Bearing the limitations experienced due to diverse
cultures and their different modes of gesturing, the best
method proscribed by most researchers is the user
programmable model, where the user programs his/her
own and the device processes according to the users
gesture input.
Gesture controlled input devices will greatly improve
interactivity with devices and also help people with
disabilities make use of devices because they can program
their own gestures and make use of said devices.
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Abstract - Database management system is a software system
which is used for manage database. It can get and protect
data efficiently by organizing and storing data scientifically.
Database management system is a data manage software
between users and application programs, working for
defining and managing data to dispose the relation between
each other. Database management system has important
functions such as data definition, data manipulation,
installation and protection of database, and operation
management of database. With the development of
computer technology, more and more applications and
products about database have been created at the moment.
In the same time, the safety of database management system
has been taken as an important project.
In this paper, the different parts of database manage
systems will be analyzed, including software systems,
database users, design of database, access control and safety.
Keywords: Database, software systems, functions, access
control, safety.

INTRODUCTION
Database technology is an important branch in computer
science, also the foundation of information system
technology. In the 20 century, computers were only used
for scientific research, but nowadays the application of
computer technology extends to all spheres of society
such as enterprises and government departments. The part
of data processing already becomes one of the most
important aspects of the computer application quickly.
Since the first commercial database management system
came out in 1989, database technology has developed
rapidly. In recent years, with the development of network
technology and multimedia technology, database
technology integrated with multimedia technology based
on Internet shows wide technology prospects and become
the main technical support means for information
management and office automation.
Database management system is a kind of large-scale
software which can control and manage database, being
used for establishing, using and maintaining database,
referred to as the DBMS. DBMS manages and controls
the database uniformly in order to ensure the security and
integrity. The user access data in database through
DBMS, the database administrators also do the
maintenance work through DBMS. DBMS provides a
variety of functions to make sure the multiple
applications and the users can build up, modify and
interrogate the database with different methods in the
same or different time.
This paper talks about the function and uses of DBMS. It
also addresses security concerns that come hand-in-hand
with DBMS usage and other systems put in place used
such as backup and recovery.
-152-

CONTENT
According to the functional division, the database
management system can be divided into six parts.
1. Mode translation: Offering data definition language,
the database schema written by the language is
translated to the internal representation. The logical
structure of the database, integrity constraints, and
physical storage structure are stored in the internal
data dictionary. A variety of data manipulation of the
database (such as Search, Modify, Insert and Delete)
and database maintenance and management are based
on database schema.
2. Compilation of the application: The applications
including access to the database statement are
compiled into the target program can be run by
support of DBMS.
3. Interactive query: Providing easy-to-use interactive
query language, such as the SQL. DBMS execute the
query command and query results are displayed on
the screen.
4. Data organization and access: Offering the physical
organization of data in the peripheral storage device
and the access method.
5. Service operation management: Offering service
operation management and operation logs, security
monitoring and data integrity checking, the
transaction concurrency control and recovery.
6. Maintenance of the database: Providing the database
administrator
software
support,
including
maintenance tools such as data security control,
integrity, security, database backups, database
reorganization, and performance monitoring.
Database management system consists of five major
software components parts: database management system
engine, data definition, data processing, generation of
applications and data management subsystem. For
different applications, the five software systems play
different roles.
For the database user, it provides the following:
(1) The data definition features. DBMS provides the
corresponding data language (DDL) to define the
structure of the database; they are portrayed to the
database framework, and stored in the data dictionary.
(2) Data access functionality. DBMS provides a data
manipulation language (DML) to deal with data access
operation such as search, insert, modify, and delete.
(3) The database running management functions. DBMS
provides a data control function which means user can
control and manage the running of database effectively
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through data security, integrity and concurrency control
of database to ensure that data is correct and effective.
(4) Database establishment and maintenance functions.
DBMS provides functions including the loading of initial
dada in the database, data dump, data recovery, data
reconstitution, system performance monitoring, analysis
and others.
(5) The transfer of the database. DBMS provides data
transmission to realize the communication between the
user programs with the DBMS, usually completed in
coordination with the operating system.
The user database is a database application,
accomplishing the basic operations, data processing and
applications through the database, so for the user, data
processing and data management subsystem are more
important.
Database design and management:
Ordinary duties of database administrators (DBAs):
(1) Installation,
configuration,
upgrade
and
migration:
Although the system administrator is usually responsible
for installing, maintaining server hardware and operating
system, the database software installation is usually
charged by the DBA. DBAs need to have the knowledge
that what kind of hardware configuration can make a
database server play the biggest role, and also the
hardware needs to communicate with your system
administrator. After completion of the above work, the
DBA will begin to install the database software, and from
a variety of product configuration options, select a match
with the hardware and make the database the most
efficient solution. When the new version of the database
or the patch package is released, the decision whether to
use or use one of the work of which an upgrade or patch
package is also decision by DBA. If you purchased a new
database server, then the DBA should to be responsible
for the data from the original database server migration to
the new server.
(2) Backup and recovery:
DBA is responsible for developing their database
management, implement and regularly test database
backup and recovery program. Even in a large enterprise,
a separate system administrator responsible for database
backup, but the final decision by the DBA to master --- to
ensure that the backup job to be completed on schedule,
and the database fails to perform restoration work can
contain all the necessary documents. When a database
failure occurs, the DBA needs to know how to use the
backup database return back to normal as soon as
possible, otherwise you will lose any completed
transaction. Database failure may be due to many kids of
reasons; the DBA must be able to be able to determine the
fault is located and to adopt effective coping strategies
fast. From a commercial perspective, the database backup
is a cash cost, the DBA needs to let the management
know the costs and risks of the various database backup
methods.
(3) Database security:

School of Engineering, Design and Technology
University of Bradford

AI and IT

Because the database is mainly responsible for the
centralized storage of data, these data may be very
confidential and very valuable, so the database is often
been a target by hackers and even curious employees. The
DBA must understand the detail of security model which
used by database products, the use of the database
product and how to use it to effectively control access to
data. The three components of DBA is to verification
(setting up user accounts to control user login to the
database), authorization (the database part of the set
permissions to prevent unauthorized users access), audit
(tracking the user to perform database operations). For
now, because of regulatory rules, such as the SarbanesOxley and HIPAA reporting requirements must be met,
which makes the database audit is particularly important.
(4) Storage and capacity planning:
A main purpose of creating a database is to store and
retrieve data, so it is needed to do a plan that how much
disk storage space and monitor the available disk storage
space, both of these are keys responsibility of the DBA.
The growth trend of the observed data is also very
important, because the only according to this the DBA
can make a long-term storage capacity planning to the
management layer of the enterprise.
(5) Performance monitoring and adjustment
DBA is responsible for regular monitoring of the
database server, in order to identify database bottlenecks
(parts of) database performance and to develop remedial
measures. The adjustment of the database server should
be in multiple levels. The performance of the database
server hardware and operating system configurations are
likely to become the factors that result in database
bottlenecks, as the same as database software
configuration. The physical installation of the database on
the disk drive and the choice of the index database
performance are also affected. Database query encoding
may also be a significant degree of change the speed of
query results returned. DBAs need to understand each of
these levels require which monitoring tools, as well as
how to use them to adjust the system. The beginning of
the performance factors taken into account is actively
adjusted to reflect from the application design, it is better
than waiting for problems occur and then go to fix them.
DBA and database application developers need to work
closely to ensure that the application is developed in
accordance with the best way, and can bring a good
performance.
(6) Troubleshooting:
When some errors occur in the database server, DBA
needs to know how to identify the problem quickly and to
solve the problem correctly, to ensure no loss of data or
some worse situations. This is important because
databases might contain highly sensitive data that
companies cannot afford to loose. Loss of such data can
even cause lawsuits to some companies depending on
their policies concerning data possession and usage. A
company such as Facebook will be damaged beyond
repair if it loses all its users information.
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The tasks of DBA in exceptional circumstances
In addition to these basic responsibilities, due to the
particular database environment, DBA also need to have
some special skills.
(1) High availability:
In the Internet age, the era that the old database only
running in normal operation during the daytime has
ended, the database must be able to provide all-day
service in the whole week. In such a request, the contents
of websites have also been developed from static and
predefined ones to dynamic – when the requests are sent,
using the database to create the page layout. If the website
is available around the clock, then the fundamental
database supporting websites must also be able to work
around the clock. In such an environment, management
database, the DBA needs to know which types of
maintenance operations can be done online (that is, in the
condition of not interruption on the running database), as
well as can develop a maintenance period when the
database is possibly off. In addition, the DBA should plan
for the redundancy of the database hardware and software
components. Provided that the database fails, the
redundant system will still be able to continue to provide
services for customers. In short, DBAs can use the online
backup, clustering, replication, and emergency database
technologies and tools to ensure higher availability. This
makes it multi-functional and highly effective in this
sense.
(2) Very Large Database (VLDB)
As more and more database technology is widely found in
companies, they tend to use it to save more data. What is
more, the type of database to store the data has changed,
which is developed from the ranks of neatly structured
data to unstructured data, such as documents, images,
sounds, and even fingerprints. The consequence of these
two trends is the same: that is, the very large database
(VLDB). To manage VLDB, DBA requires special skills.
The very simple operations in the past such as copying a
table, the time required may be very great. In order to
ensure that the database be extended to very large scale is
still manageable, the DBA needs to learn some
techniques, such as table partitioning (Oracle), federated
database (SQL Server) and replication (MySQL).
(3) Data extraction, transformation and loading (ETL)
In the data warehouse environment, a key task is how to
effectively load large amounts of data in the data
warehouse or data mart, which are extracted from the
existing production system. Under normal circumstances,
the format of these production systems and
standardization of definitions in the data warehouse are
different, therefore the data must be transformed (or
"cleaned") before loading. Extraction data in a particular
company may or may not be the DBA's responsibility, but
the DBA needs to determine what kind of extraction is
useful, which is a key component of the database
decision-making team.
With more and more social needs, database management
and design staff work are also diverse. They need
comprehensively monitor and understand database. In the
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end, the most important part for them is the final
generation of data definition and application.

TO CIO
In the opinion of western industries and enterprises, CIO
is a new type of information manager. They are different
from traditional responsible officials in information
technology apartment or information center, they are a
part of policy makers of the company. They are on the
same level as the vice-president and vice-manager.
The operational process of enterprises, no matter which
industry they are in, is a typical process of information
generation, transition, analysis and deletion at last. A
good management of information actually is also a good
management of operation of the enterprise. The old
Chinese saying “Precise knowledge of self and precise
knowledge of the threat leads to victory”, it exactly shows
the significance of information. I know what you don’t
know and I know more and faster than what you know.
This can simply bring us the victory. To normal
enterprises, if they can generate all kinds of operational
data and transit it to appropriate people and do an
accurate analysis of massive data and insure the security
and integrality of data, they can undoubtedly set up a
competitive advantage.
Put the thought together, the operational process of an
enterprise is a simple transition of information. Enterprise
mandates a CIO for the purpose of a better information
management, so we can set up a competitive advantage to
achieve success much easier. Under this circumstance, the
criterion of success to a CIO is very explicit that whether
the help the enterprise gained the competitive advantage
and success or not. In other words, the harmonization
problem should never exist, because of the purpose of
mandating a CIO.
To sum up, the responsibility of a CIO is to analysis,
integrate and apply the information accurately. So CIO
requires a higher information presenting skill and needs
more comprehensive and wider information. Therefore, to
a CIO database management system, engine is more
important.
CONCLUSION
Recently, along with unceasing updates of information
technology, the speed of information development
become even faster. During the establishing process,
more and more people from different industries and
enterprises realized that the real treasure that industry and
enterprise achieved from information is data, and more
and more information also promotes the development of
the industry. So in this age of information development,
the application of database management system is the
crux of information development, meanwhile the database
management system keeps updating and improving along
with the information. It has gone through simple to
consummate, unordered to unify.
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Comparative study and Security Limitations of 4G Network
(Case Study LTE and WIMAX)
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Abstract--The advancement and migration of the broadband
wireless communication technology into the next generation
technology known as Fourth Generation (4G) network has
indeed become the next emergent wireless revolution, as an
important milestone beyond third generation. Long-Term
Evolution (LTE) and Worldwide Interoperability for
Microwave Access (Wimax) are among the numerous new
innovation technologies which have evolved as leading
contenders for the 4G technology. The high speed capability
and wider coverage has been a good achievement for 4G
networks. Nevertheless, security and improved higher speed
with a better quality of service (QOS) has been an issue in its
network operations due to the open nature and all IP
infrastructure of 4G network. This paper explores the
trends in the evolution of 4G wireless technology and its
security limitations. It studies the wireless standards of 4G
technologies. Also, the security related architecture for the
LTE and Wimax technologies are analysed. Finally, it
evaluates and recommends ways of tackling the security
issues in 4G network.
Keywords: Security, 4G Wireless, LTE, Wimax.

I. INTRODUCTION
The next generation of wireless communication
technology known as fourth generation (4G) allows
operators to use new and wider spectrum and
supplements third generation 3G and 3.5G wireless
technologies with higher user data rates, lower latency
and a complete internet protocol(IP) base network
architecture[6].Long Term Evolution (LTE) and
(Worldwide interoperability for Microwave Access) are
the two wireless technologies that have been considered
as aspirants to achieve the 4G wireless performance
objectives, due to their high speed capability, strong
quality of service(QOS) and wider coverage. There are
number of differences between the 4G wireless when
compared with 3G and other earlier technologies .The
major difference is the fact that 4G wireless network
operates entirely on the IP protocol and architecture,
which is what brought about the similarity between LTE
and Wimax. However, these two technologies also differ
from each other in some other aspects such as network
architecture and security. Consequently, the open nature
and all IP base infrastructure of these 4G wireless
networks have increase security issues when compared
with other wireless technologies and also significant
attention has been given to security design during the
development of both the LTE and Wimax standards.

network, there is an impact on the performance and traffic
handling capacity of the network and quality of service.
The purpose of this paper is to investigate the evolution
of 4G technology and its security limitations and
challenges, this aim at identifying areas which need
further attention. This will focus mostly on specific MAC
layer security issues that are distinctive to LTE & Wimax.
Secondly, the standardization of 4G wireless network and
the evaluation of the network architecture will be
analysed and its security evolution will be discussed.
II. 4G NETWORK STANDARDS
The International Telecommunication Union (ITU)
named the International mobile Telecommnication-2000
(IMT-2000) as a global standard for 3G wireless
communications in previous time but later went further to
improve the initiative by introducing IMT-Advance
which is considered as the specification for 4G
wireless[1]. The objective of IMT Advance stated that 4G
wireless technology must support the following:
1) High data rate (1Gbps peak rate for low mobility
and 100Mbps peak rate for high mobility).
2) High capacity.
3) Low cost per bit.
4) Low latency.
5) Good quality of service (QOS).
6) Wider coverage.
7) Mobility support at high speeds.
Several broadband wireless access technologies have
been developed but only LTE developed by 3GPP and
Wimax developed by IEEE 802.16 got the characteristics
for 4G wireless technology[2].
III. 4G NETWORK ARCHITECTURE
A. LTE
LTE offers high spectral efficiency, low latency and high
peak date rates, it influences the economics of scale of 3G
as well as ecosystem of infrastructure to provide the
highest performance in a cost effective manner. The latest
study being developed by 3GPP is an evolution of 3G
into an evolved radio access called LTE and evolved
packet access core network in the system Architecture

The mission of securing 4G wireless networks and
systems is a very challenging one owning that a lot of
sacrifice must be made each time extra security
mechanisms are carried out in its network as an IP based
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Evolution(SAE)[3].

Figure 1:LTE-System Architecture Evolution(SAE)[3]
Figure 1 above shows the LTE architecture. The User
equipment (UE) like mobile phone or computer connects
to the wireless through the eNodeB within the E-UTRAN
(Evolved UMTS Terrestrial Radio Access Network)..The
E-UTRAN connects to the EPC (Evolved Packet Core)
which is IP-based. The EPC connects to the provider wire
line IP network. An LTE network has two types of
network elements :- (i) the eNodeB which is an enhanced
base station which incorporates all the radio interfacerelated functions for LTE. The eNodeB also carried
higher functions like Inter-cell radio resource
management (RRM), Radio admission control,
Scheduling via dynamic resource allocation, Enforcement
of
negotiated
QoS
on
Uplink
and
compression/decompression of packets destined to/from
the UE.
(ii) The Access Gateway (AGW) which
comprises all the functions for the EPC. The AGW
consist of multiple of modules such as Home Subscribe
Server (HSS), Packet Data Network Gateway (P-GW),
Serving Gateway(S-GW) and Mobility Management
Entity (MME) which is the key control node responsible
for managing the UE identity as well as security
authentication and mobility. The LTE standard is flexible
which makes it to allow the combination of these AGW
modules into a single or multiple devices. LTE maintains
a meshed architecture which allows greater efficiency and
performance gains. For instant a single eNode can
communicate with multiple Access Gateways. LTE
utilizes a flat all IP-based architecture and traffic
originating at a UE is generated in a native IP format and
then processed by eNodeB & AGW [4]. The main task of
AGW is to distribute the migration of messages to
eNodeBs; security control, encryption of user data
,switching of U-plane to support UE mobility and idle
mode mobility handling[5].
B. WIMAX
Figure 2 below shows the end to end network architecture
of Wimax. It is made of up Access Service Network
School of Engineering, Design and Technology
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(ASN) and Connectivity Service Network (CSN) just like
LTE has E-UTRAN and EPC. The ASN represents a
complete set of network functions required to provide
radio access to the mobile station (MS) and is
decomposed into ASN gateway(ASN-GW) and Base
Stations(BS). The BS includes radio functions of the
ASN interfacing with the MS over air link according
medium access control (MAC) and physical (PHY) layers
defined in IEEE 802.16 specifications[2]. The ASN-GW
represents accumulation of ASN functions that are link to
QoS, security and mobility management for all
connections served by BSs[8]. For CSN, it is a set of
network function that provide all IP connectivity services
to WIMAX subscribers.it comprises of the following
network elements: (i) authentication, authorization and
accounting servers (AAA) which processes controls
signals form the ASN-GW to authenticate the MS.
(ii)Home Agents(HA) which enable global mobility and
also processes signals from ASN-GW and anchors the IP
payload after assigning a mobile IP address to the MS.
The HA server provides the connectivity to the internet
for data traffic. For example if the MS makes a VOIP
call, control is passed to the CSN IMS (IP Multimedia
System) server which then process the call. If the call is
to a telephone number outside Wimax network, the IMS
server select the appropriate Media Gateway Controller
(MGC)/Media Gateway (MGW) to interface to the Public
Switch telephone Network(PSTN).The communication
between the MS and BS (using air interface) is via all IP
bearer and control. Like LTE which is an all-IP flat
network, Wimax doesn’t have a TDM (Time Division
Multiplexing)bearer[4].

Figure 2: Mobile Wimax Network Architecture[6]
IV. EVOLUTION OF
NETWORK.

SECURITY

IN

4G

In 4G wireless network, security is a very important issue
and the security requirements are in these main aspect: (i)
the users that want to use the network must be
authenticated. (ii) the device that will be connected to the
network must be authenticated. To meet these two main
requirements, security credentials, usually include
identity, certificates, username and password, are to be
required for authentication. To authenticate these
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11th Research Seminar Series Workshop

Mobile Communications

credentials, security infrastructures like AD server and
CA are usually deployed and develop as service[1].
A. Security Evolution in LTE
In cellular networks, the security architecture evolved in
continuation lane. In first generation wireless, hackers
could snoop in conversation over the network and also
could gain full access to the network [1]. In GSM (2G),
authentication algorithms were not very strong. Just with
little interaction with a SIM card (subscriber identity
module) could show the master security key[6] In UMTS
(3G) wireless, the authentication mechanism was
improved to a two-way process. Both the network and the
mobile user used encryption and integrity keys to create
stronger security. Also, some mechanisms were
introduced to ensure freshness of the integrity keys.
Which means if a key is broken ,the damage will only last
for a little period of time that is the validity of the key
will last just a short time then goes invalid[3]
In LTE (4G), just like UMTS’s transition from 2G,
further improvements were introduced. For instance , In
2G, a solitary unique ID was used on the SIM card, in 3G
and subsequently 4G LTE, temporary ID and further
abstraction was used so that there will be little or no
opportunity of intruder to steal identities. Another
mechanism to strengthen security in 4G was to add secure
signalling between the UE and MME (Mobile
Management Entity). Finally security measures were put
in place for interworking between 3GPP and trusted non
3GPP users [7].
The evolution and transition from 1G to 4G witnessed
significant security protection. However, analysis
indicates that the dual manifestation of operating an open
IP-based architecture as well as the complexity of
security hackers means that security issues remain a
matter of key concern in 4G network systems. Serious
attention need to be given to analysing security
challenges in 4G wireless and rapid development of
solutions for threat detection and extenuation[8]
1.

LTE Security Model

The figure below shows the authentication method of
LTE with step by step details[1]:
a.

b.

c.
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The authentication process starts by the
authentication server sending EAP (Enhance
Authentication
Protocol)-Request
/Identity
message to the supplicant or User Equipment
(UE).
The supplicant responses by replying the EAPresponse/Identity message containing the
identity message and NAI(Network Access
Identifier).
Upon receipt of the EAP-response/identity
message , the authentication server retrieves the

d.

e.

f.
g.
h.

i.

supplicant’s certificate from the certificate
repository.
The authentication server generates the EAPRequest/AKA-Challenge message using the
standard AKA way.
The authentication server sends the EAPRequest/AKA-Challenge message encrypted by
the supplicant’s public key to the supplicant.
The supplicant decrypts the EAP-Request/AKAChallenge message using its own private key.
The supplicant sends the EAP-Response/AKAChallenge to the authentication server.
The authentication server decrypts the
information using server’s private key and
verifies the EAP-response/AKA-Challenge
message using AKA algorithm.
If the message is correct, the EAP server sends
the EAP success message to the Supplicant.

Figure 3: Enhanced LTE Authentication process [1]
B. Security Evolution in Wimax
The IEEE 802.11 security issues were incorporated by the
Wimax group into IEEE 802.16 standards. It is stated that
as Wimax standard evolved from 802.16 to 802.16a to
802.16e, the requirement evolved from the line of sight to
mobile Wimax. The security requirements and standards
also evolved to address the changing demands.
The security features of the initial IEEE 802.16 standard
to enhance the IEEE 802.16e standard. The key new
features are listed as follows: (i) Privacy Key
Management Version2 (PKMv2) protocol. (ii) User
authentication is carried out using Extensible
Authentication Protocol(EAP) method (iii)Message
authentication is done using
Hash-based Message
Authentication Code(HMAC) or Cipher-based Message
Authentication Code (CMAC) scheme (iv) confidentiality
is achieved using Advance Encryption Standards(AES)[9]
In spite of this, the strength of security of 802.16e still
requires much more improvements as it is transiting to
802.16m standard. Over-the-air security remains a key
part of ensuring end-to-end network security in WIMAX.
While security architecture have been developed to
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mitigate against threats over-the-air, there are still a
number of associated challenges. An analysis shows that
the main challenge will be to balance security needs with
the cost of implementation, performance and
interoperability. Since Wimax uses IP
transport
mechanism in handling control /signalling and
management traffic, network operators will have to
defend against general IP security threats as well[4]
2.

WIMAX Security Model

Wimax standards defines medium access control(MAC)
for communication between the base station and the
mobile station, which consists of the authentication,
authorization and accounting (AAA), key management
and encryption. The Wimax can use any of these
Extensive Authentication Protocol (EAP)-authentication
scheme; Transport Layer Security (EAP_TLS) and
Transport Tunnelled Layer Security (EAP_TTLS)
protocol to do authentication. The EAP_TTLS protocol
which is mostly used, uses its security credential to
support establishment of secured connection in a roaming
environment and protect user credential [1]. Figure 4
below shows the details of the authentication processes.
Wimax uses privacy key management for securing key
distribution and synchronization between BS and MS
.Encryption comes in only when the key exchange is
successful, the BS uses the authorization key (AK) to
generate the Traffic Encryption Key(TEK).The TEK is
utilized for secure encryption of data across the wireless
link[9].

Figure 4: Wimax Authentication process[1]
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UE or eNodeB (viii) data integrity attacks (signalling or
user data) using replay[10].

B. WIMAX –MAC Layer security hitches
The IEEE 802.16 radio interface standard describes
several steps in order for a Mobile Station to establish
initial access with a Base Station. These steps are (i)
Scanning and Synchronization (ii) UL Parameter
Acquisition
(iii)
Initial
Ranging
and
Time
Synchronization (iv) Basic Capabilities Negotiation (v)
MS Authorization and Key Exchange (vi) Registration
with the Serving BS (vii) Connection Establishment. The
first five steps involve non-secure traffic. Thus, they are
prone to various attacks. The last two steps involve secure
traffic exchange based on the device authentication
standards of Wimax. There are various sources of
potential vulnerabilities in Wimax 802.16e [2 , 9 , 11].
Some of these sources include: (i) The fact that
management MAC messages are never encrypted
providing opponents an ability to listen to the traffic and
potentially gain access to sensitive information (ii) The
fact that some messages are not authenticated (no
integrity protection). Typically, a hash based message
authentication code (HMAC) is used as digest. However,
this is not used for broadcasts and a few other messages.
Simple forgery can affect communication between an MS
and BS (iii) weakness in authentication and authorization
procedures is an enabler for the BS or SS masquerading
threat. It is not easy to get the security model correct in a
mobile environment due to limited bandwidth and
computation resources (iv) Issues with key management
such as the size of the TEK identifier and TEK lifetime
are considered as potential sources of liabilities for
Wimax security[12]. There are four categories of attacks
at the MAC layer of Wimax, which are listed as follows;
(1) Service Degradation (2) Denial of Service (3)
Authorization vulnerability and (4) key management[4]
C. PHYSICAL Layer hitches.

V. SECURITY PROBLEMS OF 4G WIRELESS
A. LTE –MAC Layer security hitches
The best way of describing LTE security issues is to list
them in collections. The major issues considered here are
as follows:-(i) illegal use of user and mobile equipment
identities to access network services (ii) user tracking
based on the temporary user identifiers, signalling
messages etc. (iii) illegal access and usage of security
procedure keys to access network services (iv) malicious
modification of UE parameters (e.g. failure timers, retry
timers) to lock out an UE from normal services (v) wilful
tampering of the eNodeB system broadcast information
(vi) eavesdropping and illegal modification of IP packet
contents (vii) Denial of Service attacks launched on the
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Both Wimax and LTE are subject to two key liabilities at
the physical layer - Interference and Scrambling attacks
[13]. By deliberately inserting man-made interference
onto a medium, a communication system can stop
functioning due to a high signal-to-noise ratio. There are
two types of interference that can be carried out: (i) noise
and (ii) multicarrier [12]. Noise interference can be
performed using White Gaussian Noise (WGN). In the
case of Multi-carrier interference, the attacker identifies
carriers used by the system and injects a very narrowband
signal onto those carriers.
VI. CONCLUSION
In this paper, the study of 4G network evolution and
security challenges revealed that both LTE and
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Wimax[14] resemble each other in flat network
architecture, having pure IP architecture, high capacity
,wide coverage range etc. This study explains the
standards and evolution of 4G network. It analysed the
network architecture of LTE and Wimax .The
authentication process, security challenges and models of
4G network were discussed with more attention on the
MAC layer susceptibilities for LTE and Wimax. At MAC
layer Wimax is vulnerable to Denial of service attacks,
service degradation and key management, while LTE also
has its own set of susceptibilities which are location
tracking, bandwidth stealing and denial of service. But at
the physical layer, both LTE and Wimax are subject to
interference and scrambling attacks which are the major
problems in the physical layer. Because of the open
nature of IP base 4G network, there is an increased
likelihood of security attacks, and therefore, multiple
levels of security including the follow; Encryption,
Authentication, Authorization, frequent key refresh
(Cryptanalysis) and Address concealment Increased
should be applied frequently.

[5]
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Cognitive Radio: The Last Mile of New Levels of Interaction
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Abstract – Radio spectrum is experiencing a significant
demand from the emergence of wireless technologies to
support applications such as UMTS, WiMAX, LTE,
Bluetooth, UWB, IEEE 802.11b/g and EDGE. Due to poor
allocations and extremely low usage of the allocated
spectrum has become hindrance to the exploitation and
development of new wireless innovations. This reason has
called for deployment of cognitive radio for susceptible
interaction with these levels of radio access technology for
the enhancement of global spectrum utilization within the
heterogeneous radio environment. Implementing cognitive
radio will not only improve the usage but also relief some
assigned spectrum resources that are effectively in idle state.
This makes the spectrum regulatory bodies to review
policies in order to search for new innovative
communication technology that can examine and bring out
the spectrum in a more flexible and intelligent manner. The
concept of cognitive radio is proposed to sort out the
outstanding issues of unused radio spectrum and spectrum
efficiency within the wireless communication service. This
paper surveys and discusses the challenges facing cognitive
radio, the requirements for RF front-end components and
some functionality of cognitive radio such as spectrum
sensing, spectrum management and spectrum sharing.
Keywords: Cognitive radio, frequency-agility, spectrum
management, software defined radio, RF frontends

I.

wireless communication environment[2, 3]. Joseph
Mitola III and Gerald Q. Maguire who first officially
presented the idea of Cognitive Radio[4], define it as
“Cognitive radio is an intelligent wireless communication
system that is aware of its Radio Frequency (RF)
environment, and uses the methodology of
understanding- by- building to learn from the
environment and adapt its internal states to statistical
variation in the environment by making changes to
adjustable parameters, namely transmit power, carrier
frequency and modulation strategy, all in real Time”. It is
a technology with intelligence of dynamic sensing and
locating unused radio spectrum segment in a specific
frequency band. The unused spectrum can be used by
secondary user without inflicting interference in the
operations of primary user[5]. However, a large portion
of the assigned spectrum remains under utilize[6] as
illustrated in fig. 1.

INTRODUCTION

Nowadays, we need a mobile device that can dynamically
change it parameters such as bandwidth, frequency,
modulation for higher data transfer, responding according
to the user need[1]. During the second generation,
modulation technique for high data rate was not
considered for multi-media communication, but was
invented only for voice and text massages. With the
present and the future high demand of multi-media
communication, where service providers are willing to
give more priority to data communication than the voice
due to the arising needs from many users that aspire to
watch football match on their mobile phone and at the
same time engage on their businesses, shop online, pay
their bills online, do video calls with their families and
many more applications[1].
However, due to the demand of users, several radio
access technologies were increasingly invented such as
mobile WiMAX, WLAN, WMAN, W-CDMA, LTE,
Bluetooth, etc[2]. Frequency spectrum is limited couple
with the inefficient spectrum allocation and usage. The
inefficient usage of assigned spectrum by the primary
user makes it necessary to quest for a cognitive radio
solution[2]. Cognitive radio (CR) is a new emerging
technology that hold the key to make efficient use of the
underutilized radio frequency spectrum band in the
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Fig. 1 Spectrum usage[6, 7]

Cognitive radio is not something that can be implemented
in the near foreseeable future, but lot writings have been
put forward to address fundamental circumstances over
cognitive radio implementation. This paper discusses
some of the challenges that cognitive radio is facing and
some functionality which cognitive radio have to
implement to avoid interference with primary users such
as frequency agility (RF front end), spectrum sensing,
spectrum management and spectrum sharing.
II. CHALLENGES
One of the main challenges facing cognitive radio is the
high performance reconfigurable RF front-end (software
defined radio). To achieved cognitive radio, RF front end
need to be reconfigured in order to be capable of
supporting several radio access technology (RAT) and to
change its frequency and modulation according to the
user need. Therefore, there is need for holistic approach
on how efficient, tuning speed and size can the RF front
end such as antennas, filters, power amplifiers, low noise
-161-
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amplifiers, be when designing to work as re-configurable
system[1].
However, the general idea of software defined radio is to
shift as much as possible the analogue domain to digital
domain, that is analogue to digital converter (ADC) very
close antenna, but in the context of cognitive radio is not
possible, because cognitive radio will deal with several
radio access technology and the performance of this
technology is too demanding[6]. So also, the circuit space
area will be too large, because in a single device for one
access technology use only one power amplifier, one low
noise amplifier, one filter and adding another radio access
technology on top of the same device mean adding
another power amplifier, low noise amplifier and filter,
that is one for each radio access technology which leads
to high power consumption, dynamic range and large
circuit board size[3]. Therefore, cognitive radio design
requirements dictate the needs for reconfigurable devices,
both base stations and mobile phones must be
reconfigured so as to reduce the duplication of the devices
which can reduce the size of the circuit board. And hence,
to reduce the power consumptions[6].
The reconfigurable RF front end of the cognitive radio
design, must be design so as to be very efficient in high
tuning speed that
will change from one access
technology to another with less power consumption and
high linearity to handle different modulation standards[6].
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III. SPECTRUM SENSING
One of the main functions of cognitive radio network is
the ability to sense spectrum holes[7, 13]. Cognitive radio
has been design to be aware and be sensitive to the
changes in its domain[7]. Due to the sensitivity of
cognitive radio, it is able to adapt to it environment by
detecting specifically the spectrum holes at the link
level[7].
Spectrum holes can be detected efficiently with the help
of primary user detection within the communication range
of the network[14]. But, it seems not easy for cognitive
radio to be aware of the transmission scheme with which
primary user is based on and this leads to difficulty in
having access to training and synchronization signals for
the primary user transmission.[7, 13]. But considering the
fact that cognitive radio being an intelligent wireless
communication radio device[15] that is very much aware
of its environment and adaptability to detect the
underutilized primary user spectrum efficiently.
Spectrum sensing techniques are categorise as transmitter
detection, cooperative detection and interference-based
detection, figure shown below.

Fig. 3 Classification of spectrum sensing techniques
Fig. 2 Re-configurable RF Radio[8]

Therefore, software defined radio technology came with a
solution which is efficient and reasonably inexpensive to
overcome any pressing need. It supports multi-band,
multi-mode and multi-functional wireless systems that
needs to be improved by software upgrade[4]. One of the
applications of software defined radio (SDR) as
mentioned previously is that it is applicable for base
stations (BTSs) which is upgradable using any standard
frequency, the generic hardware system can be
incorporated[4, 9, 10]. For instant, moving from system
to system, new software can be uploaded and configure
with no hardware upgrade[4]. And the system on focus
for example can be upgraded from UMTS to HSPA or
WiMAX to LTE and so on depending on the upgrade
requirements[4].
Another interesting aspect of software defined radio
(SDR) is, it can be used as military venture called joint
tactical radio system (JTRS) where a single hardware
platform is employed by reconfiguring the software
application of particular frequency for different
communication purposes[11]. For example, during Iraq or
Afghanistan war where different countries formed a
coalition force to work together for one cause. Same
frequency band could be reconfigured on the radio for all
the military units of different countries to communicate
efficiently[12].
-162-

A. Transmitter detection
Transmitter detection is a non-cooperative detection
where cognitive radio is to differentiate the utilised and
unutilised spectrum bands and has the ability to know if
primary user signal is present in a certain spectrum
band[6]. The essence of transmitter detection is to detect
a weak signal of primary user through observation. Basic
hypothesis detection for transmitter can be used as
follows[13]:

H
 g[ x ]
f [ x]  
x  1,........, N 0
H1
hs[ x]  j[ x]
Where f[x] is cognitive radio received signal, s[x] is
primary user transmitted signal, g[x] is the additive white
Gaussian noise (AWGN) added to the front end channel,
h is the amplitude or complex gain of the channel and N
represents observational interval[7]. Hand s[x] are
achieved through convolution process. H0 denotes the
null hypothesis which means no presence of primary user
within the a certain spectrum and H1 also represents the
alternate hypothesis that certain spectrum band is
occupied by primary user signal[7].
Base on the hypothesis model, three spectrum detection
techniques are realised for a single system[16] for the
purpose of transmitter detection in the network. They
are: energy detection, matched detection and
cyclostationary detection.
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i)

Matched filter Detection

Matched filter is a method for optimal detection where
cognitive radio network detect primary user signal and
signal to noise ratio is maximised in the additive
Gaussian noise[17]. Due to coherence, matched filter
does not need much time to process high gain with the
need for primary user signal (modulation type and order,
the pulse shape and the packet format). The filter
performance result is not effective and un-accurate[7, 13,
15].
ii) Energy Detection
When receiver fail to gather adequate
information about primary user signal, unknown
zero-mean constellation signal can be detected
by the energy detection method and can be
applied to cognitive radios[6]. To determine
whether primary user signal is on spectrum,
energy detection approach is fit to measure the
energy of radio frequency or the receive signal
strength indication (RSSI)[13].
iii) Cyclostationary Feature Detection
This method of detection performance exit
energy detector in dealing with noise due to its
strong construction in the uncertainty of noise
power, but demand more time to process. It main
function is to characterize modulated signal to
cyclostationary level only if the mean and
autocorrelation of the modulated signal keep
repeating itself.[18].
B. Cooperative Detection
This method is used for detection of primary user by
incorporating multiple cognitive users. This method of
spectrum sensing can be executed using centralised or
distributed method[19]. The centralized method refers to
the role cognitive radio play in collecting information
from cognitive users in order to detect spectrum
holes[20]. Distributed method also refers to the situation
where cognitive users exchange observation for spectrum
detection[21]. This reduces the uncertainty in single
user’s detection by increasing the accuracy in spectrum
holes detection[7].

Fig. 4 Corporative spectrum sensing for two CR users[22].
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B. Interference-Based Detection
In this method, radiated power, out-of-bound emissions
and location of individual transmitter contributed in
controlling the interference at the receiver. For effective
interference measurement, interference temperature
model needs to be employed to compliment the
interference-based-detection method[7, 15].
Fig. 5 is an interference temperature model developed by
Federal Communication Commission (FCC) to ascertain
the existence of interference. The model used one
cognitive user and show how the interference disrupted
the service of a primary user while cognitive user could
not detect the location of the primary user[6].

Fig. 5 Interference temperature model[6]

IV. SPECTRUM MANAGEMENT
Spectrum sensing is part of spectrum management
significant challenges, but discussed separately, because
it is primarily on the physical layer and has many features
that require explanation in detail[23].
Spectrum management discusses decisions that cognitive
radio network is expected to be made for the best
frequency band[7] with QoS requirements over all
available frequency bands. Spectrum management is
considered to be a way of managing the usage of radio
frequency for optimum efficiency. So, spectrum
management functions apart from spectrum sensing
include spectrum analysis and spectrum decision which
are assume to be related to upper layer[13].
A. Spectrum Analysis
Cognitive radio network capitalized on spectrum analysis
to study the characteristics of all available spectrum holes
which their status change overtime. Analysis help to
obtain the best spectrum band to satisfy cognitive user
requirement[7].
Spectrum band information such as bandwidth and
operating frequency. It is however significant that
cognitive radio network recognize the effect of spectrum
parameters such as interference, path-loss, channel error
rate, holding time and link layer delay[7]. These
parameters that determine the quality of spectrum band
are explained as follows:
- Interference: The level in which some spectrum
bands are crowded than others is based on their
priority. The only spectrum band on use can
ascertain the channel interference characteristics.
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users through communication[26]. The
spectrum communication allocation solution
use this information to consider the effect of
the two different users sharing the spectrum
resource with negligible interference. In this
effect a protocol is needed that is supported
by the two networks to achieve
cooperation[25, 26].

Estimation of primary user channel capacity can
be done by the power of the cognitive user that
is based on the amount of interference of the
primary user receiver[7].
-

Path loss: Path loss has to be low for the
interference to also be low. The cognitive user
must maintain its transmitter power to avoid
increase in frequency[7].

-

Channel error rate: Error rate of the channel
solely depends on the type of modulation
scheme applied and the intensity of
interference[7].

-

Holding time: This is the period of time in which
cognitive user hold spectrum band before
interruption[7].

-

Link layer delay: Delays occur due to addition of
many headers of different link layer protocols
for different spectrum bands which result to
transmission delay[7].

B. Spectrum Decision
Spectrum decision can be taken as soon as spectrum
management requirements are met. This requirements can
be described as mentioned in the previous
paragraphs[24]. Best operating spectrum band is decided
after characterizing all the available spectrum bands and
in selection, user QoS requirements has to be put into
consideration for transmission such as the data rate, the
bandwidth, transmission mode and the delay bound.
When all the mentioned user requirements are satisfy the
decision will be set accurately without having
interference with the primary user[24].
V. SPECTRUM SHARING
Spectrum sharing is one of the challenging functionalities
of cognitive radio network in using licensed spectrum
band[25]. Sharing of spectrum between primary user and
secondary user can substantially help to solve the
problem of spectrum scarcity[25]. According to many
existing research works, secondary user can transmit
when primary user transmission strength is low, the
spectrum is presumably considered as unused. But this
can only apply to TV broadcasting[25]. However, in the
case of bidirectional scenario a secondary user transmit
while primary transmission is strong that existence of
secondary user transmission will not cause harmful
interference[7, 25].
Primary-secondary spectrum sharing can be based on two
conditions which are cooperative sharing and coexistent
spectrum sharing[25]. This has indicate the extent in
which primary users share with unlicensed secondary
spectrum bands[25].
i) Cooperative spectrum sharing: Cooperative
spectrum sharing can also be called
collaborative spectrum sharing[25]. It is
where the secondary user measure how
much interference it can share among other
-164-

ii) Coexistent spectrum sharing: Coexistent
spectrum sharing is a non cooperative
spectrum
sharing.
Describing
the
communication between primary and
secondary is not obvious and hence protocol
is not supported by both systems[25]. The
effect of coexistent sharing is less the usage
of spectrum sharing and to search for
solution the users introduced a trade-off for
minimal communication[26].
Cooperative and coexistent spectrum sharing have been
investigated through their throughput, spectrum
utilization and fairness. Based on the investigation in[27]
illustrated that cooperative spectrum sharing performance
outcome coexistent spectrum sharing.
VI. CONCLUSION
For years now, cognitive radio has been another area of
research, considering the fact that spectrum band remain a
scarce resource due to poor allocation and this slows
down creation of new wireless technologies. However
cognitive radio was suggested to work with the existing
licensed spectrum band networks to improve the global
usage within the heterogeneous radio interface. The
cognitive radio has to adapt re-configurability to interact
with all levels of radio technology. For cognitive radio to
be reconfigurable, software defined radio with tunable RF
front end was proposed. Different cognitive radio
functionalities also investigated to mitigate the effect of
transmitter interference characteristics towards the
licensed spectrum band network.
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Introduction to Femtocells
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Abstract-Mobile technology has evolved exponentially in
terms of contents and subscriber growth within the past few
decades. The evolution has come with it numerous value
added services that are delivered to customers via legacy
mobile communications networks that have little or no
services within confined areas, homes and offices. This
limitation together with high demands for services within
indoor environments, have thrown a challenge to mobile
operators and manufacturers to come up with solutions for
addressing the poor Quality of Service (QoS). The concept of
femtocells has been considered to be one of the available
techniques for improving the degraded QoS within indoor
environments. Femtocell is a compact portable low power
home base station that can be connected via home internet
access such as home digital subscriber line (DSL), fiber optic
broadband connection or any other available broadband
connectivity to extend and improve mobile signal reception
and also provide other wireless applications such as data,
movies and pictures transfer. This paper provides an
overview of femtocell technologies, applications and
deployment scenarios, for indoor environments that are
characterized by multipath and attenuation which affects
the performance of received signal hence degrading the QoS
available to customers. Security and handover within
femtocell are also addressed.
Keywords: Femtocells, Base Station, Quality of Service,
Handover

I. INTRODUCTION
Past decades have witnessed the evolution and rapid
growth in mobile cellular technologies. The demands for
more contents applications and services from consumers
especially within indoor environments present a challenge
to operators and stakeholders in the mobile world to look
for an efficient and cost effective ways of delivering these
contents with guaranteed Quality of Service (QoS)
irrespective of location and time. For instance, “As Smartphone Penetration Climbs, Current Networks Can Barely
Handle Incremental Data Traffic in Peak Times” [1].
Studies conducted in the past in Europe have shown a
phenomenal growth pattern in mobile traffic usage with
high percentage of mobile minutes occurring at home or
work [2]. A global survey conducted for femto forum by
Parks Associates 2011 in the US, UK, Germany, Spain,
China and Japan have shown a statistical variance in
terms of poor voice and data service quality while at
home amongst consumers within the surveyed countries
[3]. Similarly as in [4] it was shown that more than 50%
and 70% of voice and data respectively originate within
indoor environments. A femtocell is an inexpensive low
power access point that provides voice and broadband
services extension to homes and office environments [2]
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operating in a licensed spectrum with operator’s consent
[5]. Femtocells provide connection via residential Digital
Subscriber Line (DSL), cable broadband or other access
techniques to mobile operator’s networks [6,7].
Propagation path and inter floor loses makes indoor
coverage difficult [5].
As in [2] the attributes of femtocells include: Mobile
technology accessibility, operating in a licensed
spectrum, improved coverage and capacity. Other
attributes of femtocell are; internet-grade backhaul, price
affordability, ownership by the licensed operators and
easy management and organization [2].
Propagation loss due to multipath and reflections within
the indoor environments have contributed to low wireless
access coverage and this becomes worst when base
station is located far away from the mobile station [5]. To
carter for subscriber growth, as in [5] the mobile operator
need to: Analyses BTS deployment options, BTS range
and provide micro and pico cells. Deploying traditional
cellular BTS to serve both outdoor and indoor
environments is quite an expensive task and challenging
[5]. The primary aim design for mobile networks was for
mobility purposes only and are not designed to provide
robust home services but the pattern has significantly
changed with high demands for services with mobile
devices while stationary either at home or in the office
[2].Therefore the concept of femtocell has to be adopted
which did not only provide coverage and capacity to the
customer, but leverages outdoor public BTS’s traffic
loads [5]. A mobile device recognizing the presence of a
femtocell will register and informed the public BTS that
its communication will henceforth be via the home ISP
connection while freeing the resources it occupied on the
public BTS [5].
The remaining part of this paper focusses on femtocells
standardization, architecture, deployment scenarios and
handover. Other aspects that are also addressed include
security, interference, QoS and health and femtocell
challenges.
II. FEMTOCELL STANDARDIZATION
To have its way into the general market, femtocell must
comply with the existing standards that defined interfaces
to mobile and network devices and must also support
multi-vendor platforms to allow interoperability [8]. The
prominent standard deployment organizations (SDO) that
defined femtocell technology are [9] 3GPP and
Broadband Forum. The Small Cell Forum has further
categorized the bodies in to:
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A. 3GPP-Femtocell Standardization
For WCDMA femtocell, release 8 defines the
specifications for Home NodeB and Home BS. The LTE
femtocells Home eNodeB was also introduced but was
supported fully in release 9 specifications [3]. Release 10
provide an enhanced mobility for Home eNodeB and
defines new specifications such as interface between
femtocells access points (Iurh), self-optimizing
network(SON), selective IP traffic offload (SIPTO) and
local IP access (LIPA)[3].
B. 3GPP2
The specifications for femtocells were published in
March, 2010 and defined SIP/IMS as the core network
providing interoperability, enhanced system selection and
support local and remote IP access [3].
C. Broadband Forum
Broadband Forum released two versions of standards for
the femtocells technology specifications which are the
TR-196 (Femto access Point Service Data Model) and
TR-262 (Femto Components Objects) in April, 2009 and
November, 2011 respectively [3].
D. The WiMAX Forum
Femtocell Standardization was released in 2010 in
collaboration with femto forum (Small Cell Forum) that
incorporates support for larger access points, SON for
auto configuration. Residential, indoors and outdoors are
also supported [3].
There are some non-standard deployment organizations
which include the Femtoforum and Next Generation
Mobile Network (NGMN) [7].
III.

FEMTOCELL ARCHITECTURE

Small Cell Forum (formally the Femto Forum) is a
telecommunication body responsible for promoting the
adoption of femtocells, picocells, metrocells and
microcells otherwise known as small cells to enhanced
service and contents delivery by mobile networks [3].
Fig. 1depicts a simplified femtocells reference points
based on Small Cell Forum specifications. The femtocell
architecture supports some key requirements such as;
service parity, call continuity, security and selfinstallation/simple
operational
management
and
scalability [8].
The main components of femtocells architecture as
indicated in fig.1are:

Fig.1 Femto Forum Reference Points [5]
A. Femto Access Point (FAP)
The FAP is a primary node domicile within user
premises [7]. It is a hardware device emitting low power,
and is responsible for air interface connectivity to mobile
devices it also connects to the mobile core networks over
a secure tunnel [8] via residential broadband access
techniques as stated earlier [5]. The FAPs are designed to
support a number of mobile devices. Depending on the
types and applications and could be four or eight for
residential and small businesses respectively [5].
B. Femto Gateway (FGW)
The FGW interfaces the FAP via broadband IP access
network and it is responsible as in [5] for; signaling
protocol conversion and bearer channel conversion. The
FGW also serves as a security gateway protecting the
mobile networks from attacks. It interfaces the broadband
network via Fa reference and to core network via Fb-cs
reference [5]. Other reference points defined are; Fb-ps
for packet switched networks, Fb-ims for IMS network,
Fs and Fr for subscriber databases and Fm, Fg for FAPMS and FGW-MS respectively [5].
C. The subscriber database
The DB is responsible for storing customer’s identity
which could be used for identity set ups and provides
access to FAPs [5].
D. The management system
The MS provides two reference points for the
management of FAPs and FGWs, the Fm serves as a
reference point providing management capabilities to
FAPs and Fg for the management of FGWs [5].
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E. Femto Application Server (FAS)
FAS connects to the IMS network via Fas reference point
and is used for authentication and billing management
[5].

IV. FEMTOCELL DEPLOYMENT SCENARIOS
Fig. 2 shows an example of femtocell deployment
scenario; the femtocell is connected to digital subscriber
line (DSL) via home router [10]. Other network devices
in the home are also connected to the router via either
wireless fidelity (WiFi) or Ethernet [9]. Fig. 3a depicts a
scenario where both indoor and outdoor user are
connected via a macrocell base station while Fig. 3b
shows a joint macro-femtocell deployment scenario, the
femtocells serves the indoor user and the outdoor users
are served by the macrocell thereby reducing traffic
offloads on the outdoor base station and enhances
capacity of the cellular network [10].
V. FEMTOCELLS CLASSES AND APPLICATIONS
There are three classes of femtocells which include;
class1, class 2 and class 3 [2]. Class 1 was the first
generation of femtocells, it radiates about 20dBm of
power and is similar to WiFi access points and could be
used either for residential or enterprise applications
offering 4-8 voice channels together with data access for
residential and enterprise respectively [2]. This class also
supports both close and open access. Class 2 has higher
power than class 1, typically 24dBm and may support 816 users simultaneously [2], and finally class 3 which
offer higher power than both class 1 and class 2 and could
accommodate more users [2].

Fig. 2 An example femto deployment scenario [18]

The original idea for femtocells was to offer a profound
solutions for mobile capacity and coverage enhancement
within residential entities, however, though this remains
the primary core objective of femtocells other
applications deployments could be anticipated in the near
future [2]. As in [2] femtocells applications are
categorized into four:
A. Residential
Here femtocells are installed within home environment
by the end user giving him increased service delivery and
capacity coverage, the device in this category falls in
class 1 femtocells types [2]. The residential femtocells are
normally close access and restricted to close users only
[2].
B. Enterprise
Femtocells also find its way into enterprise application
offering small offices and business environments with an
improved voice and data access. Femtocells within this
category fall into class 1 and class 2 and offer additional
functionalities such as handover between femtocells and
integration with PBX and local call routing [2]. The
access could either be close or open and can be installed
and managed by the operator or the company’s IT experts
[2].

Fig. 3 a) Traditional macrocellular deployment; b) joint
macro-femtocell deployment [10]
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Apart from residential and enterprise applications, the
operator also uses the femtocell to improve services and
coverage issues within outdoor and indoor environments
[2]. This category uses all classes of femtocells and could
be installed by the operator or an approved third party
agent as directed by the operator [2].
D. Others
The last category has not been defined but could use all
classes and support customer needs, operator and
regulatory requirements [2].
VI. HANDOVER IN FEMTOCELL
As with other mobile technologies, handover in
femtocells is a necessity and a must for seamless
connectivity and mobility within the network [9]. Three
categories of handovers exist in femtocells as described in
[2, 5, 11, 12] hand in, hand out and inter FAP hand overs.
The hand in, macro-to-femto [2] or in-band [13] handover
is a process where a transfer of services occurs between
macro base station and FAPs as the user equipment (UE)
enters the femto zone or environment [2, 11]. Hand out or
out-band handover happens when a service access is
transferred to the macro base station as the UE leaves the
femto zone [11] while the femto to femto or inter femto
handover occurs when one FAP transferred or handover
services to one another [11]. Fig.4 depicts simple
femtocells handover scenarios.
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Looking from the continuity angle, the trust between
customers and mobile operators due to uncompromising
level of security has to always be maintained while
technology evolved without exposing them to treats or
attacks [2].The contained change of the new model within
the network architecture must ensure that the end
customers are protected against any kind of treats
associated with the new technology such as the femtocell
concept and the overall network security must not be
compromised [2]. Customer must also be protected
against spoofing or service theft and that service
availability has to be guaranteed [5].
The security issues as discussed above could be mitigated
via the following as in [13]:
A. IPsec
Use of IPsec or IP security which was standardized by
Internet Engineering Task Force (IETF) as a means of
providing security across internet has been adopted for
the femtocell concept. Fig.5 shows architecture of IPsec
tunneling protocol [13]
B. Femtocell Secure Authentication
This ensures that only registered femtocells are allowed
within the femto zone. The security authentication is
achieved via SIM card or X.509.

Fig.4 Handover scenario in femtocell network [11]
VII. FEMTOCELL SECURITY
One of the concern of any new technology for gaining
acceptance is how secured is the system, the security
importance in femtocells could be viewed from two
perspectives as in [2], that is from continuity and
contained change. The privacy of communication and the
integrity of data transferred have to be protected against
eaves dropping and message contents modifications [2].
School of Engineering, Design and Technology
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Fig.6 Security Architecture of a Femtocell [13]
C. Wireless link security
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The wireless link area is protected against unauthorized
access by making sure that the coverage area is within the
femtocell usage area.
D. Extensible Authentication Protocol
Another femtocell security measure is to use the EAP
which stands for Extensible Authentication Protocol
where IP protocol is not available. Details on EAP can be
found in RFC 5247 as defined by IETF.
VIII. INTERFERENCE IN FEMTOCELLS NETWORK
The coexistence of femtocells with other femtocells and
macrocell lead to interference within the femtozone due
to type of femtocell architecture, location and density
[14]. Different scenarios have been discussed in [14, 15]:
A. Scenario1
Single femtocell without overlaid macrocell. Normally
found in remote area and no interference from other cells.
B. Scenario2
Single stand-alone femtocells overlaid by macrocell. In
this scenario there is no inter-femtocells interference
since only the discrete femtocells are overlaid by
macrocell.
C. Scenario3
Multi-femtocells overlaid by macrocell. Here receivers of
microcells, macro UE, FAP and femto UE are affected.
D. Scenario4
Dense femtocells overlaid by macrocell. This type of
deployment scenario is the worth case because it
contained many femtocells within a small area. Similarly
as with scenario C, the receivers of microcells, macro UE,
FAP and femto UE are also affected.
IX. QUALITY OF SERVICE IN FEMTOCELL
Signal quality within femtocells network has to be
guaranteed to appeal customers and ensure end to end
network performance [5], some of the performance
metrics for measuring quality of service as described in
[5] include:
A. Delay
The delay is measured in milliseconds and indicates
average duration of packet across the network. Large
delay can lead to poor QoS especially for interactive
services such as voice and video.
B. Packet Jitter
Too much packet jitter across the network leads to delay
streaming and packet drops which could affect user
experience.
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C. Packet Loss
Sometime users can experience packet loss due to
network congestion.
D. Sequential Packet Order
Packet arrives at destination through different routes due
to network congestion and leads to packets arriving out of
order.
Some mechanisms are introduced to improve
performance of network and QoS such as resource
reservation, Diffserv and Integrated Service [5]
X. FEMTO HEALTH ISSUES
For any new mobile technology, one of the fundamental
concerns of public and regulatory bodies is the health
issues associated with the intending technology due to
radio frequency radiation. The International Commission
on Non-Ionizing Radiation Protection (ICNIRP) is
charged with the responsibility of defining the maximum
allowed safety limits on non-ionized radiation (NIR) and
has set a power density of 10 W/m2 as a limit for
frequency range between 2 to 300 GHz [16]. The power
density of 1.3 W/m2 has been recorded by FAP for a
10cm distance from direction of maximum radiation from
users; in actuality the user is located beyond 10 cm which
means that the radiation level is even lower than the 1.3
W/m2 [16].
XI. FEMTOCELLS CHALLENGES
Although femtocell deployment has started, there still
exist some challenges that need addressing. These
challenges as in [17] include:
A. Access Modes
Only registered mobile devices are allowed access within
femtozone, the presence of unregistered mobile devices
could interfere with the performance of femtocells. To
overcome this challenge, a hybrid access mode is applied
and carefully selected the number of allowed mobile
devices.
B. Mobility Management and Handovers
Indoor femtocell need no mobility management, but
femtocells deployed in a dense manner need to have
mobility management and handover capabilities in order
to keep track of neighboring femtocells and make a
handover decision.
C. Self –organization
Since femtocells are turn off and on at random, it needs
to able to support and handle self-configuration, selfoptimization and self-healing.
D. Timing & Synchronization
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Timing and synchronization present another class of
femtocell challenge that must be addressed to prevent
packet misalignment due to clock error and inter symbol
interference (ISI) due to synchronization error. Timing
error could be addressed by using an accurate crystal
oscillator clock, while the synch error could be mitigated
by using the backhaul Asymmetric Digital Subscriber
Line (ADSL).
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[4]
[5]
[6]
[7]

[8]

XI. CONCLUSION
Femtocell is a potential candidate cellular mobile
technology for improving the network and capacity
coverage at low price especially within the non-line-of
sight (NLOS) environments such as homes and small
offices as earlier mentioned. This paper has identified and
discusses various technology aspects of the femtocell
technology ranging from standards, network architecture
to health issues. The challenge is still there for convincing
consumers to go for additional expenses upon their
existing commitments on mobile broadband services. The
key players within the femtocells ecosystems have to
ensure amongst other things, affordability, security and
privacy protection of millions of anticipated customers.
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Exploring the Inherent Benefits of Deploying Adaptive Antenna Arrays Systems
in Mobile Communications
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Abstract - With the deployment of recent technological
advancement in the 3G and 4G networks on mobile and
satellite communications, the design engineer is faced with
the arduous task of providing viable systems with the
potentials to provide increased and sustainable performance
and efficiency, extended range of network coverage, reduce
multipath channel interference to the minimum and a
higher frequency reuse rate. The adaptive antenna array,
also called smart antennas or Multiple-Input MultipleOutput (MIMO) systems, provides us with a system capable
of optimizing the limited frequency spectrum and low cost
efficiency. Though first studied by L.C. Van Atta in 1959
and used in the military, it is relatively new in mobile
technological and satellite communications market. Smart
antennas find useful practical usage in Wireless Local Area
Network (WLAN) IEEE 802.11, GSM, CDMA systems and
more importantly Worldwide Interoperability for
Microwave Access (WiMax) systems using IEEE 802.16e.
In this research paper, a brief overview of the historical
development and evolution of adaptive antenna arrays will
be discussed; its applications, practical implementation and
the prevailing challenges in the current communications
market will also be to be addressed.
Keywords: Adaptive Antenna Array, MIMO, Multipath
channels, Beamforming, Challenges, Benefits, Algorithms

INTRODUCTION
Adaptive antenna arrays (AAA ) , which is a variant of
smart antennas, have been the subject of much discourse
in the early 1960s and 1970s since the invention of the
retro directive arrays by L.C. Van Atta in the 1950s. This
development resulted in the further works and took an
even more interesting dimension when S.P. Applebaum
released his classic report “Adaptive Arrays” . W.F.
Gabriel [1976] had defined the AAA as “a system
consisting of an array of antenna elements and a real-time
adaptive receiver processor which, given a beam-steering
command, samples its current environment and then
automatically adjust its element control weights towards
optimization of the output signal-to-noise (SNR) in
accordance with selected algorithm” [1], [2]. In other
words, it is an array of antennas which is able to change
its antenna pattern dynamically so as to maximize the
spatial dimension of the communication channel.
Exploiting the spatial dimension can be in the form of
palliating a number of signal deteriorating factors such as
noise, co-channel interference and multipath fading which
leads to an improvement in the signal link quality giving
rise to increased capacity of the network” . Unlike
conventional cellular antennas, which broadcast energy
over the entire cell, adaptive antennas are antenna arrays
that confine the broadcast energy to a narrow beam. The
-172-

concept is to adjust the radiation pattern so as to null out
the interferers, therefore increasing the directivity of the
beam [3]. Adaptive antennas an also track mobile users,
improving both signal range and quality. For these
reasons, smart antenna systems have attracted widespread
interest in the telecommunications industry for
applications to third generation wireless systems, WLAN
and more recently WiMax.

BASIC OPERATIONAL PRINCIPLES OF THE
ADAPTIVE ARRAY ANTENNA SYSTEM
The principle behind this system is to maximize the
antenna gain in the desired direction and by the
simultaneous placing of minimum radiation in the
interferer’s direction, thus improving the quality of the
communication link. This special ability of the adaptive
array antenna to perform spatial filtering both on the
transmitting and receiving signals is its major competitive
edge over other existing conventional arrays. The
fundamental principle of the AAA is to employ the
differences in the phases of each signal at the antenna
elements depending on the configuration of the array
elements and the direction from which the signal is
received. The received signals at each antenna elements
are then summed up through a digital beamformer [4]

Figure 11 Analogy of the Adaptive Antenna Array System
[3]

ADAPTIVE ARRAY ANTENNA BEAMFORMING AND ALGORITHMS
The term beamforming refers to an advanced signal
processing techniques used in shaping signals as it travels
through the transmitted medium. By shaping the signal,
beamforming determines the best path which the signal
should take to get to the receiving terminal. In a more
technical sense, beamforming is a spatial filtering
technique that creates a radiation pattern of the desired of
the antenna array by summing up the phases of the
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signals sent from each array element in the desired
direction and by nullifying the signal pattern in the
unwanted direction (direction of interferers) [[5], [6]].
Beamforming helps in increasing the number of users in
the system by reducing the sensitivity of the desired
signals to interference signals [yutaka]. There are
basically two types of beamforming, which are (1) switch
beam (conventional or fixed) beamforming and (2)
adaptive (phased array) beamforming. The adaptive
beamforming techniques and algorithms our focal point
of interest in this section.
In the adaptive beamforming technique, the weights
(phases and magnitudes) of the antenna elements are
changed to produce an optimized beam at the receiving
terminal [7]

Mobile Communications

convergence rate of RLS is faster than LMS. RLS
Algorithm is found to have minimum BER and error
signal magnitude, therefore it has been proved the best
algorithm for implementation on Base Station Smart
Antenna System [6] It has been revealed from different
simulation measurements that RLS gives best results. It
can be seen that BER is maximum for a single antenna
element and BER reduces by using smart antenna system
having Adaptive Algorithms .
The high error rate in single antenna element is due to the
fact that it would have to provide coverage to enhanced
number of users, which are much more than its capacity
so error rate increases. CMA is Blind Sequence algorithm
that does not require any training bits and it gives
relatively less BER. LMS is training sequence Algorithm
that requires reference signal to compare with input signal
so it lessons BER.
CONSTANT MODULUS ALGORITHM
This algorithm is a stochastic process that works on the
theory that interference causes a change in the amplitude
of the signal having a constant modulus. It has been
further modified by Agee by using a non-linear least
square method [6].

Figure 12A typical Adaptive Array Antenna system [8]

Several algorithm has been developed ever since the
concept of AAA came to limelight. The three most
commonly used algorithms are discussed below.
LEAST MEAN SQUARE ALGORITHM
The Least Mean Square (LMS) algorithm was discovered
in 1960 by Professor Widrow and it utilizes a gradient
based method of steepest decent to minimize the cost
function using weight filters at a given instance of time..
The LMS incorporates an iterative procedure that makes
successive corrections to the weight vector in the
direction of the negative of the gradient vector which
eventually leads to the minimum mean square error. It is
has the advantage of being easy to use and its
computation is less vigorous [6]
THE RECURSIVE LEAST SQUARES ALGORITHM
(RLS)
The convergence speed of the LMS algorithm depends on
the Eigen values of the array correlation matrix. In an
environment yielding an array correlation matrix with
large eigen value spread the algorithm converges with a
slow speed This problem is solved with the RLS
algorithm [Bahri, Susmita] , {Das, 2008, Smart antenna
design for wireless communication using adaptive beamforming approach} RLS algorithm involves more
computations than LMS, it provides safe side towards
main lobe and have better response towards co channel
interference. It has been revealed as well that
School of Engineering, Design and Technology
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RESEARCH CHALLENGES AND ISSUES
Every research undertaken in this field aims to alienate
problems or reduce to a minimal the effect as a result of
the astronomical increase in the demand of data on the
communication network. In attempts to solving these
issues arising such as increasing the capacity to allow
larger number of subscribers to be accommodated at
lower cost and sustaining the signal quality
simultaneously, the communication engineer must have
to overcome the following impairments or limiting
factors:
 Cost, size and life duration of batteries: It is
well noting that an almost 50% of power
consumption in a handset emanates from RF
components [malika]. So having multiple
antennas will results in an increment in the rate
of power consumption and therefore reducing
the battery life span. It is more expensive to
produce antennas with lesser power consumption
rate. More recently, it has become common
practice for companies to integrate the
miniaturized AAA as a component of the
electronics integrated circuits (IC) to save cost.
This technique has seen handsets with AAA
having a longer battery lifespan when compared
to those using conventional antennas; this is so
because the AAA situated at the base station
reduces the requisite transmission level of the
signals, therefore achieving antenna diversity
gain and nullifying gains Okamoto, [3].
 Antenna Physical Size: In the outdoor mobile
environment, large arrays consisting of 6 – 10
placed horizontally elements offers a more
reasonably gain. The number of array elements
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is proportional to the physical size of the antenna
and this sometimes looks robust and not
aesthetically pleasing to the eyes. Most people
would prefer to have less visible base stations
arrays. Many companies now deploy dual
polarization at the base stations and
incorporating the antenna on the RF electronics
Diversity: Antenna diversity is needed to tackle
the problem of multipath fading, delay spread
and
co-channel
interference.
Multipath
mitigations occur as a result of the different
paths taken by the transmitted signal to get to the
receiving antenna due to the reflection of the
transmitted signal by physical obstacles and each
signal arriving with a different phase. The delay
spread is the difference in the arrival time of the
different signals from the multipath paths taken
[8]. Nokia is said to be the first company to have
successfully deployed the AAA internally to
compensate for the change in antenna pattern
arising from the blocking of the mobile external
antenna by the hand
Complexity of Transceiver: The AAA needs
chains of transceiver to process the signals from
each of the array elements and accurate real time
calibration for the array elements [3].
Furthermore, as the number of array elements
increases, a more complex and very powerful
digital signal processor will be needed . AAA
are more more digital processing intensive than
switch beam antennas or conventional antennas,
and so tends to be expensive [4]
Standardization interoperability issues: Just
like the other smart antennas, the AAA
technology needs to be integrated in the
development of all communication standards,
unlike what was obtainable in earlier second
generation standards like ANSI-136 and IS-95
where it was not considered in their
development. To unleash the optimal potential of
the AAA, there is the need for a global research
to incorporate the AAA in all existing and
developing standards [3].

THE BENEFITS OF ADAPTIVE ARRAY
ANTENNA
It has been widely established that the AAA can improve
the link quality of a communication system by combining
the effects of multipath propagation. These numerous
benefits are discussed below:
 Improved range and coverage: This is
achieved by focusing the radiated energy into the
cell. The AAA employs collection of individual
elements in the form of an array they give rise to
narrow beam with increased gain when
compared to conventional antennas using the
same power. The increase in gain leads to
increase in range and the coverage of the system.
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Therefore fewer base stations are required to
cover a given area [Maliki]. It has been shown
that the adaptive antenna gain compared to a
single antenna element can be increased by an
amount equal to the number of the array
elements [4],
Increased Network Capacity: In densely
populated areas, interference from other users is
the main limiter in the system. This simply
means that the signal to interference ratio (SIR)
is greater than the signal to thermal noise ratio.
Research has shown that by deploying the AAA,
the SIR experiences a gain of 10 dB in urban
areas and a fivefold capacity gain for CDMA
systems. Capacity is increased by the mitigation
of interference and the precise control of nulls
quality combined to frequency reuse in reducing
the cluster size [4].
Interference Mitigation: Iwasokun (2010) had
showed that signal interference in mobile and
satellite communication networks can be
mitigated by the use of AAA and spatial filtering
technique. This technique has been used
successfully to eliminate uncorrelated or
interfering signals residing in the sidelobes. [9]
Improved Spectral Efficiency: The spectral
efficiency of a wireless network is the amount of
traffic a system having a certain spectral
allocation could handle. A simplified formula to
calculate the spectral efficiency is given in as:

(1)
As can be seen, it is obvious that an increase in
the spectral efficiency will amount to a decrease
in the number of cells per square kilometer. This
saves the operator a lot of money. A comparative
analysis of the spectral efficiencies for different
systems is shown in Table 1 below.
Air Interface

Carrier
Bandwidth

Peak User Data Throughput
Rate (kbps)
(kbpa)

Efficiency
(bits/s/Hz/cell)

Without Adaptive Antenna Array

IS95A
IS95C
CDMA2000
GSM
PHS
GSM

1.25MHz
14.4
100
1.25MHz
144
200
5MHz
384
800 – 1000
200KHz
13.3
15.2
300KHz
32
12.8
With Adaptive Array Antennas
200KHz
13.3
15.2

0.08
0.16
0.16 – 0.20
0.08
0.04
0.27

Table 1 A Comparative Spectral efficiencies for different
systems [10]





Signal Tracking: The AAA system can locate
and track signals (users and interferers) while
adjusting the antenna patterns dynamically and
maximizing the signal to noise plus interference
ration (SNIR) in the output.
Increased Security: It is more difficult to tap a
connection in an AAA system because the
intruder must have to positioned himself in the
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same direction of arrival as the user as seen from
the base station [10],
Reduction of Co-channel Interference: AAA
has the property of spatial filtering to focus
radiated energy in the form of narrow beams
only in the direction of the desired mobile user
and no other direction. In addition they also have
nulls in their radiation pattern in the direction of
other mobile users in the vicinity. Therefore
there is often negligible co-channel interference.
However, it must possess information
concerning the desired signal, such as the
direction of its source, a reference signal, such as
a channel sounding sequence, or a signal that is
highly correlated with the desired signal.[,
Salvatore, chris loadman]
Reduction of Handovers: With conventional
antennas, it is common practice to split cell’s
capacity when it is exceeded by the amount of
traffic, and each new cell created is assigned its
own base station and frequency assignment. This
increases the amount of handovers needed but
with the use of the AAA, there will be no need to
split the cells for the sake of capacity increase.
Which easily leads to fewer amounts of
handovers required [9]
Spatial information: This information can be
used to estimate the positions of the users at any
given time much more accurately than in
existing networks. Positioning can be used in
services such as emergency calls and locationspecific billing.
Increased Transmission Efficiency: The
deployment of the AAA at the base station
allows the base station to receive weaker signals
than an omnidirectional antenna. This means that
the mobile can transmit at a lower power and its
battery recharge period becomes longer, or it
would be able to use a smaller battery, resulting
in a smaller size and weight, which is important
for hand-held mobiles. A corresponding
reduction in the power transmitted from the base
station allows the use of electronic components
having lower power ratings and therefore, lower
cost [5] [7],
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Averting of Transmission errors: In an AAA
system, the conventional issue of bursts of
transmission errors associated with conventional
antennas using a fixed-mode transceiver when
the channel quality is low at any instance is
avoided. The adaptive transceiver simply
reduces the amount of bits transmitted per
symbol, and the loss during this period is
compensated by the transmission of a higher
number of bits per symbol during high periods of
high channel quality. This process results to an
improved signal quality
Furthermore, the AAA system is compatible
with various multiple access schemes such as
TDMA, CDMA, WCDMA, FDMA and WiMax.
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pp. 88-91, 2010.
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HOW TO CREATE A REFERENCE
References (taken from: URL: http://computer.org/author/style/refer.htm )
This special section consists of two subsections: sample formats and
general style. The first presents examples of most of the reference types
that arise in Computer Society publications. The second delineates the
policies and style principles underlying the formats. For Transactions,
see the section, "Transactions Department References" (compiled
January 2000, URL: http://computer.org/author/style/transref.htm ).
Sample formats
Article in a collection
A.J. Albrecht, "Measuring Application-Development Productivity,"
Programmer Productivity Issues for the Eighties, 2nd ed., C. Jones, ed.,
IEEE CS Press, Los Alamitos, Calif., 1981, pp. 34-43.
Article in a conference proceedings
In general, delete prepositions where the meaning is clear without them.
Use the ordinal symbol (2nd, 14th, 23rd) for annual conferences. If
available, include the conference initialism in parentheses--for example,
(ICDE 98)--following the abbreviated name of the conference.
M. Weiser, "Program Slicing," Proc. 14th Int'l Conf. Data Eng. (ICDE
98), IEEE CS Press, Los Alamitos, Calif., 1981, pp. 439-449.
Article in a journal or magazine
Use lowercase for vol. and no. Page numbers through 9999 do not
Require a comma.
I.E. Sutherland, R.F. Sproull, and R.A. Schumaker, "A Characterization
Of 10 Hidden-Surface Algorithms," ACM Computing Surveys, vol. 6,
no. 1, Mar. 1974, pp. 1-55.
Book
W.M. Newman and R.F. Sproull, Principles of Interactive Computer
Graphics, McGraw-Hill, Hightstown, N.J., 1979, p. 402.
M.A. Arbib, ed., The Handbook of Brain Theory and Neural Networks,
MIT Press, Cambridge, Mass., 1998.
CD-ROM
Place the term "CD-ROM" following the publication's title and
Preceding the publisher's name. For example, the format for a book that
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is available on CD-ROM is
W.M. Newman and R.F. Sproull, Principles of Interactive Computer
Graphics, CD-ROM, McGraw-Hill, Hightstown, N.J., 1979.
Dissertation or thesis
B. Fagin, A Parallel Execution Model for Prolog, doctoral dissertation,
Dept. Computer Sciences, Univ. of California, Berkeley, 1987.
M. Nichols, The Graphical Kernel System in Prolog, master's thesis,
Dept. Computer Science and Eng., Rensselaer Polytechnic Inst., Troy,
N.Y., 1985.
Electronic publication
L.P. Burka, "A Hypertext History of Multiuser Dimensions," MUD
History, http://www.ccs.neu.edu/home/home/lpb/mud-history.html
(current December 2000).
When formatting URLs, use the exact address supplied by the author.
For example, if the author uses the http://, you should include it; if the
author does not include the http://, or a www, and so on, do not add
these yourself. Not all addresses start with http:// (there are other
protocols that are also legitimate, for example, ftp://), and not all
addresses need, nor indeed do all work with, a www; since we are not
familiar with the addresses we must avoid incorrectly "fixing" the
author's info. If you recognize something as a URL without the http://,
the reader probably will, too.
Be sure to include all punctuation exactly as supplied (hyphens and
tildes, in particular, are very common in Web addresses).
Verify addresses you tag as URLs by copying and pasting them into
your browser and seeing if the string of text that is in your Word doc
actually goes where it should.
If the address must run across more than one line, follow these
guidelines:
Break only after a forward slash or a "dot" (period).
Do not split the double slash.
Do not split at hyphens, tildes, and so on, that are part of the
address.
Do not introduce hyphens to break words (be very careful about
this as Word may try to hyphenate automatically).
Separating the extension (for example, the html at the end) is
discouraged.
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Some examples using http://www.web-pac.com/mall/pacific/start.html:
Acceptable:
http://
www.web-pac.com/mall/pacific/start.html
http://www.web-pac.
com/mall/pacific/start.html
http://www.web-pac.com/mall/
pacific/start.html
Not acceptable:
http:/
/www.web-pac.com/mall/pacific/start.html
http://www.webpac.com/mall/pacific/start.html
http://www.web-pac
.com/mall/pacific/start.html
http://www.web-pac.com/mall/pacific/start.html
Discouraged:
http://www.web-pac.com/mall/pacific/start.
html
Newsletter
J. Butler, "CASE Outlook," System Development Newsletter, Nov. 1987,
Applied Computer Research, Phoenix, Ariz., p. 3.
Non-English source
Including original title:
A.N. Zhirabok and A.E. Shumskii, Electronnoe modelirovanie
[Electronic Modeling], Energoatomizdat, Leningrad, 1984 (in Russian).
Original title unprintable:
T. Nakayama et al., "NEC Corporation Develops 32-Bit RISC
Microprocessor," Nikkei Electronics, vol. 6, no. 12, Dec. 1995, pp.
111-121 (in Japanese).
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Patent
With information about patentee:
M. Hoff, S. Mazor, and F. Faggin, Memory System for Multi-Chip
Digital Computer, US patent 3,821,715, to Intel Corp., Patent and
Trademark Office, Washington, D.C., 1974.
Without patentee information:
Digital-to-Analog Converting Unit With Improved Linearity, US patent
5,162,800, Patent and Trademark Office, Washington, D.C., 1992.
Pending publication
Include as much information as possible about the article or paper,
including the name of the publication and date if known. If the author
does not know where the article will be published, use the phrase
"submitted for publication."
R. Lee, "New-Media Processing," to be published in IEEE Micro, vol.
16, no. 4, July/Aug. 2000.
G. Stein, "Implementing Cubist Structures," submitted for publication.
Personal communication and unpublished materials
These are usually not referenced because they are not available to the
reader. Authors who insist on attributing material obtained through
personal communication should identify the source of the information
in the main text (as Maria Youngblood stated during a conference
panel,...).
Standard
Recommendation ITU-R BT.601, Encoding Parameters of Digital
Television for Studios, Int'l Telecommunications Union, Geneva, 1992.
IEEE Std. 1596-1992, Scalable Coherent Interface (SCI), IEEE,
Piscataway, N.J., 1992.
Technical memo
"Requirements for Software-Engineering Databases," tech. memo,
Imperial Software Technology, London, 1983.
Technical report
With report number:
C. Hoffman and J. Hopcroft, Quadratic Blending Surfaces, tech. report
School of Engineering, Design and Technology
University of Bradford
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TR-85-674, Computer Science Dept., Cornell Univ., Ithaca, N.Y.,
1985.
Without report number:
E. Yarwood, Toward Program Illustration, tech. report, Computer
Systems Research Group, Univ. of Toronto, 1977.
Technical or user manual
Unix System V Interface Definition, no. 2, vol. 2, AT&T, Murray Hill,
N.J., 1986.
General Style
Author names
Use each author's initials and last name. Leave no space between
initials, but do leave a space between the period following the last
initial and the first letter of the last name: E.F. Codd.
If there are more than three authors for an entry, use the first author's
name and follow it with "et al." T.G. Lewis et al.
Titles
Capitalize the first and last words, and all nouns, pronouns, adjectives,
verbs, adverbs, and subordinating conjunctions. Lowercase articles,
coordinating conjunctions, and prepositions, regardless of length.
Example: Toward Better Real-Time Programming through Dataflow.
To make a source easy for researchers to find, use the title as it
originally appears. Do not add or remove hyphens, change words to
preferred spellings, or lowercase internal capitals.
For foreign-language references, provide the original title first,
followed by its English translation (if available) in brackets: Zur
experimentalen Aesthetic [Toward an Experimental Aesthetic].
For a complete treatment of titles, see Chicago 7.126-160.
Publications
Italicize names of books (including collections), magazines, journals,
newsletters, theses, dissertations, proceedings, manuals, and technical
reports. Use quotation marks to enclose names of articles, papers, and
technical memos.
Use an en dash to indicate multiple issue numbers, for example, vol. 5,
nos. 1-4. Use a slash to denote the issue for bimonthly publications, for
example, Aug./Sept. For quarterly publications, use an en dash to
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denote the issue, for example, Jan.-Mar. If the name of a column is
cited in the reference, use initial caps without quotation marks, for
example, Binary Critic.
After the name of a book, thesis, proceedings, or other book-like
material, list the publisher, the publisher's location, year of publication,
and inclusive page numbers if applicable. Delete Co., & Co., Ltd., S.A.,
Publisher, and Publishing Co.; retain Press. Where the publisher is a
university, add its location if needed for clarity, for example, Stanford
Univ., Palo Alto, Calif.
Do not include the editor's name for a conference proceedings unless it
is a carefully edited volume published as a regular book.
Electronic references
References to electronic repositories are acceptable in IEEE Computer
Society Publications, but are not the references of choice for formal
archival use. Wherever possible, replace such references with
references to printed material. However, when this is not possible, cite
the electronic address along with as much additional information as
possible. If the address itself becomes invalid in the future, the other
information may help researchers find the same document elsewhere on
the Internet. At the very least, a reference to an electronic source must
include the Internet URL and the most recent date the information was
accessed by the author citing the reference, for example, (current Oct.
2000).
When an electronic reference is being referred to simply to give the
reader a place to go for more information, instead of including it in a
formal reference list, it can be noted, perhaps within parentheses, in
running text. Because such references break the flow of the text, use
them sparingly and do not set them off in italic, boldface, or typewriter
font. If an article includes many electronic references, consider placing
them in a sidebar or a broken-out list.
When referring to various portions of a WWW page in text, use an
initial cap for the designated item. Do not set it off with quotes,
parentheses, or italics. Thus, a sample reference could be, The proper
way to search the page is to click on the Go button, or The text can be
found in the Publications section of the company's Web site.
When referring to hypertext links found on a Web page (the highlighted
underlined words), put the entire text of the link in quotes. For example,
Click on the "go here" link to reach the table.
When referring to URLs in a string of text, don't apply extra formatting.
Abbreviations
Use the following abbreviations in the titles of periodicals and when
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naming publishing institutions:
Am.
American
Ann. Annual
Assoc. Association
Bull. Bulletin
Comm. Communications (of)
Conf. Conference (on)
CS
Computer Society
Dept. Department (of)
ed.
edition, editor
Eng. Engineering
Fed.
Federal
Govt. Government
Inst. Institute
Int'l
International
J.
Journal (of)
Math. Mathematics, Mathematical
Nat'l National
no.
Number
Proc. Proceedings (of)
Rev. Review
Soc. Society
Symp. Symposium (of or on)
Trans. Transactions (on)
Univ. University
vol.
Volume
Drop the "on" from "Workshop on" constructions. When abbreviating
institution names, drop "of" except in "University of" constructions, for
example, Inst. Systems Research, Univ. of Wisconsin.
Locations
After names of cities, use the standard state abbreviations rather than
postal codes when identifying publisher locations. See the "Postal
information" section for a list of standard state abbreviations. Do not
list province or state names for cities outside the US and Canada.
Include the state abbreviation (see the "Postal information" section) for
all US cities except the following: Atlanta, Baltimore, Boston, Chicago,
Dallas, Denver, Detroit, Honolulu, Los Angeles, Miami, New Orleans,
New York, Philadelphia, Pittsburgh, St. Louis, Salt Lake City, San
Francisco, and Seattle.
For publishers located outside the US, list the nation after the city. Do
not include the nation for the following cities: Amsterdam, Athens,
Beijing, Berlin, Brussels, Budapest, Cairo, Copenhagen, Geneva,
Helsinki, Hong Kong, Jerusalem, Kyoto, London, Madrid, Mexico
City, Montreal, Moscow, Munich, Paris, Rome, Seoul, Shanghai,
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Stockholm, St. Petersburg, Sydney, Taipei, Tokyo, Toronto, Vienna,
and Warsaw.
References for proceedings should tell where an interested reader can
find the source, not where the conference took place. However,
including the conference location (in parentheses following the
conference name), often helps publishers distinguish among many
similarly-named conferences. If a proceedings did not use a traditional
publisher, provide the sponsoring organization and its location.
Include the department name for technical reports, technical memos,
and other material that may not be indexed in a company-wide or
university-wide library or by an abstracting service.
Dates
Include just the year of publication for books. Include the month and year
of publication for periodicals. If a periodical appears more frequently than
monthly, include the date with the month: 15 Mar. 1983. If a periodical
appears quarterly, use the season or issue number, depending on the
periodical's usage. If a periodical appears irregularly (several journals do),
do not use the month: vol. 16, no. 5, 1997.
Spell out May, June, and July; abbreviate the other months: Jan., Feb.,
Mar., Apr., Aug., Sept., Oct., Nov., and Dec. Use a slash for bimonthly
issues (Aug./Sept. 2000) and a hyphen or en dash for quarterly
(July.-Sept. 2000). Capitalize the names of seasons: Winter, Spring,
Summer, and Fall.
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TIPS FOR MAKING PRESENTATIONS
PRESENTATION STRUCTURE
An effective oral presentation should be structured accordingly:
1) Opening
Arouse your audience's interest
Demonstrate why the topic is important (ie: why they should listen to you)
2) Outline of Main Points
Provide one slide at the beginning of your presentation in the form of a table of
contents/agenda to show the topics you will be covering and the order in which
you will cover them.
3) Detail of Main Points
Follow the order of your outline
Limit the number of points you make, since listeners cannot process as much
information as readers can
Be clear when you are switching to a new point, since listeners cannot follow as
easily as readers can
4) Conclusion
Give a summary of your main points
5) Question Period (3 minutes at the end of each presentation)
Prepare yourself by thinking of possible questions and rehearsing answers
ahead of time.
Paraphrase or repeat all questions to be sure that you understand what is being
asked and that the audience has heard the question.
Keep everyone involved by speaking to the entire audience instead of just the
person who asked the question.
Answer the questions clearly and concisely without going off on rambling
tangents.
VISUAL AIDS
In order to help your audience concentrate on your presentation and understand what you
are saying, it is advisable to use visual aids. Such aids also add variety and interest to
your lecture, and help your audience to remember your presentation longer than they
would with words alone.
General Information for Slides
Use 1-2 slides per minute of your presentation, and 4-5 points per slide.
Use effective titles. Someone should be able to look at the slide and
understand its meaning without any explanation from you.
Be consistent with your headings and subheadings. Use the same font, size,
and colour throughout. Also use the same wording in your table of contents
slide as in your detailed slides. This makes your presentation easier to follow.
Use graphs rather than just figures and words. This makes data easier to
comprehend and retain.
Proof your visual aids for spelling mistakes!
Avoid wordiness. Use keywords and phrases only.
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Font
Use large font. The minimum font size you should use is 18-point type, and 24point font is even better.
Except for very short titles, capitalise only the first letter of a sentence or phrase
Choose a readable font. Serif fonts (those with extenders on the ends of more
letters) are easier to read from a distance than sans serif fonts. Times New
Roman is a serif font. Arial is a sans serif font.
Colour and Background
Use colour to serve a function, not merely to decorate. For example, colour can
be used to reinforce the logic of your structure (ex: title in one colour and text in
a different colour) or for emphasis.
The colour of titles and text should contrast sharply with the background colour.
Otherwise, your audience will not be able to read your slides.
Graphs and Charts
Avoid overly complex graphs and charts that will have your audience members
trying to understand the slides rather than listening to you.
Do not use unnecessary shading, borders, 3D effects or legends.
Preparation
The effort required to make quality slides will be wasted if they are not used properly.
Please take the time to practice your presentation with the visual aids so that you use
them effectively.
Learn to use the hardware. If you bring your own laptop to the conference, you
should know how to connect it to the LCD projector. If you are using the
conference computer, you should know how to load your presentation onto the
hard drive. If you are using an overhead projector, you should know which way to
place the transparencies onto the projector. You should also have your slides in
the correct order and ready to use.
Learn to use the software. If you are doing a PowerPoint presentation, you
should know how to change your slides forwards and backwards, use the pointer
function, etc.
Show only the chart/slide that you are discussing. Otherwise, your audience will
become confused.
Meter out the information on each chart. Your audience will always read whatever
is in front of them, regardless of what you are saying. Therefore, use a metering
technique to control what they see at one time. If using an overhead projector,
use a piece of paper to cover up the bottom information until you want it to show.
If using a PowerPoint presentation, program the slide to show one line at a time.
Practice your presentation so that you feel comfortable talking and changing
slides.
Again, if English is not your first language, please take the time to write your
presentation and have the grammar proofed by someone.
GENERAL POINTS
Practice your presentation so that you feel comfortable talking to your audience
and looking at your audience, not at a piece of paper. Notes are very important
to help you remember points and to keep yourself organised. However, you
should not be reading 100% of the time.
Out of respect for those who are listening to your presentation, please dress
School of Engineering, Design and Technology
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appropriately. Business dress is expected (suit, shirt and tie, or dress
shirt/sweater are acceptable). T-shirts, sandals and shorts are not acceptable.
ADDITIONAL INFORMATION
1) This guide comes from the INSTRUCTIONS AND INFORMATION FOR PRESENTERS
provided by IASTED Conference Organisers.
2) Please view the sample PowerPoint presentation at the Research Seminar Series Web Site
for more information.
3) Much of the information in this document comes from:
Munter, Mary. Guide to Managerial Communication. Effective Business Writing and
Speaking. 4th Edition. New Jersey: Prentice Hall, 1997.
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Please address all enquiries to:
John Purvis
EDT4 | School of Engineering, Design and Technology
University of Bradford | Bradford | West Yorkshire | BD7 1DP
Tel: 01274 234543 | Fax: 01274 234525
Email: pg-eng-enquiries@bradford.ac.uk
Website: www.eng.brad.ac.uk/PG_studies

