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FOREWORD 

This is the tenth workshop to be organised under the postgraduate programmes in electrical and 

electronic engineering (EEE). The workshop concludes the Research Seminar Series, which over 

the past twelve weeks has provided a platform for disseminating the latest research activities in 

related technologies through its weekly seminars.  

The EEE courses cover a broad range of technologies and this is reflected in the variety of topics 

presented during the workshop.  In total, forty-five papers have been selected for the Proceedings, 

which have been divided into ten themes, viz.: Security; 3G and Beyond; Smartphones and their 

Applications; Radio and Wireless Communications, and RADAR; Wireless Sensors; Transport; 

Networks; Nanoelectronics and Robotics; Computer Networks; and Green ICT.  

Over the past ten years, the Research Seminar Series has provided a snapshot of the research 

agenda. Early Proceedings addressed issues such as third-generation (3G) mobile and GPS satellite 

navigation, while in this issue, the importance of the green agenda and the influence of broadband 

mobile communications, smartphones and the World Wide Web are in evidence.  

The workshop aims to be as close to a ‘real’ event as possible. Hence, authors have responded to a 

Call for Papers with an abstract on a subject of their choice, prior to the submission of their final 

paper. This has been a novel experience for many, if not all of the contributors. As usual, authors 

have taken up the challenge with gusto, resulting in a collection of papers that reflects today’s 

research challenges and tomorrow’s engineering solutions.   
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Comparison between Wired and Wireless Network and Security Risk in 

Wireless Network 
 

Syed Waqar Ahmed 
University of Bradford 

 
Abstract-Now days the market for Wireless LAN and 

Bluetooth is rapidly increasing. Many of the industries are 

replacing their wired network by Wireless LAN and 

Bluetooth. Main purpose of this paper and research is to 

discuss the adaptability of Wireless LAN and Bluetooth in 

industries, whether it’s reliable as compared to wired 

network. For this we are using two different networks for 

stimulation, to compare the signal transmission of both 

wired and wireless network. 

As wireless technologies getting hold in the market every 

day but there is also some risk relating to Wireless LAN and 

Bluetooth networks. In this paper the discussion about 

security risks and threats will be highlighted. This paper 

will also provide some countermeasures against such 

threats. 

 KEY WORDS: Wired Network, Wireless network and 

Wireless network security. 

 

I.INTRODUCTION: 
 A network which allows people to communicate with 
each other without using wire can be called as wireless 
network[1]. It allows the people to move anywhere in 
wireless network coverage so it allow freedom of 
movement . As compare to this wired networks are in 
used for ages and movements are limited in it. wired 
network only cover the areas where wire can reach or  its 
quite expensive but its still in business, though its 
consider a bit safe as compare to wireless network. In 
wireless network there is a big issue of security. 
 

II. WIRED NETWORK: 
As we all know that wired technology are in used for 
centuries. Wired network got popularity when telephone 
networks introduced in to this world in early 90’s. Wired 
network is the basis of multiplexing and other networks 
like this. The data transmission is done by the metal in 
wired network and it is still one of the safest method for 
the transferring of data on earth.[2] 

 
 

III.WIRELESS NETWORK: 
Wireless  technology is also in used for quite long time, 
In early 1950’s it used to transmit Am or Fm to TV or 
Radio, army is using micro wave tower for ages. Mobile 
phones are the common examples of wireless network. 
The main problem of wireless network is this that it’s not 
consider as safe way of transmission data.[3] 

 
 

IV. COMPARISON OF WIRED AND WIRE LESS 
NETWORK: 

Lets take the example of computer connecting to a 
network , there are two ways by which a computer can 
connect the network i.e. wired or wireless network. 
Things which one should keep in mind while deciding 
network connection are, 
A.Setup: 
Wired networks are easy to install or setup as compare to 
wireless network. Wireless require configuring the router, 
and with wireless network if you are living in a building 
or hostel, on searching you will find dozens of other 
wireless network. 
 B.Speed: 
Wired network are faster than wireless network, you will 
never observe signal problem if you using wired network 
and in wireless sensor signal problems are really common 
which is one of the main factor of low speed. Ether net 
cables are much more reliable than wireless network. 
C. Ease: 
In terms of convenience wireless is far much better than 
wired network. Once the wireless network has been setup 
than it’s easy to connect to it any time, if you are in range 
of the network. It’s not easy to spread the wires in every 
part of house, apartment or offices, so wireless made this 
thing easy and it’s also saved the cost. 
D. Security: 
It’s the main and most important part of any network. 
Wired network consider much safer as compare to 
wireless network, In wired network if you want to 
connect than you need to connect physically with the 
router. In wireless network every one has access to the 
network which could cause a security problem, one can 
easily gain access to the system of others. 

 
V.WIRED AND WIRELESS PRINTER IN OFFICE OR 

HOME: 
Printers are considered as the most commonly computer 
accessories used in home and offices. A printer network 
could be wired or wireless network, in wired printer 
physically attached to the computer through a cable and 
in wireless it allows the persons to print remotely. 
A. Difference in hardware: 
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The hardware which wired or wireless printer used is 
totally different from each other, In wired network 
printers can easily be attached with the network with the 
help of ports, Nowadays most of the printers depend on 
usb or Ethernet cable to connect with the network. 
In wireless printer network, Printer usually used the built-
in wireless card or any other external device like dongal 
or wireless usb. In some case printer could be attached to 
the wireless hub by a wire. In wireless network all the 
computers can connect to the printer remotely. Nowadays 
printers with Bluetooth technology is also in market. 

 
B. Benefits of both networks: 
Wired and wireless network both has their own benefits, 
Like it’s really easy to setup wired network and it’s easy 
to protect it because in this all computers are attached to a 
printer physically by wire, In wireless network the people 
can send the documents to printer wirelessly from 
notebook, pc or even from cell phone. Wireless printers 
also saved the wire cost for business people. 
C. Disadvantages: 
Wired and Wireless network both has some drawback as 
well. In wired network due to use of wires ,sometimes its 
just create mess of wires and the second big issue is the 
mobility. In wireless printer network needs to have a 
router and the router is expensive and the wireless 
printers are also expensive. 

 
VI.WIRED AND WIRELESS INTERNET AT HOME: 

Basically networking means is to connect more than one 
computer or other devices with each other, one network 
can be in touch with other network. 
Lets talk about a little home network with one or two 
computer connecting each other by wired or wireless 
network. Such a little network let computer to connect 
with printer and other devices and if its using internet 
(Dialup services –DSL) ,they can share that as well. 
It’s easy to setup mixed (wired and wireless network) at 
home, to setup a network at home you just need some 
equipments to install and install the related software, after 
developing network its easy for the new computers or 
other devices to attach with the network. 
Wireless network use “hub”, it uses a central switching 
point, by using WAP(wireless access point) the other 
computer or devices can detect it and can get access to 
wireless network.[4] 
A.Wired and wireless network in industries: 
The idea of wireless network provides all the benefit 
which a traditional lan possess but wirelessly. In wireless 

network two mediums are commonly used i.e. infra red 
(IR) and Radio frequency (RF) but nowadays Bluetooth is 
also coming into business because this technology used 
2.4GHz frequency band and its the only unlicensed band. 
Wired network are traditional method and in used for 
centuries but now most of the industries are moving 
towards the wireless technology due to the advantages of 
wireless over cables, Some of the advantages are 
mobility, low cost, easy to install, save cabling cost and 
time and flexibility. The main disadvantage of wireless 
network is power consumption problem because power 
supply lines are not available everywhere. 

 
VII.WIRELESS NETWROK SECURITY: 

Let’s take the example of wireless Lan, wireless Lan 
works same as wired network does. In this part we will 
discuss about the wireless security and some safety 
measures. 
A. Eavesdropping: 
This is one of the big danger in wireless Lan that a person 
can eavesdrop on radio signal coming from station to AP 
which is responsible of Privacy of the data. It’s consider 
as a passive attack. let’s take an example of a person 
talking on a radio device with someone or he is sending 
information through radio to someone but if someone else 
has the same equipment or he is trying to catch the same 
frequency to listen the conversation or information, 
person can easily listen to it but as it’s a passive attack he 
can’t get in the way of conversation. 
B. Illegal access: 
Illegal access is also one of the major threat in wireless 
Network. In this attack a person pretends to be a legal 
user of network or disguise to get in a network by 
breaking the security shield, it’s consider as active attack. 
In this attacker or hacker can edit the information and can 
violate the privacy of a network, We can avoid this by 
implementing a authentication mechanism so that it will 
make sure that no other person can login to the network 
illegally. 
C. Jamming or interference: 
Interference is not consider as the biggest threat but it’s 
still consider as threat. Most of                                                                         
the time interference is unintentional. As we know that 
wireless lan use unlicensed band to   communicate so it 
can be easily disturbed by any electromagnet devices. 
     Sometimes the interference could be intentional, if a 
hacker or invader produce a strong      signal which can 
destroy the weak signal to wipe out the communication. It 
is called as jamming. The jamming are of two types, 
1.High power pulsed. 
2.Low power partial band jammer. 
D. Physical threat: 
Physical threat means if some one physically try to 
destroy the network by cutting the cables or trying to 
damage the wireless adapter etc. Wireless network is 
same like wire network ,its also depend upon the 
equipments like cables, wireless adapter etc and if some 
one try to destroy it like by damaging the cables so it 
would result in signal weakness and it could also effect 
the coverage of area. 
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The environment could also effect the equipment, for 
example wind, sun light, rain and snow. It could also 
effect by the way of handling the equipment. 
E. Safety measure : 
Wireless network use bandwidth to communicate with 
other devices, To make signal stronger so that there won’t 
be any problem in communication we need to have some 
safety measures. 
F. Wired Equivalent Privacy: 
It is used to provide basic security or basic authentication 
mechanism. It play’s a vital role in securing the network 
reliability and also to provide safe way for user to get into 
the network. It is a crucial element for securing 
confidentiality and integrity of on WLAN systems in 
addition to providing access control through 
authentication ( Mallick 2003 )[5]. 
G. Encryption:  
For encryption you need to have shared secret keys so 
that if you send any data you encrypt your secret key with 
it and it’s decrypted by the shared keys to get the plain 
text back by the receiver. There are two processes that are 
applied to plaintext data; one encrypts the plaintext and 
the other protects it from unauthorized modification 
during transition (Mallick 2003 )[6].  
The main problem which is still there is the key 
distribution. The thing is that wireless network uses same 
key for communicating to all stations, so it implies that a 
secret key would not be remain secret for long time 
because it is shared between numerous users. 
H. Authentication: 
Authentication is really important if  anybody wants to 
transfer secret or private information on any medium, 
wired equivalent privacy (WEP) works on two 
authentication systems i.e. 
Default open system: it means that all users are allowed 
to join and use  the network. 
Shared Key Authentication: In Shared key authentication 
,a key is distributed among all the  station and Wireless 
network. It is consider as the safest mode to transfer data, 
the keys which shared on network only works if 
encryption is enabled. In the case if encryption is disabled 
so the user will automatically start using default open 
system so if a user want to transfer some secret 
information than user should make sure that encryption is 
enabled so nobody can interfere in the communication. 
The main problem is this that the key which it use for 
authentication and with the same key it done encryption, 
so because of this the key could not be secure for long 
time. Its easy for a invader if it hacked shared key so than 
it can easily enter into the network and can destroy all the 
communication going or the attacker can easily edit the 
plain text(original message). There is one solution for this 
problem and the solution is to distribute a different keys 
to users, one key should be used for authentication and 
different key should be used for encryption. 
Comparatively, shared keyauthentication is the more 
secure mode ( Dubendorf 2003 )[7]. 
I.Infrared: 
Infrared(IR) is also one of the method to transfer data, 
Infrared use high frequency to transmit data but its lower 

than visible light. IR can be used for interference and 
jamming. Infrared is commonly used in security system. 
Therefore, IR systems are typically utilized for high-
security applications in enclosed facilities (Barken 
2004)[8]. 
J. Narrow band:  
Narrow band used to avoid the interference or cross 
talking. Narrow band transfer data through a specific 
range of frequency and it helps in keeping the signal as 
narrow as possible. 

 
VIII.WIRED NETWORK SECURITY: 

Maintaining a privacy or security in wired network is 
comparatively easy to wireless network, The computer or 
network is all secure when it’s not connected to wired 
network or either wireless network. As soon as it 
connects to the outer world through internet it comes in 
danger.   

 
 
 
  
 
 
 

 
 
A. Security Measures: 
To avoid a foreign threat first of all we should install 
firewall. Fire walls could be hardware, software or 
firmware. Firewall used to avoid or stop the foreign 
invader trying to enter in your network, could also check 
or stop the traffic leaving. 
To understand the concept of firewall let’s take the 
example of  Castle, the wall of castle provide security 
against the invaders. Firewall use different mechanism to 
provide the security. Access control list, Packet Filtering, 
stateful inspection and packet inspection/analysis. 
To make it more securer specially for e-commerce or 
business so that no one can gain access to important 
information except authorized persons. Let’s go back to 
example of castle, if you want to secure your castle from 
foreign attack ,you would built a strong wall or may be 
two walls so that foreign invader has to pass or break the 
both wall which will take some time and in the mean 
while you can take more security measures. Same in 
network ,if u want to make it much secure than you 
should use two firewalls. 

 
IX.CONCLUSION: 

As we know that wireless technology is growing so fast 
and it’s taking over wired network swiftly. The biggest 
advantage of wireless network is mobility, it provides 
freedom of movement, now it is commonly use in 
business or education sector but still wired networks are 
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in used, for example wired telephone connections are still 
common. Wired network provides better speed than 
wireless network and it is easy to secure. The biggest 
problem of wireless network is security, it is really hard 
to maintain the security because any person can gain 
access to wireless network easily unless there is a 
authentication mechanism to ensure the wireless network 
security.   
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Computer Crimes and Internet Security 

 
Ahmed Al Rajahi 

School of Engineering, Design and Technology   
  University of Bradford 

 

 

Abstract — In today’s era, other electronic devices and 

computers have become the most common tools in order to 

commit crime. They are also used by criminals to target 

crimes. On a global scale, increasing domestic and 

international criminal activities are based on using 

‘Internet’. On the other hand internet security is related to 

the security of the computer using internet. Internet has 

become the source of insecure channel for exchanging 

information that leads to elevated risk of intrusion and 

phishing. Likewise, awareness of the user considering 

computer security is very limited and such inadequately 

protected computers are vulnerable to such crimes and can 

be easily targeted by unauthorised users.  

    This paper would hence demonstrate different computer 

crimes possible and methods of internet intrusions used in 

today’s era to commit crime. This would help us understand 

on various methods used to protect computers and would 

brief us on user awareness related to internet security. Key 

crime legislation and issues faced in handling computer 

crimes would also be discussed as the government 

internationally takes action to prevent crimes.  

     In order to make this report understandable by the 

technical and non-technical audience, the report will cover 

basic information of both technical and non-technical 

concepts.  

 
Keywords— Computer crimes, Internet Security, Types of 

Crimes, Crime legislations, User Awareness, Challenges 
 

I. INTRODUCTION 

Over a few decades, there has been a rapid growth of 
internet, internet protection, computer crimes and their 
prevention methods. Therefore, in today it has become 
important and significantly challenging to protect one’s 
own computer systems from people who are looking to 
perform crimes with the help of internet and computer 
systems, as the internet today delivers much more 
advanced information due to the growing technology 
(Paul Hunton, 2009).  

Internet is a provider of real-time active interaction, that 
importantly alleviate global opportunities like speedy 
communication, enables socializing, helps share 
information and other data’s, banking, buy and sell 
goods, and a wide range of business activities, 
information and other services  (Paul Hunton, 2009). 
Statistics reveal that global acceptance of internet is an 
average of 60% considering only households having an 
access to internet (Eurostat. Internet Usage, 2008). On the 
other hand in USA it is about 70% (IWS, 2009). To add 
to this globally internet users are estimated to be 1.4 
billion worldwide that includes mobile and other 
handheld devices and other resources that require internet 
(IWS, 2009). Therefore it is understood that as 

technology advances and becomes apparent so does the 
opportunities for criminals alleviate for their undesirable 
behavior (Bryant R, et al., 2008).Apart from the criminals 
other unscrupulous individuals are also prone to exploit 
the opportunities that internet and computer offers due to 
large scale global freedom on the internet and advances in 
computer technology.  

Computer crimes are catastrophic in nature and are very 
annoying. A case of spying that is computer driven might 
at times bring ravaging losses to national security. 
Likewise a company can go out of business in case of any 
commercial theft. These computer crimes are all targeted 
for various communities as we can call them for eg: some 
of the cracker’s prank may not cause any damage 
considering users but may severely attack a game 
company or other computer users some kind of 
disturbances. Similarly, to cite another eg: some of the 
pranks are made to cause social or political hazards and 
others are focused at businesses of highly professional 
criminals. There is one peculiar thing about suck crimes 
as certain crimes can be bifurcated as full-fledged crimes 
or some could just be ignored or some could be 
considered as pranks; perhaps this all depends on the 
motive of the attacker on how severe does he want to 
harm the user or organization. 

Talking about categorizing crimes, it can be categorized 
into several sections. Firstly, we could divide them into 
who actually committed the crime, secondly what 
motivation did they have in their minds while committing 
the crime (e.g. professional criminals who could be 
looking for financial gain), thirdly we could also look at 
the way crime had been committed (e.g modifying the 
software etc).  

II.  TYPES OF COMPUTER CRIMES 

Now, we shall look into different types of computer 
crimes that are common in today’s era.  

- Hacking: In simple terms hacking means illegal 
violation into computer systems that too without 
the permission of the owner of computer or it 
could also be the user. This could help the 
hacker extract personal information such as files, 
software or manipulate personal data’s of the 
owner/user causing damage to the computer 
based property. Their important goal is to gain 
complete access to the computer hacking so that 
they can delete, edit or even synchronize any 
files or directory. They generally are known to 
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try their skills on easy targets and then later 
target more professional sites after few of their 
simple attacks. Hackers have been employed by 
many of the renowned organization in order to 
get complete access on the computer. 
Considering an organization these hackers use 
their hacking skills to find faults in company’s 
security systems which could help them repair 
quickly. Hacking also prevents certain serious 
identity related crimes. There are various 
methods in which hacking can be done; one such 
way is to hack one’s password. The other way is 
to email a program to users that run 
automatically when clicked on the sent link or 
attachment, in these way hackers can install a 
program on the computer giving way to access 
the computer.  

Another method is IP spoofing: This method is a 
creation of internet protocol packets which 
means creating a fake IP address which would 
help cover up the identity of the sender 
(Hacking).  

- Virus Dissemination: These are very simple to 
understand as this malicious software is the one 
that binds itself to other software. E.g. virus, 
worms, Trojan horse is all examples of 
malicious software. These type of viruses can 
either spread themselves or would be passed out 
by users unknowingly or intentionally. A 
computer virus can also be considered as 
biological virus as it passes from computer to 
computer. These viruses can be started on event-
driven effects or could be time-driven effects or 
can also occur randomly.  

- Software Piracy: These are purely based on theft 
of software that has been illegally copied from 
genuine programs. In other words this could be 
distribution of products that has been copied 
from the original. This crime has let down on the 
retail revenue as it created a big loss worldwide. 
Legally all users are permitted to create a back 
up file to restore important software’s but it is 
illegal to pass it to friends and colleagues. 
Software piracy is very hard to be stopped due to 
companies launching more and more lawsuits 
against major infractor. Common methods of 
piracy include counterfeit software, soft lifting, 
hard-disk loading, corporate software piracy and 
internet software piracy. One of the uncommon 
methods that has been used today is called as 
shareware, this basically tries to stop people 
from copying and apparently it depends on 
people’s honesty. This software allows everyone 
to share programs and software’s instead asks 
the users to pay a particular registration fees to 
the author directly.  

- Credit Card Fraud: This is also a very simple and 
commonest form of fraudulent nature in today. 
Simply just type the credit card number into 
www page off that is the vendor for online 
transaction. In case electronic transactions are 
not secured then the credit card numbers can be 
easily stolen by hackers. They can misuse the 
card information by impersonating the credit 
card owner. This method is used by most of the 
people as it saves in a lot of time.  

- Phishing: is said to be a criminal fallacious 
process that attempts to access sensitive 
information like that of usernames, passwords 
and other credit card details. This is done by 
impersonating as a trustworthy entity in an 
electronic environment. 

 

Fig 1: Table above represents computer security attributes 

This is far different from hacking as phishing intends to 
pull out confidential information for a major cause like 
phishing information from the bank or any institutional 
account holders by misleading them. There is a tactic for 
cheating people when it comes to phishing as it is carried 
out via e-mail or instant messaging which asks the users 
to type in confidential details into a fake website that 
looks identical to the legitimate one. The common 
websites that are spoofed commonly are those which are 
the sites which are well established like Paypal, MSN, 
Yahoo, BestBuy and are likely that common users would 
be able to identify that the site has been spoofed. Like the 
secured site they also have secured messages which 
would pop up when users access the website making it 
difficult for common users to identify. E.g. Phishing email 
‡ ” From:*****Bank 
[mailto:support@****Bank.com] 
‡ Sent: 08 June 2004 03:25 
‡ To: India 
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‡ Subject: Official information from***** Bank 
‡ Dear valued***** Bank Customer! 

For security purposes your account has been  
randomly chosen for verification. To verify your 
account information we are asking you to provide us 
with all the data we are requesting. Otherwise we will 
not be able to verify your identity and access to your 
account will be denied. Please click on the link below 
to get to the bank secure 

‡ page and verify your account details.  
Thank you.  
https://infinity.*****bank.co.in/Verify.jsp 

‡ ****** Bank Limited” (Computer Crimes) 
 

- Spoofing: One of the category of spoofing has 
already been discussed earlier i.e IP spoofing. It is 
basically getting one computer on a network in 
order to pretend having identity off another 
computer. This generally is done with the one that 
has special access privilages, so that it can gain 
access to other computers that are on network. 
 

- Net Extortion: This can only be done to a big firm 
or an company to rack them for huge amount by 
coyuing the company’s confidential data. 

 
III.  METHODS OF INTERNET INTRUSIONS 

 
As we have seen all the types of computer crimes, it is also 
important to look at the measures taken in order to curb the 
crime.  
 
Firstly method of encryption is the best and important tool 
for protecting data in transit. This method works by 
translating the language; which means plain text i.e. 
readable is translated into chipher text (coded language). 
This method would thus help the receipient decrypt the 
data by converting it into plain text again using some 
private key that is suitable. Decryption can only be done by 
the person who possess the information on private key as 
no one else can gain access to data’s unless they are aware 
of the key. 
 
Encryption method is very vital in wireless 
communications as wireless circuits are very easy to tap 
than their hard counterparts. This method is thus very 
useful in carrying out sensitive and important transaction 
like credit card purchases online or exchange of 
confidential information within an organization amongst 
departments.  
 
Firewalls: These are walls which are created to block 
certain intruders from attacking the computer either from 
being leaked or accessed. This would only help let out 
information in the computer that is recognized and verified 
by one’s system. The system needs to be registered prior to 
getting access to the particular site or data. These firewalls 
can be compared to physical firewalls that work by 
protecting the fire spreading from one area to another.  
 

Digital Signature: One can easily encrypt messages.  One 
has to have two keys, one the users will have easy access 
which is the public key and the other one is the private key 
which is used to decrypt the messages.  Unless it is 
decrypted, the messages will be received in scramble form, 
which means without the right software; both the users will 
not have readable material available on the computer.  
 
Synchronization Passwords: Voice, figure print 
identification and biometric recognition etc which helps 
assign passwords and pass phrase of users who have used. 
 
The above methods described can only to a certain extent 
protect our computers but cannot assure that they are the 
apt methods to completely prevent crimes from occurring. 
Apart from crimes associated with computer there are 
possible crimes linked to internet. Internet also occurs quite 
frequently due to the wireless network and other 
communication mode. Internet security is also another 
branch of computer security itself as discussed prior, but 
the only thing is this security is related to internet alone. 
The main objective is finding a way out to protect against 
attacks over internet.  
 
Internet is an insecure channel for transferring information 
that leads to high risk of intrusion or fraud. Several 
methods have been used to prevent the transfer of 
information and data that also includes encryption.  
 
The figure 2 below summarizes threats associated with 
internet and computer. Most of the methods of protection 
have already been discussed earlier; perhaps there are some 
of them linked to Internet. They are  
 

- Network layer security: IP can be made secure by 
using cryptography. This method has been created 
in order to secure communications on the internet. 
These include SSL and TLS for web traffic, PGP 
for email and IPsec for network layer security.   
 

IPsec has been designed to protect 
communication in a secure manner that too by 
using TCP/IP. These are set of security 
extensions providing security and authentication 
at IP layer using cryptography.  

Secondly e-mail security is very vital for all 
individual. This requires thorough understanding 
of how messages have been composed, delivered 
or stored. These involve multiple steps to protect 
it completely. It begins right from composing a 
message and sending it which is then 
transformed into a specific format called as the 
Internet Message Format. All of this requires us 
to understand and imply computer language in 
order to acquire proper algorithms or protection 
for our mails.  
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Fig 1: summarizes threats associated with internet and 
computer 

 

Thirdly pretty good privacy (PGP) helps give 
confidentiality by encrypting messages that is to 
be transmitted or files that are required to be 
stored by using encryption algorithms. 
Encryption has already been discussed 
previously. E-mails can be protected using 
cryptography in several ways like: 

Sign an email message to ensure its integrity and confirm 
the identity of its sender.  
Encrypt the body of an email message to ensure its 
confidentiality.  
Encrypt the communications between mail servers to 
protect the confidentiality of both the message body and 
message header (Jatin.R JAin). 
 
Firewalls as described are devices that control the access 
between networks. This can be implemented either as a 
hardware or software, sometimes in the combination of 
both. All messages that enter or leave the internet would 
have to pass through firewall which would audit each 
message and blocks those messages if found harmful or if 
it did not meet the specified security criteria. There are 
various firewalls used like application gateway, circuit-
level gateway, packet filter, anti-virus, anti-spyware etc.) 
These mentioned firewalls works similarly, perhaps have 
got differencing in implementing them.  
 
Apart from understanding computer crime and internet 
security it is as well important to bear in mind the Federal 
and State Legislatures regarding these crimes. Federal 
government has listed a number of laws importantly ones 
that leave the legislature up to their respective state. 
 
All states have three different approaches towards these 
crimes 

- Manipulating existing laws by adding new 
concepts: 

like, combining computer-based crime to frauds 
in general. This has been the most common 
practice at Ohio (United States of America).  

- Secondly, set up new definitions and offenses in 
order to manage these crimes as they are 
discovered.  

- Thirdly, nothing at all. This includes some laws 
against computer crimes especially unauthorized 
access etc but these lack legislature.  

- Other federal legislature deals with criminal 
infringement of any copyright material that has 
been modified in order to include electronic 
means of replicating and circulating. 

 
 

IV. CONCLUSION 

Lastly to conclude this research would showcase not only 
various cyber crimes but also the importance of 
legislating policies which are very important for 
preventing cyber crimes. Also since IT doesn’t have any 
boundaries it is important that all countries corporate 
together for preventing crimes. 
 
This project would summarize by stating 5 steps to 
protect computer and internet (Jatin.R JAin). 

- “It is important to install a computer Internet 
security program to completely remove all traces 
of your personal information. - - Secure Clean 
meets the US Department of Defense data 
removal standards and is trusted by major 
fortune 500 companies and government 
agencies.  

- Install antivirus software and update it 
regularly.  

- Scan all e-mails and attachments for viruses, 
filter out spam, and beware of e-mails asking for 
personal information for any purpose. Install 
anti-spyware software. Install a firewall to block 
unauthorized access to your computer” 
 
Hence internet security should be people’s prime 
most important aspect in order to prevent threats 
and attacks. 
 
Appendix  

  

Here is the act that has been enacted by the UK 
government. 
1(1) A person is guilty of an offence if: 

– a) He causes a computer to perform any 
function with intent to secure access to 
any program or data held in a computer; 

– b) the access he intends to secure is 
unauthorized; and 

– c) he knows at the time when he causes 
the computer to perform the function 
that this is the case. 

• 1(2) the intent a person has to commit an offence 
under this section need not be directed at 

– a) any particular program or data 
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– b) a program or data of any particular 
kind; or 

– c) a program or data held in any 
particular computer. 

• 1(3) a person guilty of an offence under this 
section shall be liable on summary conviction to 
imprisonment for a term not exceeding six 
Months or to a fine not exceeding level 5, on the 
standard scale or both. 

• 2(1) a person is guilty of an offence under this 
section if he commits an offence under section 1 
above ("the unauthorized access offence") With 
intent 

• a) to commit an offence to which this section 
applies; or 

• b) To facilitate the commission of such an 
offence (whether by himself or by any other 
person) and the offence he intends to commit or 
facilitate is referred to below in this section as 
the further offence. 

• 2(2) this section applies to offences 
• a) for which the sentence is fixed by law; or 
• b) For which a person of twenty one years of age 

or over (not previously convicted) may be 
sentenced to imprisonment for a term of five 
years (or in England and Wales might be so 
sentenced but for the restrictions imposed by 
section 33 of the Magistrates Courts Act 1980). 

• 2(5) a person guilty of an offence under this 
section shall be liable 

• a) on summary conviction, to imprisonment for a 
term not exceeding six months or to a fine not 
exceeding the statutory maximum or both; and 

• b) On conviction on indictment, to imprisonment 
for a term not exceeding five years, or to a fine, 
or both. 

• 3(1) A person is guilty of an offence if 
• a) he does any act which causes the unauthorized 

modification of the contents of any computer; 
and 

• b) at the time when he does the act he has the 
requisite intent and the requisite knowledge. 

• 3(2) for the purposes of subsection 3(1)b above 
the requisite intent is an intent to cause a 
modification of the contents of any computer 
and by so doing 

• a) to impair the operation of any computer; 
• b) to prevent or hinder access to any program or 

data held in any computer; or 
• c) to impair the operation of any such program 

or the reliability of any such data. 
• 3(3) the intent need not be directed at 
• a) any particular computer; 
• b) any particular program or data or a program 

or data of any particular kind; or 
• c) any particular modification or a modification 

of any particular kind. 
• 3(4) For the purpose of subsection 1b above, the 

requisite knowledge is knowledge that any 
modification he intends to cause is unauthorized. 

3(5) it is immaterial for the purposes of this 
section whether an unauthorized modification or 
any intended effect of it of a kind mentioned in 
subsection (2) above is, or is intended to be, 
permanent or merely temporary. 

• The bill’s critics charging that it was introduced 
hastily and was poorly thought out.  

• intention is difficult to prove 
• the bill inadequately differentiates “joyriding” 

crackers from serious computer criminals 
• The Act has become a model upon which several 

other countries have drawn such as Canada, 
Ireland 
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Abstract- The rapid growth of internet use in both public 

and business sector has created a high demand of data 

security and privacy. Privacy and Security both are the 

prominent essentials in communication of data. Network 

Security Protocols are used to provide assurance of 

reliable and guaranteed communication. These protocols 

provide protection to data and communication during 

transit. Cryptography is the most communal tool that is 

used to protect data during transmission across network. 

Different algorithms and procedures are used in 

cryptography to encrypt data, so it is unreadable for 

unauthorized users.  

Network Security Protocols are having so much 

importance because to ensure secure and reliable 

communication, it is necessary to protect the 

communication data from attackers. These attackers try 

to eavesdrop, hijack exchange networks and do some 

modification in the message during transit.  

This paper will describe user security protocols and 

network security protocols. User security protocols such 

as AAA, EAP and network security protocols including 

TLS (Transport Security Layer), SSL (Secure Socket 

Layer) protocols, secure IPSec, PPTP and L2TP. These 

protocols are used at different layers of OSI model and 

have their unique properties and pattern of information 

transmission and data security.  

Keywords: Security Protocols, Network Attacks, AAA, 
NAS, Authenticator, CSM Module, Authorization, VPNs, 
Tunneling Protocols, GRE, Encapsulation, IPSec.  

1 - Introduction: 

As there is an exponential progress in communication 
technology and networks are doing interaction by 
transferring information, the network security is 
becoming a very alarming issue. Network security 
means the technique of minimizing the vulnerability of 
the network core or the information contained in it. It is 
infeasible to provide hundred percent securities to 
protect systems but there are some techniques and 
protocols that can be serviceable to accomplish 
reliability and keeping privacy during transit of 
confidential information.  
Protocols are the set of rules that are followed by both 
communicating parties for data transmission. Security 
protocols are the formats that are determined to 
exchange the pieces of information and data. Security 
service is also a very common term used in 
communication, which is used to protect the 
communication between two end users form different 
attacks like attacks of identity identification, attacks on 
the services and also attacks on the information that is 
shared between two entities.  
Today the network communication of information is 
more secure and reliable as compared to exchanging 
the paper documents because different security 

techniques (Cryptography, firewall and Antivirus 
software) are used for security purposes. Security 
Protocols are formed by using different security 
mechanisms and after formation these protocols are 
used as security service providers.  
Network Security Protocols are basically divided in 
two categories: 
 1 - User Security Protocols   
                2 - Network Security Protocols [6]   

2 - User security protocols: 

User security protocols are required to provide proper 
services and mechanisms to the user in order to give a 
secure platform that they can send their credentials to 
the security server. These protocols mostly support 
user credentials such as password, login and digital 
certificates. Common user security protocols are: 

� AAA(Authentication, Authorization, 

Accounting) 

� EAP (Extensible authentication Protocol) [3] 

2.1 - AAA (Authentication, Authorization and 

Accounting Protocols):     

As the name (AAA) demonstrates the characteristics 
and functionalities of AAA protocols. RADIUS and 
Diameter are commonly used AAA protocols. These 
protocols perform three actions during transit session: 
Authentication, Authorization and Accounting. [3] 

• Authentication means the process of user 
identification, by matching its corresponding 
credentials with existing database such as 
password, digital certificates, phone number 
and login.  

• Authorization refers whether the authenticated 
entity is authorized for the access of the 
service or not.  

• Accounting means cost collection from the 
user for the provided service and available 
resources. It can be prepaid or postpaid 
depending upon the agreement of supplicant 
and service provider.  

2.1.1 - RADIUS: 
RADIUS is used for communication between Network 
Access Server (NAS) and AAA Server. Common 
applications of RADIUS are WLAN/Bluetooth, 
UMTS, VPN authentication, GSM authentication and 
secure web site access and Dial-in (Modem Pool 
authentication). RADIUS model is basically a Client-
Server in which the client has to send a request for the 
server to process. There is a major flaw in this model is 
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that it does not generate any error message for the 
wrong credentials. This problem was later removed by 
using peer-to-peer model. [3, 6] 

 
Figure 1 - Client-Server Model - [6] 

 

2.1.1a - Network Access Server (NAS): 
 

Network access Server is an independent computer and 
its functionality is just like an independent service 
provider. It is used to render services of connection 
between user and Radius server. It furnishes much 
secure transit because there is NAS between supplicant 
and RADIUS, so unauthorized users cannot access 
RADIUS directly. [2] 
RADIUS server consists of two different sub servers: 
Authentication Server and Accounting Server. 
2.1.1b - Authentication Server 
As the Network Access Server receives Request 
(Access) from the supplicant, it forwards a request for 
authentication of supplicant to the RADIUS server and 
authentication process gets started. There is NAS IP, 
port number authentication Mechanism type, username 
and password of supplicant.  
RADIUS server starts searching the existing database, 
containing the lists of the credentials of the authorized 
users and shared secret used by them.  
Once the user is validated and the authentication 
requests get to the server, it then decrypt the data 
containing the credentials and validate the authenticity 
to the network and reply with (Access-Accept packet). 
If the password does not match reply will be (Access-
Reject packet). [11] 

 
Figure 2 – RADIUS Communication Packets-[6] 

 

2.1.1c - Accounting Server 
 

Accounting starts when the Network Access Server 
sends the Accounting-Request to the RADIUS server. 
The packet of this request contains the Acct-Status-
Type attribute, which provides the user’s information 
and the type of the service that will be used accounting. 
After the termination of the accounting session, 
Network Access Server again sends an Accounting-
Request to the RADIUS server. This request packet 

also contains the same Acct-Status-Type, enclosed 
with the same information. The RADIUS server sends 
an Accounting-Response to the Network Access Server 
indicating the return of accounting request. [3] 
 

2.1.1d - Packet Format: 
 

Table 1 – RADIUS Protocol Packet 

� Identifier (1byte): It matches replies and 
requests. 
 

� Code (1byte): This field differentiates among 

the types of the RADIUS packets. 

� Length (2bytes): It defines the total length of 

the packet. 

� Authenticator (16 bytes):  It is for 

authentication of the reply from RADIUS 

server. 

� Attribute Pairs (Variable): This field is the 

combination of three sub fields. It 

demonstrates the attributes of RADIUS 

packets, the Length shows the packet length 

of attributes and value field contains the 

specific information about the attributes.  

2.1.2 - DIAMETER: 
Diameter is also used for communication between 
Network Access Server and remote AAA server. It is 
better than the RADIUS that’s why it is known as 
Diameter. It has the same structure and format as in the 
RADIUS but it is free from all the deficiencies that are 
vital in RADIUS protocol. It was designed as a base 
protocol that could be extended easily for backwards 
compatibility and permit new access methods. 
Diameter performs two different functionalities 
simultaneously by using two different components:  
                  1- Diameter base protocol           
                  2- CMS (Cryptographic Message Module) 
[6] 
Diameter depicts the elementary message formatting, 
Attributes Variable Pairs, hop-by-hop security, proxy, 
error reporting, etc.  Safety features like digital 
signatures and encryption are provided by CSM 
module of Diameter. [9] 
 

 

 

 

 

 

 

 

          

Code(1byte) 

        

Identifier(1byte) 

           

Length(2bytes) 

Authenticator (16 bytes) 

Attribute  Pairs (Variable) 
Type(1byte) Length(1byte) Value(variable)  
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Figure 3- Diameter Base Protocol - [6] 

 
Figure 3 describes the physical structure of Diameter 
protocol. The node of the Diameter can notify and 
handle the internal faults of a peer. Diameter uses TCP 
and SCTP for providing different transmission 
functionalities. As windowing is the characteristic of 
SCTP, so the number of packages can be restricted by 
AAA servers and the clients can handle the traffic by 
distributing load of traffic to the other servers. [9]   
TCP/SCTP both provide undeviating services and all 
the nodes retransmit the unacknowledged frames of 
data to avoid incorrect retransmission of data. 
TCP/SCTP both are connection-oriented, both provides 
the functionalities of flow control and also provides 
mechanisms to avoid congestion. [6] 
2.1.2a - Packet Format: 
 

 
Table 4 - Diameter Packet Format – [13] 

 

� Version: It indicates the version of protocol. 
� Message Length: It describes the total packet 

length and the length of the header of the 
Diameter. 

� Flags: There are different flags for different 
purposes. R=1 is for request, P=1 is for proxy, 
E=1 means the protocol error exists. T is for 
potentially retransmitted message and last 4 
bits are Reserved and set as 0. 

� Command-Code: It for number of users and 
can be further extended. 

� Vender Id: This field specifies applications for 
which the message is applicable for. 

� Hop By Hop Identifier: It matches the 
requests and their responses. 

� End-to-End Identifier: It identifies the 

duplicate messages. 
� Attributes Value Pair (AVPs): This field 

contains complete information of the 
attributes as: 
Vendor Id, AVP code and AVP Length [6] 

 

2.2 - Extensible Authentication Protocol: 
 

EAP is one of the best authentication protocols. It 
provides multiple authentication methods and does not 
postulate internet protocol because it directly operates 
over data link layer. Basically it is used with 802.1x for 
encapsulation of packets. In Extensible Authentication 
Protocol there are three entities in communication: 
 

• Supplicant that needs the network access. 

• Authenticator or Network Access Server 
(NAS), that provides network access to the 
supplicant after request.  

• Authentication Server, it has all the credential 
of supplicant.  

 

There are four types of frames of actions in Extensible 
Authentication Protocol: 
 

� Frames of the Request for Credentials of 
supplicant. 

� Frames of Response from supplicants 
containing its credentials. 

� Success Packet from Server for network 
access.  

� Failure Packet from Server.  
 

First of all request is generated by authenticator (NAS) 
to the supplicant to send its credentials for 
authentication purpose. After receiving the request, 
supplicant give response by sending credentials to the 
NAS. If the supplicant is authenticated, the success 
packet is sent to supplicant from authenticator and it 
can access the network (supplicant is authorized). 
 If the information provided by the supplicant does not 
match the existing database, the failure packet is sent to 
the supplicant and it cannot connect with the network, 
means supplicant is unauthorized. [4] 
 

2.2a - Packet format 
 

Packet format of Extensible Authentication Protocol is 
simple and its fields are as follows:  
 

        Code 

       (1byte) 
                          
Identifier 
                          

     Length 

    (2bytes) 

             
                        Types 

                       (1byte) 

 

Type   Data  
                         

 

Table 1 - Packet Format for the Extensible 

Authentication 

� Code (1 byte): The code field distinguishes 
whether the packet is the request or response. 

� Identifier (1 byte): Identifier matches the 
frames of response and request.   

� Length (2 bytes): This field of the packet 
shows the total length of the packet. 
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� Type (1 byte):  It indicates the type of the 
request and response. 

� Type Data (variable): This field varies with the 
request type and the corresponding response. 

Following table shows the rudimentary types of EAP 
as its official authentication mechanisms: 

 

 Table 2 – Types of EAP - [12] 

3 - Network security protocols: 

Network Security protocols are used to control the data 
congestion when it sends through public networks. 
Data security protocols include: 

• Point-to-Point Tunneling Protocol     (PPTP) 

• Link Layer Tunneling Protocol         (L2TP) 

• Transport layer security protocol      (TLS) 

• IP Security                                        (IPSEC) 

• Secure Socket Layer                         (SSL) [6] 
 

3.1 - Point-to-Point Tunneling Protocol: 
 

This protocol is used in VPN (Virtual Private Network) 
for the creation and maintenance of tunnel between 
client and server. IP datagram’s are encapsulated by 
using PPTP and transmit over the internet. Point-to-
Point protocols are used in LAN-to-LAN network 
communication.  [6] 
 
 

          
Figure 5 - Transit by PPTP Tunneling - [6] 
 

The tunnels of PPTP must be authenticated and its 
payload can be encrypted and compressed. MS-CHAP 
and EAP-TLS are commonly used for encryption in 
Window 2000 requires. PPTP based Virtual Private 
Network uses EAP, CHAP, and PAP for 
authentication. [6, 11] 
 

3.1a - Packet Format: 
 

 

Table 4 – Point-to-Point Tunneling Protocol Packet - [6] 

 
� Data-Link Header: It is the header of 2nd layer. 
� IP Header: IP header is added on 3rd layer.  
� Generic Routing Encapsulation (GRE): GRE 

is used for the encapsulation. GRE packet 
contains the sending data. Encapsulated 
packet wrapped up into some other protocol 
and transmit over  tunnel by using the public 
network (such as internet)  

� Encrypted PPP payload: It is the data coming 
from the upper layer.[6] 

 

3.2 - Link Layer Tunneling Protocol (L2TP): 
 

It uses two protocols one is PPTP and the other one is 
Layer 2 forwarding protocol. PPTP encapsulates the 
frames of PPP and transmit these frames over 
Asynchronous Transfer (ATM), IP and frame relay 
networks. [6] 
 Private LAN-to-LAN is very communal application of 
L2TP and it can also used as a VPN protocol on the 
internet. It supports encryption and compression. 
Windows 2000 uses IPSec to encrypt data in L2TP 
packets.  
 
For the tunnel maintenance and tunneling of data L2TP 
uses UDP packets over IP internetwork. L2TP tunnels 
uses EAP, PAP and CHAP protocols for authentication 
of the user as these are used in PPP. [2, 6] 
 

3.3 - Transport Layer Security Protocol (TLS):  
 

Figure 6 elaborates the actual working of Transport 
Layer Security Protocol. There are two fundamental 
objectives of Transport Layer security protocols, one is 
privacy of communication and the other one is data 
integrity between end to end communicating 
applications. [5] 
 

3.3.1 - TLS record protocol 

 
It is at the top of TCP. Symmetric Cryptography 
approach is used for the encryption information and 
separate keys are generated in all connections for 
encryption. 
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Figure 6 - End-to-End Communication by using TLS 

Protocol – [13] 

 

3.3.2 - TLS handshake protocol 
 

 All the connections are dependent on secret negotiated 
by TLS handshake protocol.TLS handshake, first of all 
negotiates for key exchange by using different 
asymmetric nature algorithms like RSA. TLS uses 
different protocols in order to build secure connections 
for communication such as HTTP, SMTP and POP3. 
 

3.4 - IP Security (IPSEC): 
 

IP security protocol is basically a combination of a 
general framework and different security algorithms 
and procedures which are very important to allow 
communication among two communicating entities. It 
has so many applications over internet such as 
communication link over internet between two offices 
of a company, used for establishing intranet concavity 

within two partners through remote access. It is very 
much supportive in the security of electronic trade. [6] 
Five main security services are provided by IPSec are:  
 

• It provides guaranteed Data Integrity. 

• Authentication by using credentials of user. 

• Mechanisms against replays. 

• Provides mechanisms and procedures for 
Access control. 

• Mechanism for Traffic control confidentiality. 
[6] 
 

It provides three basic functionalities including: 
 

• Authentication 

• Encryption 

• Key management by Internet Keying 
Exchange. 

 

 IPSec consists of two types of connections: 
 

1. Transport mode 
2. Tunnel mode [6] 

 

3.4.1 - Transport mode 
 

In transport mode two hosts are connected by using 
peer-to-peer communication and no data encryption 
mechanism is required. Transport mode is much faster 
mode of connection.  
 

 
 

Figure 7 – Transport mode of IPSec over Internet – [6] 

 

3.4.2 - Tunnel mode 
 

In Tunnel mode two entities are connected by using 
gateway and it uses IPSec header for encapsulation of 
IP packet. It encrypts the packet as whole including 
header as well and it is slower as compared to 
Transport mode. 
 

 
 
                 Figure 8 – Tunnel mode of IPSec over Internet 

– [6] 

 

3.4.3 - Packet Format: 
 

 

                         

Table 5 – Packet format of IPSec Protocol 

 

� IP datagram: It consists of IP header and data 
comes from TCP and UDP protocols layer.  

� Encrypted Data: This data may be encrypted 
data that comes from upper layers. 

� IP Security Trailer: It is newly added trailer 
that is added by IP Security protocol. 

 

3.5 - Secure Socket Layer (SSL): 
 

It is used for the secure communication over the 
internet.  Companies create the public and private key 
to communicate with their authorized users. After 
completion of the verification process, a certificate is 
issued to the user that identifies that user is an 
authorized user to the network. This connection will be 
made on a special port and setup will be only for SSL 
connections. There may be some problems in SSL 
communication process: 
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• If the Public key is expired then it will be a 
problem. 

• If some domain that is requested by the public 
key and it is not present that is also a problem.  

• If the server does not trust the client or the 
client does not trust the server, in both cases 
connection will be terminated. [5] 

 

Conclusion and Recommendations: 
 

This research paper presents the functionalities, 
properties and packet structure of network security 
protocols. These protocols provide pretty secure and 
reliable pathways of authentication and authorization 
of the supplicants during the transit. In this fast 
growing world of technology security mechanisms are 
the demand for these networks. We can't find any proof 
that any service or network is 100% secure till date, but 
overall, all the security protocols that are being used 
provide us with well beyond satisfactory results and we 
can expect to see the same kind of improvement as the 
technology advances. This advancement comes at a 
cost and posses a big challenge for the researchers. It is 
the age of wireless and satellite communications and 
millions of dollars, countries securities are always at 
stake and can be compromised, if only one 
transmission gets hacked. That is why companies and 
governments spend a handsome amount on their data 
security to prevent the irreversible consequences.  
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Abstract- Recent advancement in Science, technology and 

digital image processing have led to considerable attraction 

in Biometrics Technologies. Every individual has specific 

biological characteristics; with the help of these 

characteristics we can recognize that individual by using 

biometrics technologies. The need for biometric technologies 

arrived due to extensive failure in the field of security, 

corruption and fraud cases in central and local 

governments, military and law enforcing agencies etc. Many 

multinational companies, emigration departments and 

worldwide business groups are implementing biometrics 

technologies to monitor high security zones, avoiding frauds, 

keeping all recorded data up-to-date and improve service 

qualities.  

Biometrics technologies consist of face recognition, voice 

recognition, hand/fingerprints recognition, retinal 

recognition and iris recognition etc. A biometric system 

consists of five different basic components. SENSOR senses 

the object, collects the information and converts into digital 

form. Digital form of data passes through DIGITAL 

IMAGE PROCESSING module,   which forms biometric 

images. Biometric images are then sent to an 

INFORMATION STORAGE DEVICE. Then AN 

ALGORITHM compares the new image with the formats 

stored in the system. Finally a DECISSION MAKING is 

done in response. 

(Keywords: Recognition, Identification, Biometrics, Iris, 

Fingerprint, Facial, Retina) 

 

1- HISTORY 
 
History of biometrics shows that origin of science did not 
start at a particular point. Different methods were being 
used by different nations in order to identify distinct 
objects. 
Biometric technology did not start in twenty first century; 
its use was started thousands of years before. We will 
discuss some brief history of biometrics in the following 
paragraphs. 
Biometric technology was first time used by China in late 
14th century. The first type of biometrics used in China 
was finger printing, according to a report by Joao de 
Barros a great Portages historians. 
Barros quoted that adult children were differentiated  
 
By the Chinese businessperson with the help of stamps 
made by children’s foot and palm impressions on paper. 
This method of identification was the oldest way ever 
used, and this method is also being used in today’s world.  
Biometric technology was not only used by Chinese 
initially, but rays of this technology also reached to rest 
of the world. In the late 18th century biometric 
identification was totally dependent on “photographic  
Memory” A French scientist and a police official in Paris, 
Alphonse Bertillon, gave the method of identification of 

serious crimes by criminals and later on they termed 
biometrics as a vast field of studies. 
Bertillon introduced a method of measuring multiple 
bodies and afterwards it was named as Bertillon age. This 
technique was also used by many law enforcement 
agencies in other part of the world. But unfortunately it 
came to know that similar behaviors can be seen in 
different individuals and two or more individuals can be 
considered as one When Bertillon age failed, then law 
enforcement agencies, and police officials started 
adopting finger printing, which was introduced by 
Richard Edward Henry of Scotland Yard, and this was 
the same method which was used by Chinese in 14th 
century, and this method is still prevailing in today’s 
world [1].  
In early 20th century, research on biometric was done at 
University College London by Karl Pearson, an expert of 
applied mathematics. He came across with discoveries in 
biometrics field and studied arithmetic history and 
correspondence, which later on he applied this study to 
animal progression. 
In 2001, facial image of hundred thousand spectators was 
recorded by video cameras at Super bowl in Florida. In 
this way, fans were checked by electronic means in order 
to avoid any terrorist activity. This method proved to be 
very successful as no suspected culprit was detected. 
After 9/11, immigration officials installed biometric 
technology on airports in order to identify suspected 
terrorists, they installed biometric face identification 
technology, but at some airports this technology could not 
be installed to high cost of examination structure [2]. 
In 2005, British subway and a double-decker bus were 
attacked by terrorists. After these attacks British law 
enforcement agencies started using biometric facial 
recognition technology and video cameras to identify 
suspected terrorist. Almost 200,000 close circuit cameras 
are operating in London since 1960. 
 

2- INTRODUCTION 
 
Biometrics is a latest technology in a today’s world used 
for identifying a person with the help of biologic 
characteristic. Biometric technologies are becoming very 
demanding for highly safe and secure verification and 
personal identification matters. The requirement for 
highly secure verification and personal identification 
advancements are becoming important.  
The solutions that are totally based on biometrics are able 
to facilitate for secure bank transactions and personal data 
security of any organization. Biometrics are used be in 
central and local governments, in the army, and in 
business organizations. From these technologies non-
governmental organizations, government departments, 
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safe electronic banking groups, investing and other 
banking transactions, sales and purchasing companies, 
law enforcing agencies are already getting benefit[3].  
Biometric technology is becoming very applicable in 
today’s world. Fool proof security solutions are being 
used by major industrial groups. In recent years usage of 
biometric technology has reached on its peak. This 
technology has facilitated the specific employees of any 
organizations, departmental stores and banks to have 
access to high security zones in order to avoid any lost. In 
a recent past this technology has also facilitated major 
organizations to maintain their employee’s attendance 
and time with the help of fingerprints. This technology is 
being used by police officials and law enforcing agencies 
and is becoming a cause of reduction in crime rate. 
Biometric technology is being used by immigration 
departments and at airports and is becoming a tool against 
terrorism and fraud cases. Biometric technology has 
stopped an access to illegitimate users of highly 
confidential technology in an organization [4].  
Biometric technology has developed a lot in early 21st 
century. Its development was started just from finger 
printing and today we have quite a lot of methods of 
identification. This technology has also provided 
companies with many opportunities to flourish and 
improve their quality. Cost for installation has also gone 
down and in this way this is also a relief for small 
business groups in the business sector and ultimately for 
household [5]. 
 

3- HOW BIOMETRICS WORKS 

 
 
 
Applications that are based on biometrics identification 
consist of work place, access to work place, data security, 
network security, mobile access to assets etc. It is 
necessary to trust in this electronic based communication 
for the development of worldwide economy. Biometrics 
are gaining importance worldwide whether they are used 
separately or incorporated with other latest technologies. 
In biometric recognition, two methods are defined. One is 
Identification and the other one is Verification. In 
Identification type is required  to capture a biometric 
sample, that sample may be a fingerprint, thumb 
impression or facial impression, which is stored in 
computer memory and is used later on for comparison 
with a newly taken sample. This type of verification is 
called “one-to-many” matching. In this type of matching, 
a person is identified from whole population with the help 
of recorded database. This system can also be used in 
verification mode, in this method a system validates a 
user’s identity from their previous recorded data. This is 

called “one-to-one” matching. Verification method is 
used mostly in most of the networks. A user gets 
identified by entering user name and password or inserts 
a verification card [6]. 

 
4- TYPES OF BIOMETRICS 
 
A) Fingerprint Recognition 
 
A fingerprint is a pattern released by rough edges of 
human fingers. It can also be considered as the trace of a 
pattern from the sharp edges of any division of human 
hand. Similarly, human foot can also leave a pattern on 
rough edges. A rough edge is an outer portion of skin on 
the fingers and toes; they consist of interlinked sharp 
edges of skin. These traits are quite often known as 
“epidermal ridges”. These ridges support in holding sharp 
plane and soft wet plane also. The plane or surface 
touched by fingers experience a fingerprints impression 
due to release of glands in the form of sweat. These 
impressions sometimes can be made artificially by ink or 
any other source that may left some pattern. 
Fingerprint identification is the way of comparison of two 
sharp edges pattern of human fingers, the palm 
impression or toe impression. The purpose is to identify 
whether these patterns belong to same person whom we 
are looking for. It should be clear that naturally no two 
fingers or palm can match.  
Internationally, the sample of fingerprints is taken with 
black ink on white backdrop. Live scam is another way to 
record the sample electronically. “Latent print” is also a 
way of recording a sample of finger prints pasted on a 
wall. These prints are hidden to an uncovered eye 
whereas “plastic prints” can be seen with un-aided eye. 
These prints are quite often disconnected and need 
flashlight sources to be visual.  
 
B) Speech Recognition 
 
Voice recognition technology is used to recognize a voice 
of any user with the help of a device. A user gives order 
to computer in the form of text and as a result computer 
responds such as opening of a new page, closing an 
application and saving a file etc. In older days, voice 
recognition applications needed separate spaces in each 
word. In this way device manages to understand, that 
from where the word begins and finishes. Such sorts of 
applications are still in use in computer applications like 
excel sheets and browsers. 
The latest voice recognition technique allows the 
dictation of text smoothly to computer. Their speech 
recognition speed is very high and reaches up to 170 
words/min. Voice recognition applications format the text 
after recognizing it and does not store or control in the 
system. These applications use special net to understand 
the voice. It remembers the accent in which we speak 
every word. This technique permits voice recognition, 
even if everybody chats with different intonation.  
Voice recognition also facilitates different grammatical 
backgrounds and rate of recurrence to guess the word we 
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wish to say. These dominant arithmetic techniques allow 
the system to chop down the record early on even we say 
the next word. Still there are certain problems with some 
users about the exactness of voice recognition, although 
the quality of voice recognition improved.   
Voice recognition is getting very popular in cellular 
phone banking. Most of the banks and financial 
departments are making use of computerized speech 
recognition technique as it has become a very user 
friendly. But there are certain reservations on this 
technology as far as the security issues and customer’s 
personal satisfaction is concerned [8]. 
 
C) Facial recognition 
 
Facial recognition technology is used to identify human 
face with the help of special facial appearance. Facial 
scan is playing an important role currently biometric 
soak. Facial scan takes place successfully in a location 
where cameras and digital image processing devices are 
in operation. Facial scan has the ability to influence the 
current image possession equipment. It can also explore 
the still picture e.g. photograph of driver’s license. This is 
the only type of biometrics that functions without user’s 
assistance. 
Facial recognizing technology obtains faces from 
different stationary cameras or video systems which 
capture pictures of good quality with high resolution. 
Pictures taken through cameras are taken when user is 
facing straight to camera and with lighting on face. These 
technologies can verify digitized images for features as 
small as 30 pixels in elevation, it can perform much better 
if the length and width of image exceeds 100 pixels. 
Feature analysis is commonly used facial recognition 
technology. With the help of this technology, it is more 
reliable to changing facial textures like smiling vs. crying. 
Feature analysis takes different patterns from different 
regions of different faces and includes the corresponding 
locations of these features. The arrangements of these 
extracted features are used for identification. 
The accuracy of facial recognition technology drops 
considerably when user is not facing the camera from the 
front or when the user is registered in one locality and 
identified in another. Other features like straight lighting, 
camera arrangement, quality and angle of incidence and 
reflection may badly reduce the accuracy of facial-scan 
[9]. 
D) Iris Recognition 

 
Iris biometric technology is relatively new entry in the 
field of biometrics. It can bring the best level of exactness 
from all other biometrics type. It appears to offers more 
reliability to biometrics field. It is speedy, fast to compare 
and is quite better than any other attribute. The iris is the 
organ of human body visible from inside. It is located in 
the eye right close to cornea. It is not open to severe 
circumstances, which may be difficult, it to be image. It is 
particularly unique and is not same even in case two 
heritably twin babies. 

Bare eye can see iris in the form of mixture of 
appearances. These appearances can be pictured one 
meter away with technology. Monochromatic camera is 
used in the range of 480×640 resolution. This is utilized 
to take a picture that contains almost 100-140 pixels to 
confine the iris adequately. To capture the iris, it is 
necessary for user to look straight into camera and get 
advice about moving left or right, back or forth. Once 
camera is positioned properly, it captures the frame and 
locates the iris exactly. 
Captured iris is then converted into 2048 bits template. A 
simple XOR operation takes place between two values. 
AND operation also takes place between corresponding 
vectors. “Hamming distance” is calculated from the result 
of XOR, AND operations. The Hamming distance 
measures the level of dissimilarity between the two iris 
samples. This distance then establishes the result about 
match or mismatch [10]. 

 
 

 
E) Retina Recognition 
 
Retina is the sensitive lining present inside the eye. For 
retina scans It is necessary for a person to remove 
spectacles and take the eyes nearer to the scanner, watch 
at it and make the eyes still for 10-15 seconds until the 
scan is completed. A low power consistent light source is 
used which is exposed on the retina to lighten the blood 
vessels, these vessels are afterwards snapped and 
analyzed. A device is required to read the patterns of 
blood vessels. 
It is very difficult to compose a fake retina so chances of 
fraud in retina recognition are very rare. It is quite 
interesting to know that retina of dead person perishes 
very rapidly. Error rate in retinal scan is very low, and it 
is 1 in 10 million. 
Retina biometric systems are used mostly for security 
purposes like immigration departments, military 
departments and banking transactions etc. Retina 
biometric system is in use of military since long time ago 
[11].   
 
F) DNA Recognition 

 
Modern invention of science has allowed us to identify 
Deoxyribonucleic acid (DNA) and also facilitated us to 
match the nucleic acid from its source. DNA recognition 
tools help us to quick identification of the origin of DNA 
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in an atmosphere. Recognition of DNA source is 
sometimes very important in order to diagnose and 
identify pathogen in different applications. 
DNA recognition tools use two basic methods for 
detection and identification. These methods are nucleic 
acid hybridization and polymerase chain reaction. In 
hybridization sequences pass through a process of 
differentiation, high temperature washes the coordinated 
DNA constituents which are removed partly. It works on 
a principle that solo stranded DNA carries change in a 
dual stranded helix. Polymerase chain reaction is based 
on specific primers required for DNA extension in order 
to spot the creation in actual time. 
New techniques are being introduced by engineers and 
doctors in order to make DNA recognition very quick and 
forceful. Many governmental departments, Immigration 
departments and police officials are using this recognition 
for exact results in investigation and verification. It is 
more likely to be used in general watching of the 
environment, investigation of serious crimes and in 
hospitals as diagnostic tools. In all these techniques, it is 
required that detection and verification process must be 
very fast and reliable for better results. 
 
5- FUTURE OF BIOMETRICS 
 
Biometrics technology will have very importance in 
future world. It has great promise to serve many industrial 
units, law enforcement agencies etc. With the  
 
help of facial geometry, iris geometry and DNA source, 
surveillance systems will be able to detect the suspect 
against features stored in recorded database. 
Biometrics is becoming very popular and is the latest, 
advanced technology in the world’s security industry for 
identification. In future, biometrics technology will 
reduce the theft and illegitimate use of cars and mobile 
Phones. It is also being considered that biometric 
technology will give rise to 3-D infrared facial 
acknowledgement access control and user verification 
system. 
It is more likely that biometric industry will flourish in 
world’s market as the need increases for governmental 
organizations and industrial groups to install high 

confidential security system for better security of their 
employees and minimize crime rate. Research in 
biometrics will lead to advanced improvements; as a 
result it will make the future presentations more 
attractive. In a recent future, standards of biometrics will 
be introduced so that it could be helpful for those 
investors who want their money to be invested in this 
industry. Hence biometrics technology will make the 
world a safer place to live [13]. 
 
6)          CONCLUSION 
 
Biometric technology is turning to be very applicable in 
today’s world. High security keys are being used by 
major industrial units. Recently biometric technology has 
touched on its peak. This has enabled the specific 
employees of any association, food stores and industrial 
groups to have access to high security regions to avoid 
any lost [4].  
In early 21st century biometrics technology has flourished 
very much. Its development started from finger printing 
and now we have number of methods of identification. 
This technology has also facilitated many companies to 
prosper and improve their product quality. Installation 
cost has also come down and in this way small business 
groups can also get advantage from this technology in the 
business sector [5]. 
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Abstract: Within the area of wireless information 

technology, satellite communication networks are very vital 

and useful to expand the information technology 

applications moreover. However due to high 

unpredictability and complication of a satellite network, 

arising difficulties of securing the network in a satellite 

network need to be resolved.The high-tech applications such 

as Digital video broadcasting (DVB) technology provide 

Internet Protocol (IP) services by broadcasting video and 

audio. A newly invented protocol known as Unidirectional 

Lightweight (ULE) is defined by the IETF for direct 

transportation of IP datagrams over DVB. ULE protocol is 

advantageous over DVB mechanism of IP information 

transportation. This paper discusses an overview of 

expanding to ULE protocol so that it makes security to the 

IP services above DVB available. Here unique security 

necessities for IP above DVB services are described. 

Expansions of security and mechanisms associated with 

ULE are discussed to fulfil the security requirement in DVB 

satellite systems. Finally the effect of security mechanisms of 

IP traffic is discussed to verify performance of secure ULE 

protocol compared to IPSECin terms of satellite channel 

operation and reaction time. 

Keywords – Satellite communication, Security, ULE, DVB, 

IPSEC, MPE  

I   INTRODUCTION 

Over the years, Digital Video Broadcasting has turned out 
to be the worldwide standard in print by European 
Telecommunication Standards Institute (ETSI) [1] for 
digital TV. DVB [2] is actually an unlocked standard 
which depicts digital broadcasting via present satellite 
infrastructures (DVB-S) [3], terrestrial (DVB-T) [4], in 
addition cable (DVB-C) [5]. DVB-H [6] as the latest 
standard, it transmits digital multimedia service data for 
moveable devices like cellular phones and laptops. The 
transmission scheme for DVB relies on MPEG-2 
Transport Stream (TS) which was formed mostly for 
broadcasting of video and audio services. However in 
recent years the internet and broadband information 
services have developed enormously resulting in to 
deployment of the DVB networks that carry 
transportation and deliverance of IP based traffic.  
Figure 1 illustrates an application scenario of a 
prosperous media distribution infrastructure over 
broadcast networks DVB-S, DVB-C and DVB-T. 
The DVB-S was initially formed as a TV broadcasting 
protocol. Afterwards, two encapsulation protocols were 
formed with the IP above DVB IETF working group [7] 
to transmit and encapsulate of IP datagrams and other 
network level protocols above DVB-S/MPEG-2 
Transport Streams. These protocols are Multi Protocol 
Encapsulation-MPE plus Unidirectional Lightweight 
Encapsulation-ULE. 

 

 
Figure 1: Media distribution scenario over broadcast network [6] 

DVB specification for MPE [8] offers a method intended 
to transmit packets over MPEG-2 TS.MPE was meant for 
transmitting IP information though it is possible to 
embrace information packets from every network 
protocol via Logical Link Control/Sub-Network 
Attachment Point (LLC/SNAP) [8].MPE encapsulates 
packets in to portions compliant to Digital Storage Media 
Command and Control (DSM-CC) format to mutually 
allow confidential information pass through digital TV 
and Internet broadcast while retrieving via DVB set-top 
boxes and PC cards. This has resulted in to provision of 
access to the internet through the satellite to be of high 
quality which can still be multiplexed among 
transmissions of radio and TV. However MPE has large 
overheads and specification to use LLC/SNAP field for 
supporting several network protocols instead of IP (MAC 
frames, both IPv4 and IPv6) above DVB-S/RCS [9] 
satellite hence formation of ULE mechanism. 
ULE only provides security to the ULE Encapsulation 
gateway linked to the Receiver [11]. ULE mechanism 
encapsulates IP packets in to ULE packets then transmits 
them over DVB-S/RCS satellites [9]. However ULE is 
found to be more valuable than MPE due to its native 
support for latest applications and protocols, improved 
broadcast efficiency, particularly for short datagrams, and 
inferior processing cost[11][12]. 
Since ULE protocol has recently over grown, the security 
mechanisms to protect information transmission over 
satellite wait to be considered. But initial effort has been 
deployed in [13] to define those mechanisms that offer 
ULE payload privacy. This paper put forward a skeleton 
to make a security extension mechanism providing 
information authentication, information integrity and 
providing measures to counteract replicate attacks as well 
to information confidentiality.  
The entire paper is arranged in this order.The ULE 
encapsulation involving the format of ULE packet and its 
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capability to extend headers is discussed in part A. ULE 
mechanism to transmit IP datagrams over DVB are 
discussed in part B. The security necessities as well as the 
projected ULE extension to meet the security necessities 
of services provided by IP above DVB are examined in 
part C. In part D, a discussion is provided to compare 
standard ULE with security enabled ULE and eventually 
discussion based on simulation model graphs from a 
research paper conclude this paper. 

II     INTERNET OVER DVB-S/RCS 

A.ULE ENCAPSULATION 

The ULE protocol consists of a data frame known as Sub-
Network Data Unit (SNDU) and a network layer 
datagram known as Protocol Data Unit (PDU), attached 
to the header and trailer [14]. Within the header they are 
three compulsory fields and an optional field. 
Figure 2 illustrates the encapsulation of ULE 
SNDU.

 
Figure 2: ULE SNDU encapsulation format for IPv4 datagram [14] [15] 

The three compulsory fields are explained as follows: 
� (D) Destination Address 

One bit showing the existence of the optional field. 
� Length field  

15 bits showing SNDU length in bytes,  
� Type field 
      16 bits long, showing the network type level of      

PDU. 
� The optional field/Destination Address with the 

address of Destination for SNDU packet. The PID 
value of the TS packet may be considered as the 
Address of the SNDU packet if optional field is 
not available.  

� The 32 bits long CRC (Cyclic Redundancy Check) 
is basically the trailer [15]. 

However, ULE SNDU format extension has been 
defined with new extension headers added to it. Figure 
3 represent SNDU for ULE with H1 header extended, a 
T1 Type field included at the base of ULE header 
specifying the header extended. T2 specifies the type of 
payload conceded by the SNDU [14]. The upper layer 
payload information is encapsulated within the SNDU 
unit which is subsequently positioned into the MPEG-2 
TS directly [14] [15]. 

 
Figure 3: Extended header ULE SNDU packet format [15] 

The system framework that enables access to the internet 
via the satellite using DVB-S is represented in figure 4. 
The ISP (Internet Service Provider) is connected to the 
internet and it provides information from the internet to 
the users linked to the LAN network using DVB-S 
platform and ULE encapsulation [15]. The return channel 
from the users to the provider is also available. 
Encapsulation of signal messages in the ULE ensures 
integrity and authenticity therefore all the security 
specifications of this draft is valid to provide security to 
signal flow of messages shown in figure 4. 

 

Figure 4: Framework for internet access through DVB platform [14] 

Figure 5 shows how IP messages flow above MPEG-2 
using ULE service [16]. 

 
 
Figure 5: IP message flow above MPEG-2 using ULE service [16] 

B. SECURITY SPECIFICATIONS FOR DVB-S/RCS 

Satellite communications continues to remain the greatest 
wireless technology for providing communication 
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services over a broad geographical area involving 
broadcasting of radio and television, web browsing and 
information communications, fax and telephony, etc.But 
due to its broadcast nature of its medium of transmission, 
it is vulnerable to numerous security attacks which can be 
either passive or active [17].Here are some main security 
specifications for IP services over DVB based satellite 
systems [17] [26]: 

� Information Authentication 
To validate that the information transmitted is from actual 
sender, the receiver provides identification. Information 
authentication is attained through computation of a 
Message Authentication Code (MAC) with a mutual 
undisclosed key. The MAC is as well sent together with 
the information. At the receiver point, the MAC value for 
the received information is also computed using the 
shared key and subsequently compared to the one initially 
transmitted through the sender in cooperation with the 
information. Eventually the receiver will know that the 
information sent is from the actual sender if they are a 
match on the MAC values thus message authentication. 

� Information Confidentiality 
In Data confidentiality, the data is encrypted prior to 
transmission and decrypted by the receiver who has been 
granted access only though a challenger is not capable to 
recover vital information even if it grasp the transmitted 
information. 

� Information Integrity 
Data integrity ensures that the data received is entirely 
original rather than being modified by attackers in its 
transit. Just like the information authentication, MAC 
providing authentication also provides information 
integrity. Computation of the MAC value is done at the 
receiver and compared to the sender’s value transmitted. 
In case the challenger had modified the message in transit 
then the two MAC values mismatch. 

� Replay Attacks prevention 
It ensures that the information received is current and no 
hacker has replayed old messages after being sent. This 
can be done by monotonically incrementing a sequence 
number of each packet while rejecting every packet 
involving long-standing sequence numbers. 
However, the security specifications of DVB/RCS 
satellites could be satisfied by three unique levels [18] 
[19] and these are: 

� Scrambling of Satellite shared network both 
onward and arrival link for single user. 

� DVB Common Scrambling in the onward link 
� IPSEC higher application layer security 

mechanism 

 
In both the forward and return link, Satellite shared 
network scrambling is utilized for a single user. The 
security requirement for DVB-RCS presently supports 
authentication of every DVB-Return Channel Satellite 
Terminal (RCST) plus encryption of both onward and 
return connection traffic mutually. This mechanism 
involves encryption of DVB MPE part with a symmetric-

key block cipher in Cipher BlockChaining (CBC) manner 
[18] [19] to allow information to be intended for unique 
RCST’s with encrypted keys.  

Figure 6 illustrate the Orientation model of Satellite 
shared network with single users.   

 
Figure 6: Orientation model of Satellite Shared Network [19] 

The forward link transmits signals from the NCC while 
the user traffic goes to the RCSTs. Transmission flow for 
return link is determined from NCC toward RCSTs. 
However the user traffic as well as the forward link 
message flow could be transmitted to unique forward link 
messages. Numerous RCST alignments are conceivable 
reliant on forward link receivers present attached to the 
RCST. 
In the forward link only, MPEG-2 transport streams are 
secured using the DVB Common Scrambling Algorithm 
(CSA) [19] defined by the ETSI. For this algorithm all 
transmitted traffic is encrypted within the DVB 
Conditional Access to enable only granted users to get the 
video/audio frequencies. Here, only one key is allocated 
to every user and broadcasting station encrypts the 
channel with this mutual key so that every user with the 
key can decrypt the transmitted scrambled channel. 
However, the mechanism is viable for transmitted TV 
channels but it does not actually offer great IP traffic 
security because every user’s encrypted IP traffic 
becomes possible for decryption by several extra users. 
The IP traffic over DVB satellite can be secured in the 
high layer using IPSEC in tunnel mode [19] [20]. IPSEC 
have large overheads due existence of two IP headers. 
Furthermore, IPSEC cannot offer some security for other 
protocols which are carried out with ULE since it may be 
applicable for IP traffic only. The commonest scrambling 
security specifically for DVB is MPEG2-TS while MPE 
is specifically for DVB-RCS individual scrambling. But 
the techniques do not concentrate on every stated security 
specifications above. Both common scrambling and 
individual scrambling methods are not incorporated 
within the paper but secure ULE is the innovative 
technique described. 
Secure ULE technique offers security among the DVB 
gateway linked to the DVB receiver on behalf of each 
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user. It consists of few overheads than IPSEC [20] though 
it provides same functionalities as IPSEC. The most 
significant part of secure ULE is that it could be applied 
with either common or individual scrambling algorithms 
necessary perhaps with the network supplier meant for 
the disseminated compensate television channels. 

C SECURITY ENABLED ULE 

The main aim of security enabled ULE is to provide 
security to broadcast user IP traffic above MPEG-2. 
Presently progress effort is unpredictable by the IETF 
group to recommend extended secure ULE broadcast 
above MPEG-2 TS [21]. It recommended that the traffic 
for a particular user can be filtered using a secure 32bit 
identifier analogous to that of IPSEC. It as well 
recommends that provision of information confidentiality 
can be achieved by encryption of the information 
payload/length. 
Figure 7 illustrate the suggested secure packet format for 
extended ULE to concentrate on security issues. The 
information confidentiality is achieved by ensuring that 
the traffic linking the DVB gateway to the DVB receiver 
is encrypted and ensure that IP datagram is encrypted and 
subsequently encapsulated. The configuration of security 
connecting the gateway to the receiver for a specific 
session is determined by the ULE_Security_ID [22]. 

 
Figure 7: Secure ULE SNDU packet format [22] 

The Message Authentication (MAC) is used to offer 
information integrity and information authenticity rather 
than a 32-bit CRC wished-for in ULE. Generally the 
MAC has to be computed above the extension header as 
well as the information payload. The values of the MAC 
at the receiver can only mismatch the senders due either 
an existing error throughout broadcasting above the 
satellite, or due to failure of the packet delivery from a 
valid entity. But in both the scenarios, the packet has to 
be discarded [22].  
 
Secured ULE could be employed in combination of 
individual DVB-RCS scrambling methods and/or 
common scrambling thereby resulting in to a 32-bit MAC 
being adequate [23]. The purpose of the 32 bit long 
sequence number is to avoid replication attacks. At 
session initiation, the sequence number value is put to 0 
and every time a packet is transmitted to the receiver, the 
gateway increments the number monotonically. At the 
receiver, the truthful number is confirmed and it would 
mismatch if challenger attempt to replay getting on 
packets leading to packet abandonment. 

The presence of the destination NPA result into initial 
filtering of received packets at the ULE gateway or 
receiver. The destination NPA would then utilise the 
sequence number to filter out whichever packets which 
are out-of-sequence. The authenticity and integrity of the 
packets received is confirmed with the MAC and 
eventually the decryption of the payload. Therefore all 
security specifications are fulfilled by the Secure ULE 
which can as well secure IP traffic above DVB-S/RCS 
satellite systems [22] [23].  
 

D STANDARD ULE VS SECURITY ENABLED ULE 

Here a standard ULE was compared with security enabled 
ULE on IP traffic using the simulation model results on 
OPNET [27] obtained from [25]. IPSEC was used in 
tunnel mode via ESP with authentication protocol since it 
offers same functionalities as secure ULE. This enabled 
comparison of the two in terms of their performance. 

 
Figure 8: Network Architecture simulated model [25][27] 

The home system Network Architecture in figure 9 above 
was built to determine the effect of a security enabled 
ULE on IP traffic above DVB-RCS satellite [9].  
The components included in the home network are: 
� Two laptop users (client_1, client_2) accessing IP 

services above DVB laptops connected to the DVB 
home receiver. IP datagrams arriving from the 
laptops are encapsulated into ULE Packets hence 
enabling transmission over the satellite to the DVB 
Broadcasting Centre to decapsulates IP datagrams 
from the ULE packets and transmitted to the 
servers [14] [25].  

� DVB-S/RCS satellite converts uplink to downlink 
or conversely. 

� Laptop, client_3 linked to the router directly was 
connected to the 2 servers either. Here the results 
for the client_1 and client_2 based in the home 
network were contrasted to client_3 as to inspect 
the consequence of the IP traffic over DVB satellite 
network. 

� Three servers supporting FTP, HTTP and EMAIL 
were linked to the DVB Broadcasting Centre 
through the internet. Figure 10 illustrates the 
overview understanding of a satellite link to 
internet access using HTTP, FTP and EMAIL 
servers. 
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Figure 9: Satellite Link for Internet Access [23] 

 The configuration applications parameters used for 
simulation were revealed in Table 1, Table 2 and Table 3 
correspondingly. This enabled estimation of the 
performance of the security methods in terms of response 
time and the satellite channel operation. 

Table 1: CONFIGURATION FOR HTTP [25] 

 

Table 2: CONFIGURATION FOR FTP [25] 

 

Table 3: CONFIGURATION FOR EMAIL [25] 

 

 The results [25] for the three applications were compared 
depending on operation of standard ULE, security 
enabled ULE and IPSEC in tunnel mode. This was 
operating between the components Broadcasting Centre 
and the receiver.  

Comparing the response times for standard ULE with 
secure ULE from the simulated results in figure 11, it was 
observed that secure ULE has a slower response time 
despite the fact that response time can be low if IPSEC is 
employed. Figure 12 indicates how FTP upload 
responded on client_1. It gave the same float like the 
HTTP with the Email services. 

Both the standard upload and download response times 
for the Email service of the client_1 gave Figure 13. With 
ULE secured, its response time was more compared to 
standard ULE due to the packet overhead in ULE which 
is twice that of a standard ULE. Encryption and 
decryption of secure ULE payload required minimal 
delays even for computing the MAC value [25]. 
Nevertheless, the response time for secure ULE was 
found to be smaller than IPSEC in tunnel mode because 
of lesser overheads when contrasting the two.  
 Client_2 gave same results to Client_1 as usual for all 
the scenarios. Figure 14 demonstrates its response time 
which is same for all the scenarios using client_3. It was 
found out that it gave much inferior response time as 
contrasted to the response times for (client_1-client_2) 
laptops.  

 
Figure 10: HTTP Application Response Time for Client_1 [25] 

 
Figure 11: FTP uploads Response Time for Client_1 [25] 

 
Figure 12: Client_1 Email upload-download Response Time [25] 
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Figure 13: HTTP Application Response Time for Client_3 [25] 

However when considering the satellite return channel 
usage for three scenarios in Figure 15 indicates the 
average packet size transmitted for secure ULE over the 
over the satellite is approximately twice the packet size 
transmitted with just a standard ULE. However with the, 
the average packet size transmitted was found to be 
greatly below what is transmitted with IPSEC in tunnel 
mode as expected [25]. 

 
Figure 14: Satellite channel usage [25] 

TABLE 4: PERCENTAGE RESPONSE TIME INCREASE [25] 

 

The exact response between IPSEC and a secure ULE 
was compared using average data for unique applications 
provided in table4. It was observed that the lesser the 
percentage, the superior is the performance. 

III CONCLUSION AND RECOMMENDATIONS 

Most DVB satellite considers security as a vital hot topic 
of today requiring proper attention. In this document, 
appropriate mechanisms for providing security to IP 
transfer above DVB-S/RCS satellite were successfully 
discussed. Security extension for ULE protocol satisfies 
the security specifications. According to the results 
simulated in [25], it was found that secure ULE 
applications response time and satellite return channel 
usage are much superior to IPSEC. As a recommendation, 
they are need to additional decrease broadcast overhead 
and similarly to achieve security specifications. This can 
be done through reducing sequence number and SID. IP 
header compression methods may possibly be employed 
to decrease the overheads impact. 
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Abstract- In today’s wireless world, Bluetooth technology 

has become a standard for the short distance 

communication and transfer of data between digital devices. 

From its development in the late 1990s, its popularity and 

availability have increased tremendously over time till 

present and it has penetrated the market for office, personal 

and home use. This technology is standardized by the 

Bluetooth Special Interest Group (BSIG) and they are 

responsible for the operability, functionality and security of 

Bluetooth.  

 Bluetooth has a number of security measures it employs 

to secure data transmission. Being a wireless mode of 

communication, information exchanged is subject to 

interception, monitoring and other security threats. The fact 

that it operates in the 2.4 GHz unlicensed band makes this 

more of the case as anyone can make use of and operate 

within this band. Still, by virtue of its mode of operation, it 

already has some mechanisms that make it difficult for a 

third party to be involved during information transmission. 

This paper starts by giving a brief discussion on Bluetooth 

technology, its uses and advantages. It goes on to highlight 

the different security mechanisms incorporated into it and 

how they function. Finally, the weaknesses of the security 

mechanisms are discussed. 

Keywords: Bluetooth, Security, Wireless 

Communication 

 
I.  INTRODUCTION 

In times past, digital communication was made 
possible by the use of wires. Telephone systems used 
these means to connect one caller to another, internet was 
made available by a dial-up system in which case people 
had to use telephone lines. Some systems still use wired 
communication today as a means of data exchange. As 
technology grew, wireless means of communication were 
introduced. Advancement in RF engineering brought 
about the use of waves as a transport system for data. 

 Bluetooth technology is one of the forms of wireless 
communication modes that is cheap, consumes low power 
and effective over short range communication[1]. It is 
incorporated into numerous electronic devices like mobile 
phones, wireless headsets, computer systems, accessories 
and peripherals such as keyboards and printers. It enables 
these devices to communicate with each other for data 
sharing or control purposes without need of a complex 
infrastructural system or backbone to support it.  Also, 
applications exist that use Bluetooth technology such as 
mobile phone synchronization with another for sharing 
calendars, contacts and the like. This technology will also 
find use in the future when it comes to networking of 
home appliances in an intelligent sense [2]. Unlike 
infrared communication, Bluetooth is not line-of-sight. It 
operates in an omni-directional mode that makes it a more 
convenient method of communication, even if the devices 
that use it are mobile, provided they are within the range 
of its operation. 

 

II.  HISTORY OF BLUETOOTH 

The existence of Bluetooth dates back to the early 1990s. 
L. M. Ericsson invented it in 1994 and coined its name 
after the one-time King of Denmark, Harald Blaatand 
“Bluetooth” II [2]. Four years later, the Bluetooth Special 
Interest group (SIG) was formed with 5 companies: 
Nokia, Toshiba, Ericsson, IBM and Intel and they 
officially adopted the name “Bluetooth”. They are a non-
profit organization whose concern is to develop, publish, 
market, protect and promote the Bluetooth standard and 
technology.  In the year 2000, the first mobile phone with 
Bluetooth technology was developed. The next two years 
witnessed the incorporation of Bluetooth technology into 
PC devices like keyboard and mouse, printers, mobile 
phone headsets, hands-free car kits and MP3 players. By 
its 10th year anniversary in 2008, Bluetooth technology 
had been incorporated into personal devices like 
sunglasses and watches and household items like picture 
frames, alarm-clocks and TVs. The Bluetooth SIG had 
reached a membership base of 10,000 members and about 
2 billion Bluetooth products had been manufactured and 
shipped. Presently, there are over 13,000 companies in 
membership and Bluetooth core specifications have been 
improved from 1.0 to 4.1, which feature high speed and 
low energy technology. 

III.  SPECTRUM AND MODE OF OPERATION 

The 2.4GHz Industrial, Scientific and Medical (ISM) 
was chosen as the spectrum for Bluetooth operation so 
that it can be globally used, freely accessed, cost less and 
encourage low power use. This is so because this band is 
a globally available frequency range. In this regard, 
Bluetooth can be used by anyone in almost any country in 
the world. Being a free spectrum, there are a couple of 
applications that function in this range such as Wireless 
LAN, microwave ovens, sulphur plasma lightings 
systems and RFID identification devices. [1] observes 
that the regulations enforced on this spectrum impose 
power and time constraints on the use of its channels, 
thus promoting a low-power form of communication.  

Within the 2.4000 – 2.4835 GHz band, Bluetooth 
makes use of 79 channels each with a 1MHz spacing [3]. 
It employs a Frequency Hopping Spread Spectrum 
technique (FHSS) and it changes frequencies during 
operation at a rate of 1600 times per second, thus 
spending 625µsecs on one channel. Together with having 
a maximum transmit power of 1mW, it introduces low 
interference to other devices that make use of this band. 
This low power poses a limitation on the range of 
Bluetooth. Typically, it has a range of 10 meters. Still, its 
omni-directional radiation pattern gives it an edge over 
line-of-sight devices.  

Bluetooth devices connect to each other in a star-
topology. A network formed from this topology is called 
a piconet. A piconet is a number of Bluetooth devices, 
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usually of a maximum of 8, that are interacting with each 
other, usually with one Master and one or seven other 
Slave devices.  Two or more piconets can form a 
scatternet as shown in Fig 1. 

The role of master and Slave is negotiated between 
them. If one device becomes the Master, it does not mean 
it will stay so permanently. The Master sends out Inquiry 
messages to know which devices are within its vicinity. 
When a Slave receives this message, it sends an Inquiry 
Response message that contains its Bluetooth Address 
(BD_ADDR) and other information. This is called the 
Inquiry Stage. After this, the Master invites the other 
Bluetooth devices to join its piconet. This is called the 
Paging mode. When the slaves respond by accepting the 
invitation, they are given an active device address 
(AD_ADDR) [4] which is a temporary address given by 
the Master. Slaves can operate in active, parked or 
standby modes.  

 
 
 
 
 
 
 
 
 
 
 

Fig 1: Two Piconets forming a Scatternet[5] 

In active mode, Master and Slave are exchanging 
information, standby means they are not communicating 
but the slave still has its temporary address while parked 
means they are not communicating and the slave 
relinquishes its temporary address. The activities within 
the piconet are determined by the Master. The timing of 
communication is determined by the clock of the Master. 
Time division duplex (TDD) is used to determine when a 
Master communicates and when a Slave communicates. 
The communication time period is slotted and each slot 
lasts for 625µsecs. The communication channel is the 
hopping of data across the frequency band. When two 
piconets are linked, they form a scatternet. A Master in 
one piconet cannot be Master in the other but a Slave in 
one piconet can be a Master in the other piconet. The 
device that connects both piconets has to share its time 
resources to actively function in both piconets. 

 
IV.  BLUETOOTH SERVICES 

There are a number of services that are available by 
Bluetooth connectivity. Some of these services are 
dependent on the types of devices being used. These 
services can be called Profiles. A Profile is a type of 
functionality available to be used by the device. Some of 
these services, according to how important they are or the 
kind of information they share, need to be protected. 
Some profiles are available by default and are needed for 
others to work, while others are specifically for a 
particular application. An example of such default 
profiles are:  

• Generic Access Profile (GAP): This is used for 

device discovery and management of Bluetooth 

links. All other profiles make use of this. 

• Generic Object Exchange Profile (GEOP): this 

facilitates the exchange of “objects” such as 

files, pictures and business cards between 

connected devices. 

Some profiles developed for specific applications include: 

• Hands-free profile 

• Human Interface Device Profile 

• Headset Profile 

• Dial-up networking Profile 

• Cordless Telephony Profile 

• Service Discovery Application Profile 

• Basic Imaging Profile. 

Profiles are continuously developed as more unique 
applications that need them are produced. 

V.  BLUETOOTH SECURITY MECHANISMS 

Generally, when Bluetooth devices discover 
themselves, they need to be connected to share 
information. Security in Bluetooth is done at done at Link 
setup. This process of connection requires a degree of 
security to ensure the information being shared is not 
visible to any other device or person. Security in 
Bluetooth is achieved in a number of ways. 
A. Radio 

By way of design, Bluetooth transmissions hop over a 
range of frequencies within its band of operation. This 
Frequency Hopping technique is enough to secure the 
information it transmits from eavesdropping that comes 
from monitoring a particular frequency. 
B. Application 

In some instances, mostly with devices that have a user 
interface, the device alerts the user of any Bluetooth 
transaction that involves his unit. This can be a request 
for pairing, accepting information or using particular 
features of the unit. Also, most systems allow you to 
configure the Bluetooth to “Visible” or “Discoverable” 
mode. In this instance, even if the Bluetooth device is 
turned on, another device cannot connect to it or access 
any of its profiles. 
C.  Keys 

Before two Bluetooth devices can communicate with 
each other, a link has to be formed, keys have to be 
generated and exchanged and the resulting connection, in 
most cases, has to be encrypted. There are different types 
of security keys that are made during the connection 
process.  

• Passkey: This is a code entered in on a user interface 

where available or factory preset in the Bluetooth 

device where a user interface is absent. Passkeys are 
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used to generate link keys. In the case where both units 

have a display, for pairing to be successful, the same 

passkey must be entered in both devices. In the case 

where one device doesn’t have a way to input 

information, it is required that the device with a user 

interface enters the factory preset passkey of the other 

device. 

• Link key: This is the result of a successful pairing 

between two Bluetooth devices. The generated link 

key, which is derived from the passkey, is used for 

authentication and facilitates the generation of the link 

encryption key which is used to encrypt the data sent 

on the channel. Link keys are either Semi-permanent or 

Temporary. Semi-permanent keys are either Unit keys, 

which are keys generated by a device and used for 

communication with every other device, or 

Combination keys. These are keys made by a 

collaboration of two Bluetooth devices. Unit keys use 

the same code to work with other devices but 

combination keys are different for each device. 

Temporary keys are initialization and master key. 

These are used for pairing and broadcasting messages 

by a master in a piconet. Ciphering keys, used to 

encrypt the channel, is made during authentication. 

D. Authentication 
This is a process whereby the identity of another 

Bluetooth device is verified. It normally happens after 
they have initially paired and the link terminated. The 
verifier is the name of the unit that seeks to authenticate 
another, the claimant. How this works is the unit that 
wants to authenticate another unit, will send a random 
number. Both units then work on the number using the 
pre-determined link key and the claimant sends the result 
of that calculation to the verifier. If the result of the 
computation is correct, then the device is known. 
Authentication is normally a one-way procedure but in 
some cases, we have mutual authentication. 
E. Encryption 

Security in Bluetooth is carried out specifically at the 
baseband level. This means it is done at the radio link 
between the devices. For added security, applications that 
use Bluetooth links could have added encryption 
techniques to protect their information. Encryption in 
Bluetooth, where needed, is done in the following steps 

by using the  cipher: 

• Generation of Payload Key: This is done by working 

on selected bits of four inputs – the Constrained 

Encryption Key, the Master’s Bluetooth Address 

(48bits), the Master’s Clock (26bits) and a Random 

Number (128bits) – and passing the output bits to four 

Linear Feedback Shift Registers (LFSR) of the Key 

Stream Generator. 

 

• Key Stream Generator: The output from the above 

stage determines the states of the Registers at every 

Clock tick. The values of from here are used for the 

final encryption. 

 

• Encryption/Decryption: The stream of data sent out 

across the link is XOR-ed with the bits from the LFSR. 

In this way, plaintext is converted to ciphertext and 

encryption achieved. Since the circuitry is the same in 

all devices, it can also be used to decipher encrypted 

data that is sent from another Bluetooth device. 

 
 
 
 
 
 
 
 
 
 
 

Fig 2: Encryption and Decryption circuitry in Bluetooth 

 
The Constrained Encryption Key is a key that must be 

decided between the two connected devices once 
encryption is needed. The length of it is usually 128 bits 
and not more but it could vary in accordance with the 
requirements of the application requesting it. This makes 
it within the range of 8 – 128 bits in length, but in 
multiples of 8. The Master device sends a suggestion of 
the key length and the Slave device either accepts it or 
rejects it and suggests a key length of its own. This 
negotiation process goes on till a consensus is reached or 
the request for encryption is totally aborted.  

Authentication and Encryption are not always 
requested in Bluetooth connections. The Generic Access 
Profile operates on three security modes: 

 

• Security Mode 1: In this mode, there is no 

security requested or applied. 

• Security mode 2: In this, security is only applied 

as requested by Services/Profiles. 

• Security mode 3: Both Authentication and 

Encryption are requested before a link is 

established. 

These modes of security introduce flexibility into 
Bluetooth operation as well leave it vulnerable in some 
instances. 

VI.  WEAKNESSES OF BLUETOOTH SECURITY 

Considering the nature of Bluetooth operation and the 
security measures it employs, some weaknesses have 
been discovered. Security attacks can be classified as 
active or passive. Passive attacks are those that do not 
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influence the operation of the unit in any way, not even 
by communication with the device. Active attacks are 
those that require communication with the Bluetooth 
device in such a way as to pose a threat to the user. They 
are briefly discussed below. 

A.  Eavesdropping 

This type of passive attack entails monitoring the 
frequency band of operation within the range of a 
Bluetooth device. When a device is in inquiry mode, 
Bluetooth addresses are transmitted unencrypted. 
Knowledge of this could give an outsider a means to 
impersonate a device. This act is called spoofing[6] which 
is when a device masquerades as another to gain certain 
privileges. From [7], some special hacking software such 
as RedFang and BluePrint can be used to do this. 

B.  Short PIN Length 

During link setup between devices, a PIN number is 
usually required to be entered into both devices (if they 
both have an input facility) before pairing is successfully 
done. If this PIN number is short, a hacker can quite 
easily work it out because shorter pins have a less number 
of permutations to go through to get them. Despite the 
fact that the Bluetooth specification permits a PIN length 
of up to 16 digits, it is more widespread for people to use 
4 digits. This is not so secure. 

C.  Bluetooth Hacking Software 

There are a good number of applications that are 
designed to actively attack a device and hack into it 
provided it has an enabled Bluetooth radio. These 
applications have varying levels of threats and some are 
discussed below. 

• Bluebugging: this type of attack bypasses 

security measures of the victim’s device and 

forms a serial connection to it. This gives it 

access to the device to steal information and 

make use of services without authorization [7]. 

Super Bluetooth Hack and Gnokii are examples 

of software used to perform this type of attack. 

• Bluejacking: this is the least of the active threats. 

It entails sending information in the form of 

notes or business cards to another device 

without permission from the victim. Whereas 

this is not so serious, it constitutes a nuisance 

and could overwrite entries in the phonebook of 

a phone. It doesn’t need any special software to 

do this. 

• Bluesnarfing: this is information theft from an 

unsuspecting Bluetooth device. Calendar 

entries, phonebook records, text messages and 

e-mails can be stolen. Examples are HeloMoto, 

Bluesnarfer and Bloover. 

• Denial of Service (DOS) attack: this type of 

attack floods the Bluetooth device with packets. 

This prevents the victim from making use of 

some services and ultimately, the device may 

crash. An example of such n application is 

Linux Bluez Utils. 

D. Correlation Attacks 

These attacks target the encryption of a link during data 
transfer across the radio channel. It is cumbersome to 
carry out in terms of mathematical computation and 

resources. So far, the  stream cipher has not been 

broken but it is worth mentioning as efforts are being 
made to do so. 

E.  Discovery Mode 

[5] correctly points out that when a Bluetooth device is 
enabled and switched to “Discoverable”, all 
profiles/services that are supported by the device are 
turned on but most times, the user may only need to use 
one service at that moment. This makes the unit 
vulnerable and makes hacking the other services possible. 

VII.  MITIGATION AGAINST SECURITY THREATS 

 

Considering the threats discussed, there are a few ways 
to prevent attacks from hackers. The best way is to turn 
off a Bluetooth device if it’s not in use.  

Setting devices to “Invisible” is enough to prevent 
against some attacks but there have been instances of 
Bluesnarfing where brute-force method is used to get 
BD_ADDR from devices that are not discoverable.  

When entering PIN codes before pairing, especially in 
public places, they should be sufficiently long and not 
just 3 to 4 numbers. This makes it difficult for an intruder 
to work out the combination and thus, derive the link key.  

Some devices give the users the opportunity to select 
the Security Mode in which they want to operate. As 
much as is possible, Encryption and Authentication 
should be done before pairing with an unknown device 
for the first time (Security Mode 3).  

Eavesdropping can almost not be avoided especially 
during inquiry mode. Bluetooth devices inquire through a 
definite Frequency hopping pattern. A suggestion will be 
to randomize this pattern according to an algorithm so 
that every inquiry/paging will not be on a constant 
frequency hopping pattern. 

 
VIII.  CONCLUSION 

Being a wireless form of communication, the Bluetooth 
system has been designed with such security features that 
make it trusted to handle confidential information of 
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users. Despite this, some security leaks have been 
identified based on its specifications as well as on the part 
of the user. Simple remedies for users can safeguard 
private information while on the part of the system, newer 
standards are developed to make Bluetooth more secure 
and reliable mode of communication. 
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Abstract: the Long Term Evolution (LTE) project is the 

latest venture of the 3GPP group (3rd Generation 

partnership Project), which is aimed to enhance the 

Terrestrial Radio Access (UTRA) and to optimize the 

3GPP’s radio access architecture. 

The LTE offers many promising features to meet the 

growing requirements of mobile traffic, such as, four times 

higher data rates than the 3G, a higher spectral efficiency, 

very low latency and ability to operate in a variety of 

bandwidths. Its simple network architecture, compatibility 

with the earlier releases of the 3GPP, low operating and 

maintenance costs makes LTE as one of the prime 

candidates for the future 4G standard. Since its first release 

in December 2009 it has been adopted by many telecom 

operators, and is considered as the successor of 3G UMTS.  

This paper gives an in-depth view of the LTE standard and 

briefly covers how it overcomes the shortcomings of the 

current standards. 

 

INTRODUCTION 

 

The 3G UMTS which is based upon wide band code- 
division multiple access (W-CDMA) has been adopted 
around the globe widely, but due to rapid growth and 
demand in the telecommunication sector, technologies get 
outdated pretty fast, therefore the 3GPP launched a new 
project, named the Long Term Evolution (LTE) to make 
sure that the current system remains competitive in the 
future. The LTE specification are formally called the 
evolved UMTS terrestrial radio access network (E-
UTRA) and the evolved UMTS terrestrial radio access 
network (E-UTRAN). The combination of E-UTRA and 
E-UTRAN has been named as RAN. 
In the mean while the 3GPP group is working on another 
project called the System Architecture Evolution (SAE), 
which is aimed to provide a new all-IP, packet only core 
network, also called the evolved packet core network 
(EPC). The EPC and the RAN together forms the evolved 
packet system (EPS). 
 
THE 3GPP EVOLUTION 

 
The 3gpp is using two key technologies nowadays, the 
GSM and the UMTS. The GSM network comprises of 
GPRS, EDGE and Evolved EGDE, and the UMTS 
includes the HSPA HSUPA and HSPA+. The chart given 
below shows a history of the 3GPP releases in the last 
decade [1]: 
 
PERFORMANCE GOALS FOR LTE 

To meet the requirements for LTE outlined in 25.913, 
LTE aims to achieve the Following [2]: 

 

 
 

Fig.1.Evolution of 3GPP releases  

 
 

Peak Data Rates 

 
The LTE is aimed to provide an increased uplink and 
downlink data rates, i.e. peak download rates of 325.4 and 
178.6 Mbits/ sec  for 4*4 and 2*2 antennas respectively. 
It is worth noting that the downlink is specified to operate 
both, single input single output (SISO) and multi input 
multi output (MIMO) configuration, whereas the uplink is 
designed to operate on SISO configuration with different 
modulation levels. The LTE claims to provide at least 
four times high data rate in the downlink and three times 
in the uplink when compared to the High Speed Packet 
Access (HSPA).  
On the other hand lower data rates have been defined in 
worst cases depending on the user equipment (UE) and 
performance under non ideal radio conditions.  
 
Spectrum Flexibility 

One of the fantasies of LTE is that it can operate in 
scalable channel bandwidths such as 1.4, 3.5, 10, 15, and 
20 MHz for both uplink and downlink which results in a 
greater spectral efficiency. 

 
Frequency Bands 

The best thing about the LTE standard is that it can be 
used with different frequency bands which are 700, 900, 
1800 and 2600 MHz, so customers can use their 
equipment anywhere around the globe without any 
restrictions. This makes LTE as the ideal protocol for the 
future technologies. 
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Latency 
 

A maximum delay of 5 ms is expected for small IP 
packets. 
 
Support for Mobility 
 

Good support for mobility provides high speed data at a 
speed of 350 or even 500 km/s depending on the 
frequency band used. 
 
Cell Size 

 

The LTE is designed to provide an optimal performance 
in different environments, 900 MHz band is used in the 
rural areas that support a cell size of 5, 30 and even 100 
km with acceptable performance. While in the urban the 
cell size is small but high frequency bands (2.6 GHz) 
ensures the availability of mobile broad band. 
Capacity 
 
It can occupy 200 active users in a 5 km cell at the same 
time. 
 
SYSTEM ARCHITECTURE DISCRIPTION [3] 

 

Evolved Radio Access Network (RAN) 
 
The evolved RAN is made up of a single enodeB which 
communicates with the user equipment (EU), and it 
performs functions such as, radio resource control and 
management, admission control, cell information 
broadcast, scheduling, ciphering and deciphering and 
enforcement of negotiated UK QoS. It is the eNB where 
the medium access control, radio link control, and also 
the packet data control protocol are hosted. 
 
Serving Gateway (SGW) 
 
The serving gateway provides routing for the user data 
packets. The other important function of the SGW is that 
it acts as a bridge during the inter eNB handover and also 
provides a mean for mobility between LTE and the 
previous technologies i.e. 2G and 3G networks. When a 
UE is in the idle mode the SGW terminates the DL data 
path and performs paging when a DL data arrives for the 
UE. It also stores certain EU parameters such as 
parameters of IP bearer service and internal information 
about the routing. The SGW is also liable to provide 
replica of the user data in case of a lawful interception. 
 
Mobility Management Entity (MME) 
 
The name is self explanatory, the MME is the key 
controlling element in LTE access network.  It provides 
paging and tracking of an idle UE and also controls the 
transmissions. It selects the SGW at the initial attach of 
the UE and controls the intra LTE handover (core 
network relocation).  The MME is the entity that checks 
and authenticate a UE to get access to Public Land 

Mobile Network (PLMN), and it also keep a track of the 
roaming restrictions. The MME provides access to user 
data when it is a lawful interception. It support the 
mobility between LTE and 2G and 3G access networks 
by the means of S3 interface through the SGSN. The 
MME controls the S6a interface towards the home HSS 
for the EUs that are roaming.  
 
Packet Data Network Gateway (PDNGW) 
 
The Packet Data Network Gateway provides access to the 
external packet data networks as it is the point of exit and 
also the entry of traffic for the UE. In the LTE 
architecture a UE can be connected to more the one PDN 
GW to get access to different external PDNs. Apart from 
the point of connectivity the PDN GW provides several 
other functions such as packet filtering, packet screening 
and lawful interception and it also enforces the policy. 
Another important role of the PDN GW is that it acts as a 
platform for mobility between 3GPP and the non-3GPP 
standards including WiMAX and CDMA etc. 
 

 
 

Fig.2. High level architecture for LTE 

 

 
 LTE AND COMPETING TECHNOLOGIES [4] 

 
1. CDMA2000 

 

 CDMA2000 is the other main cellular technology that is 
deployed in the market around the globe. It mainly 
operates in two modes i.e. 1 RTT and one Carrier 
Evolved Data Optimized versions (EV-DO).  
The currently CDMA2000 based networks are using 
either Rel. 0 or Rev. A radio interface specifications. The 
latter has a more efficient uplink and has a spectral 
efficiency almost equal to that of HSUPA. The EV-DO 
achieves a spectral efficiency of HSPA by using 
techniques such as efficient scheduling, turbo coding and 
a higher order modulation. 
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 However the EV-DO operators are facing a problem that 
they cannot allocate their entire resources between the 
voice and the high speed data dynamically, especially 
when the user is on the go. Also the EV-DO channel 
cannot be used for circuit switched data and the 1*RTT 
channels only a medium speed for the data. This is not a 
key issue at the current stage as the mobile data is only a 
small portion of the overall mobile traffic, but as the 
traffic is becoming more and more data oriented this will 
cause a suboptimal use of the resources. 
This drawback of the CDMA2000 is shown in the 
following figure: 

 
Fig.3.Radio resource management problem in CDMA2000 

 

2. WIMAX 

 
The OFDM based WiMAX has emerged as a substitute 
for wide area wireless networks. It was accepted by the 
ITU as IMT-2000 and was named as OFDMA TDD 
WMAN. The WiMAX promises greater capabilities 
compared to the current technologies such as HSPA. But 
it has a poor performance for mobility which urged the 
vendors to continue work on enhancing the HSPA. 
Therefore the WiMAX has been deployed as a substitute 
to wire lines in the developed countries, and is available 
in many areas around the globe. 
WiMAX is a family of the interoperable technologies. It 
was completed in 2001 intended primarily for point to 
point, line of sight communication using a bandwidth of 
10 GHz, using a single carrier waveform. The next 
enhancement came in 2004 when IEEE 802.16-2004 
standard was released. The resulted in two multi radio 
interfaces, one based on OFDM the other on OFDM -256. 
It also supported point to multi point and non line of sight 
communication. The operation is fixed in this version 
also thus the subscribers are immobile. Typical 
applications include local telephony bypass, cellular 
backhaul and internet service provider (wireless) both 

through licensed and unlicensed bands. This version of 
WiMAX is not primarily for cellular or Wi-Fi purposes 
thus it can provide complementary services. It is also 
used by large private bodies (for local connectivity) such 
as, universities and large corporations using the ITU 
unlicensed band. But there is very little work done at this 
aspect of this technology. As previously stated the biggest 
problem with WiMAX is its incapability to support 
mobility, therefore the IEEE came up with a mobile broad 
band standard called the IEEE 802.16e-2005 (also called 
mobile WiMAX). It can support mobile radio operations, 
handovers among the base stations and also the inter 
operators handover. It is designed to operate most likely 
in the licensed bands and it is being deployed since 2009 
in the markets. But it is not backward compatible with the 
previous version (2004 version). The mobile WiMAX 
will operate in a 2*2 MIMO configuration in the 
beginning using a bandwidth of 10 MHz.  
The WiMAX forum is working on a new version, the 
mobile WiMAX release 1.5 which offers great 
 refinements including support for higher mobility, 
reduction in MAC overhead for VOIP, optimization in 
handover, service support based on location, load 
balancing, FDD operation adaptive modulation and much 
more. 
 
COMPARISON OF WIRELESS TECHNOLOGIES [5] 

 

This section of the paper gives a brief comparison among 
different wireless technologies running in the market, 
looking at parameters such as through put, spectral 
efficiency, latency and also the market position. 
 
The Data Throughput 
 
Data through put can be considered as the key parameter 
when comparing different technologies. There are many 
definitions available of the term “throughput” but general 
it is referred as the “peak network speed” or “the peak 
throughput” which means the fastest possible 
transmission speed over the radio channel. The 
throughput is generally characterized by two key factors 
i.e. highest order of modulation and amount of coding 
(error correction). 
The table below shows three type of throughput of 
different technologies which is peak network throughput, 
peak user rate and the typical rates. 
 
HSPA Actual Throughput 
 
The graph below shows the actual throughput of the 
HSPA. The figure is based on data measured in three 
major cities across the Europe using the same network. 
On X axis the percentage of the samples is shown while 
Y axis is showing the throughput. 
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Fig.4. Data rates of different technologies 

. 
 

 
 

Fig.5 HSPA actual throughput 

 
HSDPA Throughput through Deployed Networks  

 

The fig 7 is showing the downlink throughput of a device 
having peak data capability of 7.2 Mbps. The results are a 
median performance of 1.8 Mbps when the coverage is 
poor, 3.8 Mbps whit a good coverage and 1.9 Mbps when 
the user is mobile. 

 
Fig.7.HSPA throughput for 7.2 Mbps device 

 
LTE Throughput 

 
LTE promise a great improvement in the data throughput 
and it can be seen in the figure below showing the 
throughput of a 2*2 MIMO configuration with a 
maximum bit rate of 154, a mean of 78 and a minimum of 
16 Mbps.  

 
Fig.6. LTE throughput measured in a test network. 

 
An additional insight of the LTE downlink throughput is 
given using different configuration of MIMO measured at 
10 MHz bandwidth. 
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Fig.8.Performance of LTE in various modes 

 
            It is worth mentioning that these data rates are 
ideal, the actual data rates experienced by the user will be 
lesser depending on various factors including, 

• The speed of the user and the RF conditions. 

• Position of the user (position within cell). 

• The load on the network, the more the congestion, 

the lower the data rates. 

• The protocol overhead, as data rates in general are 

defined for physical layer thus the over head at other 

layers can reduce the throughput by 20 %. 

 
Latency 

 

Latency is another important factor when evaluating the 
performance of the technology. It is generally defined as, 
the round trip time it takes for the data to traverse through 
the network. The evolution in wireless technologies has 
reduced the latency time by a significant amount and 
there is no end to it as further improvements are brought 
up with every new technology. 

 

 
 

Fig.9.Latency time for different technologies 

 
Spectral Efficiency 
 
The main problem that the mobile operators are facing 
these days is the shortage of the available bandwidth, and 
as hundreds and thousands of subscribers are added daily, 
this needs more and more attention. Therefore the 
performance of a cellular technology is determined by 
how efficiently it utilizes the available bandwidth. With 
all other parameters kept constant (frequency band, cell 
spacing, amount of spectrum), an increase in the spectral 
efficiency means, that more users can be accommodated 
in a cell of the same size. 
However the cost for achieving a higher spectral 
efficiency means an increase in the complexity in the user 
and network equipment. LTE overcomes this problem by 
employing OFDM which provides a higher spectral 
efficiency with much lower complexity. 
The figure below gives a comparison for spectral 
efficiency of different technologies. The values given are 
reasonably real and therefore lesser then the ideal values 
published. 
There is a great room for improvements in these 
technologies. The CDMA2000 can achieve a higher 
spectral efficiency by applying certain optimization 
techniques, including the MR*D and using multi input 
multi output antennas (MIMO). On other hand the early 
release of WiMAX was launched with a 2*2 MIMO 
configuration so there is still a space for improvement 
with the new releases of the technology. 
The LTE can achieve even more spectral efficiency by 
employing wider channels, such as 10 and 20 MHz. 
The LTE has a higher spectral efficiency compared to 
WiMAX for a number of reasons including, 
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• The operation of LTE is closed loop with precode 

weighting. 

• It shows a great control over channel efficiency. 

• Increase in error correction through redundancy. 

• The quality of the channel is indicated by the delay 

(1 msec frames instead of 5 ms). 

 
CONCLUSION 

 
The EDGE/HSPA tree of technologies has evolved with 
the time and is considered as the pre dominant wireless 
network, offering a true mobile broad band advantage to 
the subscribers and the operators.  
The HSPA is providing the highest data rates these days 
among the many wide area wireless data providers and 
there is still more room for enhancement. 
With continuous effort, the data rates will increase and 
the latency will drop down. All this will result in 
accommodation for more users and the network will be 
able to support more applications such as video and call 
control and the location information services. Unlike 
some other technologies in the market, the HSPA 
provides voice and data services to the user at the same 
time and enables the operators to support these services in 
their entire spectrum. 
3GPP LTE has been selected as the development platform 
for the future cellular technologies due to the advantages 
that it offers. The increase in mobile computing, new 
handheld computing devices, multimedia messaging, the 
growth of the packet data in mobile networks and certain 
complementary services such as location information, has 
made the wireless network a huge industry. 
The LTE provides one of the best profiles for mobile 
broadband and provides a source to estimate the potential 
and size of this industry. That is the reasonit has been 
selected as the platform for the future cellular 
technologies. The advantages are long term which 
matches or exceeds the performance of other vendors in 
the market. And it also paves the way for an all IP 
network where all the cellular technologies can co-exist. 
In the future, the current UMTS or the HSPA service 
providers might want to adopt LTE for the benefits it 
offers. For this purpose, significant changes have to be 
made in the hardware to make it able to support 3GPP 
release 7 and 8. The LTE is a symbol of evolution in the 
world of mobile services, particularly in mobile 
broadband. With great throughput and least latency, 
spectrum flexibility, lower cost per bit and much greater 
capacity, it is designated to provide a much better user 
experience. 
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    Abstract- In past few decades, mobile networks have 

evolved from first generation (1G) to fourth generation (4G) 

but presently the second generation (2G) and third 

generation (3G) still have the major share of deployed 

mobile networks. For excellent user experience and for 

efficient operation of 2G and 3G networks, the network 

elements and associated parameters are configured 

manually with significant operational costs. Optimized 

parameter tuning also requires developing and maintaining 

specialized expertise but still involves potentially error-

prone, time consuming manual processing and manual 

updating of network parameters has significant longer 

delays as compared to rapidly varying network conditions, 

hence causing sub-optimal performance of the network 

resources. 

Self-organizing network (SON) capabilities introduced in 

the long term evolution (LTE) has embarked a new era of 

automation and software intelligence in mobile networks. 

The tasks related to network optimization, fault finding, 

configuration and planning are automated through SON. 

SON is an encouraging source for network operators to 

reduce operational costs and the manual workload. 

Automation of the network processes through SON is a step 

towards fully autonomous mobile networks in the future. 

This paper presents the different SON principle 

architectures, highlights the SON functionalities and 

describes automatic neighbor relation as an exemplary use 

case. 

 

Keywords: Self-organizing networks, Network 
Intelligence, Network Automation 

 

INTRODUCTION 

 he reduction in operational complexity ,cost and 
human effort are the key drivers for 4G LTE 

networks. Both, the equipment vendors and the operators 
are inclined towards reduction in manual efforts required 
for maintaining network efficiency and to administer 
system operation in multi-technology, multi-operator, 
heterogeneous networks. To offload the capacity of 
macro cells and to provide greater coverage , more and 
more pico and femto cells are added into the networks, 
also the expansion in multi-technology networks (2G, 3G, 
4G, Wi-Fi) is taking place rapidly [1]. These trends pose 
a significant complexity for networks operation and 
management. 
The wireless industry’s approach to SONs has been a 
pervasive one. SONs will come into play from the first 
moment a base station is powered up through its ongoing, 
daily operations. In addition to the staggering number of 
the network parameters that an individual base station 

                                                           
 

must deal with, new 4G technologies must be able to 
mesh with the older 2G and 3G technologies that could be 
functioning in the same infrastructure. For example, 
handoffs from one cell to the next, cell camping, load 
balancing and other network operations must be handled 
seamlessly among 2G, 3G and 4G technologies [2]. 
The transition to 4G only accentuates the industry’s need 
for an organic infrastructure that can quickly grow and 
expand with as little human intervention as possible. For 
example, network architectures are also evolving with 
new form-factor base stations such as femto-cells. These 
small form-factor base stations are targeted at residences 
and small businesses [2]. To avoid exploding operational 
costs, a new level of plug-and-play provisioning and self-
configuration based on SON technology will be required 
to deploy femto-cells to millions of homes and businesses 
[2]. 
The main drivers for software intelligent automation 
processes in a mobile network operation are as follows 
[3].  
• The complexity and the large quantity of parameters in 
current networks require a lot of effort in the optimization 
processes, for instance, O&M functionality, drive tests 
and interface trace analysis, to achieve optimal 
performance. 
• When introducing LTE, it is expected that in many 
zones, at least three mobile network technologies will be 
operated in parallel (2G, 3G and LTE/SAE). 
• The home eNBs that could be deployed in large 
quantities should have deployment and O&M processes 
which are highly automated, nearly plug and play, 
without the commissioning of installers. 
For wireless networks, automation is not a completely 
new idea as current networks already severely rely on 
comprehensive use of automated processes. For instance, 
for radio resource management (like power control, 
adaptive multi-rate and scheduling etc) automation is 
being used. Thus, the introduction of SON algorithms 
reflects the wireless network’s evolution; with software 
intelligence and automation of processes are simply 
extending their scope deeper into the network [1] [4]. 
The industry forum Next Generation Mobile Networks 
(NGMN) has been a key source in developing LTE SON 
[5]. Initial requirements set on SONs were established by 
NGMN in 2006 [6] and consequently diverse use cases 
have been specified to cover various aspects of the 
network deployment, planning, optimization, operations 
and maintenance [7]. NGMN generated requirements, 
specific to SON, served vital role to the acceptance of 
SON idea by the Third Generation Partnership Project (3GPP) 

[8]. 

T
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SON ARCHITECTURE 

System Architecture Evolution (SAE/LTE), standardized 
by 3GPP, increases data plane efficiency and minimizes 
the number of nodes with respect to the second and third 
generation systems. Intermediate nodes such as the 
Serving GPRS Support Node (SGSN), the Gateway 
GPRS Support Node (GGSN) and Radio Network 
Controller (RNC) are removed and replaced by the SAE 
Gateway (GW), for the reduction of inter-node data 
traffic delays. 
In SAE, the central control functions of the RNC are 
distributed between the evolved Node B (eNB) and the 
Mobility Management Entity (MME) as eNBs are able to 
communicate with each other using a new logical inter-
eNB interface, called X2 as shown in Fig.1 [9]. Thus, the 
eNB has more control functions than a 3G Node B. The 
S1 interface is a multiple interface that connects a pool of 
eNBs to a pool of mobility management entities and 
gateways. 
 
 

 
Fig.1. LTE Radio Access Network (RAN) Architecture [9] 

 

SON architectures are categorized into three classes 
depending upon the location of optimization algorithms: 
centralized SON, distributed SON and hybrid SON, 
depending on the number of involved cells and the 
network reaction times. In practice a hybrid SON is 
required, in which all three kinds of approaches are in use 

simultaneously coping with different needs for different 
use cases in a self-coordinated manner. 

CENTRALIZED SON ARCHITECTURE 

Centralized SON is a mechanism, where a large number 
of cells can be involved in the optimization, having 
slower update rates based on long-term statistics. In 
centralized approach, SON capabilities reside in fewer 
locations, at top architectural level, for instance, the 
network management or Element Management System 
(EMS), depending on the requirements (e.g., multi-
vendor capabilities)[10]. The use cases in centralized 
SON requires many cells to be treated simultaneously, 
e.g., if the transmission power or antenna tilt of a base 
station is altered; it has to be taken into account in the 
neighboring cells due to the changed interference 
situation. In centralized SON, the execution of 
optimization algorithms takes place in the OAM system. 
Hence, easy to deploy but with low multi-vendor 

optimization support as each vendor has its own OAM 
system. 

 
Fig.2. Centralized SON Architecture [9] 

 

DISTRIBUTED SON ARCHITECTURE 

Distributed SON is applied in the processes where a few 
cells (e.g., 2 cells) are involved in the optimization and 
the altered parameters have only a local impact (i.e., only 
information exchange between neighbors is required). 
Information between the cells involved is exchanged over 
X2 interfaces. As X2 is the interface between neighboring 
eNBs, it is not feasible to relay data from eNBs to other 
eNBs far apart from each other. Distributed solutions 
involve some load on the interfaces, e.g., X2, and need to 
be checked for stability and convergence [10]. Hence, 
particular use cases where typically around two cells are 
involved in the optimization process are predestined for a 
distributed approach (e.g., two cells optimizing their HO 
offset values). In distributed SON, the execution of 
optimization algorithms takes place at eNB. In distributed 
approach, SON capability resides in lower architectural 
level at many locations and requires a lot of deployment 
effort. It is relatively simple to support the inter eNB co-
ordination for two eNBs with rapid optimization response 
than supporting complex optimization schemes, requiring 
many eNBs to coordinate.  

 
Fig.3. Distributed SON Architecture [9] 

 

HYBRID SON ARCHITECTURE 

A hybrid SON architecture is needed as all different kinds 
of use cases exists in practice at the same time with 
different scopes. In Hybrid SON, the execution of 
optimization algorithms is shared between eNB and 
OAM system by implementing the fast and simple 
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optimization schemes in eNBs whereas implementing 
complex optimization schemes in the OAM system [11]. 
Thus, hybrid SON architecture is flexible to support 
various optimization use cases that have different 
requirements. It also enables inter multi-vendor 
optimization through X2 and Itf-N interfaces [10]. 
 

 
Fig.4. Hybrid SON Architecture [8] 

 

SON FUNCTIONALITIES 

The three fundamental strata that would make up a SON 
are self-configuration, self-optimization and self-healing. 
Cutting across these strata are a number of important 
operational goals, such as energy reduction, RF 
interference reduction, coverage and capacity 
optimization, inter-cell interference coordination (ICIC), 
mobility robustness, load balancing, configuration 
automation, neighboring cell relationships, channel 
utilization optimization, and others [12]. 
Fig.5 reflects the SON’s basic functionality framework as 
in [13] and [14]. 

SELF-CONFIGURATION: BEGIN AT THE BEGINNING  

Self-configuration [15] covers pre-operational phases of 
network elements such as network planning and 
deployment in order to reduce capital expenditures. From 
the moment a SON base station is first powered up, it will 
have the ability to automatically configure itself, 
installing and adjusting its initial parameters before 
joining the network. This would apply to macro-cell base 
stations, which are installed in soaring towers with 
extensive RF ranges; pico-cells, which have more limited 
reach; and even the new femto cell base stations for 
homes and small businesses. Being an entity of self-
configuration process, base station would have the ability 
to configure its physical cell identity, including its IP 
address, and to authenticate its software and configuration 
data. 
Once these steps are completed, the base station would 
initialize its radio configuration. This involves setting up 
the station’s relationships with base stations in 
neighboring cells, configuring the station’s neighbor list. 
An automated configuration [16] [17] process takes on 
even greater importance as more base stations are 
deployed to improve network coverage and capacity. 
Moreover, 4G networks will not be homogenous with 

regards to the types of base stations that make up the 
network. To date, the mainstay of the wireless 
infrastructure has always been the large macro-cell, but 
moving forward, more and more of the smaller femto-
cells and pico-cells will dot the wireless landscape. 
 

 
Fig.5. LTE SON Functionality Framework [13] [14] 

 
Femto-cells that automatically configure themselves will 
be imperative for cost-conscious operators. Features like 
the ability to automatically configure the cell’s physical 
ID and construct its neighbor relation table will enable 
plug-and-play capabilities in a SON; this will support the 
rapid deployment of femto-cells and pico-cells. 

 
[15] defines self-configuration use cases as follows: 
• Automatic Neighbor Relation (ANR) function [18]. 
• Automated configuration of Physical Cell ID (PCI) [19] 
[20]  
Moreover, [21] describes the following use cases: 
• Self establishment of a new eNB in the network, 
• Self-configuration and self-healing of eNBs. 
 

SELF-OPTIMIZATION: HANDS-FREE TUNING 

Self-optimization takes place in operational state so that 
network operators get benefits of the dynamic 
optimization, e.g., mobility load balancing to make 
network more robust against environmental changes [22] 
as well as the minimization of manual optimization steps 
to reduce operational costs.  
Following its initial self-configuration, a SON base 
station will begin optimizing its operating procedures, 
including the process whereby it dynamically prunes and 
selects the base stations on its neighbors list. 
The optimization phase strives for maximum efficiencies 
based on a number of criteria, including energy 
consumption, interference conditions, range requirements, 
random access channel (RACH) utilization, mobility 
optimizations and others. 
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Measurements from the base station itself, as well as 
cellular handsets within its range, form the basis for an 
auto-tuning process that brings the base station to its 
optimum operating state for any particular moment in 
time. Of course, conditions can change dramatically from 
one moment to the next. A SON base station must be able 
to automatically sense spatial and temporal changes in the 
network and adapt its operations accordingly [11]. 
The main use cases in self-optimization are [15]: 
• Coverage and capacity optimization, 
• Energy savings, 
• Interference reduction, 
• Mobility robustness optimization, 
• Mobility load balancing optimization, 
• RACH optimization, 
• Inter-cell interference coordination. 
In addition, the following self-optimization use cases are 
described in [16]: 
• Self establishment of a new eNB in the network, 
• Self-configuration and self-healing of eNBs, 
• Optimization of parameters due to troubleshooting, 
• Continuous optimization due to dynamic changes in the 
network, 
• Optimization of Quality of Service (QoS) related radio 
parameters 

SELF-HEALING 

Once operational and initially optimized, a SON base 
station is sure to encounter conditions that will require 
automatic self-healing mechanisms. In the case of 
network failures, the station must be able to detect a wide 
variety of failure conditions and automatically launch 
actions that would be appropriate to each condition. The 
intent of these alternative self-healing processes and 
procedures is to guarantee a certain grade of service 
(GoS) and quality of service (QoS) to subscribers. A base 
station’s self-healing processes are often intertwined with 
self-optimizing procedures. For example, a station might 
automatically increase its power output and extend its 
range in order to offload a neighboring cell that is 
overloaded with traffic and failing to connect an 
unacceptably high number of calls. This automatic 
expansion of a cell’s borders is sometimes referred to as 
“breathing” because the base station will be pushed 
outside its borders to alleviate the congested conditions 
experienced by a neighboring cell. At the same time, the 
overloaded base station will contract its borders to better 
serve the highly concentrated number of users within its 
range. 

USE CASE: AUTOMATIC NEIGHBOR RELATION 

Tasks performed by engineers for day-to-day network 
operations are identified as use cases [23] for automation 
that would provide efficient resource utilization. It is 
expected that many of these use cases will be introduced 
into 3GPP for subsequent standardization [1]. 
Managing the neighbor relations for handover is a labor-
intense process in most radio technologies. It is a 
continuous process for expanding networks and in mature 

networks it is a time consuming process. The process is 
more complex to manage several networks involving 
multiple layers and interfaces. For a single operator there 
are thousands of neighbor relations and even with the best 
methods at hand, manually managing such large number 
of neighbor relations is complex, time consuming and 
tedious. Hence, automation of neighbor cell relations is 
obvious and Automatic Neighbor Relation (ANR) is, 
therefore, one of the first 3GPP standardized functions of 
SON [18]. 

DESCRIPTION 

With user (UE) movement from serving eNB to target 
(another) eNB, the ANR in LTE facilitates automatic 
discovery and setup of neighbor along with setup of  inter 
eNB X2 interface. The two distinctive functions, making 
ANR possible, are: 
1. Reporting of adjacent cells, known or unknown, is 
swift enough for use in handover preparation without UEs 
having adjacent cell list and therefore enables 
measurement for cells that are even unknown to serving 
eNB. 
2. Full identification of a cell through UE can be 
requested by serving eNB.  

ADJACENCY DISCOVERY 

After radio resource connection (RRC) set up, serving 
eNB requests UE to forward measurement reports of cells 
fulfilling a certain criteria set by eNB to it until the 
termination of RRC. For multi-mode operation, UE might 
measure on legacy radio technologies [1]. Detected 
Physical Cell Identities (PCIs) are reported to serving 
eNB and if the measurement report conations an 
unknown cell then ANR facilitates handover to the cell 
after taking actions to make the cell known. 

ANR ACTIONS 

After adjacency discovery, the UE retrieves Global Cell 
Identity (GCI) of unknown PCI (target cell) as a response 
to serving eNB’s request. The UE gets the GCI from 
broadcast channel of target cell and forwards to serving 
eNB. Serving eNB then retrieves target eNB’s IP address 
with the aid of MME in SAE to start inter eNB 
communication through X2 setup. 

 
Fig.6. Automatic Neighbor Relation (ANR) in LTE. 

 

The serving eNB forwards its cell design data (i.e. 
frequency, PLMN-id, GCI, PCI and TAC) to target eNB 
with X2 setup request. The target cell creates adjacency 
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relationship with serving eNB and forwards its cell design 
data to serving eNB through X2 interface. The serving 
eNB creates the adjacency relationship with target eNB. 
The X2 interface is used for all handovers in the future 
between the cells. The ANR feature works similarly  for 
handover between LTE network and other system 
technology networks (i.e. WCDMA and GSM), with an 
exception that it only creates an adjacency relationship 
with target eNB involving SAE without X2 setup as all 
the handovers involving non-LTE technologies are 
carried out over SAE. 
ANR can automatically optimize the neighbor 
(adjacency) relationship list by deleting relations based 
upon the handover performance or frequency of usage or 
the combination of both criteria. The addition and 
removal of neighbor relations by ANR is controlled 
through the policies set by the network operator. Through 
black listing, the operator prohibits ANR from creating 
particular neighbor relations and through white listing the 
operator prohibits ANR from deleting certain neighbor 
relations.  

ADVANTAGE 

ANR minimizes, and might completely remove, the error 
prone manual handling for creation, removal and 
optimization of adjacency relations. This will improve 
handover success rate (HSR) and will reduce dropped 
connection rate (DCR). 

CONCLUSION 

Self-organization of mobile networks is a vital approach 
for reducing the operational expenditure (OPEX), capital 
expenditure (CAPEX) and to facilitate cost-effective 
support for a variety of high-quality mobile applications 
and services. SON is introduced gradually with study of 
its impact on service quality and network performance in 
parallel and therefore develops confidence in network 
operators to delegate the management to network itself. 
SON is the step forward to an autonomous software 
intelligent integrated process for network configuration, 
healing, planning and optimization with reduced human 
intervention. 
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Abstract As Multi Carrier Modulation (MCM) have 

significant features over a Single Carrier Modulation 

(SCM). One of the special forms of Multicarrier modulation 

is Orthogonal Frequency Division Multiplexing (OFDM) 

with a key feature of Orthogonality. OFDM is used in many 

new and emerging broadband communication systems. 

Along with several advantages of MCM or specifically 

OFDM, it has some drawback which is high PEAK to 

Average Power Ratio (PAPR). There are different 

techniques available to lower the PAPR. Every technique 

has its own benefits as well as shortcoming. Therefore each 

technique is used for different applications in different 

circumstances. Tone Reservation (TR) is one of them in 

which a small set of subcarriers are reserved for peak 

cancellation signal. This peak cancellation signal helps to 

lower the PAPR of the whole signal. PAPR reduction by tone 

reservation depends mostly on the quantity, location and the 

values of the peak cancellation signal. Different people 

around the world proposed different ways to implement the 

Tone Reservation technique. Each approach has its own 

benefits and is appropriate in different conditions. Some of 

them have good results with high complexity while some of 

them have less complexity but the results are not much 

reliable. However in each approach the appropriate 

selection of different parameters can make a balance 

between results and the complexity. 

Keywords: Tone Reservation, PAPR, OFDM, 
Multicarrier Modulation (MCM). 

I. INTRODUCTION 

1.1 Background 

In last few decades human being has gone through 
different novel experiences. The most unimaginable and 
utopian ideas have been transferred into realities. These 
transitions and advancements are mostly made in the field 
of technology. The technological and scientific 
advancements have discarded the centuries old obsolete 
ideas. Every individual in this new era aspires to go 
forward in the road of life. Each and every person in this 
technological world has an aspiration to be at the best and 
wants to achieve those bits which are not achieved by the 
others. The same trend is adopted in the field of 
communication.  
The change in the field of communication is observed 
with the transformation from an analogue to digital 
communication. With this transition not only the capacity 
is increased but it also gives other advantages like 
easiness of generating digital signals [1]. 
The more advancement is made generically in technology 
and specifically in communication regardless of the wired 
and wireless communication. While later on the wired 
communication is mostly replaced by wireless 

communication and in today’s world most communication 
takes place wirelessly. However in both wired and 
wireless communication the main objective is to transmit 
data from source to destination with least number of 
alterations. This is due to a reason that other factors get 
involved in it like noise, attenuation, distortion, fading 
and interference with involvement of an alteration [2]. 

Therefore different steps are involved in communication a 
message from source to destination like encoding, 
decoding, multiplexing, modulation and demodulation 
etc. In addition to all the above factors, the utilization of 
bandwidth is a major part in a communication system. 
Therefore there are different means to utilize the 
bandwidth more efficiently. There are two ways to utilize 
the bandwidth, one is multiplexing and the other is 
multiple access. In multiplexing and multiple access large 
amount of data is transmitted through a channel with 
limited usage of bandwidth. In multiplexing the resource 
allocation is fixed whereas in multiple access it is 
assigned dynamically. On the other hand modulation is 
used to synchronise a signal to channel which helps to 
reduce noise and interference [3]. 
 

1.2 Problem Statement and Proposed Solution 

Modulation of a signal is classified into two broad 
categories which are; 

• Single Carrier Modulation (SCM) 

• Multi Carrier Modulation (MCM) 

In Orthogonal Frequency Division Multiplexing (OFDM) 
a multi carrier modulation technique is used. OFDM with 
numerous advantages have some disadvantages as well. 
One of the drawbacks in OFDM is Peak to Average 
Power Ration (PAPR). PAPR means that when a majority 
of sub-carriers aligns in phase then it will give a high 
peaks in the signal. In order to solve the problem of 
PAPR different proposed solutions are presented. Tone 
reservation is one of the techniques used for reducing the 
peak signals with minimum usage of resources which is 
discussed in this research paper. 
 

II. BACKGROUND REVIEW 

2.1 Multi Carrier Modulation 

Modulation scheme is divided into Single Carrier 
Modulation (SCM) and Multi Carrier Modulation 
(MCM). In single carrier modulation data is transmitted in 
serial order by modulating one carrier at a time [4]. 
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In multi carrier modulation the bandwidth is divided into 
different section known as sub bands or sub carriers. 
Similarly the data is divided into blocks of data symbols. 
These data symbols are then transmitted in parallel by 
modulating onto sub carriers [4][5][6].  
Multicarrier modulation was first introduced in military 
radio links in late 1950s. In multicarrier transmission the 
serial high data stream is altered into multiple parallel low 
data rate sub streams. Due to the use of multipath and Fast 
Fourier Transform (FFT) and its Inverse (IFFT), 
multicarrier modulation became more significant as 
compared to single carrier modulation. On the other hand, 
multicarrier modulation can transmit more data as 
compared to single carrier modulation with same 
parameter [7][8]. 

Multi carrier modulation is used in wired communication 
in a form of discrete multi-tone modulation (DMT) and in 
wireless communication as an Orthogonal Frequency 
Division Multiplexing (OFDM) [9].  
A simple multi carrier transmitter is shown in 

figure 2.1 as [10]; 

Figure 2.1, A Simple Multicarrier OFDM System 

[10] 

Due to multiple advantages of multi carrier modulation, it 
is used in different applications like Digital Audio 
Broadcasting (DAB), Digital Video Broadcasting (DVB), 
Wireless Local Area Networks (WLAN), Wireless Local 
Area Network (WLAN) and Wireless Local Loop (WLL) 
[9][11]. 

 
2.2 Orthogonal Frequency Division Multiplexing 

(OFDM) 

By definition, “OFDM is a sum of N independent signals 
modulated onto a sub channel of equal bandwidth with a 
frequency separation of 1/T between adjacent subcarriers, 
where T is a time duration of OFDM symbol” [12]. 
OFDM is considered as a modulation or a multiplexing 
technique. The main characteristic which differentiates 
OFDM from conventional Frequency Division 
Multiplexing (FDM) is orthogonality, which means that 
the subcarriers are orthogonal to each other. The 
orthogonality is achieved by placing the subcarriers in 
such a way that the spacing between these sub carriers is 
equal to the reciprocal of the useful symbol period. 
Therefore these sub carriers will not interfere with each 
other and hence there will be no interference in the 
communication system [13]. 

The graphical representation of an OFDM signal is 

shown in figure 2.2 as [14]; 

 

Figure 2.2, OFDM Signal [14] 

OFDM is implemented by the Fast Fourier Transform 
(FFT) and Inverse Fast Fourier Transform (IFFT). OFDM 
basically works in a way that, “it takes a data stream, 
divide it inot N parallel data streams, each at a rate of 1/N 
of the original rate. Each stream is then mapped to a tone 
at a unique frequency, then all of them are combined 
together and applied to an Inverse Fast Fourier 
Transform”[15]. 
The IFFT then converts the frequency domain data into 
time domain samples. This time domain samples are then 
applied to a block of parallel to serial converter which 
generates a time domain signals sequentially. The same 
operation takes place at the receiving end in reverse order. 
The basic OFDM block diagram is shown in figure 

2.3 as [16]; 

 

Figure 2.3, Basic OFDM Block Diagram [16] 

2.3 Peak to Average Power Ration (PAPR) 

As multi carrier modulation and particularly OFDM have 
numerous advantages, whereas it has some drawbacks as 
well. In OFDM each data symbol is sent on a different 
carrier frequency to reduce Inter Symbol Interference 
(ISI) and which also made OFDM spectrum efficient, 
which means that data symbols contains more sub carrier 
and led to a problem of High Peak to Average Power 
Ratio. PAPR means that there will be high peaks in the 
signal when majority of sub carriers align themselves in 
phase [15]. 
This can be explained by central limit theorem of 
probability theory, which states that when there are large 
numbers of variables, then it is approximated under 
Gaussian distribution. Therefore in OFDM there are large 
numbers of variables and hence an OFDM signal is 
considered by Gaussian distributed signal [13]. 
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The high PAPR will increase the complexity for analog to 
digital and digital to analog converters and also reduce the 
efficiency of the RF power amplifier [17]. 

One way to reduce the high peaks is to reduce the average 
power of a signal which will in turn reduces the high 
peaks, whereas the signal to noise ratio at a receiver also 
reduces which will degrade the performance of a system. 
2.3.1 Mathematical Model of PAPR 

In PAPR the input bit stream applied to OFDM system is 
first mapped on a modulation technique, e.g QAM, QPSK 
or BPSK resulting an OFDM vector of symbols. Suppose 
this complex vector of symbols is “X” consisting of a 
complex data symbols X0, X1, X2 .....XN-1. This base band 
representation of a multi carrier signal is expressed by the 
following equation 2.1 as [18][19]; 

[19] 

Where 0≤ k < N-1 

 “In the above equation N is the number of sub carrier in 
an OFDM system, Xk is the modulated data carried by the 
Kth sub carrier”[19].  The PAPR of a transmitted signal is 
defined as the ratio between the square of the maximum 
power and square of the average power of a signal. If the 
PAPR of a signal is needed to be found then the 
cumulative Distribution Function (CDF) and 
Complementary Cumulative Distribution Function 
(CCDF) is calculated. Therefore through CCDF, it is 
observed that how much a PAPR of the signal is exceeded 
[18][20]. 

2.3.2 Complementary Cumulative Distribution 

Function (CCDF) 

In modern communication field CCDF plots offer a 
comprehensive analysis of a signal power peaks. “It is a 
statistical technique that provides the amount of time a 
signal spends above any given power lever”[21]. 

Therefore by using these plots a probability can be seen 
that a signal data block exceeds a given threshold. These 
CCDF plots can be used to analyse the PAPR 
performance of a signal [18].  

2.3.2.1 Mathematical Explanation  

In order to calculate the CCDF  of a given data the 
following steps are taken as; 

• Calculate the Probability Density Function (PDF) 

of the data 

• Take the integral of the PDF to achieve 

Cumulative Distributed Function (CDF) 

• Subtract CDF from 1 to get 

Complementary Cumulative Distributed Function 

(CCDF) 

It is shown mathematically as [18]; 

CDF = ∫ PDF 

CCDF =1 – CDF 

OR 

P (PAPR>z) = 1 – P (PAPR≤z) 

= 1 – F(z)N 

= 1 – (1 – exp(-z))N 

Where F(z) represents CDF [18]. 

III. OVERVIEW OF PAPR REDUCTION TECHNIQUES 

3.1 PAPR Reduction Techniques 

To reduce the peak power in an OFDM system there are 
different techniques used to overcome the PAPR. A 
simple solution to reduce the peak power is to filter the 
high peaks of a signal. There are other methods for 
reducing peak power of a signal in OFDM system like 
amplitude clipping, clipping and filtering, coding, partial 
transmit sequence, selected mapping, interleaving, tone 
reservation and tone rejection etc. The tone reservation is 
discussed in depth in this research paper. 

The above different techniques are divided into two broad 
categories of transparent and non-transparent methods. In 
transparent method the receiver did not need to know side 
information while in non-transparent method the receiver 
knows the side information applied by a transmitter. 
Some of the above techniques are explained below [13]. 
3.1.1 Amplitude Clipping and Filtering 

In this method portion of the high peak power is clipped. 
By clipping a signal the system will generate noise due to 
distortion of a signal. The distortion may be in-band or 
out-band. This distortion can be removed by filtering. The 
amplitude clipping and filtering method is considered as a 
transparent method due to no side information required by 
a receiver [18]. 

3.1.2 Coding 

To reduce the high peaks in this method the data is coded 
in blocks. Then the sequences that generate high peaks are 
avoided. This method is not too much popular because it 
needs extensive search and large look up tables. Coding is 
a non-transparent method [22]. 
3.1.3 Tone Reservation Technique 

Tone reservation is one of the simple and important 
method for reducing high peaks in an OFDM system. In 
this method an appropriate signal is added to an original 
signal to reduce the PAPR of an original signal. Suppose 
an original signal in frequency domain is X and the 
appropriate signal for cancellation of peak of a signal in 
frequency domain is C. These two frequency domain 
signals are kept in disjoint frequency sub spaces to fulfil 



10th  Research Seminar Series Workshop 3G and Beyond 
 

 
  

School of Engineering, Design and Technology  
University of Bradford 

-45- 

the condition of tone reservation technique. This means 
that some tones in an original signal are reserved for peak 
reduction signals and these tones are not used for data 
carrying. The hard part in this method is to select an 
appropriate signal in frequency domain which will reduce 
the high peaks of an original signal. Tone reservation is a 
transparent method because it does not need any side 
information [23]. 
3.2 Selection Criteria for PAPR Reduction 

All the above techniques have some merits and de merits. 
The selection of an appropriate technique for PAPR 
depends on the situation and the demands of the system. 
However some important facts are necessary to be kept in 
mind like capability of PAPR, power increment in 
transmitted signal, bit error rate increase at a receiver, loss 
in data rate and computational complexity [18]. 

VI. TONE RESERVATION 

4.1 Overview 

Tone reservation (TR) is one of the most important 
method used for the reduction of PAPR in an OFDM 
system. The basic idea of a tone reservation is based on a 
general additive model of PAPR reduction. A data block 
is added to an original signal in order to reduce the high 
peaks in a transmitted signal. The added data block is then 
separated from the original data at the receiving end. In 
other words a small set of sub carriers or tones are 
reserved in an original signal to reduce high peaks. These 
reserved tones are not assigned to any data in OFDM 
system but only dedicated for PAPR reduction [18][24]. 

The basic idea of tone reservation is that some of the sub 
carriers or tones have low signal to noise ratio (SNR) and 
therefore will not be used to assign any data to those 
tones. Therefore these tones are used for PAPR reduction 
of an original signal in an OFDM system [12]. 
4.2 Detailed Structure 

Suppose x is an original time domain signal having high 
peaks. The main characteristic of tone reservation 
technique is to find a time signal c which is to be added 
to an original signal x to reduce PAPR [12].  
The corresponding frequency domain signals of an 
original signal and added signals are X and C 
respectively. These two frequency domain signals are 
designed in such a way that they are in disjoint frequency 
sub spaces [25]. 

x + c = IDFT ( X + C ) 

It can be further defined by considering R tones reserved 
for reducing PAPR. Consider that the R tones or sub 
carriers are i1, i2 ....... iR. Then the vector signal X and C 
are designed as [25]; 

Xk = 0;     k∈  {i1, i2 ....... iR} 

And  

Ck = 0;     k { i1, i2 ....... iR}[25] 

The reserved tones or sub carriers are known as Peak 
Reduction Tones (PRT). These reserved tones are kept at 

the beginning of transmission data and remains fixed in 
all of the transmissions. The transmitter and receiver both 
are aware of these reserved tones [25]. 
4.3 Features of Tone Reservation Technique 

All of the PAPR reduction have some advantages and 
disadvantages. A PAPR reduction technique will be good if 
it is not affecting the overall performance of the system, low 
loss to data and requires low power to operate. Therefore 
Tone reservation full fills all the three requirements and so 
found as the best PAPR reduction technique as compared to 
the other discussed in chapter 3. 
Tone reservation technique also did not require any side 
information and the required signal is also not distorted 
due to low noise. Whereas the tone reservation technique 
is an expensive method because finding an appropriate 
signal in time domain with a help of few sub carriers in 
frequency domain. This method is similar as to design a 
filter in frequency domain and analysing its effects in 
time domain [20][26][27]. 
The reduction of a PAPR signal or reduction of peak 
power in OFDM system depends on [27]; 

• Number of the reserve tones 

• Location of the reserve tones and 

• Values of the reserve tones. 

All the above features make the tone reservation 
technique as one of the simplest, less complex and with 
minimum number of disadvantages which only requires 
one IFFT operation. However every other technique has 
its own advantages as the PAPR reduction depends on the 
requirements of the applications [28]. 

V. CONCLUSSION 

Tone reservation for PAPR reduction is one of the 
significant method for reducing high peaks in OFDM 
system. Tone reservation technique is significant due to 
its simplicity and less complex processing due to the use 
of only one IFFT for reducing high peaks. This method is 
also more important because it generates less distortion as 
compared to the other methods for reducing high peaks. 
However every method have its own advantages therefore 
it depends solely on the system requirement but in OFDM 
system tone reservation method is more appropriate. 
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ABSTRACT-The wireless communication technology has 

been growing over the last three decades. 1G was introduced 

which uses analogue radio signal for communication, then 

2G evolved, which is based on GSM technology. 2G uses 

wireless for connectivity, completely digital, and has 

increase frequency band. Due to the limitations of 2G, 3G 

was developed with a fast data transfer rates. Technologies 

in 3G include W-CDMA, GSM EDGE, UTMS, WiMax etc. 

4G is an IP-based system and provides mobile requirements 

like voice, video, media and internet. 4G users will be 

assigned an IP address before they can connect to the 

internet.  

This paper will focus on 5G mobile technology. Emphasis 

will be laid on the features of 5G and the migration from 4G 

to 5G. The paper will also look at the types of technologies 

that 5G will bring into the mobile infrastructure. 5G is 

focused on user terminals. The concept of 5G allows 

terminals to have access to different wireless technologies.  

Furthermore, recommendations from wireless industries 

that have deployed 4G will be discussed. This paper 

concludes with the benefits of adopting 5G and the 

challenges that led to its evolution. 

Keywords: 3G, 4G, 5G, mobile technology. 

 

I. INTRODUCTION 

As the mobile infrastructure increases, there is a parallel 
increase in the number of mobile phone subscribers.  And 
this led to an increase in demand to have a technology 
that is fast, reliable and ubiquitous. So there was the need 
to develop a technology that will be scalable. 1G was 
developed in the 1980s and was analog. But there was 
need to take mobile communication digital and this led to 
the evolution of 2G. 2G is digital with the development of 
the Global system for mobile communication (GSM) 
technology and later, 2.5G evolved with the General 
Packet Radio System (GPRS) which was an upgrade of 
the 2G system. 
The 3G system was developed with a wide area concept 
for the core network, a circuit and packet switching 
technology. It has a speed of up to 2Mbps and the 
technologies offered by 3G system include WCDMA, 
CDMA2000 and TD-SCDMA. One of the drawbacks of 
3G was its difficulty in global roaming. 
4G system evolved due to demand for high data rate. It is 
broadband and entirely IP-based with a packet switching 
technology for communication. 4G has a speed of up to 
100Mbps and 1Gbps at full and low-mobility 
respectively. Technologies of 4G include OFDM, MC-
CDMA, LAS-CDMA and network-LMPS. The features 
from 1G to 5G are shown in Fig 1 below.  
 

II. EVOLUTION OF 5G  

It’s been observed that new mobile generation comes out 
every decade. It might come with a new technology or an 
improvement on the old technology, but always with new 
functionalities and capabilities. It took approximately ten 
years between each evolution of the mobile technology 
from 1G in the 1981 up to 4G in 2010. But the 
deployment of 5G might come sooner than expected. 
3G systems were developed with the mind of creating a 
universal infrastructure that was capable of supporting 
present and future services. They wanted 3G to be the 

TABLE. 1. 
Generation of mobile communications, their keywords and typical 

systems [1] 

 

 
standard for future mobile technologies to come. The 
standard has helped 4G technology to evolve without 
conflicting with present services and networks. This was 
possible due to the separation of different technologies 
like access, transport and service and user application 
from each other [2]. Due to limitations like limited 
spectrum, difficulty of extension to high data rate etc. of 
3G [3], 4G systems was developed to answer the 
drawbacks of 3G and will also reduce the cost of resource 
and improve the quality of services [2]. 
The goal of 4G system is to have a technology with high 
data rate that will enable users to choose their personal 
services. It should also be cost effective and one that 
enables global roaming [4]. 
There is need to have a worldwide wireless web that is 
seamless. That result in the evolution of 5G and the user 
terminal is the focal point of the 5G mobile networks. The 
terminals will have the ability of selecting from varieties 
of wireless technologies. The user’s preference is the 
centre stage of the development of the 5G mobile system. 
The user will have the choice of choosing the wireless 
technology that best suits the user. The concept of 
software defined radios and modulation schemes will be 
implemented in the user terminal. This concept will allow 
components like amplifiers, detectors, filters etc. be 
incorporated into the user terminal as a software [5]. The 
diagram below (Fig 1) show a typical 5G phone design in 
which the user will be able to download several 
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applications and choose between different services at any 
point in time. This design allows flexibility and user 
friendliness.  
 
 

 
Fig. 1. 5G mobile phone design [5] 

 
 

 
Fig. 2. Increase mobile broadband usage [6]. 

 
This is the kind of innovation that the mobile subscribers 
have been waiting for in years. Where the network 
provider won’t have a say on the kind of service that user 
wishes to use, location and the time. 
By the year 2014, it is estimated that 3.4 billion people 
will be using the broadband services and 80 percent will 
be subscribers of the mobile broadband. And a large 
portion of them will be using Long Term Evolution 
(LTE) and High Speed Packet Access (HSPA) [6]. 
The Fig 3 shows an increase in the share of LTE devices 
due to an increase in the number of LTE devices. This 
will continue to grow because the technology will meet 
the customer’s demand in area of high speed network 
services.   
 

 
Fig. 3. Number of mobile devices shipped worldwide annually, share of 
LTE devices and number of LTE devices 2009-2020 [6] 

 
We will be discussing the OSI layers in 5G mobile 
Terminal design. 
 

A) Physical/MAC layer 

The OSI layer 1 and 2 will be based on open wireless 
architecture (OWA), which will specify the wireless 
technology [5]. This architecture will allow the 
convergence of the user terminal to seamlessly and 
automatically access a wireless access domain (i.e. 
Wireless LAN, HomeRF, Wireless ATM, Broadband 
Wireless Access, etc.) as well as in the mobile cellular 
networks (i.e. GPRS, W-CDMA, TD-SCDMA etc)[7] 

B) Network Layer 

The Network layer will be based on IPv6 because of the 
problem of inadequate address space associated with 
IPv4. Mobility is also another problem that will be solved 
by the use Mobile IP standard (e.g., Cellular IP). 5G will 
use Mobile IP for all its mobile networks. The user 
terminal will be a Foreign Agent (FA) and there is need 
for the mapping between a user terminal fixed IPv6 
address and CoA (Care of Address) to be maintained in a 
wireless network. Different IP addresses are assigned to a 
terminal when it’s connected to numerous wireless access 
domain or mobile cellular networks at a point in time [5]. 
The network layer is broken down into two sub-layers 
(Fig 5) to allow the mobile to keep multi-wireless 
network environment. The lower layer will be used for 
the interface of the network and the upper network layer 
will be used for the terminal. The Network Address 
Translation will modify the IP addresses from the Lower 
network IP addresses (IPv4 or IPv6) to the Upper 
network addresses, and vice versa [5].  

 
 
Fig. 4. Protocol stack for 5G mobile phones [5] 
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Fig. 5. Mobile Phone Network Layer [5] 

 
C) Open Transport Protocol (OTA) layer 

TCP segments are lost due to congestion in a network or 
increase in bit error ratio for a radio interface in wireless 
networks. The 5G mobile will have the new improved 
TCP version called Open Transport Protocol (OTP) that 
has the capability to retransmit wirelessly any missing or 
broken TCP segments. Users will be able to download 
any form of the TCP versions (e.g. TCP, RTP and any 
new transport protocol) that suites a particular wireless 
technology [5]. 

D) Application Layer 

Mobile phones in our world today physically choose a 
wireless connection when trying to access the internet 
neglecting the Quality of service (QoS) record of the 
network. 5G mobile phone will be equipped with a 
database that will house the QoS parameters such as 
delay, jitter, losses, bandwidth, reliability etc. All this 
QoS information will be acted upon by intelligent 
algorithms that will be embedded in the mobile terminal. 
These intelligent algorithms will be running as system 
processes and will enable the mobile terminal to select the 
most suitable wireless connection by considering factors 
like QoS and cost [5]. 
 

III. CHALLENGES OF 4G THAT LED TO 5G 

A) Security and Privacy 
4G is a heterogeneous wireless network and there is need 
for the data and information that is sent across the 
network to be protected. The nature of the network has 
made it vulnerable to security attacks like DoS (Denial of 
service), viruses, worms etc [8]. 
Security treats may arise from when peers are trying to 
initiate an external connection,   third-party application 
providers etc. Furthermore, a core IP network 
infrastructure serves all the network providers and if a 
single provider is compromised, the whole network 
infrastructure might fail [9]. 
In addition, it is essential for an organisation to provide 
chains of equipments that will reduce the vulnerabilities 
in 4G and results in a more secure network for 
transmitting data and information [8]. 

B) Quality of Service 
The Quality of service for 4G is very good and will 
enable users to enjoy services in high transmission 
speed. 4G has already been launched in Europe by 
Teliasonera and also in the US by T-Mobile USA. T-
Mobile USA offered its users 4G services to watch 

the Super Bowl live on their mobile phones. This was 
possible due to its high data rates, but 5G will offer a 
better QoS because of its ubiquitous concept. 
C) Complex Architecture 
1) Multimode End-User Terminals 
As there is a requirement to have a technology with 
high speed, reducing operating cost must also be 
considered. This can be achieved by allowing 4G 
network devices to be able to work in other different 
networks. 4G developers have proposed a “multi-
mode devices” method that uses a software radio to 
enable an end-user terminal to adjust to different 
wireless edges of the network [8]. The solution is 
depicted in Fig 6 below. 
2) System Discovery and Selection 
4G network is a heterogeneous network, which 
allows mobile users to select from available wireless 

 
Fig. 6. Multi-mode software allowing access to various network 
and services [8]. 

Networks. When different systems send signals to mobile 
devices for processing, they encounter some compatibility 
issues when trying to detect existing services, and 
connecting to suitable service provider. This is due to the 
fact that service providers have different protocols which 
are not well-suited with one another. This has led to 
difficulties in choosing a suitable network based on time, 
place and service provided, which will affect the QoS [8]. 
This problem can be solved by “System-initiated 
discoveries”. This method permits software modules to be 
automatically downloaded on the mobile terminal when a 
user connects to a wireless system [8]. 

3) Service and Billing 
The heterogeneity of 4G network has made it difficult to 
run the account of users and how to quality the amount of 
service used [8].  
 

IV. MIGRATION FROM 4G TO 5G 

The migration from 4G to 5G will be smooth due to that 
fact that 5G will be designed based on the 4G’s 
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architecture. Problems that will be encountered will be 
minimal because 5G will be an improvement of 4G. 
    

V. TECHNOLOGIES THAT SUPPORT 5G 

Technologies that push 4G will also be the driving force 
behind 5G design. This includes OFDM (Orthogonal 
Frequency Division multiplexing), MC-CDMA 
(Multiple-Carrier Code Division Multiple Access), LAS-
CDMA (Large Area synchronized Code Division 
Multiple Access), and Network-LMDS (Local multipoint 
distribution system). 

A) OFDM: it’s a technology used for digital 

modulation in radio waves. It allows multiple 

orthogonal waves to be multiplexed in one time 

symbol waveform [10]. This involves dividing 

the radio signal into multiple smaller fragments 

and transferring them concurrently at diverse 

frequencies to the receiver [2]. This increases the 

security, enables large quantity of data to be sent 

and ensures bandwidth optimisation [10].  

B) MC-CDMA:  it is similar to OFDM, but also 

contains an overlay of CDMA. Users are 

differentiated through multiplexing with 

orthogonal codes, just as single carrier CDMA 

systems [10]. It runs on a wide area called macro 

cell [2].  

C) LAS-CDMA: This is the technology behind the 

high rate of data proposed in 5G. It allows high 

speed data and also provides good voice clarity. 

Researchers have come up with a new solution 

called CDD, which is the combination of the 

characteristics of LAS-CDMA and TDD.  This 

has made CDD to be an efficient and high-

capacity duplexing system [2]. 

D) Network-LMDS: it is a broadband wireless 

technology that provides services in 25-GHz or 

greater spectrum. Services that LMDS provides 

includes, voice, data, internet, and video services 

[2].  

The acronym LMDS is gotten from the 
following [2]: 
L (Local) - signifies the limitation of the area 
that a single cell can cover due to propagation 
features of signals in that frequency range; 
M (Multipoint) – specifies the methods of 
transmission of signals which is a point-to-
multipoint or broadcast method; 
D (Distribution) – denotes the way signals are 
allocated and these signals may be made up of 
simultaneous voice, data, video and internet; 

S (Service) – involves the kind of relationship 
that a subscriber has between the operator and 
the customer. 
LMDS system is shown in Fig 7. 
 

VI. RECOMMENDATIONS FROM WIRELESS 

INDUSTRIES 

Standardization: it is necessary to have generally 
accepted criteria for wireless networks that will address 
issues like modulation techniques, switching schemes and 
roaming in 4G and 5G [10]. 

A.  

 
Fig. 7. LMDS System [10] 

B. Coordination among Spectrum Regulators: 

Researchers must follow rules and regulations on the 

frequency band that will be implemented in future 

technologies. This can be achieved by having a 

regulatory body that monitors them [10].  

C. More Academic research: Problems facing the 

technological world can be solved if universities 

researches are well funded. There are problems in 

multiband and wideband radios communication, signal 

processing etc. that can be solved if more effort is 

applied [10].    

D. Integration across different network topologies: The 

architecture of future networks should be based on 

hybrid concepts that combine different networks with 

the internet backbone [10]. 

VII. BENEFITS OF ADOPTING 5G 

A) Increase in User importance 

5G will be designed with services centred on the user 
[11]. The advantages are listed below [11]:  

1) Creation of new habits (e.g. social media) 

2) Raise in customer`s delight. 

3) Improve quality, interactivity, 

personalisation, sharing, immersive content 

experience, virtualization and lower price. 

B) Better Services 
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The services that 5G will offer will be beyond human 
imagination. 5G will propose a rapid increase in 
service multiplicity, diversity and richness of content 
[11]. The features are listed below [11]: 

1) Ultra broadband communication that is 

ubiquitous. 

2) Digitally connected world. Increase in 

digital homes. 

3) Powerful and sophisticated devices. There 

will be changes in size, shape, capability 

and price.  

CONCLUSION 
This paper discusses the future design of mobile 
technology. 5G will be designed to offer mobile phone 
users better services like never before. The architecture of 
5G will be based on an open wireless architecture that 
will allow access to several networks. The network layer 
will be of two sub-layers that will permit a mobile phone 
device to hold on to multiple wireless network 
environments. The protocol to serve 5G will be IPv6, 
because of the migration from one network to another, 
thus the need for numerous IP address. As the mobile 
technological world is changing rapidly with new 
innovations, 5G will be the solution to the challenges of 
4G and will alter the operations of    mobile devices and 
give way to new developments. But the major challenge 
that 5G will encounter is that of security. The 
vulnerability of the networks will be put to test due to the 
freedom given to users. 
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ABSTRACT: The evolution of mobile network started from 

1G, 2G, 3G and 4G which will gradually move to the 5G 

called the next generation, though telecommunication critics 

had come into conclusion that 4G is a deliberate distraction 

from 3G. But technological changes in the wireless mobile 

communication network will continue, because there are 

over 5.2billion registered mobile phone users in the world as 

at January 2011 according to ITU compared to the 4.66 

billion registered users in 2010.  

The advancement in the previous generation wireless 

network to 4G was carried out by some group of 

researchers. The aim for advancement is to provide a 

comprehensive and secure Internet Protocol solution with 

much faster data speeds than the third generation network, 

while the 5G [NGN] is expected to have peak download and 

upload speeds of more than 1Gbps, implementation of 

standards for 5G would likely be around the year 2020.  

This paper will focus on the adverse limitation of the 

previous generation networks, present challenges of 4G, 

expected challenges in the NGN and will provide some fresh 

perspectives on the issue of 5G through the technological 

changes, not as an absolute isolated phenomenon but as part 

of the generational evolution in telecommunication. 

Keywords: ITU, 4G, 5G, NGN, wireless communication. 

INTRODUCTION:  

We live in a world where technological changes is 
constant, there are various revolution around us especially 
in the wireless communication where subscribers are 
increasing and digitalisation are becoming the fasters 
means of passing communication and the demand for data 
services are increasing. The boundaries in engineering 
and various technologies are gradually dissolving so we 
may end up having our security systems, cars, houses, 
mobile devices and office systems communicating 
wirelessly automatically at a real time.  

The technological changes in the wireless network is 
going to have various impact in our lives, with this 
communication is going to aid better socialization in 
every area we may find ourselves.  

The Generation of mobile network: 

The initial applications of itinerant communication was 
first introduce as far back as 1920s but the introduction of 
first mobile phone was credited to Martin Cooper in 1973 
while he was working for Motorola, the portable cellular 
phone was first public call given a try in the United State. 
Further, it commercialization  started  in early 1979 but 
the first commercial program, was invented  by Japanese 
mobile operator NTT DoCoMo in Tokyo, the main 
initiate initiative was in US by the earlier 1980, which 
gave US the early advantage. The origin of 
commercialization of mobile phone system was credited 
to United State in the beginning of 1980s, during the first 
launched of analogue systems come into view. During 
this period, the FCC officially permits the AMPS 
(advance mobile phone system) as a general standard. 

The official unveiling of the general standard had two 
significant intentions was: to permit roaming all cross 
various state and handset adaption with no modification 
involved. The situation illustrates stay integral up till 
1994, while the FCC in considering the similarities to 
policy of 1980s in the AMPS cellular bands which 
actually didn’t enact a particular standard for the PCS 
bands. Service provides were free to choose whatsoever 
standard they wished (1) 

The First Generation Network: 

The first generation network was complete analogy 
design to provide only voice services to the users, it 
started shortly after Second World War, at that time 
market economies benefitted from the supreme relative 
condition of the economic growth via a fast industrial 
expansion. The industrial revolution emergence was 
largely based on the new technological break such as 
electronic computing, pharmaceuticals, semi conductors 
and so on. During that period there was also regeneration 
of the existing sectors i.e. steel and textiles, as well as the 
rapid application of technology to improve the efficiency.   

These approach were manifested at governmental point 
and public technology maintain policies that centrally 
persistent on the supply area, i.e. on motivating scientific 
advance in community laboratories, universities and 
provider of skilled manpower, with several financial 
support for mainly R&D agenda in organizations (in 
general US in relation to defence and space prerequisites). 
The first generation notion of modernization (Figure 1) 
supposed that “additional R&D” answered in “more 
flourishing products come out”. With more notable 
exemptions little awareness was paid to the revolution 
process itself or to the role of the marketplace in the 
method. (2) 

 

Fig. 1: TECHNOLOGY DRIVE [FIRST GENERATION] 

The Second Generation Network: 

The second generation network was firstly 
commercialised in 1991 by Radiolinja in Finland. It was a 
big success story because the European commission saw 
the need to digitalize the mobile system and move from 
the 1G system to 2G system network. There were three 
basic merit of 2G network, firstly it was digitally 
encrypted. Secondly it was significantly more efficient on 
the spectrum allowing faster mobile phone connectivity 
and thirdly introducing data service for mobile beginning 
with SMS text message. In the US 2G is commonly refers 
to as (PCS) personal Communication Service. (3)  
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2G network has power emission with lower rate of 
health issues, the introduction of SMS and email enhance 
communication in real time, it enhanced privacy (reduce 
eaves drop by the use of active radio scanners) and reduce 
fraud. The 2.5G network introduced the packet switched 
domain with innovation to the switched domain. It has 
data rate of about 144 kbps. The GPRS, EDGE and 
CDMA 2000 are regarded as 2.5G technologies. 
According to this simple sequential model, the market 
was the source of ideas for directing R&D, which had a 
merely reactive role in the process. (2) 

 
FIGURE 2: MARKET POLL (SECOND GENERATION) 

The Third Generation Network: 

The 3G wireless network system was designed in the 
lately 1990s and might be well-done in the late 2000s. 3G 
not only provided the transmission speeds from 125kbps 

to 2Mbps, but also included many services, such as 
global roaming, superior voice quality and data always 
add-on. UMTS, CDMA Evdo, HSPA are 3G 
technologies. UTRAN is a latest brand of radio access 
system and its completely design on new technology 
without reprocess component of the present GSM radio 
network, however there are some similarities that can be 
advantageously drawn. The UTRAN is alienated into 
various Radio Network Systems, where all is controlled 
by a Radio Network Controller, connected to all the Node 
B, in other words, Node B is broadly equivalent to 
the BTS, and the RNC similar in architectural hierarchy 
to the BSC. The Interface between RNCs and Node Bs is 
defined, and is assigned the label lub. Another major 
addition is the new interface, the Iur, which tends to 
address the soft handover, a new attribute 
of CDMA systems that look into the adjacent cells and 
operating on similar carrier frequency. (4) 
 

 
FIGURE 3: UTRAN [THIRD GENERATION] 

THE FOURTH GENERATION NETWORK 

This paper gives an overview of what 4G and 5G 
wireless is about and how it works. The fourth generation 
network was first announce for trial by NTT DoCoMo of 
Japan in February 2007 and was submitted to ITU-T in 
2009, the 4G is said to provide solution to the weakness 
of the previous network technology 3G. It has a faster 
speed and provides about 1Gbps. Then necessity of speed 
cannot be over emphasised because there are over 

5.2billion registered mobile phone users in the world as at 
January 2011 according to ITU compared to the 4.66 
billion registered users in 2010. The research and 
continuous development must constantly continue for 
faster services. Transfer of information has totally 
evolved within communication among group of people 
and devices, communication consumers are able pass 
information across the globe wireless i.e. passing of 
information from various computers to another system 
through cloud computing system etc.  “Technology is so 
advance that controlling robots and machinery can simply 
be carry out through the use of remote so as to carry out 
some errands that could be considered life threatening or 
absolutely regarded as unachievable, i.e. defusing a bomb 
or management of radioactive substances. The computers 
can communicate back and forth wirelessly harmonizing 
data even with the exclusion of human interaction from 
the equation and effectively running compound 
algorithms. (5) 

“4G wireless is not design on a singular technology 
system but a amalgamation of various technologies all 
packed into singular system. This incorporates 
technologies from cellular signals, Bluetooth, Wi-Fi and 
to TV and radio broadcasts and satellite. The capacity 4G 
network will integrate the entire existing technologies 
into one flawless worldwide network, and lighten will be 
connect with a super high speed. The technologies are so 
small that virtually everything will have a transmitter 
ranging from “laptop to a dog collar” they must have 
transceiver and a dedicated IP address. Japan has been 
placed the first in 4G, and they first test run this 
technology in 2007 and it was recorded to  transfer about 
100 Mbps (5) 

 
The more improvement we see in the wireless network 

technology, the more mobile devices users will to interact 
and functionally integrated. 4G devices will be able to 
effectively communicate faster with the use of systems on 
chips (SoCs). (6) 4G network system communication and 
processing is embedded in one basic integrated devices, 
the technological different between the various generation 
network is little while the cost of upgrading is very 
expensive.  

 

 
FIGURE 4: [COMPARISON OF VARIOUS GENERATION NETWORKS] 

 

By the first quarter of 2011 US, Germany, Spain, 
Nigeria and more countries around the globe have 
launched the 4G wireless networks. Some of the distinct 
features of the fourth generation network are design to 
eliminate the weakness and problems of the third 
generation network, some of the features are: 

• Faster broader bandwidth performance: higher 
data rates up to 1Gbits/s when devices are fixed at a 
particular point with a reference to the location. 
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• Heterogeneity coverage area: the 4G network 
provides wider coverage with flexibility in channel 
bandwidth allocation and transmission strength. 

• The 4G network is absolutely designed on the IP 
solution, this fourth generation network function 
based on IPv6  

• The fourth generation network has more wide-
range of services; these services are more of 
improvement from the previous technology.  

• It has a distinctive and smarter id with unique 
signal strength that work anywhere in the world with 
a self adaptive system. 

 

4G NETWORK ARCHITECTURAL 

FORMATION 

The fourth generation network is designed based on the 
IP solution which functions on IPv6 technology; it also 
adopts technology like the Ethernet, Wi-Fi, and WCDMA 
for mobile device access. Every connection to the 4G 
network is IP based which naturally means everything 
will go through an IP core network solution. Since 4G 
network is based on IP technology, it has greater 
elasticity by allowing access across various technologies 
such as 802.11 and Bluetooth etc.  

4G network is developed on the QoS and imminent 
applications akin to wireless broadband access. Video 
chat, Digital Video Broadcasting (DVB), HDTV content, 
Multimedia Messaging Service (MMS), mobile TV, 
minimal services like voice and data, and other services 
that utilize bandwidth. Based on characterization of 4G, it 
provides sufficient RF coverage, additional bits/Hz and 
be integrated all wireless heterogeneous networks to 
present flawless, reliable telecom experience to users. (7) 

 

 
FIGURE 5: 4G EVOLUTION NETWORK 

 

 
 

FIGURE 6: 4G PURE ARCHITECTURE DIAGRAM (8) 

 

 
FIGURE 7: 4G TECHNOLOGY TRANSMISSION SPEED. (9) 

 

Layer Architecture of 4G:  

The fourth generation network is fully powered by the 
IP solution i.e. IPv6 solution has a widely acceptable 
layer on the 4G network. It introduces the convergence 
layer or level as the case may be, each layer has various 
tasks. The diagram below describes the level of 
functionalities. 
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FIGURE 8: CONVERGENCE LAYER OF 4G NETWORKS (9) 

 

The implementation of algorithms on the 4G network 
ensures more flexibility in the air interface so as to 
decrease fatal complexity that may occur. This will 
empower the success of the 4G system through a basic 
transmission, this systems will be cheaper as well as offer 
high Quality of Service (QoS) compare to the past 
generation technologies.  

The starting point analyse the pre-processing 
conception with low obscurity terminals, the terminal are 
moved to the access point (base station) where the density 
issues deals with reducing the inflexibility. The concept 
of OFDM attempt to integrate new advance technologies 
from the latest research study carried out, for instance 
MIMO and inter-cell interference mitigation supporting 
the multi-antenna. 

 

 
FIGURE 8:  LAYERED ARCHITECTURE [10] 

 

KEY COMPONENT OF 4G NETWORKS 

These are the basic technologies or components of the 
fourth generation networks:  

• OFDM 

• IPv6 

• MIMO 

 
Orthogonal Frequency-Division Multiple 

Access (OFDMA):  
Orthogonal frequency-division multiplexing allows just 

a user through a particular channel at a given period of 
time. To effectively allow numerous users OFDM must 

ensure to adopt Time Division Multiple Access (TDMA) 
or Frequency Division Multiple Access (FDMA). While 
TDMA is time hog based, FDMA is bandwidth hog. The 
OFDMA is a multiuser OFDM that allow multiple users 
access the same channel, the channel being a group of 
evenly spaced subcarriers. (11) WiMAX uses the 
OFDMA technology which is the extended version of 
OFDM has room for many users on the same channel at a 
real time. The OFDMA can effectively allocate 
subcarriers within the entire users so as to enable the 
users transmit and receive at the same time on the same 
channel.  

WiMAX forum first identified the use OFDM-256 in a 
fixed service 802.16d (2004). It is referred to as the 
OFDM 256 FFT mode, which connotes those 256 
subcarriers, can be available to use on a particular 
channel. Multiple accesses on a singular channel is 
established through the use of TDMA or FDMA. 
Alternatively OFDMA signal had 2048 sub-carriers, a 
quarter-period guard interval, a 28=25 sampling factor, 
20 MHz bandwidth and 5 ms frame duration.  

This basic standard has advanced to 2 standards:  

• Convey fixed broadband wireless (802.16-2004)  

• Secondly, delivers mobile broadband wireless 

(802.16e).  

•  

 
 
 
 
Fascinatingly, both maintain PHY modes, none of which 
include WCDMA or UMTS.  (802.16-2004 fixed) 

 Single Carrier 

 OFDM 256 FFT 

 OFDMA 2048 FFT 

 
 
 
 

 
The sine qua non is often the complete selection for 

OFDMA mode which is 1024 FFT in compatibility with 
wireless broadband (WiBRO). This is compatible with 
the OFDM 256 FFT mode initially specified for WiMAX 
fixed service. Most service providers will gradually 
abandoned the use of 802.16d to the adoption of 802.16e 
for both fixed and mobile services. (13) 

Internet Protocol version 6 (IPv6): 

This internet protocol was designed to success the 
internet protocol called the IPv4. The advancement was 
carried out by Internet Engineering Task Force (IETF) to 
deal with long expected IPv4 address exhaustion. Internet 
functions by the transferring of data in small packets 
autonomously transmit across the networks as specified 
by the International Communication Protocol (ICP) as the 
internet protocol. The data packet usually contains two 
basic numeric addresses which are packet’s origin and 
destination addresses. 
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FIGURE 9: IPV4 AND IPV6 HEADER (14) 

 

 
FIGURE 10: IPv6 TRANSMISSION MECHANISM 

[13] 
MULTIPLE-INPUT AND MULTIPLE-OUT 

(MIMO):  

This is the use of multiple antennas at both ends from 
the transmitted to the receiver so as to enhance the 
performance of the communication system. MIMO has 
greatly received good attention from the wireless system 
because of it major importance in boosting the data link 
without any additional transmitter or bandwidth.  

MIMO algorithms send data packets over more than 
one antenna and data packets are also received over more 
than one antenna. On ordinary radio, multiplexing cause 
interference while MIMO uses an extra pathway to 
transmit more data and then later recombines the signal 
on receiving side. 

 
FIGURE 11: MIMO ARCHITECTURE [14] 

 
EXPECTED LIMITATION OF 4G WIRELESS 

NETWORKS: 

Even though the 4G network promises to provide a lot 
of improvement, there are still some basic limitations that 
must be address. Some of these limitations are: 

• The possible operating area; there are 

still lot of rural area and even some metropolitan 

building that are well served by the present 

wireless network system. Because there 

possibility that the limitation of today will be 

carried into the future generation network. 

• Limitation of cost: these equipments are 

really expensive, so some service provider may 

decide to refuse the change based on the cost or 

defer the implementation. 

 

FIFTH GENERATION NETWORK: 

[NEXT GENERATION NETWORK] 

The data streams of the 5G standard would experience 
more of peak download and upload speeds far more the 
1gbits/s that the current 4G network will provide at 
stationary point. The mobile bits will be more difficult to 
predict now since we have not really seen little or no 
weakness in the current network solution.  Historical fact 
has shown us that little similarity with the model of time 
function as state by the Moore’s Law for computing 
capacity.  

Implementation of 5G standard will probably be in the 
year 2020. The evolution of mobile had seen new changes 
in every 10years intervals, the 1G network first was 
officially introduced around the 1981, while the 2G 
network was squashed in 1992 and the 3g network came 
to been around year 2000 and now the 4G network was 
officially launched in 2011 and will move through 2013, 
many countries around the world has not yet launched 
this network. 

Some of the major perceptive this paper discussed was 
to give a deep insight to what next generation network 
will be based upon:   

• Actual wireless world with no more limitation 

with access and zone issues. 

• All devices should be more suitable to be worn 

in nature. 
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• Internet protocol version 6 (IPv6), in a situation 

anywhere mobile IP address is assigned according to 

location and connected network. 

• Single integrated international standard. 

• The concept of 5G will further developed into 

several concurrent data packets transfer. 

• 5G network should provide more High Altitude 

Stratospheric Platform Station (HAPS) 

• Time-based strategy (faster, more efficient 

product development). 

 

CONCLUSION: 

In conclusion, this paper has given an insight into all 
generation of network and possible impart made on the 
users as well as service providers. The ways in which 
technology has moved over the years within the wireless 
solution standard and the possible acceptability of the 
users to the future network change because mobile 
devices users are always finding a possible forum to 
comfortably maximise functions embedded on the 
devices, while service provide are looking for an avenue 
to make use of different technologies working together as 
one. The 4G network architectures standard shows that 
the use of multi-antenna and multi-access mobile terminal 
architecture will help facilitate seamless service as well as 
help business save more time and money by being able to 
transfer data at much higher rates with fewer limitations 
and by providing a cheaper infrastructure. 

Finally, the next generation network (NGN) will 
correct the mistakes and limitation of the newly launched 
4G network. 
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ABSTRACT - The emergence of 4G mobile technologies was 

birthed from the ever changing and increasing user requirements past 

the state of the current mobile technologies in place and its 

predecessors like 3G and 2G networks. In a means to avoid costly and 

ineffective 3G approach and design, 4G systems were developed and 

rolled out, putting 3G networks in competition. 3G mobile technology 

was not capable of providing heterogeneous services and inter-

operates within networks. As a result, features like the ability to 

operate smoothly with uniform quality at better speeds across various 

networks gives 4G the edge over 3G and subsequent technologies. In 

addition to these, 4G is totally IP based enabling voice, data, 

multimedia, Internet access, and messaging to be available to the user 

always. 

 

Nevertheless, a variety of challenges including but not limited to 

security and quality of service (QoS) are associated with the migration 

to 4G. In this paper, an overview of 4G mobile network is given, 

starting from its history and describing how it works. Furthermore, 

an evaluation of the current work done by researchers to solve 

challenges associated with 4G mobile networks also in the aspect of 

mobile station system and service aspect. Finally, suggestions are 

made to provide solutions to the present challenges that have not been 

solved. 

 

Keywords: 2G, 3G, Mobile Technology, GSM, Bandwidth, GPRS 

 
I. INTRODUCTION 

The evolving 4G (fourth generation) mobile 
communication systems were developed and designed to 
address and solve the challenges and limitations of 3G 
(third generation) systems while providing heterogeneous 
services and seamless mobility across existing networks. 
This is done at increased bandwidth and channel capacity. 
There is no strict definition for what 4G is, however it is 
understood to be a collection of different broadband 
wireless communication systems designed with certain 
objectives.[1] These objectives are: 4G would be able to 
deliver ultra high speed broadband and enable voice and 
video multimedia services; between 100 Mbit/s and 1 
Gbit/s. Also, it would be a fully IP-based system, high 
capacity, lower bit cost, and good quality of service (QoS), 
wide coverage area with good network reception and high 
mobility at fast speeds. [2] 

Furthermore, 4G is designed to incorporate all the 
different types or broadband wireless networks- from 
indoor networks such as Bluetooth and WLAN (wireless 
local area network) to terrestrial networks and cellular 
systems. Recently, the technologies that may be believed to 
accomplish these performance objectives are LTE (Long 
Term Evolution) and WiMAX (Worldwide Interoperability 

for Microwave Access). [3]  
Consequently, the migration to 4G comes with some 

security issues. The purpose of this study is to investigate 
the transition into 4G mobile and wireless networks and 
identify the challenges peculiar to the migration towards 
4G and suggest some solutions. This paper would be 
arranged as follows: First, an overview of 4G mobile 

communication systems including its characteristics and 
merits, then a comparison of 4G with other existing and 
pre-existing networks, then a brief look at the 4G 
architecture. 

Likewise, the later part of the paper looks into the 
problems and challenges faced by 4G networks, its 
potential applications and recommendations. In the final 
section, the paper is summarized with a conclusion. 

 
II. CHARACTERISTICS OF 4G MOBILE WIRELESS 

TECHNOLOGIES 
 
Fourth generation (4G) wireless technology is a digital 

system made up of completely packet switched networks 
and it is entirely IP-based. The decision to make 4G 
entirely IP-based is to reduce the costs as IP is the 
universally accepted method for the networking of data 
across heterogeneous networks.[3] While 4G is not a new 
standard, it consists of a combination of the existing mobile 
communication and wireless systems. Therefore, 4G can be 
characterized by the following characteristics namely: 

A. Interoperability between networks and heterogeneity 
of terminals 

Terminal heterogeneity is a term used to describe the 
different type of terminals that support wireless 
communication in terms of portability, size, performance 
(speed, battery, storage space, and memory), bandwidth 
requirements, screen size, and the type of networks 
supported. In order for 4G networks to have the edge over 
3G; it must bring wireless communication closer to the 
user. Therefore, 4G combine terminal heterogeneity and its 
ability to operate seamlessly across heterogeneous wireless 
access networks. [4] These wireless access networks are 
different with respect to latency, data rate, coverage, speed, 
and loss rate. 4G looks above all these terminal differences 
irrespective of their capabilities and delivers the same 
services to them all.   

 
Figure 1. Heterogeneous terminals [4]. 

B. Heterogeneity of services 
 
Since there are different types of telecommunication 

services (e.g. video, audio, messaging, etc), 4G systems 
understand the dynamics of the heterogeneous network 
environment and the ever-changing user demands and 
provides the necessary services when requested.[4] Unlike 
the previous generations of mobile technologies 4G 
provides services considering time, the user, type of 
terminals available and place. This is made possible 
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because 4G technology utilizes a mix of user 
personalization and terminal heterogeneity. For example, 
consider a scenario where a user in a train wishes to use his 
mobile device to check the distance and time left reach his 
destination, and at the same time get directions to the 
business and shopping areas of the city. The wifi available 
on board and GPS tracking system on the user’s device 
ensures these are executed easily for the user. 

 
 
 

TABLE 1 
COMPARISON OF MOBILE WIRELESS TECHNOLOGIES 

 

 
Figure 2. Heterogeneous Network diagram. 

 
C. User service personalization and User friendliness 
In order to introduce and market this new technology to 

the user which is usually a long and demanding process, 4G 
mobile technology had to ensure that user friendliness and 
service personalization were the underlying concepts 
behind its design. Thus, the user-to-application interaction 
has been simplified and all the complexities have been 
hidden away from the user. The idea of user friendliness 
has to do with the simplicity of the interface between the 
application and user. Moreover, service personalization 
deals with the ease at which users can organize the 
operational mode of their device [4] and customize the 
services provided according to their personal interests. 

 
D. Low latency 
The round trip time taken for a packet to be sent from 

one designated point to another is very low because packet 
processing and transmission is faster. 

E. Lower system cost 

4G is at least one-tenth lower in infrastructure cost than 
that of 3G [1] because it is basically built upon existing 
networks and their infrastructure. Thus no expensive 
upgrade is required for migration towards 4G. Also, 
because it is IP based, service providers would find it 
cheaper using equipments because they are now 
interoperable [5]. 

F. Converged data and Voice over IP 
4G provides converged voice and data capabilities 

because its network makes the most of IP in its complete 
structure [5]. Suppose a user wishes to access the network 
from different terminals, 4G makes him possible to do so 
and at the same time deliver the service comfortably 
enough to support VoIP telephony, e-mail, GPS location 
based services, and video streaming through a large range 
of devices. 

G. High data rate 
One of the characteristics of 4G is its ability to support 

data rates between 100Mbits/s and 1000Mbits/s. 
H. Selectable choices of multiplexing and multiple-

access techniques 
The multiplexing options available to 4G are: single-

carrier and multi-carrier which includes orthogonal 
frequency division multiplexing [1]. 

I. Support for multimedia applications 
4G adequately provides support for the provision of 

multimedia applications to the user giving credits to its 
higher bandwidth.  

J. Scalability 
Since the core of 4G network is entirely IP based, it is 

easily scalable and take care of the constantly increasing 
number of users and services on the network.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3. Key features of 4G 
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III. 4G ARCHITECTURE 
4G mobile wireless technologies is composed of an IP-

based core network which makes it easier and possible to 
be accessed from mixed platforms and is hence network 
independent [6].  This is particularly an advantage to 4G 
since it does not need to build new infrastructure thus it is 
built on the existing radio technologies and remains 
independent to them. With the exhaustion of IPv4 being 
imminent, IPv6 support for 4G is of paramount importance 
in order to cater to a large number of wireless-enabled 
terminals and devices. The exclusion of the need for NAT 
(Network Address Translation) means the number of 
available IP addresses has increased .[2] As a result of the 
flexibility and “all wireless nature” of 4G, local area 
networks (LANs) can be installed on moving vehicles, 
buildings or basically formed on an ad-hoc center between 
random varieties of radio devices coming within range of 
each other. 

As with IP networks, quality of service (QoS) is essential 
and is necessary to establish real-time communications 
across IP networks which in the case of 4G is a single IP 
core packet switched network. Therefore, mobility becomes 
an issue which is already being handled by a development 
formed by the IEEE and a European project called Mobile 
IP Network Development (MIND) [5] [7]. 

Furthermore, with 4G mobile IP (MIP) each mobile 
phone is allocated a permanent IP address registered with 
its home network [8]. MIP primarily retains the 
connectivity between the mobile node and its 
corresponding node while it is roaming outside its home 
networks. Nevertheless, by maintaining the strict protocol 
layer stack MIP is unable to guarantee QoS and efficient 
energy consumption between the mobile node and the 
network [7][8] 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 4. 4G Network Architecture [5] 
 

IV. TECHNOLOGIES THAT SUPPORT 4G 
A number of mobile and wireless technologies provide 

support for 4G and they are listed as follows: 
1. Orthogonal frequency division multiplexing 

(OFDM): is a digital modulation technique used for 
increasing the volume of digital data and information that 
can be carried over a wireless network. This reduces the 
amount of crosstalk in signal transmissions [5] [9] [10]. 

2. Wide-band Orthogonal Frequency Multiplexing 
(W-OFDM): is a transmission scheme centered on the 
IEEE standard 802.11a which conquers multipath problems 
by making use of Reed- Solomon forward error correction 
code to spread the symbols across several frequencies that 
convert the signal to direct sequence spread spectrum with 
the capacity to recapture the symbol regardless of if some 
carriers are absolutely missing [11] 

3. Multi–Carrier Code Division Multiple Access 
(MS-CDMA): is basically an OFDM with CDMA 
superimposed. Multiplexing with orthogonal codes are 
done in order in differentiate users in time or frequency 
domain [5] 

4. Ultra wide Band Radio: is used to improve 
frequency diversity for toughness against multipath fading 
effects. 

 
V. CHALLENGES FACING 4G 

In a bid to obtain the required results for 4G, the 
following challenges peculiar to 4G have to be resolved: 

A. Latency 
4G services and applications carry heavy traffic and are 

delay sensitive. Ensuring minimal delays in networks with 
several access technologies is complicated. 

B. Quality of service 
Quality of service is imperative to 4G networks 

especially when considered for end – to – end services. The 
availability of efficient QoS permits synchronized use of 
various wireless technologies with different network 
requirements [7]. Therefore, providing support for QoS in 
4G poses a key challenge as a result of unstable bit rate, 
channel properties, bandwidth distribution, and handoff 
support across various wireless technologies. QoS 
provisioning is made up of data plane (which comprises the 
flow and control of traffic) and control plane (comprising 
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admission control and signaling) functions. These 
mechanisms ensure multimedia services maintain definite 
quality assurance [8]. 

Hence to effectively execute QoS, the following 
conditions must be met: 

• QoS signaling mechanism must be resolved as an 
end – to –end issue in mobility situations based on 
differentiated services. 

• Every individual communication layer must 
handle QoS provisioning based on a given set of service 
parameters. 

 
C. Billing mechanism 
The billing system is 4G is more complex than it is in 3G 

because with roaming and movement among heterogeneous 
networks, each service provider the user moves into would 
have to bill the user separately. This poses an 
uncomfortable scenario for both the users and the service 
providers. Consequently, real time billing systems that 
provide a single uniform bill should be developed. 

D. Mobility 
The ability of users to roam from one access network 

technology to another in different geographical locations 
based on their preference becomes an issue to cope with in 
4G.[6] .Taking into account the number of heterogeneous 
networks supported by 4G, it is evident that users may 
connect via multiple terminals simultaneously. As a result, 
the process of handover may become cumbersome. 
Therefore, a handover mechanism supporting vertical and 
horizontal handover should be employed in ascertaining 
when handovers between heterogeneous networks should 
be carried out and specifying the network to handover to.  

Other mobility issues are regarding the design of 
mobility enabled IP architectures supporting security, QoS, 
accounting, and fast seamless vertical handover coupled 
with the handover algorithm needed to specify the amount 
of bandwidth that would be required for providing 
multimedia services[6]. Support for multimedia services 
and mobility management is efficiently provided by IPv6 
based on some of its features like: 

• Provision of large number of addresses giving 
credit to its 128-bit address space. 

• Quick processing time hence faster packet 
delivery and cheaper cost of processing. This is due to the 
fact that packet headers at not checked at each relay and is 
fragmented only at endpoints. 

• Provides support for high quality real time audio 
and video transmission, peer-to-peer applications, bursty 
web application traffic, VoIP, etc 

• Seamless handover when a mobile host roams into 
a different network or subnet.[6] 

 
E. Security and privacy 
The heterogeneous nature of wireless networks makes 

the security issue complex because it involves 
authentication, confidentiality, reliability, and authorization 
of the mobile node (MN) in order to gain access to the 
network’s connectivity and QoS resources. Before a MN 
can roam into another network, it has to be able to confirm 
its authorization and authenticate itself on the network. 

Authentication, authorization and accounting (AAA) 
protocols provide framework for this support. [QoS and 
security in 4g networks] Extensible Authentication Protocol 
(EAP) offers a flexible framework for protractile network 
access authentication ,aking it quite useful to 4G 

 
 

VI. CONCLUSION 
In conclusion, this paper has shown the evolution and 

technologies supporting 4G wireless technologies. It is 
evident that 4G promises a more reliable, network efficient 
and user friendly network to the users. However, the 
challenges affecting its security, QoS provisioning, 
architecture, billing have to be resolved to actualize the 
main goals of 4G. Technologies keep evolving daily 
however the success of 4G would be based on the amount 
and nature of services and applications available to the user 
based on user preferences.  
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Abstract - Today, the rate at which mobile communications 

has grown is rather remarkable, more than 5 billion people 

own a mobile phone all over the world, and up to 6 billion 

are targeted by the 1st half of 2012. This goes to show the 

increasingly high demand for information which may in fact 

surpass the limited bandwidth resources of 3G. This, along 

with the growing discontent in the throughput limitations of 

3G has made it necessary to venture beyond 3G. 

The first generation (1G) systems used analogue and were 

designed for speech services. The second generation (2G) 

systems used digital transmission, designed to support 

speech services, SMS and slow data transmission. The third 

generation systems (3G) were designed to accommodate the 

rapid growth of internet services, it supports both speech 

and data services together and has a higher data rate than 

its predecessor.  However, due to the limitations of 3G, the 

interest of researchers shifted towards systems beyond 3G,  

given rise to 4G systems will be a fully  IP based integrated 

system capable of providing 100Mb/s to 1Gb/s speeds. 

This paper will focus on the evolution of mobile systems to 

3G networks, the limitations of 3G which has led to the 

development of 4G and the proposed 5G networks. 

 

Keywords: 1G, 2G, 3G, 4G, 5G, bandwidth and IP. 

 

I. INTRODUCTION 

 

The fact that there has been significant growth in areas 
of mobile subscribers and terminals, mobile services and 
applications serves as evidence for the rapid advancement 
of the mobile communication industry over recent years. 
It began with the first generation systems, to the pivotal 
second generation systems and now the third generation. 
But why do we really need to look beyond 3G? 
 

• Possibility: according to historical evidence, the 
generation revolution occurs once every decade, as we 
are approaching the end of the 3G phase and 
deployment, there is need to look beyond 3G for more 
competent systems [1]. 

• Necessity: according to the 3G goals, 3G is necessary 
but insufficient to the mobile communication strategy 
in which many of the problems are only partly solved 
and have to be rectified in the next generations [1]. 

 
This paper is organized as follows. The first chapter 

gives a brief history of the evolution of mobile systems 
through the years from 1G to 2.5G networks. Chapter two 
gives a brief insight into 3G and its limitations. Chapter 
three explains the need to venture beyond 3G (4G) 
networks and some applications of 4G networks. Chapter 
five focuses on the proposed concept of 5G networks and 
some of its benefits to mobile operators. The sixth chapter 

gives a brief summary of what has been discussed on 4G 
and 5G and some of its challenges. 

 
 

II. HISTORY OF MOBILE CELLULAR SYSTEMS 

 
A. First Generation 

 
The first generation of mobile cellular 

telecommunication system first surfaced in the 1980’s. 
The first generation was not the beginning of mobile 
communications, there were other mobile radio networks 
that existed before, but these were not cellular systems 
and they had much lower capacity and weak support for 
mobility. The coverage area in mobile cellular networks 
are divided into small cells, this allows the use of the 
same frequency in the network without interference, thus 
increasing the capacity. The first generation used analog 
transmission techniques for traffic which is almost all 
voice. There was no one dominant standard but some 
Communications Systems that stood out were Nordic 
Mobile Telephone (NMT), Advance Mobile Phone 
Service (AMPS) and Total Access Communications 
System (TACS). However, other standards were 
developed but were only restricted to specific countries. 
The first generation networks are still implemented in 
some countries, but in countries with more advanced 
telecommunication infrastructure, they are slowly being 
phased out as they waste valuable frequency spectrum 
that can be used in a more effective networks [2].  
 
B. Second Generation 

 
In contrast to the first generation mobile systems, the 

second generation mobile cellular systems used digital 
radio transmission and have a much higher capacity. One 
frequency channel is simultaneously divided among users 
either by code or time division. The second generation 
systems are divided into four main standards, among this 
Global System for Mobile communications (GSM) is the 
most widely used and the most successful 2G network. 
The others are Digital AMPS (D-AMPS), code division 
multiple access (CDMA [IS-95]) and personal digital 
cellular (PDS) [2]. 
 
C. Generation 2.5 

 
This is basically an up an advanced upgrade of the 

second generation networks. More often than not, these 
upgrades may perform more or less the same functions as 
3G networks. From a technical perspective, it is quite 
difficult to say when a 2G becomes a 2.5G system. 
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Generally, the 2.5G system comprises of one or all of the 
following technologies: High Speed Circuit Switched 
Data (HSCSD), General Packet Radio Service (GPRS) 
and Enhanced Data Rates for GSM Evolution (EDGE). 
The main set back with GSM was its low air interface 
data rates, it was originally 9.6Kbps, but the 14.4kbps 
was later specified even though it was not commonly 
used [2].  For this paper we are going to concentrate on 
GPRS. 

With GPRS the data rates can be as higher as 115kbps 
and even higher if forward error correction can be 
neglected. Here, the number of time slots is 8. It is a 
packet switched network, therefore only allocates radio 
resources when data is to be sent [2]. The billing is based 
on the amount of data transmitted rather than the duration 
of call [3]. However, GPRS is not suitable for real time 
applications, as the resource allocation is contention 
based and it cannot guarantee absolute maximum delay. It 
is better suited for non-real time applications such 
emailing and web browsing. In addition, it handles bursty 
data better as it can adjust resources in accordance with 
its needs. Even though the implementation of the GPRS is 
much more expensive than HSCSD because of the 
addition of new components and modification of existing 
ones, it is a necessary step towards achieving the 3G 
system, which will be based on a combination of GSM 
and GPRS [2]. 

 
 

 
 
 

          Figure 15: GSM and GPRS Architecture[13]. 

III. THIRD GENERATION NETWORKS 
 

The word “third generation” (3G) means different 
things in different places. In Europe 3G is referred to as 
Universal Mobile Telecommunication System (UMTS) 
according to the European Telecommunications Institute 
(ETSI). In Japan and US however, the 3G system is often 
referred to as International Mobile Telephony (IMT-
2000) from the International Telecommunication Union 
(ITU) development project. The Code Division Multiple 

Access (CDMA2000) is also part of the 3G cellular 
system in the US and represents evolution from IS-95 
system. To put an end to the whole naming confusion, the 
worldwide 3G Partnership Project officially named it 
“3GPP System”. The first version of UMTS network is 
the “3GPP Release 99”. Even with all these 
standardizations, the names UMTS and IMT-2000 are 
still commonly used [4]. 

The UMTS system brings into the system an advance 
access technology called the wideband type of radio 
access. The wideband is implemented using the 
Wideband Code Division Multiple Access (WCDMA) 
technology [4]. 

 
A. UMTS ARCHITECTURE 

 
UMTS consists of three interactive domains 

• Core Network. 

• UTRAN (UMTS Terrestrial Radio Access 
Network). 

• User Equipment [10]. 
 

The core network is a development of an already 
existing network for the GSM and GPRS. As shown in 
fig.2, the Core network has 3 domains: 
 

• Circuit switched domain: this consists of the MSC 
(mobile switching center) which monitors and controls 
calls, the G-MSC (gateway MSC) which delivers calls 
between mobile and fixed networks [3]. The VLR 
(visitor location register) stores the information of users 
that fall under its area of responsibility (location area) 
[11]. 
 

• Register and service domain: this consists mainly of 
registers. The HLR (home location register) stores 
information of users registered in the network [11]. The 
AuC (authentication center) as the name implies 
provides protection from unauthorized access. The EIR 
(equipment identity register) helps in locating stolen 
equipment [3]. 

 

• Packet switched domain: this consists of the SGSN 
(Serving GPRS support node) and GGSN (Gateway 
GPRS support node). The SGSN is responsible for the 
delivery of packets to and from the mobile station 
within its service area. The GGSN takes care of all the 
functions relevant for inter-working and performs 
charging and authentication among other things [11]. 
 
The UTRAN is similar to the BSS (base station 

subsystem) in GSM and is responsible for managing 
resources. It consists of several RNS (radio network 
subsystem). RNS is made up of several RNC’s (radio 
network controller) and node B’s [10]. 
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Figure 16: Domain Architecture[10]. 

 
Some of the functions of the UTRAN are as follows: 

• Handover control.  

• Power control. 

• Radio resource control. 

• Admission control. 

• Congestion control [10]. 
 

B. LIMITATIONS OF 3G NETWORKS 
 

1) The issue of continuously increasing the 
bandwidth and high data rates to meet the user 
multimedia service requirements [1]. 

2) Difficulty in providing full range multi rate 
services with different QOS and performance 
requirements because of the constraint on the core 
network by the air interface standard [5]. 

3) The problem of limited spectrum and allocation of 
spectrum [1]. 

4) 3G is difficult for users to roam across service 
environment in different frequency bands [1]. 

5) There is also a propagation problem. Even though 
it is a spread spectrum, it may not work in a multi 
path environment. This can however be reduced by 
a power control loop [8]. 

 
 
From the aforementioned, it is safe to say that even 

though the 3G networks have a lot of advantages, the fact 
that the 2GHz bandwidth  which is allocated for the 3G 
will soon become saturated [8], together with the above 
limitations has made it necessary for researchers to 
venture into methods to address these issues, hence the 
fourth generation networks. 

 

 
 

Figure 17: UMTS Architecture[14]. 

 

IV. FOURTH GENERATION NETWORKS 

 
The fourth generation networks are expected to have a 

less complicated network structure than the 3G. 4G 
networks are expected to have a simple all IP (internet 
protocol) based structure, where the IP packets move 
across the access and backbone network without any 
protocol conversion. However, to overcome all the 
problems of the 3G networks which evolved from circuit 
switched cellular network, the 4G is an all IP based 
packet switched system similar to the IP backbone 
network [5].  

The 4G vision can be divided into two: the Revolution 
and Evolution. As the name implies revolution involves 
developing an innovative system while evolution requires 
working with an existing system. The evolution involves 
integrating with cellular networks, wireless personal area 
networks (WPAN), wireless local area network (WLAN) 
and wireless metropolitan area network (WMAN). The 
model provides a scenario where anyone can access the 
network anywhere, anytime and anyway. For instance, 
the IEEE 802.11 WLAN has a throughput of 54Mbps but 
the service area is limited to two to three hundred miles. 
Alternatively, some other systems may cover a wide 
service area but have a low throughput like the CDMA 
2000 1x EVDO, so there is need for an innovative system 
which will balance both necessities having both high 
throughput and wide coverage area . The new system is 
expected to use novel techniques like the OFDM 
(orthogonal frequency division multiplexing) and MIMO 
(multiple input multiple output) antennas [5]. 

 
In Asia, the Japanese operator NTT DoCoMo defines 

the 4G by introducing the “MAGIC” concept. The 
acronym stands for: mobile multimedia; anywhere, 
anytime, anyone; global mobility support; integrated 
wireless solution; and customized personal service. This 
mainly concentrates on public systems and views 4G as a 
cellular extension of the 3G and is referred to as linear 
4G vision. On the contrary, the 4G network should not be 
exclusively seen as a linear extension of 3G. In Europe 
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for instance, the European Commission views 4G as a 
network that “will ensure seamless service provisioning 
across a multitude of wireless systems and provide an 
optimum delivery via the most appropriate (i.e., efficient) 
network available”, this is known as the concurrent 4G 
vision [6]. 

 
A. WHY 4G? 

 
1) Interoperability: the issue of different standards has 

made it difficult to roam and interoperate within the 
3G network.  4G offers a global standard that 
provides mobility and service portability so as not to 
restrict service providers to single system vendors of 
proprietary equipment [7]. 

2) Performance: 4G will accommodate a wireless 
download speed exceeding 100Mbps which is 260 
times that of the 3G. It will also feature extremely 
high quality video equaling the high definition TV 
(HD) [7]. 

3) Networking: unlike the 3G which basically uses a 
wide-area concept. The 4G will be a hybrid network 
that utilizes both the concept of wireless LAN (hot 
spot) and cell or base station WAN design. Giving 
rise to a scenario where base stations will be 
everywhere, ensuring high speed connections to the 
network for users anywhere, anytime [7]. 

4) Scalability: the all IP core layer of 4G will be easily 
scalable, therefore making it ideal in handling the 
increasing number of users and diversity of services 
[7]. 

5) Cost: the 4G will not require operators to completely 
change their existing network, just building on 
existing ones. This will make it relatively cheaper 
than the 3G. The fact that it will be an open system 
wireless environment and will not require carriers to 
buy very costly spectrum goes further to prove this 
point [7]. 

 
B. 4G Networks 

 

• Architecture:  the 4G architecture is to be fully IP 
based. What makes is simple and optimal is the fact 
that it has one internet core for all the access 
networks.  The core network is IPv6 based and it 
uses ATM/MPLS in the backbone. It will also have a 
fast adaptation on a burst basis [8]. 

• Ubiquitous mobile access: as mobile will be the 
dominant mode of access, it will account for the 
voice communications, high speed data transmission 
and for the most part entertainment and broadcast 
services [8]. 
 

 
 

Figure 4: 4G Network Architecture[7]. 

 

• Autonomous networks: the 4G system will be 
independent, with the adaptive capability of being 
able to manage the structure to meet any evolving 
demands of the user of both services and capacity. Its 
ability to efficiently and cost effectively manage the 
radio spectrum will also play an important role in its 
operation [8]. 

• Smart antennas: 4G system will use smart antennas at 
both ends of the radio link for cancelling out 
interference and to assist in the extraction of signal. 
This however means, to determine the performance 
of array processing techniques such parameters like 
direction of arrival information and all multi path 
components will be important [8]. 

• Mobility management in all IP network: the network 
layer hierarchical mobility management which is 
based on mobile IPv6 and cellular IP introduces 
quick and seamless handoff to terminals. The mobile 
IPv6 contributes a great deal to the adaptability of 
heterogeneous networks [8]. 

• HAPS and Satellite integration: both the high altitude 
platform stations (HAPS) and satellite networks are 
complimentary elements to the terrestrial network 
architectures. They provide overlaid 
macro/microcells for under-laid Pico cells supported 
through the ground terrestrial mobile system. The 
HAPS are generally suitable for local broadcasting 
service because of the wide coverage provided by 
each platform [8]. 

 
C. 4G APPLICATIONS 

 
1) Tele-medicine: 4G will allow a scenario where 

patients can be remotely monitored [7]. 
2) Virtual presence: 4G system gives users a “virtual 

presence” where they can be involved in business 
activities whether they are on or off site [7]. 
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3) Education: 4G can play an important role in 
providing educational opportunities via the internet 
for individuals interested in life-long education [7]. 

4) Crisis Management applications:  in cases of 
unforeseen natural disasters, 4G can prove very 
effective in restoring communications as quickly as 
possible [7]. 

 

V. 5TH GENERATION NETWORKS 
 

Beyond the 4th generation networks is the 5G concept 
which focuses on the user terminals. The 5G terminals 
will have a software based radio and modulation scheme 
and new error schemes which can be downloaded from 
the internet. It will have access to various wireless 
technologies at the same time, and will be able to 
combine different flows from different technologies. In 
5G, the individual networks will handle user mobility. 
The terminals will be able to make choices based on the 
mobile phones open intelligent middle ware on the 
various mobile/wireless access network providers for a 
given service [9].  

 For 5G networks to be valid for all radio access 
technologies, it requires a unique platform for all the 
technologies.  This will enable operators make better 
revenue and will make interoperability more feasible. 
One of these unique platforms employed by 5G is the Flat 
IP network “unpublished” [12]. 

The flat IP network plays an important role in making 
the 5G acceptable to all technologies. Unlike the 
hierarchical architecture of the standard IP addresses, flat 
IP architecture gives a way to identify devices using 
symbolic names. Wireless operators are turning to flat IP 
network architecture to accommodate increasing 
customer demand for real time data applications over 
mobile broadband networks “unpublished” [12]. 

 
Some of the benefits of shifting to flat IP networks for 

mobile operators are: 
It reduces the network elements on the data path thereby 
reducing the cost of operation. 

• It develops a flexible core network which can be 
used in both mobile and IP based networks as a basis 
for service innovation “unpublished” [12]. 

• It creates evolved packet core network and radio 
access independent of one another creating greater 
flexibility in network planning and deployment 
“unpublished” [12]. 

• It creates a platform for competition between mobile 
broadband operators and wired networks based on 
price and performance “unpublished” [12]. 

VI. WHAT NEXT? 

The future is becoming more uncertain as the years 
pass by. We have seen how technology has advanced 
over the past few years. But there is need to move beyond 
the whole idea that an increase in “G” merely means an 
increase in capacity [7]. From a user’s perspective a move 
from 3G to 4G means better services, new applications, 
integration of services, seamless roaming between 
networks etc. [7][8]. 

We know for a fact that not a lot of operators have 
deployed the 4G technology. Slowly but surely operators 
will eventually upgrade their networks which will allow 
users connect anywhere, anytime, and anyway at cheaper 
rates. It is said that “4G or WWWW (World Wide Wireless 
Web) should be a more intelligent technology that 
interconnects the entire world without limits” [7]. 

5G on the other hand will implement a more simplified 
flat IP network architecture as discussed in the paper. It 
will have a Nano Core which is a convergence of Nano 
technology, All IP platform and Cloud computing. The 
main concern of 5G though will be the issue of security as 
it aims to bring about stability between these technologies 
“unpublished” [12]. 
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Abstract-Having a bird eye view on statistics, we have got 

more than 4.7 billion mobile phone users on our planet. 

Mobile phone technology started its journey from 1G(1st 

generation) which supported analog communications only , 

which readily evolved into 2G,in which digital 

communications were integrated. The most famous system 

based on 2G networks is GSM (Global System for Mobile 

Communication) and GPRS. But still multimedia support 

was required and that gave birth to 3G. A lot of limitations 

in multimedia and other services evolved 4G networks. 

Which got lot better multimedia support and IP based 

solutions. Researchers are now working on 5G technology.                                                                                                                                                                     

In this paper we will have an discussion on evolution of all 

these technologies. We will emphasize on the services 

provided by each generation and last but not the least my 

paper will provide a healthy discussion on the services and 

technology that we are expecting from 5G.We will do this  in 

the light of shortcomings of previous generations and what 

we need more to communicate in better and cost effective 

way. 

Keywords: 2G, 3G, 4G, 5G, Services, GSM 

I.INTRODUCTION 
Technology has no boundaries. Man started his journey 
from Stone Age and now he is looking forward to the 
digital age. After basic necessities, one of the most 
important needs of human beings is to communicate with 
others over a long distance. This started from beating 
drums in Stone Age and now we are using mobile phones 
and internet for this purpose. Wireless communication is 
deeply integrated in our life and location independent use 
of services has become the major requirement [2].From 
the last two decades we are experiencing major 
advancements in mobile phone technology .Bluetooth and 
WLAN adapters [1] are already integrated in recent 
mobile phones .Different generations of mobile phones 
integrated new and more advanced technologies .We are 
expecting mobile phones with WIMAX adapters in future 
mobiles. It is being predicted that in near future 
everything will be intercommunicated through wireless 
communication. [2]The journey started from 1G (name 
given as a first generation) headed towards 5G having 
2G, 3G, 4G as its steps. In this research paper we will talk 
about advancements in field of network architecture and 
services that how it improved by generation to generation. 
We will talk about the limitations of every generation and 
how they were overcame and after this healthy discussion 
we will discuss that what type of services and network 
architecture we are expecting from 5G.The focus of 5G is 
the development of user terminal at its best. The ability of 
the single terminal to access different wireless 
technologies at all the times will be one of its major goal.  
We will also discuss that how 5G technology will change 
our lifestyle in numerous ways.  
 

II.BIRD EYE’S VIEW OF WIRELESS 
TECHNOLOGIES 

A.1G 
1G technology was introduced in 1980. It only supported 
analog communications. It was completed in early 
1990[3] by the birth of GSM systems. The speeds of 
analog phones were about 2.4kbps.Advanced mobile 
phone system and Nordic mobile phone was the major 
inventions of this generation. Only human to human 
interaction was supported in the form of voice calls only. 
2.4kbps speed was low enough to communicate with this 
limitation was overcame in 2G.  
B.2G 
The concept of 2G was same like 1G i.e. human to human 
interaction so it just raised the communication speed from 
2.4kbps to 64kbps. [8]The conversations in these 
generations were digitally encrypted and it was the major 
edge of 2G over previous genetaion.2G was completed in 
late 1990’s.Now researchers started working on human to 
machine interaction and that was the basic idea of 2.5G   
C.2.5G 
The need for transmitting data with voice was required. 
This need evolved GPRS systems. The data rate was 
increased up to 144kbps. 2.5G also includes EDGE and 
CDMA [8]. 
D.3G 
The need of  good voice quality and transmission of other 
multimedia and broadband services gave birth to 3G.The 
data rate was increased up to 2 M bits/sec. HSPA are 3G 
technologies includes 
HSUPA,HSDPA,CDMA,UMTS.[8]3G was able to 
provide superior voice quality ,global roaming and 
enhanced multimedia services. Most of the wireless 
technologies were developed in this generation the most 
important ones are 802.11 WLAN (Wireless Local Area 
Networks), 802.16 WMAN (Wiman Metropolitan Area 
networks) and  WPAN (Wireless Personal Area 
Networks). 
E.4G 
4G fulfilled the gaps of 3G in order of increasing 
multimedia and broadband services. Its area includes 
personal area networks, networked applications and body 
LANs. Adaptation to new and different applications is 
also one of the major features of 4G, which means that it 
provides an open interface for the developers to develop 
new applications that can be installed on the device.4G 
features included higher data rates, increased mobile 
coverage area a lot more better sound quality and global 
mobility. After having global mobility, superior sound 
quality and multimedia services there are still some other 
issues on which developers are working  and one of them 
is OWA [9](Open Wireless Architecture). It means that a 
single terminal can connect to any of the other wireless 
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networks such as if terminal is on airport it should 
connect to the network on airport automatically or 
anywhere the idea is that terminal should have ability to 
make connection with the wireless network regardless of 
its location and the wireless technology. Using different 
IPs for PLMNs and WLAN raised idea of research on 
their integration. This doesn’t means the combination of 
all wireless technologies but the idea is to develop some 
standards and processing modules with some open 
interfaces which should be followed by every wireless 
technology. [9]Open Wireless Architecture, if achieved, 
is considered as the major achievement of 4G. It is 
because it will give fantastic boost to the global roaming 
and also it will provide seamless communication across 
various network technologies.  
The graph of evolution of technologies can be shown as 
[8]. 
F.5G 
The concept of 5G is very vast and deep, discussion in 
steps would be a better approach. 
 

 
III.CONCEPT OF 5G 

The 5G terminals will use internet as a source for 
downloading error control and modulation schemes 
[1].The concept of open Wireless Architecture will be 
completely applicable as the terminal will be able to catch 
different wireless networks. In the case there will be lot of 
different service providers and different wireless 
technologies vertical handovers would not be a good 
choice. In the upcoming generation user-mobility will be 
the responsibility of every network and the final decision 
will be made by the terminal on the basis of its 
intelligence. 

A. Flat IP Architecture 

5G will support all of wireless technologies because of its 
flat IP architecture. Transmission of real time data 
applications over a long distance is always been demand 
of large number of users. To meet this demand of 
costumer’s service providers will move to flat IP 
architecture. The devices will be identified by symbolic 
names instead of normal IP addresses used in previous 

generations. That would provide major interest of service 
providers into this. 
B. Opportunity for Mobile operators  
Capital cost of the network will be reduced as there will 
be less network elements. System latency will be lowered 
because of less devices used. The enhancement of latency 
improvements in radio links is expected. Evolution of 
packet switched data services and radio links independent 
of each other will give rise to enhanced planning of 
network and employment. This will make mobile 
operators to develop healthy competition with the wired 
networks in market and in the end it would give benefit to 
all of us. 
C. Dangers to Mobile users 
There will be some dangers to mobile phone users as 
well. As every new technology has advanced and 
enhanced comforts, it is coped with complex and 
dangerous viruses   as well. It is because not all people 
are using internet for right purposes. Bad guys are always 
in move to spread new viruses and Trojan horses in the 
network. The security could be greatest issue of 5G that’s 
why it is expected that that the developers of 5G will start 
from the security of network. 
 

IV.5G IN TERMS OF OSI 
OSI is an abbreviation for Open System Interconnection 
Model. It means to divide any system into subparts which 
is commonly called layer or module. Each layer or 
module has its own functionality, they are interconnected 
but don’t know each other functions. Here we will discuss 
that how we are expecting t he layered structure of 5G. 

• Any wireless technology is basically defined by 
Medium Access Layer or physical layer 
[1].Open wireless Architecture would be the 
basis for these layers in 5G. 

• It is expected that the network layer will remain 
same i.e. Limited address space was one of the 
problems of IPv4 but that was overcame in IPv6. 
IP keeps on upgrading with time so all mobile 
terminals of 5G will use an advanced version of 
IP in network layer [1]. This can be possible that 
the mobile terminals may have fixed IP 
addresses. The mobile terminals will be capable 
of catching more than one wireless   networks 
and they will do this by mapping their  Care Of 
Address (COA) between their  fixed IP and the 
Care Of Address of selected network.[2].Each 
radio interface will be maintained by different IP 
addresses .As the virtual connection to more 
than one networks will be achieved s the 
network layer of 5G may have two portions of 
transport layer .One will be responsible for each 
interface , second one  will be responsible for  
mobile terminal and the space between the layers 
[2]would be used to maintain translation of 
address between the layers. 
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• Transport layer is one of the major differences 
between the wired and wireless architectures. 
Network congestion is the major reason for lost 
data packets in most versions of TCP’s that’s 
why it needs improvement. Adaptation or 
amendment to new TCP’s will be one of the 
major changes in transport layer which is 
expected. It is more likely that these protocols 
would have downloaded by the internet in 
mobile terminals in 5G depending upon the 
wireless technology of nearest base station. 

• Lot of new and better applications are expected 
from 5G we will discuss it further but intelligent 
QoS is one of the necessary one. Nowadays 
when we switch on our cell phones we have to 
select the best network amongst the given 
networks. Storing the network histories and 
select the best amongst them will be available in 
application layer of 5G.Intelligent selection of 
wireless network depending upon its QoS is 
what we expect from one of the applications of 
5G. 

V.5G-APPLICATION 

A. Nanoscale 
The possibility of 5G architecture is only possible if we 
go deeper up to nano scale. The nano meter scale has the 
range of 10-9meters which is not observable by a human 
eye. The future industrial revolution is now based on 
nanotechnology. We are expecting that the future mobile 
phone will use nanotechnology [3] for its functioning. 
These equipments will be very small in size with less 
cost. All of these capabilities of nanoscale equipments 
will give a free rein to newer applications that will allow 
us to have communication in extraordinary ways. 

B. The Concept of Morph 

The application of nanotechnology in mobile industry 
gave rise to the fabulous concept of Morph. This concept 
was put forward in “Design & Elastic mind exhibition” 
[6]in the museum of modern art. This marvelous idea was 
presented by Nokia Research Centre in cooperation with 
Cambridge nanoscience Centre (UK)This concept 
combines very high technological advances with 
awesome benefits to mobile users. 

 
C. Features of Morph  

Other than normal features of mobile phone what we are 
experiencing today Morph will be capable of the 
following features  

• We don’t have to specially charge this 
equipment  by electricity, they can take power 
from sun or water.[7]  

• We can see through [7] the nano materials it 
means that if we have got phone with 
nanotechnology it will be transparent. 

• They have ability that they are stretchy. 

• The nano device will be self preserving. We can 
mould them to large number of shapes it will 
never break. 

• In addition we will experience enhanced 
usability, more functions in less space (i.e in 
order of nanometres). 

• Morph will be able to sense environment 
conditions [7] as well. It will be able to tell you 
about environment conditions e.g. sensing 
temperature, humidity, contamination or toxic 
waste in air etc. 

D. Beyond Morph 

Nokia Research centre [6]in collaboration with 
Cambridge research centre is still working to develop 
something new, interesting  and useful for  users. They 
are headed towards solving more and more scientific 
problems. The two of the major areas of research are 

• Nanowire sensing 

• Stretchable electronic skin 

We will have a overview of these areas on by one 
E. Nanowire Sensing 

Perfectly development of all of the five human senses is 
always been a point of research to many of scientists. 
They have got pretty much success in this area as well. 
[6]Here the group of scientists is focused on designing of 
artificial nose. The nanowire is placed on top of chip and 
is being trained to identify objects. The aim of this 
research to make a device which should work exactly like 
human nose which can sense pollution in air and complex 
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mixtures in molecules.[6] Research is in progress and the 
project will be completed in near future but the nano wire 
still senses lot of objects with its developed software.  

 
F. Stretchable and Electronic skin 

The world is sick of solid circuit boards. They need a lot 
of care, a small scratch on the board makes its useless. 
With the usage of evaporated gold [6] as a conductor 
scientists are trying to develop something which looks 
like electronic skin. An electronic touchpad has been 
developed which can be stretched up to 20 % of its 
original length with no change in its performance 
parameters  

 
G. Concept of Cloud Computing 

Cloud computing means that a central network holds the 
complete data of every user on the planet connected to 
internet. This idea removes the usage of simple hard disks 
and USB which are used traditionally. This allows users 
to start their working on any other computer without 
installing files by just having access to internet. Cloud 
computing supports globalization and will make the 
world as digital supermarket. The services provided by 
cloud computing will depend upon the need of end-user. 
As we have seen the past people are using a lot of internet 
servers for their data services .They are using email 
addresses that be accessed by anywhere, the .xxx servers 
creating their own blogs and purchasing their space on the 
internet. In future more services would be provided as 
they could put everything on internet with unlimited 
space , the mobile home computer and office laptop data 
would be on the same server and can be accessed from 
anywhere though the concept cloud computing but with a 
reasonable cost.[4]Cloud computing will change the 
mode of users connecting  their systems.[4]The network 
security techniques will be changed. The major benefits 
will include working at any location, improved network 
and data security, centralized back-up and less costly 
hardware. This concept is the best but even with the most 
improved security, there will be a issue of stealing data 
and hackers will take advantage of situation as they only 

have to broke into one system and they get whole 
information about the person.  

 
H. Bluetooth Technology 

Nowadays we use Bluetooth technology for transference 
of data over short distances between mobile to mobile or 
fixed terminals. It is basically open wireless protocol 
which was invented by Telecom Company Ericson in 
back 1994.The range of Bluetooth is about 10 to 20 
meters. It is one of the best technologies for short 
distances because the data is transferred in relatively short 
time with no cost. We are expecting in future as 5G 
progresses the range of Bluetooth would be increased and 
its ability of transfer data will increase up to phone calls 
and texts over long distances for free.   
 
VI.PURE EXPECTATIONS IN TERMS OF SERVICES 

FROM 5G 

• 25 megabits [5] per second speed is expected 
from the networks of 5G means very very high 
downloading speed we are expecting to 
download a normal Hollywood movie in barely 
half a minute. 

• The broadcasting data would be in order of 
terabytes (1012 bytes) with more than 70,000 
connections. 

• High resolution video-streaming anywhere on 
any device anytime with massive bandwidth. 

• The network will be accessed from anywhere 
anytime (complete globalisation). 

• Billing methods [5] would be really advanced 
i.e. payment of every bill by mobile phone. 

• Virtual Private Network will be supported 
completely in 5G.[5] 

• The free Bluetooth technology will be available 
for calling and texting over short distances. 

• Achievement of stretchable skin will cancel out 
the danger of breaking devices. 

• Concept of cloud computing is giving us room to 
use any device anywhere with our private data 
available on internet. 

VII.EFFECT ON DAILY LIVES 
The concept of morph highlights the fact that we will not 
have to charge our mobile phone it will be charged 
automatically by sun, water on air. 
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We are expecting the development of artificial sensing at 
its peak in 5G 

• The door of car recognises its driver and opens 
the door for him only. 

• Similarly owner’s house will recognise owner’s 
presence and open gate only for him. 

• Computer recognises your mood and changes 
wallpaper according to it. 

• Mobile recognising the mood of user and 
changes its ring tone or play a song for him. 

• Sensing the unacceptable (very fast or very 
slow)heartbeat of user , mobile itself calling 
hospital. 

• Change of mobile phone colour according to 
user’s desire. 

• The mobile will track of everything your car, 
bike home and even your office cupboard, if you 
will forget to lock anyone of these it will give 
you reminder or it will give you an alarm if 
someone is trying to use it. [3] 

VIII.CONCLUSION 
We can’t predict future. The advances in technology are 
very fast. We are expecting the advances in all of the 
above technologies which include cloud computing 
stretchable skin, nano wire technology and Bluetooth 
technology. We have discussed about the future OSI 
model. The main emphasis of this paper was to highlight 
the new research for 5G and discuss its expected benefits 
which we have discussed in the end. We are expecting 
that with the emergence of 5G the world will completely 
change and new era will begin .The era of new facilities, 
easiness and more enhanced services. 
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    Abstract: A smartphone is an advanced mobile phone with 

more computing ability and connectivity than a regular 

phone. Smartphones are handheld computers integrated 

with a mobile telephone. Most regular mobile phones are 

able to run applications based on platforms such as Java. 

Meanwhile, smartphones usually allow the user install and 

run more advanced applications. Entering the 21st century, 

new common ground and new dynamism in the wireless 

technology industry are emerging. 3G technologies are being 

promoted ever more rapidly across the globe. In terms of 

data-intensive terminals, smart phones are spreading at a 

very fast rate. 

 

There exists a huge potential market which is yet to be 

exploited. To capitalize on this market, it is important to 

know the potential use of the 3G mobile networks. One of 

the potential uses of the 3G mobile networks is 3G mobile 

multimedia services.  

 

In order to have a good understanding of the impact of 3G 

phones in the society. The history, review, integration of 3G 

and smartphones is important. This paper therefore 

presents an overview of 3G smartphones, present impact, 

market trend and future predictions of the technology. 

 

Keywords: Mobile device, 3G , Market trend, UMTS-2000 

INTRODUCTION 

Understanding 3G Smartphones would require a 
fundamental knowledge of 3G and its services. 3G started 
at ITU and in Europe as early as 1992, a year after 2G 
was commercially launched.  ITU, in the late 1990’s, saw 
the growth of the Internet and other packet data 
applications as the key to developing third generation 
cellular systems [1].  The vision, initially known as 
Future Public Land Mobile Telecommunication System 
(FLMTS), was to have a high data rate-globally accepted 
technology (3G) to indicate the next generation of mobile 
services capabilities in terms of bandwidth and network 
functions. These service capabilities in turn allow 
advanced services and applications, including multimedia 
[2]. It talked about having cells (Micro, Macro, and Pico) 
at many different scales with varying coverage areas.  All 
were all to register under the umbrella of one standard.   

Third generation (3G) systems promise faster 

communications services, including voice, fax and 

Internet, anytime and anywhere with seamless global 

roaming.  ITU’s IMT-2000 global standard for 3G has 

opened the way to enabling innovative applications and 

services such as multimedia entertainment, infotainment 

and location-based services, among others. 3G is the term 

                                                           
 
 

used to describe the latest generation of mobile 

technology which provides enhancements to voice 

communications and data connectivity including wireless 

access to the Internet, mobile applications and multimedia 

content [3].  

 
Fig. 1: 3G Vision 

 

FEATURES OF SMARTPHONES 

 
With the rapid change in technology, what constitutes a 
smartphone today may become obsolete and turn it to a 
cell phone tomorrow. The line between a smartphone and 
cellphone is becoming thinner. 

 

• Smartphones are categorized by their legacy operating 
systems that allows it to run productivity solutions. 
Blackberry smartphones run the Blackberry OS while 
the other devices run the Palm OS or Windows 
Mobile [4]. 

 

• QWERTY Keyboard:  Smartphones have a QWERTY 
keyboard laid out as on a regular computer keyboard. 

 

• Web Access: More smartphones can access the Web 
at higher speeds. This is due to the growth of 3G data 
networks and the addition of Wi-Fi support to many 
handsets. 

Software:  A smartphone allows you to create and edit 
Microsoft Office documents--or at least view the files. It 
may allow you to download applications, such as 
personal and business finance managers. Or it may allow 
you to edit photos, get driving directions via GPS, and 
create a playlist of digital tunes[4]. 

IMPACT OF 3G SMARTPHONES 

.  
Convergence 

The idea of owning one device for each function is 
becoming rapidly obsolete. For example, a smartphone 
combines the functionality of a feature phone with full 
internet connectivity and access to content such as video, 
music and games [5]. 



10th  Research Seminar Series Workshop Smartphones and their Applications 
 

 
  

School of Engineering, Design and Technology  
University of Bradford 

-73- 

Personalization 

Consumer lifestyle trends are tending towards 
individualism. As this movement gains momentum, there 
is a growing resentment against standardization that 
comes alongside the globalization of content, music 
tastes, etc. Consumers today demand content that is 
customized or personalized to meet their individual tastes 
and needs 
However, the biggest personalization tool so far is mobile 
apps, which have turned the smartphone / tablet device 
into a unique tool optimized for the individual user 
preferences. While an avid traveler might download apps 
such as GPS, navigation, compass, maps, weather, etc. 
another user may turn this device into a total 
entertainment solutions device by downloading music, 
games, and TV. 
 

Connectivity / social networking 

The rapid rise of social networking sites such as 
Facebook and Twitter bears testimony to the current busy 
life styles and hectic schedules of consumers. As people 
find it increasingly difficult to stay connected to their 
friends and family in the real world on account of lack of 
time, the demand for such social media sites will only 
increase. Therefore any device which gives access to 
these social networking sites, or service that makes use of 
them, will surely be in demand. This trend towards social 
networking is also set to expand further into areas such as 
gaming, TV, and music, as users share recommendations 
and comments with each other in real time as they 
consume content [5]. 
 
3G AND SMARTPHONES 
“The term 3G represents the next generation of mobile 
services.  These services include better quality voice, 
higher capacity access to the Internet and high speed 
packet data and multimedia applications.  The 
international 3G standards have been accepted by ITU 
under the name of IMT-2000” [1].  IMT-2000 offers both 
evolution and revolution options for migration to 3G.  
 
Evolution:  

Backwards compatible evolution of a 2G standard to its 
3G equivalent within an operator’s existing spectrum 
allocation: There are essentially two widely deployed 
“evolutionary” IMT-2000 standards: IMT-MC 
(CDMA2000) and IMT-SC (EDGE). 
Revolution:  

Required an operator to obtain additional spectrum, 
build an overlay network, and utilize dual mode/band 
mobile equipment.  These are MT-DS (W-CDMA), 
because of the relatively wide channels (5 MHz), and 
IMT-TC (TD-SCDMA/UTRA TDD) plus IMT-FT 
(DECT) because a TDD frequency assignment is 
required.  Note that it can in some cases be possible to 
deploy IMT-DS in existing cellular bands if sufficient 
spare bandwidth can be made available [10].  

 

TECHNOLOGIES   

   3G vision, standards, and requirements have been set.  
How a region embarks on this journey, however, may 
vary from place to place.  Japan launched the very first 
commercial 3G network in 2001 (W-CDMA).  China, not 
far from it, came up with its own air interface standard, 
TS-CDMA, in addition to the available options.  In terms 
of technology, there is more than one path to 3G.  First 
step, for a region and in this case Pakistan, is to identify 
the possible candidates among these standards. Based on 
the discussion so far, the starting picture would be as 
follows: 
 

 
Fig. 3: Migration Possibilities. 

Note: IMT-MC and IMT-DT are eliminated due to fact 
that these technologies are irrelevant to discussion at 
hand. IMT-MC is for 2G networks originating from IS-95 
standard one, and IMT-DT is for the European DECT. 
 

REVOLUTION 

The options for revolution can all be categorized under 
the umbrella of Universal Mobile Telecommunications 
System.  UMTS is the term coined by 3GPP, synonymous 
to 3G networks, and represents an evolution of GSM to 
support 3G capabilities.  UMTS includes three of the air 
interfaces from IMT-2000 standard list.    

 
  1.  (Direct Sequence Wideband CDMA) 

WCDMA-FDD: In the FDD option, paired 5-MHz 
carriers are used in the uplink and downlink as 
follows: uplink (1920 MHz to 1980 MHz); downlink 
(2110 MHz to 2170 MHz). Thus, for the FDD mode 
of operation, a separation of 190 MHz is used 
between the uplink and downlink.   

 
2.  (Direct Sequence Wideband CDMA) 

WCDMA-TDD: For TDD option, a number of 
frequencies have been defined, including (1900 MHz 
to 1920 MHz) and (2010 MHz to 2025 MHz).  Of 
course, with TDD, a given carrier is used in both the 
uplink and the downlink so that no separation exists 
[6]. 

 
  3.  (Time Division Synchronous Code Division Multiple 
Access) TD-SCDMA: In the second release of radio 
access interface for UMTS (UTRA), TD-SCDMA was 
included. Jointly developed by Siemens and the China 
Academy of Telecommunications Technology (CATT), 
TDSCDMA 2010 MHz - 2025 MHz in China combines 
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an advanced TDMA/TDD system with an adaptive 
CDMA component operating in a synchronous mode 
[11]. 

3G MARKET AND CONSUMER 

GSM world took over the country primarily due to 
the strong need for breaking PTCL’s monopoly, as well 
as the unexpected popularity of voice on the go.  It 
evolved and grew over time by penetrating the rural and 
remote areas. Hence, demand was created for GSM by 
developing consumer bases that had never had an access 
to any kind of communication service before.  Back then, 
the initial era consisted of high tariffs, expensive 
handsets, and limited mobility.  The breakthrough 
occurred after the technology matured and more players 
entered into the market; the former lead to cheaper user 
terminals and the later to cheaper tariffs and more 
coverage.  Coming back to the discussion in hand, 3G 
migration in Pakistan, there is a world of possibilities 
upon which the region could embark. The market may not 
be present yet, as the opponents of 3G would say with 
less demand for broadband services, but that in no way 
could be taken as an indication of what the future might 
hold.  One way to look at it is to look into applications 
and services that 3G could enable for the region.    
Irrespective of the underlying technology, the consumer 
is only concerned with the applications offered and is 
oblivious to the access method that the network uses to 
provide those services and data rates. What this implies is 
that a technology’s success in any region is linked to the 
changes that it invokes and how those changes are made 
accessible to the masses.  The changes in this case will be 
triggered by applications. 

CONSUMER REVOLUTION IN THE URBAN AREAS 

In the urban areas, the 3G talk is believed to be 
corporate centric.  “It is often assumed that early adopters 
will be corporate customers for 3G, but mobile 
multimedia- games, entertainment and the like are much 
more consumer oriented than the buttoned down sober 
suited business people.  Applications like VoIP, Moving 
Images, File transfer , Downloading Software , Virtual 
Home Environment , Web Browsing, Document Sharing/ 
Collaborative Working, Audio, Home Automation, 
Remote LAN Access, Electronic Agents, Dynamic 
Authoring, Job Dispatch ,Electronic commerce, Vehicle 
Positioning etc. are few from the current known 
possibilities and don’t limit brand new introduced in the 
future” [12]. 

 

• Audio  
With 3G, MP3 files will be downloadable over the 
air directly to phone via a dedicated server.  There 
are numerous business models to allow both the 
network providers as well as the copyright owners of 
the MP3 material to benefit financially.  

 

• VoIP   
With 3G and higher rate 2.5G, technologies such as 
EDGE and VoIP will be available for the first time 

on mobile phones. VoIP can be used as an alternative 
to regular service but is not a replacement for 
standard voice services since VoIP services are 
bandwidth demanding.  

 

• Still Images  
Still images such as photographs, pictures, letters, 
postcards, greeting cards, presentations, and static 
web pages can be sent and received over mobile 
networks just as they are across fixed telephone 
networks. Once captured, images can then be sent 
directly to Internet sites, allowing near real-time 
desktop publishing. 

 

• Moving Images  

Sending moving images in a mobile environment 
has several vertical market applications including 
(monitor sensor triggered) monitoring parking lots or 
building sites for intruders or thieves and sending 
images of patients from an ambulance to a hospital. 
Video conferencing applications, in which teams of 
distributed salespeople can have a regular sales 
meeting without having to go to a particular physical 
location, is another application for moving images 
that is similar to the document sharing/ collaborative 
working applications reviewed below.   

 

• Virtual Home Environment  
A service that simply lets customers have 

seamless access with a common look and feel to their 
services from home, office, or on the move and in 
any city as if they were at home.  VHE is, therefore, 
aimed at roamers (a small subset of total smartphone 
users).  

 

• Electronic Agent  
Electronic agents are defined as "mobile 

programs that go to places in the network to carry out 
their owners' instructions.  They can be thought of as 
extensions of the people who dispatch them.  Agents 
are self-contained programs that roam 
communications networks delivering and receiving 
messages or looking for information or services."  
Orange in the UK has a vision which expects that 
within ten years, our mobiles will be waking us up, 
reading our emails, ordering our groceries, and 
telling us the best route to work, reminding us, and 
translating our conference calls.   

 

• Downloading Software  
In the twenty-first century, software will 

increasingly be downloaded electronically from the 
Internet rather than purchased as boxed products in 
stores. Downloading software has several advantages 
because it is environmentally friendly (no packaging 
to throw away or store), quick and convenient 
(downloadable products are delivered direct to your 
computing device in minutes) and value for money 
(you pay no delivery charges) [12]. 
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CONSUMER REVOLUTION IN THE RURAL AREAS 

The biggest challenges in the most rural areas are 
health and education. There have been numerous 
economic and social claims that support the idea of 
revolution via changing these conditions.  3G holds the 
potential for providing means in order to bring about 
those changes.   

 

• Mobiles and Healthcare: Tele-health and 
Telemedicine Trends  

Smart phones have changed the way people 
communicate in the developed world, but in 
developing countries they’re going far beyond simple 
communication to bring new opportunities to areas 
that sorely need them.   
1.  Due to a global shortage of some 4.4 million 

healthcare professionals, as estimated by the World 
Health Organization, many rural health centers in poor 
regions depend largely on community health workers 
who travel among clinics and villages.  Due to limited 
facilities and the huge areas covered by them, it is often 
too late to bring back help to the people in need.  
Launched in February, Frontline SMS: Medic aims to 
improve matters using Frontline SMS, a free, open-source 
software program that enables large-scale, two-way text 
messaging using only a laptop, a GSM modem, and cell 
phones. Working with donations collected through Hope 
Phones, the initiative places a laptop running Frontline 
SMS in a central clinic and then distributes cell phones to 
community health workers. Workers are trained in 
sending text messages to hospital staff to request drug 
dosing information or treatment instruction, for example, 
or provide status updates on a particular patient. Modified 
camera phones, meanwhile, can be used to analyze blood 
and sputum samples and perform critical diagnostics for 
conditions including HIV/AIDS, tuberculosis, and 
malaria. In a recent, six-month pilot test of the system at a 
hospital in Malawi, 150 patients received emergency care, 
and community health workers saved 1,000 hours of 
travel time—allowing them to visit more patients. The 
number of people being treated for tuberculosis doubled, 
and the hospital saved USD 3,500 worth of fuel, freeing 
up funds to purchase more medication. Operating the 
system, meanwhile, requires an investment of just USD 
500, according to an article in the Guardian.  

2.  Of course, when it comes to developed 
countries, there is a lot of emphasis on reducing cost 
and providing connected services whereby 
automation and intelligence can make devices and 
testing smart.  

 

• Improved Quality of Education   
 The quality of education is highly criticized 

with a small number of teachers available for a large 
mass of students.  The result is minimum one-to-one 
communication between the teacher and the student.  
The slack grows over time, and the underprivileged 
souls with no external means to make up for this gap 
end up losing, falling behind, and losing interest. 
Learning 2.0 platform is a new comer in the Pakistan 

education industry. Consider the possibilities for just-
in-time learning: educators record their multi-hour 
lectures with a simple webcam, tag and upload them 
to the Learning 2.0 Platform as small interactive 
chunks.  Students can repeatedly review the relevant 
information without enduring the entire session. 
Deep tagging metadata allows them to jump instantly 
to that specific section within the video for the 
information they need to learn [13]. 

 
 

• Distance Learning  
  Ghost’s schools are fairly common in 

Pakistan.  These schools exist on paper only.  
Reasons are more than a few but usually revolve 
around the distance a teacher has to commute to get 
to these places and the effort required by them in 
relation to the salaries they receive.  With the 3G 
infrastructure in place and the right applications used, 
a foundation could be laid to provide quality 
education in remote villages and towns. The West is 
already using numerous custom-made tools to 
provide online degrees. For Pakistan, the change has 
to be gradual and patient. It requires additional 
resources for educating end user to use these tools in 
an optimum fashion, to provide means to access 
these tools (desktops connected to the world with 
3G) , yearly plans to implement and monitor such 
system, acceptance by the HEC ( higher education 
system), etc.  Bottom line; however, is to use 3G as 
the last mile for making this vision a possibility. 

FUTURE FORECAST OF MOBILE USERS 

(INCLUDING 3G SMART PHONES) 

The following is a summary of the expected growth in 

mobile users by BMI: 

 

 
Table 1: Future prediction of wireless technologies 

 

“Growth will slow down partly as the market becomes 

saturated and partly as it reaches less accessible parts of 

the country. BMI forecasts that there will be 100mn 

mobile subscribers at the end of 2008, and that by the end 

of our forecast period in 2012, there should be more than 

135mn customers, accounting for a penetration rate of 

around 78%. This would still represent an annual average 

growth rate of 8% between 2008 and 2012. With regards 

to our 3G forecasts, it seems likely that the PTA will run 

an auction for three licenses no earlier than towards the 
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beginning of 2008, with commercial deployment either 

later that year, or maybe early in 2009. With GSM the 

main mobile technology in use in Pakistan, the preferred 

3G technology would be UMTS, although China Mobile 

may be tempted, if it were to win a license, to usher in its 

homegrown TD-SCDMA standard.” 

 

CONCLUSION 

3G technology offers new features that could affect our 
society. Using this broadband technology through 3G 
smart phones, everyone can get access to the capabilities 
of this new wireless technology. It could affect our 
education, our interactive activities, our multimedia 
communications, and so on.  
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Abstract -A mobile device is a portable device which 

allows to process, receive and send data without the need to 

maintain a wired connection with the internet. As human 

need increases, the trend of using the mobile phone for 

making and receiving calls, sending and receiving text 

messages has become an underutilization of the mobile 

technology. The need to do more with the mobile prompted 

the development of mobile applications that allow the user to 

send and exchange pictures, play games, send e-mail and 

different social network applications (face book, twitter). 

Mobile devices with these capacities are popularly known as 

Smart phones. 

 

In this paper, an overview of mobile applications will be 

discussed (history and its evolution), the different mobile 

applications development platform like android, windows 

mobile, Symbian  (brief description of each development 

platform), present impact of the technology on the society, 

its present market trend and a future prediction of the 

market . 

Keywords - Mobile device, Mobile application technology, 

mobile application development platform, Smart phones. 

 

I.INTRODUCTION 

 

The evolution of the mobile technology has no doubt 

been one of the technological discoveries that have 

transformed the human race with respect to the period of 

its non-existence. The growth of this technology is so 

amazing and has come to be part of our everyday life. 

The different generation of Mobile technology include: 

1G, 2G, 2.5G, 3G, 3.5G, and 4G. Each technology has its 

own defining characteristics but this feature increases in 

ascending pattern. See the graph below; 

 

 

Fig1. Evolution of Mobile technology 

 

Initially, mobile phone was designed for 

communication. The evolution of GPRS (2.5G), UMTS 

(3G and 3.5G) technology brought about the possibility 

of being connected “anywhere, anytime”. This has led to 

the relevance of mobile application designed to meet the 

users numerous needs [1]. For example, users could get 

updated information about the recent Japanese earthquake 

on their mobile device while on the move. Mobile 

applications like twitter; Facebook (a social networking) 

designed for information sharing made this possible [2]. 

 

 FACTORS THAT CHARACTERISED THE DEVELOPMENT 

OF MOBILE APPLICATIONS 

 

Mobile applications can be characterized by three 

factors: 1) maturity of the mobile network infrastructures 

2) advanced mobile hardware, and 3) increasing demand 

for mobile applications/services [1]. 

 

With the 3.0G and 3.5G technology, comes increased 

bandwidth (capacity) .Other emerging technology like the 

4G which has more bandwidth than the previous (3G and 

3.5G) encourages mobile application developers to design 

bandwidth hungry and user friendly applications. This 
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revolution is a reflection of the improvement in network 

infrastructures [1]. 

 

Some mobile applications are built based on hardware 

specifications. Specifications like scree resolution, 

memory size, processor speed, screen size and battery 

life. Most mobile device manufacturers are concerned 

about maintaining a balance between the processing 

power, battery life as well as screen and device size. For 

example, the window mobile 6.0 SDK application was 

developed so that applications can run on a touch screen 

device with the keypad embedded on the screen. This 

device also maintains a small size and high processing 

power (e.g. Toshiba TG01 with 4.1” screen, 1 GHz 

processor) [1]. 

 

Statistics shows that the demand for mobile 

applications/ services is on the increase. For example, 

China and USA account for most of the Mobile 

application users. According to Nielsen Company’s 

research, 20 per cent of users download mobile apps 

while 23 per cent use mobile instant messaging products 

compared to USA with 18 and 16 per cent respectively 

[3].  The figure below shows statistics of users in China 

and USA in the first quarter of last year, 2010. 

In addition, it is predicted that about 975 million mobile 

applications will be available in 2012 [4].The reason for 

this is the increasing relevance of applications developed 

by different mobile device manufacturers and network 

operators. 

 

 

Fig 2. Mobile Data Usage in the Past 30 Days [2] 

The rising significance of mobile applications in our 

everyday life is the motivation behind this paper. This 

paper tends to answer these 3 broad questions: 1) what are 

the present mobile applications used by developers? 2) 

How these applications are developed? 3) What is the 

future of mobile applications? These questions will be 

answered in this context: 1) the different mobile 

applications will be listed with a description of 5 major 

operating systems that dominate the mobile development 

market. 2) A brief description of an application developed 

under one of the platform will be discussed. 3) The 

Impact and the future trend of this technology will be 

discussed. 

 

II.MOBILE APPLICATIONS PLATFORMS 

 

This is also referred to as mobile application 

development tools. They are categorised into two based 

on the number of vendor device supported. These are: 1) 

platforms for multiple vendor devices 2) platforms for 

single vendor devices. 

Multiple vendor devices platforms are development 

tools that run on different mobile device OEM. Example 

include: Java ME, Symbian, Android, Windows Mobile, 

Qt, BREW, Palm Os, Flash Lite and Micro browser. 

Single vendor device platforms will only run on specific 

mobile device OEM. E.g. Blackberry Os and iOS. In this 

paper I will be discussing about the five commonly used 

platforms: Android, iPhone or iOs, Blackberry, Symbian 

and windows Mobile. 

 

(a) ANDROID 

 

Android is a Linux-based operating system used for 

developing applications for mobile devices. It was 

initially owned by Android Inc. before it was bought over 

by Google in 2005 [6]. 

Open Handset Alliance, a coalition of 65 business 

alliance consisting of mobile phone operators (T-Mobile, 

China Mobile, KDDI, Do Co Mo, Sprint, TELECOM, 

Telefonica), Handset manufacturers (Motorola, HTC, 

Samsung, LG Electronics), Software Company ( 

Ascender Corporation, ebaY, esmertec, Google, livewire, 
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Living Image, Nuance, PV, SkyPoP, SoNiVox), 

Semiconductor Companies (Audience,  BROADCOM, 

Intel, MARVEL, NVidia, QUALCOMM, SIRF,  

Synaptics, TEXAS INSTRUMENTS) and 

Commercialization company (Aplix, noser, tat, WIND 

RIVER) took over ownership of the company on  5th of 

November, 2007 [7]. 

 

Android offers a software development Kit (SDK) that 

is composed of an API, project development tools, 

executable (.dex) and packaging (.apk), an emulator, 

Dalvik Debug Monitoring Service (DDMS), 

Documentation and Sample Code [1,7]. Android also 

includes a set of C/C++ libraries, an application and UI 

framework and some pre-installed applications.  

Some applications developed with the Android OS 

include: Google Map, Adobe Reader, Barcode Scanner, 

Calculator, Yahoo Messenger, Facebook etc.   

 

(b) SYMBIAN 

In 1998, Symbian operating system was launched. It 

started life as EPOC which was used in Psion handheld 

devices. Precisely June24th, 1998 a Joint venture 

agreement was established between Nokia, Ericsson and 

Psion [8]. Just like other operating system, Symbian has 

been designed to be hardware dependent, extendable and 

open for all to develop [8, 9]. 

It comprises of the system core (Kernel, file server, 

memory management and device drivers), system layer 

(used for communication and computing), Application 

engines (used to create user interfaces to data), User 

Interface Software (Series 60 platform), and Applications 

[9]. Below is an overview of the Symbian architecture 

 

 

 

 

 

 

 

 

 

Fig3. Symbian Architectural overview 

The Symbian operating system is basically written in 

C++ [9].  Symbian operating system devices have Java 

running on them and therefore can be developed in Java 

(JavaPhone 1.0 API) [9].Though this Os has been 

developed on different platforms, Series 60 platform is 

the latest platform. Nokia Smartphones are developed on 

Symbian Os. Other Mobile phones developed with this 

operating system include: Sony Ericsson Vivaz Pro, Sony 

Ericsson Satio, Sony Ericsson G900 and Motorola RIRZ. 

 

 

(c) iPhone Os or iOS 

Apple iPhone device was unveiled during a MacWorld 

Conference in September 2007. The device was running 

on MAC Os X with no support for a third party 

application [10]. Precisely, March 6, 2008, Apple 

launched its first operating system called iPhone Os 

(version 1.0) [11].After the first version, iPhone Os 

(version 2.0) and (version 3.0) were developed with 

improvement in the hardware (iPhone device). In June 

2010, there was a change in name from iPhone Os to iOS. 

Versions created after this change include version 4.0, 

4.1, 4.2 and the latest being 4.3. The 4.0 version was 

designed with the new iPhone4 device which is 

compatible with the 4G network. 

To develop iPhone applications, a SDK (Xcode) which 

contains code, information and tools which is required to 

run, debug and tune applications [12]. System architecture 

and technologies similar to Mac Os X is used by iPhone 

Os. Its kernel is also similar to Mach kernel in Mac Os X 

with the top of the kernel having layer of services that 

implement applications on the platform [12].Below is a 

diagram showing the different iPhone technology layers. 
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Fig 4. iPhone Technology Layers 

Each technology layers are designed to run on 

interfaces. The Core OS and Core services layer run on C-

based interface, Media layer on the mixture of C-based 

and objective-C based interface while Cocoa Touch layer 

run on objective-C based interface [13]. Some 

applications developed on the iPhone platform include: 

Mint.com Personal finance (Your pocket-size financial 

planner), Nike training (a personal trainer software), 

Awesome Note (a to do list software) and Cook This, Not 

That! (Shows how over 140 restaurant meals are 

prepared) [13]. 

(d) Blackberry Os 

The first Blackberry Os was introduced with its device 

in 1999 by a Canadian company RIM (Research in 

Motion) [14]. It had the capability of a two way pager 

after which newly designed operating system and 

hardware made it possible to send e-mails, functions, 

chatting and other social networking services [14]. With 

increasing demand by consumers for more features, the 

5000 and 6000 series was launched. This release brought 

about the switch to mobile phones. In addition, the series 

has a java-based kernel with a monochrome screen 

[14].The first colour screen blackberry was the 7000 

series after which came the 8000 and 9000 series [14]. 

Other features include Bluetooth capability, built in 

cameras, memory card slots and clearer screens. The 

different versions of the operating system include: 4.5.0, 

4.6.0, 4.6.1, 5.0.0 and the latest being 6.0.0 [15]. 

Blackberry operating system is programmed in C++ 

programming language which is designed to support 

multitasking and input devices like trackwheel, trackball, 

track pad and touchscreen [15, 16]. It supports WAP 1.2 

(Wireless Application protocol) and Java MIDP 1.0 

(Mobile information device profile). Java Development 

Environment (JDE) contains MIDP which is used for 

mobile devices application development. It also has an 

Application Programming Interface (API), whose classes 

allow third party programmers write source code for their 

application programs. It is mostly suited for business 

purposes. Little information is available about the 

Blackberry operating system architecture. This I found 

out was to prevent hackers from making unnecessary 

changes and pirating the operating system. 

 

(e) Microsoft Windows Mobile Operating System 

Microsoft Corporation decided to venture into 

developing mobile devices as far back as 1992.The aim 

was to develop a small, pocket size, handheld device [17]. 

It started with the development of WinPad which was 

expected to change the way users interact with windows 

[17].The device was developed on Windows CE platform 

which was similar to Windows 98 operating system. This 

project was later abandoned due to incompatible hardware 

technologies [17]. Pulsar (codename for the second 

mobile device project) was also abandoned due to the 

same reason as the WinPad [17]. In December 1994, the 

breakthrough came with the project codenamed Pegasus 

(a combination of the WinPad and Pulsar team 

discoveries). It developed a mobile device running on 

specially designed hardware. The team created a reference 

platform specification which was appropriate for the new 

device [17]. See table 1 for details.  

The success of the Pegasus project led to development 

of Windows CE1.0 and the development of new hardware 

device resulted into the evolution of new mobile device 

operating system.  

 

 The detailed architectural layout of windows mobile 

beta 6.0 is shown below: 
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Fig 6. Windows 6.0 Architectural Layout 

Applications developed using this operating system 

include: Viigo (a RSS reader), CleanRAM (used to clean 

RAM Memory), POCKETRAR (WinRAR Version of 

Pocket PC), and iFonZ2 (provides iPhone interface on 

windows mobile). 

IV. A BRIEF DESCRIPTION OF AN APPLICATION 

DEVELOPED UNDER ONE OF THE PLATFORM 

Here, an application using windows mobile 6 is created 

to calculate prices and discounts for clothing sold. A 

discount is offered on all clearance clothing items. In this 

application, the amount due for items sold is calculated by 

deducting the discount to get the new amount. 

 
Fig7. Clothing Sales Application  

 

To develop this application, 5 textbox, 6 labelText, and 

3 Buttons was dragged to the form from the toolbox. The 

textbox allows the user to input of string value (numbers 

and alphabet). The LabelText was used to specify the 

label of each textbox on the form. The buttons when click 

calculate the discount, clears the textbox and exit the 

application. 

With this application, a user can calculate the amount 

he/she is due to pay for any product on discount. See the 

table1 for the source code of the programme. 

 

IV. IMPACT AND THE FUTURE OF MOBILE 

APPLICATION 

(a) IMPACT 

The rising need to access information wherever and 

whenever has been a catalyst for rapid growth of mobile 

technology. Current statistics states that over 5 billion 

people own a mobile phone, with 297 million being 

smartphones according to 2010 figures [19, 20]. The 

advent of the 3G technology (a technology with increased 

data throughput) has improved the user data access 

experience. This in turn has made easy access to mobile 

application possible.   

Significant impact of mobile application includes: It 

account for increased productivity (since information can 

easily be accessed anywhere, anytime), it has also 

enhanced job effectiveness, encourages mobile learning, 

improved information dissemination and makes the 

advertisement market more competitive.  

From the operator’s point of view, mobile applications 

are presently competing with services provided which has 

resulted in a huge loss of revenue [21].  Applications like 

Google voice allow a user to send a text messages using 

the data plan provided by network operator [21]. This 

implies that a user does not need a text message plan with 

operator since Google voice provides free text messaging 

service [21]. 

(b) FUTURE  

Mobile application is set to be the next big in the 

computing world. Current statistics shows that, the 

number of mobile phone user to personal computer is 

ratio 4:1.This implies that there is more opportunity 

with mobile application in the mobile industry as 

compared to the fixed-line used for internet access [22].  

There is the tendency of more actors from different 

fields such as the media and service provider involving 

themselves with this technology [1]. These actors will 
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be privileged to provide applications using new internet 

infrastructure.  
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WINDOWS 
MOBILE 6 

private void button1_Click(object sender, 
EventArgs e) 

        { 

            int a,h;               //a=integer value of 
textbox1(number of item). 

            Double b,d,f,g;     // b = double value 
of textbox2 (price), d = double value of 
extended price.  

                               //f=double value of 
discount,g = double value of amount due. 

            string k,l,m; 

            a = int.Parse(textBox1.Text);            
//converts the value of textbox1 (number of 
item)to integer 

            b =  Double.Parse(textBox2.Text);       
// converts the value of textbox2 to 
double(price of item) 

            d = a * b;                             // this 
calculates the extended price. 

            k = d.ToString();                     
//converts the value d(double)to 
string(textbox3) 

            textBox3.Text= ("£"+k+"");           // 
adds the pound sign to the extended price 

            f = 0.01 * h * b;                        // 
Calculate the discount 

            l = f.ToString();                  // converts 
the value of f(double) to string (textbox4) 

            textBox4.Text = ("£" + l + "");   // 
adds the pound sign to the discount price 

            g = d - f;                       //calculates 
the amount due. 

            m = g.ToString();               // converts 
the g(double) to string (textbox5) 

            textBox5.Text = ("£" + m + "");// 
adds the pound sign to the amount due price 

        } 

        private void button2_Click(object 
sender, EventArgs e) 

        { 

            textBox1.Text = ""; 

            textBox2.Text = ""; 

            textBox3.Text = ""; 

            textBox4.Text = ""; 

            textBox5.Text = ""       

        } 

        private void button3_Click(object 
sender, EventArgs e) 

        { 

            Application.Exit(); 

        } 
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  Abstract: GPR is geophysical technique that uses 

electromagnetic waves that penetrate the earth for object-

detection and also to give us information about the earth’s 

surface, these radiations are in microwave band of the radio 

spectrum which can detect the reflected signals.GPR uses 

either two antennas one for transmitting and one for 

receiving or just one that has both functions.GPR transmits 

short pulses of high frequency into the ground, when the 

pulse hits an object with different dielectric constants, 

receiver records the variation in the reflected signal.GPR 

can produce 3-D images with raw field data and post 

processing software.GPR is getting increasingly popular for 

geological surveys because of the fact that Radio detection 

techniques are unable to detect non-metallic buried objects 

like plastic water, gas pipes, fiber-optics etc. It can also give 

an approximate location and depth of the buried object 

whether metallic or non metallic. Using the highly sensitive 

instruments archeologists and scientists can map, measure 

and record different changes within the earth’s surface.GPR 

can be used for a variety of applications but also has its own 

limitations and this is what will be described in detail in this 

paper. 

      

     Keywords: Ground Penetrating Radar, Radio Detection, 

Microwaves, Underground Object Detection, Geological 

Surveys.   

 

1. Introduction 

Ground-penetrating radar (GPR) is an exponentionally 
growing field that has experienced tremendous 
advancement over the past few years. Ground-penetrating 
radar is a technique used in geophysical technology, 
science and a broad range of engineering and scientific 
applications. It is the range of applications that has made 
GPR such a crucial tool in the geophysical science and 
geo chemical engineering industries and has lead to its 
fast development and created new areas to look into in 
academia. 
In the past, GPR has been used to study densities and 
fractures of tunnel rocks, glaciers and salt dooms and to 
locate buried pipes and cables. Applications to rapid 
collection of engineering and geologic data on land and 
on water include those by  Ulrikson (1982) and Gorin and 
Haeni (1989). 
From the various advantages the most prominent and 
most beneficial advantage of ground-penetrating radar 
(GPR) methods is that they collect vast amount of 
information about the close surface in a completely non-
damaging and noninvasive way letting large sites with 
hidden remains to be considered and analysed 
expeditiously yet accurately while also preserving and 
protecting  them.. 

2. Ground-penetrating radar (GPR) 

The Ground Penetrating Radar (GPR) technology uses 
electromagnetic (EM) waves transmitted from an antenna 
(Tx) which reflects on layers and objects in the ground. 
These reflections are received with an antenna (Rx) and 
create a picture of the subsurface. As the transmitting and 
receiving antenna is moved along the surface, recordings 
are collected and displayed side by side, resulting in a 
cross section, also known as radar profile.  GPR can 
detect almost anything underground. Voids, cracks, 
changes in materials and objects can be detected by GPR. 
It can be used in different media such as soil, rock, fresh 
water, ice, structures, pavements and concrete.  
The resolution and investigation depth is depending on 
the antenna frequency used; most often ranging from 10 
MHz to 3 GHz. High frequency antennas give high 
resolution images and low frequency antennas gives 
better penetration depth.  
Ground-penetrating radar (GPR) Theory 

Ground-penetrating radar (GPR) systems radiate short 
pulses of radio-frequency electromagnetic energy into the 
subsurface from a transmitting antenna. When the 
radiated energy encounters inhomogeneities in electrical 
properties of the subsurface, some energy is reflected 
back to the radar antenna and some is transmitted 
downward to deeper material. Electrical inhomogeneities 
are present in most hydro-geologic settings and are 
determined primarily by water content, dissolved 
materials and expansive clay and heavy-mineral content 
in the subsurface material (Wright and others, 1984; 
Olhoeft, 1984, 1986; Haeni and others, 1987). the 
reflected material is reflected, transformed into a audio-
frequency range, recorded, processed, and displaced. The 
total travel time for a signal to pass through the 
subsurface, reflect from an inhomogeneity, and return to 
the surface. This two-way  traveltime is measured in 
nanoseconds (1ns=10-9 seconds). 
                   There are basic equations to determine the 
depth to a reflector. 
     Following are the equations :  
                                             d=tV/2 
    and                                 V=c/ϵ0.5 
  Where d=depth to the reflector , in feet ; t =two-way 
traveltime in nanoseconds ;c=velocity of light in free 
space=.98 foot per nanoseconds; ϵ=related die electric 
permittivity,a dimensional ratio; and V=electromagnetic-
wave velocity ,in feet per nanoseconds.The relative 
dielectric  permittivity is a measure of the capacity of a 
material to store a charge when an electric field is applied 
to it relative to the same capacity in a vacuum (sheriff, 
1984). Table 1lists approximate value of the relative 
dielectric permittivities for selected materials. Value for 
soils saturated with hazardous fluids were measured by 
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kurtrubs (1986).The electromagnetic-wave velocity is 
equal to the product of the wavelength (λ,in feet) and the 
frequency (f,in cycles per second ); 
The radar-antenna frequency selected for a given study is 
chosen to provide a acceptable comprpomise between 
high resolution and deep penetration. Transmission 
frequency commonly employed in GPR surveys Range 
from 80 to 1000MHz. High-frequency radar signal 
produce high-resolution records but have a limited depth 
of penetration. The resolution is ideally equal to λ/4 , but 
velocity uncertainties and wave from variations limit real 
resolution to about  λ/3 to λ/2. 
If no depth data from well logs or trenches are available, 
accurate velocity can be calculated using the x2-T2 
methods .This method, however ,require the presence of a 
planar reflector extending for some distance along the 
traverse reflector  extending for some distance along the 
traverse and two antennas, one transmitting and one 
receiving.By moving both antennas equal distances away 
from an intial center point, the same reflection point will 
be maintained. Velocity and depth to the reflector can be 
calculated from the relation between the arrival time and 
offset as described by ulkriksen (1982) and sheriff(1984). 

 
The limiting factor in depth of penetration of the ground-
penetrating radar (GPR) method is   attenuation of the 
electromagnetic wave in the earth materials. The 
attenuation results from spherical spreading losses and 
exponential material losses with contributions from 
conversion of electromagnetic energy to thermal energy 
through electrical conduction losses, dielectric relaxation 
losses in water, or diffusion-limited chemical diffusion in 
clay minerals. However, if a large number of in 
homogeneities exist on the scale of a wave length, 
scattering may be the dominant factor in attenuation 
(olhoeft,1984: wright and others ,1984) .  areas having 
material of low electrical conductivity, such as clay free 
sand and gravel, low-frequency electromagnetic waves 
can penetrate to depths of 90 ft. In areas having highly 
conductive materials, such as soils with a high percentage 
of clay minerals, the penetration depth of electromagnetic 
waves can be less then 3 ft [1]. 

3. Different Antenna Array Configurations in 

GPR 

 Antenna is the very important part of GPR. Antenna 
itself a vast subject in this paper we will briefly discuss 
the  different antenna array configurations, used in 
ground-penetrating radars, which is significant to decide 
the most suitable antenna array for a specific task.  
 

 Single antenna configuration in GPR 

 
As the name shows we have single antenna in this type of 
antenna configuration in GPR. This configuration has 
really low cost as compared to other antenna 
configurations in GPR with respect to GPR it has a 
minimum cost. We use single antenna in single GPR 
system. Because the height of the antenna is adjustable 
for every and each scan this configuration is the best for 
uneven surface. 
 
Linear Antenna Array configuration in GPR 

 
This configuration of antenna can be used for reducing 
the data acquisition time. The amount of scanning can be 
decreased by having a multiple antennas. By using the 
multiplexers we can connect the linear antenna array to 
single and to multiple GPR systems. This antenna 
configuration may have higher data acquisition rate even 
when it is used in single GPR system then single antenna 
configuration due to it eradicates the physical emotions of 
scan in one excess. The linear antenna array’s particular 
application is mine detection. It is also good for scanning 
a continuuos strip of limited width. It can also be used for 
pipe mapping. One downside of this configuration is that 
there is limitation on scanning resolution. The cost of 
GPR equipment incorporating linear antenna array 
depends on the number of GPR system used. It can be 
costly or moderate. 
All of the antennas can be connected to a single GPR 
system by using a multiplexer or there can be separated 
GPR system for every antenna but it is not suitable if 
antennas are very close to each other due to interference 
problem.  
Area Antenna Array configuration in GPR 

It is GPR antennas with 2D array. It is achievable to get 
3D volume data without the need of scan, if the area 
which requires to be scanned is less than the size of array. 
The requirement of number of antennas to obtain the data 
is the main drawback of this type of antenna 
configuration in GPR. Like if need to locate a mine and 
assume its diameter is 20 cm, the antenna of dimension of 
40 cm by 40 cm will be needed to examine the mine and 
the area which is surrounded by that mine. We required 
200 antennas if we will have antenna spacing of 8 cm. 
Like in linear antenna array , all the antenna can be 
connected to single GPR system or with several GPR 
system by multiplexing to get the good results. Limitation 
of sampling resolution by the antenna’s size is needed 
like in linear antenna array. If scanning motion is needed 
we do not require the exact mechanism of positioning the 
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antennas if overlap occurs in coverage of two successive 
scans like in a linear array of antennas is the huge 
advantage of two array of antenna. This configuration is 
costly. 

4. Sensors of GPR and their selection  

Various sensors can be used to detect/sense several types 
of underground objects. The range of sensors varies. They 
can be a simple device like metal detector and they can be 
complex a complex chemical detection device like TNA 
sensors , TNA is a abbreviation of thermal neutron 
activation. Different sensors are made to sense different 
objects so they can be  selected which are preferable in 
different task .By these variety of sensors we choose GPR 
for the reason it can sense metallic and non metallic 
objects and these objects are buried underground. It can 
also receive geometric data of the underground buried 
objects also its horizontal location and its depth. GPR can 
also be used in medium different than soil like fresh water 
which make us to inspect objects at the deep of rivers and 
lakes. Because of these potential abilities GPR has been a 
much more flexible sensors than other subsurface sensors. 
Blow table will show the advantages, disadvantages and 
sensing mobility of the sensors. We choose our required 
sensors which is best for specific task by the table blow.  
Table 2 showing advantages, disadvantages and sensing 
modality of sensors. 

 
5. GPR DATA FORMAT AND 

COLLECTITON OF DATA 

       
 1-D time varying signal is basic output of GPR from the 
GPR receiver. The strength of the reflected signal at that 
point is amplitude of 1-D signal. To achieve 2D and 3D 
data we need to scan the antenna on the concerned area 
either in one direction or in two directions. Normally 
antenna is moved in a pattern of raster scanning. Usually 
in a manual GPR survey, the density of scan is higher in 
one particular direction over the other direction. Normally 
we use raster scanning pattern to get a 3D volume data 
using precise spacing in all directions. This is achievable 
if GPR antenna is placed on a nearly exact robotic 
scanning procedure. This 3D data array where signal 
amplitude is a value of voxel at that location .Great 
amount of 3D volume data is produced by the high 
density of the 3D scan. We get 2500 scans for each 
square meter if 2 centimetre grid is used in scanning of 

antenna. We get 1.25 million values to examine for each 
square meters, when the numbers of samples in the 
direction of depth is 500. 
   The processing algorithms efficiency is important 
because of great amount of data. It also raise the need of 
automated processing of the data due to the fact, for 
humans, it is very much time consuming and nearly 
impossible to deal with this large amount of data 
generated by GPR system. The processing unit can 
process the data at the same speed in which GPR system 
can generate scans [3]. 
  

6. TYPES OF GROUND PENETRATING 

RADAR [3] 

Now a days there are different types of GPR exist but 
mainly there are two common categories of GPR those 
categories are known as impulse and continues-wave 
(CW) and stepped frequency radars , impulse radar 
technique is used in most GPR systems. Continuous-wave 
and stepped frequency radars have been developed over 
the past decades commonly used in universities and 
institutes. 
 In this paper,  among the many types and techniques of 
ground-penetrating radars we will discuss  following 
types . 

1) Impulse 
2) swept frequency modulated continuous 
3) Stepped frequency modulated continuous wave 
4) Gated stepped frequency modulated wave 

,continuous wave 

IMPULSE GROUND PENETRATING RADARS 

 Radars that require data in the time domain are mainly 
known as impulse. A time domain pulse is transmitted 
and the reflected energy is obtained as a function of time 
.The resulting waveform indicates the amplitude of the 
energy scatted from subsurface objects verses time 
.Range information is based on the time of flight 
principle, and a simple display of radar return (amplitude 
versus range ) is an “scope” presentation. 
The majority of GPR systems incorporating impulse 
technique send a pulse to an antenna which generate an 
electromagnetic (EM) wave. The antenna plays a most 
important function in the impulse GPR system. 
Ground penetrating radar involving the impulse technique 
was first manufacturing for commercial purposes in the 
mid-1970s(Morey,1974) and was demonstrated as a 
beneficial geophysical tool (annan and 
davis,1976).Although the fundamental applications of the 
impulse technique to GPR has continued the same, the 
display and the recording of the radar return data has 
changed . Modern impulse GPR digitally samples the 
return waveform for digitally, the post processing and the 
data storage .Commercial impulse GPR system to data 
use a repetitive sampling method or equivalent-time 
sampling (ETS) (Hansen, 1942), where single successive 
samples are made after each transmitted pulse. An 
adjustable delay is used to sample along the obtained 
waveform. Prototype system have been put up with a 



10th Research Seminar Series Workshop Radio and Wireless Communications, and RADAR  
 

School of Engineering, Design and Technology  
University of Bradford 

-87- 

flash conversion or complete waveform sampling where 
the entire obtained waveform, after one transmit pulse , is 
digitized (Wright et al,1993).These offer high data rates 
but can be limited in dynamic range. An alternative 
implementation for acquisition involves a correlation-
based receiver with the wide band signal transmitted 
being a digitally generated, pseudo-random binary 
sequence (Wills 1992). 
Some benefits of using impulse radar are the low cost part 
and  simplicity of generating an impulse waveform . The 
disadvantages are inefficient use to transmit powers, the 
resolution limited by the pulse width, undesirable ringing, 
and  difficulties involves samplings of wideband signals 
with slow speed sequential digitizers . 
Swept frequency modulated continuous-wave radars 
 Radars that obtain data in the frequency domain and 
transmitted continuously are known as CW(continuous 
wave), it is referred to as FM-CW if the carrier is 
frequency modulated (FM).The conception involves 
transmitting a frequency “sweep” over a fixed bandwidth 
, from a start frequency to stop frequency. The reflected 
energy is obtained as a function of frequency and shows 
the amplitude of energy scattered from subsurface 
objects. The received signal is combined or heterodyned 
with a section of the transmitted signal filtered and 
sampled or digitized during the sweep. The digitized 
waveform from the whole sweep is then transformed into 
the time domain. The outcome is known as synthesize 
pulse.       
Stepped frequency modulated continuous-wave radars 

A difference between stepped frequency radar and swept 
frequency radar is only that the transmitting frequency is 
stepped in linear increment on a fined bandwidth to a stop 
frequency from a start frequency. The signal that is 
received is sampled a combined at each and every 
discrete frequency step. The digitized wave form is 
transformed into the time domain to produce the 
synthesized pulse. 
Some benefits of the stepped frequency GPR are the 
efficient use of power , controlled transmission 
frequencies and effective sampling of wide band signals 
with low speed ADCs. 
Swept frequency have advantages over stepped those are 
lower cost and easier design for implementation. 
However, stepped frequency have better performance in 
some swept frequency is due to frequency ambiguities of 
the sweep. 
 Gated stepped frequency modulated wave, 

continuous wave radars 
 To gate the transmitter and receiver of stepped 
frequency-modulated continuous wave known as a gated 
stepped frequency-modulated continuous wave. It is done 
because in a stepped –frequency system, the marking of a 
weaker signal from a deep target by strong signal is due 
to the receiver always being on. Factors causes this can be 
as follows. 

• Large reflection from shallow reflectors. 

• Leakage to the receiver from the transmitter 
in the electronics. 

• Electro-magnetic waves on the ground 
surface. 

7. Ground penetrating radar applications 

  There are many applications of ground penetrating 
radar, this paper will briefly discuss what are general 
applications of ground penetrating radars. 

• Ground-penetrating radars used to locate 
underground storage tanks. 

• Provide quick and accurate concrete or 
asphalt overlay measurements. 

• Aviation Facility Inspection includes utility 
location and/or air void determination 
for aprons, rebar depth determination, 
hangers and runways. 

• Utility location under soil /concrete /asphalt 
surface or in vertical walls.  

• Infrastructure investigation into rebar depth, 
air voids or slab thickness that may be 
present underneath surface.  

• Minimization and better locating of 
secondary sampling or core sampling 
methods.  

• Minimize cost overruns with maintenance 
and construction planning. 

• Railway Track substructure includes 
determination of absence/presence of layer 
interface "fouling," layer thickness, buried 
utilities and trapped water. 

• Square footage, Identify location, and 
percentage of deteriorated concrete within 
reinforced concrete bridge decks 

• GPR can be used to detect anything under 
deep rivers, lakes and sea.  
 

8.  Advantages of Ground-penetrating radar  

 

• Ground penetrating radar locates almost 
anything underground.   

• Ground penetrating radar makes an 
underground "picture". 

• Dual-Polarization, High Speed, High Resolution. 

• Detailed, easy to read, accurate location 
information for better maintenance planning.  

• High speed data acquisition - efficiency and 
convenience for your projects. 

• Hundreds of miles of information collected in a 
single day survey it means quick results. 

• No lane closures during survey improves 
workers safety and reduces cost. 

• Cost benefit to owner due to better estimation of 
project repair, lower survey costs due to speed 
and safety and lower cost of planning,   

• Inventory: frequency of maintenance and 
predicting future repairs. 

• Improves effectiveness of secondary operation 
results such as determination of Elastic Modulus, 
pavement load capacity and falling weight 
deflectometer (FWD). 
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• Extend bridge deck service life by minimizing 
frequency of maintenance and future repairs.  
 

9. Conclusion and discussion 

 Ground-penetrating radars (GPR) is a crucial tool in 
detecting almost anything underground.  

There are different types of GPR which are required in 
different tasks, impulse GPR system or technique is most 
commonly used type of GPR. It is important to select a 
right sensor for specific task. Collection of data is a part 
of GPR and for this we have processing units because 
GPR scanning is fast we should have good processing 
units to deal with it. Different antennas configuration can 
be made to do different tasks. One can say it is a costly 
system but after analysing we can see the work done by 
GPR is worth more. Applications of GPR are many, we 
can say it is a best devise of detecting underground 
objects due to the fact it can also work if we need to 
detect anything underwater. More research is required in 
GPR to make it less expensive. 
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Abstract- Years back when we need to communicate to a 

person on the other side of the world, it would have taken 

ages to reach the content there. But the now the world has 

cringed due to the technology of wireless networks. 

In this new millennium the wireless network technology is 

there in almost all fields like automation, medicine, media 

etc. The earlier wireless personal area network was very 

costlier and not compatible with the fast growing world. Till 

then, there wasn’t a wireless network which can match up 

the actual needs of sensors. ZigBee technology will match up 

all the requirements needed above in this present world. 

ZigBee is a standard for mesh networking with less power 

consumption and low cost. AES-128 encryption makes it 

very secured. ZigBee allows the ad-hoc network and it is 

very easy for installation. Self-configuration is a biggest 

advantage of the ZigBee. Types of the ZigBee devices are 

ZigBee Coordinator, ZigBee Router, ZigBee End Device. 

This paper focus on the current wireless communication 

needs and how ZigBee technology is employed to satisfy 

those needs. 

Keywords- Mesh Networking, security, ad-hoc network, 

self-configuration, devices. 

I.INTRODUCTION 
    Wireless Networking is a utilitarian gift for today’s 
world. In the wireless networking everyone is 
concentrating on the communication at very high speed 
and the applications which carried out at very long 
distance. The standard which provides all those 
specifications is IEEE 802.11 it is also known as WLAN 
(wireless local area network). The very 1st standards 
which do not go for the long range application or high 
speed communication but it mainly focusing on the LR-
WPAN (low rate wireless personal area network) was 
Bluetooth. But there is one problem with this standard is, 
it allows only seven nodes at a time. If we talk about the 
industrial or home applications then we have to connect 
many more nodes at the same time. So there is a need for 
new revolutionary standard which gives better battery 
backup, user friendly approach and low data rate. So 
IEEE formulated a new standard to ful fill att the needs 
IEEE 802.15.4. Now it is popular by name ZigBee [1].  
ZigBee is all about the specifications which are suitable 
for the communication protocols with extra stack layer. 
ZigBee doesn’t use for the high power applications it is 
only designed for the low power applications. It provides 
the range 10-100 meters which is comparatively large as 
compared to the Bluetooth, Wi-Fi etc [4]. 
    The table shows below gives all the information about 
the bands which is suitable for ZigBee, the number of 
channels each band contain, data rate at which data is 
going to transfer and the geographical place 
corresponding to that band. The 27 channels are specified 
in the Zigbee standard for users. Those 27 channels are 

distributed in three bands. The first 2.4 GHz band carries 
maximum number of channels i.e 16 with data transfer 
rate is 250 kbps. This band is available for the world-wide 
users. 868.3 MHz band with only one channel have data 
rate just 20 kbps and uses in the European countries. In 
United State users use 902-927 MHz band with 10 
channels, provides 40 kbps data rate[2]. 
    Over 200 companies are responsible for the ZigBee 
development and distribution. In that most of the 
companies are semiconductor, software developer, end 
product manufacturer or service provider industries 
including major telecommunication carriers. Those 
companies define and promote the ZigBee standards 
[1][3]. 

 
    Those are the some of the companies which take 
initiative to set and promote the zigbee standards. 
    ZigBee 1.0 specifications are released on 14th 
December 2004. After that some modification were made 
in the Zigbee 1.0 specifications to encrypt the frame and 
to check the authenticity of the transfer or received frame. 
“TRUST CENTER” came into the picture on 30th 
October 2007 this is for the security purpose. There are 
three types of the profile define by the ZigBee alliance is 
public profile, private profile, published profile. On 2nd 
November 2007 the 1st profile for the home application is 
released [3]. 

III. WHY ZIGBEE? 
    There are certain reasons for which the ZigBee 
technology is widely being used in these days. So the 
reasons for ZigBee technology gaining popularity include 
[7][8][9]: 

� It has self-configuring ability which makes it 
different from all the existence standards. So it 
allows the ad hoc network that means 
infrastructure less network for the installation. It 
is very easy to add or remove the nodes from the 
network. Node is terminated automatically if 
there is a node failure problem. If we have to add 
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any node in the network then there is no need to 
program that node. 
 

� The main purpose of this standard is to increase 
the number of nodes in the application system. If 
we compare with the other technologies then the 
maximum number of nodes supported by any 
standard is 1000 but ZigBee supports 65,000 
nodes at the same time in one network. 
 

� Distribution of the nodes with in the network is 
easy. In the example like wireless network in the 
greenhouse this property is quite useful to make 
even distribution of the nodes in the large area. 
 

� Battery back-up is one of the most important 
aspects of the wireless sensors. Better battery 
backup indicates the longer life time of the 
system. 100-1000 days battery life time is a plus 
point of the ZigBee standard over the entire 
existing standard like Bluetooth, Wi-Fi, GPRS 
etc.  
 

� When the ZigBee standards were released very 
1st time in 2004 that time the security is an issue 
but until 2007 all the security features like 
encryption, frame authenticity are introduced in 
the ZigBee standards. There are three type of 
security modes are delineated. First one is 
unsecured mode which provides no security at 
all. Second one is access control list mode where 
the frames from the unidentified device are 
immediately going to reject. The third one is 
secured mode which provides security service 
like the previous mode, in addition to that 
Advanced Encryption Standard (AES) 128 bit 
encryption algorithm provides advanced security 
system. 
 

� The most attractive feature of this standard is 
low cost. If the system is efficient but the cost is 
so much then the average people thinks while 
adopting that system. But this is not the case in 
the ZigBee standards. 
 

� ZigBee is one of the most popular standards in 
the current scenario which is available to use in 
the anywhere in the world. 

 
 

IV. STACK ARCHITECTURE 
 

    With the help of the multiple layers the stack 
architecture of ZigBee standards are designed. Lower 
layer of the stack architecture carry out some data 
manipulation and then forward that revise data to the 
upper layer for further modification. The service that 
transmitted the data is provided by the data entity on the 
other hand some more services are governed by the 
management entity. Interfacing between service entity 

and the layer which is above the service entity is given by 
service access point (SAP). The various services are 
endured by SAP to fulfil expected performance criteria. 
The over view of the stack architecture is shown in the 
figure 1. If we compare this architecture with the standard 
seven layers Open System Interconnection (OSI) model 
then we found lots of similarities. But delimitate only 
layers which plays major role while getting the specified 
goals. The lower two layers of the architecture is 
proposed by the IEEE 802.15.4-2003 standard. The 
lowest layer is a physical (PHY) layer and the second 
layer from the bottom is medium access control (MAC) 
layer. On the PHY layer and MAC layer the network 
(NWK) layer and the structure for the application layer is 
figured by the ZigBee alliance. Application layer support 
(APS) sub layer, ZigBee device objects (ZDO) and the 
objects which is employed in the application declared by 
the maker is composed in the application layer structure. 
IEEE 802.15.4-2003 has two separate PHY layers which 
is distinguish from each other because of the operating 
frequencies. One is operate on 868-915 MHz band and 
the other one is operate on 2.4 GHz band. The band 
which is employed in the European countries i.e 868 
MHz and 915 MHz band which is employed in the United 
State and Australia is merged in the lower PHY layer out 
of the two PHY layer. The higher PHY layer contain 2.4 
GHz band which is opened for the world-wide users. The 
mechanism employed to approach radio channel which is 
monitored by Medium Access Control layer is CSMA-
CA which plays a vital role in the sending the beacon 
frames, synchronization and to carry out a flexible 
transmission mechanism. (ZigBee Allianee.ZigBee 
Specification Document 053474r13) 

 

       
Figure 1.STACK ARCHITECTURE (ZigBee 

Allianee.ZigBee Specification Document 053474r13) 

 
V. BASIC  RADIO CHARCTERISTICS 
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    In the graph signal to noise ratio (SNR) is on the x-
axis and bit error rate (BER) is on the y-axis. We examine 
the operation of Bluetooth and Wi-Fi in comparison with 
the IEEE 802.15.4. The result concludes that ZigBee 
technique modulate the signal in far better way in the 
given range. We come to know that, increase in the 
distance does not affect the energy required for 
transmission of the single bit. The graph for the basic 

radio characteristics is shown below in the figure 2. (IEEE 

Standard for Information Technology Part 15.4: Wireless Medium 
Access Control (MAC) and Physical Layer (PHY) Specifications for 

Low-Rate Wireless Personal Area Networks (LR-WPANs), IEEE Std) 

 

 
Figure2.BasicRadio Characteristics [12]. 

 
VI. ZIGBEE DEVICES 

 
    The one complete network has three types of the 
ZigBee devices ZigBee Coordinator, ZigBee Router, 
ZigBee End Devices. 
 

1. ZigBee Coordinator: the most capable and 
essential part of the network is coordinator. The 
two networks are going to connect with each 
other through coordinator. Network consists of 
at most one coordinator which forms the 
network. Data regarding the network is always 
stored in the coordinator and it also responsible 
for security activities. 

� Coordinator path: Random sink 
mobility model and Fixed sink mobility 
model those are the two models of the 
sink mobility. 
I.For the sink movement path 
composed of the random sequence. 
II.The same path is selected for the sink 
movement and it remain same for the 
complete duration. 
 

2. ZigBee Router: When the data is circulated in 
the network some time data cannot go directly to 
the destination it needs the intermediate routing 
node. Two types of the router arrangement 
suggest removing the error. 

� Square Configuration: At the corner of 
the square the routers are placed so that 
it manages to occupy the whole 
network. 

� Hexagonal configuration: The name 
itself suggests that router must be 
placed on the corners of the hexagon 
for covering the whole network. 
 

3. ZigBee End Device: It cannot form the network 
or route the data. They just use to talk with 
coordinator or router. The reason behind the 
long battery back-up is, most of the time they are 
in the sleep mode. It doesn’t want large memory 
space so it is very economical. 

 
VII. NETWORK TOPOLOGY 

 
    With the help of many components one whole system 
with required functionality is form. The devices are the 
most basic and essential component of the network. 
Mainly devices are distinguished in two categories Full 
Function Device (FFD) and Reduced Function Device 
(RFD). RFD only operates in the star topology on the 
other hand FFD are operating in all the topologies like 
star, mesh and cluster tree. There is very bright chance to 
be a network coordinator if it is FFD but this is not the 
case for RFD. The device never be a RFD as well as 
network coordinator. If device is able to make connection 
with only coordinator then it should be RFD. But FFD 
can communicate with FFD and RFD. (P. Kinney, 
ZigBee Technology: Wireless Control that Simply 
Works, White Paper dated 2 October 2003) 
    Cluster tree, star and peer to peer in short mesh these 
are the topologies which is supported by the ZigBee 
standards. 

 

 
Figure.3. ZigBee Topology Models [17][18] 
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� Start topology: Central controller and the 
devices communicate with each other. The 
central controller is also known as PAN 
coordinator. Line power is for the PAN 
coordinator and battery power is for devices. 
The device which has control on the network 
must be a FFD but it is not true for rest of the 
nodes. They are may or may not be a FFD. 
Network with this topology has limited 
application like games, personal computer, toys, 
home automation. First activation is enough for 
FFD to form personal network and be a 
coordinator. Each network in the star topology 
selects one unique PAN identifier in between 
communication range. PAN identifier is 
responsible for independent operation of 
network. Lifetime of the network should be large 
when it is placed in the health care application. 
If user application demands low power then 
devices must be a RFDs. The small devices 
which are placed in the human body, they cannot 
send data to each other. Only possibility is they 
get the request from the PDA and they response 
to that request. At this point PDA is functioning 
like a coordinator. One of the structure of start 
topology is shown in the above figure 3.(a). 
 

� Mesh topology: There is a similarity with the 
previous topology that should be a PAN 
coordinator. But difference from the previous 
topology is, if two devices are in the coverage 
area of the each other then they can 
communicate with each other. It has self-
configuring ability that’s why it allows ad hoc 
network. If we have to take use of this network 
topology to its extreme then apply in the asset 
and inventory tracking as well as for industrial 
control and monitoring. Sometimes need to route 
the data while sending from sender to 
destination. To understand mesh topology refer 
figure 3.(b) 
 

� Cluster tree topology: If we made some changes 
in the mesh topology then it acts as a cluster tree. 
In the cluster tree the number of FFDs are more 
and the RFDs are attached to the FFDs as shown 
in the figure 3.(c). Out of the many FFD one 
should behave like coordinator and provides 
synchronous transfer of data for other routers 
and devices. The PAN coordinator also acts as a 
cluster head and forms first cluster (CLH). Each 
cluster is identified by its unique cluster 
identifier (CID). Cluster head select unused PAN 
identifier. Frames with beacons published to all 
the devices which are in the vicinity of the 
cluster. Now if device want to be a part of that 
cluster then it send the request to the cluster 
head. Only after accepting the request from the 
device he can add to the clusters neighbour list 
as a child device. Now the newly joined device 

will start considering the cluster of the 
neighbouring list as its parent and then returns to 
transmission mode of periodic beacons so that 
their arise fresh devices as candidates for joining 
the network through that device. [17][18]. 

 
VIII. PAN INTERCONNECTION 

 
PAN detection: At the time radio range of the PANs 
overlap they recognize each other. If the same channel is 
shared by the two PAN then the data generated by one 
PAN is visible to the other PAN. With the help of PAN 
identifier IEEE 802.15.4 specification tries to come out of 
that situation. If the following condition is true then two 
PAN comes into the each other’s vicinity. 

 
� The subfield of received beacon frame from 

PAN coordinator is 1 and macPANID is differs 
from PAN identifier. 
 

The device detects another PAN in the vicinity if the 
following condition is implies 
 

� The subfield of received beacon frame from 
device is 1 and macPANID is differs from PAN 
identifier as well as address is not similar to the 
macCoordShortAddress and 
macCoordExtendedAddress.  
 

If the PAN of one cluster is detected by the device from 
another cluster then it updates that information to its own 
PAN. Specification wants some additional commands 
because it doesn’t noticed that kind of information. With 
the help of the different channel PANs can distinguish 
between existences of each other. All the channels are 
scanned by the coordinator by using active scan channel. 
It will help to look other PANs range. For every urged 
channel maximum power is calculated by energy 
detection (ED) channel scan. In all the PANs the most 
powerful PAN is peak up with the help of that energy 
channel scan for interconnection. 
PAN interconnection: If there is another PAN in the 
coverage area then there are various approaches for the 
make connection between the two PANs and those are 
peer to peer, PAN merge, PAN bridge. 
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Figure 4.Interconnection Methods [18][19] 

 
    According to the name PAN bridge, one bridge node is 
used to connect PANs to each other see Figure 4.(a). If 
the channels are different in both the nodes then bridge 
node operate on the TDM methodology in both the 
channels. If PAN merge technique is used that time PANs 
from the different cluster are merging momentarily into 
the one. If both the PANs use similar channel then it leads 
to change one PAN coordinator to router. In the Figure 
4.(b) the PAN which is on the right hand side changes its 
role from coordinator to router for a short period of time. 
Means left PAN is permanent and right merge into the 
left. All the nodes in the PAN alters channel if two PANs 
share different channels. We make simple assumption 
that, similar channel is used by the all devices, when we 
connect the two PANs with mesh network. Here the 
PANs in the common coverage area share devices for 
limited time and send data immediately to each other 
without coordinator. [18][19] 

IX. CONCLUSION 

 
When there is need of application, to establish the point to 
multipoint or point to point communication scenario that 
time ZigBee is a best option because it deals with all 
types of the communication in your system. For the mesh 
networking ZigBee is must. If cost, power and number of 
nodes are the key factor of the application then we have 
only one option IEEE 802.15.4 i.e ZigBee. 
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ABSTRACT: From the birth of different technologies 

wireless technology seems to be a latest form to build up 

connections between devices. In which Bluetooth 

technology has proved itself as a secure way of 

communication between devices. Meanwhile, it becomes 

the base to open the doors of advancement in it. The 

usage of Bluetooth is in computers, phones and other 

devices to connect with each other over short distance 

(upto100 meters) by using radio waves in the range of 2.4 

Gigahertz.  

According to current scenario, the communication 

between cell phone and hands free is the most latest and 

popular application. Also there are lot of Bluetooth’s 

versions like Bluetooth Version1.0 and 1.0B, Bluetooth 

v1.1, Bluetooth v1.2, Bluetooth v2.0 + EDR and Bluetooth 

3.0 etc.  

Bluetooth low energy wireless technology is the feature of 

Bluetooth core specification version 4.0, considered as 

next generation of Bluetooth technology. This requires 

low cost and low power connectivity via wirelessly. This is 

an important step to enhance and use the facility of 

Bluetooth in different sectors like healthcare, sports, 

security and sensors etc. 

This paper discuss about overview of next generation 

Bluetooth technology, the technical details, data security 

issues, protocols and topologies. 

Keywords: Bluetooth Special Interest Group (SIG), ISM-

Band (Industrial, Scientific Medical), Gigahertz.    

 
INTRODUCTION 

 
In daily routine life the need of wireless technology 

increases day by day because of wireless connection 
between devices. It is used to connect devices without 
using wires. This has a good impact on the demand of this 
technology. Wireless technology perform easier and 
efficient connection and behaves like a magic in the sense 
of providing connectivity while objects are in motion. It’s 
all such happen in the result of data rate speed. In wireless 
technology blue tooth is a technical industry standard 
which provides connection between wireless devices like 
mobile phones, computers, laptop and other wireless 
enabled devices. As being smaller in size and cheaper, it 
wins the heart of all electronic devices’ manufacturers. As 
being smaller it can easily fit inside any electronic device 
or machine to perform functionality. The major feature of 
Bluetooth is multidirectional. It makes its own connection 
directed from user to destination in either sending or 
receiving data. Where Bluetooth requires less energy 
consumption there it has the ability of sharing voice and 

data which express it as a need of today’s needs. Also 
Bluetooth have different protocols which make it easy to 
upgrade [1].  

The name of Bluetooth technology is on the name of 
Denmark’s King, having name Harold, in 10th century. 
The mission of this king was to see Norway in his 
kingdom. But unfortunately, he died before fulfilling his 
dream. In the world of telecommunications and 
computing (www.sysopt.com, 2004) his name is used as a 
standard. The favourite fruit of Harold was blueberries. 
He ate huge amount of blueberries. Due to this his teeth 
were stained blue and the name Bluetooth come to 
consider (www.btdesigner.com, 2004). [2] 

Each technology have to require some supporters to 
become famous and successful in the computer 
market/industry. There is a big hand behind the Bluetooth 
to make it appreciable and successful, the group which 
support it, known by Special Interest Group(SIG). SIG 
also handle many other companies like Ericsson, IBM, 
Nokia, Toshiba, and Intel etc. Promoter group is also the 
group to check synchronization between Bluetooth 
specifications. Motorola, 3Com, Lucent, and Microsoft 
are also belonging to promoter group. For supporting of 
Bluetooth more than 2000 companies playing their role. 
In future their goal is to use Bluetooth technology as 
alternate of wires for linkage between computers, 
telephones and peripherals. [1] 

 

 WORKING: 
 
 Bluetooth is not a magical solution that gives 

connectivity between devices. It is very simple type of 
wireless networking and mostly it considered as personal 
networking. It allows eight devices to connect called 
piconets. In piconets one device become master and 
remaining/ become slaves. Thus, piconet is the 
combination of one master and seven slaves. For more 
than one piconets there must be one master device for 
whole network to transmit and receive data. But a slave 
device can become the member of others piconets 
simultaneously. In combination of piconets “Time 
division duplex (TDD)” scheme   is used. There are also 
restrictions in master and slaves in transmitting data to 
each others. Master can only transmit data to slaves in an 
even numbered slots and slave is only allowed to send 
data in odd numbered slots.   

 

Requirements: 

 
For using the facility of Bluetooth one must have to 

fulfil all requirements such as Bluetooth devices, 
computers. Some computers have built in embedded 
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Bluetooth either use Bluetooth adopter or “dongle”. 
Similarly, the operating system which supports Bluetooth 
must be installed. Use mobile phones which support 
Bluetooth [3].   

 

               List of Applications: 

 
Nowadays, the common issues which cause serious 

injuries or accidents are talking on phone while driving, is 
the most dangerous things that everyone have to do. 
Another is crossing the road while listening to phone. But 
Bluetooth device solve this problem and enable you to 
talk without using hand in capturing the mobile with the 
help of hands free headset. This facility enables us to pay 
attention on car steering and surroundings. Bluetooth is 
not limited to just ear devices. It can be used if someone 
wants to download his/her favourite songs or share his/her 
data from mobile to mobile or computer or vice versa. 
The Bluetooth become a bridge between mobile and 
laptop/computer to take desired actions [4]. Bluetooth 
also use in many other beneficial applications like  

 

• Data transfer between music player and headset 

• Linkage between printer or fax and computer 

• Applicable in Personal Area Networking like mobile 
devices including notebooks, PDAs smart Phones 

• Use in Digital cameras 

• Voice communication between smart phones and 
cordless headset 
 
There are also many other application in which 

Bluetooth is performing it’s roles. According to a survey 
in 2003, taken by “IDC (industrial development 
Certificate)”, 90% of notebooks which support Bluetooth 
had been exported to whole world [3]. Similarly, the 
group estimated that in future different companies will 
give preference to Bluetooth as a built-in feature. The 
green signal for Bluetooth technology is that more than 
670 million products spread to worldwide [3] . 

As new doors of advancement will open in Bluetooth 
technology which will provide more facilities. The 
assumptions can be made that in future the Bluetooth may 
be used in minimizing the human efforts while in selling 
or purchasing domestic items like soda etc. With the help 
of mobile phone anyone can get drinks and pay money 
through mobiles. In medical the treatment of patients may 
be remote monitoring or wireless biometric data. 

 
1.4 Versions of Bluetooth: 
 
As Bluetooth technology was introduced in 1998. From 

here to still, many Bluetooth versions have come to 
introduce. In which “Bluetooth v1.0 and 1.0B” is oldest. 
It contained many problems. The main issue was 
interoperability among devices. These problems 
overcome by introducing “Bluetooth v1.1”. But this 
version also have problem of low speed data rate. This 
was handled by “Bluetooth v1.2” and this version was 
faster transmission speed (1Mbps). Moreover, the 
increasing popularity of Bluetooth become the cause of 

more and more development in it and many versions 
come to introduce like “Bluetooth v2.0”, “Bluetooth 
v2.0+EDR”, “Bluetooth v2.1+EDR”, “Bluetooth 
v3.0+HS” . All versions are said classical versions of 
Bluetooth. The majority of Bluetooth devices have the 
maximum range of 30 foot or 10 meter, resulting in a bad 
impact on today needs [3]. 

All aforesaid versions are not at all. According to 
current scenario and deficiencies in older versions will 
need to enhance efficient Bluetooth technology. Which 
will help to transmit high-speed data. Also develop such 
techniques which cover a large distance range in order to 
get information from long range distance. For this 
purpose Bluetooth “Core Specification V4.0” comes to 
existence. 

 
Bluetooth Core Specification V4.0: 
 
The demand and advancement in Bluetooth wireless 

technology open new markets for devices. Those require 
cheaper and low power wireless ability. Also want such 
things like high data rate which are not yet but most 
probably it may occur in future. The Bluetooth v4.0 also 
known as “Bluetooth low energy” wireless technology. It 
have a small battery cell which take less space and make 
it more popular in medical instruments, sports and home 
entertainment etc.  Sensors technology is also using 
advantage of Bluetooth. The main features of this 
technology are  

 

• At low power consumption it works better than other 
classical versions 

• On small cell battery it may runs several years 

• Low cost 

• Have wide range as compare to previous versions 
 
A senior marketing manager of product namely Eric 

Neilson said for PCs at CSR that " The popularity and 
facilities providing by Bluetooth low energy force the 
consumers to use such devices through which they will be 
able to communicate with each other" [6]. 

 
Types of implementation: 

 
Core Specification allows two types of implementation, 

dual-mode and single mode 
 
1)dual-mode implementations: 
 
In older versions of Bluetooth (classical versions), the 

functionality of Bluetooth low energy is added. This 
called dual-mode implementations [2]. By adding low 
energy stack in “Classical Bluetooth technology” like 
“Bluetooth V2.1 + EDR or Bluetooth V3.0 + HS”, more 
capabilities may introduce but the cost will definitely 
increase as compare to old ones.  

 
2) Single-mode implementation: 
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In Single-mode implementation link layer is used for 
low power operations. Through which these are smaller in 
size also low weight and more integrated. These have 
excellent functionality in data transfer. The main role is in 
the Link Layer in which controllers are responsible to 
transmit data between Internet connected sensors and 
Bluetooth low energy [2]. 

 
Technical details: 

 
As Bluetooth low energy is not able to communicate 

with classical Bluetooth devices but it is able to coexist 
with them. The technical details discuss the more 
important areas. Also the comparison between classical 
and advance Bluetooth technology is shown in table. [6]. 

       

                      Table 1 
Comparison between classical and Low energy 
Bluetooth 
 

Technical 

Specification 

Classic 

Bluetooth 

Bluetooth low 

energy 

  
Distance/Range 

 100 m 
(330 ft) 

 200 m (660 ft) 

  Over the air 
data 
   rate 

 1-3 Mb/s  1 Mb/s 

  Application 
  throughput 

 0.7-2.1 
Mb/s 

 0.26 Mb/s 

  Active slaves  7 
 Not defined; 
implementation 
dependent 

  Security 

 64/128-bit 
and 
application 
layer          
user 
defined 

 128-bit AES with 
Counter Mode 
CBC-MAC and 
application layer 
user defined 

 

Wireless data technologies: 
 
Wireless data technologies may be divided into two 
broad categories [5]. 
 
1)  Existent technologies: 

 
Wireless personal area network (WPAN): The 

network which is controlled by single person and is short 
range communication between devices like “UWB”, 
“Bluetooth”, “ZigBee” and “wireless USB” [5]. 

 
Wireless local area network (WLAN): 

Communications between LAN and cellular system occur 
in this network. It is very important and useful system for 
local needs. For example “Wi-Fi” [5]. 

 
 

Wireless wide area network (WWAN): “Wi-Fi”, 
“WiMAX”, “LTE”, “GPRS” and “EDGE” are the 
most commonly examples of this network [5]. 
 

2)  In Future use technologies: 
 

Wireless Video Networks (WVAN-TV): Currently no 
common use of this term but may be used in future In 
which mostly applications are done by using video live 
casting or broadcasting. Such as treatment of patients in 
the absence of doctors, just using biometric data and 
patient’s video [5].  

 

Wireless Vehicle Area Networks (WVAN): There is 
currently no common use of this term but in future this 
technology may be used for walking (mobility) persons. 
Either they are not in approach to shops but via Bluetooth 
they can pay their electricity bills , sell or purchase goods 
etc [5]. 

 
                Protocols and Topologies: 

 
The interconnection style between various elements like 

nodes, links etc are called topologies. The mission of 
topologies is to decide the way of data transmission either 
by physical and logical ways. For  this another term 
‘Protocol’ is used. Protocols define some rules and 
regulations like syntax, format of messages and the 
networks’ transmission medium [9]. 

 
 Bluetooth protocol stack: 

 
Actually in Bluetooth technology the term protocol stack 

means the supporter of Bluetooth. Just as in computers, 
Windows is the (stack) supporter that provide interface to 
user. Same is in Bluetooth the Widcomm is first 
Bluetooth stack.  The “Windows XP/Vista/7” all has 
build-in Bluetooth functionality. There are two types of 
stack protocols: “host stack” and “controller stack”‘. Thus 
Bluetooth is the mixture of “core protocols”, “cable 
replacement protocols”, “telephony control protocols”, 
and “adopted protocols” [7]. There are different protocols 
such as 

 

LMP (Link Management Protocol): Used to control of 
radio links between devices [7]. 

 
L2CAP (Logical Link Control & Adaption Protocol): 

By using higher protocols provide segmentations and 
logical connections. Have two modes namely “Enhanced 
Retransmission mode (ERTM)” and “Streaming mode 
(SM)”. 

Enhanced Retransmission mode (ERTM):  In this 

L2CAP channel is used for connectivity. 
Streaming mode (SM): This provide unreliable channel 

to L2CAP [7] 
 

SDP (Service Discovery Protocol): Use to discover 
available service and authentication of user by 
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identifying “Universally Unique Identifier (UUID)” 
[7]. 
 

HCI (Host/Controller Interface): It acts as a bridge 
between PC and mobile Operating System to Bluetooth 
IC. It collects data from different interfaces and safely 
sends to end users. In PCs used “USB” and “UART” is 
used in mobile phones and PDAs [7]. 

 

RFCOMM (Cable Replacement protocol): It is 
similar to TCP and provides reliable binary data transport. 
It also emulates control signals over Bluetooth baseband 
layer [7]. 

 

BNEP (Bluetooth Network Encapsulation 

Protocol): 

Used for encapsulation of data and transferring another 
stack protocol via L2CAP channel. The functionality of 
this protocol is same as SNAP in wireless LAN [7]. 

 

AVCTP (Audio/Visual Control Transport 

Protocol): 
Used for audio commands of music streams to headsets 

via L2CAP channel [7]. 
 

AVDTP(Audio/Visual Data Transport Protocol): 

Used for audio data of music streams to transmit via 
L2CAP channel [7].  

 

Telephone Control Protocol: It is bit-oriented protocol, 
used for signals of call controlling. Mostly used in 
cordless telephones [7]. 

 

Adopted Protocols: This allows Bluetooth to adopt or 
create more protocols in the needy situations. 

Point to Point Protocol: Used for transferring IP 
datagram over point-to-point link. 

TCP/IP/UDP: These are foundation protocols used for 
data  transmission                          [7]. 
 

 Data Encryption and Security Issues: 

 
As Bluetooth works in a piconet system .So, it is 

necessary to take care of the destination to whom data is 
to be send and the actual receiver receives the data. These 
are the questions that rises and having more importance in 
future generation where everything is too much secure. 
Then why the communication via Bluetooth is not secure. 
In future generation the range of Bluetooth technology 
will definitely increases (nowadays its round about 300 
feet) and lot of other devices will come in the custody of 
one user. So, it’s the time for Bluetooth to establish safe 
and automatically connection without any intervention of 
user as soon as possible [3]. 

   

Data Encryption: 

 
The role of encryption can never be neglected as it is the 

traditional way to make data secure and put it away 
towards untrusted people. In networking the data 

encryption is considered as the backbone of the system. In 
prior to “Bluetooth v1.2” there is no need of encryption 
due to less ranges and it can easily be turned off any time 
[3].  

More ever, the life of encryption key is 23.5 hours. After 
this time period the encryption key automatic turned off. 
But the problem is unjustified: either the encryption key 
turnoff due to security attack or valid reason. 

In latest versions of Bluetooth the encryption key is 
used for non-SDP (Service Discovery protocol) 
connections. 
The encryption key must be refreshed before it expires.  

This is the main drawback of older versions  
Of Bluetooth [3]. 
 In future generation the encryption method must be 

putted on Link keys. And link keys must be stored on 
devices instead of Bluetooth chips. Many electronics 
devices’ manufacturers come to know that they must have 
to store link keys on devices. As the devices moves from 
one place to other its mean link keys also moves away 
and Bluetooth easily come to know about the disability of 
connection. 

  

  Air interface: 

 
As Bluetooth uses radio frequency at the range of 2.45 

GHz. To avoid interference with other devices (that are 
already using 2.45 GHz frequency) the Bluetooth protocol 
divides the band up to 79 channels and each channel has 
1MHz wide and change channel 1600 times per second 
[3]. 

  
Blue Jacking: Blue jacking is the term used, when 

sending a picture or message to other user instead of 
authentic user through Bluetooth wireless technology. In 
Blue jacking data can’t remove but a short message send 
that is “you have just been blue jacked” [3]. 
   

   Health Concerns: As Bluetooth can be divided into 
three classes: class 1, class 2 and class 3. Maximum 
power output from Bluetooth radio is 100mW, 2.5mW 
and 1mW for class 1, class 2 and class 3 respectively. As 
class 1(refer to mobile phones) is worse than other two 
classes. But class 2 and class 3 (refer to Bluetooth 
devices) are less harmful than mobile phones [3]. 

 

What happen in future? : 

 
The development in Broadcast channel will put a great 

impact to next generation’s technological advancement. 
This enables Bluetooth more important. The usage of 
Bluetooth in mobile phone will become high and it will 
become easy for user to keep in touch with surrounding 
world. Also due to the automatic configuration of piconet 
topologies they will not depend on the number of users, 
they just rely on “just do work”. In the meanwhile, the 

data rate (of audio and video) will become higher and 
higher. 
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Conclusion:                                                                                                                                                                                                                                           

So, it is concluded that the Bluetooth is a workable and 
efficient technology just for those who can afford and 
know the use of this type of equipment. 

However, no one can neglect that the data rate of wired 
network technology is greater than any wireless 
technology. May be in future the advancement in 
Bluetooth technology provides something as it exceeds in 
data rate capacity than others. But it seems too difficult or 
some miracle may happen. In Bluetooth technology the 
power to resist attacks are not efficient. Due to this it 
should not be used to transmit confidential or sensitive 
data, till the security issues are improved. But Bluetooth 
technology is useful to browse the web etc. In this way 
the level of security on Bluetooth is absolute perfect  
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Abstract— Present day spectrum allocations are static where 

the radio frequency (RF) spectrum (band or channel) is 

allocated to the legacy licensed users for fixed durations. 

These legacy licensed users can use the assigned spectrum in 

order to perform several tasks (such as watching movies, 

running multimedia applications), but most of the time a 

large amount of this spectrum remains unutilized. One 

effective recent technology to mitigate current spectrum 

scarcity is cognitive radio (CR), which senses the nearby 

unutilized spectrum (spectrum detection), uses it whenever 

needed (spectrum access) and can leave the RF spectrum 

when the licensed user arrives (spectrum handover). 

Considering the current focus of most researchers towards 

cognitive radios, here, we highlight the main capabilities of a 

CR which allows it to perform the aforementioned spectrum 

detection, access and handover. We also provide a brief state 

of the art on some of the recent work that has been done 

related to CR functions and finally, we identify a few 

challenges which are to be addressed in order to better 

perform the CR functions. 

 
Keywords—Cognitive radios, cognition cycle, cognitive radio 

functions. 

INTRODUCTION 

During the last decade, new and innovative wireless 
services and applications have emerged among the most 
cutting edge technologies where the wireless devices can 
connect to each other without using a fixed infrastructure. 
The main reason for the growth of wireless industry is the 
portability of wireless devices which are easily available 
in the market and can be carried to any place in the world 
without difficulty. However, these huge demands for 
wireless applications and services have created the 
incentives for researchers to look into the use of radio 
frequency (RF) spectrum which is the fundamental 
resource needed for the function of wireless networks. 
Basically, the traditional spectrum allocation methods are 
static where the spectrum is assigned to licensed holders 
for long durations. According to the recent surveys from 
spectrum regulatory authorities  [2] [3] [4], only 30-40% of 
the spectrum is in use and the rest is either free or 
inefficiently utilized. The surveys also prove that these 
inefficient spectrum utilizations produce significant 
disseverments creating empty white spaces or holes  [7]. A 
spectrum assignment example taken from a recent survey 
is shown in Figure 18, where the blue blocks depict that 
the spectrum is inefficiently utilized. Therefore, a 
mechanism must be insured in order to efficiently use the 
available unutilized spectrum.  

Generally, spectrum access is controlled and managed 
by the government which is also called command and 
control spectrum management. For example, in the 
United States spectrum is managed by the National 

Telecommunications and Information Administration 
(NTIA) and the Federal Communication Commission  [3]. 
Traditionally, the licensed spectrum holders can lease 
their spectrum to specific spectrum users for an agreed 
period of time. During this period, the other users are not 
allowed to use the spectrum. Another recent concept of 
spectrum utilization is called the opportunistic usage, 
where the users (or devices) having no exclusive license 
can opportunistically use the spectrum. This concept of 
opportunistic spectrum usage leads us to a famous 
modern day term known as Cognitive radio  [8] [9].  

 
Figure 18. An example of recent spectrum assignments taken 

from the website of Federal Communication Commission (FCC)  

  
The term cognitive radio was firstly defined by Joseph 

Mitola  [9] in the year 2000 as:  
 
 “A radio which is self aware, it knows a minimum set 

of basic facts about its environment and it should be able 
to communicate with other entities using its gained 
knowledge.” 

 
Another important definition was given by Haykin in 
 [12]: 
 

“Cognitive radio is an intelligent wireless 
communication system that is aware of its surrounding 
environment (i.e., outside world), and uses the 
methodology of understanding-by-building to learn from 
the environment and adapt its internal states to statistical 
variations in the incoming RF stimuli by making 
corresponding changes in certain operating parameters 
(e.g., transmit-power, carrier-frequency, and modulation 
strategy) in real-time, with two primary objectives in 
mind: 

• highly reliable communications whenever and 
wherever 

needed; 
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• efficient utilization of the radio spectrum.” 
 
By understanding the above two definitions, cognitive 

radio (CR) can be thought of as an intelligent device that 
detects its nearby spectrum (spectrum detection), tries to 
use the spectrum opportunistically without causing 
collisions to the transmission of licensed users (spectrum 
access) and leaves the spectrum when the licensed user 
appears (spectrum handover). These three important 
functions (i.e. spectrum detection, access and handover) 
make CR highly suitable for better utilization of the 
available spectrum. Note that a licensed user does not 
have the capability of a cognitive radio; however, the 
licensed user always has the exclusive priority and license 
to use the spectrum.  

Based on the above facts, the focus of this article is on 
cognitive radio’s cycle (or the cognition cycle) and its 
basic functions i.e. spectrum detection, access and 
handover. We also briefly detail some recent works that 
have been done related to cognitive radio functions. 
Finally, we focus on some challenges which are needed to 
be addressed in order to perform CR1 functions in an 
efficient manner.    

This article is organized as follows: in Section II, we 
present the cognition cycle. In Section III we detail the 
CR functions along with the challenges. Finally, Section 
IV concludes our article.  

COGNITIVE RADIO CAPABILITIES AND THE 

COGNITION CYCLE 

An important contribution of Joseph Mitola in its 
doctorial thesis  [9] was the introduction of cognition 
cycle (as shown in Figure 19), which defines the 
interaction of a CR with its environment. The cognition 
cycle starts when the CR continuously monitors its 
environment and orients itself to create the right plans 
and priorities. Mitola proposed the use of several machine 
learning techniques in order to observe, orient, learn and 
plan in the best possible way. The CR can also go into the 
sleep mode (for several minutes), where it will not be in 
use and it can run several machine learning algorithms. 
The next phase is the ‘decide’ phase, where after 
continuously monitoring the environment; the CR decides 
the spectrum (or channel) to be chosen in order to 
perform its services. These could be any services the 
users want to perform (such as watching videos, listening 
to music, multimedia transfers, etc), on the PDAs or other 
portable devices. From decide phase, cognition cycle 
moves to the ‘act’ phase, where the CR performs its 
services. Some unwanted conditions such as signal 
blockage can cause cognition cycle to arrive in decide 
phase directly from the ‘orient’ phase. Furthermore, in 
case of the emergency situations (e.g. the battery 
failures), the cognition cycle can directly move to the act 
phase, where the CR user has cope with its current 
emergency situation. 

                                                           
1
 The words CR and CR users are used interchangeably throughout 

the article.  

COGNITIVE RADIO FUNCTIONS AND THE 

RELATED CHALLENGES 

In this section, we present the basic functions of a 
cognitive radio. These functions include the spectrum 
detection, the spectrum access and the spectrum 
handover. We will also reference some of the existing 
literature related to the aforementioned functions. A few 
future challenges are also provided here.  

SPECTRUM DETECTION 

Spectrum detection or sensing refers as the ability of a 
cognitive radio to detect and sense the nearby spectrum 
portions (channels or bands). These spectrum portions are 
also known as the “spectrum holes” or the white spaces. 
This also includes detecting the transmission signals of 
the nearby licensed users in order to avoid the possible 
collisions and interferences.   

Spectrum detection is a well known topic in modern 
day wireless networks and it has got the attention of 
several researchers. Generally, spectrum detection 
techniques are characterized into following sub parts: the 
signal detection  [1] and the cooperative detection  [11]. In 
signal detection techniques, the CR detects the nearby 
transmission (or noise) signals in order to identify 
whether the licensed user is present or absent. Once 
identified, the CR can access the nearby spectrum if the 
licensed user is absent. In the cooperative detection 
techniques, the CR independently performs the detection 
and then fuses its detected information to the 
neighbouring cognitive radios (CRs). This information 
helps the other CRs to update their information about the 
available spectrum and the presence/absence of the 
licensed users in the vicinity. The details related to all the 
detection technique can be found in  [6] [7].  

CHALLENGES 

There are a few challenges to be addressed while 
developing the detection techniques: 

 

• One important issue in cooperative spectrum 
detection is the information sending overhead. 
By using an approach, where the information 
is sent to only a few CR users, the information 
sending overhead can be significantly 
reduced. 

• Sometimes, the CR simultaneously detects the 
signals of the licensed users as well the other 
CR users and it is difficult to distinguish 
between these signals. Therefore, detection 
techniques must be developed in way such 
that the CR can distinguish its received 
signals.  
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Figure 19. The cognition cycle  [9] 

 
 

SPECTRUM ACCESS 

After detection, the next step is to access or use the 
detected spectrum. This step is called the spectrum 
access. Spectrum access must be performed without 
interfering the working of licensed users. Because the 
licensed users have the exclusive license to use the 
spectrum, there spectrum usage should not be interrupted. 
Moreover, a CR user can also share the detected spectrum 
with the other CR users in the neighbourhood. Thus, 
spectrum access must be performed in an interactive way 
where the CR users can communicate with each other for 
efficient spectrum usage  [6] [7].  

Spectrum access is one of the hot new areas of research 
and a number of researchers have drawn their focus 
towards developing efficient spectrum access solutions. 
For simplicity, we divide the spectrum access solutions 
into following two parts: centralized approaches and 
distributed approaches2.    

CENTRALIZED APPROACHES 

As the name suggests, in centralized approaches there 
is a single centralized entity which is responsible for 
granting spectrum access amongst the CR users. 
Spectrum detection is to larger extend cooperative in 
these kinds of networks with all the CR users giving their 
information about the detected spectrum to a centralized 
entity, which is in turn responsible for assigning the 
available spectrum based on the information gathered. A 
well known centralized solution for spectrum access is 
proposed in  [13], where a dynamic spectrum access 
protocol (DSAP) is proposed (as shown in Figure 20). 
DSAP consists of three parts: a DSAP server, a DSAP 
client (or a CR user) and a DSAP relay. DSAP server is 
responsible for leasing/allocating the spectrum parts to 
CR users based on their requests. The CR users send their 
spectrum conditions and geographical locations to the 
DSAP server in their request. The DSAP relay is 
responsible for relaying messages between the server and 

                                                           
2
 Interested readers can refer to  [7] [6] where a larger number of 

existing approaches related to spectrum access are detailed. 

the CR users that are not in communication range of the 
server. The spectrum is leased to CR users for some 
specific period of time and the DSAP server has the 
power to reclaim the spectrum from the CR users.  

 
Figure 20. Centralized DSAP approach  [13] 

In decentralized approaches there is no centralized 
controller for controlling spectrum access, rather all the 
control and data is distributed amongst the CR users. 
Decentralized approaches are normally proposed in cases 
where the existence of fixed infrastructure is not possible 
(e.g. ad-hoc networks, sensor networks, etc.). All the 
policies used for spectrum access are distributed and for 
spectrum access there is indeed a need of cooperation 
amongst the CR users. A renowned decentralized 
approach is explored in  [10], where the CR users self-
organize into groups for spectrum access. The authors 
prove through simulation results that their approach 
outperforms the other approaches especially when the 
traffic load is high.  

CHALLENGES 

The researchers can address the following challenges 
while developing the spectrum access techniques: 

 

• Because the licensed users have the priority to 
use the spectrum, therefore, spectrum access 
must be performed in order to avoid collisions 
with the licensed users.  

• Several CR users can try to access the 
spectrum simultaneously, thus, the solutions 
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must be developed in a way that several CR 
users can coexist on the same spectrum.   

• The decentralized CR users transmit in a 
distributed manner without support of the 
centralized server, which may cause 
interference to the neighbours. Thus, efficient 
methods must be developed in order to control 
the transmission power of CR users. 

SPECTRUM HANDOVER 

The process of leaving the spectrum (by CR users) at 
the arrival of licensed users is known as the spectrum 
handover. Spectrum handover is relatively a new area of 
research and only a few researchers have addressed this 
area in detail. The most commonly known work was 
proposed in  [5] where the authors have identified two 
types of schemes to overcome the handover situation. The 
first scheme is the reactive scheme, where the CR users 
leave the spectrum when the licensed users arrive. The 
CR users then have to look for another spectrum portion 
in order to continue their service. The second scheme is 
called the proactive scheme, where the CR users 
anticipate the arrival of licensed users and try to search 
for the other spectrum channels in advance. However, as 
suggested in  [14], spectrum handovers in cognitive radio 
networks may also occur for user specific needs such as 
the quality of service (QoS) requirements or in situations 
when the quality of a radio channel is affected by many 
different factors, such as the increment in the 
interference. Therefore, efficient approaches must be 
developed to guaranty CR user’s continuity of service in 
case of a handover.   

CHALLENGES 

Following are a few challenges related to spectrum 
handover which require further attention: 

 

• Each time spectrum handover occurs; there is 
a change in the network topology. On the 
other side, for proactive handover, the 
presence of licensed users must be anticipated 
in advance. Thus, we need some amount of 
cooperation and self organization between the 
CR users which will allow them to handle and 
anticipate the aforementioned concerns.  

• One must also differentiate about the domain 
of the handover i.e. either the CR users move 
over time domain or they move due to the 
spatial change. 

CONCLUSION  

In this article, we have presented the concept of 
cognitive radio that has caught the attraction of modern 
day researchers. We have focused on various aspects of a 
cognitive radio including its capabilities, the cognition 
cycle and the cognitive radio functions. Some important 

related works along with the future challenges are also 
briefly presented. By looking at the current pattern, we 
foresee an enormous research growth related to cognitive 
radios, in the near future. The young students can find the 
cognitive radio really interesting, if they want to start 
their career as researchers.   
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ABSTRACT - In this paper we will discuss a newly 

introduced and rapidly nascent concept in RADARs, the 

Cognition. 

Under the scientific term “Cognition”, the processes of 

Thinking, Remembering, Perceiving, Conceiving, Knowing 

or Making Decisions are involved. In principle when we are 

talking about Cognitive RADARs,we are referring to the 

RADARs of the future. 

The next generation RADARs are considered as 

“intelligent” in the sense that they are very well adaptive to 

their surrounding environment. Another parameter  that 

justifies the above designation, is the highly efficient 

computing being embedded in the overall Cognitive RADAR 

System. 

Consequently, the three major constitutes of this modern 

version of RADARs are: 

The clever signal processing which counts on the 

continuous interaction between the RADAR and its 

surrounding environment. 

The receiver’s feedback to the transmitter which is the 

means for its intelligence. 

The preserving of the data content of the RADAR 

returns. 

Keywords: RADAR, Advanced Knowledge-Aided (KA) / 

Knowledge - Based, Cognition, Adaptivity, Feedback. 

1. INTRODUCTION 

Until recently, most of us were aware of just the 
conventional RADARs. “Radio Detection And Ranging”- 
that is what RADAR stands for – is a way for tracing the 
presence and direction of a moving or stationary object 
and therefore tracking its exact position [1]. This method, 
in order to achieve its aims, makes use of the 
electromagnetic waves and in most cases the microwave 
frequencies thus avoiding the indeed unwanted absorption 
of the transmitted and consequently the received signal 
[4]. 
The transmitter part of the RADAR sends a beam and 
when this hits a solid and usually metallic obstacle, then 
it is reflected back and being received by the receiver part 
of the RADAR (see Figure 1)[6], therefore the echo is 
being used for the detection of the  object [5]. 
Depending on the “smartness” of the RADAR that is 
being used (according to the required and selected 
application) we can assess the various parameters that can 
be designated by a RADAR. 
RADAR systems are being mainly used by the military 
services for tracking and even surveillancing the enemy 
targets [2] and by the police for detecting the speed levels 
of moving vehicles [3], but in this application the exact 
position cannot be determined. 

They can also be used for ship, aero plane tracking and 
navigation. In addition, they can be fitted for measuring 
the wind velocities and directions thus forecasting any 
possible extreme weather phenomena like typhoons, 
tornadoes and storms [1].   

 
Fig.1 The concept of the RADAR [6] 

2. CONVENTIONAL RADARs vs COGNITIVE 

RADARs 

The performance of a typical RADAR is chiefly 
supported by the information that is received which forms 
statistical samples. These samples can be the Moving 
Target Indicator (MTI) and / or its variations like air to air 
and ground to air (AMTI and GMTI respectively). This, 
off course, has an impact on the overall efficiency of the 
system, especially in cases where the interference 
environment is non static. 
The basic reason, for that, is because the transmitter, as 
can be seen in Figure 2 which gives the pictorial 
representation of  a conventional RADAR, is non 
adaptive to the environment but - even worst- it is non 
adaptive to the target. Digging deeper, in order to 
elucidate the reasons for this lack in adaptivity, we find 
out that regular RADARs are only transmitting 
“prearranged” waveforms which means that there is not 
too much flexibility.  
This kind of signal being transmitted is usually linearly 
frequency modulated (LFM) or makes use of the Doppler 
Effect [9], thus  the design of the RADAR is benefitted 
by the fact that it will not only be cost effective but robust 
as well [7]. 
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Fig.2 The block diagram of a conventional RADAR [8] 
Let us now oppose the cognitive RADARs against the 
conventional ones. The block diagram of  a cognitive 
RADAR, as can be seen in Figure 3,differs from a typical 
RADAR in the way that it has additional parts on it. 
These extra subsystems are the Environmental Dynamic 
Database (EDDB) and the Knowledge Aided (KA) 
coprocessor. 
 

 
Fig.3Illustrating the architecture of a Cognitive RADAR 
[7] 
Comparing the two types of RADARs, one could easily 
see that their major difference is the adaptivity. Cognitive 
RADARs are obviously offering a higher degree of 
adaptive procedure, as they operate, in contrast with the 
typical RADARs and this improvement is strongly 
dependent of the two new inclusive elements on the 
system. 
3. THE ADVANCED KNOWLEDGE – AIDED (KA) 

PROCESSING 
Taking a brief look at the block diagram of the Cognitive 
RADAR, it is undoubtedly clear that the core element is 
the KA processing. 
The story behind that, indeed, pioneering concept has its 
roots at the early 21ST century and namely in 2001 where 
two scientific research organizations, the Defense 
Advanced Research Projects Agency (DARΡΑ) and the 
Air Force Research Laboratory, as parts of the United 
States Department of Defense and the United States Air 
Force respectively [10], [11], formed a cooperation for 
developing a novice but evolutionary project, the 
Knowledge Aided Sensor Signal Processing and Expert 

Reasoning (KASSPER)which would constitute the outset 
for the exertion of  a new born technology in computers. 
This is the real time and Knowledge Aided (KA) High 
Performance Embedded Computing (HPEC) [2]. 
The Scientists started tackling that problem by firstly 
improving the classic ConstantFalse Alarm Rate (CFAR) 
algorithms. These algorithms are being used by RADARs 
for detecting their targets. They are specified to be used in 
scenarios where the environment is sensed by the 
RADAR to be dynamically unstable, thus facing 
continuous changes or there are too many interferences. If 
the constant false alarm rate is low then more targets are 
detected and similarly, the higher it is, the less targets are 
being tracked.  
A brief explanation of how this happens, is that when the 
environment is “violated” by any interferences, noise, 
clutter etc then more echoes are reflected back to the 
RADAR thus causing the system to give exaggerated 
alarms. Someone should suppose that these alarms are 
possible targets but due to the fact that they are caused by 
the unwanted factors, as stated above, they are considered 
to be false alarms.The CFAR algorithms are responsible 
by making use of the probability density function of the 
noise to detect the target. The more sophisticated the 
function of the Signal to Noise Ratio (SNR) of the target 
reflected signal is, then the possibilities that the RADAR 
is more accurate are significantly higher since less false 
alarms are detected [12], [13]. 
Coming back for the KASSPER Project; the challenging 
issue was not only to keep the False Alarm Rate constant, 
thus minimizing the detection of useless returns, but also 
to increase the performance of the algorithm for making 
the whole system as precise as possible. In other words 
the use of advance statistics aided their aim. 

4. KNOWLEDGE BASED STAP 
One year after the initiation of  the KASSPER plan, it had 
been decided to extend the efficiency of the KA 
processing units by strengthening its algorithmic abilities. 
The key to the fulfillment of  that improvement would be 
the utilization of the Knowledge Aided Space Time 
Adaptive Processing (KA STAP)[14]. 
STAP is a rather sophisticated concept that is being used 
for eliminating the clutter returns mainly in RADAR 
systems used by aircrafts and which are phased array or 
pulse Doppler. The operation of STAP is based on the 
implementation of  an adaptive, multi dimensional filter 
at the stage where the data is received. The purpose of 
this filter is to distinguish between the real targets from 
the unwanted clutters. A concise explanation of how this 
is done; is by making use of the interactions between the 
angular position of the clutter and its Doppler Frequency. 
The effectiveness of STAP is strongly depending on, or 
can be even benefitted by cases where the positioning of 
the Doppler Space can be limited, if it is covered by any 
clutters, thus being separated from the interested 
targets[15]. 
It is more than apparent that the STAP in real life 
applications (where multi dimensional positioning as well 
as space – time information about the targets is required) 
is highly sensitive to the complicated environment that is 
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being exposed. Consequently, the above parameters have 
an impact on the efficiency of the system which is not off 
course encouraging since the overall performance of the 
RADAR is degrading. 
One of the solutions, for subduing the problems facing 
the STABs, is their upgrading to real time applications 
thus minimizing the probabilities of errors. The major 
enhancement being carried out on STABs was the 
applying of Knowledge Based (KB)methods, as depicted 
in Figure 4. This means that in addition to the constant 
flow of the RADAR data stream, other extra sources of 
information like complex Synthetic Aperture Radar(SAR) 
imagery, digital version of the land and terrain cover 
maps and other beforehand measurements can be 
exploited therefore makingmore precise evaluations of 
the interference channel [16], with analogous 
ameliorations over the overall RADAR efficiency. 
These sources are placed at the multidimensional filter – 
that is why it is considered to be adaptive! In this way, 
the integration of the additional information sources can 
be realized as either direct or indirect. A paradigm of an 
indirect method could be a discreet choice of both the 
filtering as well as the available information. Direct 
methods can be viewed as more complicated as they rely 
especially on information coming from beforehand 
knowledge. In spite the fact that it is quite hard to be put 
into practice it can contribute in a well performed 
RADAR even under the most extremely exacting 
conditions [7].  
At this stage, it is crucial to acknowledge that both 
endogenous (on board) sources like RADAR data stream 
coming from any returns and exogenous (off board) 
sources coming from beforehand knowledge are equally 
valuable pieces of information in a cognitive RADAR 
system [17]. 

 
Fig.4 Showing the Knowledge Based (KB) STAP [14] 

5. ENVIRONMENTAL DYNAMIC DATABASE 

(EDDB) 

The Environmental Dynamic Database (EDDB) is the 
other important element - in conjunction with the KA 
processor –  that makes a cognitive RADAR so different, 
but by far better, from a conventional one. 
The EDDB, as can be seen and by observing figure 3, is 
the “gate” for accepting the various data inputs coming 
from several exogenous sources like the digitalland and 

terrain cover maps and complex SAR imagery (further 
information for complex SAR imagerycan be found on 
[18]) and also from the endogenous sources like RADAR 
data streams. 

6. ADAPTIVITY 

There must be a continuous link between the KA 
coprocessor and the EDDB with the RADAR scheduler in 
order to establishing a beforehand “recognition”of the 
areas to be shortly illuminated.Furthermore, the KA 
coprocessor communicates with the transmitter, being 
adaptive. A transmitter is said to be adaptive if some of 
its parameters have a Degree of Freedom (DoF), i.e. these 
parameters can vary.  In this case, the transmitter has the 
capability to alter its modulation waveform and maybe 
the pattern of its spatial transmission and / or the 
polarization. This is one of the most innovative features 
of cognitive RADARs! 
Since the receiver is adaptive, as well, this means that it is 
being capable to be engaged with the transmitting 
parameters at any instant. This is aided by its feature for 
carrying out an adaptive, knowledge aided pulse 
compression as well as STAP functioning. 
The adaptivity of  both the transmitter and the receiver is 
strongly correlated with the guidance being given by the 
KA coprocessor [17]. 

7. FEEDBACK IN COGNITIVE RADARs 
Unlikely with the conventional RADARs, Cognitive ones 
possess a remarkable function which is probably the one 
that makes them so unique and at the same time by far 
more advance. This enhancement in RADARs is the 
feedback. When we are discussing about feedback, in this 
kind of systems, we are comprehending that it is the 
feedback among the transmitter and the receiver.It is the 
key for cognition in RADARs. 
It worths to be mentioned that the usage of feedback by 
cognitive RADARs and by any dynamic system, in 
general, can be proved to be a double edged sword as it 
may affect the stability of the system.  
At this stage someone could wonder how it becomes so 
important, bearing in mind that both the transmitter and 
the receiver are already adaptive. Firstly, it must be 
appreciated that this on its own does not provide any 
benefit unless feedback is attached. The vital reason for 
including it, is for coordinating an absolutely smooth 
operation for the transmitter and the receiver which as a 
result... the perfect coordination of the two is established. 
We have therefore a control system that is closed loop 
and including feedback.In this way, the RADAR becomes 
more flexible and able to tackle more complex 
environmental challenges, thus facilitating its user to 
make the correct decisions. This will happen as the 
environment is varying, the essential changes on the 
transmitted parameters (waveform for example) and by 
extension received ones, will take place. 
It can be, compendiously, said that the final outcome of 
the feedback is a periodic“perception – action cycle” [19], 
as shown and in Figure 5, which is the fundamental 
principle of cognition. 
Any knowledge, gained during this process, is essential to 
be preserved by the use of a Bayesian Filter being placed 
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at the receiver. The most closely related to that filter, 
being suitable for such application is the Cubature 
Kalman Filter (CKF). We will not discuss these filters in 
this paper as many other articles - discussing them - have 
been published. The only detail that we will refer is that 
the filter must be carefully designed presuming that the 
predictive density of the joint state measurement random 
variables to be Gaussian thus making the further 
calculations simpler [19], [20]. 

 
Fig. 5 “Perception – action cycle”: The fundamental 
principle of cognition [20] 

8. NETWORKED COGNITIVE RADARs 

The idea of each and every network is to involve many 
individuals that would cooperate between them thus 
achieving something greater. Having discussed the key 
terms involved in a cognitive RADAR system so far, we 
are now going to introduce the pioneered idea of 
networking regarding their utilization. 
When many RADARs are collaborating together thus 
forming a network,their ranging capability and their 
overall knowledge in general is extended, providing  
much higher quality outcomes compared with their 
individual performance.These kind of networks consist of 
a central unit that computes the outputs of all the other 
RADARs. 
In general this is how cognitive RADARs are networked 
but they are also divided into two subcategories: 

• T

he distributed cognition at which all of the 

RADARs and the central unit behave 

cognitively. 

• T

he centralized cognitionat which only the 

central unit is cognitive. 

It is apparent that the distributed cognition outclasses the 
centralized cognition since there is cognition at every 
component of the network. This guarantees that each 
RADARis self controlled by making use of its own 
feedback that continuously runs. Contrarily, the process 
in the centralized cognition is significantly lower 
because the central unit, the only one being cognitive, 
must wait for the outcomes of each RADAR and then 
control the RADARs accordingly. 

9. APPLICATIONS OF THE NETWORKED 

COGNITIVE RADARs 
Cognitive RADAR networks can be easily implemented 
in a very cost effective manner for the protection of the 
borders of a country against any intruders.This is easily 
done by spreading just a few and not very expensive 
RADARs crosswise the borders. These are either wired 
or even wirelessly linked with the central unit. The 
resulting information gathered by that complex of 
RADARs will then be computed thus tracking the target. 
The usage of this type of technique, rather than using just 
single RADARs is providing more precise 
approximations for the current locations of the possible 
targets [21]. 

10. SYNOPSISING 

That paper has presented the Cognitive RADARs in a 
very simple manner avoiding the truly difficult 
mathematical way for approaching the topic. The main 
aim is to demonstrate the importance and the necessity of 
cognition in RADARs as it was borndue to their 
weaknesses to face the challenging complex 
environments at which they were exposed. What makes 
them to be so “acumen” is the incorporation of 
knowledge aided processing as well as feedback 
whichestablishthe next generation of RADARs as very 
reliable, accurate and powerful. 
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Abstract- Most PANs (Personal Area Networks) have been 

adopted for sensor communications and between two low 

power mobile nodes such as mobile phones. They take 

advantage from the low power consumption whereas their 

networks operate in short range. The idea of PANs 

concentration, unlike to the main focus of the wireless 

industry to provide higher data rates for users, it is 

providing a low cost solution for every mobile device which 

are utilized in simple wireless communication with low 

latency. This paper is introduces mainly Bluetooth and 

Zigbee technologies and discusses how Protocols are used in 

each technology and differences in the methods of operation, 

comparing them and identifying the market area they are 

servicing. Technical characteristics and other properties 

such as point to point, point to multipoint and mesh 

networking are examined along with the energy consumed 

by devices which determines a crucial factor in the PAN 

field. In addition demonstrating how PANs operate using 

Master/Slave nodes, their routing configuration algorithm 

and the data protection and security architecture. 

Keywords: PAN, low power consumption, Protocols, 

security architecture 

I. INTRODUCTION 

 Advances in wireless technologies and the exponential 
growth in their demand has enable a concentration in 
personalised services. Whilst some technologies such as 
GSM, UMTS and WLAN technologies are widely known 
and used, there is the promising field of PANs which is 
not so successful but can cover many short range 
applications with minimum cost and high reliability. One 
of the goals of PANs is to provide low energy 
transmission techniques to allow them work continuously 
without changing battery in frequent intervals. PANs are 
providing that personalised services especially with its 
non line of sight technologies. 
The introduction of Bluetooth has attracted the attention 
for this new area as short range and low power 
technology. It is embedded in almost any mobile phone 
device and utilised in vast of other mobile and pc 
peripheral devices as it offers reliable operation. 
At later stage Zigbee has came to the surface as a new 
promising technology, forming an Alliance helping it to 
growth. It is meant to threaten Bluetooth existence and 
replace it after years as it provides very flexible 
topologies and support low power operation that allows it 
to work for years. However at the moment it cannot 
compete with Bluetooth at large data transfers but it can 
replace cables for sensor applications that require lower 
bandwidth. 
These technologies are operating in the ISM frequency 
band of 2.4 GHz and should co-exist with the existing 
devices that support the same frequency as interference 
might degrade performance. Security issues also arise 
along with topologies applied. 

II. BLUETOOTH 

Bluetooth provides a combination of packet and circuit 
switching, which enable both real time and asymmetric 
data such as voice and data respectively. The transceivers 
used in Bluetooth are tiny, inexpensive and mainly 
support short range transmissions. The radio band it 
utilises is the unlicensed ISM of 2.4 Ghz . 
There are two Types of links: asynchronous 
connectionless link (ACL) and synchronous connection-
oriented Link (SCO), that provide data traffic on a best-
effort basis. ACL support point to multipoint symmetrical 
or asymmetrical packet-switched connections mainly 
used for data exchange. SCO links are used mainly for 
voice applications and allow symmetrical circuit switched 
point to point connections. 
Interference is an important concern for Bluetooth as 
many household devices are operating at the same 
frequency such as microwave ovens, WLAN and ZigBee. 
Each Bluetooth spectrum device to avoid interference and 
overlapping frequencies instead of keeping a single 
frequency, it hops at a rate of 1,600 times per second 
amongst 79 frequencies. In order to have increased 
reliability each data bit from the device can be send in 
triplicate, resulting that several people within the same 
room could be using Bluetooth embedded systems 
without considerable interference. 
The protocol utilised in Bluetooth uses a combination of 
circuit and packet switching. Circuit switch is effectual 
for voice transmission whereas packet switching is 
suitable for data transmission. Circuit switching operation 
is the following: At the initiation of the call a fixed 
line/path remains for the duration of the call and then 
when the line is terminated the network resources are re-
used to build another connection, forming a line that will 
serve someone else. Packet switching is performed while 
data packets are individually addressed and routed over 
various shared paths until it reaches its destination. On its 
way through the network the packet can take various 
different paths available that are shared by others. No 
connection establishment or termination is needed. [1] 
Packet structure 

The typical Bluetooth packet is formed by an access 
code, a packet header and the payload. 

In access code (AC) the piconet is identified by the 
Channel access code (CAC). Device Access Code (DAC) 
is used for paging requests and response and Inquiry 
access code (IAC) to discover units where each piconet 
has a unique address called BD_ADDR. AC is always 
included in packets. Header contains information related 
to the packet and the link, such as flow control and 
retransmission which are used to address slaves of a 
piconet. It is not used in all packets. Payload carries the 
user data and control information. Not always included. 
[2] 
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Figure 1: Access code Packet 
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Figure 3: ACL payload and payload header structure  
Bluetooth Security Architecture 

Bluetooth security levels are varied depending on the 
applications that they employ eg. a toy will not have high 
security level. It provides build-in security that relies on 
symmetric key cryptographic method for key 
management, authentication and link encryption. 
Encryption Algorithm 

 Bluetooth encryption algorithm should be hard to 
break and since is utilized in small Central Processing 
Units have very low implementation complexity. The 
mechanism deployed in Bluetooth is a stream cipher 
which is suitable for simple hardware which has limited 
power. Stream cipher provides symmetric encryption and 
decryption, where the same key is used at both ends. It 
can handle plaintext of different length. [2] 
 
 
 
 
 
 
 
Figure 4: Point to point and point to multipoint 
Topologies 
 
 
 
 
 
 
Figure 5: Scatternet Topology 
Bluetooth Applications: 

• Cable replacement: Bluetooth can replace a range 
of traditionally used cables such as of wireless headsets, 
printers and other peripheral devices. 

• Ease of file sharing: A Piconet can be formed by a 
Bluetooth device for sharing data with other Bluetooth 
enabled systems such as PDAs. 

• Internet connectivity: A wireless device can access 
internet connectivity provided by other Bluetooth 
devices. A laptop that has access through the phone is an 
example. 

• Wireless synchronization: Bluetooth supported 
devices can automatically synchronize with other devices 
in terms of information contained in electronic calendars 
and notes.[3] 
 

III. ZIGBEE 

ZigBee over IEEE 802.15.4(Low-rate WPAN), 
supports simple devices that require minimal power to 
operate. It is mainly operating in the Personal Operating 
Space (POS) which is within 10m. The two types of pre-
specified devices are: Full-Function Device (FFD) and 
Reduced-Function Device (RFD). FFD devices can run in 
three modes, becoming a PAN coordinator, a coordinator 
and a device. An RFD is employed in very simple 
applications such as a Light Dependent resistor or as a 
light switch. FFDs can communicate with other FFDs or 
RFDs, whereas an RFD can only communicate to an 
FFD. This type of process is present in the diagram 
below. [9] 

 
 

 
 
 
 
 
 Coordinator 
 Full Function Device 
 Reduced Function Device 

 
Figure 6: Mesh Network Used in ZigBee 

 
Zigbee Information Processing (in WSN) is 

implemented when variations in the environment 
parameters are detected by sensing circuits, simple 
processing of the information is taking place from the 
Zigbee communication module, establishes a connection 
and sends the information to neighbouring nodes. At the 
rate of more than 98% of the time is at STOP status and 
the current at this mode is only few µΑ whilst other 
modules require up to 10 times more, hence lengthen the 
life span of sensor nodes.[4] [8] 
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Figure 7: Zigbee Protocol Stack [11] 
Transmission Scheme 

The provision of multiple channels is a necessity as 
using a single channel will cause overlapping. Employing 
Frequency Division Multiple Access (FDMA) has 
provided that opportunity as it separates the 2.4GHz ISM 
band into 16 channels of 5MHz apart, thus are non 
overlapping. Jamming resistance which is the minimum 
required resistance for LR-WPANs signals to operate is 
used in a way that compliant devices functioning in 
adjacent channels can work with ease concurrently and 
the space between the channels is widen and do not 
“hear” each other. 
Collision Avoidance 
When multiple devices transmit whenever they want, they 
would probably face collision. The technique used in 
ZigBee for collision avoidance is Carrier Sense Multiple 
Access (CSMA). CSMA is being used in Ethernet for 
years and was a reliable technique to adopt, where 
synchronization is not required between devices. The 
approach behind CSMA is that the probable sender has to 
listen the link if is free before it transmits. [12] 
ZigBee Applications: 

• Remote sensing 

• Remote control 

• Environment monitoring/control 

• Low rate Cable replacement 

• Building Automation 

 Wireless ad hoc networks can be in general sub-
categorised dependent on their application to: Mobile Ad-
hoc Networks (MANET), Wireless Mesh networks 
(WMN) and Wireless Sensor Networks (WSN). 
MANET 

In order to implement AD-HOC networks no base 
station or infrastructure needed. The devices can 
communicate with each other over various wireless links 
and every node is acting as a router, forwarding packets. 
Each wireless node on MANETs has a unique 
identification used globally such as MAC or IP address. 
This technology is prone to be attacked by intruders with 
passive attacks such as eavesdropping or active attacks 
like hijacked and is vulnerable to attacks particularly that 
come within the Ad-Hoc network. In case any node 
disrupt the network by modifying, attacking the routing 

protocol or observing and analysing its traffic it can be 
extremely difficult to detect, as false messages could just 
be benign by the result of an out of date routing table. 
However there are some techniques that can provide 
intrusion detection.[5] 

MANET devices can move freely to any direction and 
change often link to other devices. Traffic from each node 
has to forward data traffic independent to its own use, and 
act as a router. 
WMN 

In case one node is not longer in operation, the 
communication between the rest nodes is still active, 
'talking' with other neighbouring nodes and forward 
traffic through intermediate notes directly or indirectly.  
This means that it provides the capability to enable 
routing technique to operate when a connection goes bad 
or a node breaks down. When applying this routing 
technique, until the destination is reached the message is 
hopping from node to node following alternative routes. 
Its reliability is enhanced due to route redundancy. WMN 
can extend the network coverage without affecting the 
receive sensitivity or need to increase transmit power. 
This type of network is easier to configure and the battery 
life of the device is increased due to fewer 
retransmissions. As nodes are added the network becomes 
faster and bigger. 

Route maintenance is done when Mesh clients want to 
ensure connectivity and send a Hello message. The clients 
learn of neighbour existence from the reply of 
acknowledgement of the Hello message. If no 
acknowledgement received it will remove the client from 
its routing table reducing exchanged traffic. In case 
another mesh client want to join this network and already 
other mesh clients has joined, it just has to broadcast an 
Update message.[7] 

 
WSN 

Each mode has to be individually identified by its 
operation. For example one mode can be set as 
Coordinator, its neighbour as a router and another one in 
the corner as an end device. Those modes have extremely 
low resources typically using around 4K EEPROM, 8bit 
processor, 128K of programmable memory and 512K 
flash memory. The above had been allowed to execute 
applications although it has very low memory due to the 
miniaturization of the protocols used and the operating 
system employed. 

The WSNs are not only vulnerable via software and 
can be attacked physically. Security from physical attacks 
in traditional networks is often seen as granted. This is 
not ideal for WSN as no one can guarantee that sensor 
nodes will not be accessed physically as in most cases 
their operator inspect them only during maintenance (no 
direct intervention while operating needed).[5] 

The programming language used for WSN is in most 
cases nes C which uses TinyOS system and libraries that 
provides optimised protocols and supports the 
synchronized intensive processes necessary by networked 
sensors with minimal hardware requirements. [6] 
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MANET WMN and WSN does not depend on existing 
infrastructure as nodes by connecting to each other and 
defining their employment are acting as individual points 
within the network created.  

Technologies 
supported 

MANET WMN WSN 

Bluetooth 
   

ZigBee    
*requires a bluetooth enabled MeshAP 

Table 1: Technologies supported 

IV. COMPARING BLUETOOTH AND ZIGBEE 

Comparing the two technologies using the following 
table(2) their features are observed. 
Range: Zigbee is clearly leading as it can transmit 5-10 
times the range Bluetooth can transmit especially in open 
radio environments. No line of sight needed for both 
technologies. 
Data rate: Where users seek for higher data rates 
Bluetooth provides higher capabilities over ZigBee. 
Power profile: Bluetooth enable devices are always alert 
for available networks that they can connect. In order to 
support that, the devices have to be awake. By being 
always on it maximises the ad hoc functionality but 
regular recharge is required. ZigBee technology has been 
developed specially to allow the reduction of energy 
consumption and long battery life. 
Security: Both have build-in security and use the 128 bit 
Advanced Encryption Standard. ZigBee defines how 
encryption key change has to be handle and multi-hop 
transmission security. Additionally it can be locked or 
free to new devices. The 64/128 bit encryption used in 
Bluetooth is based on SAFER+ algorithm to provide 
authentication and key generation. 
Topologies and number of devices: ZigBee makes 
available a number of options for topology 
implementations and greater number of supported 
devices. 
Scalability/Extendibility: The benefit of growing the 
network with ease to large scale has allowed ZigBee 
along with the flexible topologies it offers to be employed 
in real-world situations. [10] 
 

V. CONCLUSSIONS 

 
In this paper, the most important PAN technologies of 

Bluetooth and ZigBee are evaluated providing the 
specification of each standard. By analysing technical 
factors such as protocols, security, routing, power 
consumption, topologies and the applications that they 
can employ have been compared. The outcome of this 
comparison is that Bluetooth and ZigBee are alternatives 
and the one cannot substitute the other as Bluetooth takes 
advantage of its higher data rate for data applications 
requiring better throughput and ZigBee on the other hand 
has very low power consumption, more supported devices 
and has increased number of topologies that can be 

applied in a network for applications involving minimum 
to no intervention of human, running for years. 

Standard 
ZigBee 

802.15.4 
Bluetooth 
802.15.1 

Frequency 
Band 

2.4 Ghz 2.4 Ghz 

Connections 
Ad hoc, Peer 
to peer, star, 

mesh 
Ad hoc 

Devices 
Supported 

Virtually 
unlimited 

8 

RF Range +50m Indoor 10m 
Data rate 250Kbit/s 1Mbit/s 

Battery life Years Weeks 

Line-of-sight No No 

Power 
Consumption 

Very Low Medium 

Security 
64,128 bit  

AES 
128 bit  
AES 

Success 
Metrics 

Reliability 
, Power, Cost 

Cost, 
Convenience 

Table 2: Technical specification 
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Abstract- Sensors can be defined as devices which can 

receive and respond to an external stimulus.  This paper 

aims at discussing mainly the construction and application 

of sensors.  The structure and design of a sensor depends on 

the desired application.  Primitively, the output was 

mechanical in nature; gradually sensors have become 

complex, more accurate and multi-purpose oriented. 

  The primary task of the sensors is to acquire 

measurements such as pressure, temperature, density, 

thickness and others.  Sensors do not act on the measured 

value, they work as a receiver of data and give these data to 

central computer system which then analyses and processes 

this data.  Hence not only is human effort reduced but also 

the accuracy and speed of operation will be increased. This 

paper illustrates and compares some different kind of 

sensors. 

  The application of sensors are more varied, such as in 

dangerous areas like war, no access point like under earth, 

other planets, under deep water.  New generation sensors 

have their own processing capabilities and therefore the 

need to transfer data and analyse at another place is avoided 

to an extent. As of today, no field can be found where we do 

not use sensors. 

I. INTRODUCTION  

  A sensor is the generic name for each device which has 
two conditions: 1-It has enough sensitive characteristics 
for measuring parameters, 2- It does not affect the target 
during measuring. Sensor is a tool which converts a 
measurable condition into an output signal that can be 
analyzed for specific purpose. The structure and 
application of sensors are very different, these differences 
cause various classifications. The classification of sensors 
could depend on the structure (shape), output signal, field 
of sensing, sensitive, application, wireless and many other 
things. But it is the field of activity of the sensor is the 
most important role in classification of these devices. 
  A sensor measures quantity and quality. Their usage can 
be as extreme as when installed in spaceship and works in 
space that gives information or it can be the very simple 
mercury in glass thermometer that measures temperature 
by expansion. The sensor can be used in isolation or in a 
group. Currently with advanced technology, sensors are 
connected to each other and this connection makes sensor 
network. 

  The sensor network consists of various sensors such as 
thermal, physical, pressure, force etcetera, almost for 
measuring the condition of the circumstance. The 
network includes different nodes and the number of the 
nodes can reach thousands. Each node consists of various 
sensors, radio transmitters, micro controllers and 
electrical sources such as battery. The applications of 

sensors network are various but usually are used in 
military. 
  The sensors are listed base upon the field of the 
application in nine groups. For each part, three sensors 
are described briefly in detail along with a figure. 

II. PRESSURE 

A. Pressure sensor 

  A pressure sensor measures a force that is against the 
fluid which can be liquid or gas.  Pressure transducer, 
pressure transmitter and manometers are other name of 
pressure sensor [1].  Some pressure sensors are used to 
measure combustion pressure such as that within an 
engine cylinder or turbine in dynamic mode.  Absolute 
pressure sensor, gauge pressure sensor, vacuum pressure 
sensor and differential sensor are four types of pressure 
sensor [1]”Fig. 1”. 

 
Fig. 1.pressure sensor 

 
B. Tactile sensor 

A tactile sensor works as a transducer, based upon 
pressure sensitivity.  This sensor shows changes in 
measured input value.  Tactile sensor is very practical in 
the robotic and computer hardware.  As the use of robots 
is growing, the importance of this sensor has increased 
[2].  This sensor supplies important data such as physical 
and chemical  parameters tools which are connected to 
the robot therefore these sensors should be very sensitive 
[3]. 
 
C. Time pressure gauge 

  This sensor indicates pressure data digitally. It has 
different applications such as determining the amount of 
the gas in oxygen cylinder for patients or helps divers to 
determine how much time could be spend under the 
surface.  Time pressure gauge is a new type of sensor and 
works with software. Also, reduction of consumption of 
energy and reduction of carbon emissions are other 
advantages of this sensor. 
 

III. THERMAL AND TEMPERATURE 
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A. Heat flux sensor  

  This sensor operates as transducer which converts heat 
rate into an electrical signal.  The heat flux is measured 
by the movement of heat flux on the surface of the sensor.  
The common usage of this sensor is in building, 
agriculture and medical industry [8].  In the building, for 
saving energy, the sensors are mounted in the wall for 
determining heat conduction in the wall and measuring 
heat flux.  In the agriculture, by burying the sensor in 
different layers of soil,  stored energy can be determined 
and in the medical, it is used to research on human body 
[7] “Fig.2”. 

 
B. Thermistor 

 

The resistance of this device is relative to the 
temperature, as it is understandable from the word; this 
word consists of the resistor and thermal.   Ceramic and 
polymer are major part of thermistor which produce an 
accurate response for a limited temperature rate. The 
relationship between resistance and temperature are linear 
in the first order system as in (1).  Two types of 
thermistor are available, positive temperature coefficient 
(PTC) when temperature and resistance have same 
direction and negative temperature coefficient (NTP) that 
the direction of both is against each other [8]. 

    
 (1) 

C.  Thermocouple 

  The voltage is produced by different temperature 
between two types of metals. The thermocouple has 
different applications such as measurement, control and 
converting heat into electrical power [7].  The 
relationship between different voltage and temperature is 
nonlinear as (2).  The measured values are more accurate 
in high temperature, up to 2,200 °C. 

( ).      (2) 

 
IV. ACOUSTIC AND NOISE 

A. Hydrophone 

  Hydrophone consists of two Greek words Hydro and 
phone means water and sound respectively which works 
underwater to record voice [1].  It operates as 
piezoelectric transducer which converts pressure signal 
into an electrical signal.  The hydrophone can work in the 
air but not accurately as water because the acoustic 
impedance in the air is different [3]. 
 

 
 

Fig. 2 Classic heat flux plate 

 
B. Microphone 

  This sensor operates as transducer which converts sound 
energy into an electrical signal. Condenser, dynamic, 
ribbon, carbon and piezoelectric are most widespread 
microphones which are utilized. Differences between 
them are based upon shape and construction. The 
condenser and electret condenser microphone are the 
most common microphones which their availability is 
estimated up to more than one billion as “Fig. 3” [16]. 
 
C. Seismometers 

  This Greek word means measuring shake and quake.  
The mentioned sensor measures the vibration of the earth.  
The motion of the ground can be determined by 
evaluating movement between ground and this sensor 
[16].  Seismometers are usually installed on the bedrock 
but the best place is in the down holes which are away 
from thermal and other noise.  

 
V. CIRCUMSTANCE AND ATMOSPHERE 

A. Rain sensor 

  A rain sensor operates as switching; it can be used in 
agriculture and farm.  A rain sensor which is directly 
connected to the irrigation controller, switches off the 
irrigation valve during raining. Current car factories 
utilize this sensor for windscreen automatic wiper. This 
sensor works based upon reflection as infrared sensor. 
While the glass is wet, the sensor is sensing less light 
when the reflection is decreased and subsequently the 
wiper is turned on [15]. 
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Fig. 3 Condenser microphone 

 
B. Soil moisture sensors 

  This sensor measures the amount of water and humidity 
in the soil. Soil moisture sensor is very useful for 
agriculture and assists farmers for more efficiency 
irrigation. Irrigation has been become smart by taking 
advantage of this sensor and it prevents frequent 
irrigation while the amount of soil moisture is adequate 
[10].   

 
C. Snow gauge 

  A snow gauge is a tool which measures amount of solid 
rain. This sensor has actual gauge that is installed on the 
pipe which is approximately 1.5 meters high “Fig. 4”. 
Normally measured height of snow is ten times higher 
than its melted phase. Therefore this sensor measures the 
melted snow and multiplies it by ten [10].  This kind of 
the sensor is faced two main problems; firstly, in the 
windy day most of the snow is blown above the gauge, 
therefore according to the speed of wind the geometry 
and structure of gauge should be changed.  Second of all, 
the rain and snow are fallen together thus it is impossible 
to measure the net height of snow separately. 
 

VI. CHEMICAL SENSORS 

A. Hydrogen sensor 

  The hydrogen sensor works as detector for recognition 
of hydrogen gas which has a small contact point.  Several 
various types of sensors are available which have 
different mechanisms for gas detection. Palladium 
naturally is the common element in hydrogen sensor; this 
element can absorb the hydrogen and make a compound 
palladium hybrid [11]. Micro-Electro-Mechanical Sensor 
(MEMS) is a hydrogen sensor which is one of the 
conventional hydrogen sensors consists of 
nanotechnology and micro-electrical –mechanical system. 
It can function in different temperature range. Thin film 
sensor, Thick film sensor, Chemo chromic hydrogen and 
Diode based schottky are other types of the hydrogen 
sensors.  Thick film sensor is based upon electrical 
resistance and it is increased by absorption of hydrogen 
[11]. 
 

 
Fig. 4 Snow Gauge 

 
B. Smoke detector 

  Generally, it is used in fire alarm.  It operates based 
upon Photoelectric or ionization.  An optical sensor or 
photoelectric is a light sensor used for smoke detection. It 
has light source such as LED, lens in order to receive 
created ray of light [13]. The angle of the beam is 
deflected by the diffused smoke and actuates alarm “Fig. 
5”. 
   Ionization method detects a small fragment in the air. 
There is a little space between electrodes; this gap is 
filled by these particles and current can be passed through 
and actuates alarm. Ionization sensor is cheaper and less 
accurate than optical sensor [13]. 
C. Electronic nose 

  An electronic nose sensor is used to detect aroma which 
recognizes different smells and tastes. This sensor 
consists of three different parts: a sample delivery, 
discovery and computing system. The sample delivery 
evaporates the element of interest and injects it into the 
detection system (second section) for analyzing [13].  
Third part, the computing system, collects all the 
information and processes the data. The feedback will be 
provided as a result. Using this sensor in the laboratories 
is the most common application of this type of sensor 
[13]. 

 
Fig. 5 Photoelectric sensor 

 
 

VII. AUTOMOTIVE AND TRANSPORATION  

A.  Airspeed sensor 
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  The airspeed device is an instrument which indicates the 
speed of an airplane and it is useful during flight activities 
such as takeoff, climb, decent and landing. The operation 
of this instrument is different in small aircrafts and 
massive airplane. In a small aircraft, achieved information 
by this device is sufficient for pilot for any level of the 
flight but in a massive aircraft role of this instrument is 
not that noticeable because of the importance of other 
various condition such as weight and temperature. 
  
B. Parking sensor 

  This is a closeness sensor for detecting an unseen object. 
Usually this device is located on the rear bumper.  It 
operates as radar by using ultrasonic wave. Ultra sonic is 
a sender and receiver tool that it makes high frequency 
wave which is distributed in the air [2]. The location of 
obstacles is found by analyzing and computing 
reverberation of the primary sound wave. This device 
informs the driver by producing a beep sound. When the 
obstacle becomes closer the sound becomes louder or 
quicker. However, this sensor is not reliable because it 
could not cover all the rear space or some obstacles are 
small in size to reflect the sound wave. 
 
C. Radar gun 

  This sensor ”Fig. 6” measures the speed of the moving 
substance e.g. automobile, airplane, moving ball and 
other moving objects. This device consists of two parts, 
transmitter signal and receiver signal. Radar gun sensor 
receives the transmitted signal back with different 
frequency. The speed of the objects can be calculated by 
analyzing on different frequencies. A slender beam is sent 
to the specific target by  

 
Fig. 6 radar gun 

 
this sensor, therefore the reflected beam returns back 
from the moving objects. This beam has high frequency 
in the range of microwave. Also, this method is 
applicable to automatic doors. 
 

VIII. LIGHT 

A. Photodiode 

  This sensor works as transducer that converts the light 
energy into the current or voltage. The structure and 
function of the photodiode like other groups of diodes. 
For example this sensor like other semiconductors has PN 
junction except that they sense light.  Enough photons 
from the light work as actuator, movement between 
anode and cathode are occurred by receiving this energy.  
It has wide range of applications such as compact disc, 
receiver of signal of remote controller in TV, smoke 
detector and it has various applications in a medical 
instrument. Silicon, gallium, germanium, and sulfide are 
four main materials are used in photodiode [17]. 

 
B. Photoresistor 

  A photoresistor or photoconductor are basically the 
same. They have variable resistor, and the amount of 
resistance is changed by receiving different light 
intensity.  It consists of semiconductor and free electron. 
The resistance is reduced   by absorption of the photon 
[17].  It can be external or internal. Each of them has its 
own characteristic and application. Intrinsic device has 
lower electron, hence required more photon and also, it 
has lower efficiency.  It used to electronic device such as 
camera or in the automatic lamp. 

 
C. Optical fiber 

  It has especial characteristics such as flexibility [18] and 
immunity from electromagnetic and other noises and less 
attenuation.  The structure of optical fiber likes a light 
pipe; it has a cylinder shape and transmits in this path. 
The optical fiber also works as the sensor, measuring 
quality such as pressure, temperature and other 
characteristics. Glass optical fiber and Plastic optical fiber 
are two kinds of optical fiber that plastic optical fiber has 
lower efficiency. Silica has major role in the material are 
used in the optical fiber. 
 

IX. DISTANCE 

A. Laser rangefinder 
  This device measures distance to an obstacle by using 
the beam laser “Fig. 7”. Time interval between sending 
the beam and receiving of the reflected beam is calculated 
and distance is measured. This measurement is not 
accurate in three decimal places. The Laser rangefinder is 
used in military, engineering and sport that precision 
distance is important such as golf or shooting. It can 
measure object distance between 2 kilometers to 25 
kilometers. Also this device are used in   3-D modeling, it 
works such as 3D scanner with high precision [14]. 

 
B. Odometer 

  This sensor measures a distance that this distance is 
travelled by motor vehicle. This device has different 
structure for different vehicle such as ship or car [14]. 
This device is used for the calculation of energy 
efficiency, by ratio of consumption to distance. Also, this 
distance indicates time of car service. Nowadays, 
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odometer and global position system (GPS) are made in 
one component for suitable operation. 
 
C. Radar 

  Radar is an instrument that works as a detector; 
electromagnetic wave is used in the radar for determining 
the direction, altitude, speed of object and many others 
things. The pulse of microwave is transmitted by antenna 
(radar dish) is reflected back after facing any obstacle. 
Initially, the radar is used in military but it has a wide 
range of application such as air traffic control or 
aerology. Unwanted signal is called an interference which 
is the most important problem in the operation of the 
radar [12]. Mess is another problem for the radar which is 
an unwanted signal from an aim or around the target 
which is a proper signal for another kind of radar, for 
example sand storm has unwanted reflected signal for 
military radar but this signal is target for meteorological 
radar. 
 
 

 
Fig. 7 Laser rangefinder 

 
 

X. ELECTRICAL CIRCUIT 

A. Ammeter 

  The current in the electrical circuit is measured by this 
measuring sensor. It works based on magnetic field 
reflection. There is coil in the permanent magnetic field; 
the new magnetic field is generated by passing current 
through the coil. The coil is rotated because the new 
magnetic field against permanent field. An electro 
dynamic sensor is new type of ammeter which uses 
electromagnetic that indicates the direct and alternative 
current. The ammeter is placed in series in electrical 
circuit therefore a current transformer is required for 
measuring the high current. 
 
B. Multimeter 

  Multimeter is a measuring device which measures the 
current, voltage, resistance and many other things in an 
analog or digital circuit. This device could measure the 
capacitance, conductance, frequency, diode and battery 
checking. Also, a multi meter has ability of AC to DC 
conversion which uses a rectifier circuit. It has a wide 
range of accuracy that 0.5% accuracy is for inexpensive 
device, top multi meter has 0.01% accuracy and 

laboratory device has a few in per million. Selection of 

right range of measurement is very important for having 

high accuracy response and an expensive device has auto-
ranging [2].  

 
C. Electric meter 

  The quantity of electrical energy is measured by this 
device; this tool measures the instantaneous current and 
voltage. An electrical power or watt is achieved by 
multiplication of the instantaneous voltage and current, 
the integration of watt against time gives energy or watt-
hour which is the common unit. This device records the 
consumption of energy monthly and also an electric meter 
displays other parameters of electrical energy such as 
power factor and reactive power. In the smaller 
consumption, this device is mounted directly between 
energy source like transmission line and consumer but for 
high range consumption of current transformer is 
compulsory. 

 
XI. CONCLUSION 

  Sensor is a sensitive device which measures specific 
parameters such as temperature, pressure or other things 
from determined objects.  The sensitivity of the sensors is 
the ratio of output signal to measured value.  Usually, it 
has an output electrical signal that possess high speed 
transmission, precision and accuracy which are the 
characteristics of the electrical signals.A simple or 
complicated sensor should operate linearly; linearity is 
the condition of an ideal sensor which means the output 
signal should be linear to the measured value. 
  The errors of the sensors are categorized in two groups; 
systematic error and random error. Systematic error is 
related to the structure and ability of sensitive sensor, for 
example the limited range of sensitivity or rapid change 
in measured properties that sensor cannot reflect upon 
properly. Random error is an unexpected condition such 
as noise which can be reduced by filtering. 
  Generally, sensors are produced for common or special 
demands which are classified into nine groups based on 
their applications. Each group is categorized on the 
specific factors, light temperature, pressure, acoustic, 
electrical meters, distance, navigation, automotive and 
chemical being the classifications. 
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ABSTRACT: Increasing pace of lifestyle, growing population 

and many more, everybody wants to monitor and check 

their health with easiest and simplest way. On such way 

wireless sensor network is a technology which is 

experiencing expansion day by day. It is giving 

improvements to our different aspects of life. This 

technology is used to monitor the health by using wireless 

sensor network (WSNs). Wireless sensor network is widely 

used in many applications of medicine. Today’s healthcare is 

facing more and more problems so with the help of wireless 

sensor network, healthcare is very simple and easy for 

everyone. In wireless sensor network, small sensor nodes are 

used to monitor the health. Sensors are used to measure 

body temperature, heart beat rate, to analyze blood, 

oesophageal stethoscopes. Some sensors are very small in 

size that are used to measure glucose and various other 

health parameters. 

In this paper we will analyze the different advance wireless 

sensor involving in the field of medicine by studying their 

applications. 

KEYWORDS:  Wireless Sensor Networks (WSNs), Healthcare, 

Sensor Nodes, Medical applications. 

 

I. INTRODUCTION 

Wireless sensor networks are a network which consists of 
autonomous devices where sensors are used to monitor 
the physical and environmental behavior. Wireless sensor 
networks were originally designed for military 
applications purpose to surveillance battlefield. Later, 
wireless sensor networks started using in many other 
applications of different fields. However the applications 
of wireless sensor networks are now used in many fields 
like health care monitoring, industrial control, 
environmental monitoring, traffic control and home 
automation. 
 Wireless sensor networks in the field of medicine have 
grown dramatically in past few years. Now the field of 
medicine has become more advance by using applications 
of wireless sensor networks. Wireless technology of 
sensor network makes healthcare monitoring very easy 
regarding to a patient’s health. Patients can save time as 
well as money and can check their health by easy n 
accurate way by using small sensor nodes. Now sensors 
are the very supportive tool in the field of medicine for 
doctors and laboratory technicians to monitor patients' 
health. Sensors are not only used to monitor the health of 
patients, it is used in hospitals to inform doctors, nurses 
and other staff to monitor the progress and motion of 
patients. Healthcare practitioners can also better 
understand a patient’s condition, and limited hospital 
resources can be utilized more efficiently. One capable 
application of wireless sensor network is the area of 
health care and patient monitoring. The addition of 
sensing and electronics technologies would allow people 

to be continuously monitored. Individual significant 
advantage is to help stop rising healthcare costs by rising 
health observe-ability and doctor-to-patient effectiveness. 
Furthermore, constant monitoring will increase early 
discovery of bad conditions and diseases which will be at 
risk for patients. This capability is right about the curve 
and its beginning will be ushered in with incremental 
combination of wireless sensor networks and consumer 
electronics. By sensors' capability to increase the 
intelligence of different life-supporting medical devices, 
which recognize highly developed symptoms and avoid 
serious illnesses, their role in medical applications is 
becoming certainly important and gaining important 
attention from vendors and end-users equally. More 
specifically, this paper will discuss several of these 
projects, highlighting their need, design, implementation, 
and results. [1]. 
The rest of the paper is ordered as follows: The next 
section evaluates the promising applications for wireless 
sensor in healthcare. While the section three describes the 
key technical challenges which wireless sensor networks 
are facing in medical sector. The Section four explains 
the future directions of wireless sensor in healthcare. In 
last section I conclude the summary and conclusion of 
this paper and give references. 

II. APPLICATIONS OF WSNs IN HEALTHCARE 

The architecture required for the sensor network in 
medical depends on the different applications which we 
are used to monitor health and an environment. A very 
large amount of sensor applications and products are used 
in healthcare in past few years. But these applications 
require an accurate monitoring for the good care of 
patient. The sensing quality of sensors has increased 
terrifically with the advancement in cheap and mini in 
size. Many applications of sensor technology have been 
developed for healthcare monitoring, and the sensors used 
in these applications are very small in size. 
Body area network: 
Mobile and compact communicating sensors are used to 
monitor vital health parameters. These sensors are either 
wearable or placed over the human body, forms BAN 
(body area network). The basic and main applications of 
wireless body area network in healthcare are constant 
monitoring of patients suffering from long lasting or 
chronic diseases. For example, for a diabetic patient, if 
the insulin level goes below of a required value then the 
WBAN can automatically inject the insulin in body. 
Now days, BAN has become associated to Implantable 
Wireless Body sensor network (IWBSW).  From the new 
research, the researchers are trying to plant very small 
sensors inside the human body. These sensors are as tiny 
that even the patients can not feel any difference and feel 
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comfortable. These small sensors will help in monitoring 
the patient and if the body will feel any change in health, 
the information will be transmitted to the medical team 
[4]. 
 Wearable Sensors: 

These are smart clothes which touch the desired skin area 
and give more options to fix sensors like Jeans, belts, 
shirt, t-shirts, socks, cap, head band. These sensors are 
thin, miniature, intelligent, consuming low energy and 
mini enveloping [5]. For examples, they are used in 
serious care units, healthcare of disabled people, patients 
under observation and monitoring old people. 

 
Fig. places where we use sensors to monitor activity. 

 
Fig. The SHIMMER is a wearable sensor platform. This 
SHIMMER platform also includes a Micro-SD card slot 
which support up to 2 GB of Flash memory. 
Code blue project: 

Blue code project is the project in which first time 
hardware and software were combined and the project 
was named code blue, developed by Harvard University 
for Disaster response and Medical care. It shows the 
implementation of two-lead electrocardiogram (EKG), 
pulse oximeter and specialized motion analysis sensor 
board by using Mica2, Telos and MicaZ motes. It joins 
the pulse oximeter and EKG as one unit consists of Pluto 
mote. With this, patients can be monitored at home. 
Patients are no need to stay in hospitals and the data 
continuously send to the doctors.[6] 
Code blue project mainly consists of 3 sensors:  

1) Mote based Pulse oximeter: it is used for measuring 
blood oxygen saturation and the heartbeat rate of a 
patient.  
2) Mote based two- lead EKG: 12 bits of EKG signals are 
sampled @120 Hz and data is transmitted without any 
losses and the received data is clinically relevant, as 
compared with any commercial EKG.  
3) Integrated GPS and Vital sign Sensor: it permits any 
device to be connected to its port and gathered data is 
straight away passed to the trauma centre.  
Some Advance sensors: 

Some of the recent sensors are as follow. 
Supper Dimension Bronchus System (SDBS): 

Many recent researches shows that sensors are faster, 
cheap and less disturbing disease detection as compared 
to the other healthcare types. In the previous category, the 
working of a new Super Dimension Bronchus System 
(SDBS) is like GPS, hire physicians towards doubtful 
masses throughout the lungs in valid time. This 
technology allows a simply invasive process for more 
accurate and former diagnosis of lungs masses. Super 
dimension bronchus system (SDBS) is a very helpful in 
the field of medicine; it can reach the periphery of the 
lungs where the standard form of bronchoscope cannot 
reach. [7]. 
Cardiomems' EndoSure sensor: 
The FDA has accepted Cardiomems's EndoSure 
implantable wireless sensor which is used for testing 
blood pressure in humans.The EndoSure Wireless 
Pressure Measurement System is consists of two 
components: first part is a miniaturized, wireless 
implantable sensor and second part is an external 
electronics module. The external electronics module has 
wireless communication with sensors to deliver vital 
patient data. These wireless sensors are powered by RF 
energy provided by an external electronics module and 
transmit synchronized data without batteries. 

 

 
Fig. CardioMEMS EndoSure Wireless Pressure 

Sensor 

 
 

 

The EndoSure sensor is designed and made by using 
micro electro mechanical systems (MEMS) technology, 
which can enable the production of millimeter-scale 
devices with internal features in the nanometer to 
micrometer range. MEMS technology permits the 
production of sensors with measurement constancy and 
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energy effectiveness. The EndoSure sensor is about the 
size of a paperclip. It is a sealed circuit, summarized in 
fused silica and silicone, and is enclosed by a PTFE-
coated nickel-titanium wire. The fused silica contains a 
micron scale cavity inside. The changes in the membrane 
of this cavity results in changes to sensor's resounding 
frequency. These changes associate to pressure changes. 
The sensor has no batteries or internal power source, but 
is powered by RF-energy given by a proprietary 
electronic antenna. [8]. 
Heart and respiration rate monitor (HRRM): 

This device, heart and respiration rate monitor (HRRM) is 
used for heart rate and respiration rate monitoring. It can 
also recognize and locate individuals and is hoped to help 
those patients who are prone to accidently leaving the 
premises. The location-tracking option uses wireless 
communication modules connected to the heart rate and 
respiration monitor that Wireless 2000 is mounting for its 
associate AMS Home care. The HRRM adjusts under the 
patient's bed or at the back of the backrest of a wheelchair 
and patients can dress in little position labels. In that 
occurrence when the monitored patient still manages to 
leave the location, the system will alert the staff members, 
who can then track the patient sitting outside using a 
handheld device. [7]. 
III. TECHNICAL CHALLENGES IN WSNs 
At the mean time, Wireless sensor networks require 
addressing a large number of important technical 
challenges regarding to the healthcare applications. All 
applications of wireless sensor network in healthcare have 
to face all challenges like network capacity, processing 
and memory limitations and energy reserves. Especially, 
like the applications of different networks, healthcare 
applications inflict severe requirements on quality of 
services, user privacy, system reliability and security 
issue. 
User privacy: 

For healthcare applications, data confidentiality and user 
privacy becomes an important issue, since the data may 
contain sensitive information about a patient, particularly 
when politicians or celebrities are involved. Wireless 
communication enables flexible configuration but 
exposes security weakness to an adversary. Data 
communication may be eavesdropped or an adversary 
may use compromised biosensors to join a patient’s 
network to access sensitive user data Access control or 
authorization also becomes a necessity. For example, in a 
hospital environment, nurses or doctors often need to 
access resources, or even raise operations, on a patient’s 
system. Only legitimate users should be allowed to 
interact with a patient’s system, but there is also a need to 
grant different access privileges to different users such as 
nurses, doctors, consultants etc. This is very important 
since an incorrect action may result in serious 
consequences. [3]. 
Security: 

Sensor networks create unique challenges in terms of 
designing security mechanisms, especially because of 
power, computation and communication constraints of the 
individual sensors. As a result, security techniques are 

used in networks cannot be useful directly to the sensor 
networks model. Furthermore, nature of the sensor 
network and the broadcast communication medium, the 
security threat is much higher than in traditional 
networks. There are many research work has done for 
securing wireless networks for health care. Though, many 
of the efforts do not consider the issue of data reliability. 
For example, notice the utility of physiological 
parameters for generating cryptographic parameters in 
order to secure the communication in a wearable body 
area sensor network. Our approach is basically different 
from previous research in that it focuses on designing 
Intrusion Detection System (IDS) and Integrity 
monitoring System (IMS) specifically for wireless sensor 
networks in health care system. 
Reliability: 

Reliability is another challenge which wireless sensor 
network has to facing now days. Healthcare applications 
need severe requirements on end-to-end system 
credibility and data delivery. For example, level of 
oxygen in one person’s blood must be delivered at least 
one measurement every 30 sec by using pulse oximetry 
applications. The same pulse oximetry example used in 
measuring the actual oxygen concentration in the blood 
[3]. Motion objects can have an impact on the good 
quality of heart rate and respiration measurements. So, 
approximately the quality of measurements are achieved 
under doubtful conditions is a main challenge that 
healthcare wireless sensor network must face. 
Consecutively, this challenges states that wireless sensor 
networks must acquire techniques for automatic data 
validation and refining and interfaces to facilitate and 
verify their accurate installation. Finally, wireless sensor 
networks in healthcare should provide metadata that 
report the data customers of the good quality of the data 
delivered. We use the arrangements of data release and 
quality properties the constancy of the system and state 
that healthcare sensor applications require high levels of 
reliability. These wireless sensor networks take the 
guarantee of significantly improving and growing the 
quality of care across a broad range of surroundings and 
for different parts of the population. For example, in the 
early system models have established the potential of 
wireless sensor networks to enable early detection of 
decline of medical field. Through current patients 
monitoring in hospitals has first priority to provide 
emergency care in large disasters throughout automatic 
electronic triage. It develops the quality of life of the 
elderly people through elegant environments. 

IV. SYSTEMS 

 
There are some wireless sensor systems prototypes which 
are organized to calculate the efficiency of wireless 
sensor networks in a number of the healthcare 
applications. Though, wireless healthcare systems with 
good range of wireless technologies exist. This effort 
focuses on systems which are based on low-power 
wireless platforms for physiological and motion 
monitoring etc. 
Physiological Monitoring system: 
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The low-power sensors are used to measure a person’s 
vital signs (e.g.,pulse oximetry, respiration rate, 
temperature) in physiological monitoring applications. 
These applications can be expressed and organized in 
different situations, ranging from disaster response, to 
monitoring in patients in hospital, and monitoring for the 
old age people. While the triage protocols for disaster 
result is already exist [9], many different studies have 
found that they can be unsuccessful in terms of 
accurateness and the time to transfer the number of 
victims increases in incidents [11]. 

 
 
Fig, Medical information tag, or miTag for short, used in 
MEDiSN . The miTag is a Tmote, patient monitoring 
device that has a pulse oximetry sensor with LEDs, 
buttons and an LCD screen. 
Activity and movement Monitoring system: 

Motion and activity monitoring in healthcare is high 
resolution monitoring of motion and activity monitoring. 
For this kind of monitoring wearable sensors are used to 
measure limb motions, position, and muscular 
movements, and it can be useful in gait analysis athletic 
performance, and many disease rehabilitation. In this 
process a patient wears more than eight sensors equipped 
with MEMS accelerometers. These analyses can also be 
performed to improve the patient’s management and 
activity level, which is used to measure the effect of 
treatment. [10]. 
 
Large-Scale Behavioral and Physiological Studies 

System: 

The last application of Wireless sensor network in 
healthcare is their use in performing large-scale 
physiological and behavioral studies. The result of body-
area networks of small wireless sensors, always 
connected to sensor-equipped smart-phones, and cloud-
based data storage space and giving out services are 
important to a new example in medical research. 

V. FUTURE DIRECTIONS 

It is determined by the user’s interest and by recent 
advancement in software and hardware; the creation of 
wireless sensor networks in healthcare has shown their 
potential to change the practice of medicine. As we can 
look into the future, the competition between reliability, 
privacy and the capability to organize important systems 
that meet the requirements of applications even when the 
placed and operated in untested environments is going to 

establish the amount that wireless sensor networks will be 
successfully included in healthcare field. 

VI. Conclusion: 
The increasing rate of populations and the shocking rise 
in the rate of diabetes, with the levels of anxiety and 
tension, everyone needs daily checkups. As well as, the 
need for useful treatment methods with high quality 
and sensible price levels are absolutely driving the use of 
countless medical devices in which sensors have to play 
an important role. Besides that, the market of sensors is 
rising in protecting lives and in improving the quality of 
treatment delivered to patients. 
Adding together, sensors used in healthcare applications 
are also experiencing important advancements. For 
example, doctors in healthcare need real-time, 
dependable, and precise analytical results provided by the 
sensing devices that are currently using in monitoring 
patients. As a result the equipment requires to be suitable 
for different kinds of treatment. But these equipments 
must be patients friendly in both physically and 
technically, and should be small in size, light in weight, 
and energy efficient. These must be the increase in 
demand for high accuracy sensors with very high capable 
diagnostic abilities. Hence, the sensors play an important 
role in any notable modernization or advancement in 
healthcare devices. 
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ABSTRACT - Sensor network are said to be group of 

specialized transducer or device which normally responds to 

physical stimulus such as (sound, light, pressure, heat) and 

then turns the qualities of the  into recordable signals such 

as (mechanical and electrical signals). Sensor network 

consist of multiple detection stations called nodes, each node 

in a sensor network is typically equipped with a radio 

transceiver or wireless communication device, a small 

microcontroller, and an energy source. Sensor network 

plays a major rule in transportation management, medical 

area and especially in security doors. The platforms in 

which sensor operates on are hardware computing platform, 

transducers, operating system, and communication modules. 

Sensor network has so many applications such as 

industrial automation, in health care, automation and smart 

homes, video surveillance etc. Sensor networks are used to 

monitor complex phenomenon. There are so many areas in 

sensor networks such as the sensor network design and 

operation, platforms in which the operate, the application, 

and power management etc. This research work is going to 

explain the different areas. Sensor networks are categorize 

into two parts namely wired and wireless sensor network, 

but am going to talk more on wireless sensors networks 

because of its relevance in the society today. This paper 

concludes on making sensor networks better in the nearest 

future. 

Key words: sensor networks, their platforms, applications, 

types. 

I. INTRODUCTION 

Sensor networks basically operate on the principles of a 
transducer and can also act as a transceiver because 
sensors are made up of set of specialize transducer. These 
transducers can transmit and receive signal because of the 
radio transceiver or wireless communication device and a 
small microcontroller in the sensors. The sensor senses an 
input signal which could form sound, heat, light, and 
converts it to output signal which are called analog 
signals and this is done by system instrumentation. The 
incorporating of microelectronics and microprocessor 
technologies into sensors has enabled bigger functionality 
such as smart and digital communication capabilities to 
be built into the sensors [1]. 

Sensor network emerged from the military because it 
was mostly used as a mean of defense to watch over the 
opposite side, the two programs that form the (DARPA) 
i.e. defense advanced research project agency where: the 
distributed sensor network (DSN) and sensor information 
technology (SENIT) [2]. 

Traditionally sensor technology was characterized by 
large transducers, highly capable processing platform, 
complex signals and data processing software. This days 
sensor technology has developed some in such a way that 
the sensors are now smaller with the transducers working 
more effective, it can also be because they are being 
equipped with sufficient computing capabilities to run 
while on motion [5]. 

Sensor networks monitors setting at diverse locations, 
such like temperature, moisture, vehicular movement, 
lightning condition, pressure, soil frame, sound level. 
Generally sensor nodes consist of these components: 
sensing, processing and communicating [2]. Based on 
communication principle, sensor networks are wireless ad 
hoc. 

 A Network formed by nodes which communicate with 
the existing nodes over a wireless pathway. Nodes in the 
network oblige to sending data regarding each other. An 
essential desirable total property of such a wireless ad hoc 
network is that it is connected, i.e., it constitutes a 
connected grid [3].     A network consists of several 
nodes, each with collection of links, linking to other   
nodes, information flows hop by hop along a path from 
the spot of production to the point of use. In a wireless 
network like the Internet, each router connects to a 
precise set of different routers, forming a steering graph. 
In sensor networks, each node has a radio that transfers a 
set of communication links to the close by nodes   
[4].Sensor device in sensor network are resource 
constrained since they have restricted sensing capacity, 
processing power, and communication bandwidth. On the 
other hand, with a huge amount of such devices being 
deployed and aggregated above a large area, sensor 
network has extensive data acquisition and processing 
capacity. Thus, sensor networks are important distributed 
computing resources that can be shared by diverse users 
and applications. 

II. ARCHITECTURE 
Sensor networks consist of large numbers of nodes. 

single sensor nodes (or small, nodes)are connected to 
different nodes within the surrounding area through a 
wireless network, and they use a multichip routing 
protocol to communicate with nodes that are spatially far, 
Sensor nodes also have inadequate computation and 
storage capabilities: a node has a general-purpose 
microprocessor to perform computation and  little amount 
of storage capacity to save program code and data [6].The 
two commonly use types of communications channels 
are: wireless channel and sensor channel, Sensor nodes 
senses the stimulus (signals) created by events or other 
nodes over a sensor channel and further the detected 
signal to the cluster head, the cluster head then transfer 
the merged data to the other cluster head or to the sink 
nodes directly over a wireless channel [7].  

Sensor network nodes organize themselves into an 
effective grid arrangement, in which the network nodes 
are divided into different cells. One node in each cell is 
distinguished as the cell administrator, to signify the cells 
in the network. All Cell heads in the network form a 
higher level grid and the residual nodes form a lower 
level grid. A set of virtual cells are aggregated to form a 
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huge virtual group, which might consist of nodes from 
hundreds to thousands [8]. 

 
          Fig. 1.Organization of a sensor grid [9] 
Figure 1 illustrates the organization of a sensor grid in 

terms of its resource components. A sensor grid consists 
of wireless sensor networks (WSNs) and conservative 
grid properties like computers, servers, and disk arrays 
for the processing and storage of sensor information. The 
properties in the sensor grid are shared by several Virtual 
Organizations (VOs). Actually, so resource might belong 
to more than a single VO. Users from various VOs may 
access the resources in the sensor grid, even though the 
resources are not owned by their VO [9]. 

A simple Sensor Network Nodes consist of the 
following components; microcontroller, transceiver, 
external memory, power source and one or more sensors. 
The diagram above shows the relationship between the 
components of a sensor node. 
A. Microcontroller 

Microcontroller performs tasks, processes data and 
controls the functionality of other components in the 
sensor node. Microcontroller consumes less power and is 
more suitable for sensor node. They are of better choice 
and has more advantage than the micro processor, 
because of its flexibility to connect to other devices and is 
easier to program. Digital Signal Processors (DSPs) are 
appropriate for broadband wireless communication. 

Fig. 2 .a simple block diagram of a wireless sensor 
network 

B. Transceiver 

Sensor nodes make use of ISM band which gives free 
radio, huge spectrum allocation and global availability. 
Radio Frequency (RF) based communication is the most 
relevant that fits to most of the Sensor Network 
applications. Sensor network uses the communication 
frequencies between about 433 MHz and 2.4 GHz. The 
functionality of both transmitter and receiver are 
combined into a single device know as transceivers are 
used in sensor nodes. The operational states are Transmit, 
Receive, Idle and Sleep. 
C. External Memory 

From an energy perspective, the most relevant kinds of 
memory are on-chip memory of a microcontroller and 
FLASH memory - off-chip. RAM is rarely if ever used. 
Flash memories are used due to its cost and storage 
capacity. Two categories of memory are mostly used for 
the purpose of storage a) User memory used for storing 
application related or personal data. b) Program memory 
used for programming the device. 
D. Power Source 

Power consumption in the sensor node is for the 
Sensing, Communication and Data Processing. More 
energy is required for data communication in sensor node. 
Energy expenditure is less for sensing and data 
processing. The energy cost of transmitting 1 Kb a 
distance of 100 m is approximately the same as that for 
the executing 3 million instructions by 100 million 
instructions per second/W processor. Power is stored 
either in Batteries or Capacitors. Batteries are the main 
source of power supply for sensor nodes. 

The sensor nodes are normally scattered in a sensor 
field. Each of these scattered sensor nodes has the 
capability to bring together data’s and link them back to 
the sink. Data’s are routed back to the sink with the help 
of a multichip infrastructure less design through the sink 
as shown in Fig. 3 [10]. 

 
 
 
 
 
 
 
 
 

 
 

Fig.3. Sensor network scattered in a sensor field [10]. 
A sensor node consists of four fundamental 

components namely: the sensing unit, a processing unit, a 
transceiver unit and a power unit.  The power unit is said 
to be the most important unit because without power the 
sensor network will not work. It is mostly preferable to 
use solar energy in case there is power failure in 
electricity. They nodes may also have application reliant 
to extra components such as a location finding structure, a 
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power generator and, a mobilizer as shown in the diagram 
above [11]. 

Sensor networks hard ware consists of small sensor 
nodes with sensing, computation and communication 
capabilities. These sensors communicate using a wireless 
multi hop-Rf radio powered by small batteries.  Most   
Sensor Network hardware is described in the following. 
They are mostly categorized into tiny nodes i.e. (mote, as 
explain in figure 5) [12].  

 
Fig.4. Component of sensor nodes [11] 

          III. TYPES OF SENSOR NETWORKS 
There are different types of sensor networks, but base 

on my research work the commonly use sensor networks 
are visual sensor networks, sensor web and wireless 
sensor networks. 
A. Visual Sensor Network 

Visual sensor network is a network that is made up of 
spatially spread smart camera devices which are able to 
process and the fusing of images of a location from 
different angles into a form which is more valuable than 
the normal personal images [20].this network is generally 
consist of cameras which has communication system and 
storage capacities, it is the most efficient network that is 
being used in video surveillance and monitoring of the 
environment [20]. 

      
Fig.5. Block diagram of a sensor hard ware [12] 

B. Sensor Web Network 

Sensor web are known as geographic information 
system (GIS) that is particularly made for environmental 
monitoring [21]. Sensor webs are mostly used in harsh 
environments such as (deserts, mountain snow packs, and 
very cold region) for environmental science purpose [21]. 
C. Wireless Sensor Network 

Wireless Sensor Network is a network which is made 
up of RF transceivers, sensors and nodes, machine 

controllers, microcontrollers, and user interface devices 
with at least two interacting by through a wireless media 
[22]. The wireless sensor network is made up of nodes 
and each these nodes is being connected to one or more 
sensors, each of these nodes consist of a transceiver, 
microcontroller, and electronics circuit which link them 
together [23]. There are a lot more types of sensor 
networks, but the few I have mention are the once that are 
more relevant in the society now.  

IV. ENERGY CONSUMPTION OF SENSOR NETWORKS 
Energy consumption is a major concern in sensor 

networks. Because wireless communication is a lot more 
energy-consuming than sensing and computation, the 
transmission power of nodes should be properly maintain 
in such a way that the energy consumption is minimized 
so that it can extend the lifespan of the entire system [13].  
Sensor nodes, are microelectronic device and can only be 
powered with a little power supply (< 0.5 Ah, 1.2 
V).sensor nodes are fully dependence on battery life time, 
the misbehaving of some nodes in sensor network 
structure can result to major topological alteration and 
might entail reconnecting of system and reorganization of 
the network. Therefore, energy conservation and power 
management is very essential [10]. 

V. SENSOR NEWTWORK CONNECTIVITY 
Connectivity in sensor networks are said to be in 

different forms and they broadcast domain which are 
made up of radios i.e. (both the receiving and the 
transmitting end) are in the last part of form. This radio 
helps the node to communicate from one to another over 
a wireless channel [4].  The two types of network 
topology mainly use are mesh network topology and star 
network topology. Mesh network is like a point to point 
network system i.e. it allows the transmission of signal 
between the nodes in the same radio frequency [14]. The 
advantages of network topology is that it is more efficient 
and reliable and the disadvantages are the high power 
consumption and its complexity while for the star 
network as the name implies it’s a (single to  multipoint) 
network. It is a network topology that allows data to be 
transmitted and received from a control unit, the 
advantage of this network is that it is easy to operate and 
it’s consumes less power and the disadvantages is that it 
has a low transmitting power in order words the control 
unit (base station) must be with a close range [14]. 

VI. SENSOR NETWORK PLATFORMS 
Sensor networks platforms operates in two platforms 

namely: hardware platforms and software platform. The 
hardware platform consist of the physical component 
embedded in the system such as the microprocessor, 
antennas, capacity and other component that made up of 
this system while the software part is basically the (o s)  
operating system in which the sensor operates on. The 
network sensor platforms operating system are not like 
that of the personal computer but there are tiny operating 
system and is being limited to the hardware nodes only 
[15]. 

VII. SENSOR NETWORK APPLICATION 
Sensor networks applications are categorize into 

different types such as military, environment, health, 



Wireless Sensors 10th Research Seminar Series Workshop 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-126- 

home and other commercial areas [18]. Sensor network 
emerged from the military because it was mostly used as 
means of defense. Now development has taken place it 
does not only has function in the military it has different 
kinds of applications [16].Sensor network are mostly used 
in the battlefield operation such as detecting, locating, 
tracking, and tracking targets, it can also be used in 
situation and context awareness[human and 
computational devices] [17]. 
A.                ENVIROMENTAL APPLICATION 

Sensor networks in environmental application are use 
to monitor different habitat, agriculture development and 
also monitoring environmental surroundings which have 
an effect on crops and farm animals. [2] [18]. In 
environmental application, sensor networks are mostly 
used to monitor fire detection in the forest or farm, flood 
detection, humidity, temperature and the texture of the 
soil. This could be archived by installing a sensing device 
in each of these areas I mentioned previously to keep 
records of what happens daily so that the owner can take 
immediate action. "Imagine smart farmlands where 
literally every, vine plant will have its own sensor, 
making sure that it gets exactly the right nutrients, exactly 
the right watering. Imagine the impact it could have on 
difficult areas of the world for agricultural purposes." 
Intel Chief Technology Officer Pat Gel singer said [2]. 
B.            HEALTH APPLICATION 

Sensor network plays a big rule in healthcare unit. 
Most of the recent hospitals these days sensor networks 
are design to monitor patient physiological information, 
to manage the drugs administrations records and also to 
monitor patients and doctors inside the hospital for 
security reason [2][18].it also helps in enhancing 
emergency medical care i.e. (management in disaster area 
and transferring the patient involved).Sensor can be used 
to test the heart rate, oxygen saturation and serum 
chemistries measurements in the human system [19].  
Sensor networks are also used to watch the movements 
and inner processes of insects and other domestic animals 
such as dogs and other pet’s animals etc and keeps the 
records for future purposes [19]. 
C.          HOME APPLICATION 

Due to the advancement in technology smart sensor is 
being discovered and they are mostly used in sensor 
home, smart environment, smart kindergartens etc 
[2].Sensor are being used in smart kindergartens to learn 
about the behavior of children mostly in class rooms, it 
could be used as tags and to record voice in case there is 
any malfunction it reports to the central immediately [19]. 
In smart homes smart sensors are being embedded into 
different appliances such as lighting systems, vacuum 
cleaners, micro wave, televisions and other electrical 
appliances, the sensors interact with each other through 
(WLAN) wireless land area network with internet or with 
satellite [18].A home can be fully automated with the 
help of smart sensor, this is easy to archive by embedding 
a sensing device to almost everything in the house and 
there should by a central data base station to control the 
entire system. 
D.      OTHER COMMERCIAL APPLICATION 

Sensor could be used to monitor and control traffic on 
roads. For security purposes, it could be used to monitor 
movement and operations in banks and offices, in cars it 
could be used in the breaking system, security etc. Sensor 
network could also be used by the police force to trace 
lost items, restrictions and tracking of criminals. 

VIII. CONCLUSION 
The rapid evolution of sensor network has brought 

about many new applications due to the small size of the 
sensing node which can be easily embedded into the 
sensing device, unlike the large transducer used in the 
early 90s. This new application will make sensor network 
more relevant in the society and to the end users. The 
challenges mostly experience is the power consumption, 
and this could be solve by putting into consideration the 
transmission power of the node during the installation in 
order to be able to minimize the energy consumption of 
the battery. Finally this research paper concludes on 
making sensor network better and more significant in the 
nearest future. 
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Abstract-The rising cost of conventional construction 

materials and demand for higher load carrying capacity in 

structures necessitates researchers to pursue new 

technologies that can be implemented in today's world. 

Smart structure technology is one such field that attempts to 

address this requirement. 

Smart structures can be defined as structures which are 

designed to adapt according to varying needs so as to 

maintain their structural integrity and at the same time be 

truly safe and efficient. The research and design in this field 

is interdisciplinary, the details of which will be reviewed in 

this paper. 

Fundamentally, the nature of the materials used is what has 

progressed the most. The application of new generation 

materials such as shape memory alloys and 

Electrorheological fluids has opened up new possibilities in 

the design and retrofit of both existing and new structures. 

Smartness of sensors that help monitors the changes in the 

material in real-time play a vital role in the structural health 

monitoring scenario. Thus, this paper will briefly review the 

fundamental aspects of smart structure technology and the 

state-of-the-art. 

I. INTRODUCTION 

Conventionally, a structure is designed to meet its 
safety and reliability requirements by adopting passive 
measures in design and construction. Passive components 
rely on the rigidity and strain of materials used to 
withstand external forces such as those imposed when 
load increases and also in emergency situations such as in 
earthquakes and storms. This approach was considered 
sufficient as the technological advancement to implement 
active components into structures were limited.  

Progress has been swift and convincing with the 
advancement achieved in multiple disciplines of 
engineering which has enabled the use of smart 
components such as smart materials, smart sensors and 
smart actuators. The need has been greatly influenced by 
the attempts to retain structural integrity and safety of 
structures that is caused by emergency situations as well 
as aging.  An ideal smart structure should be able to 
respond normally in regular conditions and under 
irregular load conditions certain actuation systems must 
operate to counter external forces. Smart material 
technology has also contributed to this cause and a 
control system can be setup with the use of sensors for 
input measurements. 

II. SMART MATERIALS 

Materials that are used in construction have come a 
long way from just cement and bricks. Various materials 
have been embedded while designing structures so as 
improve safety and reliability.  

These materials are discussed as per their applications 
and will be mentioned further along. Only a brief 
description of certain materials applications are being 
mentioned in this paper. 

Certain materials that are good examples of smart 
materials are detailed below. 

PZT (Lead Zirconate Titanate) is a piezoelectric 
material that possesses the highest longitudinal expansion 
coefficient.  Being piezoelectric in nature, it can find 
applications both as an actuator as well as a sensor.  

 PMN (Lead Magnesium Niobate) acts upon an electric 
field that can produce a shape distorting strain which is 
called as the magnetostriction effect. This property 
enables it to be used as a micro actuator in smart 
structures. 

Nitinol falls under the category of shape memory 
alloys. There are two applications based on the modes of 
operation that are exhibited. It can be used for actuation 
when it subjected to controlled temperature variation and 
can be used to control vibrations as it can increase the 
stiffness of the adjoining medium when required [1]. 

III. SMART STRUCTURE RESPONSE CONTROL 

MECHANISMS 

The response modes of a structure can be classified into 
two on the basis of the feedback used. Open loop systems 
are those mechanisms that are activated only when 
necessary and the initial state is regained as and when the 
external stimulus dies.  Closed loop mechanisms involve 
the constant sensing and monitoring of external stimuli to 
respond continuously and also store the relevant 
parameters for future reference.  

Some of the seismic response control mechanism will 
be detailed in the following sections  

A.  Base Isolation Systems 
These systems are a passive control scheme that have 

been developed and used for mainly low and middle rise 
buildings. The concept is to provide a layer in between 
the structure and the ground which can damp the forces 
from being transferred entirely to the structure due to 
seismic activity. The resonant frequency of low and 
midrise buildings are particularly high in the presence of 
an earthquake and hence these base isolation systems are 
more effective [2].  

1) Elastomeric Bearings: These are structurally used as 
feet between the structure and the ground. They were 
initially made out of natural rubber and have been 
modified henceforth for improved properties. Bearings 
made from natural rubber had the inherent limitations of 
being subjected to vertical deformation and lateral 
bulging which were controlled upon by infusing steel 
shims. The addition of steel shims also had the advantage 
of improving the stiffness in the upward direction as 
compared to the downward direction. The essential 
property of the bearing which is low lateral stiffness is 
not compromised by the presence of the steel shims. 

The prime limitation is the inability to provide enough 
resistance to service load due to low lateral stiffness and 
hence are termed as low-damping bearings. Additional 
damping measures are required to cope with the 
variations in service load [2]. 
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“Fig. 1,” illustrates the operational modes of typical 
variants of ER bearings showing the structural differences 
between the types. 

2) Lead-Plug bearings: These are variants of the 
typical elastomeric bearings in structure as they have a 
centrally mounted lead shaft. The working is such that 
under low lateral forces the movement of the steel shims 
is kept in check and hence the bearing displays high 
damping. But as the lateral forces crosses their threshold 
the shims force the lead core to deform and the lateral 
stiffness is reduced as required in seismic shock 
situations. Hence the bearing modification has led to a 
higher damping that can adjust according to the 
requirement [2]. 

4) Friction pendulum bearings: Considerably different 
in construction from the elastomeric bearing, the original 
friction pendulum bearing has a flat siding surface upon 
which a bearing slides as per the imposed lateral force. 
The product of the vertical load and the coefficient of 
friction is what opposes the exerted lateral force. The flat 
sliding surface has an inherent disadvantage in not being 
able to restore the bearing to its initial position and this is 
not acceptable as the bearing can slide to far away and 
fail. 

The flat surface of this design gave way to a concave 
sliding surface so as to provide a restore force that can 
bring the bearing back to the original position. The 
surfaces are coated with materials such as Teflon to 
provide a low coefficient of friction. Also a double 
concave surface has been used in the recent past which 
permits the use of smaller bearings and hence the 
efficiency has been greatly improved upon. They are very 
low maintained and the various coating protects the 
structure from various aging effects such as corrosion [2]. 

B.  Passive Energy Dissipation Systems 
Mechanical devices such as Tuned Mass Dampers are 

used to dissipate the external force that is input on the 
structure; these devices can be collectively termed as 
passive energy dissipation systems. They are built to pick 
up vibrations which are on the fundamental resonant 
frequency of the structure and hence have limited 
effective mode of operation. The advantages are that the 
damping force generated is directly scaled as per the 
requirement and the fact that no external power is 
required which enhances reliability of operation in 
emergency situations[2]. 
 

 
Fig. 1. Types of bearings and their operation [3]. 

1) Tuned Mass Damper: They are a three component 
system that has an auxiliary mass, spring and damper 
which are secured onto a point usually at the top of the 
structure. The ideal example of such a system would be 
an automobile’s suspension system where the axillary 
mass is the wheel, the damper is the shock absorber and 
the structure is the body of the vehicle. Tuned Mass 
Damper (TMD) dampers have to be tuned to match the 
fundamental frequency of the structure and hence are not 
very effective for seismic control as there are multiple 
frequencies to be dealt with. Also it must be noted that 
these systems occupy a rather large area and hence may 
not be feasible in all situations [2,4]. 

2)  Tuned Liquid Damper: Here the auxiliary mass is a 
liquid like water. The restoring force is gravity and the 
liquid serves as the mass as well as the damping and 
restoring systems. The two main types are the sloshing 
damper and the column damper. The structures are very 
different in the two and can be clearly observed in the 
diagram. 

The advantages come in the enhanced lateral damping 
that can be achieved due to the liquid movement and also 
the liquid can be used as fire prevention scheme. The 
analysis is complicated because of the non-linear 
response presented by the movement of liquids. Finally 
the space required for implementation is quite large and 
this can be attributed to the fact that liquids are less dense 
than solids such an s concrete in general [5]. 

4)  Metallic Yield Devices: Here, the varying hysteresis 
of different metals is used to dissipate seismic energy.  
The inelastic deformation of metals is carefully 
considered and strategically placed amongst the different 
structural members of the building. Their inherent 
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reliability and the capability to increase the strength of the 
structure are their advantages while the nonlinear 
deformation is a cause for the inaccuracy that can arise in 
analysis [2]. 

5) Viscoelastic dampers: By using viscoelastic 
materials such as rubber and its polymers, dampers can be 
made to possess a linear response. The construction of 
this type of damper is by placing such viscoelastic 
materials in between supporting structures so that the 
energy is easily absorbed. The linear behaviour allows for 
the effective application to both seismic and wind 
vibrations. The disadvantages are the dependency on 
frequency and temperature for the performance which 
reduces the reliability to an extent [2]. 

6)  Viscous fluid dampers: Since 1980, the hydraulic 
shock absorber technology has been used to make 
effective viscous fluid dampers that can be used for 
structures. The fundamental reason that using fluids 
would enable damping in all six degrees of freedom was 
what pushed the development. These like the viscous 
elastic dampers have linear response but are temperature 
and frequency dependent [6].  

C. Semi active damper systems 
Passive systems which had a control unit and actuator 

mechanism can be called as semi active damper systems. 
These bridge the active and passive systems to produce 
systems which are low cost and not any more susceptible 
to power disruption. A key point to note is that the 
damping cannot exceed the limit from that which can be 
achieved by the passive damper used in the system. So a 
more controlled passive system is effectively created 
which also means that these systems are not too complex 
to conceive. 

1)  Semi active tuned mass dampers: Here the control 
force is only to used to change the damping of the 
considerably smaller damper mass. Hence the power 
required to achieve the adjustment in damping is not great 
and can be provided from low power sources such as 
batteries. This also facilities the chances of systems 
instability in a situation where external electric power 
maybe disrupted such as that faced during an 
earthquake[7]. 
An existing implementation of this type of damping is 
show in “Fig. 2,”. This is the Taipei 101 building which 
uses a spherical mass near to the top of the structure to 
counter swaying motion. 

2) Semi active Tuned Liquid Dampers: The variations 
in damping are achieved in the designs that have been 
previously mentioned in the passively tuned liquid 
dampers. In the case of a sloshing damper the effective 
damping is reduced by changing the direction of viens so 
as to vary the tank length. In the column damper variant, 
the orifice opening is varied so as to control the rate of 
flow of the fluid and hence achieve variable damping [9]. 
 

 
Fig. 2. A semi active mass damper system used in the high rise Taipei 

101 in Taiwan [8]. 

3) Semi active Friction Dampers: Actuators are used to 
provide a normal force that will counter that by friction 
and hence help in controlling the damping. Piezoelectric 
friction dampers are a variation where the stiffness of the 
structure is controlled by providing a locking and 
unlocking mechanism between structural components and 
being adaptive in nature does not cause any sort of 
instability in the controlled structure[2],[3]. 

4) Semi active Vibration Absorbers: Both damping and 
stiffness can be controlled by these dampers. The fluid 
viscosity accounts for the damping control while the 
stiffness is controlled by the valve which regulates the 
flow of fluid in the damper system [10]. 

5) Semi active Stiffness Control Devices: A balanced 
hydraulic cylinder is used to control a beam to brace 
arrangement. As per the requirement for stiffness the 
brace can be disengaged from the beam and thereby 
adjusting the structures stiffness. This decreases the 
resonant frequency responses in the associated structure 
in the presence of seismic events[11]. 

6) Electrorheological Dampers: These are based on 
hydraulic damper systems with the difference being in the 
nature of the fluid that is being used. The fluid in 
Electrorheological Dampers (ER) consists of a non-
conducting viscous fluid embedded with dielectric 
particles. These dielectric particles can restrict the rate of 
low of fluid as and when an electric field is applied to the 
fluid. This means that there is quick response from the 
fluid as per the damping requirement. The fundamental 
limitation is the lower yield stress offered which limits its 
applications. 

7) Magnetorheological Dampers: Similar to the ER 
dampers mentioned above, the magnetoheological (MR) 
dampers use a viscous fluid with magnetic particles 
embedded into it. The working of a MR damper is shown 
in fig x and it can be seen that actuation takes place by the 
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movement of the plug. The advantages when compared to 
ER fluid is the higher yield stress offered and also the 
negligible drop in performance due to impurities added 
during the manufacturing process [2]. 
 

 
Fig. 3. Working mechanism in a MR damper [12]. 

8) Semi active Viscous Fluid Damper: Here are an 
external valve is linked to the main container and the flow 
of the fluid is restricted and freed up by the regulation of 
this valve. The valve is usually a solenoid which requires 
very low electric power and can be controlled on the basis 
of a pre assigned algorithm. The major applications have 
been in bridges. 

D. Active Control Systems 
As discussed earlier, passive systems lack the ability to 

adapt and hence are not flexible enough to work in 
multiple situations. An active system essentially is a 
powered passive system with constant structural system 
monitoring. This enables the damping to be adjusted 
according to the requirement and hence work on more 
than just the fundamental mode of vibration. Let us look 
at the some of the systems that fall under this category. 

1) Active Mass Dampers: These are very similar to the 
TMD which is passive in nature. The difference is the 
presence of an actuator between the free end of the 
damping mass and the structure which can regulate the 
damping. These dampers require lower actuation force as 
the damping mass is generally light when compared to the 
mass of the entire structure. The limitation is that the 
effectiveness is regulation reduces when the higher 
frequencies of vibration are concerned. 

2)Active Tendon Systems: The design involves the 
placement of pre stressed tendon shaped structures 
connected firmly at one end to the top layer and the lower 
end to an actuator with pistons on each side. Seismic 
vibrations causing drifting motion are effectively 
countered by this system. The advantages are that the 
existing structural members can be used and hence little 
modification is only needed to implement this system. 
The other advantage is the ability to be used in both the 
continuous and pulsed time modes. 

3) Active Brace Systems: These are systems which used 
a hydraulic actuator to existing braces. The brace can be 
of any type such K and X with the actuator being 
accordingly located. The feedback from the structural 

response is used as the control signal to power the 
actuator to meet the vibration requirements. 

E. Hybrid Control Systems 
The passive, semi active and the active systems 

discussed till now all have certain limitations which make 
their application base limited. Hybrid systems combine 
the technologies to form a system which can be adapted 
to most structures effectively without having any 
significant drawbacks. Let us look at some variants below 
[2]. 

1) Hybrid Mass Dampers: A hybrid mass damper 
combines a TMD and an auxillary mass damper (AMD). 
Here the fundamental vibrations are handled by the TMD 
and the other modes are handles by the control of the 
AMD. The benefits are that the actuator used is of 
considerably small power requirement and the system is 
cheap to implement. The size is considerably large which 
can be a limitation is certain cases. 

2) Hybrid Base-Isolation System: It is a combination of 
the passive base isolation system along with the active 
tendon system. Another variant that is seen is by the use 
of MR dampers for the base isolation so that there is more 
active control which further enhances the response of the 
structure. 

3) Hybrid Damper-Actuator bracing Control: This 
system is an adaptation of passive and active damping at 
many levels. Here the braces which are present as 
structural dampers are attached to both passive dampers 
and/or actuators varying from floor to floor. The 
flexibility is the fact that structures can be fine-tuned as 
per the requirement of the design. This control technique 
is arguably the best technique that can be used from what 
we have seen so far. 

IV. SENSORS USED IN SMART STRUCTURES 
So far we have discussed the techniques used to adapt a 

structure so that it can resist uncharacteristic dynamic 
forces the structure may encounter in its lifespan. Sensors 
are a big part of the control algorithm as active systems 
can adapt only if they have sensor measurements. The 
widely used sensors are discussed in the following 
paragraphs. 

Fibre optic sensors are based on optical fibres which 
are very useful due to their dimensions which make them 
virtually invisible to the structure. Their application is 
primarily in monitoring systems that can help assess the 
deterioration of various components within a structure 
that are inaccessible from outside. “Fig. 4,” depicts an 
application of an optical sensor that is based on 
Microelectromechanical system (MEMS) technology 
which can monitor the structural integrity and hence 
improve reliability.  

Linear or rotary variable differential transducer 
(LVDT) measures linear or angular displacement is 
measured by using the principle of electromagnetic 
induction.  The flux linkage between two externally coils 
is varied by a rod which is strategically attached to the 
smart structure. The vibration will reflect in flux 
variations and hence the reference voltage between the 
two coils can be used to assess the displacement. The 
limitation that is most predominant is that the coils have 
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to be stationary and this is impossible to achieve when the 
entire structure is moving such as in the presence of an 
earthquake. 

Accelerometers are the latest and highly opted for type 
of sensors since acceleration is a term that can be 
analysed for parameters such as displacement and 
velocity and force without perceivable errors. Another 
important feature is their ability to measure in the three 
axes making them very useful in unpredictable situations 
[2].  

The performance criteria of accelerometers would be to 
have a reasonable sensitivity, frequency range and 
accuracy which are all well met by today’s sensors.  

 

 
Fig. 4. An embedded fiber optic sensor within a high-temperature 

material [13]. 

Strain Gauges rely on material deformation which can 
be measured. It can be defined as an elastic device with 
linearly varying resistance as per the applied strain. The 
Gauge factor is the specific performance parameter that is 
used for these gauges. They are highly location specific 
and hence will require being in a network so as to attain 
useful results [2,14]. 

 
Fig. 5. Smart components identified in a bridge, building and tunnel 

[15]. 

V. CONCLUSION 
The smartness is not limited to just buildings in 

earthquake and high speed wind areas; any structure can 
benefit with the use of such technology. The effects of 
ageing on the structural integrity of bridges and other 
such low maintenance structure has improved reliability 
manifold. 

The importance of smart components can be best 
summarised by “Fig. 5,” which clearly identifies the key 
smart components in a building, bridge and tunnel.  

It is evident that smart structures have come a long way 
and there is a constant requirement to continue 
development. A good example is the implementation of 
many mechanisms discussed in the Japanese city of 
Tokyo which is very susceptible to earthquakes. Smart 
structures in the future will be more intelligent and 
adaptable like most of our other artificial intelligence 
systems.   
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ABSTRACT: Intelligent Transport Systems aim to tackle 

the problems of road safety and congestion. Importance of 

Intelligent transport Systems (ITS) crop up when congestion 

in traffic causes problems. Information and communication 

technologies may be extensively used on the roads in future 

in so-called ‘Intelligent Transport Systems’ (ITS). Systems 

that warn of upcoming hazards or intervene to avoid them 

could prevent accidents. ITS could also enable road 

charging and the better provision of information to drivers, 

which may help to reduce congestion. 

Roads equipped with electronic tolling and variable message 

signs, passenger vehicles with navigation products and 

emergency notification systems, commercial vehicles 

equipped for nonstop weighing and cross-border credentials 

checking, transit vehicles containing location and 

communications systems, infrastructure to automatically 

track and support the better management of traffic flow—

confirms that ITS is gaining significance in future. 

ITS applications can be grouped within primary categories:  

Advanced Traveller Information systems (ATIS), Advanced 

Transportation Management Systems (ATMS), ITS-

Enabled Transportation Pricing Systems, Advanced Public 

Transportation Systems (APTS), and Fully Integrated ITS 

Systems (VII and V2V Systems). 

Transportation systems also include a wide and growing 

suite of technologies and applications systems, in-car 

navigation (telematics) systems, vehicle-to-infrastructure 

integration (VII), vehicle-to-vehicle integration (V2V), 

adaptive traffic signal control, ramp metering, congestion 

pricing, fee-based express (HOT) lanes, vehicle usage-based 

mileage fees, and vehicle collision avoidance technologies. 

These technologies include the latest in computer, electronic, 

communication and safety systems. 
 
KEY WORDS: ATIS, ATMS, ITS-Enabled Transportation 

Pricing Systems, APTS, VII and V2V Systems. 

 

I. INTRODUCTION 

Karl Benz is the pioneer of the automobile industry who 
built the first practical automobile in 1885 in Mannheim, 
Germany. With the passage of time the automobiles 
replaced the conventional means of transportation at those 
times such as horse-driven carriages. [1] 
      Enhancement in automobile industry causes more and 
more traffic on roads and as a result of that traffic 
congestion occurs more often. Also number of accidents 
also increases day by day. So it was the need of time to 
make some improvements in traffic movements on the 
rood. 
With the technological advancements automobile industry 
grew very fast and automobiles became more and more 
affordable for the masses. It can be visualized from the 
fact that there are more than 250 million vehicles just 
within United States. There are more than 806 million 
cars and mini-trucks and cars around the world.[2] 
  In recent decades IT is emerged as big tide of sea. We 
can stay connected with whole world sitting in our room. 

Distance has been virtually reduced. The entire world is 
far just a click of mouse. With progression in IT different 
fields of life are very positively affected like Speed and 
Accuracy in information Processing, Global Social 
Interaction, Entertainment, Communication, Economic 
Advancement, Education, and Health. Improvements in 
IT are increasing exponentially. 
With the development of information technology in many 
industries, IT is also making improvements in 
transportation systems. Improvement of road systems in a 
country shows the development of that country but this 
improvement is not solely dependent on making new 
roads and bridges but also on how excellent they are 
managed, IT is used to give signals and warnings and 
effectively they are communicated to each other using 
wireless technology. 
The technologies that are used in internet and cell phones, 
iPods are driving next generation advancement in cars 
and vehicles to communicate with each other. These 
connected vehicles can reduce the traffic congestion, 
traffic accidents, reduce the journey time, and increase 
the public transport efficiency. 
 

II. WHAT IS ITS? 

ITS (Intelligent Transportation system) is a combination 
of various tools, sensors, soft wares and communication 
technologies to make transportation system more efficient 
and safer. It provides solution to traditional problems of 
transportation. ITS can be used to amend congestion 
problems, air pollution, travel time delay and safety.   
ITS can make travelling more expedient by   providing up 
to date and accurate information on internet or on other 
gadgets. ITS can also be used to tell forthcoming hazards 
and possible delays. 
The main purpose of Intelligent Transport System is to 
improve transportation, safety, efficiency and the 
Environment and reducing waste of fuel. 
Intelligent Transport Systems resulted into safer, more 
efficient and more eco-friendly movement of vehicles. 

III. BASIC ELEMENTS FOR THE FLOW 

OF TRAFFIC  

Before going into details of ITS some basic elements of 
traffic should be defined. 
There are four basic elements on which stream of traffic 
depends [3] 

1- Flow 
    Flow is defined as the number of vehicles 
passing through a reference point in one hour 
mean number vehicles per hour. 

2- Speed 

     It is distance travelled by a vehicle in a unit 
time. In some countries it is expressed as 
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km/hour and in other it is measured in 
miles/hour. 

3- Density  

 Density of traffic is defined as number of vehicles 
existing in one hour over a unit length. 
Furthermore traffic density can be defined into two parts 
a) Jam density:  in this case traffic flow is not very 

good meaning vehicles are not travelling at upright speed. 

Flow of traffic is minimum in this scenario. 

b) Optimum density: in this case traffic flow is 

maximum and vehicles are moving without any hazards. 

4- Headway: 

It is the distance between two vehicles moving on 
highway. If density is maximum then headway is 
minimum or if traffic density is less then headway 
distance will be more. 

 
IV. CATEGORIES OF ITS[4] 

• Advanced Traveller Information Systems (ATIS) 
 

      In this application driver of the vehicle is updated real 
time information. This information may be related to 
traffic updates, weather updates. Through this driver can 
also be informed and navigated for transit route or 
alternative route, parking information. Moreover this real 
time info can be used by people who are planning a trip 
so that they can well-plan their trip before travelling. 
These real time information can be provided by simple 
three aspects; collection, processing, distribution of 
information. All of these processes are done by using 
different techniques, sensors and technologies. As shown 
in figure [5]. 
A company named CVIS (Cooperative Vehicle Infra 
structure System) doing a project of European 
Commission with collaboration of Intel, they have 
designed a chip fitted in the vehicle which can send and 
receive real time information. 

            
 
       

• Advanced Transportation Management 
Systems (ATMS) 
 

ATMS is technique used by Traffic Operation Centres 
(TOC). They use road side cameras, Ramp Metering, 
adaptive traffic signal and other equipment to get real 
time information of roads and highways, so that they can 
predict road congestions and guide the vehicles to transit 
or alternate routes. 
     Adaptive traffic signal is using a technique in which 
traffic signals have to operate in such a way that no traffic 
congestion can be caused. Most of traffic congestion is 
caused by poor timing of traffic signals.  
Another key feature of advanced transport management is 
Ramp Metering. Ramp meters are traffic signals operated 
by cameras fitted on freeways which are used to break 
clusters of traffic entering on the freeway. Ramp Meters 
may be deployed at entrance or exit of freeways. 
            Vehicle Probes can also be used as technique for 
ATMS. In this system travelling time can be found by 
using mobile phones of GSM networks. Any GSM 
mobile in vehicle moving on a highway can be used as a 
probe so in this way real time traffic information can be 
determined on the highway. 

 
 

• Advanced Vehicle Control Systems (AVCS) 
 

It is the technology in which vehicle act as intelligent 
machine mean it increase the handling and control of 
driver to make journey safer and proficient.       
When an emergency situation occurs or vehicle is about 
to collide then AVCS is a technique in vehicles that 
makes vehicle to apply braking by it or steer away vehicle 
from collision by its own.  
  Collision warning systems in more classy cars alert 
drivers for possible imminent collision. 
AVCS can do tasks like, when a vehicle is reversing back 
and there is a possibility of collision from rear then 
vehicle sensors give warnings to the driver. If driver does 
not perform any action then automatic system can stop 
the vehicle from possible collision. Also if there is any 
pedestrian at reversing vehicle, driver will also being 
warned accordingly using short range sensors. 

 
 

• Commercial Vehicle Operations (CVO) 
 

 Providing services and safety to commercial vehicles is 
also an important aspect. As it is responsibility of 
government to provide better and safer transport to people 
travelling in commercial vehicles. 
If a commercial vehicle passes through check points this 
service will allow vehicle to continue moving without 
stopping. This can be done by communication of vehicle 
and the inspection station before reaching checkpoint. So 
in this way much of time can be saved. When a 
commercial vehicle is moving on a main line speed 
automatic road side safety inspection can monitor driver’s 
attentiveness level and critical vehicle constituents like 
brakes. If any serious accident happens to commercial 
vehicle an integrated component can send the accident 
notification and location to the concern authorities. 
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• ITS-Enabled Transportation Pricing Systems 
 
ITS is also used to get road usage tax fares and toll collection 
without stopping the vehicle. 
When a vehicle passes through a toll plaza the driver has a 
device which can be used for giving tools without stopping 
for cash payment. Or some cars have tags at windshields 
which are used for toll charging without slowing the vehicle. 
In this way travel time can be decreased. Some countries 
have introduced charging of vehicles entering in busy urban 
areas so that traffic density can be decreased, it is known as 
‘congestion charging’. 

 

• Advanced Public Transportation Systems (APTS) 
     
This technology is used for public transport system to get real 
time and latest location of transit bus or train or taxis. These 
locations are gathered by traffic operations and then give this 
real time information to all sources from where a person can 
get real time updates. In these way passengers who are 
planning to use public transport can know the possible time 
for their journey. The whole operation is illustrated in the 
figure below 
 

• Vehicle-to-Infrastructure (VII) Integration 
 

In this technique vehicle has devices fitted in it which can 
communicate to other devices mounted on road sides like 
nodes or devices which can warn the driver of upcoming 
hazard. In this driver can be given information of speed 
camera on the way, school area or pedestrian crossings etc. 
Intel is doing a lot of work to design chips with sensors 
that can be used for VII technology.[6] 
Highway Advisory Radio are also designed to provide 
information while travelling 

 

 
• Vehicle-to-Vehicle Integration (V2V) 
 
This technique is developed to make vehicles intelligent 
and in this way vehicles on the road can talk to each other. 
Head-on warning is the phenomenon in which an early 
warning system warns the drivers of  two cars moving 
towards each other in same lane from possible head on 

collision. But for this type of warning both vehicles should 
be fitted with same equipment. [3] 
    Adaptive Cruise Control (ACC) is also now a days   in 
operation .When ACC is activated the vehicle calculate the 
headway distance from next vehicle and continues to move 
at settled speed until separation distance remains same. 
Otherwise vehicle starts applying brakes or down shifting. 
Another service is also proposed to give a graphical 
image of other vehicles when there is low vision like in 
night or foggy condition. Video image processing 
technique is under concern to develop a system that will 
assist driver to keep in correct lane. [3] 
 

 
 
 

 
 

V. REQUIRED TECHNOLOGIES FOR  

ITS [5] 

 

• Satellite location 
 
IST is same as global positioning system (GPS). GPS is 
also used in route navigation and direction of journey .A 
receiver fixed in vehicle uses several different satellites to 
find the current position of vehicle. This technology can 
also be used to fit a GPS device in a car or truck to find 
how many miles the vehicle has travelled in a year so that 
it can be charged for user fees or tax to fund the 
transportation system. 
 

• Mobile telephony 

 
Mobile telephony can also be used for ITS using second 
generation (2G) or third generation (3G) mobile 
telephone networks, So that information can be sent and 
received at any remote area where mobile networks 
operate. But disadvantages of this technology are that it is 
expensive way of communicating because networks 
operators have to cover these costs. And also it is quiet 
slow process of communication for safety and crucial 
applications. 
 

• Wireless networks  
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It is similar to technology used for wireless internet .in 
this technology wi-max can be used so that latest traffic 
updates can be sent to vehicles. It can also be used to 
communicate in between cars attached with nodes or to 
communicate nodes attached on the road side. Main Cons 
of this technology is that it has few hundred meters range. 
 

• Roadside Camera Recognition 

 
Cameras on road side can be used for charging vehicles 
as entering in congestion charging area or if a vehicle 
entered in a No entry lane. These cameras can be able to 
identify registration number of the vehicle, which then 
send information to main server in office, from where 
they can send charges to the driver of that vehicle. 
 

• Dedicated-Short Range Communications 

 
It mainly uses radio frequency identification (RFID) 
technology. In this technology a tag is attached to 
vehicles usually to government vehicles or cabs. 
Through these tags traffic control office can know traffic 
flow in certain area. These tags can also be used for 
congestion charges, electronic toll collection or vehicle to 
vehicle communications. 
 

 
 

• Radiowave or Infrared Beacons 

 

Radio wave or infrared beacons can also be used to 
communicate real; time traffic information. It is used in 
Japan. Radio wave beacons are used on express way and 
infrared beacons on trunks roads. 
 

• Ultrasonic Detectors 

 
Ultrasonic detectors are also used to determine 
parameters on road. They are used to find speed, volume, 
occupancy and classification. 
 

VI. BENEFITS OF ITS 

With such a massive increase in the demand of vehicles, 
there are more and more infrastructural and traffic 
management requirements. The transport infrastructure 
consists of the fixed installations necessary for the 

transport such as roads, bridges, flyovers, interchanges, 
junctions, sign boards, traffic signals etc.  
Conventional Modes of Handling transportation issues: 
Although infrastructural improvements such as building 
new highways, adding additional lanes, building bridges 
and flyovers are mandatory for the ever-increasing traffic 
on the roads[7]. But such changes cannot guarantee to 
solve the traffic congestion issues and making it more 
safe and secure. Possible means of infrastructural 
improvements can be: 

- Signal free expressways. 

- Building Bridges and flyovers. 

- New motorways and highways. 

- Road extensions to add additional lanes. 

Barriers for Infrastructural improvements: There may be 
many constraints to the infrastructural improvements such 
as:  

- Environmental constraints. 

- Economic constraints. 

- Natural constraints. (Insufficient land, difficult 

terrain, weather conditions, no alternative traffic 

routes for road works). 

Information Technology and Transportation: 
According to Moore’s Law [8] the number of transistors 
that can be placed inexpensively on an Integrated Circuit 
doubles after every two years. This trend has continued 
for more than half a century. Such was the speed of the 
advancements in field of Information Technology that it 
has revolutionized all the areas of life. While it has 
transformed most aspects of human societies it has in the 
early stages of transforming transportation systems. IT 
offers vast range of opportunities to enable different 
elements in the transportation system to make well 
informed decisions. It can significantly help solving the 
transportation issues such as traffic congestion, safety and 
convenience.  

1) Safety 
Road safety is one of the major benefits of 
intelligent transportation system.  

 
 

 
- According to the statistics of UNECE (United 

Nations Economic Commission for Europe) for 
ECE region during year 1997, 164,677 persons 
were killed and an estimated 6,118,844 persons 
were seriously injured.[9] 

- In United States, for the same year (1997) a 
traffic accident occurred every five seconds 
amounting to more than six million accidents. 



10th Research Seminar Series Workshop Transport 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-137- 

One person was killed every 13 minutes due to 
these accidents. 

- Around the world, approximately 1.2 million 
persons lose their life due to road accidents. 

 
A wide range of ITS applications, utilizing real time data 
collected from various sources, can be used to avoid such 
accidents. During the last few decades different 
automotive enhancements took place and traffic 
regulations were put in force to help avoid such accidents. 
Such as Antilock braking system, Air bags, Seat belts, 
Speed limits. These things were adopted considering that 
accidents would occur and these things will help in the 
event of crash. But recent technological advancements 
have given us a room to completely re-think our strategies 
for vehicle safety. Now technology promises us to have a 
situation where we can guarantee that no accidents could 
occur. Artificial Intelligence and Imaging processing 
techniques is advance enough to detect the hazards on the 
road and can automatically perform the necessary actions 
such as automatic speed decrease and change of lane to 
avoid possible accidents that could normally happen due 
to human factors. 

 
2) Improved Performance / reduced congestion 
3) Mobility and Convenience. 
4) Environmental benefits. 
5) Productivity 
6) Economic and Employment Growth. 
7) Overcoming natural and infrastructural 

constraints with ITS. 
 

VII. CONCLUSION 
Transport system is widely recognized as a pivotal factor 
for the economic growth. Without transport neither 
production nor consumption of goods is possible. 
Production requires raw materials, fuels and labours from 
different locations, and consumption requires delivering 
these products to the market and to the end consumer. So 
an efficient transport system plays a key role in country’s 

economic development. It provides more trade 
opportunities and a greater spread of people. [10] 
It helps societies to flourish. Without transport access to 
healthcare and education is not possible 
All these needs make the need of an efficient transport 
system built along the well-connected communication 
networks that could enable the use of wide range of 
applications that could help maintain the transportation 
network both for the commuters and the authorities. 
Today’s technology is advanced enough to offer such 
solution. Google have had a test run of such driverless 
cars, which can go from one point to another, while they 
were collecting the 3D data of different cities. [11] 
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Abstract-In the past few years car and road safety has been 

the focal point of car manufactures and worldwide road 

safety organizations. Vehicles are envisioned to become 

more intelligent and autonomous relying less on human 

involvement. Researchers are now focusing on making 

transportation more intelligent by creating a network 

infrastructure where cars are able to exchange information 

in an ad-hoc mode and at the same time communicate with a 

transportation centre through road side units. In this 

network, moving cars are considered as nodes that create a 

mobile network where safety information and other data 

can be exchanged. Several issues both in software and 

hardware are still under investigation by many researchers. 

For instance, technologies that are capable of supporting 

such a network infrastructure, protocols that can be used, or 

services and traffic information that can be exchanged.  

This paper aims to present the concept of an intelligent 

transportation network that is based on car-to-car 

communication. Furthermore, the network architecture as 

well as the access technologies that can be used to realize 

such a network are investigated.  

Keywords: Intelligent transport system (ITS), Vehicular ad-

hoc network (VANET), car-to-car communication (C2CC) 

I. INTRODUCTION 

The last few years the population and the 
urbanization grow rapidly. This leads to an increase in the 
traffic congestion mostly on urban areas. There are 
several drawbacks with this situation, such as the 
increasing of the pollution on the environment, the rising 
on the travel time which increase the chances of having 
traffic accidents, and the increase of fuel consumption. In 
order to counter this continuous rising issue, scientists 
around the world are trying to improve the transportation 
network to be more intelligent. The main name of that 
initiative is called intelligent transportation system (ITS).  

ITS is based on a network on which vehicles can 
communicate to each other to exchange important 
information. In addition, the transport infrastructure will 
be able to communicate with vehicles too for gathering 
any type of information that is concerned with the traffic 
status on the roads and also transmit emergency 
information about the traffic condition. This system will 
work in manner of making the driving more efficient by 
using active rerouting services on finding the best route to 
a destination, also to reduce accidents by  transmitting 
vital information, for instance, inform the drivers about 
road works, accidents and so on.  

There is a plethora of applications that can be used in 
such a system for making the city life easier and less 
stressful. So this inter-vehicle communication can be 
divided on two main categories the vehicle to vehicle 
communication (V2V) and the vehicle to infrastructure 
communication (V2I) [1].  

This system can also be called Car to X 
Communication (C2XC) and it can be split in car to car 
communication (C2CC) similar to the V2V and to car to 
infrastructure communication (C2IC) as with V2I [2]. 

 

 

Figure 1: Car 2 X communication scheme [2] 

As illustrated in figure 1 there are several people that 
benefits from the car to X communication. Those are: 

� Road operators, who now are able to monitor the 
traffic condition of the area and control it in a 
more efficient way. 

� Drivers, can now be aware about emergency 
situation that can be come across on his route 
and also will be able to get active route 
recommendations. 

� Internet service providers, can benefit by 
installing vehicle communication systems [2]. 

CAR TO CAR COMMUNICATION  

The car to car communication is based on an ad hoc 
network that will enable a car to transmit and receive 
information from the other cars that will be close to it. 
Car to car communication, which can be also referred as 
Vehicular Ad hoc Network (VANET), enables a plethora 
of services for vehicles. For instance, it can be used to 
inform the driver about up-to-date traffic and weather 
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conditions or active navigation systems. In order to 
realize such a network, researchers need to work on 
solving several challenges on technology, protocols and 
security [3].  

The VANETs use a multi-hop network technique 
similar to the mobile ad hoc networks. Because of the 
high mobility of the vehicles the network topology 
changes rapidly. Furthermore, the fact that all vehicles 
share the same medium access channel results in network 
collisions in case many cars exchange information to each 
other, for instance, in a traffic jam situation. Hence, a new 
dissemination protocol is needed. Moreover, new security 
techniques need to be introduced in order to cover the 
needs of such a network to guarantee reliable and trusty 
services. The quality of service and the high speed real-
time communication are very crucial in order to meet the 
requirements of the system [3]. 

The efficiency of this system is highly related on the 
penetration in the market. For example, an accurate traffic 
estimation will be feasible if only a great number of 
vehicles are equipped with the needed module for 
transmitting and receiving data. Thus, technology is not 
the only issue on implementing a system like this. There 
is a need on finding the right business strategies so that 
the technology will penetrate the market [3]. 

 

 

Figure 2: Car to Car communication 

CAR TO INFRASTRUCTURE COMMUNICATION 

Another very important service in the future 
intelligent transport system is the communication 
between vehicles and fixed road side units (RSUs). These 
units can be used to expand the ad hoc network by 
forwarding messages or they can also be used as 
gateways that can connect the vehicles with an 
infrastructure network which can provide in turn internet 
access. The RSUs can be placed along the road on the 
road signs or traffic lights. Road administrators can use 
those units to broadcast specific information to the drivers 
about traffic status, road works, weather information and 
every other similar information that can be useful for a 
more efficient travel. One important thing is that even if 
the car to car communication is not well penetrated in the 
market the RSUs are not affected by this [3][2].  

The cars will be able to connect with alternative 
wireless technologies. Public, commercial or private hot 
spots (HS) will make possible the access to the internet. 
HS and RSUs are both types of the infrastructure domain 
and can be used for different types of applications. If non 
of these are available there is an alternative way that can 
provide internet access and that is by using the cellular 
radio networks such as GSM, GPRS, UMTS, WiMax and 
so on [2]. 

WIRELESS ACCESS 

Since the success in data communication, the IEEE 
802.11 technology family is a strong candidate for 
communication standard that will occur in the future cars. 
To be more specific, Car-to-Car Communication 
Consortium [2] is working on the standardization of the 
802.11p as an automotive communication standard for 
Europe. The operating frequency band is 5.9 GHz and 
uses OFDM modulation. The medium access method is 
the random access, since global scheduler is not needed. 
The message dissemination in VANETs and the channel 
usage can be improved by combining the IEEE 802.11.p 
with the IEEE 802.11e, where the last one has quality of 
service mechanisms for the current WLAN technology 
[2] [3]. 

The WLAN technology seems to working correctly 
for the communication between vehicles though ad hoc 
connection, however, it needs enchantments because as it 
is now it can't work for very large networks, as well as 
when the services require time constraints and specific 
quality in that narrow time intervals [3]. 

In order to connect to the internet through the hot 
spots or through the radio network the on board unit will 
need to have wireless technologies of IEEE802.11 a/b/g/n 
as well as radio technologies such as GPRS or UMTS [2].  

NETWORK COMPONENTS 

The architecture of the network is composed by three 
different domains: 

� the in-vehicle domain 

� the ad hoc domain 

� the infrastructure domain 

In the in-vehicle domain there are two units that 
compose a network. The application units (AUs) are 
devices that can run certain types of applications. They 
can be either integrated in the car   or portable devices 
such as PDA, gamepad or laptop that can connect with 
wire or wirelessly or with an on-board unit (OBU) [2].  

  The ad hoc domain also referred as VANET is 
composed by cars equipped with OBU and the road side 
units (RSUs). The OBU will be equipped with a wireless 
communication device (IEEE 802.11p) to communicate 
for road safety issues or with others communications 
devices as well. The communication between the devices 
is achieved through a mobile ad hoc network where data 
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can be exchanged without the need a centralized unit to 
coordinate the network [2]. 

Finally, the Infrastructure domain contains the RSUs 
and the HS that we already discussed on the previous 
section. 

So to summarize, the vehicles can communicate each 
other through the on-board units and the road side units 
with the IEEE 802.11p which relates with the ad hoc 
domain. Then the on board units will send to/or receive 
from the application units the data that communication is 
referred to the In-vehicle domain. If there is an access to 
the internet through a hot spot then the on board unit may 
use IEE802.11a/b/g wireless technology or if there is no 
hot spot it may use cellular radio mediums. 

SERVICES  

There are several services that can be supported from 
this network and can benefit the driving efficiency as they 
are stated on [2]. Some of them are listed below. 

Cooperative Forward Collision Warning 

The Cooperative Forward Collision Warning 
prevents the rear-end collision which is very common 
type of accident around the world. In more detail, the cars 
are sharing information concerning the current speed 
position and direction so that the car compares the 
driver’s reaction with the surrounding vehicles. If the 
driver is distracted and needs to break a warning message 
indication notifies him. Thus, this gives the needed time 
to the driver to take action and avoid an accident. To 
make this work a 20 to 200 meter distance of cars sharing 
information is vital as well as a descent accuracy on the 
information regarding the position [2]. 

Pre-Crash Sensing/Warning 

This service is again considered a safety service that 
it takes action when two vehicles are about to crash 
without any possibility of avoiding it. When two vehicles 
that exchange information realize that there is no possible 
way to avoid the crash they start sending critical 
information about their size, the exact speed and current 
position. Then the application unit on each car will use 
this information to adjust the air bags, the seat belts and 
use extendable bumpers so the crash will be as harmless 
as possible. This service needs up to 100 meters accurate 
and fast data exchange. Also many cars need to be 
equipped with that system in order to be efficient [2].  

Hazardous Location V2V Notification 

This service is based on informing vehicles about 
danger areas on the road such as destroyed tarmac or low 
grip areas. In this case, if a car experience a road 
distortion will broadcast to the nearby cars a message that 
will notify them about the road condition. This message 
will be active for a long time via multi hops so that the 
cars that are about to cross that point will get a message 
about the road status. The key point on this service is the 
way that this information will get triggered. For instance, 

if the road is slippery then the notification will be 
generated as far as the Electronic Stability Program (ESP) 
is triggered. As a result, the cars that receive the message 
can warn the driver and at the same time make the right 
adjustments on the suspensions and on the driving system 
to pass through that point smoothly. The RSUs will be 
helping to maintain the transmission of this message even 
if there is no car near by. So each car going to that area 
will be informed [2]. 

Enhanced Route Guidance and Navigation 

This service is focusing on the traffic efficiency and 
it is coordinated by the owner of the infrastructure 
network. The road coordinator will receive information 
concerning the road traffic and will predict any possible 
congestion. Then it will find alternative routes for the cars 
that are about to pass from the congested area and will 
transmit an alternative new route information to those 
vehicles through road side units. Then the driver will be 
informed about the ongoing traffic status that is heading 
to and will react accordingly [2]. 

Green Light Optimal Speed Advisory 

This service is used so the driver will drive in an 
optimum speed to avoid stopping in the light signs ahead. 
On this service, the signalled intersection will broadcast 
information about its position, signal phase and timing. 
The car that approaching that intersection will receive this 
information and will compute the optimum speed so that 
at the time that will reach it the light will be green [2]. 

Point of Interest Notification 

In this case, the vehicles will gather information from 
near by points of interest (shops, restaurants, tourist 
attractions, etc) regarding their availability or pricing. 
Since this service will create a large amount of 
information in a highly populated area, the Application 
unit on each car will use a filter and will forward only the 
needed ones to the driver or the passengers in general. For 
instance, if the fuel level is low on a car then the driver 
will get information about the nearby gas stations and 
also about the pricing of them, so he will choose the one 
he desires [2]. 

Remote Diagnosis 

In this scenario, the service garage accesses an 
incoming car that is equipped with the needed sensors and 
with the on board unit and runs a remote diagnosis and it 
can also read reported issues from the user. Furthermore, 
it can also run a history check on the car. Hence, the 
service is more efficient and takes less time to monitor 
the cars behaviours and also it will give the help the 
technician to identify the root cause of a problem [2]. 

 FURTHER RESEARCH MILESTONES 

A major issue that the researchers need to work with 
is the scalability on the protocols that will be used in the 
system. By the term scalability we mean that the system 
performance may be decreased and might experience 
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failures as the number of the user increases. The reason 
for this is the complexity of the multi hop protocols that 
used for the routing and the message forwarding. 
Moreover, the security factor makes even harder the 
system performance. All those mechanisms need to be 
integrated in a limited capacity network [4]. Thus, better 
routing mechanisms need to be designed in order to 
overcome that issue [3]. 

Another issue is the security mechanism that will be 
used in this kind of a network. A common public key 
security scheme is not efficient enough in a Car-to-Car 
communication network since the verification of a 
message needs to be defined in a very short time. There 
may be occasions that a car will have only one chance of 
transmitting a message so the time is a key factor. 

In respect to the previous challenge, a great issue is 
the need for a low latency network. The efficiency of the 
most important services is based on the high speed real 
time communication. This requirement is mandatory in 
order to have a descent bi-directional communication 
between fast moving vehicles. Although the quality of 
service is very demanding, a strong candidate seems to be 
the WLAN IEEE802.11e. Furthermore, a development of 
a new wireless medium access can be defined in the link 
layer that can solve that issue [3]. 

CONCLUSION 

The idea of having a transportation system that is can 
accommodate intelligent functions and services in the 
near future is surely fascinating and gives the motivation 
to the researchers to work on implementing and 
overcoming the new challenges. So, if in the future the 
cars are not flying or driving without the need of a human 
action, as it being presented in many fiction novels, they 
will surely have a system of communicating to each other 
for exchanging vital information for a better and more 
efficient travel.  
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Abstract - The hype surrounding green technology and the 

need for a reduction in carbon emissions has been around 

for  some time now. This continuing carbon pollution and 

the depleting supply of fossil fuels, has led engineers to look 

for alternative methods to power  vehicles. 

Electric motor powered vehicles (EV’s) are seen by many 

as a ‘more greener’ viable alternative to conventional 

internal combustion engine based vehicles, due to them 

producing zero localised emissions which are achieved by 

running from rechargeable batteries (powering electric 

motors). Because of these zero localised emissions, EV’s are 

gaining great praise amongst energy experts and 

governments alike, however they are not without their 

problems. Many people argue that EV’s just ‘move’ 

pollution because electricity is still required from the grid to 

charge their batteries.  Also issues such as battery storage 

capacity, charging times, distance range and high peak 

electricity demands are some other reasons why the 

widespread public are yet to fully warm to the idea of EV’s, 

although recent improvements in battery technology has 

suggested these issues can soon be overcome and this is 

likely  to ultimately determine the future of EV’s. 

This paper intends to analyse if EV’s are really beneficial 

and the issues and challenges that must be overcome for full 

public acceptance and widespread use. 
 

Keywords: Electric Vehicles (EV’s), Electric Motors, 

Battery Storage Capacity 

 
 

I. INTRODUCTION 

 
The current transport industry faces numerous 

government and environmental challenges concerning its 
carbon emissions and reliance on fossil fuels with EV’s 
seen as a solution to these problems.  

After initially only enjoying a niche appeal, EV’s are 
gradually beginning to make a name for themselves 
within the automotive industry. The recent increase in 
awareness of green technology and carbon emissions has 
seen automotive manufactures taking an increased 
interest in EV’s and belief that this is finally the time for 
EV’s to become common amongst the general public. 
Over recent decades a lot of criticism has being directed 
towards internal combustion vehicles (ICV’s) and the 
effect they are having on the environment, recently 
leading many large automotive manufactures to revisit 
EV technology. Environmental experts and governments 
have continually praised EV’s and encouraged consumers 
to swap their ICV’s for more greener EV’s, so why have 
the car buying public continually overlooked EV’s? 

 
II. ELECTRIC VEHICLE TECHNOLOGY 

 
The EV concept is far from a new idea and can be 

dated back to the mid 1830s in the shape of small electric 
rail cars [1]. Performance wise these initial models were 
unable to compete with steam powered locomotives and 
later ICV’s of its era, and has been in the shadow of the 
latter ever since. 

In 2007 there were 33.9 million registered vehicles in 
the UK with 28.2 million (83.2%) of them being cars [2]. 
Of that 33.9 million, only 2,000 were registered electric 
cars, 4,000 electric large goods vehicles and 16,000 being 
non-plug-in electric hybrids [2]. 

An EV is driven by an electric motor powered by 
stored electrical energy via on-board rechargeable 
batteries. A full EV’s subsystem can be considered to 
consist of a rechargeable electric battery, a controller and 
an electric motor, depicted in “Fig1”. The controller is 
hooked up to the accelerator pedal, which decides on how 
much power is supplied to the electric motor, depending 
on the pressure applied. Full EV’s are powered solely via 
stored battery charge thus giving off zero tailpipe 
emissions when in use, and will be predominantly the 
subject of this paper. 

 
 

III. BENEFITS OF ELECTRIC VEHICLES 

 
A. Environmental Benefits 

 
The UK’s Department for Transport (DfT) states that 

approximately 22% of the UK’s CO2 emissions are from 
road based vehicles [2]. By using full EV’s which 
produce no tailpipe emissions is, in theory, a good way to 
reduce this figure, especially in urban areas where large 
concentrations of static traffic are common. 

 

 
Fig21: Full EV [3] 
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Counter arguments have been put across by some 

people that using EV’s doesn’t reduce carbon emissions 
but instead ‘moves’ pollution off the roads to power 
stations, due to energy (in the form of electricity) still 
being required to charge EV’s. While this is true to an 
extent the overall amount of pollution per vehicle is 
greatly reduced. Studies by the California Air Resource 
Board calculated that over a 1km journey, an EV’s charge 
produces on average around 43% of the carbon dioxide 
produced by a petrol driven vehicle over the same 
distance [4]. Another advantage to ‘moving’ this 
pollution off the roads is that pollution from power 
stations are easier to monitor and control compared to 
that of individual vehicles while also having less of an 
impact on local air quality. In addition to this, over the 
next few years the national grid plans to continually 
increase their use of renewable and nuclear energy for 
energy generation in order to lessen the usage of fossil 
fuels. Many nuclear plants have already been 
commissioned around the country in order to move away 
from fossil fuelled power stations [5]. 

 
B. Simpler Operation 

 
The operation of an EV is a lot simpler to that of an 

ICV. From a driving point of view the speed of the 
vehicle is determined by the pressure exerted on the 
accelerator (acting as a potentiometer), with its operation 
similar to an automatic vehicle (additionally there’s no 
need for a clutch pedal). Also maintenance and services 
costs are considerably reduced due to EV’s having a 
considerably less number of working parts compared with 
an internal combustion engine [6]. 

EV’s are also known to be much quieter than ICV’s. 
Tests carried out by DfT, detailed a diesel van produced 
noise levels of 75.6 and 71.4dB(A) on two tests, while an 
equivalent electric van produced noise levels of 68.8 and 
68.2dB(A) respectively [2]. The noise produced by the 
EV were said to be mainly due to wind and tyre noise, 
providing a distinct noise advantage over ICV’s. 

 
C. Cheaper Running Costs 

 
In an urban environment an EV costs only 2 pence per 

mile to run compared with around 17 pence per mile for 
an ICV of the same class [6]. Although initial outlay EV 
prices seem large, these cheaper running costs add up to a 
significant saving in the long term. Comparing the two 
over 12000 miles, the financial saving made by using an 
EV is around £1800 [6]. Due to continually escalating oil 
prices this is seen as a large selling point behind EV’s. 

In addition to this, UK government incentives and 
subsides such as free parking zones, exemption from the 
London’s congestion charge and lower vehicle excise 
duty amongst other things, offer customers more value 
for money in the long run [2]. 

 
 
 

IV. CHALLENGES FOR ELECTRIC VEHICLES 

 
A. Coverage Distance 

 
Over the years the major limiting factor for EV’s has 

always been its restricted range compared with common 
ICV’s. This limited range is mainly due to the modern 
day batteries capacity to store energy. The 3 most 
common types of batteries used in EV’s are lead-acid, 
lithium-ion (Li-ion) and nickel-metal hydride (NiMH). 

Lead-acid have been utilised in off-road EV’s for many 
years, typical examples being golf carts and forklift 
trucks, which employ 36V systems (six 6V batteries 
series connected) [7]. Road based EV’s require batteries 
in the operating range of 200V to 300V, to power high 
voltage AC or DC motors [7]. Due to high voltage battery 
stacks being used, the risk of electrocution of drivers, 
emergency response workers and vehicle technicians 
exists during accidents or maintenance, although there 
have been no reports of this ever occurring [8]. Most 
EV’s contain safety systems to shut off power in an 
accident and technicians should be informed before work. 

Lead-acid batteries have been favoured in older EV 
models due to their relatively low cost while still having 
good performance, although more recent models tend to 
favour lithium-ion and nickel-metal hydride batteries due 
to these having greater energy density and superior range 
coverage per charge. The type of battery used in an EV is 
optimised depending on its application with full EV 
batteries usually optimised for high energy [2]. 

Comparing the energy density ratio of the 3 batteries in 
“Table I,” with petrol, which has an energy density of 
more than 2,000Wh/kg [9], shows battery technology 
must significantly improve if it’s to match the 
performance range of an ICV. 

 
 

TABLE I 
COMMON ELECTRIC VEHICLE BATTERY PROPERTIES [2] 

 
Battery Type  

Lead-
acid 

Lithium-
ion 

Nickel-
metal 

hydride 

Energy Density 
(Wh/kg) 

 

20-30 75-120 50-70 

Power Density 
(W/kg) 

 

200-500 1,000-
3,000 

1,000-1,500 

Cost ($/kWh) 
 

 

100-200 1,000-
2,000 

1,000 

Life cycle (cycles, 
100% DoD1) 

 

300-800 
(VRLA2) 

1,000-
3,000 

2,000 

Issues  Safety, 
cost 

Temperature 
limitations 

1 DoD-Depth of discharge 
2 VRLA-Valve-regulated lead acid battery 
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Fig22: Energy storage capabilities [2] 

 
However even with this inferiority to petrol based 

ICV’s, recent studies carried out by DfT show that the 
coverage range for EV’s should be sufficient for the 
majority of the car journeys. The current maximum range 
for a standard EV is around 120km, which in comparison 
is around one fifth of the maximum range for an ICV [2]. 
Research carried out by DfT shows 93% of all car 
journeys are less than 40km, with the average journey 
being just 13.6km [2]. This shows that over 93% of all 
two-way car journeys can be sufficiently covered by an 
EV [2]. 

 
B. Charging times 

 
There are currently around 200 EV charging point 

locations across the UK [10] compared to 9,013 
registered petrol stations at the end of 2009 [11]. The 
manufacturing and installation costs of these charging 
points in the UK are currently between £5000 and £7000 
[2] with the majority, currently located in city centres 
where the growth in EV’s is initially expected to start. 
These charging locations will be important as a 
considerable number of city dwellers require to use on 
street parking, which will make home charging difficult 
due to the location of their vehicle with respect to their 
home electrical sockets.  

Most EV’s will utilise a 240V/13A or 16A AC single-
phase power supply to charge, either from a standard 
home socket or charging points around the country, 
taking on average around 6 hours to fully charge [12]. 
Considering the time it takes to fill your ICV’s tank with 
petrol, this is a considerable disadvantage of EV’s.  

One solution put across by some people is to use 
replacement batteries, where flat batteries can be 
exchanged for fully charged batteries at station points 
around the country. This theory has been shot down for 
countries with large vehicle numbers due to it introducing 
many complications, with regards to battery safety issues, 
compatibility, financial outlay and battery condition 
guarantee [2]. 

 
 

TABLE II 
REQUIRED CHARGING DURATIONS DEPENDING ON CHARGING 

DEMAND AND ITS CORRESPONDING DRIVING DISTANCE [13] 

 
Average Charging  Power (kW) Driving distance 

(km)/Demand 
(kWh) 3.7 11 22 200 

30/7.5 

 

 

2.0hrs 42mins 34mins 2.3mins 

60/15 

 

 

4.1hrs 1.4hrs 0.7hrs 4.5hrs 

100/25 

 

 

6.8hrs 2.3hrs 1.1hrs 7.5mins 

150/37.5 10.1hrs 3.4hrs 1.8hrs 11.3mins 

 
 
The more likely solution to this lengthy charge time 

would be to use ‘fast charging’ three-phase (400V) power 
supply [14] opposed to single phase, allowing much 
faster charging times due to running at a higher power 
capability. A battery being charged using this method can 
be taken from 20% to 80% capacity in around 15 minutes 
[2]. This would be a lot more ideal and appeal to 
consumers making regular lengthy commutes, however, 
the current problem with this proposal is that a three-
phase power supply isn’t as widely covered by the UK 
power grid as a single-phase supply is, since the majority 
of UK domestic homes use single phase supply. Installing 
three-phase supply points requires extra electrical 
equipment such as a transformer and switchgear and are 
more suitable when multiple points are required, which is 
why they are more common on commercial premises 
[14]. Single-phase power supply is therefore seen as the 
current short term charging standard for EV’s and will 
likely remain so for home charging. As popularity in 
EV’s grow three-phase power charging points are 
predicted to become the more common power supply  for 
outside street charging. 

 
C. Distribution Grid Impact 

 
It’s common knowledge that EV’s require a significant 

amount of electrical power for recharging. Increasing the 
number of EV’s connected to the local grid will greatly 
increase demand for electric power and there are concerns 
about the power grids ability to deal with these demands. 

Supporters of EV’s point out the off-peak dip in energy 
usage patterns overnight “Fig3,” is the optimum time to 
connect to the grid. The UK’s daily journey profile 
“Fig4,” also shows an expected inactivity in journeys 
during this period, making it an ideal time for both 
consumers and power grids to charge and accommodate 
the extra demand respectively. This is however for an 
ideal case, the more likely time for consumers to recharge 
their EV’s is at times convenient to them. This is most 
likely when they return home (from work) as consumers 
are already at their vehicles and this will provide greater 
flexibility in case they require making an unexpected 
journey as they’ll have a more fully charged battery. 
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Fig23: UK daily energy consumption profile: Weekday electricity 
demand from summer 2007 to spring 2008 [2] 

 

 
Fig24: UK daily journey profile [2] 

 
Unfortunately this coincidently occurs around the energy 
consumptions peak period [2]. Studies already carried out 
show the present national network will be able to handle 
the demands of EV’s connecting to the grid if managed 
correctly [2]. The main problem is most likely to occur 
with local networks when a large number of EV’s connect 
to the grid simultaneously, reinforcements may be 
required. 

Government incentives will be the most likely short 
term solution to this problem by providing cheaper rates 
during off-peak times to encourage users to recharge their 
vehicles during this time. This incentive scheme is most 
likely to be used until local grids are able to handle and 
manage (smart grids) greater demands for electricity. 

 
D. Weight 

 
As many ‘petrol heads’ know, the weight of a vehicle 

can considerably affect a vehicles overall performance, 
which is a particular problem for EV’s. 

Comparing a typical EV’s motor, controls and batteries 
(lead-acid) with an equivalent ICV’s engine, drivetrain 
and fuel, you’ll find the EV’s subsystems come to around 
twice the weight to that of the ICV’s [9].  A contributor to 
this is the additional 0.3kg of structural support required 

(for crash test purposes) for every 1kg of subsystem 
weight added to the EV [9] with the rest mainly due to 
battery weight. Of course this weight differs depending 
on the application and battery types. For a typical small 
electric car to cover a range of 100km (reduce to 20% 
state of charge), over 400kg of lead acid batteries, 200kg 
of nickel-metal hydride batteries or 120kg of lithium-ion 
batteries are required [9]. These battery weights are also 
constant, whereas the fuel weight in an ICV decreases 
over the journey. 

There isn’t much that can be immediately be done 
about this although in time, battery weight will reduce as 
battery technology improves. 

 
E. Initial Cost 

 
With the current financial climate, initial cost is a 

major factor to many consumers when deciding to 
purchase a new vehicle. 

The initial outlay on an EV is around £3000 to £5000 
extra compared with an ICV of similar class, with around 
£60 to £100 per month needed for leasing the batteries 
[14]. This extra cost is mainly to do with current battery 
prices and until these costs reduce and EV prices become  
similar to that of ICV’s, consumers are likely to be put off 
purchasing an EV. 

On the positive side, increasing interest in EV’s, 
advancements in battery technology and an increasing 
number of suppliers are predicted to gradually lower 
battery cost. This coupled with an increase in competing 
automotive manufactures producing EV’s will further 
drive the prices of EV’s down.  Therefore initial costs are 
less likely to be a major concern in the coming years. 

 
 

V. CONCLUSION 

 
Although there are a number of current issues 

concerning EV’s, the take-off in popularity will primarily 
be dependent on overcoming battery storage capacity 
issues and secondly on reducing cost. Although the 
majority of car journeys can be sufficiently covered by an 
EV, the reassurance of being able to travel further 
distances by improving battery technology or, 
alternatively, having an abundance of ‘fast charge’ points 
around the county will be essential in order to increase 
consumer confidence in EV’s, with the latter being the 
most likely in the coming years. 

The growth in EV’s is most likely to initially occur in 
city centres, where many charging points are already in 
place and short travelling distances are more common. 
Governments are also likely to play a huge part in the 
popularity of EV’s with incentives and subsidies being 
likely in order to encourage consumers to make the 
transition. 

Over the next 10-20 years further improvements into 
battery technology, an increase in the number of 
manufacturers and government incentives will be the 
main contributors towards an uptake in EV’s becoming 
more in line with that of ICV’s. 
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Abstract - Transportation is a vital component which has 

contributed to the human development. With the increase in 

population, this component seems not to be effective 

therefore limiting the rate at which human development and 

survival activities are being carried out. Intelligent 

Transportation System (ITS) integrates developments in 

technology into humans’ Transportation Systems and its 

infrastructure. The essence of this is to make the 

transportation system intelligent (i.e. to make behave as if it 

were directly controlled by man). This involves the use of a 

broad range of recent technological findings and the 

developments in Information and Communication 

Technology.  

Basically the need to develop an ITS is borne out of the 

need to solve problems caused by traffic congestions, overs 

speeding, delays and accidents which has claimed human 

lives in recent times. The integration of ITS into 

transportation is expected to manage and minimize 

congestion which in turn will reduce travel time, air 

pollution and makes the transportation infrastructures more 

efficient. Also, it will reduce accident rate, fuel consumption 

and time delays. 

Finally, maintenance and sustenance of the Intelligent 

Transportation System will be discussed. 

Keywords: ITS Integration, Sensing Technologies, Wireless 

Communications, Computational technologies, Vehicle 

notification systems, Automated Policing, Speed Limit 

Control, Dynamic Sensing, Collision Avoidance System. 
I. INTRODUCTION 

Transportation is an essential component of the 
growing society and so there is need to make it more 
efficient, secure, reliable, and cost-effective and 
environment friendly. The aforementioned can be done in 
one structure known as Intelligent Transportation System 
(ITS). ITS is said to be the direction towards which 
modern transportation is shifting [1]. ITS involves all 
types of communications between vehicles e.g. car-to-car, 
between vehicles and fixed locations, e.g. vehicle-to-
infrastructure, and between fixed locations e.g. 
infrastructure-to-infrastructure. However ITS is not 
restricted to road transport, they are also applicable to rail 
transport, water transport, air transport and transportation 
navigation and control systems. Enabling technologies of 
the ITS will be mentioned, and the role of all form of 
Information Communications Telecommunication (ICT) 
systems in the development of the new ITS is also 
addressed in this paper. Various contributions provided 
by ICT presented and their benefits discussed. 

 

A. Transportation System 

Transportation system is a facility that consist all 
means and equipment for conveying passengers and 
goods from one point to the other. This includes road 
networks, streets, pipes, vehicles or any structure that 
permits vehicular movement or flow of goods and 
commodity [7]. Transportation Systems varies from one 
part of the world to another, i.e. from one country to the 
other. Also advancement of the mode of transportation 
that is in use defers. Animals are still in use in some part 
of world as a major means of transporting humans and 
goods, there might be less or no need for ITS in such 
areas, only, except new infrastructures are put in place 
change their entire means of transportation to 
accommodate the new ITS. 
B. Intelligent Transportation System (ITS) 

ITS refers to means of adding the advancements in ICT 
to existing and new transport infrastructures to improve 
safety and generally encourage overall efficiency of the 
transportation system. Developments and findings in ITC 
fields and other related fields such as physics, material 
technology are embedded into new and existing 
transportation infrastructures or new ones created if no 
existing, these in turns makes the transportation system 
intelligent [5] [8]. The main concept of ITS being real 
time information generation and sharing among all the 
components that makes up the transportation network [4]. 
This information are extracted from the immediate 
environment of each component, sent to the appropriate 
channels for processing and decisions are made based of 
these information and fed back into the generating 
component for immediate response to those who needs 
the processed information to make decisions. The above 
outlined process is done within split second; one hardly 
knows that the information travelled all the distances as 
users do not have to know how the processing is done.  

 

C. Why Intelligent Transportation System 

There are several reasons for wanting to make the 
present Transportation System an intelligent one, and 
from all the surveys done, ITS makes transportation easy. 
It makes the movement of human and goods across 
locations easier and faster than it used to be. The injection 
of the ITS will drastically reduce or eliminate travel time 
definitely so many other components that contribute to 
development of humans will receive equal proportional 
reduction. I.e. Travel time will be reduced, thus, there  
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Fig 1. Intelligent Transportation Systems 

 
 
 

will be a great reduction in the vehicles and time used to 
make journeys [8]. From this mentioned reduction in 
vehicular movement, several other factors will also be 
reduced; example of such is man hour put into driving, 
this also will be reduced as this time will be used for 
more productive activities other than driving. 

Another good reason to deploy ITS is to increase the 
road capacity [9]. When road network is put into 
maximum use, i.e. when there are many cars on the road 
at every given point in time, it seems as if the road 
already available is not sufficient to serve its purpose 
effectively, so, employing ITS will manage traffic flow to 
increase road capacity. This means at every point in time, 
the road will not be overcrowded and it will serve as it is 
required. This will eliminate the need for expansion or 
construction of additional road. 

 

II. ENABLING TECHNOLOGIES 

Intelligent Transportation System has been made 
possible by series of technological advancements which is 
either stand alone or coexisting in functionality to give 
the expected result. Most of the technological 
advancements employed are pieced together to serve as 
part and the backbone of ITS. These ranges from basic 
management systems such as those that manage car 
navigation which are; traffic signal control systems, 
variable message signs, automated number plate 
recognition and also speed cameras which are used to 
monitor already deployed applications like; Security 
CCTV (Closed-circuit Television) systems. [5]. 

 
Some more advanced applications are also put into use, 

such as those that extract live data from their immediate 
environment for a real time decision making process and 
gets feedback from a number of other sources. Examples 
of such are parking guidance and information systems,  

 
 

 
 
 

weather information, bridge deicing systems, etc.  Some 
major enabling technologies to make ITS work will are 
discussed. 

There cannot be a record of success by enhancing the 
transport networks only. There are more than a few 
technologies as being part of the success recorded in 
building a working ITS. Various wireless systems ranging 
from the Global System of Satellite Positioning, Mobile 
Communication Systems, Radars, advanced sensors; 
embedded sensor element that uses ubiquitous networks 
which are entrenched in vehicles and road network 
infrastructures. [1]. 

III. WIRELESS COMMUNICATIONS 

Information Technology has been the most important 
component of ITS and its contribution cannot be 
overemphasized, having its key player; wireless 
communication. It has played the important role of 
information conveyance within the ITS network. Wireless 
communication consist various technologies that are in 
use by the government, military, businesses and private 
individual. Other technologies such as Ultra High 
Frequency (UHF) and VHF (Very high frequency) radio 
signals, Wireless Access in Vehicular Environments 
(WAVE) network, Global System for Mobile 
Communications (GSM), 3G Communications Network 
and Worldwide Interoperability for Microwave Access 
(WiMAX). All these wireless communication 
technologies have one role or the other to play in the 
successful deployment of the ITS. Sometimes, these 
technologies are used as a single entity or combined with 
each other to achieve the desired result [10]. 
A. UHF and VHF 

UHF and VHF are old wireless communication 
technologies have been in use for a very long while now. 
These networks are segmented by the International 
Telecommunication Union (ITU). They are traditionally 
known to be useful in broadcast networks which are 
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capable of offering simplex type of communication. I.e. A 
network which transmit only in one direction. Example of 
such is Radio and Television network. The UHF 
frequency has been tuned up to support several modern 
technologies like GPS communications, Bluetooth and 
Wireless Fidelity (Wi-Fi) networks. These networks are 
also employed in ITS, they are used for long and short 
distance communication within ITS, though short range 
communications less than 500yards. They operate 
between frequencies of 30MHz and 300MHz for the VHF 
and between 300MHz and 3000MHz for the UHF. [11]. 
B. Wireless Access in Vehicular Environments (WAVE) 

Also the Wireless Access in Vehicular Environments 
(WAVE) has recently been in use in some part of the 
world. The WAVE is a member of the IEEE 1609 
standard which is specially tuned for ITS. Additionally, 
the IEEE 1609 standards rely on IEEE 802.11p IEEE 
Draft Standard for Information Technology -
Telecommunications and information exchange between 
systems - Local and Metropolitan Area Networks. WAVE 
enables data transmission bi-directionally between 
moving vehicles and roadside infrastructures in the ITS 
band which is already set up. Usually the WAVE operates 
in licensed band of (5.85 - 5.925 GHz) [5] [10]. 
C. Global System for Mobile Communications (GSM) 

One of the most popular standards used is Mobile 
Telephony. It is usually referred to as the 2G Mobile 
Telephone System. It supports roaming which makes it 
useful in the ITS which has to do with stationary and non-
stationary infrastructures [5]. This network allows the 
transfer very compressed digital signals across its 
networks at a very fast speed once set up. Over the time, 
the GSM network has been improved for better 
functionality by introducing into it the General Packet 
Radio Service (GPRS) and of late the Enhance Data Rates 
for GSM Evolution was introduced also. The later 
technology enhances the speed of data transmission 
within the GSM networks thereby serving as a very useful 
technology to drive the ITS. [2] [3]. 
D. 3G Communications Network 

The Third Generation (3G) has been designed to 
support multimedia services. They are said to be more 
efficient than the existing standards e.g. 2G. This is 
because 3G supports both circuit switched and packet 
switched data transmission. It offers high data rate up to 
2Mbps which is very useful in the ITS. And most 
importantly, because most of the ITS infrastructure that 
uses the network are interoperable with each other in free 
space and probably while in motion, the 3G network 
makes efficient use of the spectrum thus making 
communications within these infrastructures easy and 
without interference [5] [2]. 

 
E. Worldwide Interoperability for Microwave Access 

The Worldwide Interoperability for Microwave Access 
(WiMAX) is a new communications protocol that will 

provide fixed and mobile access to the internet. The 
mobile capability of this new technology is aimed to be 
explored by the ITS. It is hoped to provide speed up to 
100Mbps to 1Gbps when finally deployed. It operates 
within the family of IEEE 802.16 wireless standards [12]. 
It is seen to be a possible replacement to all the other 
wireless communications standards mentioned above. It is 
hoped to play a vital role in the ITS network by making 
communication between installed transport infrastructures 
in the ITS more efficient and faster. With the transfer 
speed the WiMAX is offering, it will encourage the 
transfer of large high quality data across networks of this 
system [5] [12]. 

IV. SENSING TECHNOLOGIES 
ITS use advances in Information Technology and 

telecommunication in object detection. All wireless 
communications technologies deployed in ITS has 
embedded in them various sensors which detect 
movement speed, temperature, light, weight and 
reflections. Fig.2. Some sensors are made to sense the 
combination of these components with one or microchip 
embedded in them. Intelligent beacon sensing 
technologies are used to gather traffic information hence; 
the information gathered is processed, then decisions 
made which are used to control traffic flow.  

Some sensors make use of the Radio Frequency 
Identification (RFID) for object detection. Inductive loop 
sensors and video cameras are also used. Sensor systems 
used in ITS is either attached to the vehicle or road 
infrastructures or attached on both vehicle and road 
infrastructures. Some are mounted on nearby buildings or 
erected masts around the intended area of use for better 
coverage and receptions while some are immersed on 
roads beneath the ground to perform some set of specified 
functions. Sensors attached to the road infrastructures and 
those on vehicles communicate and aid each other in 
achieving same sensing aim. [5] [10]. 

 

A. Inductive Loop Sensors 

The concept behind inductive loop is quite different in 
its use. From the name, one can easily know that it is 
made up of a ropelike material which is looped into 
transportation infrastructure (most especially on roads) so 
it could perform a special sensing function [9]. The loop 
is made up of magnetic material that has a means of 
measuring vehicle’s magnetic field when passed over. So 
in doing this, several information such as the weight of 
the vehicle, the length of the vehicle and it also estimate 
speed at which the vehicles moves. More advanced loops 
can measure and compute information of more than two 
or more vehicles that passed over them, such as average 
speed of the vehicles and distance between one or more 
vehicles [10]. The inductive loop sensor is used in several 
part of the UK; example is Manchester road, A641, 
Opposite LIDL Plaza, where it’s massively in use. Fig 3. 
shows what Inductive loop looks like. 

 

B.  Video Camera Sensor 
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Now in use are some specified types of video camera 
that has multiple functionality such as audio, video and 
voice frame recording, number plate recognition and has 
movement sensing ability. It is called a non-intrusive 
sensing system because it does not have to be embedded 
in the road; it is mounted on nearby infrastructures from 
where it performs its functions. They are used to 
dynamically monitor vehicle movement and information 
or characteristics of the vehicle. Apart from the above 
mentioned detection activities, it can also detect traffic 
along the installed path. As shown in fig 3. [9] [10]. 
 

V. APPLICATIONS OF ITS 

A. Emergency Notifications 

Receiving notice about incidence that require urgent 
attention or measures is of abject importance in an ITS. 
This module is incorporated into the existing ITS systems 
as its additional features which makes it more efficient 
and more welcome as a technology. Need for notification 
in case of emergencies is required by incidences taking 
place within both the vehicle (Bus, car, train or aircraft) 
and the transportation infrastructures (road, traffic light, 
etc.).  

Emergency notifications system notifies users of 
transportation networks about the following cases: in an 
emergency situation, the car user could initiate the action 
that contact the required channel for response or the 
vehicle does that in case of accidents; this is usually done 
by the sensors attached to the vehicle. [5] [9] [10]. 

- Accidents 
- Occurrence of Natural Disasters e.g. Earth 

Quake 
- Traffic Congestion 
- Faults in transportation infrastructures  
- Weather conditions 
- Etc. 

 
 

B. Collision Avoidance 

Collision Avoid in ITS entails the process of 
preventing vehicles using the transportation network from 
colliding with one another and transport infrastructure 
hence causing harm to the users of the transportation 
system. This is made possible by the use of wireless 
communication gadgets installed on infrastructures and 
vehicles. Collision avoidance system has been in use over 
a long time in military jets in space as shown in fig 4. 

 

Collision needs to be avoided when vehicles lots of 
vehicles travel along same path; hence ITS is needed to 
prevent against these collisions. Also collision with 
infrastructures around transport paths should be prevented 
also. Vehicle collision with infrastructure installed around 
travel path could cause serious damage if they are not 
prevented. E.g. water points beside roads in the US, 
electricity poles and buildings beside roads are considered 
when integrating ITS [6]. 
C. Dynamic Sensing/ Dynamic Traffic Light Control 

Ability to dynamically sense activities around a given 
zone and take decisions based on gathered information. 
Sometimes on roads, especially where there are several 
zones and phases, or junctions where movement of 
vehicles are strictly by traffic light control. Traditionally, 
traffic lights are controlled by timed sequence chips 
which give access to certain phases or lanes for a 
specified time [10]. Deploying ITS to such system will 
ensure that vehicles are not held waiting unnecessarily for 
phases or lanes that has none waiting there. This in turn 
saves travel time from one point to the other over a given 
distance. [5] [6]. 
 

 

 

 

 

 

D. Speed Limit Control 

Fig 2. Embedded Sensing 
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If any measure must be put in place to reduce accidents 
in transportation network, especially road transport, speed 
must be controlled. In ITS several measures are in place 
to control speed at different zones of transportation. This 
is simply to reduce and increase speed where appropriate. 
And the ITS has all structures in place to implement this. 
The use of digital speed limit display boards along roads 
is the first way to go about it. This digital speed limit 
would be able to display variable speed limit as need be. 

Also, these digital displays can be tuned to 
communicate with vehicles plying routes where it’s 
installed and control vehicles to comply with set limit at 
that given point in time. This can be achieved by a chip 
attached to the vehicle; this chip can relate with the signal 
(current speed) from the digital display and cause the 
vehicle not to be able to exceed this set limit, no matter 
how hard the vehicle driver tries. In this way, there would 
be no such thing as over speeding. 
E.  Automated Car Payment System 

Automated Car Payment System is an aspect of ITS 
which uses advancement in information communications 
technology to enable commerce between user of transport 
facilities, transport vehicles, and service providers. It is 
basically a system that allows vehicles pay for services by 
themselves without humans interfacing it. Vehicle users 
need to enable this functionality in their vehicles to 
ensure it has access to the facility. This enables the car to 
perform necessary payments functions at some point or 
the other. Enabling technology for this will be likened to 
the use of mobile phones to transact businesses on the 
mobile internet. 
F. Effects of Intelligent Transportation Systems 

The major effect of deploying ITS is to make transport 
systems more intelligent so that transport network users 
can be provided with necessary information such curves 
on roads, traffic congestions, accidents, etc. ITS is around 

to do more good than harm to the immediate environment 
of its use. Some of the numerous effects are listed below 
[6]:  

- Quicker Emergency Response to Incidence 
- Improved Traffic Flow and Easier Travel 
- Fewer Traffic Jams 
- ITS Improves Safety 
- ITS Lowers the Costs of Goods 
- ITS Saves Money 
- ITS Helps to Clean the Air and Save Energy 

VI. CONCLUSION 
The mode of transportation is rapidly changing, and 

ITS is gradually stamping its authority as the next 
paradigm shift. Also embracing the rapid developments in 
ICT, the transportation world that is emerging will surely 
be a different one.  

This shift will also likely encourage the development of 
more sophisticated vehicles which are ready to integrate 
into the ITS unhindered by incorporating specialized 
ubiquitous devices and much more. 

So far from my research, ITS has not been seen to 
introduce immediate risk in areas such as privacy, 
physical security, radiation and emission of eco-
destructive or polluting materials into the environment of 
its use; meaning it support green environment (green 
technology). All investors of ITS are watchful of the 
technologies in use, understanding effect of its likely 
hazards and are putting mechanisms in place to reduce 
their harms. ITS on the other hand promises to be a 
system that will save life and as well fun for users too. 

ITS has come to shape the transport world, it is 
something to look out for in the near future and it is worth 
embracing. 
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  Abstract - The proliferation of convergence in telecoms 

has fuelled huge exploitation of digital technologies. Digital 

Switchover, a sustainable way to go into convergence, is a 

trend that is being implemented to make a planned 

transition from analogue to digital terrestrial-television 

(DTT). This trend will result to creating a new industry with 

carrier and content providers. In the UK, analogue-

terrestrial broadcasting uses about 40% of the spectrum 

below 1GHz, which is of most value to its economy and 

society. The switchover will enable television broadcasters 

improve the efficiency of spectrum use. The end-user gets 

more television channels per carrier, better quality pictures 

and communication directly with the broadcaster becomes 

possible through the use of return path. 

 Telecom has now more use than ever before. Post-

switchover, more frequencies could be freed for use, for 

example, in achieving higher throughput of up to 1Gbps in 

wireless communications. With the current migration to 

sustainable spectrum, broadcasting faces the challenge of 

evaluating future competing technologies powered by the 

IEEE and IMT. This paper considers the best way to use 

valuable spectrum freed-up as a result of the switchover, i.e. 

the digital dividend implications, and outlines the challenges 

that must be overcome to make DTT fully mainstream.  

Keywords: Broadcasting, Convergence, Digital 

Terrestrial Television (DTT), Digital Dividend, Switchover 

 

I. INTRODUCTION 

    Telecommunications and all that comes with it have 
been a relentless driving force of any competitive 
economy within last two decades. With the current trend 
in convergence and mobility, the insufficient bandwidth 
and the inefficient use of radio-frequency (RF) spectrum 
have prompted the quest for spectrum economy – the 
management of scarce finite spectrum to satisfy available 
needs.      Experts generally agree that if all existing 
analogue services were provided in a digital format, their 
spectrum needs would be a quarter of their current take 
up [1].  Spectrum is the means by which all radio 
communication devices communicate and is vital to areas 
such as aerospace, emergencies, cellular telephony, 
mobile multimedia and data, radio and television 
broadcasting, defence and our utilities [2]. The 
exploitation of the RF spectrum has increased more than 
ever before, with major advancements in broadcast and 
mobile communication technologies. There is huge 
pressure on standards and spectrum regulators to 
accommodate more and more services. Internet protocol 
television (IPTV), mobile broadband, enhanced mobile 
phone services, and high-definition (HDTV) are all to be 
introduced [1]. Over several decades, analogue terrestrial 
television (ATT) broadcasting has occupied a sizeable 
chunk of the spectrum below 1GHz and this has been 
seen to be unsustainable for future broadcasting.  In fact, 

the opportunities for convergence are made possible by 
the exploitation of frequencies in the UHF band, called 
the sweet spot of the RF spectrum as shown in fig. 1. 
Spectrum economy, sustainable spectrum and wireless 
convergence has mobilised the agenda of making a 
transition from ATT to DTT broadcasting and most 
countries have completed or about to complete this 
transition process. This transition is known as digital 
‘switchover’ (DSO) [3]. This paper looks at digital 
broadcasting within the terrestrial terrain and highlights 
the following topical areas: Analogue switch-off (ASO) 
and DSO; dividends of switchover and spectrum 
efficiency; challenges for future broadcasting; and the 
conclusion will see some propels made to remedy these 
challengies. 
 

II. ANALOGUE SWITCH-OFF AND DIGITAL SWITCHOVER  

    The term analogue switch-off refers to the planned 
process that takes place when a migration from analogue 
TV broadcasting to its digital counterpart is initialised. 
There will be conversion of analogue transmitters and 
receivers as analogue broadcasting will be stripped of its 
spectrum allocation. Switch-off is a prerequisite for 
switch-over in this transition scenario. Digital switchover 
is simply the effect of the broadcasting transition process 
where the consumer gains from effective spectrum with 
more channels and services from the broadcaster. 
Broadcast services falls under very high frequency (VHF) 
and ultra-high frequency (UHF) of the RF spectrum. 
Following the Geneva 2006 Agreement (GE06) in the 
ITU Regional Radiocommunication Conference of 2006 
(RRC06), digital terrestrial broadcasting was introduced 
in parts of Region 1 and 3 (Europe, Africa and part of 
Asia), using frequencies in Band III (174-230 MHz) and 
Band IV/V (470-862) MHz and the date set by GE06 as 
the end of the transition period is 17 June 2015 after 
which countries are no longer required to protect the 
analogue services of neighbouring nations [4] [5] [6] [7]. 
The UK will complete its switchover scheme just before 
the London Olympics in 2012.  Some African and Arab 
countries are given up to 2020 as the end of the transition 
period for analogue services in Band III. The switchover 
from analogue to digital is not as easy as it seems because 
there are a number of requirements to be considered. 
Countries will have different experiences vis-à-vis ASO 
due to their respective market configurations. ASO will 
cause the allocation of frequency channels freed up for 
new digital services. The goal is to launch new services 
and carry the viewers along with the changes made to 
their services since the ASO and DSO are dual processes 
between the broadcaster and the consumer. A successful 



Networks 10th Research Seminar Series Workshop 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-154- 

ASO should have a time frame, create digital awareness 
and achieve a full conversion of the broadcast 
transmission network. The consumer has some 
investment to do either in choosing a free-to-air (FTA) 
service or subscribe to satellite or cable providers. Digital 
service providers have adopted a marketing strategy to 
offer bundle services at affordable prices where the 
customer subscribes to telephony, broadband and digital 
television with multiple contents and interactive services. 
One analogue service in traditional broadcasting is 
permissible in a single frequency channel. With 
switchover, there is increased spectrum efficiency and at 
least 6 digital services can be carried on the same 
frequency channel of typically 8MHz bandwidth. DSO 
will inevitable require investment in digital infrastructure 
with a short payback period.  

 
Fig. 2. Services and their spectrum occupation [1] 

 
III. DIVIDENDS OF SWITCHOVER AND SPECTRUM 

EFFICIENCY  

The dividends of DSO can be generally termed as the 
digital dividend. Basically, it refers to freed up spectrum. 
Andy Quested, head of technology at BBC HD defined 
digital dividend as the huge bucket of capacity across 
multiple distribution networks that’s appeared as a result 
of their conversion from analogue to digital. It is seen by 
broadcasters as new spectrum for high speed services and 
the corresponding new network technology to really drive 
it [8].  Fig. 2 exemplifies the freed up analogue services 
hence, concept of spectral digital dividend. 

 
Fig. 2. The concept of digital dividend [9] 

Recommendations from ITU’s Radiocommunication 
Sector (ITU-R) with respect to compression, coding and 
modulation techniques for DTT broadcasting have 
indirectly contributed to the process resulting in digital 
dividend [9]. The sub-sections below will describe 
extensively, the dividends of switchover. 

A. Exploiting the Benefits of Digital Dividend 

The size of digital dividend will be relative to the region 
and country. It is contingent on national peculiarities such 
as geographic location, the widespread of digital 
infrastructure in place, requirements for regional 
television services, and spectrum usage in neighbouring 
countries. The digital dividend spectrum can be opened 
for additional terrestrial broadcasting services, mobile 
multimedia applications and mobile broadband access 
systems [9]. Broadcasters are carrying out significant 
expansion of their services to improve the interactive 
options available to the viewer, as they migrate from 
analogue to terrestrial digital video broadcasting (DVB-
T) in the most efficient way possible. The natural 
flexibility offered by DVB-T will support mobile video 
reception, internet, multimedia data, and making 
applications, services and information accessible, portable 
and mobile [3]. There is no doubt that HD TV will 
pioneer the next phase of DSO. Consumers are seeing HD 
ready television as a more attractive option to match the 
quality of digital transmission by the broadcaster. 
Broadcasters are researching into the concept of 
unicasting, which is a process of ubiquitous unicast 
transmission to individual viewers. The viewer is not 
subject to watch a broadcast programme, rather is able to 
communicate directly to the broadcaster via a return path 
and gets a personal broadcast-on-demand (BON) service. 
Mobile TV reception (DVB-H) with high fidelity as a 
convergent service will also exploit the digital dividend. 
Potentially, new wireless communication services could 
tap from this digital gain; ubiquitous computing in future 
smart homes and omnipresent broadband internet access 
to overcome the digital divide for areas not reached by at 
least land lines. Companies will pay fewer premiums in 
advertising their products due to several platforms 
available. The digital dividend will bring about more 
services on our smart phones; the idea is that by the end 
of the switchover in 2015, advancements in IMT-2000 
and IEEE 802 standards could foster mobile broadband, 
mobile live TV, intelligent mobile phones that could 
communicate with other wireless devices and also mobile 
high quality broadcast. It can then be concluded that [10]: 
� the UHF band has been used for DTT because of its 

excellent propagation and coverage characteristics 
and net present value for the European economy is 
estimated to be between €750bn and €850bn. 

� the same propagation and coverage characteristics 
will also allow mobile operators to offer cheaper 
broadband services to more consumers, with greater 
demand. 

� Allocating considerably more than 92 MHz to mobile 
operators is justifiable under plausible demand 
scenarios. 

B. Opportunities for Convergence and New Mobile 
Services 
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The legacy of Global System of Mobile Communication 
(GSM) evolution and the bandwidth required to drive 
newer services have benefited from the digital dividend 
spectrum. Convergence now means more applications are 
possible within a television and mobile phone network. 
The IEEE is yet to launch a standard named 
IEEE802.16m that could achieve a throughput of 1Gbps 
wireless transfer rates and this in addition to the Long 
Term Evolution (LTE) for mobiles could optimize mobile 
convergence. Since the GSM licence in the 900MHz is 
going to expire in a few years’ time, the digital dividend 
serves as a square peg in a square hole in tackling this 
problem. World Radiocommunication Conference 2007 
(WRC 07) agreed to use 790-862MHz band for mobile in 
Europe, the Middle East and Africa. Mobile broadband 
such as the current High Speed Packet Access (HSPA) 
and LTE will achieve for broadband what GSM achieved 
for voice.  LTE is welcomed as the new broadband 
mobile network as it promises the following [3]: 
� increased data rate of 100Mbps (downlink) and 

50Mbps (uplink), 

� minimised network latency, 

� increased “cell edge bitrate” whilst maintaining same 
site locations as currently deployed, 

� enhanced spectrum efficiency 

�  scalable bandwidth and flexible spectrum 
allocations. 

With these interesting features, LTE is a convergent 
technology and its subscribers are forecast to reach 450 
million just by the end of 2015 [3].  

 
C. Switchover Implications on the Spectrum 

There are at least three analogue-to-digital switchover 
phases [7]: 
� conversion from analogue to standard definition 

television SDTV using a digital compression 
technique called moving pictures expert group 
(MPEG-2); 

� conversion from MPEG-2 to MPEG-4 / Advanced 
Video Coding (AVC); 

� migration from SDTV and HDTV. 

Insomuch as the first two phases will cause efficient use 
of spectrum for a given amount of programmes, the third 
phase will require more spectra for its implementation. 
DVBT-2 and MPEG-4 compression technique can be 
used to increase the transmission capacity of for HDTV 
[7]. Optimising the compliance to MPEG-2 standards for 
graphics coding, and DVB standards for the transmission 
segments, results in an internetwork with other media and 
services [11].  Fig. 3 and fig. 4 illustrates the change that 
will occur to the UK TV spectrum in 2012 due to DSO.  

 
 

Fig. 3. UK TV Spectrum 2010 [12] 

 
From fig. 3, the UK TV operates a Multiple Frequency 
Network (MFN) using 46 UHF channels encompassing a 
total 368MHz bandwidth. There are 11 TV services 
which involves 5 Phase Alternate Line (PAL) and 6 DTT 
multiplexes (MUX). There is also a licensed radio 
microphone in interleaved white spectrum [12]. Post-
switchover in fig. 4, 16 channels of 8MHz each are freed-
up for auction by UK’s non-crown spectrum regulating 
body called the Office of Communications (OfCom). 
Upper freed-up 9 channels are designated for Electronic 
Communications Networks (ECN) or LTE. The other 7 
channels are still awaiting utility decisions. That means 
that 32 channels (256MHz) are retained for 6 DTT MUX 
A and interleaved whitespace containing licensed radio 
microphones and licence-free white space devices 
(WSDs). 

 

 
Fig. 4. UK TV Spectrum 2012 – The Digital Dividend [12] 

 

IV. CHALLENGES FOR THE FUTURE BROADCASTING 
INDUSTRY 

A. Interference and Future Competing 
Technologies 

 The switchover process has led to a high degree 
of channel adjacency between DTT spectrum and other 
UHF band operating technologies. This results in 
DTT/ECN interference. The industry is to compete 
against radiation from terminals using future technologies 
within the band. This is a major concern as: all current 
DTT receivers are vulnerable due to carrier to 
interference (C/I) performance not robust enough to reject 
mobile and fixed communication network (MFCN) base 
stations using the first frequency block above 790MHz 
[12] [13], and also the risk of overloading the receiver.  
Again, improving C/I performance exposes adjacent 
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channel power leakage ratio (ACLR) issues due to 
receiver margins gets degraded as a result of the proposed 
block edge masks (BEMs) which cause co-channel out of 
band (OOB) interference. In fact, channel 60 may be 
sterilized, which can be difficult protect with only 1MHz 
guard band [12].  Possible mitigating techniques could be 
to reduce the radiated power at DTT coverage parameters 
and retrofit filters to existing DTT setup.  
B. Concerns for carrier and content providers 

Migration towards digital TV can be perceived as by 
broadcasters as an evolution process which means [14]: 
smooth and natural process; technological progress and 
convergence – a market trend. Mobile communications is 
experiencing huge exploitation possibly due to 
demographic trends in what’s obtainable on the mobile 
terminal. There is a phase shift from widescreen TV to 
mobile small screen which is an area of concern to 
broadcasters. As the digital dividend technology settles, 
everyone begins to see different things, different contents 
working on it, for example, a game console on a mobile 
phone.  Major concern now is how to find enough content 
to fill the available digital space.  Mobile TV experience 
differs around the world depending on culture and 
regulatory regime. Broadcasters and content providers 
struggle to draw that experience together and get some 
general lessons from it. This is simply because they look 
for works and doesn’t work on different platforms and 
sizes. With HD, you can get an amazing picture which 
you could take segments of and use on different 
platforms. Carrier providers are not sure if consumers 
want to watch the same content on different platforms. 
Carrier and content providers have different format and 
screen sizes they have to support. Formats and versions 
are a single problem.  
C. Backward Compatibility 

Future broadcasting will face a major problem and loose 
from incompatible receivers. Switchover cannot be 
entirely complete until DTT becomes mainstream in 
every home. The idea is to leave some channels for 
analogue broadcasting so that areas that topologies that 
does not thrive with this technology can still have access 
to terrestrial television. For example HDTV should allow 
for analogue reception.  
D. Next Generation Switchover 

There is a high possibility of another switchover in 
broadcasting within the next two decades. This will occur 
probably to disuse aerials and receiver and make use of 
very high speed internet access. Television platforms will 
be able to network and communicate with each other 
using an extended IP protocol. 

V. CONCLUSION  

This paper has considered the proliferation of 
convergence due to DSO. It has addressed how efficiently 
the spectrum can be utilized and it has highlighted the 
major challenges to be face by broadcasters and content 
delivery providers. Huge problem is that of interference 
from adjacent channels. There could be mitigation 

measures against this which is for future research. DSO 
gave rise to digital dividend which has spurred 
technological advancements in the UHF band. 
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ABSTRACT - The world is becoming smaller everyday due 

to digitalization of all facets of human activities. With the 

increase in records and business competitors, many 

companies are becoming more conscious to the need of not 

only securing their records, but their human resources. 

Closed Circuit Television (CCTV) and Video Surveillance 

Systems are becoming more mandatory in workplace 

construction, schools, hospitals and even individual 

businesses. Close watch is now the fundamental factor of 

access control methods improved with biometrics and other 

tracking systems. 

This paper will focus on Network CCTV cameras which 

allow Digital video recorder (DVR) to broadcast signals to 

devices that are IP based and will be accessible for storage 

or simply view in real time. Data stored on DVR will be 

analyse for easy access in future by deriving general 

techniques to make the data accessible without the need of 

using the manufacturer’s application software or 

information on the video formats in use. 

Furthermore, the M-monitoring software specially 

designed for remote video monitoring systems will be 

discuss, with its effectiveness, benefits and challenges. The 

paper concludes on allowing users to view, monitor and 

record live video over a network anywhere in the world. 

 

Keywords: Network CCTV cameras, DVR, M-

monitoring. 

I. INTRODUCTION 

The expanding pressure within the information 
technology manufacturers is motivating the hard work of 
camera producer, those that provides storage facilities and 
design microchip technology to give a complete motion 
video on multiplicity stands [3].  

In a standard digital Ethernet network, all the modules 
of the CCTV (Closed Circuit Television) systems are 
connected as a group rather than traditional coaxial cables 
[4], being digital also means they are economical and 
simple to fix. 

II. EVOLUTION OF CCTV 

 
The CCTV was invented by the United States military 

in 1940’s to provide surveillance over the testing of the  
V2 missiles, and also to locate faults and other hidden 
problems [5]. Later on administrators from the UK 
developed the initiative to use CCTV systems in free 
zones to observe crowds in the course of conventions and 
entrances of public figures in the 1960’s which became 
well accepted in unrestricted areas, stores [5] . 

CCTV technology is well incorporated in the British 
community as it is being used to keep surveillance on 
roads, sidewalks, city centres, train stations, buses, and 
shops, just to mention a few [5].  

The UK government expenditure for CCTV 
technologies accounts for 75% of the offence hindering 
budget in 1966. That same year the first CCTV system in 
the united State was used in a public building (New York 
City Municipal Building) and rapidly evolved to other 
major cities as its service was extensively employed [5]. 

CCTV is rarely used in the United States unlike in the 
UK; Figure 1 illustrates the statistics of CCTV cameras in 
the UK [15]. Nevertheless, during the 1970 and 80’s, 
CCTV usage was widely embraced in public 
establishment that were susceptible to security threats e.g. 
banks, supermarket, grocery stores etc. [5]. 

Safety cameras were mounted in the World Trade 
Centre as a protection against bomb attacks in 1993. By 
the mid-90’s, there was a transition from the use of safety 
camera to CCTV cameras which was now being fit on 
Automatic Teller Machines, and in various shops  to 
avoid robbery [5]. 

 

           

 
Fig. 1: The Statistics of CCTV in UK [15]. 
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Fig. 2: Typical coax transmitted analogue CCTV System Diagram 

[3]. 
 

 

A.  The First Generation of CCTV. 

 
The first generation of CCTV system as shown in 

figure 2 uses coaxial cable with multiplexer, video 
cassette recorder (VCR), and monitor were incorporated 
for end-to-end video transmission from a camera in the 
same location [3]. Several cameras were home-run using 
the coaxial cable which can be viewed on a monitor [3]. 

As time passed, we learned that VCR recorders had 
loads of problems, they were unpredictable, they were 
showing extremely poor recording, and low resolution 
camera image, as a result, these came about the 
implementation of the next generation of CCTV [8]. 

B.  The Next Generation of CCTV. 

Transmission Control Protocol/Internet Protocol 
(TCP/IP) is now the basic standard for networking, 
through cat 5/6 cables, wireless Ethernet, P.O.E, etc. [3]. 
This generation of CCTV transmit live video through 
network remotely, the system gives users the ability to 
watch concurrently and record real time video over a 
network(Local Area Network (LAN), Phone line and 
even Mobile Network) [6], [3].  

Digital Video Recorder (DVRs) were introduced to 
replace the VCRs, their function is to record videos on 
the hard disk [3]. The cameras come with IP addressable 
application which can be incorporated into a good 
infrastructural design. This camera can supply a wide 
range of network application hardware such as budget 
cameras, PAN/TILT/ZOOM, etc [3], which are normally 
used for security applications, provided with full 
automated ability to merge these applications with an 
existing structure in a building through a cable or wireless 
system [3]. Figure 3 gives a clearer picture.   

 

Fig 3:  IP/Network Digital CCTV Solution Diagram [3]. 

The combination of the IP application such as a PTZ 
where the use of a key board is used to control the 
movement of the video camera subject to its IP address 
would not be possible without the managing functions 
which include digital signal processing (DSP), 
recordings, and alarm handling etc. [3].  

Siemon [3] further illustrates another variant IP based 
system called CCTP [closed circuit trusted pair], it is a 
system with advance video power signals using a single 
twisted pair cabling system. It can carry over 40 fixed 
cameras and 16 PTZ cameras in one hulk [3].  
1. Video Compression Standards: Most of the image data 
captured in high resolution digital format require large 
amount of bandwidth and disk storage space. This led to 
the compression algorithms which provide higher quality 
transmission over lower bandwidth mechanisms. There 
are several standards such as ISO/IEC that allow high 
quality video transmission. ISO/IEC makes use of JPEG 
[joint photographic experts group], MPEG [motion 
pictures experts group]. The standards are involved in 
still messages and moving images. The most recent 
global audio-video standard for motion video is MPEG 
4[ISO/IEC 14496]. Still images and motion videos can be 
combined with the use of wavelet-like motion-JPEG, but 
the most widely used for security applications are MJPEG 
[3]. 
 
2. Network Video Server: This is the process of transferring 
analogue signals from a standard CCTV camera into a 
local area network in the same way as the network 
camera. The process is applied in a particular 
circumstance, for instance to incorporate an existing 
analogue system into a network system or to be enabled 
specialized non-network cameras. Some of these network 
video servers come with a 1-4 channel configurations 
which are applicable with software’s such as view 
commander; this allows management viewing and 
recording of all network cameras as well as a wide range 
of third parties network cameras. 
 

III. ACCESSING THE DVR  

It is obvious that the application of CCTV system in 
fighting against misdemeanour has increased extensively 
in modern times. Despite the fact that the precise number 
of CCTVs currently deployed is not available, Poole et al 
[11] estimates the number of cameras in the UK to be as 
high as 5million.  
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At the moment, digital storage facilities are used in 
recording video successions rather than magnetic tape. 
There are available DVR (Digital Video Recorder) tools 
with a vast option of configuration parameters in 
operating systems as summarized in Table 1 [11].  

The Digital Video Recorder (DVR) is an electronic 
device that is used in storing video stream collected from 
CCTV cameras in a digital format into any storage 
devices in real time just as a data is been stored on a 
personal computer. For instance, let us assume a crime 
incident occurred and during the process the DVR was 
destroyed.  A recent study analytically showed how it is 
possible to extract useful video record from its storage 
media without having access to the manufacture’s 
software in order to eventually present the crime case in 
court [11]. 

In a standard functional mode, the process of exporting 
and playing the video content from a DVR is a two way 
process, which employs the producer’s special software. 
The video content that is being stored on the CCTV is 
relatively available without prior access to the producer’s 
software. The file system and video format used in the 
DVR are fully established based on standard processes 
and video records stored can be executed using regular 
media player’s application [11]. 

According to the series of work carried out by experts 
from previous years, there are various techniques and 
methods that are used to analyse the data obtained from 
several DVR [11]. Below are some of the techniques that 
could be used; 

The scanning of the disk image for a usual data 
structure which include the video index entries that are 
relatively small in size and reoccurring but this enables it 
to be easily recognized 

An isolation of extracted numbers of some elements 
makes it easier to decode. To demonstrate the addressing 
of data on the disk is a crucial part of these work. Address 
is an important component of event tables or chats which 
should have regular occurrence in higher level insistent 
structures. A mixture of disk serial numbers and (direct) 
implicit off sets is the most preferable format. Finally, a 
common cognition with the majority of the widely 
accepted video compression format at a particular binary 
point is useful in being able to extract the final video data 
converting it to a useful image. 

We can be fair in the assurance of being able to recover 
clips from DVR that has been corrupted in file structure 
or in video data; it can also be accessible when the DVR 
is no longer operational. The application illustrated would 
be useful for investigator and forensic analyst involved 
with cases of digital video evidence. 

In Conclusion the advancement of the application 
would be profitable in the producer specialized equipment 
to distil video proof from a storage media engaged with 
DVR, working with the generally accepted compression 
technology. 

IV. M-MONITORING SOFTWARE 

The TeleEye M-303 is M-Monitoring software 
embedded with a J2ME application program for a J2ME 
enabled devices, 3G or HSDPA connection, GRRS, 
EDGE on mobile phones. The data are compacted and 
translated to show over the mobile phone screen. You can 
route through different channels via your mobile keypads 
[1]. 

The lists in table 2 are mobile phones that are 
authoritatively permitted compatible and tested with M-
303 [1]. 

Operating 

Systems 

File Systems Compression 

Technology 

Window XP 
Professional 

FAT16/FAT32 MPEG4 

Windows XP 
Embedded 

NTFS MPEG4 AVC 

LINUX EXT3 H.264 

Embedded Linux CD (ISO9660 & 
Joliet) 

MJPEG 

QNX Nucleus JPEG2000 

VxWorks QNX Wavelet 

Nuclear RTOS pHILE Proprietary 

RTOS-32 Proprietary  

LynxOS   

XOS   

pSOS   

 
            
 
Table 1 – Summary of primary DVR technologies [11]. 

Nokia 5300.6230i, 6280. E70, N70, 
N95, N97. 

Motorola A1200, E6,V3x 

Sony Ericson K530i, K550i, K600i, K750i, 
P910i, W800i, Z610i 

Dopod 818pro, 838pro. 

LG F488, *KF700, *KS20, 
*KU990, U8180, U8360, U880c. 

I-Mate JASJAM 

Samsung SGH-U608, SGH-Z720, SGH-
Z2728. 

HTC *Touch, *Diamond 2 

Blackberry *8900, Curve, *9500, Storm. 

Table 2 – List of Mobile Phones [7]. 

CONFIGURATION 

There are certain steps to follow when installing M-
Monitory software, to make sure that M-303 work 
properly on your mobile device [1]. 

• You must set the 3G/ General Packet 
Radio Service (GPRS) configuration properly on 
the mobile phone because the set up procedure is 
different from one network service provider to 
another. 

• The next step is to download M303 
through the Wireless Application Protocol 
(WAP) on the appropriate mobile phone [10]. It 
has to be downloaded on the mobile phone, 
because it will not work on any other mobile 
devices. 

• The Software requires a 12-digits 
activation number to start the M-303 via the 
mobile phone, figure 4 shows how it will appear 
on the mobile phone. 
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• Then you set your address book as 
shown in fig 5. This allows you to link and route 
through your remote site easily from the default 
10 entries options, and there is room for address 
creating, removing and editing.  
 
 
 

 
Fig 4: Software Activation [1]. 

 
Fig 5: Address Book Setting [1]. 

• Check if your transmitter is enabled, in 
other to make connection to the remote site. 

• Once you have created the address 
book and the transmitter is enabled, at this stage, 
you can connect to your preferred location using 
the appropriate password. Fig 6 shows how the 
addresses are been established. 

• If the connection to the video 
transmitter is successful, you can now achieve a 
remote monitoring from your mobile phone, in 
fig 7, the video shows all the number of cameras 
that are connected, date and time of the remote 
site (not the local time), event message and 
PTZ(pan, tilt, and zoom) indicator. 

• To view a live camera from a remote 
site, you will have to select the camera number 
from your phone key pad. For instance, you will 
press ‘2’ and ‘1’ within two seconds on your 
phone keypad to view camera ‘21’. Press single 
key to view a single camera number. 

 

 
           Fig 6: Site Connection [1]. 

 

 
             Fig 7: Remote Monitoring [1]. 

 

                 
                      Fig 8: Camera Selection [1]. 

• The Fig below shows how you can 
navigate the PTZ (Pan, Tilt and Zoom) camera 
using a personal digital assistant (PDA) phone. 
The PTZ cameras can navigate up and down, left 
and right, and zoom in or out on a floor, face or 
cash point [15]. 
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                    Fig 9: PTZ Camera on a PDA phone [1]. 

• Lastly, figure 10 shows how to view the 
full mode screen on any phone. The Fig below 
shows and illustration on how you can view the 
full mode using iPhone. 

V. BENEFITS AND CHALLENGES OF NETWORK CAMERAS. 

This section discusses the benefits and challenges of 
Network Cameras.  

 
� Putting off stealing and illegal conducts 

– Network Camera systems are set up to stop 
stealing and destruction of assets and it work as 
a restriction to little thieves and difficult 
criminals from indulging in criminal or illegal 
conducts [12]. A crime incident was reported to 
the police on CNN.com/crime about how a 
woman caught thieves stealing her belongings at 
home while in office. She was able to view and 
monitor her home remotely and it helps [2]. 

 

� Support harmless Work Environments - 
CCTV prevents employee from customers with 
aggressive behaviour, especially people in the 
customer service department, they can be 
monitored and protected [9] [12]. 

 
� Shore Up Legal Cases – in court of law, 

the new generation of CCTV embedded with 
different features like sound, digital voice and 
audio capturing capabilities can be used as 
evidence to shore up any crime cases [12]. 

 

• Operate Independently – Network 
Cameras is customized with an IP (Internet 
Protocol) address, they operate independently 
and transfer live video stream on LAN (Local 
Area Network) or across the internet. Authorised 
client can also view the network camera by 
accessing the network video recorder [14]. 

� Privacy- Many employees always go up 
against how CCTV invade into their privacy, 
because they are been watched all the time, with 
these constant monitory, they work under 
pressure and not from their mind [12]. 

                

Fig 10: Full Screen Mode [1]. 

� CCTV Doesn't Always Work – Sorry to 
say, but CCTV does not give 100% guarantee 
that all incidents will be captured or recorded 
properly. People can still go away with crime by 
covering the camera lens. In a situation whereby 
cameras are not properly positioned, it will not 
capture the high traffic areas and will not record 
it on tape [12].      

� Compatibility Issues – Technology is 
not static, it is dynamic. Manufactures produce 
recent and advance products always, this in turn 
prompts older CCTV systems to be replaced by 
new enhance models which turn to compatibility 
issues between each models.  

VI. CONCLUSION. 
This paper has presented how a mobile video 

surveillance system works by means of a Network CCTV 
cameras. 

The evolution of CCTV from old to new generation 
was discussed. Several implementation techniques were 
also presented. The steps to follow in order to access the 
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DVR without using the manufactures software are 
discussed.  

The M-monitoring software from TeleEye Company 
was analysed as well as, how you can monitor, control 
and manage your video cameras on your mobile device 
(Mobile phone) from anywhere in the world. The benefits 
and challenges of using a network CCTV were also 
discussed.  

Further developmental work would be beneficial in 
producing special cameras like thermal CCTV that work 
inside water, with heat, and that can capture or record 
even without light.   
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Abstract- For the last two decades or so the wireless 

communications made rapid progress. The numbers of user 

using this facility are increasing day by day. In 1990s 

majority of people use wired telephone system for the 

communication. With the passage of time new 

communication techniques allow us to communicate over 

wireless channel. 2G and 3G techniques are commonly used 

in the market, but both have some limitations. Now a day 

WiMAX is one of the most efficient wireless communication 

techniques. 

WiMAX is the first 4G technology. It provides the good 

voice quality and high- speed internet access. WiMAX has 

advantage of both Wi-Fi and carrier-grade cellular 

technology. Two different standard of WiMAX are 

available, "Mobile WiMAX", "802.16e" is commonly used 

in the market and comparatively less famous is "Fixed 

WiMAX","802.16d".WiMAX is similar to the Wi-Fi but it 

permits usage at much greater distances. Rapid deployment 

of WiMAX takes place on different parts of world because it 

is more cost-effective then traditional broadband services.  

In this paper I will discuss the working of WiMAX, 

showing its architecture, stating its benefits and issues, 

compare the WiMAX with various standards-based 

broadband wireless technologies (3G and Wi-Fi) and 

highlight the differentiating aspects of WiMAX.  

Keywords: 2G, 3G, 4G, Wi-Fi, WiMAX. 

I. INTRODUCTION 

The field of Telecommunications has seen explosive level 
of growth over the past few decades. Man’s desire for 
more and to reach the next level has caused 
unprecedented development in this field. This is 
particularly true in the field of Mobile and Wireless 
communications. It was not long ago when we were using 
the communication systems such as AMPS, which 
belonged to the first generation of mobile 
communications (1G). At that time we could only talk 
over our mobile sets. Then second generation of mobile 
communication system came such as GSM and the 
majority of the world’s population switched to them. We 
are now using these 2.5G and 3G systems to talk on our 
mobiles but also to access the internet and experience 
relatively high data rates. Wi-Fi hot spots enable the 
wireless transmission of internet, things which seemed 
impossible only some years back! 

Now the world is standing at the dawn of yet another 
transition…that from 2.5G and 3G to the fourth 
generation of mobile communication systems such as 
WiMAX, etc.  

A. Wireless Networks 

A wireless network is referring to a type of computer 
network that provides connection between computing 
machines without using any physical medium. In wireless 
network data is transmitted over air using the radio access 
system. Wireless technologies provide us the platform to 
replace the existing wired home networking into the area 
of mobile devices around the home. As the result, 
wireless network give us the solution of problems relating 
to phone-line and power-line networks. 

The range of wireless networks varies from few 
centimetres to global voice and data network (which 
allows users to communicate over long distance). 
Wireless technology serves for different purposes. For 
example, we can connect our portable device to internet 
through routers installed in public locations such as 
airport railway stations and supermarkets. At home, users 
can connect devices such as mobile phones, PDAs, etc to 
desktop for data synchronization. Commonly used 
devices in wireless networks are Laptops, mobile phones, 
PDAs, and pagers. 

B. Types of Wireless Networks 

Wireless networks are divided into different types based 
on the range over which data can be transmitted. Wireless 
networks are spreading very rapidly because of new 
wireless technologies and cheaper equipment. These 
wireless networks affect the life style of people. There are 
many wireless communication techniques, differentiated 
on frequency, bandwidth, range and applications [1]. 
Wireless networks are broadly classified into 4 
categories, as shown in Fig. 1. 

 
Fig. 1. Global Wireless Standards [2]. 

C. Wireless Techniques 

1) Ultra wideband: Ultra Wideband (UWB) 
technology provides service to the WPANs. UWB is a 
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radio technology which uses low energy and high-
bandwidth using a large portion of radio spectrum. 

2) Wi-Fi: Now a day’s Wi-Fi is commonly used 
wireless technique. It is used to connect the computers, 
PDAs and Smartphone’s relatively over large distances 
such as office buildings, restaurants, stores and homes. 
With the use of Wi-Fi network computer shares software 
as well as hardware resources such as Internet and printer. 
Three different standards are currently available in 
market: 802.11b (provide speed up to 11 Mbps), 802.11g 
(provide speed up to 54 Mbps) and the new version is 
802.11n (provide speed up to 150 Mbps). First two 
standard of Wi-Fi 802.11b/g uses 2.4 GHz frequency 
band, and 802.11n uses frequency band between 2.4 to 5 
GHz [3]. The drawback in Wi-Fi technology is its limited 
range i.e. a few hundred Feet. When the user moves out 
of that radius, it cannot get access to the service. So, one 
of the major weakness of Wi-Fi is the short range and 
therefore, very limited mobility, as it can only be used 
indoors or within a couple of small buildings. 

3) WiMAX: WiMAX stands for World Wide 
Interoperability for Microwave Access by the WiMAX 
forum. It may prove to be an alternative to cable and DSL 
as it is a means of Wireless broadband access. The 
predecessor of WiMAX is Wi-Fi. WiMAX is long-range 
and thus can be used outdoors. Consequently it provides 
high level of mobility and also supports both Line-of-
Sight and Non Line-of-Sight operations. The interference 
is also minimized as it uses Orthogonal Frequency 
Division Multiplexing. Adaptive Modulation and SNR 
Estimation reduces the bit error rate to a minimum.  

WiMAX is a complex technology and uses concepts 
like VoIP i.e. voice over Internet Protocol. For signalling, 
it uses Session Initiation Protocol (SIP), instead of the 
conventional SS7. SIP is a 3GPP signalling protocol used 
for multimedia and applications like videos and online 
games. SIP differs from SS7 by the fact that SS7 is 
centrally intelligent while in SIP it is distributed among 
the nodes.  

Improvement is also made in MAC layer. Wi-Fi uses 
MAC that is based on contention-access, i.e. all users 
have to compete with each other in order to pass data 
through the same access point. As a result, those users 
who are far away from the access point get interrupted 
because of the users who are closer to the access point. 
This reduces the quality of service and correspondingly 
the throughput of those distant nodes. Thus, VoIP, which 
needs a determined level of QoS cannot be utilized in 
such a system. The MAC for WiMAX is a scheduling 
MAC, where the user only competes in the beginning i.e. 
at initiation, and after that it is allocated a timeslot that 
can contract or expand but it is always there for the user, 
so it does not get interrupted anymore.  

II. WiMAX STANDARDS 

The Standard on which WiMAX is based is IEEE 
802.16. This is further divided in sub-standards 
depending on spectrum, mobility and configuration. The 

most important WiMAX standards are 802.16d i.e. fixed 
WiMAX and 802.16e i.e. mobile WiMAX. The basic 
difference between the two is that Fixed WiMAX uses 
Orthogonal Frequency Division Multiplexing (OFDM) 
while Mobile WiMAX uses Orthogonal Frequency 
Division Multiple Access (OFDMA) [4]. The table 1 
shows the salient features of both standards. 

TABLE 1. 
BASIC DATA ON IEEE 802.16 STANDARDS [5] 

 
 

III. FREQUENCY SPECTRUM OF WiMAX 

There is no uniform global licensed spectrum for 
WiMAX. It has normally two frequency spectrum 
depending on the mode of operation. These frequency 
ranges from 10 to 66 GHz and 2 to 11 GHz. This is a very 
large spectrum range. Higher frequency spectrum is best 
for high data rate and line of sight connection. Lower 
frequency band is suitable for multi point, near line-of-
sight, and long distance. 3.5 GHz was the first 
International standard for WiMAX products [6]. 

IV. WiMAX ARCHITECTURE 

The IEEE 8.2.16e standard defines the air interface for 
WiMAX but does not provide the full end-to-end 
WiMAX network. The WiMAX Forum’s Network Group 
(NWG) develops the end-to-end network requirements, 
architecture, and protocols for WiMAX, using IEEE 
802.16e as the air interface [7]. Basic WiMAX 
architecture is shown in Fig. 2.The simplified IP-based 
WiMAX network architecture is divided into three parts: 
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Fig. 2. IP-Based WiMAX Network Architecture [7]. 

 
 

A. Base Stations (BS). 

A WiMAX base station consists is similar in concept to a 
cell-phone tower. The area covered by each base station 
is called cell. Theoretically, the maximum coverage area 
of cell is 30 miles or 50 km but practically it only covers 
10 km or 6 miles because of some limitations. Any 
wireless device within the coverage area of Base Station 
would be able to access the Internet. The WiMAX base 
stations use the MAC layer defined in the standard. 
Additional functions of Base Station are micromobility 
management functions, radio resource management, QoS 
policy, traffic classification, and multicast group 
management [7]. 

 
B. The Access Service Network (ASN). 

A WiMAX ASN consists of one or more base stations. 
It also contains ASN gateway, which provide the radio 
access network at the end. ASN is responsible for radio 
resource management, encryption keys, routing to the 
selected network and client functionality [8]. 

C. Connectivity Service Network (CSN). 

Third component of WiMAX architecture is 
Connectivity service network (CSN). It is responsible of 
providing the IP functions such as, connectivity to 
internet, ASP, and other public networks. CSN supports 
the authentication for the devices, users, and specific 
services using the AAA servers. The CSN also provides 
the security, support for roaming between different NSPs 
similar to the cell phones, management roaming and 
mobility between ASNs. A WiMAX tower station can 
connect directly to the Internet using a high-bandwidth, 
wired connection (for example, a T3 line). It can also 
connect to another WiMAX tower using a line-of-sight, 
microwave link. 

V. WiMAX TECHNOLOGY FOR LOS AND NLOS 

ENVIRONMENTS 

 
Radio channels of wireless communication are widely 

divided into two categories i.e. LOS (line of sight) and 
NLOS (non line of sight). In LOS link, signal travel from 
transmitter to receiver in direct path, without any 
obstruction. A LOS communication requires the first 
Fresnel zone without any obstruction as shown in Fig. 3. 
If this condition is not full fill then the signal power is 

considerably decreased. Fresnel clearance zone depend on 
the operating frequency and distance between transmitter 
and receiver [9]. 

 
Fig. 3. LOS Fresnel Zone [9]. 

In NLOS link, the signal travel from the transmitter to 
receiver through reflections, scattering, and diffractions. 
The signal received at the receiver consists of different 
components from the direct path, multiple reflected path, 
and diffracted propagation path. These components have 
different delay spread, attenuation, and stability. NLOS 
propagation is shown in Fig. 4[9]. 

 

Fig. 4. NLOS Propagation [9]. 

Many technologies are currently available in the market 
that provides the good wireless broadband network 
coverage in LOS, but there coverage is not satisfactory in 
NLOS. WiMAX is design to provide the solution of this 
problem, so WiMAX technology is best in both aspects. 
It covers up to 50km distance in LOS propagation, and on 
the other hand in NLOS it provides the coverage up to 
8km radii. 
WiMAX handle the problem resulting from NLOS 
propagation by using different techniques:  

A. OFDM Technology. 

Orthogonal frequency division multiplexing (OFDM) 
technology has large number of advantages in WiMAX, 
but among the more important advantages is that, it 
provides solution of NLOS propagation. The inter-
symbol interference (ISI) problem and the complexities 
of adaptive equalization are coupe by virtue of the OFDM 
symbol time and use of cyclic prefix [9]. The WiMAX 
OFDM waveform also operates with larger delay spread, 
which is also an advantage for NLOS environment. 
OFDM waveform is composed of multiple narrowband 
orthogonal carriers, so as the result selective fading is 
localized to a subset of carriers that are relatively easy to 
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equalise. The comparison between an OFDM signal and a 
single carrier signal is shown in Fig. 5. 

Fig. 5. Single Carrier and OFDM Carrier [9]. 

Less delay spread, multi-path, and ISI are responsible 
of higher date rate throughput. Individual OFDM carriers 
are easy to equalize as compared to broader single carrier 
signal as shown in Fig. 6.  

 

Fig. 6. Single carrier and OFDM received signal [9]. 

B. Sub Channelization. 

The purpose of Sub channelization is to balance the 
link budget such that the both up and down link have 
similar system gains. 

C. Adaptive Modulation  

It is an intelligent scheme used in WiMAX. It can 
automatically adjust the modulation technique depending 
on the signal to noise ratio (SNR) condition of the radio 
link. When the signal strength of radio link is high in 
quality, highest modulation technique is used, which 
increase the capacity. On other hand when signal quality 
is not good the system automatically adjusts to lower 
modulation technique to maintain the link stability [9]. 

VI. OSI MODEL OF WiMAX 

WiMAX and its previous standard 802.11 (Wi-Fi) are the 
wireless form of Ethernet. So Open System 
Interconnection (OSI) network model of WiMAX was 
designed with much influence from Wi-Fi. Some of the 
basic constructions of these two technologies are very 
similar, but they differ in many aspects, due to the 
difference in their function. The OSI model of WiMAX is 
shown in Fig. 7. IEEE 802.16 only defines the Physical 
layer and Medium Access Control (MAC) layer; the 
remaining five layers are similar to the OSI model of 

Ethernet IEEE 802.3. As WiMAX is a wireless version of 
Ethernet. 
 

             
Fig. 7. OSI Model of WiMAX [10]. 

A. Physical Layer of WiMAX 

The physical layer is responsible for physical transport 
of data. A number of techniques are used in physical layer 
to obtain maximum data rates these techniques include 
OFDM, QAM, FDD, TDD, and Adaptive Antenna 
System (AAS). 

1) OFDM: OFDM technique is used in different 
digital subscriber line (DSL) and Wi-Fi 802.11 to get the 
high data rate. It is very well-liked in wireless 
applications because of its resistance to interference. So it 
delivers signal much higher distances.  

2) TDD and FDD: WiMAX supports both Time 
Division Duplex (TDD) and Frequency Division Duplex 
(FDD). In TDD technique signal transmit and receive on 
same frequency, by dividing the separate time for 
transmit and receive mode. This technique the problem of 
half-duplex and it also regularise the uplink and downlink 
data rates. In FDD signal transmit and receive on 
different frequencies, normally dividing by 50 to 100 
MHz within the operating band [11]. 

3) Adaptive Antenna System (AAS): AAS is used in 
WiMAX. By the use of AAS transmitter transmit energy 
in the direction of receiver. And during receiving, it 
focuses to the direction of transmitting device [12]. In this 
system arrays of antennas are used at the BS to increase 
the gain to the proposed subscriber. AAS also helps to 
eliminate interference.  

B. Medium Access Control (MAC) Layer 

WiMAX MAC layer provide interface between the 
network layer and physical layer. It also gives 
intelligence control to physical layer to ensure large 
number of QoS measures, which are not available in the 
previous wireless standards. MAC layer of WiMAX is 
divided into three sublayers: the Service- specific 
convergence sublayer (CS), the common part sublayer 
(CPS), and Security sublayer as shown in Fig. 8. 
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Fig. 8. WiMAX MAC sublayers [13]. 

1) Service-Specific Convergence Sublayer (CS): CS 
sublayer provides interface between MAC layer and 
transport layer of network. It maps data packets from 
higher layer to MAC common part sublayer (MAC CPS) 
and vice versa. This mapping takes various forms, 
depending on the type of service. In addition to this CS 
adds payload header to increase the air link effectiveness.  

2) MAC Common Part Sublayer (MAC CPS): 
MAC CPS receives data from CS and classifies this data 
to respective MAC connection. It allocates bandwidth 
with respect to the data category, and also schedules the 
data over physical layer. 

3) Security Sublayer: This sublayer performs 
authentication, secure key exchange and data encryption. 

VII. SALIENT FEATURES OF WiMAX 

A. Very High Peak Data Rates 

WiMAX is great invention in the field of wireless 
communication. The scalable architecture of physical 
layer provide high available data rates. It automatically 
switches between 128, 512, 1048 bit Fast Fourier 
Transforms (FFTs) depending on the channel bandwidth 
1.25 MHz  to 10 MHz respectively. Peak data rates of 
WiMAX is up to 74 Mbps, when using 20 MHz wide 
spectrum and 25 Mbps using 10 MHz spectrum in TDD 
scheme. 

B. Adaptive Modulation and Coding (AMC) 

AMC permits the user to change the modulation as well 
as coding technique according to channel conditions. It is 
very valuable technique to increase the data throughput. 

C. Reliability of data 

Another great future of WiMAX is improved 
reliability. Data link layer of WiMAX supports 
retransmission of data which improves reliability and also 
enables Automatic retransmission request (ARQ) of each 
broadcast packet to be recognized by the receiver [14].   

D.  Supports TDD and FDD 

WiMAX supports both Time Division Duplex (TDD) 
and Frequency Division Duplex (FDD), it also supports 
half duplex FDD, which offer low cost system 
accomplishment.   

 

E. Strong Encryption 

WiMAX use strong encryption technique using 
Advanced Encryption Standard (AES), and key-
management protocol. 

F. Support for mobility 

The important feature of WiMAX technology is to 
support mobility applications such as VoIP. 

VIII. WiMAX LIMITATIONS 

WiMAX is a great achievement in the field of wireless 
communication. It has large number of outstanding 
features but on the other hand it also has some limitations 
as under. 

A. Low Data Rate Over Long Distance 

WiMAX provide high peak data rate of up to 74 Mbps 
and up to distance of 30 miles. But both these features are 
not available at the same time. If we want any one of 
these two advantages then we must surrender other one. 

B. Speed of Connectivity 

Another drawback of WiMAX is that, it provides speed 
of 30Mbps close to the tower but on the edge of the cell it 
only offers 14Mbps. 

IX. WiMAX AND Wi-Fi COMPARISON 

The functionality of WiMAX is similar to the Wi-Fi, 
but WiMAX cover larger area and faster speed. The brief 
comparison of WiMAX and Wi-Fi is shown in Table 2. 

TABLE 2. 
COMPARISON OF WiMAX AND Wi-Fi [15]. 

 
X. CONCLUSION 
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WiMAX offers immense potential for growth both in 
the fixed wireless and mobile wireless areas. Its use of 
OFDM makes it robust. The main advantage of WiMAX 
is the use of adaptive modulation on the basis of the 
Signal to Noise Ratio value. This enables WiMAX to 
switch between high and low level modulations 
techniques. Thus, a user who is at a place where the SNR 
value is high, can communicate using high data rates due 
to the high level modulation scheme selected whereas a 
user who is at a place where the SNR value is low would 
experience low data rates but his connectivity is ensured 
using a low level modulation scheme. The ability of 
WiMAX to vary the data rates using the same bandwidth 
is indeed a step ahead because it does this using the same 
resources.  
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Abstract— “Wireless mesh networks (WMNS) are type of 
self-controlled and self-configured networks”, where the nodes 
establishing on ad hoc network automatically and maintaining 
the mesh connectivity [1]. 

A wireless mash networks is one of the most practical 

types of networking system, and key technology for the 

future generation of wireless networking. WMNS have many 

advantages over all types of wireless networks (Wireless 

Local Area Network-WLANs, Wireless Personal Area 

Networks-WPANs, and Wide Area Networks); Wireless 

mesh networks (WMNs) could be used in different 

applications.  It is covering almost every place form office to 

home, and from small networks to large ones. However 

many technical issues still existed in this field and need to be 

further explored. In order to provide a better understanding 

of the Wireless mesh networks (WMNs) and its challenges, 

this article presents a detailed infestation about the different 

generation of Wireless mesh networks, basic information on 

its technical/working properties and specifications, 

interdiction to layers of WMNs which is the main aim of this 

article, Open research issues about all the protocols layers 

and finally the application of WMNs. 

Keywords-component: Wireless mesh networks, WMNs, 

LAN, WAN, IP.  

INTRODUCTION 

Networking has come one of the most important part 
of today’s life, it has almost cover each and everything, 
from office to our home, today about 70% of active 
computer workers using wireless network , to preform 
different activities, such as using internet, mobile 
network, and many more. 

Wireless network can be define as a type of network 
where every system is communicating with each other 
without using wire. 

Wireless mesh networking can be define, as a type of 
network where systems are communicating with more 
than one system at a time. 

This article present different generation of WMNs, 
important technical issues in different layers of WMNs, 
devices which can be used in WMNs and finally 
application of WMNs. 

WIRELESS MESH NETWORKS 

The WMNs is kind of network where one device 
communicating with many other devices which are 
connect to that particular network at a time Figure  0-1 [1]. 

 Each device in the network call as node, that is self-
controlled and self-configured, to maintain mesh 
connectivity the nodes are establish on ad hoc networks 
automatically [1]. 

WMNs system is consist of mesh clients and mesh 
routers, where each and every client can act as a router, 

transferring of data from one node to another node or 
from node directly to main router [2]. It clearly show that 
data transfer depend on client distance from router if 
client is close to router it can directly transfer data to 
router there for The traffic flow in WMNs is hop by hop 
which mean data flow to many nodes in the network to 
reach final host. Because in WMNs nodes are connected 
to more than one node at the time therefore it is also 
called as generic topological structure, where nodes find 
each other automatically and configure router among 
themselves [3]. The simple definition of WMNs is; “A 
wireless mesh network (WMN) is a communications 
network made up of radio nodes organized in a mesh 
topology” [4]. WMNs is consisting of many clients and 
routers communicating with each other at one time. 

WMNs can be consist of any wire or wireless system 
such as Desktop, Laptop, Mobile phone, Pocket pc, Fire 
alarm, and Security alarm in the form of regular mesh or 
irregular mesh [1]. But the most use of WMNs is by 
wireless systems. 

The device which doesn’t support wireless card can be 
communicated with mesh router through using other sort, 
like Ethernet, and Thus. Both Ethernet and Thus are 
standard wired system. The coverage area of the nodes 
where each node is connected is called mesh cloud [3]. 
WMNs are used almost all type of wireless networks 
(LAN, PAN, SAN, MAN) [1]. it can be used for many 
type of applications such as broadband home networking, 
community and neighborhood networks, enterprise 
networking, building automation and many more. The 
main objective of the Wireless mesh networks is to 
provide as much comfort as possible for both client and 
host, it reduce the cost of overall wireless networking and 
increase reliability of the system. WMNs can use most of 
the components which are compatible with ad hoc, and 
are compatible with Linux operating system, WMNs uses 
prism 2.9, 2.5 and others based radio devices. Most of the 
companies already realized the potential of WMNS and 
producing WMNs products [1]. WMNs is new technology 
Therefore it needs more research and development to 
improve reliability of the system. The most important 
problem is regarding different protocols, algorithms 
which cause security problems in WMNs, therefor 
different standards group like IEEE 802.11, IEEE 802.15 
and IEEE 802.16 are working on new specification for 
WMNs. 
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Figure  0-1 

 
Figure  0-1 Present Sample of WMNs 

GENERATION OF WMNS 

Since invention of WMNs there has being many 
research and development. As a result different types of 
WMNs have been introduced. The WMNs have been 
divided in to three generations [5], [6]. 

 

FIRST GENERATION OF WMNS: 

There were many problems with the First generation 
of WMNs, every device had single radio, the same radio 
was used to provide both connection to individual device 
and work as backhaul (links to across wired), which 
caused blockage in all nodes, there was only possibility of 
connecting with one or two nodes at a time between wired 
or fiber Ethernet. One of the other major problems was 
slow and poor support for video and audio applications 
because of interruption over the network. 

 
Figure  0-1 

 
Figure  0-1 Present Systems of First Generation WMNs 

 

SECOND GENERATION OF WMN : 

To overcome with drawback of first generation of 
WMNs, the second generation has been developed. The 
entire devices place with minimum of two radios, where 
802.11b/g radio act as client and 802.11a radio act as 
backhaul [6]. Because of two radios it becomes more 
reliable for audio and video. The limitation was that the 
client radio can’t provide service to backhaul and the 
backhaul radio can’t provide service to client. 

 

 
Figure  0-2 

 
Figure  0-2 Present Systems of Second Generation WMNs 

 

THIRD GENERATION OF WMNS : 

The third generation currently known as last 
generation of WMNs, where you can find three radios 
instead of two radios, the first radio is acting as down link 
backhaul, the second radio acting as uplink backhaul and 
the third radio provide service to client [6]. Therefore this 
generation of WMNs has more reliability over two other 
generations. This generation is consisting of both first and 
second generation. 

 
Figure  0-3 

 
Figure  0-3 Present Systems of third Generation WMNs 

NETWORK ARCHITECTURE 

WMNs nodes are divided in to two part [1], first 
WMNs routers and second WMNs clients, while the 
architecture of WMNs is classified in to three parts [7]. 

• Infrastructure/backbone 

• Client 

• Hybrid 
 

WMNS ROUTER: 

WMNs routers have many functions which help in 
WMNs networking. In order to be flexible with other 
networks, WMNs routers have prepared in multiple 
interfaces built using the same wireless access technology 
[7]. Because of multi hop communication WMNs router 
can have very high coverage with low transmutation 
power [8]. The data transfer from one system to anther 
system to access the host; therefor host doesn’t need 
much power to provide signal. MAC is more superior 
with better scalability in mesh environment. WMNs 
router is responsible for monitoring network activity and 



Networks 10th Research Seminar Series Workshop 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-172- 

minting list of devices, whenever  new node connect in 
the network the router need to update the router list and 
broadcast the address where all the routers near update 
their list [7]. This process helps all hosts to allow only 
that user which is present in their list because of security 
issues.   

 
 

 
Figure  0-1 

 
Figure  0-1Present Sample of WMNS Router 

 

WMNSCLIENT: 

WMNs client can be any type of wireless system, 
where it can act as router or as client, every client as 
router has its own function [1], whereas client it perform 
some other functions, the only difference is that there is 
no gateway exist in client, therefore the WMNs nodes is 
only one interface, the software/hardware is much simpler 
compare to WMNs routers, WMNs client can be laptop, 
desktop, mobile, packet Pc, and many more. 

 

 
Figure  0-2 

 
Figure  0-2Present Sample of Client of WMNS 

 

INFRASTRUCTUER/BACKBONE ARCHITECHTURE: 

Different type of radio technology can be used for 
building of radio technology [9], WMNs router use self-
configuring and self-link, instead of using IEEE 802.1, 
the client with Ethernet interface can use Ethernet link to 
communicate with the router, where the client with the 
same type of signal can communicate directly, if there is 
difference in the signals then the client need to 
communicate with base station which has connection with 
the mesh router. The infrastructure/backbone is most 
commonly used in many type of network such as 
neighborhood networks, where routers place in roof of the 
building and act as access point for long range 
communication directional antenna can be used [11]. 

 
Figure  0-3 

 
Figure  0-3Present Sample of Infrastructure System of 
WMNS 

 

CLIENT  ARCHITECHTURE: 

Client mesh is more concern with providing end user 
application, where everything depend on client which 
mean no router require for this type of system [8]. Using 
this type of network the packet travel through main nodes 
to reach the destination, client mesh provide peer-to-peer 
networking which use only one type of radio, therefore 
the requirement on user increased compare to 
infrastructure/backbone. 

 
Figure  0-4 

 
Figure  0-4 Present Sample of Client System of WMNS 

 

HYBRID  ARCHITECHTURE: 

Hybrid mesh is consist of both infrastructure/backbone 
and client mesh [10], the combination of both design use 
to make the system more reliable, nodes can connect 
directly or by using another client, 
infrastructure/backbone is use to provide connection 
among other networks such as WI-FI, internet or 
WIMAX, where is client mesh is providing good 
coverage inside WMNs 

 
Figure  0-5 

Figure  0-5 Present Sample of Hybrid System of WMNS 
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LAYERS OF WMNS 

 
WMNs is consist of five layers, where each layer has 

its own algorithms and protocols, the five layers of 
WMNs are [7]:  

• Physical layer 

• MAC layer 

• Network layer 

• Transport layer 

• Application layer 
 

In this section we will discuss about problems in each 
layer, research about how to solve these problems, which 
cover the main objective of our article 

 

PHYSICAL LAYER: 

Presently offered radio by WMNs; use combination of 
different coding rate and modulation to support multi 
transmission rate [1], there for adaptive error flexibility 
can be provide using these nodes and link adaption, “e.g.” 
to support high-speed transmission two techniques which 
are (OFDM) and (UWB) can be use. whoever new 
systems such as co-channel, multi antenna, smart antenna, 
and MIMO has already planned to increase capacity of 
wireless communication and almost all other wireless 
systems prefer  to use these systems, but for WMNs it is 
more challenging, because of multiple nodes 
communication, the system model is more complicated in 
mesh compare to wireless LANs 

 
Current Research Matters: 

The following problems still exist in WMNs physical 
layer. 

• It is very important to increase broadcasting 
rate and the functionality of physical layer, 
therefor new broadcasting techniques is 
needed to develop other than OFDM and 
UWB, using multiple-antenna is complex 
and cost are still very high. 

• Interact of higher layers of WMNs with 
physical layer is one of the important 
aspects, specially MAC layer should work 
interactively, therefore new components 
should be design in such that other layers use 
and control them, which can  make hardware 
plan more complex. 

 

MAC LAYER: 

There are many dissimilarities in the MAC layer of 
WMNs compare to other wireless networks [1], MAC for 
WMNs communicate with more than one hop at the time, 
therefore MAC for WMNs need to work for many-to-
many point communication. Better teamwork can be 
achieve through Self-organizing, WMNs MAC can be 
designed in two ways; Single channel MAC and Multiple 
channels MAC [11]. 

 
Current Research Matters: 

• There is still problem with scalability in multi-
hope ad hoc, so far only some problem of 
MAC protocols has been solved [11]. To make 
MAC protocols more scalable new systems 
must be developed to make sure that network 
performance will increases. The single 
channel MAC protocols have lower 
throughput then multi-channel. In order to 
achieve better performance in single channel 
the scalable MAC needs to be consider the 
entire performance of multi-channel. 

• Physical cross-Layer: When the MIMO 
technique and cognitive radios are used, novel 
MAC protocols should be suggest to achieve 
quality provided by the physical layer. 

• Network Integration: For integration of 
wireless systems, mesh routers play a key role, 
to make different wireless radios such as IEEE 
802.11, 802.16, 802.15 works together [11]. 
Reconfiguration of radio software and other 
radio management needs to be done. Therefore 
advance bridging function needs to be 
developed. 

 

NETWORK LAYER: 

The network layer or WMNs is more concern with 
internet side, IP has been accepted as network protocol for 
WMNs with much difference compare to other network 
IP [7]. IP protocols which are used in ad hoc networks can 
be useful to WMNs because of similarity between these 
two networks. In order to improve performance of routing 
protocols and cover limitation of current protocol in 
WMNs, new techniques needs to be developed. 

The following futures should be captured by 
routing protocols  

• Different performance metrics: The current 
routing protocols use minimum hop count to 
select routing path [11], in this case it can 
cause problem in many situations e.g. more 
load in one side of the network. 

• Scalability: there is no scalable routing 
protocol in WMNs [10]. Therefore large 
networks need more time to install or update. 

• Strong: to avoid service disturbance the 
routing protocol must be able to perform load 
balancing. 

 
Current Research Matters: 

More researches are needed to cover the limitation of 
network layer. Following are some problems existed in 
WMNs. 

• Different performance matrices: one of the 
issues in routing protocol is less hop count, 
which cause problem in some situations [7]. 
Such as load in one side of the network. 
Therefore new performance matrices need to 
be developed. 
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• Having accessible routing protocol is 
important for WMNs [1]. It can help to reduce 
time for installing and maintaining a routing 
path. 

• Load balancing: to avoid traffic load on one 
part of network, load balancing need to be 
considered. 

• Multicast applications: multicast routing 
application is a key issue for WMNs [11]. E.g. 
public network where video sharing is 
common application. 

• Cross layer design: designing of cross layer 
between MAC protocol and routing is another 
important issue [7]. 

 

TRANSPORT LAYER: 

Unfortunately there is no transport protocol for WMNs 
so far [7], although there is many transport protocols for 
both wire and wireless networks. Because of similarity 
between ad hoc and WMNs, study of ad hoc protocols can 
help in designing of WMNs protocols. Therefore in this 
section we will focus on ad hoc network transport 
protocols. 

• Reliable data transport: There are many reliable 
transport network protocols for ad hoc networks, 
which can be divided in to two type; TCP options 
and totally new transport protocols [12]. TCP 
options can be used to increase work of the 
classical Transmission control protocol by solving 
following problem. 
- Packet damages: classical TCP cannot 

separate congestion and non-congestion losses 
[11]. There for it cause the network 
throughput quickly drips and recovering to 
normal operation needs more time. 

- Unknown link failure: This problem is mostly 
in mobile and ad hoc networks [12]; where in 
WMNs it is not critical, because of avoiding 
single point failure, some time because of 
wireless channels and mobility in mesh client 
link failure may happen. 

- Network irregularity: It can be define as a 
condition where forward direction of network 
is different from reverse direction [11]. 
Because of WMNs dependency on ACK it 
effect transmission of ACKs, and cause 
performance corrupt, although ACK filtering 
somewhat control the condition. 

• New protocols: Because of problems which are in 
transmission control protocol[12]. Therefor many 
investigators have started developing new 
transport protocols. 
- ATP: ATP is a new transport protocol where 

transmission is based on rate, because 
congestion detection is a delay base system. 
Therefore uncertainty between congestion loss 
and non-congestion losses can be avoided, but 
this protocol can be used for mobile and ad 
hoc only. 

- Real time deliver protocols: UDP is use 
instead of TCP to support end-to-end delivery 
of real-time traffic. UDP simple mechanism 
cannot guarantee real-time delivery; therefore 
additional protocols are needed such as RTCP 
and RTP. 

 

Current Research Matters: 
• Cross layer optimization: To reduce the 

impact of irregularity on TCP performance, 
cross layer optimization can be a solution [11]. 
Because Most of the problems are in lower 
layers, such as routing protocol which 
determine route for ACK packets and data. 

• Impacts of link layer: one of the main reason 
for packet loss and network irregularity is 
performance of link layer [12]. The only way 
to control possibility of network irregularity, 
MAC should separate TCP data and ACK 
data. 

• Real time delivery: There is no real time 
delivery solution exists for ad hoc networks; 
therefore feature of WMNs need to  be 
consider while developing new RPCs. 

APLICATION LAYER: 

The application layer of WMNs is used to define 
applications which can be used in WMNs [1]. It is one of 
the key steps for finding out which current applications 
support and which applications need to be generate. There 
are many applicants which can be used by WMNs. 

• Internet access: Many types of internet 
applications can be used to provide timely 
information to people and to increase work 
efficiencies such as email. 

• Information storage circulation: The user in 
same WMNs can store information using disk 
owned by other user within WMNs using 
peer-to-peer networking. 

• Exchange of information: Information can be 
shared without internet with multiple wireless 
networks in same WMNs. 

 
Current Research Matters: 

• Because of ad hoc and multi-hop network 
architecture of WMNs, there is no support for 
application layer [11]. Which cause packet 
loss and packet delay. Therefore new systems 
need to be developed. 

• Study of current application protocols for 
information sharing. 

• Discovery of new application which can 
utilize advantages of WMNs. 

 

APPLICATION OF WMNS 

WMNs is a type of network which can be used in 
anywhere. Most commonly used of WMNs are [13]:  

• Public Networks 

• Enterprise Networks 
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• personal Networks 

• Local Area Networks 

• Metropolitan Area Network 

• Ad hoc deployment of Lan 

• Public safety, rescue and Recovery operation 

 
The WMNs is more useful in challenging 

environments, such as oil rigs, battlefields surveillance 
and emergency situations. It can be used in real time 
racing. And it is also important application for VOIP. 
Update usage of WMNs is. 

• USA military force use WMNs for connecting 
their computers in field operations. The 
military also is using the WMNs for 
overseeing the situation and for internal 
communication in the battle fields [5]. 

 
Figure  0-1 

 
Figure  0-1 Present usage of WMNs during Military 
Operation 

 

• Smart meter: The mesh network now can be 
used as smart meter to do the process of 
balling without human interaction. 

 
Figure  0-2 

 
Figure  0-2 Present Sample of Smart Meter 

 

• 66-satellite (iridium constellation) using mesh 
technique to communicate between two 
satellites [14]. 
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Abstract - The public safety community is showing a lot of 

interest in standardizing communication and information 

which can support reliable communication during 

emergency operations. Today, it is very important to 

introduce a public safety communication system that is 

capable to use all available means of communications, 

including fast deployed networks, to cope up with large scale 

disasters and to implement preventive measure. P25 is the 

standard who can satisfy all these requirements. Project 25 

is open system architecture, user driven suite of system 

standards and defines digital radio communications 

network architectures competent of offer the requests of 

public security and government organizations. Project-25 

radios conform to the P25 standard in the way that, it works 

enabling it to communicate in an analogue environment 

with legacy radios and either in analogue or digital 

operation with other P25 radios. The main objectives of P25 

are to ensure competition in the system life cycle 

procurement through Open System Architecture. It allows 

valuable and dependable intra-agency and inter-agency 

communications. It also provides enhanced functionality 

and capabilities with a focus on public safety needs and 

improves radio spectrum efficiency.  

Keyword: P25. 

I.  INTRODUCTION 

In the United States, Association of Public Safety 
Communications Officials International (APCO) 
Project 25 got together representatives from local, public, 
and central government agencies to assess advanced 
technologies for private land mobile dispatch radio. 
Project 25 was initiated in 1989. A note of Agreement 
was signed with the Telecommunications Industry 
Association (TIA) in 1991, to consume the resources of 
the TIA to supply the necessary technical support. 

Project 25 is a set of standards formed through 
the joint efforts of the APCO, the National Association of 
State Telecommunications Directors (NASTD), selected 
Federal Agencies and the National Communications 
System (NCS), and standardized under the 
Telecommunications Industry Association (TIA).  

The six systems TETRA, TETRAPOL, DIMRS, 
IDRA, EDACS, FHMA would be interoperable by P-25. 
All these systems are digital, cellular trunked radio 
systems. The major differences between these 
professional mobile radio (PMR) systems and public 
mobile radio systems (GSM) are quicker call set-up, 
group calls, significance calls, encryption, and ability to 

make direct calls exclusive of connection through base 
station. 

II.  HOW DOES PROJECT 25 WORK? 

P25 radios operates in usual analogue mode, 
make them backward compatible with active analogue 
radio systems. When it operates in digital mode, the 
carrier is forward to four specific frequency offsets that 
signify four unlike two-bit combinations. This is a 
customized 4 level FSK use in analogue radio systems.  

“Fig. 1,” shows the different functioning modes 
of P25 radio systems in analogue and digital modes. P25 
systems employ the Common Air Interface (CAI) [1]. 

P25 Phase 1 radios are planned for 12.5 kHz 
channel bandwidths. In Phase 2, P25 radios employ 6.25 
kHz of bandwidth / voice channel. P25 radios must also 
be capable to function in analogue form on 25 kHz or 
12.5 kHz channels. This limitation compatibility allows 
P25 users to gradually transition to digital while 
continuing to use analogue equipment. The P25 standards 
identify the use of the Advanced Encryption Standard 
algorithm, data encryption standard algorithm, and other 
encryption algorithms.  

P25 channels that carry voice or data function at 
9600 bits per second (bps). These voice or data channels 
are safe by forward error correction, which rewards for 
poor RF conditions and improves useable range. P25 
supports data transmission, with low speed data, or in 
numerous other ways up to the full traffic channel rate of 
9600 bps. 

            III.  P25 RADIO SYSTEM ARCHITECTURE 

The P25 Radio System Architecture can be broken 
down into three main areas. 

A.  Analogue to Digital / Digital  to Analogue and Speech 
Coding / Decoding 
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Fig.1. P25 Radio system operations 

 

 

Fig.2.  P25 Radio system architecture 

P25 uses a precise method of digitized voice (speech 
coding) called Improved Multi-Band Excitation (IMBE). 
The IMBE voice encoder decoder called.  

vocoder listens to a sample of the audio input and only 
transmits definite characteristics that represent the sound 

B.  Channel Coding / Decoding 

It is the method in which digital RF systems use 
error correction and data protection techniques to ensure 
that the data arrives and is recovered correctly. The error 
correction and data protection are designed to increase the 
system performance by overcoming channel damages 
such as noise, fading and interference.  

C.  Modulating / Demodulating and Filtering 

In Phase 1, 12.5 KHz channel is used to convey 
C4FM modulated digital information.  Even though the 
phase (frequency) is modulated for C4FM.  

IV.  BENEFITS OF P25 

It has many benefits in efficiency, performance,   
and quality. Key P25 technology benefits comprise: 

A.   Interoperability 

Radio equipment that is friendly with P25 
standards will permit users from different agencies or 
areas to communicate non-stop with each other.  

B.  Multiple Vendors 

The P25 open standard permits opposite and 
competing products from numerous vendors to be 
interoperable. This permit customers of the P25 product 
to assistance from several manufacturing sources e.g. 
decreased costs, open bidding etc. 

C.  Backwards Compatibility 

The basic requirement for Phase 1 P25, digital 
radio devices is backward compatible with standard 
analogue FM radios. By choosing products and systems 
that conform to P25 standards, agencies are assured that 
their asset in the latest technology has a pure migration 
path for the future. 

D.  Encryption Capability 

The encryption used in Project 25 is optional, 
permitting the user to select un-encrypted or encrypted 
digital communication methods. These encryption keys 
also have the alternative of being re-keyed by digital data 
above a radio network. This capability permits the radio 
systems manager to distantly change encryption keys. 

E.  Spectrum Efficiency 

 P25 maximizes spectrum effectiveness by 
narrowing bandwidths. The RF spectrum is a incomplete 
resource used by each country in the world. Spectrum 
effectiveness frees up more channels for radio system use. 
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Fig.3. P25 Backwards compatibility 

 

  

 

Fig.4. P25 Spectrum efficiency 

F.  Enhanced Audio Quality 

With 2800 bits per second (bps) of the total 9600 bits per 
second (bps) channel capacity assigned to error 
correction, P25 digital signals have better voice quality 
over standard analogue signals, in particular at small or 
noisy RF carrier levels. The error correction is capable to 
accurate for little errors in the received signal. 

 

Fig.5. Analogue to P25 channel comparison 

 

V.  P25 GENERAL SYSTEM MODEL 

The Project25 interface standards are as follows: 

• RF Sub-System (RFSS ): Core Infrastructure 

• Common Air Interface (Um) :Radio to radio protocol 

• Inter Sub-System Interface (ISSI): RFSS to all other 
system interconnections 

• Telephone Interconnect Interface(Et): PSTN to RFSS 
definition 

• Network Management Interface(En): Network to 
RFSS definition  

• Data Host or Network Interface (Ed): Computer 
aided dispatch to RFSS definition 

• Data Peripheral Interface(A): Radio to Data 
Peripheral definition 

• Fixed Station Interface(Ef): Base station to RFSS     / 
Console Sub-System definition (in progress) 

• Console Sub-System Interface (Ec): Console to 
RFSS definition  
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Fig.6. P25 General System model 

VI.  ANALOGUE TO P25 TRANSITION 

P25 equipment can be used in any configuration 
that is normally found in existing analogue systems. Base 
Stations, distant bases, repeaters, voting, and broadcast 
systems are configurations of P25 conventional systems. 
Transmitter RF power output levels and receiver 
sensitivity levels of Project25 equipment are very 
comparable to those of conventional analogue equipment.  

VII.  P25 FREQUENCY BANDS & FRAME SYNCHRONIZATION 

The frequency bands in which P25 radio systems 
are accessible are VHF (136 – 174 MHz) and UHF (403 – 
512 MHz, 806 – 870 MHz).  

A superior sequence of 48 bits marking the place 
of the first bit of the message gives frame 
synchronization. Frame synchronization occurs at the 
beginning of every message and is injected every 180 ms 
throughout the voice message. This permits receivers to 
pick up voice messages after the message has initiated. 
Late entry can occur when a subscriber unit chooses a 
channel (or talk group) while there is previously an active 
signal present. The subscriber unit is not active when the 
transmission started, but is additional when it detects the 
constant frame sync function.  

VIII.  ANALOGUE AGAINST P25 DIGITAL COVERAGE 

There is greatly discussion about the RF 
coverage area of an analogue radio signal against a digital 
radio signal. In theory, a P25 digital radio signal will 
permit for a somewhat greater coverage area when 
employed in the same location as an analogue radio.  

 

Fig.7. Analogue vs. digital audio quality 

Then the RF power output points of current FM 
analogue and P25 digital equipment are equal, it would 
seem that digital coverage and analogue coverage are 
equal. This is not correct, as much more of the covered 
area is operational when sending a P25 digital signal. The 
signal-to-noise ratio in the subscriber unit is a serious 
element of analogue systems. P25 signals attempt to 
correct for noise-induced errors, with the built in error 
correction, so that fringe areas that were not clearly 
audible in analogue systems have a good chance of being 
loud and clear with P25 digital. 

 

Fig.8.  The effects of multipath 

Multipath reflections of the RF carrier occurs 
when two or more signals of the same origin arrive at the 
receive antenna delayed in time because they moved 
different path lengths or because of reflections and 
scattering in the propagation environment. This drop of 
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the signal must be considered when planning coverage 
areas. 

IX. PROJECT 25 SUBSYSTEMS 

There are six main systems which are part of the 
P25 standard.  

A) TETRA 

B) TETRAPOL 

C) EDACS 

D) IDRA and DIMRS 

E) FHMA 

The key features and description of each of the above 
systems are as follows: 

A.    TETRA 

 TETRA stands for Terrestrial Trunked Radio. It 
is an expert Professional Mobile Radio (PMR) and two-
way transceiver (known as walkie talkie) specification. 

1)  Origin: TETRA was specifically planned for 
use by government agencies, emergency services, (police 
forces, fire departments, ambulance), rail carrying staff, 
transport services and the forces. TETRA is an ETSI 
(European Telecommunications Standards Institute) 
standard, first version published in 1995.  

2) Description: The common approach of 

operation for TETRA is in a group calling mode. In this 

mode a single button push connect the user to the users in 
a chosen call group and/or a dispatcher. It is also probable 
for the terminal to act as a one-to-one walkie talkie but 
without the regular range restriction since the call still 
uses the network.  

TETRA uses TDMA acess with four user 
channels on a single radio carrier and 25 kHz spacing 
among carriers. Point-to-point and point-to-multipoint 
transfer can be used. Digital data transmission is also 
incorporated in the standard while at a low data rate [11, 
6]. 

TETRA gives Authentication Mechanisms of 
Terminals towards Infrastructure and vice versa [13, 7]. 

3) Radio aspects: TETRA functions in the VHF 
and UHF frequency ranges of 150MHz to 900MHz. The 
base stations normally transmit continuously and receive 
continuously from many mobiles; therefore they are 
Frequency Division Duplex. A single slot comprises of 
255 usable symbols, the left over time is used up with 
synchronization sequences and turning on/off etc. A 
single frame comprises of 4 slots, and a multi frame 
(whose duration is 1.02 seconds) comprises of 18 frames. 

4) Tetra standard interfaces: The original 
TETRA standard first visualized in ETSI was known as 
the TETRA Voice plus Data standard.  An overview of 
the network elements covered in the TETRA standard is 

shown in “Fig.9,” 

5) Benefits of TETRA: The main benefits of 
TETRA over other technologies (such as GSM) are: 

• The lower frequency used gives longer range. 

 

Fig. 9.  TETRA standard interfaces 

• High spectral efficiency Very fast call set-up  

• Works at high speeds greater than 400 km/h. 

• TETRA supports air-interface encryption and End-
to-end encryption 

B.   TETRAPOL 

The TETRAPOL terms objective to assure the Public 
Safety sector and could be used by other large private 

networks.  

1) Origin:  More than 50 TETRAPOL systems 
have been in process worldwide since 1994, amongst 
them eight national networks. They present a large range 
of services, outstanding call security, transmission quality 
and better utilization of spectrum. 

2) Description: TETRAPOL is a fully digital 
voice and data system, which can operate in the radio 
bands from 70 MHz to 933 MHz, using FDMA access 
technology. The carrier spacing is 12.5 kHz or 10 kHz to 
tolerate easy migration from analogue to digital. The 
modulation scheme used in TETRAPOL is GMSK, which 
is related to the form of modulation used in GSM [17,5]. 
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Logical channels are split into Control, Traffic and Data 
channels, which can be extended according to traffic 
request. One channel can support circuit mode data at 3.2 
Kbit/s protected against errors, or up to 7.6 Kbit/s without 
protection. [10] 

3) Key attributes: The TETRAPOL choices of 
FDMA and GMSK modulation are key attributes for the 
market of professional users. 

Efficient voice coding allows good performance 
in a noisy environment. Security mechanisms have been 
planned in the TETRAPOL to provide high levels of 
security without compromising performance. 

4) Key benefits: Security and Emergency is very 
common problem, to overcome these issues TETRAPOL 
offer the following key benefits to the end user:  

• Robust and efficient systems, with open interfaces 
from operational systems; 

• Interoperable equipment from multiple sources. 

C.  EDACS 

 EDACS offers advanced digital land mobile 
radio services for private radio communications and 
services for industrial, federal, public safety, and utility 
organizations, on all levels, including local, state, and 
national. 

1) Origin: The first of the EDACS family of 
documents was published by the Telecommunications 
Industry Association, TIA, in 1998. The EDACS family 
of documents will be backward compatible and 
interoperable with existing installed EDACS systems, for 
the defined services [10]. 

2) Description: The EDACS family of 
documents relates to Land Mobile equipment licensed 
under National Telecommunications and Information 
Administration (NTIA) and FCC rules and regulations. 
They are suitable for 12.5 kHz or 25 kHz channels 
designed for VHF, UHF, 800 and 900 MHz frequency 
bands. EDACS supports the following communications 
modes: digital voice, digital data, encryption of digitized 
voice, and analogue FM for mutual aid capability. The 
digital voice mode supports the following call types: 
group calls, group emergency calls, individual calls, and 
system all-calls. 

3)  Key attributes: A fundamental attribute in 
meeting the communication needs of today as well as in 
the future is the EDACS proven migration path. EDACS 
products and services are designed to be compatible with 
past, present and future technologies.  

4) Key features: EDACS teleservices include 
group calls, emergency group calls, individual calls, and 
system all-call. A group call can be a sub-fleet, fleet, or 
agency call depending on the Group ID. Group calls may 

function in one of three different modes: digital voice, 
digital data, or analogue mutual aid. Supplementary 
services include features such as: fast channel access, 
automatic call sign, transmit prompt tone, caller ID 
display, group scan, call queuing, encryption, telephone 
interconnect, 8 priority levels, and an alarm subsystem, 
etc.  

5) Key benefits: The development of 
specifications based on EDACS technology offers 
backward compatibility and interoperability with the 
large existing base of EDACS equipment and systems, 
globally. 

D.   IDRA & DIMRS 

 IDRA concentrates on offering dispatch service, 
but provides the capability for more advanced features. 
DIMRS emphasizes the multi-service aspect of its 
offering. 

1) Origin: The digital dispatch systems 
submitted to ITU-R, IDRA and DIMRS are 
fundamentally similar and will, therefore, be discussed 
together. A major difference of IDRA from DIMRS is the 
use of a dissimilar vocoder. 

2) Description: Both standards describe TDMA 
systems with six circuits in a 25 kHz RF channel. Both 
use multi-sub carrier ("quad") M16 QAM modulation. 
This modulation provides for a 64 Kbit/s gross channel 
bit rate that makes possible the varied services obtainable 
by each of these systems. IDRA operates in the 850-
915 MHz and 1453-1525 MHz bands, and DIMRS is 
used in the 806-866 MHz band [10]. 

3) Key attributes: A critical attribute of both 
systems is the M16 QAM modulation that enables the 
64 Kbit/s gross channel bit rate. 16 QAM is part of the 
class of linear modulations which, because both the 
amplitude and phase of the symbols are modulated, 
requires the use of sophisticated linear amplifier 
technology.  

    4) Benefits of IDRA and DIMRS: 

• The primary benefit of each of these systems is the 
ability to offer a varied suite of services to its users in 
an integrated system and with a single subscriber 
unit.  

• Each of these systems can offer dispatch 
communications, telephone interconnect 
communications, paging, short message service, 
circuit data, and packet data services, and these 
services are all supported on the same basic 
infrastructure. 

• The system size can grow, as well as add services, as 
the provider's capabilities allow. 
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E.  FHMA 

 The Frequency Hopping Multiple Access system 
has been developed in Israel, where a test bed is operating 
for validation of system evolution. 

1) Origin: The prime incentive for developing 
FHMA has been spectral efficiency. The level of spectral 
efficiency achieved makes it a viable solution for 
PAMR/PMR services, even when the spectral assignment 
is extremely small. 

2) Description: FHMA is primarily an advanced 
digital radio method, which produces an optimal 
spectrum efficient mobile radio system. The underlying 
communication technique is a combination of TDMA and 
frequency hopping multiple access (a CDMA method). 

Error protection codes, together with interleaving provide 
excellent protection against deteriorated channel 
conditions, either due to low received signal power or to 
interference.  

3) Key attributes:  An effort was made in 
defining the services and applications so as to provide the 
community of the mobile fleets with all their 
communications and control needs by a single system. 
This includes voice telephony, voice dispatch (individual 
and group), data bearer services, and data specific 
applications. FHMA hopping parameters together with 
error protection codes and interleaving provides excellent 
resistance to channel degradation from interference. 

X.   CONCLUSION 

All services are very useful and have been 
organized together in various countries like in Britain, 
America, Japan, France, Sweden and Israel, but there is a 
serious drawback i.e. all services cannot communicate to 
each other. In America TETRA is being used as public 
communication system (as GSM in Pakistan) and 
TETRAPOL is being used by security, rescue services. 
IDRA and DIMRS are being organized in Japan. EDACS 
is being deployed in Sweden. FHMA is being deployed in 
Israel. Someone requiring support of the services need to 
call the PSTN and cannot access anyone in the close 
vicinity. So there is a need of direct access between the 
two services. Since all are professional as well as public 
mobile radio systems so all can be deployed by different 
vendors for public communication system. 
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Abstract- Robotics is the science and technology of robots, 

including their design, manufacture, and application. The 

word robot is used to refer to a wide range of machines, the 

common feature of which is that they are all capable 

of movement and can be used to perform physical tasks. 

Their accuracy, repeatability of work and robustness made 

them flourish during the 20th and 21st century. The 

revolution of robots started from the car industries where 

robotic arms were designed to construct, assemble and paint 

cars allowing companies to improve their production line 

and reduce the cost. 

 Today, robots are used in a wide range of applications from 

industry, in which robots are responsible for welding, 

painting, assembly, pick and 

place, packaging and palletizing, product inspection, and 

testing to military and space grounds, where modern robots 

are used for mapping, bomb-disposing, data collection and 

other purposes. In addition, the first domestic robotic 

products were made available during the last decade, 

ranging from robot toys to vacuum cleaners and garden 

mowers. The purpose of this paper is to expand this wide 

range of robotic applications available today and examine 

how modern robots are designed and programmed. 

I. INTRODUCTION 

 

The word robot has its origins from the Czech 
definition “robota” which means literally work, labor or 
self labor. It was firstly introduced by the Czech writer 
Karel Capek in his play R.U.R (Rossum’s Universal 
Robots), published in 1920. The play begins in a factory 
that makes artificial people called robots, though they are 
closer to the modern ideas of androids, creatures that can 
be mistaken for humans. According to the Mark E. 
Rosheim, the beginning of robots may be traced to the 
great Greek engineer Ctesibius (270 BC) who applied a 
knowledge of pneumatics and hydraulics to produce the 
first organ and water clocks with moving figures.  
It was only in the early 1960s when the industrial 
revolution put industrial robots in the factory to release 
the human operator from repetitive, risky and harmful 
tasks. Those machines were the first real robots available 
to the market and created a new field in technology, 
broadly known as Robotics. 

In recent days, the word robot can refer to both 
physical and virtual software agents, but the latter are 
usually referred to as bots. There is no consensus on 
which machines qualify as robots but there is general 
agreement among experts, and the public, that robots tend 
to do some or all of the following: move around, operate 
a mechanical limb, sense and manipulate their 
environment, and exhibit intelligent behavior – especially 

behavior which mimics humans or other animals. 
Robotics is the branch of technology that deals with the 
design, construction, structural disposition, manufacture 
and application of robots. Such applications can be found 
in automotive, medical, manufacturing, space and 
military industries. In practice a robot is usually an 
electro-mechanical machine which is guided by computer 
or electronic programming. Robots can be autonomous or 
semi-autonomous and come in two basic types: those 
which are used for research into human-like systems, 
known as biological robots, as well as those into more 
defined and specific roles, such as Nano robots and 
Swarm robots which are used to make or move things or 
perform menial or dangerous tasks like Industrial robots 
or mobile or servicing robots. In addition, a new category 
of domestic robots has been available during the last 
years including vacuum cleaners, lawn mowers and 
“intelligent” toys.[1][2] 

II. ROBOTICS PRINCIPLES 

 

To begin with it is essential to define some of the 
concepts behind robotics and familiarize with some basic 
terms when reading such subjects. Since robots, in most 
cases try to mimic human movements and intelligence, 
they need to move around their working space. This is 
where terms like degrees of freedom, dynamics and 
sensors are introduced. The purpose of this paper is not to 
investigate into those aspects but a brief explanation on 
what are they and how they apply in robotics will be 
made. Moreover an overview on the programming 
solutions available will be provided the nature of which 
though will be strictly general.  
1. DEGREES OF FREEDOM 

Is a basic concept behind the principles of robotics 
science which apply to the physical configuration of the 
robots as well as their control properties. This idea refers 
to the ability of a robot to move within the environment 
that it is placed, known as the working envelope and 
applies to static robots. Such robot can be thought of as 
an arm which positions the wrist or tool at some position 
in its work envelope and a wrist which then orientates the 
tool or end effector to its required orientation [1].  The 
way that those robots move into their work space is 
defined by their physical configuration and the types of 
joints that have been used to link robot’s parts. There are 
5 types of joints commonly found in static robots: 
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Figure 3 Joint types 

DYNAMICS 
 
In addition to the degrees of freedom a very common 
context is Dynamics. Dynamics is the study of motion 
and is commonly split into two areas, kinematics and 
kinetics. Kinematics deals with the geometry and time 
dependant aspects of motion without consideration of the 
forces causing the motion, whereas Kinetics includes the 
effects of the forces on the motion of masses and the 
forces generated by motion. In more detail, kinematics 
can be split into two main areas: the direct and the 
indirect kinematic problem. The direct kinematic problem 
is the problem of determining the position, orientation 
and velocity of the end-effector given the state of each 
axis. The indirect kinematic problem is that of 
determining suitable axis states for a given end-effector 
position, orientation and velocity. The direct problem has 
a unique solution whereas the indirect problem may have: 
no solution or many solutions [1]. Both of those theories 
are described by the Denavit-Hartenberg (DH) method 
and the product –of-
exponential (POE) formulation where a mathematical 
model was made able to monitor and 
control a robot in its working envelope [9]. 
 

SENSORS 
 
A wide field that robotics science deals with is sensors. It 
is a fact that current industrial robots have limited ability 
to sense their environment since their positioning is based 
on the DH algorithms that monitors the place of the robot 
from a reference point. The needs though for mobility and 
flexibility and the fact that robots had to operate in 
unknown environments without predefined working 

space made sensors a key point for research. In future 
generations of robots, the ability to sense their 
environment will be significantly advanced, improving 
their flexibility and effectiveness. Sensors can be used for 
finding the location of objects, measuring robot 
parameters for control loops, correcting errors in the 
robot’s model of itself and the world, detecting and 
avoiding collisions, monitoring interaction with the 
environment, inspecting results of processes and mapping 
applications. Modern robots need to take decisions based 
on signals coming from their sensors hence, their 
flexibility and operation relies on their ability to sense the 
environment. A sensor system can be considered as a 
hierarchy with the physical quantity being measured at 
the bottom and high level concepts like a model or 
perception at the top. Not all sensors will exhibit all 
levels of this hierarchy and in certain situations individual 
blocks may be very simple. There is a modern trend 
towards integrating the early stages of the hierarchy into a 
single package in the form of so-called “smart sensors” 
that include transducer, and significant electronic and 
digital processing of the resulting signal [1][2][8]. 

 
Figure 4 Generalized sensor system 

PROGRAMMING 

 
As defined by the ISO 8373 a robot needs to be 
reprogrammable meaning that its programmed motions or 
auxiliary functions may be changed without physical 
alterations. There is no specific tool to program a robot 
but still the programming procedure can be divided into 
two main categories. The first one applies mostly to 
current industrial robotics and more specific to robotic 
arms.  Since the mathematical models describing the 
dynamics of robots are known there are plenty of 
possibilities to program a robotic arm. A very common, 
yet powerful tool is Matlab which also contains special 
toolboxes for robotic applications. Kinematics are 
described in matrix form and Matlab is probably the best 
software to manipulate matrix algebra. The second 
programming family deals with modern applications and 
advanced embedded microcontroller boards. Such 
applications are the mobile robotics and deals with simple 
and complex localization topics, mapping and advanced 



10th Research Seminar Series Workshop   Nanoelectronics and Robotics 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-185- 

environment sensing. Most of those projects are 
programmed under C, C++, C# and Java environments. 
Moreover numerous SDKs have been deployed from 
robotic manufacturers to support their boards under 
broadly known compilers such as Microsoft Visual 
Studio. 
  CATEGORIES OF ROBOTS 

The evolution of robotics science from industrial 
applications to service robots is the area of investigation 
in this paper. Before referring to robot configurations and 
applications available it is required to take a closer look 
on how robots are categorized so far. There are two basic 
categories of robots: 1.Industrial Robots and 2.Service or 
Field Robots. 

I. INDUSTRIAL ROBOTS 

It was around 1960 when industrial robots were first 
introduced in production process, especially in 
automotive industry. The need of markets to reduce the 
production cost, increase their productivity while at the 
same time improve the quality of their final product was 
only some of the reasons that made this area of applied 
robotics research to flourish. Last but not least, the fact 
that robots are machines able to perform hazardous tasks 
under almost any environment made them more attracting 
to the public. Robots included in this category are defined 
by ISO 8373 as automatically controlled, 
reprogrammable, multipurpose manipulators, 
programmable in three or more axes which may be either 
fixed in place or mobile for use in industrial automation 
applications [3]. Those machines are known as robotic 
arms and their mechanical structure and can be divided 
into 5 basic categories: 
a. ARTICULATE ROBOTS 

 
Figure 5 Articulate configuration 

This type of arm is also known as anthropomorphic 
arm because it resembles the human arm. The mechanical 
structure has at least three rotary joints which forms a 
polar coordinate system.  The degree of flexibility and 
adaptability of this configuration is very high meaning 
that is can achieve any position and orientation within the 
working envelope. The size of it can range from 50cm to 
2m vertical height and it can be found in applications like 
arc welding, spot welding, assembly, cleaning/spraying, 
cutting, die casting, gluing/sealing, grinding/polishing, 
injection moulding, machine tending, material handling, 

packing, palletizing, picking, pre-machining, press brake 
tending [4][5][6].  
b. CYLINDRICAL ROBOTS 

 

Figure 6 Cylindrical configuration 

The name cylindrical comes from the physical share 
of the work envelop which of course is a cylinder. The 
coordinates of this configuration are z, R and θ or in other 
words up and down at the main part of the body and 
circular at the base while the tool can move in and out on 
the R axes. They have two orthogonal prismatic axes of 
movement and one revolute, forming cylindrical 
coordinate system. Moreover, an extra degree of freedom 
can be achieved if a complex wrist is attached at the end 
of the arm. Cylindrical robots can be found in a variety of 
applications ranging from pick and place microplate 
stackers to complex workcell applications like assembly 
operations, handling at machine tools, spot welding and 
handling at diecasting etc [5][6][7].    

LINEAR ROBOTS (Cartesian and gantry robots) 
 
Linear robot configurations are divided into two main 
categories: The Cartesian and the Gantry configuration 
both of which share one common characteristic. They 
have three prismatic joints, whose axes are coincident 
with a Cartesian coordinator. 
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Figure 7 Cartesian configuration 

In this configuration Cartesian axes are at right 
angles to each other, forming cartesian, or X,Y and Z 
axes of movement. They form the simplest configuration 
from point of kinematics equations because of their linear 
configuration. Their advantage of simplicity and linearity 
make them able to move in multiple linear directions 
while being the most rigid, since each axes can be 
supported at both ends. The above properties give them 
the ability to manipulate heavy loads and operate with 
very high repeatability across their entire working 
envelope. Despite the fact that Cartesian configurations 
have higher repeatability over a large work area, moving 
on X and Y axis tends to be slower than the rotary motion 
of other configurations like SCARA and articulated. 
Cartesian robots are very common in automated liquid 
handling applications and generally pick and place work 
[1][6][7].

 
Figure 8 Gantry configuration 

 
Gantry robots are simply Cartesian robots whose X and Y 
axes have been elevated, usually with the goal of creating 
a workspace below the XY plane. Since the working 
envelope of them is located below them, they need 
additional space requirements on the vertical or Z-axis. 
Gantry robots are the Cartesian form most often used in 
the laboratory in pick and place applications and because 
of their flexibility to be made very large, they can be met 
in Automated Storage and Retrieval Systems (ASRS), 

assembly operation and handling machine tools and arc 
welding[1][5][6]. 
c. SCARA ROBOTS: 

 

Figure 9 SCARA configuration 

Selective Compliance Assembly Robot Arm 
(SCARA) is a configuration specifically devised for 
assembly work. It consists of two or more revolute joints 
and one prismatic, all of which operate parallel to gravity, 
easing the mechanical burden. In general, it is a robot 
whose axes form a polar coordinate system. It offers 
variable compliance in horizontal axes but the kinematics 
of this configuration are rather complex and the vertical 
component of movement is generally quite limited. Such 
robots have high degree of positional repeatability, 
despite their limited working envelop, and are generally 
faster and more expensive than Cartesian systems. They 
are not a common configuration and can be found in high 
speed pick and place uses [5][3]. 
  
 
d. PARALLEL ROBOTS 

 

Figure 10 Parallel configuration 

Parallel robotics systems configuration designs and 
produces high precision positioning systems for use in a 
wide variety of applications, from high speed pick and 
place and machine-tool procedures to complex platform 
handling cockpit flight simulators. They are closed-loop 
mechanisms presenting very good performances in terms 



10th Research Seminar Series Workshop   Nanoelectronics and Robotics 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-187- 

of accuracy, velocity, rigidity and ability to manipulate 
large loads[6]. 
e. END-EFFECTORS 

 

Figure 11 End-Effectors 

These are the hands of a robot arm and are designed 
to carry out a specific task. Each hand/tool is designed to 
perform a well defined task trying to mimic the human 
hand. Existing end-effectors are better at supporting 
heavy or hot items than human but still lack the 
sensitivity of human hand, where in this latter subject, a 
lot of research is being held under bio-robotics. A brief 
list of some typical end-effectors include vacuum cups, 
electromagnetic grippers, clamps or mechanical grippers, 
hooks, hands with 3 or more fingers, spot welding head, 
continuous welding head, spray painting head, grinders 
etc [1]. 

II. FIELD OR SERVISE ROBOTS 
 

This is a new category of robotics and consists of 
more intelligent sensor based robots. Because of the 
different applications this category includes it can be 
divided into 4 groups: 1.Domestic robots, 
2.Entertainment Robots, 3.Exploration robots and 
4.Medical purpose robots. A common characteristic 
describing service robots is their sensor based operation 
which enabled the autonomous mobile robotics 
technology to flourish. Real-time control of autonomous 
vehicles is designed using embedded systems 
architecture. A field bus is used for communication 
between sensors, controllers and navigation system 
modules. This category includes simple light, pressure 
and temperature sensors to advanced positioning systems 
(GPS), laser range finders, cameras and tactile sensors. 
Before proceeding thought to the main groups of this 
category it is necessary to define the term mobile in its 
robotics context. The term mobile robot describes a 
robotic system able to carry out tasks in different places 

and consisting of a platform moved by locomotive 
elements. The choice of the locomotive system depends 
firstly on the environment in which the robot will operate. 
This can be aerial, aquatic or terrestrial. 
a. DOMESTIC ROBOTS 
 
Is one of the newest categories in robotics field and as its 
name opposes it provides domestic robotic applications to 
the user. Such applications can be the everyday cleaning 
of the house with a number of autonomous vacuum-
cleaning robots to garden lawn/mowing and pool cleaning 
robots. Major suppliers of such devices are i-Robot, 
lectroloux, FriendlyRobbotics, KUKA and Robai [9][3].  

 
Figure 12 Autonomous mobile domestic robots 

In figure 10 above are illustrated three domestic robots 
1.for garden mowing which is able to overpass obstacles, 
2.an intelligent mobile vacuum-cleaner which returns back 
to the charging station in order to be charged and a pool 
cleaning application. Even more interesting there are 
several hobbyists and researchers coming up with such 
clever devices since the availability and decreasing cost 
of embedded microcontrollers and sensors opened new 
horizons to this field. As an indication, iRobot produces a 
main robotic unit for US$200 which is a very triggering 
price for enthusiasts. 
b. ENTERTAINMENT ROBOTS 

 
Along with the domestic robots this category is one 
of the most modern in robotics. Trends like robotic 
pets and clever androids which interact with the user 
are just some of the applications involved. iRobot 
with the Roomba board, Lego with the RCX and 
NXT, KUKA with its competitor were only few of 
the manufactures that made robotic kits available to 
the market at reasonable prices. Lots of concepts and 
developments have been made since then with 
robotic football and sumo competitions taking place 
around the world to sophisticated pets and androids 
ready to make kids happy. The future of this category 
is the real world robots where the machines will be 



Nanoelectronics and Robotics 10th Research Seminar Series Workshop 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-188- 

able to think and act just like human beings [10].  

 

Figure 13 Entertainment Robots 

c. EXPLORATION ROBOTS 
 
This is a big family of field robotics and attracts a lot 
of researchers while at the same time is highly 
funded by organizations like NASA, governments 
and military departments. It includes applications 
where the collection of data through sensors in order 
to monitor and feel the surrounding environment is a 
key factor. Hybrid models including autonomous and 
semi-autonomous robots are introduced and contexts 
like teleoperation and telemetry are commonly 
found. Areas of application can be space programs 
where special robots are used to collect data and 
analyze them from distance (i.e. Sojourner and 
Voyagers) [14] to underwater missions for 
environmental purposes. In addition special projects 
have been driven by the US.DoD military department 
which resulted in semi-autonomous mobile units 
responsible for mapping, bomb disposing and 
distance-monitoring applications (iRobot 710 
Warrior, Transphibian)[11][12][13] . Some popular 
projects under exploration robotics are: 1.a robot 
agricultural harvester named Demeter, 2.the Pionner 
robot used for structural analysis of the Chernobyl 
unit4 reactor building, 3.and the Project Jeremy which 
involved underwater information collection. In 
general, it is one of the fastest growing robotics fields 
and leads the way to new, sophisticated more human-
like robots. The hardware used here is more likely 
high-end custom embedded boards and sensors 
according to the task specifications. Their complexity 
includes from custom radio transmission channels to 
experimental tactile sensors and high level digital 
signal processing [7].  

 
Figure 14 iRobot Transphibian prototype 

 
Figure 15 iRobot 710Warrior 

 
Figure 16 Nasa Mars exploration Rover3 

d. MEDICAL ROBOTS 
 
In recent year, the field of medicine has been also 
invaded by robots, not to replace qualified personnel 
such as doctors and nurses, but to assist them in 
routine work and precision tasks. It was only in the 
early 90s that this field came to light and since then a 
wide variety of medical applications emerged: 
laboratory robots, telesurgery, surgical training, 
telemedicine and teleconsultation, rehabilitation, help 
for the deaf and the blind, and hospital robots. 
Medical robots may be classified by manipulator 
design; by level of autonomy; by targeted anatomy or 
technique; by intended operating environment etc. It 
is an area open to investigation and lots of research 
has been done during the last years with impressive 
results. The fact though that a machine gets involved 
in critical life-decision operations like surgical 
robotics is alone a barrier for the community and any 
application require time and 
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ethical effort to be made [2]. 

 

Figure 17 Siemens Diagnostic System 

e. HUMANOID ROBOTS 
 
Looking back at the history of robotics, human 
always wanted to build robots able to act and think 
like humans. Humanoid robots or androids are a 
modern category of robotics which focuses on 
dynamically stable walking robots able to interact 
with and adapt to changes in their environment. A 
huge amount of research has been done under the 
ground of locomotion and localization but 
researchers interest is currently shifting to topics 
regarding interaction of humans and robots. During 
the last year US.DoD has funded programs on biped 
locomotion and a lot of progress has been done in a 
field of applied robotics known as exoskeletons, that 
is, human-performance augmentation systems 
featuring self-powered, controllable, wearable 
exoskeletal devices and/or machines. Despite the 
military purposes of such a project the very first 
exoskeletal device was build to help elder people 
with moving problems to walk up stairs or even 
climb [1]. 

III. CONCLUSION   
 

The placement of industrial robots in the automotive 
industry was only the start for this relatively new and 
rapidly growing technology to evolve. From simple 
machines based on mechatronics technology to the 
modern robotic arms and the Denavit-Hartenberg 
algorithms this field released human from risky, 
dangerous and repeated tasks. Markets evolved and so 
robots did when moving to field robotics, intelligent 
autonomous and semi-autonomous devices with 
unlimited possibilities introducing new topics for 
research. Even the internet 
of robots is being under development, an internet place w
here robots will be able to upload and exchange data betw
een them like maps and tasks configurations. All this prog
ress is a result of the evolution of embedded systems 
technology, which became easily available the last years 
creating new areas of interest for researchers and 
hobbyists. It is more than certain that the next 5 to 10 

years more and more androids will contribute to everyday 
routines [2].  

Fig
ure 18 Robotics Evolution 
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Abstract – NanoRobotics is one of the Nanotechnology 

engineering disciplines that deal with the creation and 

manipulation of components with nanometer scale 

dimensions (i.e. 109m).  It is widely believed that Nobel-Prize 

winner Richard Feynman gave birth to Nanotechnoly in his 

talk entitled “There is plenty of room at the bottom”. The 

discipline of NanoRobotics is under extensive research 

because of its vast potential. There are two different routes 

of research in NanoRobotics. The first one is the creation 

and simulation of the robots with nanometer scale that will 

resemble their counterparts. Not a lot of experimental work 

has been done in this because of a major problem of 

construction of these devices but some molecular machines 

have been tested. Second is the manipulation of nanoscale 

objects with macroscopic instruments. A lot of experimental 

work has been done in this area through the use of scanning 

probe microscopes as robots. 

This paper first of all sheds some light on the basic 

approaches that are used in the creation of different 

Nanobots, Scanning Probe Microscopes, Nanomanipulation 

using SPM’s, SPM’s as robots, Challenges involved and the 

potential application and impact of NanoRobotics in the 

field of medicine as they can be used for the targeted 

delivery of drugs to the affected area.  

 

     Keywords: NanoRobotics, Scanning Probe Microscopes, 

Nanites, Nanomedicine, Nanobots, Nanomachines. 

 
Introduction: 
 NanoRobotics also known as molecular robotics lies within the 
scope of nanotechnology. The Greek word “nanos” which 
means “dwarf” gives birth to the word “nano’ [1]. 
Nanotechnology is the term used to cover the design, 
construction, programming, programmable assembly of 
functional structures and their activities at the atomic and 
molecular level that have real world applications with at least 
one distinctive dimension measured in nanometers (i.e. one 
billionth of a meter) either by manipulation with macro or micro 
devices or by self assembly. It is necessary to automate 
molecular manufacturing and the robotic devices used in this 
automation process are named as Nanorobots which are 
controlled machines consisting of nanoscale components or 
components 10 times the diameter of a hydrogen atom. 
Nanorobots are capable of replication and can replace their 
frayed correspondents. 
Interest in the field of NanoRobotics is growing expeditiously 
due to its vast potential and this field won’t be hypothetical or in 
the sphere of science fiction for long. Due to the fact that 
nanorobots consists of components with dimensions almost the 
same as bio cells opens very vast  line up of applications 
especially in the field of health care with proposed solutions like 
serving as antibodies in the weak immune systems, cure of 
diseases that don’t respond to the conventional treatments, 
repair of damaged tissues if they are small enough that they can 
penetrate tissues, detection and destruction of pathogens in the 
circulatory system unblocking the clogged arteries and more. 
Nanorobots consist of passive or active nanoscale structures that 
are capable of sensing, actuation, information processing, and 

signaling etc. The major hurdle that the field of NanoRobotics is 
facing is the construction of such structures needed for these 
anticipated applications. Scanning Probe Microscopes do 
provide a good approach for the construction of these machines 
but with its own limitations. Prototyping of these devices is 
necessary to make sure that the device will work as intended 
and can be achieved through single tip SPM’s. 
The rest of this paper is divided into two major categories: 
First category being the nanorobots construction and the second 
is the nanomanipulation using scanning probe microscopes. 

Nanorobots Construction: 

A) Background: 

All the Nano objects discussed in this research have a total size 
<= few micrometers in three dimensions and are assembled 
using nano constituents with characteristic sizes ~1-
100nm.Workability calculations show that nanorobots are not 
physically impossible and they can be very useful not only in 
the field of medicine but also have applications that can be used 
to improve the environment and also that we can create surface 
with variable structures that can be programmed and controlled. 
Cambridge University Developed carbon nano tube (CNT) 
fibers that can stop bullets but can also monitor the condition of 
the person wearing it.  However due to the difficulties in the 
creation of nanostructures these robots do not exist yet. But 
biological nanorobots are proof that such systems are not 
impossible to build. In the sections below we will talk about 
some of the things involved in robotics. 

B) Sensors: 

There is no evidence that any real nanosized synthetic sensors 
exist as of today, the nearest to what we can call nanosensors 
will be the devices that are used to measure the difference in the 
conductance of nanotubes when they are laid open against 
different substances. This sensitivity can be achieved if we 
attach different chemicals belonging to different groups in the 
periodic table to the sensing element [2]. 
Nanosensors are under research by a lot of different researchers. 
Nanosensors are biological or chemical sensory points that can 
be used to send information and are often microscopic 
cantilevers based. Nanosensors operate in a similar fashion as a 
transducer. Nanosensors convert a physical aspect into a signal 
that can be detected. They have two principal modes of 
operation 1) when a chemical specimen attaches itself to one of 
the sides of cantilever causing surface tension and this causes a 
shift which they can nose out 2) or when the mass is build up 
when the discovered molecules are accumulated on the vibrating 
cantilever causing a change in the resonance frequency that can 
be measure. 
To identify the aquatic microorganism administrated scanning 
probe microscopes that are using force sensing are also being 
studied. By the definition of nanoscale objects when we 
consider the cantilevers that were developed through 
lithographic process still have very large dimensions that they 
cannot be categorized as nanoscale even though it is possible to 
minimize these approaches but no such work has been presented 
yet. 
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It has been displayed that Fluorescent probes can give us a 
detail of the concentration of all the chemicals present in those 
cells when injected into the cells. If the change in shape of 
protein when it binds can be exploited that can be a very 
promising approach because that causes a change in the distance 
between the electrode the active component and thus makes it 
possible to electrically detect it.[3] 
Molecular Transduction is mostly used by Bacteria to sense the 
chemical concentrations but they also use sensors for light and 
magnetic field impulses. Most of the sensing as we know on 
nanoscale in nature is chemical and require contact between the 
receptor and the sensed chemical. 
Since the tragedy of world trade centre in September 2001 there 
is a special interest in the sensors and sensing techniques 
because of the bio – chemical warfare. These sensors are small 
and are really cheap to formulate and operate. All this ongoing 
research on these sensors and techniques can be very helpful 
beyond the scope of security and defense.  

C) Actuators: 

 

1) Artificial Molecular Machines:  

Tremendous improvement has been shown by the researchers as 
far as the design and synthesis of these machines is concerned 
within the last few years [4]. These machines are systems of 
molecules that are interlocked and can be single or supra 
molecular and each atom is in a properly allocated location. 
Power can be provide to these machines electrically, optically or 
chemically through some chemical compound and is very 
inconvenient because it cannot be turned on or off easily and the 
machine will run until it is all out of fuel and that results in the 
production of waste products that need to be removed. 
These machines are very important and the work done is very 
interesting but they also have some negative points keeping in 
mind application in nano systems. 

• First of all in order for these machines to be used we 
need to attach them to a surface but they exist in 
solution. 

• Chemical fueling that produces waste and is 
inconvenient. 

• Energy and force attributes have not been studied yet. 
 
 

 
Fig.1. Rotary Fan of Feringa [9] 

2) Bio Molecular Motors: 

Bio molecular motors can be defined as nanoscale actuators that 
can convert chemical or mechanical energy into motion for a 
given operation. Modified Biomotors when integrated with 
cantilever arrays can be another example of bioinspired 

mechanical nanosystem they have larger dimensions than 
artificial molecular machines and this becomes a stepping stone 
for the “smart” bio molecular machines [4]. Evidence exists of 
the use of certain DNA properties that use synthetic motors 
build on biomaterials. These motors are more close to the real 
world applications than their artificial counterparts because of 
the fact that they can be attached to the surface but they also 
have some drawbacks.  

 
Fig.2. Vesicle Transport (yellow) Using Molecular 

Motors (Red) [10] 

D) Nano Machines Movement:  

This can be defined as a force causing motion.Bacteria is good 
prototype nanorobots because of their size and the ability to 
move in solution. After discussing these motors and machines 
and their movement in a solution and the chemical power that is 
needed to drive them to perform a task it becomes obvious that a 
big challenge lies in the future about the forces that are 
responsible for making these machines work. Now all this 
discussion makes us look into the world of fluids motion which 
is governed by Reynolds number. Reynolds number is defined 

as Re =ρ.V.L/�, where ρ is the mass, V is the velocity, L is the 

length and � is the viscosity. In Reynolds number the dominant 
characteristic is viscosity so in order to propel these objects in 
water we are looking for a low Reynolds number (10-5). And 
then the motion can be controlled by the viscous forces as they 
can overcome the inertial forces [4]. 

E) Nano Machines Guidance: 

 
It is very unlikely that we will see any artificial molecular 
machines in the near future that are able to guide themselves or 
that have the whole controlling mechanism embedded in them. 
But when we talk about control of machines with such 
dimensions the movement of microorganism really interest the 
researchers that how they use their senses to move. We will take 
the example of a microorganism that has been the choice of 
researchers for finding the biological secrets Escherichia Coli 
better known as E. Coli which runs by turning its flagella when 
it turns counterclockwise the organism start to swim but when 
the direction of the flagella changes to clockwise it tumbles and 
then just starts to move in any new random direction [5]. This 
swimming and tumbling of bacteria happens after a certain time 
if they are approaching a chemo attractant or places with high 
nutrition which they can detect while moving they tend to swim 
for a longer time but if they start to move away from the chemo 
attractant then just tumble and change their direction. So with 
this it shows us that how bacteria of a size of just few 
micrometers shows controlled movement just on the 
information that it get and keeps itself in the places with higher 
concentrations of food [5][6]. 
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Fig.3. E. coli Swimming and Tumbling 

         F) Communication:  
Nanorobots due to their small size cannot communicate through 
waves, acoustic, electrical or optical means for that we will have 
to see how nature works in the case of microorganisms and 
cells. Let’s take an example of a bacteria again. Now the 
question comes in mind that how can bacteria sense the 
presence of another bacteria in the surrounding? All bacteria 
releases a specific amount of chemical into their surrounding 
and the presence of other bacteria is judged by the concentration 
of that chemical and this simple yet effective process is called 
quorum sensing, now if we look at ants they also use chemical 
sensing and that process is called chemoreception. Ants secrete 
pheromones which are chemical messages which are detected 
by other ants and they also help differentiate between eggs, 
larvae etc. and also help ants to lead the other ants to a new 
location or leave warning signals. Now chemoreception is 
carried out through touch, feel acoustic means of sensing which 
is very hard due to size of nanorobots and also chemical sensing 
will require sensors and this makes it very Interesting that how 
this design can be implemented. 

 
Fig.4. Quorum Sensing In Bacteria 

 

G) Programming And Coordination:  

Now this also poses a big challenge for the researchers because 
for nanorobots to be useful they need to have coordination while 
they are in number because a nanorobots by itself doesn’t have 
that much capability to carry out a whole operation so we need 
them in numbers and in that case we need them to sense and 
communicate. Now let’s take nature again that how organisms 
coordinate so they either don’t coordinate much as in the case of 
E. coli they use very complex ways but these are bio-systems 
which can coordinate but to give these senses to a nano robot by 
programming it and making it to self organize is a very big 
challenge and is a field of interest for all the engineers and 
programmers. 

Scanning Probe Microscope: 

A) Background: 

 SPM was invented by binning and Rohrer in the early 1980s at 
the IBM Zurich laboratory which earned them a Nobel Prize 
about four years later. SPMs became an indispensible tool in the 
world of nanoscience and played a key role in the advancement 
in the field of nanotechnology. Scanning probe microscopes 
provided high resolution images which helped study the 

surfaces and the forces at work. Scanning tunneling microscopy 
was later expanded to cover the different contact modes through 
the use of atomic force microscope. Binning, Quate and Gerber 
invented AFM in 1985.  In which force sensing probe can be 
changed to detect different forces including mechanical, 
electrical etc and also the visco-elasticity [7]. SPMs can also 
modify the atoms and scanning tunneling microscope can 
manipulate the atoms and an example of that will the IBM logo 
that was written with the xenon atoms. Very low temperature 
and ultrahigh vacuum is need for the atomic manipulation. 
Researchers at the University of Berlin proved that pushing and 
pulling on the surface can be examined during the process of 
manipulation through the acquired signal. 
It is very hard to build nanoscale objects one atom at a time so 
an alternative method was proposed for assembly in which 
molecular size building blocks were used and a lot of work has 
been going on and presented on this technique. 
Since we have discussed above that sensor/contact model can 
bring changes in both the sensor and the sample and usually it is 
not good but later it was found that if we use the tip in the right 
manner we can produce desirable results and an example of this 
will be the work done by Becker and his co-workers when by 
raising the voltage bias on the tip of scanning tunneling 
microscope they created germanium nanometer scale structures 
on the germanium surface.  

B) AFM as A Robot: 

AFM is a very simple apparatus and was designed to come over 
the major drawback of STM. If we use STM we need a 
conducting or semiconducting surface in order to get the image. 
But in the case of AFM it can image almost any kind of surface. 
Binning’s, Quate’s and Gerber’s original AFM consisted of a 
diamond shard that was attached to the strip of gold foil. The 
diamond tip contacted the surface directly and the interatomic 
van der Waals force providing that interaction mechanism. An 
STM was placed above the cantilever and the vertical 
movement of the cantilever was done through the second tip. 
Now days Meyers and Amers laser beam deflection system is 
used by AFM. And the tip radius is in the order of 10s of 
nm.AFM rely on the forces that are between the tip and the 
sample [14][4][8]. By knowing the deflection and stiffness of 
the lever we can calculate the force by using Hooke’s law which 
is named after an English scientist Robert Hooke (1635-1703) 
[12]; 

                                                                    

 

Fig.5. Optical Beam Deflection [14] 

F=-Kz, Where f stands for the force, k for stiffness and distance 
the laver is bent is given by z. 
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Fig.6. [14] 

There are several different modes under which AFM can 
operate. The Most widely used being the contact mode. In this 
mode of operation the surface is raster- scanned and the force is 
kept constant through the feedback circuit and the tip is 
constantly adjusted for deflection and height to maintain both 
these parameters. The tip also puts large normal and lateral 
force which can damage the fragile samples and tip also wears 
out quick. For small scans variable deflection mode is used 
which only measures the deflection and adjustment are needed. 

Secondly if we measure the “twist” of the lever we can 
determine different friction levels and this mode is called lateral 
force microscopy. 

In the third mode we oscillate the cantilever in which the tip is 
very close but not touching the sample and we measure the 
changes in the resonant frequency and amplitude of the lever 
and is called the non contact mode belonging to the AC modes. 

This is fourth and most preferred modes of operation will be the 
dynamic force mode because it can eliminate problems of noise 
and forces like drag which are common in contact mode and is 
also known as the tapping mode or the intermittent-contact 
mode because the tip only comes in contact with the sample for 
a short time and we get much better lateral resolution on soft 
samples. 

C) Nano Manipulation Techniques: 

Nano technology is being studied in two converging directions 
one is top down which is a semi conductor fabrication technique 
to produce small structures or alternatively through the 
assembly of atoms or molecules into functional systems. 
Techniques of nanomanipulation are usually environment 
dependent and the use of AFM provides us with resolution at 
the atomic scale [11].  Let’s look at some of this research. 
Nanostructures formed by nanoparticle patterns are very 
interesting because, 

1) We can synthesize nanoparticles to obtain different 
characteristics), 

2) The sizes are more consistent [13]. 

 

1) Pushing and Pulling: 

Eigler et al. at IBM used the attractive forces within the atom to 
position different atoms. He used an STM and placed its tip very 
close to the atom so that the attractive forces can overcome the 
resistive forces and the atom was pulled along the tail of the tip. 
For these experiments ultra high vacuum and low temperatures 
were used [11][13]. 

 
Fig.7. “USC” obtained By Nano Manipulation [13] 

2) Picking and Placing: 

In these operations we do not need accurate positioning or 
control, atom is just transferred to the tip of SPM and then 
transferred to other surface. Eigler et. Al. conducted a successful 
transfer of xenon atoms. We can even build a prototype single-
electron transistor if we place the nanoparticles at tunneling 
distances between the two electrodes [11][13]. 

Conclusion:  
NanoRobotics is a field with an exponential growth prospects, 
there are a lot of challenges that lie ahead of us when it comes to 
the construction and testing of these machines and we need 
different research teams with specialties in different fields of 
science to move this technology forward but the way this field is 
growing and the progress that has been shown we can say we 
are not too far from making a real successful nanorobot with 
artificial intelligence system, AFM is proving to be a wonderful 
device for fabrication and we can construct nano machines for 
our labs in small quantities for further research in this field. 
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Abstract-Nanoelectronics is concerned with the application 

of nanotechnology on various electronic components 

particularly transistors. As nanotechnology is the study of 

matter on a nanoscale (atomic or molecular scale), 

nanoelectronics is generally referred to as the study of 

electronic devices built with components on the scale of 

nanometers (10−9 m). Nanoelectronics is debated as a 

disruptive technology since it is significantly different from 

the traditional electronic techniques. This nanoscale 

electronic technology holds promise for the future of 

electronics engineering. 

The areas of advancements in nanoelectronics include 

molecular electronics and nanolithography. Molecular 

electronics is visualized as a potential way to assemble a 

large quantity of nanoscale objects such as nanotubes or 

nanowires to configure new electronic devices and circuit 

architectures. It is considered as an approach to 

significantly cut down the cost of fabrication, energy 

computations etc., as compared to the present 

semiconductor technologies. Furthermore, molecular 

electronics is a branch of nanoelectronics with so many 

prominent scopes and applications to probe into or 

investigate. Other approaches in the field of nanoelectronics 

include applications such as nanorobots and conductive 

polymers. This paper brings in the concept of 

nanoelectronics and the major advances in the field of 

nanoelectronics. 

 

 

Keywords: Nanoelectronics, Molecular Electronics, 

Nanolithography, Nanowires 

 
I. INTRODUCTION 

Today, nanotechnology has become a technological 
sector of predominant importance. It deals with every 
aspect of nanoscale science and its application from a 
multidisciplinary perspective. Nanoscale is recogonized 
as the dimensions in the range of one-billionth of a meter, 
which is mathematically denoted as 10−9 m [1, 2]. 
Nanotechnology is not only concerned with reducing the 
size of devices but also constitute unique physical and 
chemical device properties. Nanoelectronics are an 
important branch of nanotechnology.  

The use of nanoelectronics is booming in the field of 
engineering as it concerns with controlling matter in 
nanoscale. Leading edge CMOS technologies that are 
widely being handled in the present day are specific 
examples of nanoscale engineering at industrial level. 
Nanoelectronics constitute a wide range of applications at 
the nanoscale such as molecular materials and other 
nanodevices which in turn requires equipments for 
analyzing and tehniques for nanoscale fabrication and 
measurement [3]. The current attempts for developing 
nanoelectronic devices at nanoscale is aimed primarily by 

the limitation of active photolithography employed in 
fabricating devices of silicon, and also from the thought 
that , to verify Moore’s law one has to look for answers at 
molecular level [4]. The ever increasing emphasis on 
changing price-performance ratio in the field of 
electronics continuously forces the electronics industries 
to enhance cost efficiency.  The industrialists have 
depended on the extended scaling down of electronic 
devices such as transistor size to attain exponential 
increase in transistor counts, but this scaling is soon going 
to end. The main obstacles that stand in between are: the 
rapidly growing expenditure of fabrication, the 
limitations of lithography, and the size of the electronic 
devices. Consider the present day examples such as the 
parts of the electrical devices that are available in the 
market today has a thickness in the range of molecular 
scale and will still diminish as scaling goes on. Hence , 
when this scaling goes on and the size of the devices 
reach in the range of 1-2 atoms thick, the scaling will 
terminate and another methodology will have to be 
adopted. The most suitable successor to these 
conventional integrated circuits is molecular electronics 
and nanoscale devices [5, 6]. 

II. MOLECULAR ELECTRONICS 

Molecular electronics is considered as the future of 
science and technology as it is inherently 
multidisciplinary in nature. The current trends for 
possible scenario of molecular electronics are classified 
into two different types of approaches: the top-down 
approach and the bottom-up approach. The top-down 
approach is similar to the one that is being followed by 
the standard microelectronics as well the later approach is 
attained from a nanotechnology chemistry based point of 
view. 

 The main differences between both these 
approaches, top-down and bottom-up respectively 
includes: (1) switching and programmability requirements 
at the smallest levels, (2) assembly of components in top-
down is tenderly deterministic compared to random 
assembly in bottom-up approach, (3) one comprises of 
three terminal active devices on the other hand the later 
approach comprises of two-terminal active devices, (4) 
top-down has pre-designed gain on the contrary bottom-
up has randomly generated gain [7]. “The top-down 
approach is defined as the generation of nanomaterials 
from the bulk using mechanical methods” also a widely 
accepted methodology for the fabrication of 
nanomaterials [8].  
1)Top–Down (Large-Downward) Methodo-logy: 

The reduction in size of the components required 
for the fabrication of necessary electronic devices and 



10th Research Seminar Series Workshop   Nanoelectronics and Robotics 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-195- 

machines is currently engaged by the top-down (large- 
downward) methodology. This methodology, which 
guides engineers and other professionals like physicist 
etc. to control and organize increasingly smaller particles 
of matter by photolithography and other related 
techniques has been utilized in a good way. It is 
becoming more and more evident, however, that current 
computer technology that depends on silicon-based chips 
is continually approaching the limits of its physical 
capabilities [9], and likewise photolithography is affected 
to drastic limitations for dimensions that are smaller than 
100 nanometers. By the general standards of our day to 
day experience these are relatively very smaller sizes 
(about one thousandth the size of our hair), but when 
compared these in atomic and molecular scales these are 
very large (tenth of nanometers).  

Henceforth, “there is plenty of room at the 
bottom” for further reduction, as Richard P. Feynman [9] 
stated when he addressed to the American Physical 
Society in 1959. In 1965 G.E. Moore stated that every 
three years (1) the size of the devices would reduce by 
33%, (2) the size of the chips used in electrical devices 
will increase by 50%, and (3) the number of components 
integrated in a chip would be fourfold [10]. Such 
anticipation has been accomplished until now and the 
capability of laser laser techniques in our large-downward 
approach to reduce the size of the components is being 
worked upon for fabrication of microelectromechanical 
systems (MEMS).  A suitable example for the defining 
the top-down approach is shown by the fine features of 
the bull shown in Fig.1. The figure of the bull is crafted 
by two- photon photopolymerization [9]. 
2)Bottom-Up(Small-Upward) Methodology: 

The Bottom-Up methodology offers an alternate 
and promising strategy towards technology at nanoscales 
that ranges from atomic or molecular levels and extends 
up to nanostructures. Professionals in the field of 
chemistry would be in an apt position to develop the 
bottom-up methodologies for the fabrication of nanoscale 
devices and their equipments. 

The bottom-up (small-upward) methodology in 
molecular electronics is relatively fresh. Recently only 
nanoelectronics were atleast even considered as an 
attainable objective by the physicists [9]. The idea of 
nanoelectronics was recently (few decades) derived from 
quantum theory and it was that the atoms are fuzzy 
entities that “must no longer be regarded as identifiable 
individuals” [11], and “ form a world of potentialities or 
possibilities rather than one of things or facts” [12]. If we 
consider the quantum theory, then from that point of view 
molecular structure is a metaphor rather than an inherent 
attribute [9]. The whole concept of this bottom-up 
methodology has been presented well by a great chemist 
and writer, Primo Levi, in his book “La Chiave a Stella” 
[9]. 

 

 
Fig.1. Scanning electron micrographs of bull sculptures 

crafted on a resin by two-photon photopolymerization, 

showing the definition reached by top-down miniaturization. 

These sculptures are 10micrometer long and 7 micrometer 

high, and are about the size of a red blood cell [9]. 

The ability to manipulate the coordination and 
structure of a matter in the scale of 1-100nm length is 
thus an essential study topic for researchers in areas 
ranging from electronics, to physicist, to medical 
engineering in nanoscale systems. Here comes the 
significance of nanolithography which deals with study 
and application of constructing nanoscale components for 
electronic and other nanodevices. 

III. NANO LITHOGRAPHY: 

Nanolithography is the present day scenario for the 
fabrication of state of the art semiconductor integrated 
circuits. It widely implies in the field of 
nanoelectromechanical systems and nano ciruits. It has 
become an active area of research related to electronic 
industries and studies.  
1)Nanoimprint Lithography (NIL): 

Nanoimprint lithography (NIL) is a recently 
emerged revolutionary fabrication technology which 
demonstrates sub 10nm resolution and high efficiency at 
considerably low expenditure[14-17]. NIL has been 
valued as one of the most anticipated methodology for the 
fabrication of nanoscale devices. It is looked upon as the 
satisfying future fabrication demands of the 
semiconductor industry. The advancements in this field is 
only possible if the achievements of NIL methodology is 
used to enhance the performance and throughput of 
existing NIL strategies also at the same time exploit new 
unconventional ways to employ its processes for 
manufacturing new nanoscale materials and 
components[18, 19]. The NIL technique can be further 
sub categorized based on the medium and environment 
mainly used while fabrication of devices. 
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(a) Molecular-Beam-Epitaxy (MBE) at Room 
Temperature: 

It is a type of NIL technique in which at room 
temperatue molds are fabricated by Molecular-Beam-
Epitaxy (MBE) and in turn these molds are imprinted. In 
his way the thickness of developed crystalline layers with 
nanometer resolution can be accurately controlled. The 
nanoscale resolution directly ascertains the minimum size 
of the mold features that are to be imprinted [18]. 

• Imprint Mold Fabrication by Using MBE: 

Imprint mold fabrication methodology basically 
constitutes of three process steps: (1) first step is to grow 
a layer of crystalline material Y above the substrate 
material X. The materials X and Y must be chosen in 
such a way so that they can be etched selectively with 
respect to each other., (2) second step is to grow a layer a 
second layer of material X over the crystalline layer of 
material Y. (3) finally in the third step the three layers are 
etched in such a way that the whole structure is 
perpendicular to the direction in which the layers are 
grown.  

Also it should be kept in mind that the grown 
layers should be properly wet-etched at all edges. The 
structure obtained after performing the wet-etching 
process constitutes a three dimensional topographical 
surface structure forming either a positive line feature 
(material X etched quicker with respect to Y) or a 
negative groove setup (material Y etched quicker with 
respect to X). When More than two different materials are 
grown on top of the substrate and selectively wet-etched 
it produces a quasi-arbitrary three dimensional grating. 
Monolayer precision is employed to control the thickness 
of MBE-grown layers with nanometer resolution. 

 
Fig.2. Single line MBE-mold (SEM): SEM top-view image 

and AFM cross section image of the 3D surface profile of a 

MBE-mold after selective etching. The white area on the far 

right side of the image is the surface area of the grown GaAs 

layer [20].  

Fig.2. gives an example of a Single-line MBE-
mold which uses GaAs as substrate material and the 
second crystalline material used is a compound AlGaAs. 
The thickness of the AlGaAs layer shown in Fig.2. is 
300nm and finally during the last step 300nm wide and 
400nm deep groove where AlGaAs was etched away. 
Hence a negative groove is formed and this inturn is used 
to imprint a positive line of same width into a layer of 
polymer [20].   

Furthermore the MBE-molds can be classified 
into two: (1) Single-line molds and (2) multi-line molds. 
But the substrate material used for both kinds of molds 
will be of the same GaAs material. 

 
Fig.3. Two types of multi-line MBE-molds [20]. 

(b) UV-Nanoimprint Lithography (UV-NIL): 

A wide range of NIL methodologies utilizes UV rays 
to heal already formed polymers before the mold release 
establishes the key prospects of this technique of 
fabrication for attaining high throughput pattern of large 
areas at nanolevels. Advancement in this field of UV-NIL 
is the development of a strategy which has been 
designated as combined Thermal and UV- nanoimprint 
lithography (TUV-NIL) [21, 22]. 

• Combined Thermal and UV- Nanoimprint 
Lithography (TUV-NIL): 

The process of TUV-NIL employs the advanced 
epoxy-based polymer for imprinting mr-NIL 6000 which 
is custom-developed for the TUV-NIL processes. The mr-
NIL 6000 polymers are used to attain certain properties 
like good thermal stability and also release properties. 
The main advantages of TUV-NIL over conventional 
thermal NIL and conventional UV-NIL are: (1) the TUV-
NIL operations are carried out at the same temperature 
hence no cooling of polymer is required. (2) In TUV-NIL 
the embossment polymer is spun onto the substrate 
material and hence more accurate control over thickness 
of the polymer [21, 22]. Hence the time to complete one 
cycle of TUV-NIL fabrication process is much shorter 
than the conventional methods. 

 
Fig.4. SEM top-view images of square patterns with 200nm 

feature sizes: (a) imprinted mr-NIL 6000 surface after 

completing a TUV-NIL process, and (b) silicon oxide surface 

as a result of the pattern transfer process of the pattern 

shown in (a) using reactive ion etching (RIE) in an oxygen 

plasma followed by a fluorine based RIE step [21, 22].  

The demands and issues concerned with nanoimprint 
lithography is addressed and discoursed in the above sections of 
the paper. Thus nanolithography is considered as a fresh 
fabrication technology for the construction of components that 
are essential for the building of nanoscale materials and devices 
with high efficiency and low expenditure. 

IV. APPLICATIONS: 
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The basis of any nanoelectronic circuitry is contained in 
the devices employed to build it. As in case of traditional very 
large scale integration (VLSI) systems: copper wire and silicon 
transistors. Similar is the case for nanoelectronics. The ordinary 
copper wires and transistors are but replaced by carbon 
nanotubes (CNTs) and silicon nanowires (SNWs) generally 
because of their chemical properties and due to which they can 
be manipulated at smaller sizes. Number of applications exists 
that could easily replace transistor as their basic logical device, 
such as: nanowire, reconfigurable switches, quantum cellular 
automata etc.  
1) Silicon Nanowires: 

Semiconducting nanowires (NWs) are employed as 
interconnecting wires for carrying signals along with an active 
device. Unlike a CNT a single NW can act as both as an active 
device and an interconnect wire. NWs are long thin wires built 
up of different semiconducting materials generally silicon or 
germanium and which in turn has a thickness of 3nm and length 
of upto 100µm [23-25]. 

(a) Fabrication: 

The fabrication of NWs involves processes such as LASER 
ablation, VLS synthesis and chemical vapor deposition or by 
combining a couple of these methods, the same methods as that 
are involved in the fabrication of CNTs with a minor exception 
of the use of carbon instead of silicon. When NW is used 
instead of semiconductor, the control of dopant levels of the 
NWs should be along with its length and this whole process is 
dependent on its method of growth.  

Generally materials such as boron or phosphorus are added 
to the vapor to fabricate semiconducting NW. One of the 
techniques used for fabrication is vapor-liquid-solid (VLS) 
technique as shown in Fig.5. By which crystal layers are grown 
with the aid of a liquid catalyst or solid like gold. Then the 
liquid catalyst is placed with the vaporized semiconductor 
material in a heated chamber of high temperature.  The catalyst 
absorbs the semiconductor material until becomes 
supersaturated and begins to form a crystalline solid at that point 
and the process continues until the semiconductor material is 
used up or until the liquid catalyst solidifies [24, 25]. 

Another method employed for the fabrication of NWs is 
laser ablation technique from which we can obtain catalysts 
with uniform diameter which then subsequently aids in the 
process of fabrication of uniform thickness NWs with relatively 
uniform electrical characteristics. 

 
Fig.5. A suggested silicon nanowire growth method by laser 

ablation method with iron and silicon as catalyst and 

semiconducting materials respectively [24].  

The contained growth of the fabricated NWs 
allows the doping along the length of the NWs to be 
varied. For NWs with a core made up of semiconductor 
and also with an insulated covering, during the final steps 
of fabrication the NWs are coated with different 
materials. These coatings are obtained as result of 
vaporizing another fabricated NW with a new material 

which in turn leads to the formation of a thin uniform 
sheath [27]. The NWs can be really heavily doped that the 
NWs begin to conduct as an p-type or n-type conductor. 

(b) Nanowire Electrical Devices: 

Active devices can be integrated into a NW by 
proper control of the doping agents along the length of 
the wires. For example a field effect transistor can be 
attained from a NW with small sections containing fewer 
amounts of carriers than the rest of the wire. Active 
devices such as a p-n junction diode can also be 
implemented using a single NW which can be  achieved 
by growing a part of the NW with a p-type dopant 
subsequently switching to an n-type dopant during the 
fabrication of remaining NW [26]. 

One of the appealing advantage of NWs over other 
conventional electronic devices is their ability to grow 
hundreds of micrometers in length which substantially 
justifies the use of NWs as both as an interconnect wire as 
well as device. The CNTs demonstrates ballistic 
conduction whereas NWs conduction is regulated by its 
edge effects, also due to its size it displays unique 
electrical properties. Nevertheless, NWs are not 
completely bonded as they are basically a solid wire. 
While the core of the NW is metallic so it conducts and 
the atoms on the exterior of the wire reduce the 
conductivity of wire because of the defects in the crystal 
structure. The shrinking of the NWs results in 
representation of atoms on the surface of the wire 
progressively of the overall structure. Hence brings upon 
decline in the overall conduction of the NW. This 
property of NWs is considered as one of the serious 
demerits of NWS [22]. 

V. CONCLUSION 

Nanoelectronics is indeed a disruptive technology that 
can be visualized as the future of electronics, as it is being 
employed in many fields these days to acquire better 
performance from the conventional methods such as to 
cut down the cost of fabrication of devices and to achieve 
highly considerable computational efficiencies. 
Nevertheless as discussed above in the paper, yet there 
are some challenges and issues that is to be dealt with.  
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Abstract - Market and business scheme are changing at a 

very high velocity. The individuals responsible for 

keeping the organization in the right part for business 

excellence need very high quality knowledge both 

internally and externally [1]. These business 

consultants are facing a lot of challenges to formulate 

a team of professionals to merge with other to make a 

logical decision based on their own proficiency. They 

need entrance not only to their Knowledge has become a 

very important force in this present day. Generally, the 

economy is going through a drastic transformation were 

market and business scheme are changing at a very high 

rate. The people responsible for keeping the company on the 

right part for business excellence need high quality 

knowledge both internally and externally. Many companies 

have classy concepts and idea about how to manage and 

administer knowledge but they have slight or no 

understanding on how to deploy and execute them. A 

knowledge portal symbolizes a way out to this challenge. 

The main purpose of this research is to identify the 

effectiveness and usefulness of knowledge portals in an 

organization in order to enable the deployment of 

technological potentials to institute long-term solutions for 

effective knowledge transfer and skill management and also 

to improve the competitive position of the organization. The 

first phase of this project involves the concept of knowledge, 

knowledge life cycle, portals and the importance of web 

portals with the support of knowledge workers in the 

knowledge economy and its globalization. We also 

considered knowledge as a core competence and its 

theoretical approach. The final phase also considered the 

effectiveness, functions of knowledge portals and Mind map 

of knowledge portals.        
 Keywords: Knowledge portals, Knowledge management, 
Portals, information portals 

I. INTRODUCTION 
It has always been a very difficult situation to start a 
discussion on portals. The issue is we have to get the 
same opinion on a general definition of the expression to 
start a meaningful and useful conversation. Presently, 
knowledge portals continue to evolve and the meaning 
get bigger This is why we see authors using different 
expressions to illustrate knowledge portals terms like 
“knowledge management portals”, “Enterprise portals”, 
and “information portals”. You frequently hear about this 
about this terms but knowledge portal phase is centred on 
a solution that enables users to have access to 
applications, work processes and vital information that 
are shown as WebPages or any other electronic devices. 

Basically, the overall economy is going through a total 
transformation. Market and business scheme are changing 
at a very high velocity. The individuals responsible for 
keeping the organization in the right part for business 
excellence need very high quality knowledge both 
internally and externally [1]. These business consultants 
are facing a lot of challenges to formulate a team of 
professionals to merge with other to make a logical 
decision based on their own proficiency. They need 
entrance not only to their own “knowledge source” but to 
knowledge from mixed sources. In this present age, 
finding the accurate knowledge or even being aware of all 
possible sources is more of a question of chance and 
perception [2] 
According to [3] Knowledge portal is a very important 
web-based solution that helps enterprises to make 
available a reliable access control and measures for 
various application and databases, which would otherwise 
have a changed entities altogether and also represent an 
actual comprehension of active theoretical knowledge 
management approaches. However, some people confuse 
knowledge portals with information portals. Information 
portal is known as the entrance to coded and digital data 
which is always held in databases and documents to 
enable the user to gain access to the information. The data 
to be accessed is planned and ordered which makes it not 
spontaneous. Nevertheless, a “knowledge portal” is 
broader than an information portal. For example, if there 
is particular information which is made external and 
unambiguous in a structured technique, it stays as 
information until the user or the reader digest and 
integrate it before it now becomes knowledge. 

 
   
Knowledge portals is very important because it helps in 
speeding up learning process and also helps in facilitating 
more effectual transfer between unequivocal knowledge 
and unstated knowledge forms. It contains a well 
structured information, concerted workspaces, and 
discussion forums to enhance encouragement surfaces 
and convey a more “spontaneous” substitute of 
understood knowledge [4]. According to [5], a good 
knowledge portal is “knowledge advantage centric” 
which means that it is planned and designed for 
knowledge workers to easily establish and work on the 
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key knowledge resources within the vital knowledge 
areas of the organization. 
Knowledge portal has become a key tool that supports 
every knowledge jobs. Knowledge portal possesses only 
one single access point software that offer easy access to 
information and also helps knowledge workers to share 
common goals. Knowledge portal play a lot of roles in 
supporting knowledge jobs and not only that but also 
information indexing, assembling scattered/distributed 
documents and categorization. Knowledge portal can also 
serve as a very useful and effective tool that helps 
knowledge organizations (e.g. University library) to 
develop their concerted activities. This tool also smoothes 
the process of knowledge acquisition, discovery and 
sharing by enabling library users to work collaboratively, 
share ideas, see information and also store useful 
information on easy repositories [6]. Knowledge portal 
has become a very vital element of the information 
technology in every section of any organization. E.g. 
University library. It helps in the integration of academic 
and logical resources within a practical space that can be 
easily accessed via web interface. 
However, before we explain further on the usefulness and 
effectiveness of knowledge portals, we need to know the 
meaning of “knowledge”. 
 

II. WHAT IS KNOWLEDGE? 

It is very important to explain what knowledge is before 
going ahead in discussing knowledge portals. Presently, 
we are all living in a knowledge age. This began in 1990. 
Knowledge is the pacesetter of socio-economic 
transformation. In this present age, knowledge is so 
important to different types of users to gratify their 
information needs. 
Knowledge appears in so many dimensions in different 
sizes and shapes. It can be saved in a database, 
Incorporated into organizations, printed on a sheet of 
paper and so forth. The progression of knowledge is an 
unbroken process (It is continuous).When a specific idea 
is formulated or organized systematically then knowledge 
is produced and created. Knowledge is produced from the 
relationship between the implicit (tacit), which is present 
in a person’s mind and the unambiguous (explicit). 
Knowledge is one of the most vital resources in any 
company or organization either in a business firm, 
academic, industrial or research organization. 
Many countries all over the globe use the relevance of 
knowledge to accomplish economic and social progress. 
In educational sectors, knowledge is present in 
administrators, individual faculty and some other 
resources like research reports, articles and journals. 
Knowledge is analyzed information [7] that is 
interconnected with other information and evaluated with 
what is known already. 
However, another term that needs to be considered is who 
is a “knowledge worker”. 
According to [8] in one of his first books “landmarks of 
tomorrow” he wrote that “knowledge workers are present 
in different fields for example in the information 
technology field such as technical writers, researchers’, 

programmers, academic professional and so forth and he 
also stated that a knowledge worker is a person that work 
at the mission of using or developing knowledge”. A 
knowledge worker can be anyone that handles the chore 
of searching, storing, distributing, acquiring, planning, 
and marketing or in the contribution to the transformation 
of information. 

III. ANALYSIS OF A PORTAL? 

A portal is knowledge based site that stands as a distinct 
source for all data on a defined domain and also stand as 
an access point for a web [10]. The information in a 
portal is well structured and arranged in a manner that is 
convenient and easy for the users to access. It is also an 
application that can be accessed via browsers that allows 
several activities like connecting business progression 
across supply chain and by gaining access to unstructured 
and structured data as well as giving access to new and 
consistent information [11]. Examples of these portals are 
Cosmo, Yahoo, and Msn. 
A.  TYPES OF PORTALS 
We have different kind of portals but they can be 
categorized on the foundation of their content and 
proposed users. It is categorised into two (2) groups. 
1) Vertical portals 
2) Horizontal Portals 
1) Vertical portals: This is a knowledge portal that is 
based or used by only one company. This portal consists 
of information that is used by the specific company alone. 
Knowledge has become a gateway that gives 
organizations competitive advantage, most organization 
has their own knowledge portal. However, this portal is 
also used to market products and also render services to 
users. A good example of a vertical portal is 
(www.cnet.com) this portal base on computer systems. 
Vertical portals are sometimes called “Vortals” and they 
are sites that are sometimes related to a particular 
organization such as automobile, insurance etc. 
This vertical portal is divided into two (2) phases 

• Corporate portal 

• Commerce portal 

 
(i) Corporate portal: This kind of portals is mostly used 
by corporate bodies and private companies so that they 
can gain access to specific information. For example, 
Ford Motors has a portal that they access to get 
information about customers and also use as a discussion 
forum to reach their suppliers. 
(ii) Commerce portal: This is a portal that is mainly used 
for the selling and buying. It is based on electronic 
commerce where products can be accessed and services 
can be rendered. They are sometimes called third party 
portals examples are www.amazon.com, www.ccnet.com  
 
2) Horizontal portals:  This is a very wide aspect of 
portal. It involves a large array of topics and interest. This 
portal focuses on everyone and also access to useful 
information to all kinds of topics and interest. This portal 
guides users to the right direction to gather more 
information from different sources. A good example of a 
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horizontal portal is www.netspeed.com, www.yahoo.com 
, www.msn.com . They tend to target the whole internet 
district and they are often called “mega portals”. They 
have various links on the page for user to have access to 
like channels, stock quotes, weather forecast or news 
update. The major functionality of a knowledge portal is 
to boost the effectiveness of knowledge workers by 
making them have access to useful information that is 
helpful in their specific work roles. 
 

IV. INFORMATION PORTAL vs. KNOWLEDGE 
PORTAL 

In many companies, it is not compulsory to choose 
between the two types because the two of them are 
deployed and combined together to meet a company’s 
need. 
Information portal: This kind of portal is also called 
“Enterprise information portal”. It consists of different 
information from different sources. The people that use 
this kind of portal do not publish to it they only seek 
information from it and there is no use of converting it to 
knowledge because it is just a mere data that is to be 
retrieved. In other words, it is “data oriented”. Example 
of an informational portal is www.linkedin.com . 

 
Fig 1: A Typical Knowledge Portal 
A typical information portal contains the following 

• Corporate information such as company 
information, events and programs 

• Share price information from description feeds 
such as XML, RSS. 

• Access to centrally stored documents and assets, 
email client, or any type of business details 
where viewing of items is needed. 

• Report that allow data to be requested to help 
with business choices. 

The figure below shows an example of information portal 
(www.linkedin.com) this portal consist of vital 
information of people around the world with working 
experiences. 
Knowledge portals:  This kind of portal contains useful 
information that can be converted to an effective 
knowledge. This kind of portal is mostly used by 
universities, institutions, hospitals and big organizations. 
This kind of portal enables users to access useful 
information that is applicable to personal experiences and 
the management of knowledge. Example of a popular 

knowledge portal is http://www.semanticweb.org . It is a 
very early type portal about semantic web that interlinks 
different aspects applicable to the semantic web. In spite      
of all the strength that it possesses, it still had few 
weaknesses like its inconsistency, its internal structure 
and its maintenance is manually oriented and not 
automatically definite. Figure 1.2 below show an example 
of a knowledge portal (www.semanticweb.org).   A 
knowledge portal play a specific role for supporting 
knowledge job task and the technological aspect 
entrenched in portals such as Categorization, text search 
etc. Knowledge portal possess “knowledge about 
knowledge”. The knowledge source includes the definite 
knowledge while the portal shows the source of the 
knowledge. Many organizations have developed their 
own personal knowledge portal using web-based 
applications. Also knowledge portal does not only include 
a house full of information but also help users for their 
business processes. 
Nevertheless, a web can be both an information portal 
and also a knowledge portal. For example the University 
of Bradford (Blackboard). The university of Bradford 
website is both an information/knowledge portal this is 
because some information are present in the website that 
are mere information that is useful to the students and 
staffs and also some are knowledgeable information that 
is to be executed. 
 

V. KNOWLEDGE CYCLE 

Listed in Fig 3 are the following steps of the knowledge 
life cycle that need to be sustained in the knowledge 
because some information are present in the website that 
are mere information that is useful to the students and 
staffs and also some are knowledgeable information that 
is to be executed. A knowledge portal play a specific role 
for supporting knowledge job task and the technological 
aspect source includes portal. 
 There are some main challenges that lies in providing an 
incorporated background for the entire knowledge life 
cycle. The reasons are as follows: 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Fig 3: Knowledge Life Cycle 

Creation 

Capture 
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• The quality of communication with the portals 
depends greatly on the knowledge that is gotten 
according to the description of the context with 
the portal, for this reason the tight amalgamation 
of the creation aids its subsequent use. 
 

• Knowledge creation implies the collection and 
use of knowledge that is available presently [5] 

 

 

Fig 2: A typical knowledge portal 
 
 
 

VI. EFFECTIVENESS OF KNOWLEDGE PORTALS 

Competitiveness is very fundamental if big companies 
can take the benefit of the opportunities they get from the 
management of knowledge. Knowledge portal has 
become the newest scheme that strengthens the 
competitiveness of any organization. It is the inventive, 
innovative, and vital management idea. Many companies 
are facing lots of challenges because of the pressure in the 
market place. Many organizations are now using 
knowledge management portal to fight against this 
challenges. Such schemes are sometimes started by 
developing and implementing an approach for knowledge 
management. For an organization to be more effective 
knowledge management should be more enlightened 
instead of roughly describing it and the organization 
should be able to identify the key issues in the company 
and a good framework for tackling it. Every organization 
has a unique settings described as factors such as the 
activities and objectives of the company, market factors, 
and capacity of the staff proficiency. Knowledge portal is 
a “significant knowledge factor”. In this present world, 
knowledge is a important driving force [12]. 

That is accepted generally as the one and only means of 
competitive advantage in any industry. Listed below is 
some of the effectiveness of knowledge portals. 

• It helps companies to gain knowledge and 
develop policies for business excellence 

• It also helps in making knowledge sharing 
possible 

• It helps organization in the creation of 
knowledge with a remarkable velocity 
 

Fig 4: A Typical Architecture of a knowledge portal 

• It also helps companies to gain competitive 
advantage among other competitors in the 
market 

• It aids organization to be able to connect with 
other knowledge workers around the globe 

• And finally, it helps companies to disseminate, 
classify, collect, and share information 
efficiently [14] 

 
VII.  FUNCTIONS OF KNOWLEDGE PORTALS 

The function of knowledge portals can be grouped into 
four (4) categories 

i. Personalization 
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ii. Document management 

iii. Team work 

iv. Process support 

According to a report by Delphi, team work and dynamic 
process support are the most key attribute of knowledge 
portal. 

Teamwork: This helps knowledge workers to work as a 
team to achieve a specific goal. A knowledge portal 
consists of discussion forums, email, to do list, 
conference chat etc. This enables workers all over the 
world to communicate with each other as a team. It is also 
multi-tasking. 
Document management: In this case, this aids the 
management of useful data; it can be stored and retrieved 
in a portal. It is easy to access the information saved on a 
portal by users. 

Personalization: This consists of the total content of the 
portal. Some portals consist of news update, channels, 
news feeds, weather forecast and so many forms of 
interaction functions that give users full accessibility to 
the portal. 

Process support: This can be achieved through check list 
or to do list that supports every process carried out by 
users within the portal [13] 

VII. RECOMMENDATIONS 

Based on the illustrations and definitions so far on 
knowledge portals, it is concluded that that knowledge 
portal is a key tool in any organization and it must be 
considered as an integral and primary part of any 
company. Business excellence can be achieved by 
organizations when they exploit this knowledge based 
tools and apply them as strategic competitive device. 

VIII. CONCLUSION 

For any organization to be effective and to gain 
competitive advantage in the market, knowledge 
management should be the first tool that is to be 
considered. However, there is need for every organization 
to have knowledge portal so that clients (users) can gain 
access to it and retrieve useful information from it to 
achieve a good knowledge. Knowledge portal is a very 
important tool for every knowledge hunters which helps 
them in the utilization of knowledge, creation of 
knowledge and knowledge sharing. It is also regarded as 
a management tool for organizations which enables 
knowledge acquisition and dissemination.  
 
 
 
 
 
 
 
 

 
Figure 5: A typical mind map of a Knowledge portal (A.J Adenuga, 2011) 
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Abstract: As increasing complexity of power grids, growing 

demand, requirement for greater grid reliability, security 

and energy sustainability leads to a “smarter” grid and is 

now widely referred to as “smart grid”. A smart grid 

delivers electricity from suppliers to consumers using two-

way digital communications to control appliances at 

consumers' homes; this could save energy, reduce costs and 

increase reliability and transparency. Smart grid initiatives 

seek to improve operations, maintenance and planning by 

making sure that each component of the electric grid can 

both 'talk' and ‘listen’. Converting the grid to a digital sys-

tem means integrating power, electronics, batteries, sensors, 

smart meters. This so-called smart grid will not only bring 

new communication capabilities to critical grid devices and 

end-user appliances to optimize energy efficiency, reliability, 

and security, It will also serve as the enabling platform to 

plug in the next generation of clean energy technologies, 

such as rooftop solar systems, wind farms, and electric 

vehicles.  

This paper analyses the basic architecture, components, 

characteristics, features and hierarchy of the smart grid and 

it also sheds lights on the recent development and different 

approaches in the smart grid technology carried out in 

different countries. It finally compare the conventional grid 

with the smart grid and concludes that smart grid is the 

inevitable result for the economic and technological 

development. 

Key Words: smart grid, digital communications, smart 

meters, clean energy technologies, 

I. INTRODUCTION 

The existing grid system was pioneered by Nikola 
Tesla,Thomas Edison and George Westinghouse in early 
20th century and was regarded as a great engineering 
achievement. This system is an interconnected network 
for delivering the electricity from suppliers to the 
consumers. But as the world enters in a new energy era in 
which we face more challenges like environmental 
concerns, growing demand of high quality, reliable 
electricity and rising expectations of the customers we 
need to rethink electricity generation and supply from the 
bottom up. 
Environmental and economic sustainability are essential 
variables in the 21st century’s energy equation. But 
existing infrastructure and systems lack the flexibility to 
evolve to meet higher demands for efficiency and 
reliability. 
The availability of low cost computing and 
telecommunications technologies, new generation 
options, and modular automation systems are creating the 
vision of next generation electricity generation system: 
Smart Grid. Smart Grid is a new and currently developing 
platform for the electric power industry. The smart grid 
will evolve largely electromechanically system into a 
digital network with unprecedented reliability in the way 

electricity is transmitted. Many electric utilities are 
investigating or implementing this new platform in 
various ways. In order to optimize the Smart Grid it is to 
the industry’s advantage to discuss achievements and also 
vision and strategy for implementation.  

II. DEFINATION 

 “A Smart Grid is defined as an electricity network that 
can intelligently integrate the actions of all users 
connected to it for example generators, consumers and 
those that do both in order to efficiently deliver economic 
,sustainable, and secure electricity supplies”.[1]  
“A power system that has the capability of handling  
emergency conditions with ‘self-healing’ actions and is 
also responsive to energy-market and utility needs” 
[2].The "smart grid" is a next-generation electrical power 
system that is classified by the increased use of 
communications and information technology in the 
generation, transmission and consumption of electrical 
energy.  
Transmission of electricity usually takes place in bulk 
over medium to long distance and generally operates 
from 345kV to 800kV over AC and DC lines. It flows in 
one direction in the locally distributed networks to 
customers and businesses via lines operating at 132kV 
and lower.  But now as the business and home begin 
generating more electricity so this paradigm is changing 
enabling them to sell energy back to the utilities. 
Development is on its way to energy consumption 
efficiency, real time management of power flows and to 
give the facility of bi-directional metering.  

III. BASIC ARCHITECTURE 

The existing infrastructure and model lack the flexibility 
to cope with the higher demands for high efficiency and 
reliability. Smart Grid self intelligence made it possible to 
balance the interaction between supply availability and 
demand. With the help of markets and real-time system 
information, utilities will be able to work in accordance 
with consumers to produce the most cost-effective and 
efficient supply mix. But before we look at the benefits 
provided by the Smart Grid, we need to first understand 
its underlying structure, components and characteristics. 

A. An interactive grid 
As like an internet the Smart Grid will be interactive for 
both power generation (resources) and power 
consumption (end users). Soon, utilities will enable end-
users to produce their own electricity and participate in 
demand-side management (DSM) programs.[3] This 
system will be supported by a high-speed, two-way 
communication infrastructure, intelligent metering and 
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electronic control technologies open the path for access to 
the grid of the future. 
B. Smart Meters: 

Smart meters will replace the existing metering system 
they act as a sensor network to achieve 
Information exchange between load-side and network, its 
main functions include hourly pricing, power quality 
detection, remote switching function and pre-paid 
fees(see Fig a). 
 
The smart meters perform two functions first, they do 
control and manage of the flow of electricity, and 
secondly they provide energy information about energy 
usage and patterns. 
 

                         
|Fig a--Smart Meter 

IV.SMART GRID CONCEPTUAL FRAMEWORK: [4] 

 
Figure 1 – Overview of the Smart Grid Conceptual Model 

The National Institute of Standards and Technology 
(NIST) Smart Grid Conceptual Model consists of seven 
important domains, Bulk 
Generation, Transmission, Distribution, Customers, 
Operations, Markets and Service Providers as shown in 
Figure1. The conceptual model constitutes of many 
domains, applications, actors and associations, which 
have interfaces at each end. This model shows all the 
communications and energy flows between each domain 
and how they are interrelated. Each domain consists of 
important smart grid nodes that are connected to each 
other through bi directional communications and 
electricity channels. We will briefly discuss the seven 
domains of smart grid. 

• Bulk Generation: 

 
Figure 2 – Overview of the Bulk Generation Domain 

This domain is responsible of generating electricity from 
renewable and non-renewable energy sources in bulk 
quantities. These energy sources could be renewable, 
variable sources, such as sun, wave power, etc. that can 
vary with time.; renewable, non-variable, such as coal, 
uranium, water, biomass and pump storage; or non-
renewable, non-variable, such as nuclear and gas. Energy 
that is stored for later distribution may also be included in 
this domain. Actors in is domain are devices such as 
remote terminal units(RTU),protection relays, equipment 
monitors, fault recorders, and programmable logic 
controllers(PLC) as shown in Figure 2.  

Distribution: 

 
Figure 3 – Overview of the Distribution Domain 

The distribution domain function is to distribute the 
electricity to and from the end customers in the smart 
grid. The distribution network connects the intelligent 
meters “smart meters” and all intelligent field devices 
such as control and sensing devices. Distribution domain 
will communicate coherently with the Operations domain 
in real-time for the management of power flows which 
are associated with a dynamic Markets domain and other 
security and environmental factors. Actors which do play 
part in this domain are capacitor banks, storage devices 
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protection relays, and distributed generators as shown in 
Figure 3. 

• Transmission:    

          

 
Figure 4 – Overview of the Transmission Domain 

Transmission is the transfer of electrical power in bulk 
from generation sources to distribution through number 
of substations. Communication and transmission 
networks is based on fibber-optics, microwave, infrared, 
power line carrier (PLC),and wireless radio networks 
such as GSM and CDMA in order to transfer massive 
amounts of data. Actors in this domain may include 
remote terminal units, protection relays, substation 
meters, power quality monitors, phasor measurement 
units, fault recorders, and substation user interfaces as 
shown in Figure 4.  

• Customer: 

 
Figure 5 – Overview of the Customer Domain 

In this domain electricity is consumed by end-users which 
could be home, commercial/building and industrial and 
are connected to the electric distribution network via the 
smart meters (see Figure 5). Actors in the domain provide 
the facility to customers to manage their energy 

consumption and generation but in fact some actors also 
provide control and flow of information between the 
customer and other domains. Each customer has a unique 
domain consisted of electricity premise and bi-directional 
communications networks. A customer domain might be 
able to accommodate, generate, manage the amount of 
energy and can have connectivity with plug-in vehicles. 

• Operations: 

Figure 6 
– Overview of the Operations Domain 

The operations domain is viable to manage and controls 
the electricity flow of all other domains in the smart grid. 
It uses a bi-directional communications network to 
connect to substations, customer accustomed networks 
and other intelligent sensing and control equipments. 
Actors in this domain are responsible for the smooth 
operation of the power system(see Figure 6).It provides 
evaluating the traffic on grid and grid stability, 
monitoring health of equipment, energy theft protection, 
control strategies and provide intelligence for decision-
making. 

• Markets: 
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Figure 7 – Overview of the Markets Domain 

The Markets domain operates and coordinates within the 
smart grid with all the participants in electricity markets. 
Markets domain interactions and communication must 
be reliable, traceable and auditable. Similar to 
marketing it provides the market management, retailing 
and energy trading services related to energy. This 
domain interacts with all other domains and be 
responsible of energy information clearinghouse 
operations and exchange of information with service 
providers. For example, for plug-in-vehicles it does 
roaming billing information for inter-utility. 

• Service provider:    

 

 
Figure 8– Overview of the Service Provider Domain 

All third-party operations is being done in this domain. 
These could be web portals that provide energy efficiency 
management services to end-customers, data exchange 
between the customer and the utilities, and regarding the 
electricity supplied to homes and buildings (see Figure 8). 
It may also manage other processes for the utilities, such 
as field services, demand response programs, outage 
management. This domain must not compromise the 

cyber security, stability reliability, integrity and safety of 
the electrical power networks.  

V.   CHARACHTERISTICS: 

a) National Integration: 
 
One of the greatest engineering project of this century 
will be the integration of all levels of transmission and 
distribution network. Many electric power grids located at 
different places can be interconnected together which will 
enable utilities to deliver a highly secure and efficient 
electric supply with reduced environmental impact. 

b) Self Healing and Adaptive: 

Smart Grid does the self assessment by monitoring and 
analyzing of an operation it resolves the problem which 
are too large or too fast automatically by the ‘’self 
healing’’ mechanism. Smart Grid self-healing ability will 
employ modern technologies in order to minimize 
disruption of service by acquiring data, making and 
executing 
Decision-support algorithms, and limiting interruptions 
and control the flow of power. For example being an 
‘’immune system ‘it will determine the overall grid health 
and give early warnings of trends that could result in grid 
failure. Its communications with local and remote devices 
will help in analyzing and monitoring the faults, low 
voltage, overloads, poor power quality, and other 
undesirable system conditions. 

c) Consumer Interaction: 

With the smart grid end user can manage the energy 
management actively. New cost saving, energy efficiency 
products will make the consumers able to give back into 
the network and make them active participants in the grid. 
 

d) Enhance Cyber Security: 
 
Enhanced security is an essential characteristic of the 
Smart Grid which provide prevention against the 
malicious attack and disruption. the Smart Grid’s 
integrated security systems will reduce cyber  and 
physical  vulnerabilities and improve the speed of 
recovery from attacks and security hazards. 
 

e) Improve Quality of Power: 
 
The existing grid system cannot meet the criteria of 
today’s power consumption and demand for reliable high 
electric power. Smart Grid with the new power quality 
standards will enable utilities to balance load sensitivity 
with power quality, and consumers can have the choice of 
purchasing varying grades of power quality at different 
prices. Events takes place at the generation and 
distribution end can be minimized and irregularities 
caused by load can be eliminated. 
 

f) Compatibility. 
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Centralized power generation, distributed power 
generation and energy storage unit is compatible. 
 
 

VI.     THE COMPARISON BETWEEN EXISTING 
POWER GRID AND SMART GRID [5],[6] 

 

In the new century power system facing challenges of the 
distributed power grid, the low utilization factor, as well 
as the application of digital technology, the concept of 
smart grid has been introduced. In comparison with the 
traditional power grid, smart grid in all aspects of power 
system has obvious advantages and characteristics. Table 
below provides the comparison between the current grid 
and smart grid. 
 
 

 Existing Grid Smart Grid 

Communication One-Way, 
Intermittent, 
Proprietary 
Telecom 

Two-Way, 
Continuous, 
IP Telecom  

Interaction with 
the 
user 

seldom Many 

System Centralized Distributed 

Structure Hierarchical Network 

Instrument 
Type/switching 

Electromechanical 
Switching 

Digital 
Switching  

Operation and 
Management 

Reliability via 
installed capacity 

Reliability via 
remote 
monitoring & 
control 

Flow control Limited Universal 

Reliability Asset Failures & 
Service 
Interruptions 

Adaptive & 
Self Healing 

Topology Radial Reticular 

Access Limited customer 
information, 
options, control 

Unlimited 
customer 
information, 
options, 
control 

 
VII. APPLICATIONS OF SMART GRID: 

• Advance metering interface(AMI) and Smart Home: 

One of the main applications of smart grid is in the AMI. 
Advance metering interface includes smart and intelligent 
metering reading by two way communications, 
dynamically adjusting the price of electricity and acts 
according to the load changes. These advancements bring 
the concept of smart home. In smart home we can have 
Real-time and automatic pricing, , direct load control, 
energy utilization, monitoring of load, remote 
connect/disconnect, outage detection and cyber Security 
and  diagnostics of remote equipment. 
 

• Distributed Generation / Micro grids: 

 
The second mover in the development of smart grid is the 
Distributed Energy Resources (DER).The terms “island” 
or “micro grid” is given to the separate energy generation 
sources.DER have many different types, including 
hydroelectric power, wind power, solar power, micro 
turbines, fuel cells and energy storage devices and they 
also include negative power generation controllable loads, 
and direct load control. Evolution in battery and inverter 
technology is evolving such that a utility can know to buy 
and use energy at night at a low price and during peak 
daytime rates selling it back. 
 

• Wide Area Measurement and Control: 

The third fundamental domain of the smart grid is the 
wide area measurement and control. These systems use a 
measurement system known as the Synchrophasor which 
has the ability to synchronously measure and interface the 
state of the power system. This ability to dynamically 
view the state of the power system is much similar to as 
monitoring a beating heart. Normal and stressed system 
states can be assessed in real time and acted upon to 
affect dynamic control.WAMACS has the ability to make 
and execute decisions in the 100 millisecond time frame 
as compared to today’s power system operators which 
take action in the multi-second to multi-minute. 
. 
VIII. SMART GRID DEVELOPMENT IN DIFFERENT 
COUNTRIES 
 
Smart Grid has become the country's development 
priorities and objectives of the grid, but the country's 
progress and development are different. Europe and the 
United States developed and started work on the smart 
grid research and construction very early, and made a lot 
of progress. But now China, Canada, Australia, South 
Korea and other countries have also started to pay 
attention to this direction of development of power grid, 
and become active in the smart grid research. 
 

• Smart Grid in US [7]: 
 
In Oct 2009, the U.S. President Barack Obama announced 
smart the single largest grid technology investments plan 
ever for smart grid development amounting up to 3.4 
billion dollars. President claimed that the smart grid 
projects will help in building up a renewable energy 
superhighway, with a goal of increasing energy efficiency 
and helping to increase the growth of renewable energy 
resources such as wind and solar power. 
This smart grid grants will pay for the installation of more 
than 2.5 million smart meters, which allows the end user 
to access dynamic pricing information and avoid usage of 
electricity during peak hours, when power is most 
expensive. The grants will also support the purchasing 
and installation of other smart grid components, which 
includes more than 1 million in-home energy digital 
displays, 170,000 smart thermostats, and more than 
175,000 other load control devices in order to energy 
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usage. This will broaden the market for electronic 
accessories e-g smart washers, dryers, and dishwashers, 
so that U.S. residents can further control their energy use 
and lower their electricity bills.  
 

• Smart Grid in Europe: 
 
Europe has also made a new policy on smart grid. In 2006 
the European Council declared the plan "European 
Sustainable, competitive and secure energy strategy", so 
that smart grid became the prime development direction 
of the European power grid, and smart grid technologies 
is a part of the plan of Europe Technology Platform 
(ETP),known as the "smart grid technology platform." 
 

• Smart Grid in China: 
 
China is planning to include generation, transmission, 
substations and distribution in smart grid power system. 
East China Power Grid Corporation launched the smart 
grid project feasibility studies in Oct 2007 and divided 
the building of smart grid is divided into three phases: 
from 2009 to 2010 for planning the pilot phase, in this 
period research is carried out to develop the key 
technologies and also do trial work from 2011 to 2015 for 
the comprehensive building phase, this will initially 
formed the control and running interactive service 
system, achieve major breakthroughs and applications in 
key technology and equipments; from 2016 to 2020 for 
leading the upgrade stage, this stage is the full completion 
of the unified "strong smart grid", as well at that time 
technology and equipment will definitely fully reached 
the international advanced level. 
By 2020 China is planning  to achieve the staged 
objective of smart grid development is to achieve optimal 
allocation of gird resource ,and to achieve "plug and 
play" distributed power applications, along with the 
popularity of smart meters. 
 

IX.   CHALLENGES AND OBSTACLES 
 

The Smart Grid has many procedural and technical 
challenges as we move from the current grid with its one-
directional power flows from centralized generation to 
distributed loads, toward a new grid with bi directional  
power flows, peer to peer customer interactions, and 
distributed generation. Some of the challenges discussed 
below: 
 
Complexity:  
The Smart Grid is a widely complex machine, with some 
parts moving at the speed of light and some aspects of the 
Smart Grid will be sensitive to human response and 
interaction, while some need instantaneous, automated 
responses which increase the stability of the system. It 
also faces financial pressures and environmental 
requirements. 
 
Transition to Smart Grid:  

The transition to the Smart Grid will be long term. It is 
almost impossible to move all the existing equipment and 
systems to be ripped out and replaced at once. We must 
design in such a manner that we can cut the unnecessary 
expenses and unwarranted decreases in reliability, safety, 
or cyber security.  
 
Smart equipment:  
This new Grid system must needs smart equipments 
which are computer based or microprocessor-based, 
including controllers, remote terminal units (RTUs), 
intelligent electronic devices (IEDs). 
 
Communication: 
The smart grid must be able to cope with the new media 
as they emerge from the communications industries and 
while preserving interoperable, secured systems. 
 
Cyber Security:  
Cyber security involves the protection of damage to, 
unauthorized use of, abuse of, exploitation of, and, if 
necessary, the restoration and resolving of electronic 
information and communications systems and services. 
 
Software applications:  
 
Software applications are referred to programs, 
algorithms, calculations, and data analysis. Applications 
range from low level control algorithms to massive 
transaction processing. 
 
 

X.   CONCLUSION 
 

So it is concluded that current grid is outdated, inefficient 
and at the same time overburdened. As the speed of social 
and economic development increases which in turn 
causing problems of energy shortages and environmental 
hazards. So there is continually increasing demands for 
network reliability, service quality and requirements of 
power. The journey towards establishing a Smart Grid is 
underway and its main focus is on the development of 
smart grid "self-healing" feature to protect the power grid 
and make it a strong grid, the fast simulation and 
decision-making of the event, solve the system 
optimization, coordination and control issues [8]. In order 
to meet the demand of the digital society the industry is 
working and progress is being driven by reduced 
expenditures, meeting customers demand for higher 
availability and better quality of delivery. 
 
Key factors which can make the Smart Grid world 
possible are Distributed Generation/Micro grids 
Advanced Metering Infrastructure, Smart Home and 
Wide Area Measurement and Control. The overall 
message is exciting and optimistic it represents a 
fundamental change from classical grids to new 
architectures with new concepts. It shed lights on new 
benefits for all in the stakeholder chain from governments 
through to end electricity users at home and in businesses 
[9]. It is expected that with the conversion of 
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conventional grid to smart grid over the next five years, 
consumers will be able to interact with the smart 
appliances, lighting systems, and management systems, 
using “set it and forget it” technologies to automatically 
control and monitor their homes and businesses for 
energy savings and increasing levels of green energy.[10] 
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Abstract — Commerce is an important sector that 

contributes immensely to the growth and development of an 

economy. However, several factors mitigate against the 

buying and selling of goods and services preventing this 

important activities from being carried out few of which are 

languages, economic and geographical arrangements. With 

the advent of information and communication technology 

especially the internet which has turned to be a commercial 

nerve channel that has transformed Commercial activities 

globally, there is a need to improve the method whereby 

individuals and organizations carries out their various 

commercial activities thus bringing about the advent of e-

commerce. E-commerce simply means any method that 

entails the buying and selling of goods and services over 

electronic channel be it internet or any other type of 

network. Ecommerce is of different types namely, business 

to consumer (B2C), business to business (B2B), consumer to 

consumer (C2C), peer to peer (P2P) and mobile commerce 

(M-commerce). E-commerce has dramatically improved the 

rate at which businesses are carried out recently creating 

room for better service satisfaction. This paper focuses on 

the methodology of E-commerce as a concept, its 

importance, types of E-commerce that exist, its benefits, its 

limitations and barriers. 

 
Keywords: E-commerce, M-commerce, B2C, B2B, C2C, P2P  
 

INTRODUCTION 

Electronic Commerce started since around 1970s using 
Electronics Funds Transfer (EFT) technology for easy 
transfer of funds electronically between organisation, 
later Electronic Data Interchange (EDI) came on  which 
allows financial transaction to other types of transaction 
processing. The advent of internet technology in 1990, 
traditional market of electronic commerce (EC) evolve 
along with the rapid growth of the Internet [1]. During the 
21st century, EC became the appropriate and well-known 
way to carry out diverse business functions. The use of 
internet technology in Electronic Commerce brought 
about his importance by replacing physical transaction 
with electronic transactions, commercial transformation 
of businesses from conventional to online, reduction in 
cost of services for businesses, online learning ranging 
from school to other organisation, disintermediation, and 
availability at all time. The ability of various 
oraginsations, society and consumers to carry out 
commercial activities electronically is of great benefits.  
Prospect of reaching out to people globally, its electronic 
medium nature, cost reduction and growth of 
infrastructures are major benefit E-commerce to 
organisation [2]. Research has shown that that there are 
various Limitations and barriers to EC. Also, Electronic 

Commerce has continued to grow enormously despite the 
limitation and barriers. 

E-COMMERCE CONCEPT AND DEFINITIONS 

In order to find out the importance, limitations and 
barriers of E-commerce, we need to firstly examine the 
definitions.  “Electronic Commerce can be simply defined 
as buying, selling, transferring, or exchanging products, 
services, and/or information via computer networks, 
including internet [5]”. It can also be define from the 
communication, business process, collaboration, online 
and services perspective [3]. Electronic channel of 
commerce has brought about different classification by 
nature of their transaction; they are Business-to-Business 
(B2B), Business-to-Consumer (B2C), Mobile commerce, 
Consumer-to-Business (C2B) [3]. 
 

MOBILE COMMERCE (M-COMMERCE): 

Can be define as the process in which goods and services 
are conducted over the internet using a handheld wireless 
device such as mobile phone or personal digital assistance 
(PDA’s) [5].It gives new and small businesses 
opportunity to introduce or market their product quickly 
[6].The wireless device users have access to internet by 
so doing they are able to pay bills, place an order or 
access their bank accounts. Any forms promotions can be 
notify buy buyer. M- Commerce is widely use banks 
based on WAP-enabled Mobile technology, shopping of 
product by browsing and paying using mobile phone. 
Instant purchases from parking meters, public transport 
ticket dispense tickets based on m commerce 
applications. Mobile phone users can pay at the points of 
sale transactions with immediate transfer of money from 
their mobile accounts link to phone number 
 

BUSINESS –TO-CONSUMER (B2C): 

This a commercial activity target to consumer involving 
exchange of products, information or services between 
business and consumer for retailing purposes [7]. It is 
referred to e-tailing (electronic retailing if transaction was 
through the internet, retailers are called E-Tailers. B2C 
allows manufactures to sell directly to customers without 
any intermediary [3]. B2C has two main features; first, 
the retailer display product to be sold online in a simple 
way that describe the price of the Products. Secondly, 
retailers do not need to communicate with customers’ 
computers. The speedy development of B2C was due to 
the fact that the sellers on many occasions gives discount 
to customers using online serves, thus sprung up new 
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businesses. Dell, Amazon, Online auctions and Wal-Mart 
are example of B2C. 
 

BUSINESS-TO-BUSINESS (B2B): 

This is a commerce transaction between businesses; it 
could be conducted over the internet, extranets, intranets, 
or private networks.   This could be between business and 
his supply members, as well as between a business, its 
customers, and any other business [3].The amount of 
commercial transaction is more than B2C because it 
usually involves supply chain between two or more 
business organization.  

 CUSTOMER-TO-CUSTOMER (C2C): 

This is a transaction between individual customers in 
which both the buyers and sellers are individual, usually 
through internet. For example, EBay is an intermediary 
online auction website between consumer that post an 
item for sale and those that are interested in 
buying/bidding for such item [3]. Peer-to-Peer (P2P) is a 
special case of C2C whereby transaction between 
individual is in a file sharing environment [4]. EDonkey 
and KaZaa are good examples of P2P. 

BENEFITS OF E- COMMERCE 

Turban (2009) suggests Benefits of Electronic Commerce 
to organizations, consumers, and society, thus: 
 

A. BENEFITS TO ORGANIZATIONS  

Global reach – the use ofinternet is a means of direct 
retail shopping from any part of the world. E-commerce 
makes it possible for users that want to buy anything that 
is out of their reach to do so, on the website, there is 
adequate information about the products and about the 
channels of communication to research and buy. 

Cost reduction – Electronic commerce help organisation 
to reduce their expenses at different stages within the 
business process. For instance, the price of sending fax or 
letters reduces their communication expenses and also, 
advertising over the internet reduce the advertisement 
over the media. Designing a website and using it as 
means of selling, organisations can reduce their cost than 
operating on high street shop and employing large 
number of people. 

E-commerce gives business opportunity to open 24hours 
in 7days throughout the whole year; the opening time is 
without overtime and extra cost in displaying of products 
on internet. 

E-commerce allows business owners to reduce the cost of 
running their business by using online internet 
technology. E-commerce allows stores to be run with the 
use of fewer employees, which includes customer service 

representative, sales staff, order fulfillment staff and 
other.  

E-commerce do not require the use of physical location in 
order to operate, which helps to lower the cost relating to 
building, lease, phone bills, utility cost, and other cost 
that has to do with buck-and mortar storefront. An e-
commerce store which also has a physical outlet is a great 
way to lift overall business sales and increase company 
profit. 

A company that already has a physical outlet for the sales 
of their products is not aware of how much more they can 
make if the products are market via online.  

E-commerce also helps to bring about organisational 
model that is different from one in the past. The 
introduction of techno-organisational structure, result in 
new way of organisation structure and culture within 
employee and management. 

BENEFITS TO CONSUMERS 

Ubiquity – customers can shop or purchase at any time 
24hours from any place without having any human 
interaction. E-commerce makes it possible for customers 
to locate products that are for sale in the e-stores 

E- Commerce allows consumer to choose from large 
selection of products and services, it also allow customers 
to receive important information within a seconds rather 
than wating for days or months. 

Cheaper products – consumers can compare and shop at 
lower cost by shopping round over the internet and go for 
the best bargain available. 

Information availability – easy finding of what the 
customer needs, with details and demos 

E-commerce allow consumers to take part in 
computerized auctions this allow consumers to be able to 
gain possession of unique products without having to 
travel long distance. 

BENEFITS TO SOCIETY: 

Increased standard of living – E-commerce make it 
possible for some goods to be sold at reduced prices 
allowing people with income to have opportunity of 
buying, thus better the way they live. 

Closing the digital divide – Allowing people in the third 
world or developing countries to have more opportunities 
to many services and products than was made available in 
the past. Students are closer to higher education services 
now than in the past .E-commerce also promotes public 
sector, for example doctors and nurses in the third world 
countries can make use available technology within their 
profession. E-Commerce made it possible for products 
and services easy to be access with no restriction 
worldwide. 
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E-commerce allow more people to work from their 
homes, It also allow individuals to do their buying and 
selling at home instead of moving around, rather than 
traveling around, this helps to lower air pollution and 
traffic. 

It makes digital economy possible and easier, thus 
encouraging some countries to benefit from longtime 
economic growth this led to reduce inflation resulting in 
higher productivity. [3] 

IMPORTANCE OF E-COMMERCE 

E-Commerce allows small businesses get noticed 
globally. In recent years, people do their shopping by 
browsing of products or services that they wish over the 
internet, business having their products online improves 
the chances of the business being noticed [8]. 
Create open door for small business to market and sell at 
reduced price globally and incorporate to world markets 
[9].  
Enables business to very flexible in their business 
structure, products, pricing via marketing and promotion, 
their sales method will focus on the individual customer 
need. This can be done by web application Development 
Company [8].  
The shopping cart software has made it easy, fast and 
reliable for customer shopping online in selecting 
products to purchase and the payments method. On the 
hand, it has been a convenient way to present products 
and services for consumer satisfaction [8]. 
The customer saves more time when buying online; also 
the businesses   retrieve transaction made by their 
customer within short time in the same day.  
 E- Commerce is cost effective- advertising product on 
internet cost far less TV, radio or roadside. Also, the total 
number of staff needed in different section is considerable 
less [10]. Digital revolution drives has transform the 
business environments. 

 LIMITATIONS OF E-COMMERCE 

The spread of E-Commerce was slowed down by 
Technological and Non-Technological limitations; this 
was highlighted by Turban (2009) as the following 
 

TECHNOLOGICAL LIMITATIONS: 

In e-commerce the software tools for development 
purposes are always changing, and cannot be easily 
integrate on internet. Thus, this as made it difficult to 
have a universal acceptable standard in relation to quality 
and security. 
The telecommunication bandwidth is inadequate, 
particularly for m-commerce. For example, electronic 
commerce through PDA’s or mobile phones 
E –commerce users cannot easily access the internet in a 
digital divide environment, unstable, and insufficient in 
particular areas 

Many companies still make use of Information 
Technology(IT) system that are old, this IT was 
developed to meet the different needs of these companies 
, also different kinds of software and application was 
developed for this purpose, but unfortunately with the 
new E-commerce it is difficult to integrate it with the old 
one. Specially designed web servers are also needed. This 
will therefore add to the cost of e-commerce. 
 

NON-TECHNOLOGICAL LIMITATIONS: 

The most important limitation to e-commerce is security 
and privacy which prevents people from buying from the 
internet. 
The sellers are unknown to the consumers/buyers in e-
commerce transaction thus lack of trust is exhibited by 
some consumers hence they would be skeptical in buying. 
In regards to legal and public policy, decision about it has 
not being reached. 
Some customers would not change from going to the 
shops to get they want to the computerized way of buying 
things. 
Some customers still prefer to touch, feel, and see what 
they are buying. [3] 
National and international government regulations also 
have to be considered. [3] 

 BARRIERS TO E- COMMERCE 

In third world countries or rural areas,   barriers of e-
commerce can be discussed in the following areas. 
Technical expertise- There is no IT expertise   available 
in most rural areas. 
Financial Resources-Lack of financial resources may 
hinder experimentation with e-commerce in rural area and 
this can lead to increase in failed attempt which will limit 
the practicability of using outside expert. 
Access to external information-In rural areas access to 
external information is limited these can hinder awareness 
of hoe beneficial e-commerce is and how it can be 
implemented. 
Marketing Knowledge-Lack of expertise and 
infrastructure such as uninterrupted power supply and 
internet facility may be a barrier to promote buying and 
selling over the internet. 
 Technical infrastructure-availability of equipment like 
scanner or colour printer may be limited in rural areas. 
[11] 
In the developed world, barriers of e-commerce include 
the following 
Security and privacy- Most people are not comfortable 
using online transaction. Specific laws and regulations are 
not available to guide the legal issues of individual details 
and records of people activities. Authorisation and safety 
of consumers is another issue [12]. 
Financial system- Financial system varies from country to 
country; the lack of compatibility can lead to making 
financial transaction between countries difficult, not 
possible at all or so costly that no added value is obtained 
[12]. 
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Organisational barriers- This refers to the organizational 
attitude towards the implementation of e-commerce. Size 
of the organization is also an important factor to be 
considered [13].      
The ability of the suppler to be able to function towards 
the acceptance of online purchasing depends on the 
attitude of the buyer towards the acceptance of online 
purchasing. [13] 
Behavioural barrier- This involves reasons relating to 
people and their opposition to change, people are 
uncomfortable with making use of technology [13].  

CONCLUSION 

The use of E-commerce is increasingly gaining 
acceptance and can never be underestimated in wide 
range of businesses, organizations and through 
transactions between countries. With use the of E-
commerce; countries, businesses and organizations do not 
need to invest so much in paying consultants and 
designers but rather invest in E-commerce which leads to 
better quality and better corporate decision making 
The use of e-commerce provides a location that is neutral; 
every website is at a prime location that every customer 
has only to click a mouse to reach.  
E-commerce does not need a break. It is open 24 hours in 
seven days through out the year customers are able to 
shop at any time, this is due to E-commerce search engine 
optimization.   
Thus, on considering the different pros and cons of 
electronic commerce, it could be concluded that the 
benefit and importance of e-commerce is greater than the 
barriers. An appropriate preference to aim is the 
technological issues and ways to raise confidence of 
customers’ in the system, this will help E-commerce 
adjust to the present development of the ever changing 
world [14]. 
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Abstract - Short-term power system load forecasting is the 

prediction of electrical load demand for a period varying 

from the next few hours up to a week. This forecasting has 

become very important for the economic and reliable 

operation of the power system in recent years. There are 

some factors affecting the load, which need to be considered 

for achieving high accuracy, such as type and time of the 

day and the weather conditions. Usually, historical load data 

that is used for prediction makes a short-term correlation 

between the demand, climatic information and the day of 

the week.  

Various techniques have been applied to short-term load 

forecasting known as classical or modern. Artificial Neural 

Network is an instance of modern methods that is intelligent 

and able to learn and adapt to changes in different 

circumstances. It can learn the nonlinear relationships 

between the varied information and conclude based on 

them. Multilayer Perceptron model and Backpropagation 

learning algorithm in the MATLAB environment have been 

used for fast execution and accurate load forecasting.  

Keywords: Short-Term Load Forecasting, Artificial 

Neural Network, Multilayer Perceptron, Backpropagation. 

I. INTRODUCTION 

Short-term power system load forecasting is the 
prediction of electrical load demand for a period of time 
from an hour up to a week. Short-term load forecasting 
plays a very important role in power system planning and 
is the main source of information for system analysis 
tools such as economic dispatch and generation 
commitment [1]. In a competitive electricity market 
environment, the ability of accurate load forecasting is 
interesting for power system operators, merchant 
generators and other market participants [2]. In order to 
accomplish high accuracy and speed, it is required to 
consider the factors affecting the load. The type and time 
of the day, the weather conditions and the season are 
some factors that are more important than others. Because 
most days have different load profiles, the demand of the 
load is variable during the day and obviously any changes 
in the weather conditions can change the electricity 
consumption. Usually, historical load data using for 
prediction makes a short-term correlation between the 
demand, climatic information and type and time of the 
day [1] [3].  

Various methods have been used for short-term load 
forecasting known as classical or modern. Two of the 
most popular classical models are the Autoregressive 
Integrated Moving Average (ARIMA) and the Multiple 
Linear Regression (MLR). Models based on the ARIMA 
technique can achieve Mean Absolute Percentage Error 
(MAPE) of from 1% to 2%; however this method does 
not consider the weather changes and has some 
drawbacks in modeling the weekends and holidays. In the 
MLR, the electrical load is modeled as a function of past 

loads and the weather variables; although the linear 
regression method assumes linear relationships between 
parameters, that makes it impossible to model the 
complex and nonlinear relationships between load 
affecting factors. Also, the past load demands are not 
necessarily similar to future load needs [2].  

The modern techniques called Artificial Intelligence 
(AI) have some models such as the expert system, fuzzy 
logic and artificial neural network. The Artificial Neural 
Network (ANN) model is suitable for load forecasting 
because it can model the nonlinear relationships between 
variables without any assumption of their functional 
relationships. In addition, it is able to learn and adapt to 
factors changes and then conclude based on them [1] [2]. 
The performance of the ANN can obtain the MAPE 
ranging from 0.9% to 2% which is influenced by the 
choice of input variables. The input variables are hour 
indicator, day indicator, past hours’ electricity 
consumption and temperature. There are several methods 
to determine the answer of which and how many past 
hours load should be applied. One of them is the 
evaluation of the correlation between current hour load 
and pervious hours load and another one is to select the 
similar days using the Euclidean norm model [2]. 
Choosing the input variables always has a difficulty; 
accuracy of load forecasting might be declined if too 
many or too few variables are selected. In general, the 
ANN has some good characteristics such as clear model, 
easy implementation and great performance which result 
in engineers and system operators are attracted to it [3].  

 
 

II. ARTIFICIAL NEURAL NETWORK 

Artificial Neural Network is the abstract and 
simplification of the human brain that simulates the 
brain’s behavior and reflects the main features of the 
brain. First aspect of the similarities between the human 
brain and the ANN is the access to information from 
external environment during the learning process; second 
one is the ability of saving and using the acquired 
knowledge. Architecture, processing and training are the 
main factors of the ANNs [4]. 

A network can be recognized by its architecture. The 
structure of the network contains a number of neurons, 
hidden layers and connection methods. Each neuron 
receives data from multiple inputs, processes them and 
sends to the output (Figure 1). The training process is to 
adapt the parameters in order to achieve the fundamental 
contact approximation and it can be considered as an 
optimization problem. The time-series data includes 
training data and test data while the training data is more 
than twice as much as the test data. The output of the 
neuron is defined by: 
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(1) 

 

where  is the input of the neuron,  is the weight of 

the input,  is the bias of the neuron and  is the 
transfer function. Produced output can be described based 
on processing the input and weight. The weight for every 
training vector is adjusted by training algorithm [2] [3]. 
 

 
Fig.1.An Artificial Neuron Model 

There are three main steps to fit the ANN architecture: 
choosing the input variables, determining the network 
structure and defining the training method. 

 
A. Choosing the input variables 

Usually the input variables are applied to hour-ahead 
prediction and comprise three general categories: load of 
previous hours, time indicators and weather changes. 
Different combinations and representations should be 
tested and then compared by the Mean Squared training 
Error (MSE), which is defined: 

 

                                          (2) 
 

where N is the number of data samples,  is the target 

output and is the network output. Between two 
networks with similar performance, the network that has 
less number of input nodes is preferred. The smaller 
network is selected because of a phenomenon known 
overparameterization, which happens when the number of 
parameters is too large for training. 

The ANN can be trained only by past hours load as 
inputs due to the fact that the load series is autocorrelated; 
however increasing the number of past loads brings about 
the improvement in the network performance. In order to 
model the multiple layer of seasonal, hour, day of week 
and month indicators are put as inputs. Each time 
indicator can be described by either a single continuous 
input node or multiple binary input nodes. Although the 

binary inputs can result in the neural network does not 
learn wrong relationships between circular variables, they 
do not always give a better performance than the 
continuous inputs and can cause too big networks. 
Temperature is the only weather variable that has any 
considerable effect on the network performance. Previous 
studies illustrate that other weather variables such as wind 
speed, humidity and cloud cover have little influence on 
the ANN performance [2]. 

 
B. Network structure  

The second step to fit the ANN model is to determine 
the network structure. The Feedforward Multilayer 
Perceptron model is one of the structures that have been 
applied to the ANN. The Perceptron is a binary classifier, 
which is invented in 1957 by Frank Rosenblatt.    

 Feedforward means the signals are propagated in a 
forward motion from layer to layer. Generally, the ANN 
has three layers: input layer, hidden layer and output 
layer. The number of neurons for the input and output 
layers is relied on the different applications and the 
practical problems; however the number of hidden layer 
neurons can be found by setting a different value at first 
and then deciding the number of neurons based on the 
final training result. A training procedure of the neural 
network can help to select the suitable network 
configuration [2] [4].  

It is suggested that the number of neurons for the 
second hidden layer should not be more than twice the 
number of input variables. In the meantime using the 
smallest sized network prevents overfitting, which 
happens when the network includes some of the 
underlying randomness of the training set in its model 
during the fitting the data [1]. 

The transfer function of the hidden layer is the Tan-
Sigmoid, where the transfer function of the output layer is 
the linear [2].  

 
C. Training method  

The training algorithm explains how the ANN adapts its 
weight to reduce training error. The training error that 
should be reduced is the MSE. The Levenberg-Marquardt 
Backpropagation learning algorithm, which is an 
approximation of Newton’s method, is applied to train the 
neural network. The algorithm is defined: 
 

                                 

(3) 

 

                                           

(5) 

       
 

where  is the Hessian matrix,  is the Jacobian matrix 
including the first derivatives of the network errors 

respected to the weights and biases,  is the vector 

including the gradients,  is the vector of current 
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weights and biases,  is the vector including the 

network errors,  is the adaptive scalar and  is the 
identity matrix. The behavior of the algorithm looks like 

the Newton’s method where  is small; however for a 

large  the algorithm acts like a gradient descent with a 
small time step. The adaptive is decreased to decline the 
performance function each time step and increased when 
in the next time step is supposed to raise the performance. 
This optimization technique results in training with high 
efficiency. Figure 2 shows a schematic of a neural 
network [2].  

 
Fig.2. Three layer Feedforward Backpropagation Neural Network 

 
Through the MATLAB environment, the ANN 

sequence can be run and then the training time, learning 
rate and the output layer of the hidden layer are adapted 
by checking out the results during the test sample. Thus 
fast execution and accurate load forecasting are achieved 
[4].  

 
 

III. OVERVIEW OF BACKPROPAGATION ALGORITHM   

The Backpropagation algorithm is one of the most 
widely used and successful learning algorithms for 
multilayer neural networks. The process of learning 
comprises the forward propagation of signals and back 
propagation of errors. In the forward propagation phase, 
the sample is entered into the input layer and sent to the 
output layer processing by the hidden layers. If the 
obtained output is not consistent with the desired output, 
the back propagation of errors will be applied. In the back 
propagation of errors, the output errors are back 
propagated to the input layer through the hidden layers; 
consequently all units’ errors are achieved. In the process 
of learning and training the weight values of all units are 
adapted repeatedly and the process does not finish until 
the output errors declined to an acceptable level.  

The Backpropagation algorithm has some limitations 
such as slow convergence rate and local minimums. Since 
the input of each node is too large, the adapting takes 
time which causes the weight values change slowly; 
hence the errors reduce gradually. In addition the error 

curve has several local minimums and their main features 
are that error gradient is zero. Thus the algorithm cannot 
recognize the characteristics of those points and error 
often falls into some minimum points, which is difficult 
to change and converge to the given error. 

 In order to solve these problems, many improved 
algorithms are proposed; adaptive method to regulate the 
learning rate is the simplest, most effective and easiest to 
implement. The learning rate, that is also known learning 
step size, is a constant in the standard algorithm. 
However in the actual computation, it is difficult to give 
an appropriate learning rate from beginning to end. It is a 
good idea to adapt the learning rate automatically to 
speed up the convergence; making it bigger or smaller 
when needed. It can be adjusted regarding to the total 
network errors after the network adapts a group of 
weights. 

Selecting the input in the Backpropagation algorithm is 
very important which affects the training time and 
accuracy of load forecasting. All the related components 
that impact on the load are considered, whereas the level 
of influencing is different. Since the characteristic 
quantity cannot specify the priority, the prediction 
accuracy is declined. As a result the number of 
characteristic quantity should be decreased by 
considering all the important affecting factors. 

Previous studies reveal that three layer Feedforward 
Backpropagation Neural Network can accomplish each 
kind of complex nonlinear mapping when the hidden 
layer has sufficient nodes. Although the network that has 
too many layers and nodes in the hidden layer will 
become complicated and grow the training time. 

Activation function, that is also called neuron function, 
determines which neurons produce signals under the 
input signal. It is the external feature of the neuron model 
and includes the process from making the input signal, to 
making the active value and finally making the output 
signal. The function has different forms that can be 
applied to make the neural network in different kinds of 
functions. The input layer of the ANN normalizes the 
load data and converts the characteristics into [-1, 1] to 
prevent the neurons saturation.  

Selecting the training samples affects the performance 
of the neural network. The length and representation of 
the training samples are two main factors in selecting 
them. The length can impact on the computing speed and 
fitting accuracy. The representation is mostly related to 
the raw data and the training samples should include the 
maximum value. A correct training network, even if there 
is some deviation in the training samples, can result in the 
right reaction of input [5].  

 
 

IV. CONCLUSION 

One of the fundamental requirements of power systems 
is the correct short-term load forecasting. Since type and 
time of the day, past hours load and temperature affect the 
accuracy of prediction, they are utilized as the input 
variables. The Artificial Neural Network, as a modern 
technique, is suitable for load forecasting because of its 
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ability to find the nonlinear relationships between the 
variables without prior knowledge of their functional 
relationships. By increasing the number of past loads, the 
ANN can forecast more precisely; however it can create a 
complex model which may cause the 
overparameterization. The Feedforward Multilayer 
Perceptron model and Backpropagation learning 
algorithm can be applied to the network structure and 
training method respectively to fit the ANN model. The 
network has input layer, hidden layer and output layer, 
that the number of neurons for the input and output layers 
varies according to the different applications; whereas the 
number of hidden layer neurons should be selected 
carefully to obtain the smallest sized network. The 
forward propagation of signals and back propagation of 
errors is the process of learning in the Backpropagation 
algorithm. In order to reduce the limitation of the 
algorithm, adaptive method to regulate the learning rate is 
suggested. The different levels of load affecting for all the 
relevant elements should be considered to choose the 
input properly. Also the length and representation of the 

training samples impact on the selecting of them, which 
influences the performance of the ANN. 
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Abstract-Information technology (IT) infrastructure in 

data center environments is mainly composed of servers, 

storages and networks. Correspondingly, virtualisation 

technology development also focuses on server 

virtualisation, network virtualisation and storage 

virtualisation. While a lot of researches have been done or 

in progress into server and network virtualisation, there 

are noticeably fewer researches of storage virtualisation. 

On the other hand, data storage is keeping accelerating and 

has more than fifty percent increasing rate per year 

according to the estimates from IDC. As a consequence, 

challenges in managing storage in data centers are 

continuously increasing in spite of highly increased storage 

capacity.      

This research paper aims to provide an overview of 

existing storage virtualisation technologies, current 

development statuses and related research issues regarding 

this topic. This paper firstly explains the basic concept and 

categories of storage virtualisation. After that, it elucidates 

ongoing trends which have been observed. Finally, several 

research challenges, especially in cloud computing 

environments, will be discussed.  

Keywords-Storage Virtualisation; Data Center; Cloud 

Storage; Cloud Computing    

I.  INTRODUCTION 

The concept of virtualisation has been rapidly adopted 

and implemented in almost every area in IT industry 

during the last decade. Virtualisation removes traditional 

boundaries regarding applications, operating systems, 

servers and storages from physical hardware devices and 

related management mechanisms. The benefits of 

applying virtualisation technologies include the 

improvement of flexibility, availability, scalability, 

performance and maintainability [1]. These benefits 

especially can be extended in data center environments 

because of the nature of its large scale. To maximum the 

utilisation of IT facilities to make data centers more 

efficient, consolidating numerous devices into few ones 

is always an important goal regarding data center 

operation, and virtualisation is the most effective way to 

accomplish this task. Therefore, consolidating workload 

on multiple devices into a single one by using 

virtualisation technologies is growing in data center 

environments very rapidly [2].    

II.  STORAGE VIRTUALISATION BASICS 

This section provides a basic concept of storage 

virtualisation, including the definition, storage area 

network and the associated components in storage 

virtualisation environments.   

   

A.  Definition 

The term “virtualisation” is usually connected with 

two key concepts – indirection and sharing. “Indirection” 

means an addition layer is put above physical resources 

to create logical resources for access from the 

applications, and “sharing” means resources can be 

shared across multiple nodes and applications. 

Virtualisation provides many benefits, such as 

management strengthening, system configuration 

flexibility, security functionality, capacity extensibility 

[3]. Because of these benefits, nowadays the concept of 

virtualisation has been widely implemented in most areas 

in IT industry including servers, storages, networks, 

applications, operating systems and desktops [4]. 

  

Storage virtualisation can be defined as “the logical 

abstraction of physical storage systems” with the ability 

to “hide the complexity of physical storage devices” [5]. 

As the same concept of other virtualisation technologies, 

storage virtualisation also provides the benefit of storage 

management simplification and flexibility. Virtualisation 

makes it more convenient to manage storage resources 

without affecting the operating system. Without 

virtualisation, the operating system and applications also 

need to be changed when there is a change to the storage 

resources [1].     

  

B.  Classification 
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Storage virtualisation has not only formed the 

important evolution of modern data storage technologies 

but also caused substantial confusion in the industry. The 

reason is virtualisation concept, which is to map physical 

resources to abstracted and logical ones, can actually be 

realized within many different parts of storage 

component by various approaches. Storage Networking 

Industry Association (SNIA) differentiated the 

classification of storage virtualisation by three questions: 

what is virtualized, where does it occur, and how is it 

implemented:   

1)  What is virtualized: This type of classification is to 

point out the target devices or the elements in the storage 

systems which virtualisation is based on. Storage 

virtualisation technologies regarding this classification 

include disk virtualisation, tape virtualisation, tape drive 

or tape library virtualisation, block virtualisation, file or 

filesystem virtualisation.  

2)  Where does it occur: This type of classification is 

to describe the location which virtualisation is done. 

Storage virtualisation technologies regarding this 

classification include three main types: host-based or 

server-based virtualisation, network-based virtualisation, 

and storage subsystem or storage device virtualisation. 

3)  How is it implemented: This type of classification 

distinguishes the relationship between virtualisation 

components and data paths. Out-of-band and in-band are 

two types of virtualisation regarding this classification 

[6]. Both of them are realized in network-based 

virtualisation environments.    

Each of the above virtualisation technologies tends to 

fulfill specific requirements or solve specific storage 

management issues. In reality, more than one of the 

above virtualisation technologies are often implemented 

at the same time to collaborate to form a virtualized data 

storage environment [7]. Nevertheless, comprehension of 

storage virtualisation technologies in conjunction with 

the clear understanding of user requirement is key to 

successful implementation.   

   

 

 

 

 

Fig. 1. Storage virtualization modes[7]  

Fig. 2. Fibre channel storage area network 

 topology  

C.  Storage networking 

In virtualized storage environments, storage area 

network (SAN) is usually indispensable because it 

provides a platform which makes servers and storage 

components connected together and create a storage 

resource pool to servers. This makes a great cornerstone 

for storage virtualisation development. The components 

in SAN include servers, storage subsystems and 

switches. They are usually connected via a fibre channel 

(FC) network. On each server, host bus adapters (HBAs) 

are installed to provide fibre channel interfaces to allow 

servers connect to SAN.    

  

Storage networking technologies now have been 

widely adopted in enterprise IT environments because 

they separate storage devices from servers and make 

storage management easier and more efficiently. 

Especially in large data center environments, a SAN 

might be composed by thousands of server, storage and 

switch components [8]. The benefits of implementing 
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storage networks also include the improvement of 

scalability, performance, availability and additional 

storage management function. Therefore, implementing 

storage networks is usually the first step to simplify 

storage management and implement other advanced 

storage technologies [1]. In addition, based on the 

flexibility provided by networking, the viability of new 

storage technologies is repeatedly affirmed by the rapid 

adoption of networked storage by virtually every large 

enterprise and institution [5].   

    

III.  MAJOR TRENDS 

Among these storage virtualisation technologies, 

block-level virtualisation is getting more attention and 

most newer products in the market are developed based 

on it. On the other hand, while server virtualisation is 

becoming a key technology in modern dynamic data 

centers, researches and development focused on the 

collaboration between server and storage virtualisation 

technologies are also increasing. The details are to be 

discussed in the section.    

     

A.  Block-level virtualisation 

While different types of virtualisation technologies 

result in different effects, the acceptance of some may 

differ from others in the industry, and they are often 

compared with each other. One typical comparison is 

whether to choose block virtualisation or file 

virtualisation. From organisational digital data 

perspective, data is usually divided into structured data 

and unstructured data. In general, structured data refers 

to database-related data, which is stored on disk blocks, 

while unstructured data refers to individual files like 

documents, web pages, multimedia files, and so on.  

As the names suggest, block virtualisation means the 

task of virtualisation is done at the block level to map 

physical disk blocks to virtual blocks on virtualized 

storage devices. On the other hand, file virtualisation 

means the task of virtualisation is done at the file level to 

map the file and directory structures on physical storages 

to an abstracted file and directory structure [1]. 

In recent years, several additional storage operational 

functions, like encryption, compression, and data 

deduplication, have emerged and been adopted in the 

market. In the present situation, because block level 

storage operation has the nature of transparency, which 

is independent from file structures and provided more 

flexibility regarding storage administration and makes 

other newer storage functions, such as encryption and 

compression, easier to be implemented, the development 

and adoption of block virtualisation has gained more 

popularity than file virtualisation [9].  

  

B.  Collaboration with server virtualisation 

Nowadays data centers have been transformed into 

agile and dynamic data centers by virtualisation 

technologies. Among these virtualisation technologies, 

server virtualisation plays a key role because it directly 

supports applications to deliver required services. In a 

virtualized server environment, operation systems and 

application software are installed on virtual machines 

instead of physical machines.    

Many benefits can be brought by two important 

characteristics of server virtualisation: consolidation and 

migration. Consolidation makes multiple application 

servers running on one physical machine, and migration 

makes applications have the ability to dynamically move 

between different physical machines [10]. Based on 

these characteristics, additional benefits can be realized, 

such as fault tolerance, load balancing, centralized 

backup, increasing utilisation, and saving energy.  

To maximum the benefits of server virtualisation, 

storage virtualisation technologies need to collaborate 

better with server virtualisation in management and 

function aspects [8]. Two directions have been focused 

to help the collaboration. One is the integration of their 

migration capability, which can increase resource 

utilisation and application availability. The other is 

performance improvement, which is to eliminate I/O 

bottlenecks from consolidated servers.  

     

IV.  RESEARCH CHALLENGES IN CLOUD COMPUTING ERA 

In cloud computing ecosystem, data centers play a key 

role because they form the backbone to support various 

kinds of services via the Internet under different 

categories including software as a service (SaaS), 

platform as a service (PaaS), and infrastructure as a 

service (IaaS) [11]. In addition to these typical cloud 

computing service modes, cloud storage is also one of 

the service modes which are becoming popular. Cloud 

storage forms the service mode of storage as a service 

(SaaS), or sometimes refers to data storage as a service 

(DaaS) to avoid the confusion with software as a service.

   



10th Research Seminar Series Workshop Computer Networks 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-223- 

Typically cloud storage combines numerous storage 

devices and leverages network connections, distributed 

file systems, and the above storage middleware to 

compose cloud storage services to end users [12]. As the 

same concept of other cloud services, one characteristic 

of cloud storage is that the storage services are be 

accessed by users without the awareness of where they 

are. The actual location of the data storage might be very 

dynamic and may change frequently for availability or 

performance purposes.    

   

Despite of the variation of the cloud storage resources, 

however, the whole backend infrastructure has been 

virtualized and the finally a static access point of the data 

storage resource can be seen and managed by users from 

end devices which are connected to the Internet [13]. In 

other words, cloud storage can make physical 

geographical location of storage devices invisible as well 

as other technical details. Apart from that, cloud storage 

also provides many beneficial management mechanisms, 

such as automatic resource allocation, data integration, 

QoS, access control, SLA, certification, distributed 

collaboration, and etc. [14].    

Cloud computing is actually a computing concept 

which consists of numerous technologies from different 

aspects, such as utility computing, grid computing, 

autonomic computing, and virtualisation [15]. Among 

these technologies, virtualisation is especially a key 

element because its nature of “dynamic”, “scalable”, and 

“flexible” matches the main requirements of cloud 

computing to a great extent. With virtualisation 

technologies, storage capacity can be easily allocated to 

users, and thus the utilisation of storage resources can be 

enhanced. Furthermore, one difficulty in managing cloud 

computing environments is the integration of 

heterogeneous devices, and virtualisation has also been 

proved the best choice to solve this issue [12].  

However, it is not straightforward for the connection 

between the virtualisation concept in cloud computing 

and traditional storage virtualisation technologies. Some 

of the obstacles are given below:  

A.  Lack of clear definition 

Cloud computing has been gradually recognized by 

the industry and the public. However, because it is more 

like a group of concepts, lack of definite definition 

sometimes still cause confusion in related researches. 

Due to this circumstance, even there have been many 

different types of cloud storage services in the market so 

far, cloud storage is still formless and clear definitions 

about capabilities and the service architecture of cloud 

storage have not been seen so far. This situation also 

leads to the difficulties in researches into the relevance 

of existing storage technologies to cloud storage 

architecture [13].   

B.  The complexity of cloud infrastructure 

Because of the rapidly increasing campaign in cloud 

computing, various kinds of cloud storage services have 

emerged. Presently there have been a large amount of 

sundry cloud storage services existing in the market. 

Some of them provide general digital data storage 

services, while others provide specific type of data 

storage services like email, documents, and digital 

pictures. In addition, while some cloud storage service 

providers support only simple data storage operations, 

some service providers with enormous storage 

capabilities have been able to support huge and complex 

storage operations to store even a whole warehouse [13].  

On the other hand, to achieve business requirements 

and fulfill the need of customers, different service 

providers usually use different technologies and 

architectures to support their cloud storage services. 

However, many of those different technologies are 

complicated and often incompatible [12]. This also leads 

to difficulties in standardization and interoperability 

development.     

C.  The boundaries between technology layers 

The benefits of using cloud storage are similar to those 

of other cloud computing services, such as elastic 

capacity adjustment, easier management, higher 

accessibility, and “pay as you go” flexibility. The 

realization of these cloud storage benefits is based on the 

development of multiple technologies including Web 

2.0, cluster and grid technology, distributed file system, 

application storage, content delivery network (CDN), 

data deduplication and compression, data encryption, 

Peer-2-Peer (P2P), storage networking, and storage 

virtualisation technologies [12].   

   

In most cases, a combination of the above 

technologies will be used together to maximum the 

benefits of cloud storage in which each technology in 

this combination performs different tasks. In general, 

these functions can be divided into two different areas - 

logical functions and physical functions. Based on these 

functions, a layered model of cloud storage has been 

created to form the structure of cloud storage [14]. 
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From the structure, cloud storage services are created 

by the stack of different technologies working in 

different layers in conjunction with each other. However, 

because there are diverse technologies existing in each 

layer and the service models of cloud storage are still in 

an early stage, mechanisms for collaborations between 

each layer in cloud storage environment are not 

comprehensively built.   

To solve interoperability issues between cloud storage 

service providers and users, the Storage Network 

Industry Association (SNIA) set up Cloud Storage 

Initiative (CSI) and released Cloud Data Management 

Interface (CDMI) as a standard of cloud storage. CDMI 

provides a reference model which clarifies the functional 

interfaces between service providers and clients, and 

make client applications have the abilities to create, 

update, retrieve and delete data elements from storage 

resources provided by service providers.  

      

Fig. 3. Cloud storage layered model[14] 

By the CDMI reference model, storage resources can 

be provided on demand from a resource pool [13]. 

Nonetheless, apart from interconnection issues between 

client applications and cloud storage resources, there is 

still a lot of work to be done inside the underlying cloud 

storage structure which create those resource pools. 

      

V.  CONCLUSION 

Data storage systems in data centers are required to be 

more scalable and flexible to fulfill the demand from the 

rapid and non-stop digital data growth. Storage 

virtualisation, which can virtually provide high storage 

capacity along with better availability, scalability and 

performance, has been proved to be a good solution to 

meet these requirements. In this paper, we have 

discussed related concepts, issues and possible trends in 

future developments.    

While technologies in IT industry tend to change very 

quickly, new innovations are expected to continuously 

emerge and a lot of research work is still to be done. If 

organisations take advantage of storage virtualisation 

technologies in data center environments, many trends in 

IT industry, such as green IT, cost reduction, cloud 

computing and globalization, are likely to be achieved.
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Abstract: The IEEE 802.3 standard defines Ethernet 

protocols for Local Area Networks. Other technologies and 

protocols have been developed for networks, but the ease of 

implementation and maintenance, low-cost, flexibility of 

installation and possibility to interconnect standard-

compliant products from different manufacturers has made 

Ethernet protocols to be widely adopted. 

 Computers are networked for so many uses, the result 

being that the power utilization of devices on networks is 

very high. Since most LANs are based on Ethernet protocol, 

it follows that an improvement on the 1EEE 802.3 standard 

with the aim of optimizing power will not only reduce costs 

on power but will be in accordance with Green ICT, the 

current trend in technological advancement which is done 

with a view to reduce negative environmental impact.  

This paper highlights the development of the IEEE 

802.3az standard also known as Energy-Efficient Ethernet - 

EEE, an improvement upon the bursty nature of data 

transfer in Ethernet where the link is active for a little 

percentage of the total time they are powered –up and users 

are only connected intermittently. It focuses on the 

mechanism that EEE has for changing the interfaces that 

are idle between active states, into a low-power state 

resulting in significant power-saving. 
Keywords:  IEEE802.3, Green ICT, IEEE802.3az, power-

saving  

 

I. INTRODUCTION 

Implementations of Local Area Networks (LANs) have 
been dominated by Ethernet, with an estimation that more 
than 90 percent of IP traffic derive from Ethernet-based 
networks[1]. The success of Ethernet as a network 
technology is due to the fact that it has evolved to meet 
the changing demands of users with regards to increased 
speeds. Other reasons include its ability to transit from 
the more expensive heavier, bulkier (thus more difficult 
to deploy) co-axial cables to a less expensive, more 
flexible and easily deployable unshielded twisted-pair 
cable. Ethernet has increased in reliability because of its 
evolution from a bus topology to a star topology with the 
introduction of devices like switches and routers [2].The 
standardization of Ethernet made it possible for different 
vendors to provide various LAN solutions, thus creating 
competition.  This resulted in lower prices, making it 
easily adopted by users. The success of Ethernet is also 
due to the fact that Ethernet vendors designed their 
solutions with interoperability as a prerequisite, enabling 
compatibility and seamless use of solutions from different 
vendors by customers. This led to a further lowering of 
prices and a resultant wide adoption of the technology. 

II. EVOLUTION OT THE IEEE 802.3 STANDARD.      

The IEEE 802.3 standard was adopted in 1983, a few 
years after the establishment of Ethernet, an invention of 
Bob Meltcalfe and a team of XEROX engineers in the 

1970s [2]. The network ran at a speed of 2.94Mbps. This 
speed was later improved to 10Mbps through an alliance 
of the XEROX team with Digital Equipment Corporation 
and Intel Corporation[3] resulting in DIX(named after 
Digital, Intel and Xerox alliance)[1]. DIX was also 
referred to as Ethernet Version1 [2]. This was improved 
upon to give DIX 2.0, also referred to as Ethernet version 
2 or Ethernet II [1], a version of Ethernet over thick co-
axial cable. Whilst no further enhancement has been 
made on Ethernet Version 1, IEEE used Ethernet II as the 
basis for the 802.3 standard. This standard describes a 
method for media access control, and the transmission 
media which it supports [3 , 4]. IEEE has made several 
revisions on 802.3, each distinguished by a letter and 
sometimes accompanied by a date. Ethernet will be used 
interchangeably with the IEEE802.3 standard in the rest 
of this paper. 

An important attribute of Ethernet that is responsible 
for its dominance is its backward and forward 
compatibility considering that the basic structure of the 
frame, the term used to call the data unit of Ethernet, 
remained the same despite the change in media and 
speeds [5]. 

 
Fig.1. The structure of an IEEE802.3 frame [3] 

The Ethernet frame consists of the following fields. 
i) i) The Preamble field which is responsible for announcing 

that a frame is incoming so that receivers can synchronise 

with the transmitter. 

ii) ii) The Start of Frame Delimiter (SFD) field is a 

continuation of the preamble. Both preamble and SFD 

fields are removed by a controller when it stores a 

received frame in its buffer. Conversely, a frame leaving 

a controller’s buffer has both fields affixed.  

iii) The Destination Address field identifies the recipient 
of the frame. 
iv) The Source Address field identifies the transmitter of 
the frame. 
v) The Length field identifies the number of bytes in the 
data field. 
vi) The Frequency Check Sequence provides a 
mechanism for error detection [6]. 
 

A. Ethernet Access Method 

 

Ethernet, like any other network, requires a method for 
the stations to gain access to the medium of transmission. 
There is a number of access methods used in networks. 
Arrangements such as passing a token from station to 
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station in token ring networks, or instances in master-
slave networks where a station designated as a master has 
to give permission to a slave before it can transmit, are 
some examples of access methods. Ethernet uses a 
method called Carrier Sense Multiple Access with 
Collision Detection-CSMA/CD [1]. Ethernet is a shared 
medium where all the stations have equal access to the 
medium but only one frame can be transmitted at a time. 
A station only puts a frame on the medium after it has 
ensured that the medium is free. This is done as a 
broadcast since all the devices connected to the medium 
can examine the frame as it transits the medium to find 
out who the intended recipient is. A device on detecting 
that there is a frame on the medium waits an arbitrary 
period of time and then it tries again [3]. In the event that 
two systems sense an idle medium and transmit 
simultaneously, a collision occurs, and a special signal 
called a jam signal is sent. This signal notifies all the 
other devices that a collision has occurred [1].  

The two modes of LAN operations defined by the IEEE 
802.3 standard are the half-duplex and full-duplex modes. 
In the half-duplex mode, information can be transmitted 
in both directions but only in one direction at a time i.e. a 
station can either send or receive at a time, while in full-
duplex, transmission can be in both directions 
simultaneously. LANs have evolved from a simple, 
shared access protocol to full-duplex switched 
networks[7]. 

 
 

B. Ethernet Data Rates 

Information is transmitted on the network through the 
physical cables in the LAN at different speeds known as 
data rates. The 802.3 standard defines four data rates for 
LANs. These include the standard Ethernet which has a 
speed of 10Mbps, Fast-Ethernet also known as 
IEEE802.3u which has a speed of 100Mbps, Gigabit 
Ethernet or IEEE 802.3z, which has a speed of 1000Mbps 
or 1Gbps, and the 10Gbps Ethernet or 802.3ae, with a 
speed of 10Gbps [6]. 
i) The 10Mbps standard Ethernet supports a number of 
physical media which all operate with 10Mbps speeds. 
These are the 10BASE-2 and the 10BASE-5 standards. 
Others are the 10BASE- F and the 10BASE-T.  
ii) The IEEE 802.3u standard also called Fast-Ethernet is 
an improvement upon the standard Ethernet. There is a 
ten-fold increase in speed recorded in the Fast-Ethernet 
100BASE-T in comparison to the 10BASE-T Ethernet. 
The physical media supported by the  100BASE-T 
include the 100BASE-TX , the 100BASE-T4 and 
100BASE-FX [8].  
iii) The IEEE 802.3z standard which is Gigabit Ethernet 
has a speed ten times that of the Fast-Ethernet. The 
physical media supported by this standard is the 
100BASE-X fibre-optic which could be 1000BASE-SX, 
or 1000BASE-LX.Whilst IEEE 802.3z defines Gigabit 
Ethernet over fibre and cable, IEEE 802.3ab defines 
Gigabit Ethernet over unshielded twisted pair wire, 
namely,1000BASE-T s [9]. 

 
iv) The IEEE802.3ae is the 10-Gigabit Ethernet fibre-
optic which offers speeds up to 10 billion bits per second. 
[10]. 
 

 The IEEE has developed many other standards but 
they will not be discussed in this paper. The afore-
mentioned standards have been discussed because the 
increase in media speeds has a direct bearing on the 
power-consumed by them[11]. 

III. GREEN ICT AND ETHERNET 

 
High demand in ICT solutions has led to rapid 

advancements with a resultant growth in energy 
consumption. For instance, the improvement in Ethernet 
data speeds has resulted in corresponding complexity of 
network interface controllers which implies that more 
energy is consumed with increased data speeds. Energy 
consumed is about 200mW for 100Mbps to about 5W for 
10Gbps[11].There have also been estimations of power 
consumed by the  Internet core to be about 6TWh per 
year [14].  

It is also noteworthy that when categories of equipment 
used in ICT are analysed, Ethernet physical media and 
devices occur again and again. These include data centre 
equipment used for storage and computing; PCs 
comprising laptops and desktops; and networking 
equipment like switches, routers, access points and 
modems. These devices perform advanced level of 
computing; hence they require high speed processors 
most times in multiples, thereby generating a lot of heat. 
The need for immediate cooling requires that they have   
fans embedded in them which do not take part in the 
processing but add up to the power consumption.  

In recent years, there has been growing concerns that 
energy consumption impacts substantially on the 
environment. ICT alone due to its level of energy 
consumption is said to contribute considerably to the 
global CO2 emission which leads to global warming and 
associated climate change. A lot of research is geared 
towards energy conservation, and new technological 
solutions are proffered with this as a prerequisite. The 
current trend is a shift towards “green” ICT solutions 
which are environmentally friendly and resource-
efficient. There is currently a considerably wide range of 
solutions that have been developed in this regard. 
Manufacturers of networking devices have come up with 
a concept of “green” technology. For instance, D-Link 
Corporation has produced switches that automatically 
detect the status of a link and shut down ports that are 
idle, or equally interestingly, are able to detect the length 
of Ethernet cables connected to them and  adjust power 
usage; Broadcom  as well as Intel  both have introduced 
network interface cards (NICs) that contain 
programmable sleep timers that allow the link to remain 
off for a certain time when no power is detected and then 
periodically come back up on for a few milliseconds(ms) 
to check for power after which they go back down again, 
if there is none detected. Intel has also come up with 
NICs that automatically change link rates from 1Gbps to 
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100Mbps or 10Mbps to save power in battery-operated 
devices [12]. It is now common to find logos on products 
to certify that they are “green”. For instance, Cisco 
Systems Inc. has been involved in environmentally-
friendly activities of reusing old equipment parts in a 
campaign termed “reduce, reuse, recycle, and 
remanufacture” and these equipment have a logo to 
indicate this [14]. 

 

 
Fig. 3.  Logo for Cisco Certified Refurbished Equipment[13] 

  Server virtualization is also another means of reducing 
amounts of CO2 emissions and energy consumption since 
it reduces the total number of physical servers by 
installing multiple applications on fewer shared hardware. 

 With Ethernet network responsible for a large 
percentage of Internet traffic, it is not surprising that 
making Ethernet technology energy efficient can save 
over an estimated 3TWh of power [14].  

 
IV. DEVELOPMENT OF  IEEE 802.3az  

 
Studies have shown that Ethernet links are used at full 

capacity for only 5% of the time but the circuitry of the 
network interface controller which serves as the 
connection point between the PCs and the network still 
keeps running at full capacity leading to a waste of power 
[14]. This is because for 100Mbps Ethernet and higher-
speed media that are more used in data centres, 
transmission is continuous, so that even when there is no 
data on the link, an auxiliary signal called the ‘idle’ is 
sent to keep the transmitter and receiver aligned, thus 
making the elements on the interface to stay active all the 
time[15]. The proposed solution to this dilemma is two-
fold. The first is the Adaptive Link Rate, in which the 
network interface controller would work at a slower clock 
rate or even turned off when data speeds are low, thereby 
cutting off power use. The second is the Low-Power Idle 
(LPI) where data on an Ethernet link is transferred at the 
highest possible speed supported by the media after 
which the network controller is put into a low-power 
mode, resulting in power-saving [13]. Data rate-switching 
is time-consuming because of the requirement of breaking 
and re-establishing a link; therefore more research has to 
be done for Adaptive Link Rate to be useful; a faster 
protocol would be required for the ends of an Ethernet 
link to coordinate their speeds [13]. The IEEE 802.3az 
standard also known as Energy-Efficient Ethernet (EEE) 
uses the Low-Power Idle mechanism. This standard 
which was approved on 30 September 2010 combines the 
IEEE 802.3 MAC(Media Access) sub-layer with a group 
of physical media which support LPI mode[16] also 
known as a low-power ”sleep” mode [14].EEE supports 
the 100BASE-TX, 1000BASE-T and 10GBASE-T 

physical standards [17]. The physical media becomes 
active or goes into”wake-up” mode when data is to be 
transmitted. Transitions form a low-power sleep mode to 
a high-power wake-up mode in EEE is done without 
changing the status of the link and so data is not lost or 
corrupted. This is because the low-power sleep mode 
inactivates the elements of the receiver. There is only a 
minimal change in these elements during the sleep/active 
transition so the link remains stable [14.] In the LPI 
mode, there are periodic transmissions of refresh signals 
that are used by the transmitter to maintain link integrity 
[17]. EEE also specifies a means for the network 
controllers at the two ends of a link-also called link 
partners-to determine whether they support EEE and to 
select best set of parameters to use. This is done via an 
auto-negotiation process [17].  

 
Fig. 2. Transition between active and low power modes in EEE [14] 
 
Ts is the sleep time i.e. the time required to enter the 

low power mode; Tq is the quiet or energy saving time; 
Tr is the time for the periodic refresh signals and Tw 
denotes wake-up time which is the time required to exit 
the low-power mode on the arrival of a frame [17]. 
 

A. LPI signalling in EEE 

 
In EEE, when data is not sent on the link, LPI 

signalling is used by one of the link partners, the LPI 
client, to indicate to its partner and to the physical 
medium that there is a break in the transmission of 
datastream. This signal is used by the LPI client to get 
into power-saving mode. Conversely, the LPI partner 
sends an indication to the LPI client when it detects a 
break in data transmission.  
LPI messages include LPI_REQUEST and 
LPI_INDICATION. The LPI_REQUEST is used by the 
LPI client to start or stop the signaling of LPI to the link 
partner while the LPI_INDICATION, is used by the link 
partner to indicate to the LPI client that it has started or 
stopped LPI signalling. Both LPI_REQUEST and 
LPI_INDICATION can have two values, ASSERT and 
DE-ASSERT. An LPI_REQUEST is set to ASSERT 
when the LPI client initiates an LPI signalling. A DE-
ASSERT is used by the LPI client to stop the LPI 
signalling. An LPI_INDICATION set to ASSERT or DE-
ASSERT is used to indicate to the LPI client that a link 
partner has started and stopped an LPI signalling 
respectively [17]. 

When an LPI _ASSERT is detected by the physical 
medium, it sends a sleep signal to the remote end of the 
link which indicates that the transmitter is about to enter 
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into a low-power mode. After this, the transmitter stops 
transmitting. The receiver on receiving the sleep signal 
from the transmitter reduces its functions, thereby leading 
to reduced power-consumption. Periodic refresh signals 
are sent periodically by the transmitter to maintain the 
link until the arrival of a frame at which the transmitter 
transits to a normal mode by sending a wake-up signal to 
the receiver. The wake-up signal is transmitted for a 
period of time during which the receiver also gets into a 
normal mode and data is transmitted at the normal speed 
of the physical medium [17]. 
 

V. CONCLUSION 

 
This paper has discussed how, technological 

advancement over the years especially in Ethernet 
networks has been hinged on speed and higher 
performance. These improvements have been done 
without metrics put in place to measure energy efficiency. 
Current concerns in the rapid increase in power 
consumption and its resultant impact on the environment 
have led to a plethora of initiatives to change this trend. 
The development of the EEE standard is one of such.  
EEE is a ’greener’ alternative because it has capabilities 
to reduce power-consumption of Ethernet devices to a 
great extent since links will only be active when data is to 
be transmitted. The adoption of the EEE standard is 
envisioned to be seamless and easy as no new 
configurations are needed and the physical media have a 

way to detect if they support the standard. 
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ABSTRACT: The earth, as a huge life support machine is 

very impressive, its systems and cycles are very efficient 

and effective but they are not inexhaustible. The earth’s 

capacity and resources are finite and from expert data may 

be running out fast, so now is the time for mankind to try to 

support and sustain the earth, just as the earth has 

sustained life of eons.  

The earth’s resources that sustain its human population are 

being used up. Currently known oil reserves are dwindling, 

it has been estimated that “Peak-oil” has already occurred 

in 2006. Also, it is also estimated that greenhouse gas 

(GHG) emission has risen by more than 70% since the 

1970s and this is steadily but surely driving up the earth’s 

average temperature.  

These are just some of global statistics for which different 

interest groups have been calling for immediate action, and 

presently green engineering is such an important issue both 

for government and industry and it is influencing a lot of 

regulations, policies and best-practices in many economies 

around the world.  

This research paper aim to look at the current statistics of 

various aspects of life on the planet as it relates to 

sustainability and how our carbon footprint contributes to 

global warming, also we will look at what is currently being 

done in green ICT in terms of regulations and legislation in 

various countries around the world, and how ICT is being 

used to combat GHG emissions. Finally we will take a look 

at some recommendations on what should be to done to 

make ICT more sustainable.  

Key words: Peak-oil, ICT, Greenhouse gases (GHG), 

Carbon footprint, Global warming. 

 

I    INTRODUCTION 

Green ICT refers to the manufacture, use and recycling 

of environmentally friendly and energy efficient ICT 

products. These products should pose minimal or no risk 

to the user or the environment in term of affecting the 

normal cycles of the earth. It also involves the use of ICT 

to reduce the impact of the human activities on the 

environment and combat greenhouse gases (GHG) 

emission in other sectors. [1][2] 

II    CLIMATE CHANGE 

Climate change is fast becoming a big concern to both 

government and industry due to its impact in various 

aspects of life on the planet. The debate about climate 

change and it causes are still on going and there is still a 

lot of questions to be answered. Some school of thought 

seem to suggest that the climate change is a natural part 

of the Earth’s evolutionary life cycle; after all there were 

no industrial pollution during the formation of the ice 

ages and other  major global climate shifts in the past. 

They suggest that not much can be done about it, we only 

have to prepare for it [3][4] 

However, a more popular theory is that man’s activities 

and industrialization causes, or at least hastens the global 

climate change and it is predicted to get catastrophically 

worse if immediate actions are not taken. [1][2][5] In 

recent years, a lot of alarming statistics are becoming 

increasingly available about the condition of the planet 

and its resources. These figures seem to suggest that all 

is not well with the normal functioning of the earth and 

this may affect its usual ability to adequately support life 

in the ways that it has in the past. 
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Global warming and unpredictable weather is already 

affecting food production and water supply in some 

areas, The United Nations Environment Programme 

(UNEP) has raised some concerns about the continued 

availability of food and fresh water in some communities 

due to the effects of global warming and poor 

management and response to the situation[6]. GHG 

emission is increasing, and the rising CO2 levels in the 

atmosphere is raising the average temperature of the 

earth resulting in drought and shifting rain pattern in part 

of Southeast Asia and Africa [7]. 

The earth’s climate is obviously changing rapidly.  

 

Fig 1: Lake Chad, before and after. Source: peakwater.org (2011) 

An accepted theory for the global climate change is that 

it occurs when there is an imbalance between the energy 

input to the Earth and the energy output for various 

reasons. Some known causes of this phenomenon include 

the effects of CO2, solar activities, orbital variations, 

volcanism etc. [2]. Among these causes, it is the CO2 

level that we can actually control and it appears to be a 

major factor in the increasing global warming in recent 

years. 

So why should we bother about global warming? The 

Effects of global warming can be felt in various aspects 

of life on the planet. For instance, there have been 

diverse adverse weather conditions in recent times. 

Incidences of severe flooding are now prevalent, a recent 

example is the disastrous flooding in Australia and Sri 

Lanka where whole towns where completely submerged 

under sea water, killing many people, destroying homes 

and businesses and costing billions of dollars in damage 

to crops and coal exploration.[8] 

Europe just experienced the coldest December since 

records began over one hundred years ago [9] and it was 

probably caused by high temperatures that allowed 

unusually high air pressure to build up and block the 

mild westerly winds which brought in very cold air from 

the Arctic. This event disrupted a lot of businesses, travel 

and general economic activities, thereby slowing down 

the recovery in many countries in Europe and other parts 

of the world. 

 The global average temperature is rising and it is 

forecasted to rise by up to 6.4oC by the end of the 

century. This rising temperature continues to drive more 

bad weather phenomenon like typhoons, tornadoes and 

tsunamis in many parts of the globe [1][2]. Sea levels 

will continue to rise as more polar ice melts due to rising 

temperatures at the poles, resulting in more flooding in 

low land and coastal areas.  

 

Fig 2 Global average temperature(1850-2025)[1] 

 

Fig 3 Global average sea level(1994-2008) [1] 

The Emission of Green House Gases (GHG), the gases 

that are driving this global warming, is increasing 

Year 

Year 
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worldwide. It is estimated that GHG Emissions have 

risen by more than 70% since 1970(IPCC) [2] and it is 

expected to rise more as heavily populated economies 

like China and India become more industrialized with 

their increasing demand for energy, while their emission 

and environmental laws remain porous. 

A major contributor to CO2 emissions is the 

consumption of fossil fuel for personal and industrial 

use. The United Nations (UN) Intergovernmental panel 

on Climate Change (IPCC) has given comprehensive 

evidence that human activities contribute immensely to 

global warming [10]. These activities include the burning 

of fossil fuel to generate the energy used in growing and 

sustaining our GDP. 

The present global contribution of ICT to GHG 

emissions has been estimated as 2-3% [1][3] but it is 

expected to rise as the popularity of ICT grows and its 

use become proliferated in more businesses world-wide 

both for efficiency and convenience. 

Although, generally ICT devices and activities don’t 

emit GHGs directly but their Carbon footprint 

contribution streams from the massive amount of 

electrical energy used to keep them running and cooled. 

This electrical energy is produced in plants that are run 

by burning fossil fuels like coal and natural gas that 

produce a lot of CO2 which is released into the 

atmosphere [3]. This is called Secondary or indirect 

emission and it is sometimes difficult to estimate exactly 

how much they are actually contributing to the global 

average GHG emissions. So the more electrical energy a 

facility or device needs to run, the more carbon footprint 

it is said to contribute to the GHG equation. 

Some reports seem to suggest that CO2 emissions may 

now double every five years [11] as more ICT activities, 

especially data centres continue to be established and 

continue to require huge amount of energy to keep them 

running and cooled. For instance, it is estimated that data 

organizations like Google may require as much 

electricity to run and cool it as the electricity required by 

a small city [12]. The energy consumed by ICT can 

sometimes be enormous both in size and numbers; like 

the millions of PCs, servers and mobile phones being 

manufactured and used (powered) everyday worldwide. 

ICT Equipment like PCs and mobile phones are 

continuously being discarded after just a few years of 

use. About 100 million Europeans discard their phones 

after just about one year of use [5] in addition to the 16-

50 mega tons of waste PC and monitors that are disposed 

annually worldwide. This could pose problems of proper 

disposal and how to prevent hazardous contaminants 

from these end-of-life equipment from being introduced 

into the environment. 

III GREEN ICT SOLUTIONS 

There are two different approaches to green ICT.  

2.1 Green of ICT 

The first approach, often referred to as “green of ICT” 

[2] deals with the environmentally friendly design, 

manufacture and use of ICT products, and when these 

products are spent, the effective recycle and/or reuse of 

End-of-life ICT equipment [1]. This approach has been 

the dominant idea in recent times where energy efficient 

ICT products and production processes are encouraged. 

The contribution to GHG Emission by ICT is relatively 

small (2-3%) compared to other major carbon-intensive 

sectors but its contribution is steadily rising at about 6% 

per year and at this rate will represent about 12% by 

2020 [3], so efficiency of products will go a long way to 

minimize the energy demand from the ICT sector. The 

contributions of ICT to emissions may even be higher in 

certain Industries, for instance in Schools and hospitals, 

and even in home where ICT may account for between 

35-50% in total energy demand. 

The entire life cycle of the product must be energy 

efficient starting from its manufacture to recycling. Some 

governments run the “extended producer model” in 

which the manufacturer of any given product is 
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responsible for the disposal of its End-of-life Equipment. 

The disposal may include reuse and recycling, although 

reuse is encouraged where appropriate to reduce the 

energy used in making new products or part. 

 Fig 3 CO2 emissions for ICT devices  [2] 

Manufacturers are also encouraged to produce devices 

that can easily be upgraded to prevent the entire device 

going out of date too soon. An example is increasing the 

RAM installed in a PC to increase its capabilities as 

against buying an entirely new PC. 

The International Standard for 

Energy Efficient Consumer 

Products came out with the idea 

of Energy Star Products in 

1992. This Energy Star Logo is 

awarded to products that comply with higher standards 

of Energy Efficiency. They are generally about 20%-

30% more energy efficient that are required by federal 

law [13].  

The idea is for products to show higher energy saving 

standards, although this standard may differ for different 

products that get the energy star depending on the 

practicality of operating with much reduced energy. This 

award is not only given to electronic products but they 

can also be given to buildings and business that meet 

these higher requirements. The aim is to give energy 

conscious consumers something to look out for when 

they go out purchasing and an identity for manufacturers 

that are committed to making more energy efficient 

products. 

In many Countries, the law prohibits improper disposal 

of electronic components to prevent harmful components 

and chemicals used in the manufacture of these 

equipment from leaking out and polluting the soil or the 

environment. These pollutants are not biodegradable and 

can damage the ground on which they are introduced for 

many years. They may even pollute the water table and 

other parts of the eco-system within the area. Some 

countries even go further to prohibit the use of certain 

hazardous materials in the making of electronics that will 

be sold within their borders. Some of these hazardous 

substances include Cadmium, Lead, Bisphenol A, 

Mercury, Chromium and PVC. 

There are many regulation and incentives that are 

currently being used to make ICT greener and more are 

being introduced daily as concerns for global warming 

continue to increase. 

2.2 Green by ICT 

The Second approach, often referred to as “green by 

ICT”, explore ways in which information and 

communication technologies can be used to combat 

global warming. The potential of ICT in combating GHG 

emission is becoming more evident as the reach of ICT 

continues to grow. 

In recent times ICT have been used to increase efficiency 

in many systems from the design to the manufacture of 

products and services. It is true that ICT devices 

themselves consume large quantity of energy but when 

they are applied properly, studies have shown that they 

can gain efficiency of between 2x to 8x higher for the 

overall system or organisation. For instance, the concept 
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of Smart building is becoming increasingly popular. 

Smart buildings use ICT to optimize energy usage within 

a building by monitoring to ensure that energy being 

used is actually needed and at the right amount, such 

techniques could include occupancy base lighting and 

heating etc. These smart buildings can save up to 70% 

energy usage within a building [12]. 

Also ICT is used in Smart grids to give real-time Energy 

consumption update for both customers and suppliers 

[12]. This technology enables the supplier to route power 

in a more efficient and optimal way in response to a 

wider range of demands and conditions. This helps to 

optimize energy usage and allow more charges for those 

that use energy during peak periods and less for those 

who use at off-peak periods. 

In some manufacturing industries, smart motors are used 

in product line to regulate power flow to the production 

line as the need arises instead of just “On and off”. This 

helps to optimize energy usage within the plant and save 

both cost and energy. 

Better communication flow in the transportation 

industries can enhance efficiency by better planning to 

co-ordinate movement to avoid empty seats especially in 

return journeys. Many large transport companies now 

use better information exchange and databases to 

optimize their movement and hence less energy is used 

to convey the same number of passengers. 

In many offices and businesses, ICT is helping to cut 

cost and improve efficiency. Technologies like 

teleconferencing and telepresence are reducing GHG 

emissions by reducing travel and required office space 

for meetings and other such functions. It also increases 

profit margin by removing costs for hoteling, catering, 

logistics etc. [2]. The ways in which these technologies 

are being used to increase efficiency and convenience are 

ever increasing and they are now worth looking into for 

all businesses and industries that are interested in cutting 

expenses while remaining green. 

Emails and online documentations have gone a long way 

to reduce paper use. Voice Over IP (VOIP) has reduced 

the CO2 “cost” of telephone equipment manufacture, 

transportation and installation. These reductions 

ultimately result in the overall reduction in the GHG 

emission from the ICT sector. 

The speed and efficiency that ICT brings to many 

industries worldwide is too diverse to be exhausted here 

and its influence continues to evolve and increase as ICT 

becomes faster and more efficient. 

IV   SUSTAINABLE ICT 

There are many sources for alternative energy [14] for 

with ICT could play a major role to increase its 

efficiency and economic feasibility, and this call for 

more research to develop way of integrating ICT into 

these sources of energy for better productivity. 

Also, for ICT to be truly green, it must be approached 

from a holistic and systematic point of view. For 

instance, it may be erroneous to assume that increased 

efficiency of products or production processes will 

ultimately reduce CO2 emissions. In what is some time 

referred to as the “Efficiency paradox”[1] the energy 

efficiency of a product will often lead to more 

consumption by the consumers which leads to more 

production and hence more emission. Also, a more 

energy efficient production process will lead to cheaper 

prices per unit for the goods and hence more 

consumption. So what seem like a vicious cycle develops 

and in the end CO2 emission is actually not reduced. 

This shows that any proposed solution for green ICT 

must have a broad perspective and must be willing to 

tackle the key issues. 

Also reducing GHG emission should be approached 

from a worldwide perspective, after all we all share a 

common planet. For instance some countries may claim 

to be green and low on emission while they import 

heavily and use products made by China and India where 

the CO2 emitted while manufacturing these products are 
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high. So invariably we are all involved in the high 

emission rates in the world [15]. 

Can a manufacturer truly say that it has actually done 

recycling when their discarded electronics somehow find 

their way to Africa and other 3rd world countries? Some 

of these so-called refurbished electronics are in such a 

poor state that they pose an immediate risk to the user 

and the environment. The governments of both the 

advanced countries and these third world countries 

should do more to ensure that these “reused” equipment 

are at least safe enough for use. 

Users of energy should at least make an effort to 

calculate or know the amount of energy they use [15]. 

The fact is that most of the time the end-users of energy 

are not the people that directly pay for the energy usage, 

so it becomes difficult to see exactly how much our 

energy in-efficient behaviors are actually costing our 

organisation or nation. 

V    CONCLUSION 

Green ICT is a very broad and evolving subject and the 

debate goes on, but the beauty of it is that everyone 

seems to agree that being green will eventually mean 

saving money for everyone which is a good incentive for 

everyone to get involved in energy efficiency. 

The potentials for ICT to be green in itself while helping 

other sectors to greener is huge and a lot of people are 

already taking advantage of this and it is likely to 

increase as ICT becomes faster, more reliable and 

cheaper. 
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HOW TO CREATE A REFERENCE 

 

References (taken from: URL: http://computer.org/author/style/refer.htm ) 
 
                       This special section consists of two subsections: sample formats and 
                       general style. The first presents examples of most of the reference types 
                       that arise in Computer Society publications. The second delineates the 
                       policies and style principles underlying the formats. For Transactions, 
                       see  the section, "Transactions Department References" (compiled  
                       January 2000, URL: http://computer.org/author/style/transref.htm ). 
 
 Sample formats 
 
 Article in a collection 
 
                       A.J. Albrecht, "Measuring Application-Development Productivity," 
                       Programmer Productivity Issues for the Eighties, 2nd ed., C. Jones, ed., 
                       IEEE CS Press, Los Alamitos, Calif., 1981, pp. 34-43.  
 
 Article in a conference proceedings 
 
                       In general, delete prepositions where the meaning is clear without them. 
                       Use the ordinal symbol (2nd, 14th, 23rd) for annual conferences. If 
                       available, include the conference initialism in parentheses--for example, 
                       (ICDE 98)--following the abbreviated name of the conference. 
 
                       M. Weiser, "Program Slicing," Proc. 14th Int'l Conf. Data Eng. (ICDE 
                       98),  IEEE CS Press, Los Alamitos, Calif., 1981, pp. 439-449.  
 
 Article in a journal or magazine 
 
                       Use lowercase for vol. and no. Page numbers through 9999 do not 
                       Require a comma. 
 
                       I.E. Sutherland, R.F. Sproull, and R.A. Schumaker, "A Characterization  
                       Of 10 Hidden-Surface Algorithms," ACM Computing Surveys, vol. 6,  
                       no. 1,  Mar. 1974, pp. 1-55.  
 
 Book 
 
                       W.M. Newman and R.F. Sproull, Principles of Interactive Computer 
                       Graphics, McGraw-Hill, Hightstown, N.J., 1979, p. 402.  
 
                       M.A. Arbib, ed., The Handbook of Brain Theory and Neural Networks,  
                       MIT Press, Cambridge, Mass., 1998. 
 
 CD-ROM 
 
                       Place the term "CD-ROM" following the publication's title and  
                       Preceding the publisher's name. For example, the format for a book that  
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                       is available on CD-ROM is  
 
                       W.M. Newman and R.F. Sproull, Principles of Interactive Computer 
                       Graphics, CD-ROM, McGraw-Hill, Hightstown, N.J., 1979. 
 
 Dissertation or thesis 
 
                       B. Fagin, A Parallel Execution Model for Prolog, doctoral dissertation, 
                       Dept. Computer Sciences, Univ. of California, Berkeley, 1987.  
 
                       M. Nichols, The Graphical Kernel System in Prolog, master's thesis, 
                       Dept. Computer Science and Eng., Rensselaer Polytechnic Inst., Troy, 
                       N.Y., 1985.  
 
 Electronic publication 
 
                       L.P. Burka, "A Hypertext History of Multiuser Dimensions," MUD  
                       History,  http://www.ccs.neu.edu/home/home/lpb/mud-history.html  
                       (current December 2000). 
 
                       When formatting URLs, use the exact address supplied by the author.  
                       For example, if the author uses the http://, you should include it; if the  
                       author  does not include the http://, or a www, and so on, do not add   
                       these  yourself. Not all addresses start with http:// (there are other  
                       protocols that  are also legitimate, for example, ftp://), and not all  
                       addresses need, nor  indeed do all work with, a www; since we are not  
                       familiar with the addresses we must avoid incorrectly "fixing" the  
                       author's info. If you  recognize something as a URL without the http://,  
                       the reader probably will, too. 
 
                       Be sure to include all punctuation exactly as supplied (hyphens and 
                       tildes, in particular, are very common in Web addresses). 
 
                       Verify addresses you tag as URLs by copying and pasting them into  
                       your browser and seeing if the string of text that is in your Word doc  
                       actually goes where it should. 
 
                       If the address must run across more than one line, follow these 
                       guidelines: 
 
                            Break only after a forward slash or a "dot" (period).  
                            Do not split the double slash.  
                            Do not split at hyphens, tildes, and so on, that are part of the 
                            address.  
                            Do not introduce hyphens to break words (be very careful about 
                            this as Word may try to hyphenate automatically).  
                            Separating the extension (for example, the html at the end) is 
                            discouraged.  
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 Some examples using http://www.web-pac.com/mall/pacific/start.html: 

 
                       Acceptable: 
 
                       http:// 
                       www.web-pac.com/mall/pacific/start.html  
 
                       http://www.web-pac. 
                       com/mall/pacific/start.html 
 
                       http://www.web-pac.com/mall/ 
                       pacific/start.html 
 
                       Not acceptable: 
 
                       http:/ 
                       /www.web-pac.com/mall/pacific/start.html 
 
                       http://www.web- 
                       pac.com/mall/pacific/start.html 
 
                       http://www.web-pac 
                       .com/mall/pacific/start.html 
 
                       http://www.web-pac.com/mall/paci- 
                       fic/start.html 
 
                       Discouraged: 
 
                       http://www.web-pac.com/mall/pacific/start. 
                       html 
 
 Newsletter 
 
                       J. Butler, "CASE Outlook," System Development Newsletter, Nov. 1987, 
                       Applied Computer Research, Phoenix, Ariz., p. 3.  
 
 Non-English source 
 
                       Including original title:  
 
                       A.N. Zhirabok and A.E. Shumskii, Electronnoe modelirovanie 
                       [Electronic  Modeling], Energoatomizdat, Leningrad, 1984 (in Russian).  
 
  Original title unprintable:  
 
                       T. Nakayama et al., "NEC Corporation Develops 32-Bit RISC 
                       Microprocessor," Nikkei Electronics, vol. 6, no. 12, Dec. 1995, pp. 
                       111-121 (in Japanese).  
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  Patent 
 
                       With information about patentee:  
 
                       M. Hoff, S. Mazor, and F. Faggin, Memory System for Multi-Chip  
                       Digital Computer, US patent 3,821,715, to Intel Corp., Patent and  
                       Trademark  Office, Washington, D.C., 1974.  
 
                       Without patentee information:  
 
                       Digital-to-Analog Converting Unit With Improved Linearity, US patent 
                       5,162,800, Patent and Trademark Office, Washington, D.C., 1992. 
 
  Pending publication 
 
                       Include as much information as possible about the article or paper, 
                       including the name of the publication and date if known. If the author  
                       does not know where the article will be published, use the phrase  
                       "submitted  for publication." 
 
                       R. Lee, "New-Media Processing," to be published in IEEE Micro, vol.  
                       16, no. 4, July/Aug. 2000.  
 
                       G. Stein, "Implementing Cubist Structures," submitted for publication. 
 
  Personal communication and unpublished  materials 
 
                       These are usually not referenced because they are not available to the 
                       reader. Authors who insist on attributing material obtained through 
                       personal communication should identify the source of the information 
                       in the main text (as Maria Youngblood stated during a conference  
                       panel,...). 
 
 Standard 
 
                       Recommendation ITU-R BT.601, Encoding Parameters of Digital 
                       Television for Studios, Int'l Telecommunications Union, Geneva, 1992.  
 
                       IEEE Std. 1596-1992, Scalable Coherent Interface (SCI), IEEE, 
                       Piscataway, N.J., 1992. 
 
 Technical memo 
 
                       "Requirements for Software-Engineering Databases," tech. memo, 
                       Imperial Software Technology, London, 1983. 
 
 Technical report 
 
                       With report number:  
 
                       C. Hoffman and J. Hopcroft, Quadratic Blending Surfaces, tech. report 
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                       TR-85-674, Computer Science Dept., Cornell Univ., Ithaca, N.Y.,  
                       1985.  
 
                       Without report number:  
 
                       E. Yarwood, Toward Program Illustration, tech. report, Computer 
                       Systems Research Group, Univ. of Toronto, 1977. 
 
 Technical or user manual 
 
                       Unix System V Interface Definition, no. 2, vol. 2, AT&T, Murray Hill, 
                       N.J.,  1986. 
 
 General Style 

 
  Author names 
 
                       Use each author's initials and last name. Leave no space between  
                       initials,  but do leave a space between the period following the last 
                       initial and the first letter of the last name: E.F. Codd. 
 
                       If there are more than three authors for an entry, use the first author's 
                       name and follow it with "et al." T.G. Lewis et al. 
 
 Titles 
 
                       Capitalize the first and last words, and all nouns, pronouns, adjectives, 
                       verbs, adverbs, and subordinating conjunctions. Lowercase articles, 
                       coordinating conjunctions, and prepositions, regardless of length. 
                       Example: Toward Better Real-Time Programming through Dataflow.  
 
                       To make a source easy for researchers to find, use the title as it  
                       originally appears. Do not add or remove hyphens, change words to 
                       preferred spellings, or lowercase internal capitals.  
 
                       For foreign-language references, provide the original title first, 
                       followed by its English translation (if available) in brackets: Zur  
                       experimentalen Aesthetic [Toward an Experimental Aesthetic].  
 
                       For a complete treatment of titles, see Chicago 7.126-160. 
 
                       Publications 
 
                       Italicize names of books (including collections), magazines, journals, 
                       newsletters, theses, dissertations, proceedings, manuals, and technical 
                       reports. Use quotation marks to enclose names of articles, papers, and 
                       technical memos.  
 
                       Use an en dash to indicate multiple issue numbers, for example, vol. 5, 
                       nos. 1-4. Use a slash to denote the issue for bimonthly publications, for 
                       example, Aug./Sept. For quarterly publications, use an en dash to 
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                       denote the issue, for example, Jan.-Mar. If the name of a column is  
                       cited in the reference, use initial caps without quotation marks, for  
                       example, Binary Critic. 
 
                       After the name of a book, thesis, proceedings, or other book-like  
                       material, list the publisher, the publisher's location, year of publication,  
                       and inclusive page numbers if applicable. Delete Co., & Co., Ltd., S.A., 
                       Publisher, and Publishing Co.; retain Press. Where the publisher is a 
                       university, add its location if needed for clarity, for example, Stanford 
                       Univ., Palo Alto, Calif.  
 
                       Do not include the editor's name for a conference proceedings unless it 
                       is a carefully edited volume published as a regular book. 
 
 Electronic references 
 
                       References to electronic repositories are acceptable in IEEE Computer 
                       Society Publications, but are not the references of choice for formal 
                       archival use. Wherever possible, replace such references with  
                       references to printed material. However, when this is not possible, cite  
                       the electronic address along with as much additional information as 
                       possible. If the address itself becomes invalid in the future, the other  
                       information may help researchers find the same document elsewhere on  
                       the Internet. At  the very least, a reference to an electronic source must  
                       include the Internet URL and the most recent date the information was 
                       accessed by the author citing the reference, for example, (current Oct. 
                       2000).  
 
                       When an electronic reference is being referred to simply to give the  
                       reader  a place to go for more information, instead of including it in a 
                       formal reference list, it can be noted, perhaps within parentheses, in 
                       running text. Because such references break the flow of the text, use  
                       them sparingly and do not set them off in italic, boldface, or typewriter 
                       font. If an article includes many electronic references, consider placing  
                       them in a sidebar or a broken-out list.  
 
                       When referring to various portions of a WWW page in text, use an  
                       initial cap for the designated item. Do not set it off with quotes,  
                       parentheses, or italics. Thus, a sample reference could be, The proper  
                       way to search the page is to click on the Go button, or The text can be 
                       found in the Publications section of the company's Web site. 
 
                       When referring to hypertext links found on a Web page (the highlighted 
                       underlined words), put the entire text of the link in quotes. For example, 
                       Click on the "go here" link to reach the table. 
 
                       When referring to URLs in a string of text, don't apply extra formatting. 
 
 Abbreviations 
 
                       Use the following abbreviations in the titles of periodicals and when 
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                       naming publishing institutions: 
 
                       Am. American 
                       Ann.  Annual 
                       Assoc. Association 
                       Bull. Bulletin 
                       Comm. Communications (of) 
                       Conf. Conference (on) 
                       CS Computer Society 
                       Dept. Department (of) 
                       ed. edition, editor 
                       Eng. Engineering 
                       Fed. Federal 
                       Govt. Government 
                       Inst. Institute 
                       Int'l International 
                       J. Journal (of) 
                       Math. Mathematics, Mathematical 
                       Nat'l National 
                       no. Number 
                       Proc. Proceedings (of) 
                       Rev. Review 
                       Soc. Society 
                       Symp. Symposium (of or on) 
                       Trans. Transactions (on) 
                       Univ. University 
                       vol. Volume 
 
 
                       Drop the "on" from "Workshop on" constructions. When abbreviating 
                       institution names, drop "of" except in "University of" constructions, for 
                       example, Inst. Systems Research, Univ. of Wisconsin. 
 
 Locations 
 
                       After names of cities, use the standard state abbreviations rather than 
                       postal codes when identifying publisher locations. See the "Postal 
                       information" section for a list of standard state abbreviations. Do not 
                       list province or state names for cities outside the US and Canada.  
 
                       Include the state abbreviation (see the "Postal information" section) for  
                       all US cities except the following: Atlanta, Baltimore, Boston, Chicago, 
                       Dallas, Denver, Detroit, Honolulu, Los Angeles, Miami, New Orleans,  
                       New York, Philadelphia, Pittsburgh, St. Louis, Salt Lake City, San  
                       Francisco, and Seattle.  
 
                       For publishers located outside the US, list the nation after the city. Do  
                       not include the nation for the following cities: Amsterdam, Athens,  
                       Beijing, Berlin, Brussels, Budapest, Cairo, Copenhagen, Geneva,  
                       Helsinki, Hong Kong, Jerusalem, Kyoto, London, Madrid, Mexico 
                       City, Montreal, Moscow, Munich, Paris, Rome, Seoul, Shanghai,  
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                       Stockholm, St. Petersburg, Sydney, Taipei, Tokyo, Toronto, Vienna, 
                       and Warsaw.  
 
                       References for proceedings should tell where an interested reader can  
                       find the source, not where the conference took place. However,  
                       including the conference location (in parentheses following the  
                       conference name), often helps publishers distinguish among many  
                       similarly-named conferences. If a proceedings did not use a traditional  
                       publisher, provide the sponsoring organization and its location.  
 
                       Include the department name for technical reports, technical memos,  
                       and other material that may not be indexed in a company-wide or 
                       university-wide library or by an abstracting service. 
 
Dates 
 
            Include just the year of publication for books. Include the month and year 
            of publication for periodicals. If a periodical appears more frequently than 
            monthly, include the date with the month: 15 Mar. 1983. If a periodical 
            appears quarterly, use the season or issue number, depending on the 
            periodical's usage. If a periodical appears irregularly (several journals do), 
           do not use the month: vol. 16, no. 5, 1997.  
 

Spell out May, June, and July; abbreviate the other months: Jan., Feb., 
            Mar., Apr., Aug., Sept., Oct., Nov., and Dec. Use a slash for bimonthly 
            issues (Aug./Sept. 2000) and a hyphen or en dash for quarterly 
            (July.-Sept. 2000). Capitalize the names of seasons: Winter, Spring, 
            Summer, and Fall.                        
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TIPS FOR MAKING PRESENTATIONS 

 
PRESENTATION STRUCTURE 
An effective oral presentation should be structured accordingly: 
 
1) Opening 
Arouse your audience's interest 
Demonstrate why the topic is important (ie: why they should listen to you) 
 
2) Outline of Main Points 
Provide one slide at the beginning of your presentation in the form of a table of  
contents/agenda to show the topics you will be covering and the order in which  
you will cover them. 
 
3) Detail of Main Points 
Follow the order of your outline 
Limit the number of points you make, since listeners cannot process as much  
information as readers can 
Be clear when you are switching to a new point, since listeners cannot follow as  
easily as readers can 
 
4) Conclusion 
Give a summary of your main points 
 
5) Question Period (3 minutes at the end of each presentation) 
Prepare yourself by thinking of possible questions and rehearsing answers  
ahead of time.  
Paraphrase or repeat all questions to be sure that you understand what is being  
asked and that the audience has heard the question. 
Keep everyone involved by speaking to the entire audience instead of just the  
person who asked the question. 
Answer the questions clearly and concisely without going off on rambling  
tangents. 
VISUAL AIDS 
In order to help your audience concentrate on your presentation and understand what you 
are saying, it is advisable to use visual aids. Such aids also add variety and interest to 
your lecture, and help your audience to remember your presentation longer than they 
would with words alone. 
General Information for Slides 
 Use 1-2 slides per minute of your presentation, and 4-5 points per slide. 
 Use effective titles. Someone should be able to look at the slide and 

understand its meaning without any explanation from you. 
 Be consistent with your headings and subheadings. Use the same font, size, 

and colour throughout. Also use the same wording in your table of contents 
slide as in your detailed slides. This makes your presentation easier to follow. 

 Use graphs rather than just figures and words. This makes data easier to 
comprehend and retain. 

 Proof your visual aids for spelling mistakes! 
 Avoid wordiness. Use keywords and phrases only. 
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Font 
 Use large font. The minimum font size you should use is 18-point type, and 24-

point font is even better. 
 Except for very short titles, capitalise only the first letter of a sentence or phrase 
 Choose a readable font. Serif fonts (those with extenders on the ends of more 

letters) are easier to read from a distance than sans serif fonts. Times New 
Roman is a serif font. Arial is a sans serif font. 

 
Colour and Background 
 Use colour to serve a function, not merely to decorate. For example, colour can 

be used to reinforce the logic of your structure (ex: title in one colour and text in 
a different colour) or for emphasis. 

 The colour of titles and text should contrast sharply with the background colour. 
Otherwise, your audience will not be able to read your slides.  

 
Graphs and Charts 
 Avoid overly complex graphs and charts that will have your audience members 

trying to understand the slides rather than listening to you. 
 Do not use unnecessary shading, borders, 3D effects or legends. 
 
Preparation 
The effort required to make quality slides will be wasted if they are not used properly. 
Please take the time to practice your presentation with the visual aids so that you use 
them effectively. 
 Learn to use the hardware. If you bring your own laptop to the conference, you 

should know how to connect it to the LCD projector. If you are using the 
conference computer, you should know how to load your presentation onto the 
hard drive. If you are using an overhead projector, you should know which way to 
place the transparencies onto the projector. You should also have your slides in 
the correct order and ready to use. 

 Learn to use the software. If you are doing a PowerPoint presentation, you 
should know how to change your slides forwards and backwards, use the pointer 
function, etc. 

 Show only the chart/slide that you are discussing. Otherwise, your audience will 
become confused. 

 Meter out the information on each chart. Your audience will always read whatever 
is in front of them, regardless of what you are saying. Therefore, use a metering 
technique to control what they see at one time. If using an overhead projector, 
use a piece of paper to cover up the bottom information until you want it to show. 
If using a PowerPoint presentation, program the slide to show one line at a time. 

 
Practice your presentation so that you feel comfortable talking and changing 
slides.  

 Again, if English is not your first language, please take the time to write your 
presentation and have the grammar proofed by someone. 

 
GENERAL POINTS 
 Practice your presentation so that you feel comfortable talking to your audience 

and looking at your audience, not at a piece of paper. Notes are very important 
to help you remember points and to keep yourself organised. However, you 
should not be reading 100% of the time. 

 Out of respect for those who are listening to your presentation, please dress 



Supporting Information 10th Research Seminar Series Workshop 
 

 

School of Engineering, Design and Technology  
University of Bradford 

-246- 

appropriately. Business dress is expected (suit, shirt and tie, or dress 
shirt/sweater are acceptable). T-shirts, sandals and shorts are not acceptable.  

 
ADDITIONAL INFORMATION  

1) This guide comes from the INSTRUCTIONS AND INFORMATION FOR PRESENTERS 
provided by IASTED Conference Organisers. 
 
2) Please view the sample PowerPoint presentation at the Research Seminar Series Web Site 
for more information. 
 
3) Much of the information in this document comes from: 
Munter, Mary. Guide to Managerial Communication. Effective Business Writing and 
Speaking. 4th Edition. New Jersey: Prentice Hall, 1997. 
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