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Foreword

FOREWORD
This is the ninth workshop to be organised under the postgraduate programmes in electrical and
electronic engineering (EEE). The workshop concludes the Research Seminar Series, which has
provided a platform for disseminating the latest research activities in related technologies through
its weekly seminars.
The EEE courses cover a broad range of technologies and this is reflected in the variety of topics
presented during the workshop. In total, forty-four papers have been selected for the proceedings,
which have been divided into eight sections.
The workshop aims to be as close to a ‘real’ event as possible. Hence, authors have responded to a
Call for Papers with an abstract, prior to the submission of the final paper. This has been a novel
experience for many, if not all of the contributors. As usual, authors have taken up the challenge
with enthusiasm, resulting in a collection of papers that reflects today’s research challenges.

Prof RE Sheriff
Editor and Research Seminar Series Workshop Chair
14 April 2010
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Voice over Internet Protocol Networks: Security Pitfalls
Muhammad Alkali
School of Engineering, Design and Technology
University of Bradford

Abstract-Voice over Internet Protocol widely known as
Voice over IP or sometimes VoIP is the transmission of voice
over packet -switch internet protocol. VoIP has been
extremely attractive because of its many merits which
includes free VoIP to VoIP call, low call cost(both local and
international),integration of voice and data communication,
drop in over- dependence on standard telephone system.
VoIP has attained a point where its massive deployment is
imminent due to so many accruable merits associated to this
technology. The different levels of vulnerabilities will be
highlighted. The commonest threats associated with VoIP
are call interception, Spam Over Internet Telephony (SPIT),
eavesdropping, signal tampering and loss of service due to
denial of service (DoS). These threats are of different levels
and this paper gives a thorough searchlight in that regard.
This work touches the security concerns of the different
protocols deployed by VoIP such as Session Initiation
Protocol acronymed SIP and H.323. As well as buttressing
the impact of these vulnerabilities to enterprises and how we
can avoid being at the mercy of the illegitimate hackers by
scrutinising the types of security (network, applications and
physical), strategies(prevention, protection and mitigation)
and interconnecting services, mechanisms and attacks as it
concerns to security.
Keywords: Session Initiation Protocol, VoIP, H.323, DoS,
Spam over Internet Telephony
I.

INTRODUCTION

The coming of Voice over Internet Protocol (VoIP)
Technology is changing the face of communications to a
large extent. The reduction of capital expenditures
(CAPEX) and operation expenditure (OPEX) as well as
its richness in value-added services makes VoIP and other
related services a fantastic solution for enterprises and
service providers. Another plus is its flexibility in
tolerating services and applications fused into standard
telephony.
It is a case of round keg in a square hole to use same
security threats countermeasures on Voice over IP
technology with that indulge by classical telephony. The
technology employed for VoIP is different from that use
for the classical network. VoIP is time critical and the
need for Quality of Service cannot be overemphasized.
The greatest weakness of VoIP is its susceptibility to
disruptions hence to disruptive invasions. Denial of
Service (DoS) is the common VOIP-specific attacks.
Large chunk of resources (bandwidth) is required to
freeze the attack on the network and it takes time in
processing this unnecessary data degrades VoIP Quality
of Service (QoS) performances below the acceptable
levels [5][6][7].
II.

ARCHITECTURE OF VOICE OVER
INTERNET PROTOCOL

School of Engineering, Design and Technology
University of Bradford

VoIP technology apart from transmitting voice data
over IP network it is capable of transmitting text, images
or even videos.
A reliable transmission is stable throughout the session
until conversation is terminated by either of the
communicating pairs with authority.
A stable and reliable transmission has to be maintained
all throughout the conversation, and the session can only
be ended when either of the pairs with the needed
authority decides of this.
Just like standard telephony two types of protocols are
employed by VoIP technology: media transport and
signal protocols.
H.323, Session Initiation Protocol (SIP), Media
Gateway Control Protocol (megaco) and MGCP are
basically the three standards in use.
A. H323
H.323 is International Telecommunications Union
(ITU) standards for audio and video transmissions.
According to ITU-T Recommendation H.323 Version
4: ‘’H.323 describes terminals and other entities that
provide Multimedia Communications Services Over
Packet Based Networks(PBN) which may not provide a
guaranteed Quality of Service(QoS).H.323 entities may
provide real –time audio, video and/or data
communications’’. Besides Audio Visual or multimedia
conferencing, H.323 framework covers call establishment
and teardown.
H.323 network as shown in Fig.1 comprises multipoint
control unit (MCU), Gateway (for interfacing between
two networks and voice compression/decompression
occurrence, gatekeeper and terminals [3] [8].
i) Terminals: Terminals are important elements in
H.323 architecture. Examples of terminals are IP phone
or videoconferencing system.
All H.323 terminals are embedded with Protocol Stack,
which provides support for communications (data, video
and voice).
Terminals initiate and terminate H.323 data streaming
and signalling.
ii) Multipoint Control Unit (MCU): MCU consists of
Controllers and Processors. It is responsible for more than
two endpoints conferencing.
iii) Gateways: Gateways are the point of entry from
H.323 to non- H.323 networks. In an event where a call
party is utilizing non-H.323 terminals, then the call has to
pass through a gateway for communication to be allowed
between the two callers [4][9].
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iv) Gatekeeper: Gatekeeper is an alternative part of
H.323 networks that accommodates other subsystems of
H.323.Hence provision of services such as admission
control, authentication, endpoint registration and so forth.
In other word, Gateway is the central management for all
endpoints [4].

Fig. 3. SIP Architecture

Fig. 1. H323 components

Fig 2 below shows some protocols that are specified in
H.323 standards

i) User Agents: Initiates, receives and terminates calls.
The UA Subsystem is composed of User Agent Clients
(UAC) an entity that initiates call and has the capability
to terminate call and the User Agent Server (UAS) the
entity responsible for receiving call and also have the
capability to terminate calls [2] [3].
ii) Proxy Server: Acts both as a server and a client to
make requests on behalf of other clients. These requests
are serviced internally or by passing them on, possibly
after translation, to other servers. Also the proxy server
interprets rewrites or translates a request message before
forwarding it [3] [4].
iii) Redirect Server: Responsible for accepting SIP
request, maps the Address into zero or more new
addresses and returns these addresses to the client. Unlike
the proxy server, the redirect server does not initiate its
own SIP request and also unlike the User Agent server,
the redirect server does not accept or terminate calls [3] .
iv) Location Server: Location Server is used by a SIP
redirect or proxy server to obtain information about a
called party’s possible location(s).

Fig. 2. Protocols Specified by H.323.

B. SESSION INITIATION PROTOCOL
SIP is the Internet Engineering Task Force (IETF)
protocol for initiating, managing, and terminating
messaging, voice and video sessions.SIP services extends
to call control, mobility, and interoperability with
telephone systems.
The SIP architecture consists of User Agents (UA),
Redirect Server, Proxy Server, Location Server, Registrar
Server and Gateway.SIP Architecture is shown in Fig. 3
below [3].
-2-

V) Registrar Server: Registrar server accepts requests,
supports authentication.
A Registrar Server is typically co-located with a proxy
or redirect server and may also offer location services.
C . MEDIA GATEWAY CONTROL PROTOCOL (MEGACO) AND
MGCP

Media Gateway Control Protocol (megaco) also
recognised as H.248 is used for controlling media
gateways on IP networks and Public Switched Telephone
Network (PSTN).
School of Engineering, Design and Technology
University of Bradford
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The
present
megaco
definition
is
ITU-T
recommendation H.248.1 which originates from RFC
2805.
Megaco is used for provision of service between PSTN
and voice over Internet Protocol or completely within
Internet Protocol Services.
This protocol is combined effort of International
Telecommunication Union (ITU) study Group 16 and
Internet Engineering Task Force (IETF).
Also media gateway control protocol is exhibited in
lookalike protocol called Media Gateway Control
protocol (MGCP) it is linked to Simple Gateway Control
Protocol (SGCP).
Megaco and MGCP although they run over a lookalike
terrain, their variations do not put them at par.
Table 1 below compares SIP and H.323 in terms of
Security.

Table 1
Comparison of SIP and H.323
SIP

B. EAVESDROPPING
Eavesdropping occurs when an unintended party
records and listens to conversations by hacking in. The
eavesdropper can steal names, password and phone
numbers, and there by gaining access to voicemail,
calling plan, credit cards, passwords
C. MAN-IN-THE- MIDDLE
Man –In-The Middle also known as MITM is incurred
when the attacker has complete access to messages in the
network. Unlike eavesdropper that listens only, the
attacker can listen, read, write and make modification
without difficulties to messages with the legitimate callers
being on the dark.MITM is also used for DoS and
eavesdropping[4][8].
D. CALL HIJACKING
In Voice over IP, Call hijack attack occurs when calls
that are meant for some endpoints are now manoeuvred to
the attacker’s point. This attack is usually hurriedly
changed to MITM so as not give room for suspicion.
E. VISHING

H.323

UA registers with Proxy Server.

Endpoints register and request
admission with the gatekeeper.

UA uses HTTP digest / basic
authentication

H.235 for authentication and
encryption in H.323.

Vishing also known as VoIP Phishing, this happens
when a party calling camouflaged as a known or
trustworthy link to the caller(example faking as Bankers,
Employers) and lure the victim into giving out
confidential information or passwords.
F. VIRUSES

SIP RFC method of encryption
for data privacy

Voice over IP terminals such as Personal Digital
Assistants (PDAs), Personal Computers that work on
software are exposed to viruses and malwares since they
are internet based applications.
G. SPAMMING OVER INTERNET TELEPHONY (SPIT)

III.

GENERAL VOICE OVER INTERNET PROTOCOL
(VOIP) THREATS

Some of the common threats to VoIP securities are
treated below to help in completely dissecting the overall
concerns as regards security.
A. DENIAL OF SERVICE (DOS) ATTACK
A Denial of Service attack is an attack carried on a
network or device denying it of a service or connectivity.
It can be done by consuming its bandwidth or
overloading the network or the device’s internal
resources.
In Voice over Internet Protocol (VoIP), Denial of
Service (DoS) attacks can be carried out by sending a
target with unnecessary SIP call-signalling messages,
thereby degrading the QoS. This results in call dropping
and terminates signal processing.
As soon as the target is denied service and ceases to
operate, the attacker gets access to the victim’s system.

School of Engineering, Design and Technology
University of Bradford

Spamming over Internet Telephony is similar to the
annoying spam that just fills in our email inbox.
Spamming in VoIP is becoming annoying as spammers
send unwanted or uncalled for voicemails to IP addresses.
This is a big hindrance to Voice mailing service not only
are some of these messages carrier of viruses and spyware
they also degrades the voice mail space. Can also be an
avenue for phishing attacks by masquerading as authentic
callers asking for critical information such as passwords.

IV.

SECURITY ARCHITECTURE FOR VOIP

There is need for a strong and well designed counter
threat measures to effectively tackle security loopholes in
VoIP by putting in place an infrastructure incorporating
the network ,applications and host-based security tools
based on subsystems centred on prevention ,protection
and mitigation techniques.
-3-
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A.

SIGNALLING PROTOCOLS LAYER

A. PREVENTION
Prevention helps in identifying and averting VoIP
vulnerabilities before they come in contact with the end
users. The commonly used prevention technique
employed is VA (vulnerability assessment).VoIP
Vulnerability Assessment is performed on any terminal or
application meant for VoIP services is deployed, that way
all vulnerabilities or threats associated to the system are
detected and purged. It is very effective and strategic to
periodically or when and if necessary maintain a constant
vulnerabilities test. As soon as these pitfalls are detected
they should be handled by either reconfiguring the setup
or patching.

The threats in this layer are similar to those
encountered by the traditional telephone network. This is
the most critical for Voice over IP attack .Below are some
significant signalling protocol attacks [3].

i)

Denial of Service on SIP Network

ia) SIP Bombing: Here flooding of fake SIP messages
are massively transmitted to the targeted SIP system.
Undoubtedly massive resources is then required and used
in the interpretation of this code there by making the
network susceptible to attack and degraded Quality of
Service [1] [3].

B. PROTECTION
Various security measures are designed and employed
to guard Voice over Internet Protocol services even inside
the network of all kinds of threats and vulnerabilities. A
good security architectures and solutions cannot in
anyway overrule VoIP service quality and stability. It is
of utmost priority that protection must be in all
ramifications both within the network and other layers.
Security tools and equipments are used to prevent and
protect the network illegitimate access (examples network
threats detection and guard tools, Voice over IP Denial of
Service shield, Authentication, Authorization and
Accounting (AAA) servers and Voice over Internet
Protocol Antivirus software)

ib) SIP Cancel and Bye Denial of Service: In this case
the attacker transmits the injurious SIP message to the
targeted user who establishes a session. These
illustrations are shown in Figures 5a and 5b[3] [4].
A SIP-CANCEL attack is carried out in between the
Sending of the INVITE method and the receiving of the
last ACK that ends the session initiation handshake. This
leaves a very restrictive window to the attacker. This
attack is easily successful if carried within the same
network with the victim [4].

C. MITIGATION
Mitigation is a very critical as it is the last resort in
stopping attack in event where the attacker scale through
the huddles of prevention and protection VoIP
infrastructure. For now, the available mitigating strategy
includes alertness from human and tools usage. Fig 4
below shows VoIP Security Architecture

Fig. 5a.A is denied making phone calls [4]

Fig. 4. VoIP Security Architecture

V.
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VOICE OVER IP
SECURITY AT LAYERS
LEVEL

Fig. 5b. A is denied receiving phone calls [4].
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Man in the Middle/Call Hijacking for SIP

These two attacks are similar in execution and
implication. The call is hijacked, with ease forwarded to
the original caller and converted to MITM.
Two common MITM attacks incurred in SIP networks
are: manipulation of Registration Records and “3xx
response codes” based attacks.
iia) Manipulation of the Registration Records: The
attacker usually on the same network as the target’s traps
all the target’s calls by fumbling with the registration
associated with the victims Uniform Resource Identifier.
A registrar assesses the identity of a UA. The “From”
header of a SIP request can be manipulated .Also the User
Datagram Protocol used for registration is not
connection based and hence can be faked
iib) 3XX response codes: The 3xx response codes class
of SIP based attacks are drawn by fake responses. Fig 6
below shows a simple call hijack [4].

time Transport Protocol(RTP)
which also work
collaboratively with RTP Control Protocol(RTCP).RTP is
usually not encrypted. Some of the attacks in this
category are:
i) RTP based Eavesdropping: The commonest threat in
this is category is eavesdropping. Since RTP information
on used codec is available at its packet it is not hidden to
the attacker who can intercept Voice over IP media.
Besides there are some software readily available in the
internet for such kind of attacks.
ii) Insertion attacks on RTCP based layer: The hacker
inserts fake RTP packets in the stream and thereby
creating disruption. The major attribute of RTCP analysis
of traffic and provision of feedback on the quality of data
given out. Also and very importantly RTP control
protocol is saddled with the responsibility session leave
mechanism by the use of BYE packet.

iii) Solutions for RTP Layer Attack: Just like Session
Initiation Protocol, Real-time Transport Protocol streams
are effectively shielded from attack by using secured
hashes (example of digital signatures) and encryption
wrapped on confidentiality and authentication.
The Standard for secured RTP released as RFC 3711
by IETF in 2004 is Secured Real- time Protocol (SRTP)
[2][7].
iv) Secured Real- time Protocol (SRTP): The Secured
Real – time Protocol (SRTP) is very useful in re-showing
of shielding for RTP, message authentication and
confidentiality. Knowingly, RTP is at par with Real Time
Control Protocol (RTCP) which is very useful for the
RTP session control, since SRTP is employed; there is
also a Secure Real Time Control Protocol (or SRTCP).In
this case SRTCP makes security provision for RTCP [7].
C. APPLICATION LAYER

|

F
ig. 6. A simple Call Hijack [4]

iii) Solutions for SIP based attacks: A good strategy
employed for combating SIP based attacks can be through
the use of Transport layer Security for proxies, registrars
and redirect servers so as to protect Session Initiation
protocol messages. End points require this security which
gives key management with common authentication and
secure issuance of keys.
Alternatively or hand in hand Internet Protocol Security
shortened as IPSec is a protocol suite for securing IP
communications by authenticating and encrypting each
IP header and payload in the encode coherent signals.
This is most appropriate for Session Initiation Protocol
hosted in Virtual Private Network.
B. REAL-TIME TRANSPORT PROTOCOL LAYER

The pivot for application layer security infrastructures
is not parallel to that of areas previously discussed. The
best way to tackle susceptibility to the attacks of software
loopholes is for a strong security strategy to be put in
place. Other helpful solutions for application layers such
as intrusion detection systems, firewalls will to a large
extent are threats and attacks countermeasure techniques.
VI.

CONCLUSION

VoIP is interconnected with capabilities to absorb or
being attached to so many applications such as calendars,
agenda and also live football matches. It is case of
Intelligent Voice over Internet Protocol network; it is not
devoid of massive software applications that are prone to
virus attack.
Voice over Internet Protocol is also becoming
supportive of wireless connectivity hence the need for
shielding from attacks and vulnerabilities associated to
such connectivity.

Voce over Internet Protocol networks, the transport
protocol is threat prone due to the vulnerabilities of RealSchool of Engineering, Design and Technology
University of Bradford

-5-

9th Research Seminar Series Workshop

Internet Applications

As this technology grows, so also the vulnerabilities,
attacks, and countermeasure techniques for mitigating
these ills.
VII
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Mobile IPv6 and Security
Muhammad Aqeel
School of Engineering, Design and Technology
University of Bradford

ABSTRACT- The next generation wireless systems
aim to provide high speed mobility and uninterrupted
secure internet access to users through the adoption of
standard interfaces and protocols, such as Mobile IP. Mobile
IPv4 was introduced by IETF as Network Layer Protocol,
which allows users to maintain a permanent IP address
while moving among different networks. However, with the
introduction of IPv6 as the successor of IPv4, the need to
replace Mobile IPv4 with Mobile IPv6 is becoming
increasingly important due to enhancements introduced in
Mobile IPv6. One such enhancement is the introduction of
route optimization in Mobile IPv6 which may cause other
security threats. Mobile IPv6’s initial draft was submitted in
1996, one year later than the submission of the draft of IPv6.
The backbone reason behind the delayed submission of
draft was to mitigate the security threats to Mobile IPv6.
This paper gives short introduction of Mobile IPv6 and of
major security threats to Mobile IPv6 as a consequence of
the introduction of Route Optimization in Mobile IPv6. This
paper also discusses the solutions to those security threats
and outlines how these security solutions minimize the
security threats to Mobile IPv6.
Key words: Mobile IPv4, Mobile IPv6, IPv4, IPv6,
Internet Engineering Task Force (IETF), Network Layer
Protocol, Mobile Node (MN), Corresponding Node (CN),
Home Agent (HA), Home Address (HoA), Care of Address
(CoA), Binding Update (BU), Binding Acknowledgement
(BA), Route Optimization, Mobility.

I. MOBILE IPv6
Mobile IP is Internet Engineering Task Force
(IETF) communication network layer protocol which
allows the user/node to move among different networks
while maintaining its single IP address (Upper layer
connectivity). People usually confuse it with portability
which allows node to relocate to different networks and
node remains reachable. In portability when node
relocates to new network its upper layer connectivity is
disrupted and node always obtains and addressed by new
IP address. [8]
The idea behind mobile IP is that when Mobility is
implemented in network layer, it should be implemented
once and its functionality should be transparent to all the
upper layer protocols. This paper will discuss that how
much this promise has been fulfilled in implementation of
Mobile IPv6. [1][2]

School of Engineering, Design and Technology
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Table 1
Mobile IPv6 acronyms
MN
CN
HA
HoA
CoA
BU
BA
MAC
RH
MIPv6

Mobile Node
Correspondent Node
Home Agent
Home Address
Care of Address
Binding Update
Binding Acknowledgement
Message Authentication Code
Routing Header
Mobile IPv6
II. MOBILE IPv6 ARCHITECTURE

In internet world, IP addresses perform two major
functions: routing and identification. IP addresses consist
of two parts: subnet prefix and interface identifier.
Typically every IP address in IPv6 has 64 bit subnet
prefix and 64 bit interface identifier. The subnet prefix,
part of IP address determined by location (Network) and
is used to identify that specific network for routing.
Interface identifier part of IP addresses is used to
uniquely identify the host on that particular network. The
combination of subnet prefix and interface identifier gives
the globally unique identifier and globally routable
address for a specific node. [2]
In mobility when node moves among different
networks, its subnet prefix will be changed. Every time
node will move to different location it will assigned the
new IP address. The change in IP address will cause the
two major problems: Firstly, the established connections,
such as IPSec security association, TCP connection and
all other higher layer sessions between the mobile node
and the other hosts becomes invalid because of change of
address of one endpoint. Secondly, mobile node will not
be reachable at previous address. The MIPv6 aims to
solve two major problems: all higher layers established
connections should survive during the movement of node
among different networks and node should be reachable
until it is connected to the internet anywhere in the world.
For the implementation of mobility, MIP has made
a strong assumption about the environment, i.e., every
mobile node has its home network and Home address
(HoA) on that network. This home network has major
role in providing infrastructure for implementation of
mobility. This assumption regarding the home network
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was made when most of the nodes were static and
mobility was an exception. By using this assumption,
MIP has solved the reach-ability problem by making sure
that MN anywhere in the world will receive the packets
sent to its home address (HoA). [2]
MIPv6 introduced three different network entities
which are shown below in Figure 1: Mobile Node (MN),
Home Agent (HA) and Correspondent Node (CN). MNs
are allowed to move among different networks, HAs are
responsible for maintaining the reach ability of packets to
MNs and all other MIPv6 aware nodes are called CNs.
MIPv6 also introduced two new address types: Home
address (HoA) and Care of Address (CoA). HoA is
assigned to MN by its home network. HoA is a
permanent address and used as an identification of MN.
CoA is configured every time when MN visits a foreign
network. CoA changes with change of network. Every
time MN connects to different network, MN is assigned a
new CoA. In MIPv6, CoA is used to route packets. [3]

III. MIPv6 WORKING MECHANISM
For mobility implementation, MIPv6 working
mechanism depends upon two fundamental techniques:
transparent mode and route optimization mode. In
transparent mode shown in figure 2(a), HA in home
network behaves as MN’s trusted agent and works as
router. When CN sends any IP packets to MN, it uses
MN’s HoA as a destination address. When IP packets
arrive in home network, HA tunnels these packets to
MN’s CoA. HA uses IPIP tunnel to send packets to MN,
i.e., encapsulate packets in another IP packet. When MN
wants to send packets to CN, it tunnels these packets back
to HA. HA decapsulates packets and forwards them to
CN. [2]
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When MN changes its location, it informs HA
about the change in its IP address by sending BU. BU
tells HA to update IPIP tunnel to route packets to and
from new CoA. When MN sends BU to HA, HA sends
binding BA back to MN before updating IPIP tunnel.
This BU and BA are authenticated by using predefined
IPSec security association between HA and MN. Here we
depend on the long-term trust relationship between HA
and MN. HA and MN are already connected so there are
number of possible ways to create security association
between them, such as IKE with authentication certificate
and many other. [4]
This paper assumes that security association exists
between MN & HA and all signaling messages sent
between them are protected and encrypted. Data between
HA and MN is protected using IPSec tunnel mode. To
make discussion simple, this paper assumes that both,
data and signaling messages between HA and MN, get
the IPSec tunnel protection. [2]
The same transparent mode is used in Mobile IPv4.
Transparent mode assures reach-ability of packets when
the MN moves but routing of packets is not optimum.
Every packet travels far to pass through the HA. If MN
and CN are in the same network and HA is in different,
even then every packet between MN and CN will pass
through the HA [1]. To make MIP optimum, MIPv6
introduced a Route Optimization mechanism. Route
optimization process requires some modifications in CN
and then every IPv6 node will support it [1].
The route optimization process is shown in Figure
2 (b). This process also includes BUs and BAs. When
MN receives its 1st tunnel packet, it sends BU to the CN.
BU contains MN’s HoA and current CoA. In response of
BU, CN sends BA and stores BU information in its
binding cache (Routing Table), which tells that a packet
whose destination address is HoA, should be sent to CoA.
Binding is refreshed after some time by sending new BU.
BU has predefined life. If life time of BU expires then
CN will forward those packets to HoA and CN will not

School of Engineering, Design and Technology
University of Bradford

9th Research Seminar Series Workshop

even accept packets from MN. At this stage, this paper
assumes that the BU sent to CN is unauthenticated. [1][2]

Internet Applications

(Node C) sends false BU to node B pretending to be node
A. It will send its own address as a CoA and node A’s
address as HoA. As there is no authentication required for
BU, so node B will simply redirect its node A’s traffic to
C and similarly node C can send BU to node A to redirect
node B’s traffic to itself. In this way, node C can easily
hijack the connection. Node C can also redirect traffic to
any unknown node by just using that node’s address in
BU. Because of end to end encryption, IPSec and SSL,
the attacker may not be able to read data but attacker can
easily be a cause of denial of service. [2]
IETF halted the standardization process of MIPv6
just because of the possibilities of these attacks because
the implementation of protocol without security may be
the cause of the breakdown of whole internet. Addition of
these authentication security mechanisms will definitely
make protocol slow and complex. [1]

After binding, packets sent or received by CN have
an extra Home Address Destination Option field. These
packets contain Home Address in type-2 routing header.
CN just before sending packets compares destination
address to the binding cache. If it finds binding then it
will replace the destination address with CoA and when
MN receives this packet, it will replace the destination
address with HoA. On the other end, when MN wants to
send packets to CN, MN will place CoA as a source
address and HoA in type-2 routing header field. When
CN will receive this packet, it will replace its source
address again with HoA.
This process in Route
Optimization is responsible for maintaining transparent
mobility to upper layers [2]. The selection of route
optimization is always a choice for MN and CN. If they
want to continue without route optimization then all the
packets will travel through HA.
IV. BINDING UPDATE AUTHENTICATION
This part of paper discusses only about the
authentication of binding updates between MN and CN
because as we already discussed that data and signaling
between HA and MN are secured.
As discussed in previous section that BUs between
CN and MN are unauthenticated. This is s a serious
security threat. If BUs are unauthenticated, anyone can
listen them and can send false BU to CN. This section
discusses the security issues because of unauthenticated
BUs and authenticated BU mechanism. [1]
IV.1 Connection Hijacking
Suppose that two nodes, somewhere on internet,
are communicating and they support MIPv6 and Route
Optimization. It’s quite simple for an attacker to hijack
connection between two nodes. The attacker needs to
know the IP addresses of both nodes. While two honest
nodes A & B are communicating, meanwhile attacker
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IV.2 INFRASTRUCTURELESS AUTHENTICATION
The only solution of BU spoofing is authentication.
An authentication infrastructure such as Public key
Infrastructure (PKI) is required and this infrastructure
should work between any two IPv6 nodes of internet.
There isn’t any infrastructure which can be used globally
and it’s not realistic to design a new infrastructure for
MIPv6. The use of any existing infrastructures i.e., IPSec
or PKI will confine Mobile IPv6 to certain organization
where all the required security services are implemented.
While designing MIPv6, the goal of IETF was to make it
atleast as much secure as MIPv4. It shouldn’t introduce
any new threats. Because of above defined reasons, IETF
decided to use Infrastructureless authentication. This
authentication will not be as much secure as PKI but it
doesn’t matter because their aim isn’t so high. [2]
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IV.3 CRYPTOGRAPHICALLY GENERATED
ADDRESSES
As discussed in start of this paper, IP layer
performs two major tasks. Firstly, IP address architecture
gives the globally unique IPv6 address to node and
secondly, this IP address is used for routing packets to
that specific node. So in this technique, both, addressing
and routing are used to define an authentication technique
which is not as stronger as PKI and obviously better than
no authentication. In this technique, the idea is to create
interface identifier of home address as a one way hash of
MN’s public key. MN signs its present location with
corresponding private key and sends public key with
signed data. Before verifying signed data, CN hashes the
public key and compares the hash with address. Such
addresses are called cryptographically generated
addresses and this only allows MN to send its location
update for its address. The beauty of this technique is that
it uses IP address public key authentication without the
involvement of any third party. There was many further
proposals for BU authentication using this technique
[5][6][7] but this technique was rejected by the designers
of Mobile IP because of even simpler routing based
authentication. [1][2]
IV.4 ROUTING-BASED AUTHENTICATION
This is 2nd Infrastructureless authentication method,
according to this method as show in a figure 4, when MN
initiate BU protocol (MSG 1) to CN, the CN will send a
secrete key to MN’s HoA (MSG 2) as plain text. HA will
forward this key to MN through secure tunnel. MN then
uses this key to send authenticated BU message and sends
it to CN (MSG 3). CN uses that key to authenticate BU
and send BA (MSG 4) to MN. In this method CN makes
sure that MN can receive messages sent at its HoA. This
method called routing-based authentication because CN
receive back its key.
To spoof BU, the hacker should be between HA
and CN because as discussed earlier, that data is secured
between HA and MN. If hacker spoofs BU, it means there
is some problem with network security. If MIPv6 is using
this method for BU authentication then none of the nodes
on internet can spoof BU except those who are
somewhere on path of packets, travelling between HA
and CN. If MIPv6 is using routing-based authentication
then it is atleast as much secure as IPv4 was and this was
the major goal while designing MIPv6. [1][2]
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IV.5 VERIFICATION OF CoA
Routing-based authentication enabled MIPv6 to
verify the sender (HoA) of the BUs but while working on
these security mechanisms, we developed a deep
understanding of threats to MIPv6. We discovered a
threat which uses BU to amplify the flooding attack,
which is atleast as much serious as the spoofing of BU.
This section discusses that how the modification of
routing-based authentication protocol can cope with this
threat. [1][2]
IV.5.a BOMBING ATTACKS
As discussed earlier that MN sends HoA and CoA
in BU. The routing-based authentication protocol only
verifies the HoA but in worst case scenario, node tells
truth about its HoA and lies about its CoA because HoA
will be verified and this can make CN to forward packets
to unknown mobile. [1][2]
As shown in figure 5 that node A starts to
download a heavy stream data from a pubic website
(Node B) because it just wants to send these packets to
unknown Node C. After starting downloading data, Node
A will send BU to Node B that I am node A and now I
am C. By using routing-based authentication mechanism
CN will verify the HoA and Node A will verify it. After
verification Node B will start sending data to Node C.
This bombing attack is so serious that it can attack any
node on internet. [1]
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V. CONCLUSION

As it can be easily judged that the only solution to
bombing attack is that we should also verify the CoA just
like HoA before authenticating BU. As we used routingbased authentication protocol to verify HoA, similarly
this protocol can be extended to verify the CoA [1][2]
also as shown in below in figure 6.
As we can see in figure 6 that when MN initiate
BU (MSG 1), CN will send different keys to HoA (MSG
2a) and to CoA (MSG 2b). MN uses both keys in BU and
sends (MSG 3) it to CN and CN uses these both keys as
MAC on binding update. If it’s successful then CN will
send a BA to MN. In this way CN verifies that MN
receives messages at both, HoA and CoA addresses.
Verifications of HoA and CoA by using routing-based
authentication protocol are called return-routability test of
HoA and return-routability test of CoA respectively.
Return-routability authentication protocol is
sufficient to deal with security vulnerabilities due to the
introduction of route optimization in MIPv6 and even
after the introduction of route optimization in MIPv6; it is
as much secure as IPv4 was. There are still some potential
securities threats to MIPv6 protocol like any other
protocol but are out of scope of this paper.
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Mobile IP gave remarkable solution in order to
implement mobility and Mobile IPv6 is more efficient as
compare to Mobile IPv4 because of introduction of route
optimization. As discussed in paper, security threats as
result of route optimization enhancement in MIPv6 were
major causes to slow down the implementation of MIPv6.
This paper gave the overview that how potential security
threats to MIPv6 have been resolved. These security
solutions have been integrated into the base protocol but
still there are many security challenges which MIPv6 is
facing and contributing towards their solutions. The
implementation of MIPv6 will allow every internet node
to be mobile and will introduce robust, more efficient and
highly secure internet communications.
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Abstract- IPTV is an acronym for Internet Protocol
Television. IPTV is the most modern technology for
acquiring on a daily basis communications which people
flourish and like. This is fundamentally a technology which
distributes TV broadcasts or media services over broadband
networks, rather than receiving terrestrial television, cable
television or satellite TV services.
The progress of broadband Internet connectivity has
evolved into Internet Protocol Television (IPTV).IPTV is
able to supply two-way communication (subscribers make a
request and programs are distributed to them) ,provides
proper interactivity which allows users to interact with the
services. It is also able to provide on- demand video gaming.
In addition, IPTV can interact with other Internet services
like Voice over IP (VoIP). IPTV services can include live
television, time-shift television, Video On Demand (VOD)
and PVR/nPVR (network Personal Video Recorder). Some
further advantages of IPTV are integration, switched IP,
interactivity, home networks, video on demand and better
compression.
IPTV technology will continue to develop and will alter the
consumer electronic and network industry. Market analysts
have anticipated that the future of television broadcasts will
definitely be focused on IPTV. This research paper will
focus on IPTV features and services, IPTV architecture,
IPTV over WiMAX, video coding and compression.
Keywords: IPTV, Broadband Network, Interactive

IPTV operates as a standard pay TV services, from a
subscriber's point of view. The ITU-T Focus Group on
IPTV (ITU-T FG IPTV) defines IPTV as multimedia
services such as television- video -voice-data that are
communicated over IP networks which are guarantee
needed levels of Quality of Service (QoS) and experience,
security, interactivity and reliability.
Operators provide IPTV services such as live TV or video
content storage. IPTV for live TV applies multicast with
Internet Group Management Protocol (IGMP), and for
on-demand services use Real Time Streaming Protocol.
IPTV competes with ITV (Internet TV) which distributes
video content via the Internet [1]. Figure 1 illustrates
IPTV
Reference architecture.

Television
I.INTRODUCTION
Digital television commonly known as Digital TV is
regarded as one of the most important developments in
television technology. One of the main breakthroughs in
digital TV has been IPTV (Internet Protocol Television),
which has more choice than traditional formats, and also
provides interactive features. The TV industry has
changed a great deal; from traditional TV, to the latest
age of digital technology. TV service providers are
improving their current networks to adopt this technology
and are currently migrating their subscribers from
analogue television to advanced digital services. IPTV is
an innovative technology that has been very popular
around because it can deliver video via an IP base service.
IPTV uses a mechanism to transport video stream content
over a network using IP networking protocol. IPTV
compatibility has been greatly improved in existing home
networks as results of the mechanisms adopted in
delivery of TV signals which ensures increased support
for interactivity and faster channels changing times.
Network operators are looking to introduce triple
play(voice-video-data), and a major factor in this is
IPTV.[1]
II. What IS IPTV?
IPTV is the delivery of broadcast TV or video -on demand via a broadband network .In general, IPTV is
used to deliver conventional TV channels, movies, and
video- on -demand content via a broadband network.
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Fig.1. IPTV Reference Architecture [8]

III. IPTV HAS FOLLOWING FEATURES
• Support for interactive TV
IPTV enables network operators to efficiently distribute
and provide interactive TV applications, as results of its
two-way capabilities. The types of applications supported
by IPTV includes: live TV, interactive games and high
definition TV (HDTV).
• Low bandwidth
Each end user can receive one channel from operators
instead of every channel. As a result this major feature
preserves network bandwidth.
• Personalization
IPTV's enable's bidirectional end-to-end communications,
Allowing users to decide what programs they want to
watch and when, thereby increasing personalization for
the end users.
• Time Shifting
IPTV allows time shifting of programming content when
combined with a digital video recorder. This mechanism
enables the recording and storing of video content for
later viewing. [1]
IV .MAJOR APPLICATIONS OF IPTV
A. Broadcast digital TV
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Digital TV broadcasting has several advantages over
analogue TV technology. By applying digital technology
for the transferring of video, operators are able to convey
more information than existing analogue systems.
The modern developments in broadband technology and
compression are altering conditions in this industry and a
lot of operators have begun to distribute broadcast digital
TV services to their subscribers using IP based networks.
With traditional TV it was only possible to have analogue
content on television. With digital technology video is
available on many different devices from mobile phones
to PCs. [1]

Internet Applications

Fig. 3.IPTV Architecture [3]

Network Structure

B. Video On Demand (VOD)
VOD can be supplied to IPTV subscribers, which give
them the capability to choose to download and watch
programs whenever they want. In addition, IPTV supplies
a broad variety of downloadable on- demand video
content. The content that is distributed via IPTV VOD
contains movies on- demand with a variety of stored
programming content for selection. The serious challenge
for telecom companies is ease of access for VOD, due to
the huge demand in bandwidth and server architecture to
multiple subscribers. [1]. Figure 2 shows VOD content
provision.

Fig. 2. VOD System [3]

V. MULTCAST VIDEO OVER DSL NETWORK STRUCTURE
Broadband access technology, has improved in recent
years, with telecommunication companies using Digital
Subscriber Line (XDSL) to deliver high bandwidth
services over telephone lines. In addition, operators
deliver Internet Protocol TV (IPTV) using DSL .IPTV is
a growing market that can attract subscribers with value
added-services. Multicast video services based on XDSL
technologies requires sufficient down stream bandwidth.
Asymmetrical (ADSL) supplies high downstream and
low up stream bandwidth which is suitable for delivering
multicast video services [4, 5]. Figure 3, and 4, below
illustrate IPTV architecture and Network Structure of Broadband
Multicast over DSL network.
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Fig.4.Network Structure of Broadband Multicast [2]

1.

Network Architecture

A multicast IPTV network structure includes a video
system, an IP/ATM MAN (Asynchronous Transfer
Mode) (Metropolitan Area Network), a broadband access
network, and home network.
The video system supplies video services management,
video consumer management, CA (Conditional
Access)/DRM (Digital Right Management), and coding
video streams. It sends video streams to IP MAN.
The function of IP MAN is to multicast video streams
and sends them to broadband access networks. The
broadband access networks authenticate and forward the
requested video stream to the subscriber. It is composed
of a BAS, multicast router, Layer 2 Switch and AN
devices. Video streams are conveyed from the MAN,
through the multicast router, layer 2 switch and then to
the AN devices, where they are sent through to the
subscriber. In the home network, modems, PCs, and
STBs (Set-Top Boxes) are interconnected .Video services
are delivered over an XDSL line through the CPE and
home network and are sent to STBs that decipher them
and send the signals to TV screens for display. [2]
2.

Video Service System

A video service includes a headend, VOD server, a
video management system, and a CA /DRM system. To
receive video services STBs are required. Figure 5
illustrates video service system.
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This is used for the storing and delivery of video and
audio content (unicast and multicast) and for the supply
of VOD, NVOD, and, time-shifted TV services.
d.

Fig.5. Video Service System [2]

a.

Video Service Management System

Middleware is part of a video service management
system. It comprises service management module, and
subscriber management and content/channel management
modules.
The major functions are:
• Management of services delivery, such as BTV
(Broadcast TV), VOD, NVOD (Near Video On
Demand)
• Offer EPG (Electronic Program Guide) /Content
portal and support for end user interaction
• Management of video content and channel
• Authentication of consumers and management
their accounts
• Management and configuration of video devices
• Billing

b.

Headend

The key sources of video content for IPTV services are
video encoders and VOD servers.
An IPTV video headend is composed of a video encoder,
live video broadcast server, Video-On-Demand (VOD)
server. [9].In figure 6 we showed BTV (Broadcast
Television) content.

CA/DRM

It provides video encryption, management and
delivering of key or authorization information for
channels and programs. A CA system includes two parts,
an encryption module which encrypts TV in real time and
pre encrypts stored content and, a key management
module which creates and delivered keys in a unicast or
multicast mode. After receiving the key subscribers
decode content with smartcard.DRM system is composed
of an encryption module and a license server. It supplies
complicated protection of the content, however for live
TV it does not provide real time encryption.
e.

MAN

ATM or IP are technologies that are associates with
MAN. MAN is composed of devices for the supporting
multicast routing protocols along with authentication and
QOS for multicast, guaranteeing services. An ATM MAN
includes ATM switches that support P2MP PVC (Point to
Multi Point PVC) (Permanent Virtual Connection) which
sends multicast streams to network edges via P2MP PVC.
3.

Broadband Access Network

It is consists of routers, BASs (Broadband Access
Servers), layer 2 switches, and DSLAMs.
i.

Multicast Router

IGMP applied in subscriber computer and near layer 2
switch to connect subscribers to a multicast router.
PIM (Protocol Independent Multicast) is applied between
remote multicast routers to allow the routing of multicast
traffic from the video server to multicast subscribers.
The multicast router send multicast stream to Ethernet
interfaces. It sends multicast streams over ATM
interfaces and PVC take a single multicast stream in
2684B format. The source MAC is the multicast router IP
address. Static group configuration has to be supported by
the multicast router in order to deliver multicast streams
according to the configuration. So there is no need to wait
for IGMP requests from these subscribers.
ii.
BAS
A BAS supplies for authenticating
assigns IP addresses.
iii.

Fig.6. IPTV Headend [3]

c.
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Video Server

consumer and

Layer 2 Switch

ATM and Ethernet switch are two types of layer 2
switch.ATM switch replicate the multicast stream across
P2MP PVC and then the multicast router delivers
multicast stream to every DSLAM( Digital Subscriber
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Line Access Multiplexer).An Ethernet switch delivers
multicast stream through dedicated VLAN. It replicates
multicast stream by getting information on user through
IGMP snooping or to broadcast inside the VLAN.

Internet Applications

A set-top box is a device which deciphers digital code
streams and transmits them to subscriber's television or
PCs.
Set-top box is installed with middleware software for
acquiring program guide. It supports MPEG2 and MPEG
4decoding. [2, 9]
VI. .IPTV OVER WiMAX
Fixed

WiMAX_(Worldwide

Interoperability

for

Microwave Access)

Fig.7. Delivering of multicast stream to DSLAM by ATM SW and
LAN SW [2]

In the network, DSLAM is connected to BAS. So, the
video stream can be sent by multicast router to DSLAM
across dedicated video service interfaces or through
BAS.DSLAM has major advantage that it applies a
dedicated video service interface which helps to reduce
the cost of building of network.

WiMAX is broadband wireless telecommunication
technology that is referred to IEEE 802.16 standard.
WiMAX is able to provide the high bandwidth and low
latencies which is appropriate for multimedia services.
Furthermore, WiMAX supplies vast coverage, and
support line of sight (LOS) and non line of sight (NLOS)
operation. [1, 5].Figure 9 shows WiMAX cells that are
connected and sending video to a lot of subscribers.

Fig.8. Delivering of video stream by multicast router to DSLAM across
dedicated video service interface or BAS [2]

iv.
AN (Access Network)
For processing multicast service an AN is major
device. It provides control of channel changing, and
replicates and sends multicast streams. For example
• DSLAM must process the IGMP messages of
consumers to perform channel change.
• Perform conditional access for consumers to
ensure for accessing the requested channel.
• Guarantee consumers experience by supporting
very quick channel change.
• Provide sufficient QoS
4.

Fig.9. illustrated of WiMAX Cells which are connected and sending
video to a lot of subscribers [1]

Home Network

It contains CPE (Customer Premises Equipment) SetTop Box (STB), and network access devices.
 CPE
CPE is a telecommunication device that is located at
the home of the subscribers. It can be used in bridging
mode.
 STB
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Fig.10. WiMAX communication model [1]

Physical and MAC Layer Protocols
As shown in Fig. 10, the 802.16 standard describes
three layers: physical, MAC, and transport layer.
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Physical Layer
Physical layer has properties that include:
1. The single carrier physical layer is used for
direct line of sight application.
2. The Orthogonal Frequency Division
Multiplexing (OFDM) is capable of solving
multipath propagation. This characteristic of
WiMAX OFDM is proper for delivering of
IPTV services.
3. Orthogonal Frequency Division
Multiplexing Access (OFDMA) allows
multiple accesses on similar channel.
MAC Layer
It has three sublayers:
(1) Service specific convergence sublayer (CS): The
major function of this sublayer is to provide an interface
with higher layers.
(2) MAC common part sublayer (CPS): This sublayer
provides functions of MAC layer like security,
connection establishment and allocation of bandwidth.
(3)Privacy sublayer:
provide IPTV consumers
authentication and video content encryption.
Transport Layer
The function of the transport layer is to make sure the
correct sending of IPTV services.
Mobile WiMAX
IEEE 802.16e is popular as Mobile WiMAX.
Mobile WiMAX is composed of a major characteristics
that are essential to conveying IPTV services.
This technology provides data speeds 32-64Mbps. using
this type of speed that allow the sending of IP content to
mobile phones.
It uses OFDMA technologies to permits IPTV consumers
to access digital broadcast TV channels in places that are
highly affected by multipath transmission.
It can be incorporate with a multimedia subsystem (IMS)
to makes interworking easier between the IPTV
application and IP services, for example VOIP.
Mobile WiMAX supplies modern mechanisms of Quality
of Service (QoS) that are useful for IPTV.
VII. INTRODUCTION TO IPTV ENCODING
The integration of television, telephony, Internet
access, and the convergence of different compression
technologies have an important effect in development of
modern services and equipment. We will describe the
MPEG compression technology which is applied in IPTV
and the IPTV communication model (IPTVCM).
Compression Methods
Service providers with compression methods transmit
video and audio via IP broadband networks. The human
eyes are not able to follow all patterns of image.
Consequently, compression lessens the initial size of
signal by eliminating these image parts. The compression
level used for video content is called "compression ratio"
-16-

which is represented as constant value. For example, a
compression ratio of 100:1 means that the initial size has
been reduced by 100. Compression has two important
types: lossless and lossy. The major lossy compression
types that applied by IPTV manufactures are MPEG and
VC-1. [1]
MPEG Compression
MPEG is an acronym for Moving Pictures Experts
Group It is appropriate technique for the transmission of
video. Table I described different format of MPEG
compression.
Summary
of MPEG
Formats

MPEG Formats

MPEG1

MPEG-1 is a standard for compressing video that is used
a lossy compression method. It is applied in VCDs
(Video CDs). It is a well-known standard that is used for
video on the Internet.MP3 is level3 of MPEG1 for audio
compression that is used for music on the Internet. It
needs 1.5 Mbps bandwidth.

MPEG2

MPEG-4
Part 2
MPEG-4
Part 10

MPEG-2 is broadly used for delivering of digital
broadcast television and core format of Digital Versatile
Discs (DVDs) that supplies a high quality .It is built on
MPEG1 standard. Also, it is uses lossy compression
methods.
ISO/IES( 14496-2) different important codec such as
Divx, xid use this compression
MPEG4 called H.264/AVC
The modern coding standard of ITU-T Video Coding
Experts Group (VCEG) and IS0/IEC Moving Picture
Experts Group (MPEG) is used for delivering of HD-TV
broadcasting and DVD quality with minimum data rates.
Table I. MPEG Formats. [1, 7]

Different Compression typed is represented in
type.MPEG2-MPEG4 part 10 (H.264) are the most
important compression format that is used in IPTV
service.MPEG2 is broadly prosperous technology and is
standard for digital TV over network of media.
IPTV communication model (IPTVCM)
The communication model of IPTV comprises of seven
layers, as shown in figure 11. Video is sent via a sending
device from the upper layer to the lower layer until it
reaches the physical layer where it is transmitted. Data is
received in the physical layer of IPTVCM on the
receiving IPTV device and passed to the upper layer in
IPTVCM. Encoded video has to pass through IPTVCM to
arrive to the IPTV subscribers deceive. Every layer has
different functions. These layers append or encapsulate
some extra information to the video packets. The control
information contains particular instructions in header or
trailer formats. IPTVCM layers are categorized as upper
and lower layers. The upper layers are related to
particular applications of IPTV and formats of file. The
lower layers are concerned mainly with conveying data.
[1]
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Fig.11.IPTVCM model [1]
CONCLUSION

This paper, has described the features and services of
IPTV and multicast video via the DSL network structure.
In addition, has reviewed IPTV over WiMAX network
and video coding and compression methods.
It has been shown that Internet protocol TV services,
provides far more choice to subscribers, allowing them to
watch television programs in their own individual ways
and also giving them ubiquitous access. In addition, in
telecommunication markets, IPTV is currently one of the
most developing applications, providing great
opportunities for service providers to deliver video via IP
networks. Most IPTV systems are deployed via wired
networks, that use 20Mbps Asymmetric Digital
Subscriber Line2+ (ADSL2+), and 50Mbps ability of
Very High Digital Subscriber Line (VDSl), and 100
Mbps Fiber To The X (FTTX).Because of this , in this
paper we have focused on multicast video over DSL
network structure. In future it is expected that IPTV will
be delivered over the wireless technologies such as
WiMAX, cellular IP.
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IP Telephony Deployment for Enterprises
M.B. Kashoob
School of Engineering, Design and Technology
University of Bradford

Abstract- Internet protocol telephony commonly known as
IP telephony can be used to design a global multimedia
communications system based on packet-switched or
connectionless Internet Protocol services. It is a
technology that could eventually replace the use of
traditional circuit-switched telephone networks due to
cost and feature advantages.
IP telephony can provide good business benefits and
opportunities as it uses the bandwidth of the network
efficiently as many packets of data can be sent at the same
time. Enterprises considering IP telephony have some
concerns about the deployment of this new technology:
like cost, ease of migration to IP telephony and the
security of the network. IP telephony will open doors for
a new huge growing market, that will reduce operating
and maintenance costs for enterprises that use traditional
telephony systems or are looking to improve their
connectivity efficiency and capabilities. Currently, IP
telephony services are still not regulated by the
government or any other organization.
In this paper, IP telephony deployment for enterprises
will be discussed in detail starting by introducing the
technology, showing its architecture models for
enterprises, stating its benefits and issues, undertaking a
case study for the deployment of this technology, and then
looking into its future developments.
Keywords: IP telephony, Internet telephony, Packetswitched, Circuit-switched.
V. INTRODUCTION
Internet Protocol (IP) Telephony is a name that
describes voice, video, fax and other types of data that
are carried as packets in the internet or any other IP
based networks. It is an emerging technology that is
changing the way enterprises communicate, and is
creating a new business market. Sometimes IP
telephony considered being the same as Voice over IP
(VoIP), but VoIP simply allows voice communications
only over data networks [1].IP telephony is still a new
technology, so it is difficult to develop a complete
model or architecture of how a global IP telephony
network will look like in the future. Since Session
Initiation Protocol (SIP) has shown, new technologies
and protocol designs those come forward have the
ability to change IP telephony networks.
Recently there are many IP telephony architectures
and protocols to be deployed, but eventually a specific
standard for this technology will appear [2].
IP telephony networks main design goals are to
perform the following: an architecture for End-to-end
IP network, using IP wide area network (IP-WAN) as
the primary route for data and the Public Switched
Telephone Network (PSTN) as the secondary route for
data between different locations, low deployment cost
with more flexibility and to enable the integration of
new devices and applications [3].
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VI.

MIGRATION ARCHITECTURE

The migration from a conventional Private Branch
Exchange (PBX) network to an IP telephony network
is usually made in the following steps:
a) Step 1: The pilot stage—(see figure 1) an initial IP
telephony network is deployed with a limited number
of users having IP phone services. The users have the
old conventional phones with their IP phones. If the
performance is stable for a few weeks, the IP network
is expanded and the old PBX network is changed [3].

Fig.1. Initial PBX network [3]

b) Step 2: User block migration—replace the old
PBX network for group of users who share directory
numbers (DNs) or within the same department to the
new IP network as shown in figure 2[3].

Fig.2.The migration to IP telephony network [3]

c) Step 3: More user block migration—increasing the
number of users that can be moved to the new network
depends on the ability of network staff to connect users
in a certain time. However, the migration to the new
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network should be done fast as presented in figure 3
[3].

Fig.5.Model A – PBX only [3]

In model B which is shown in figure 6, the
architecture for this model resembles model A, but it
includes voice messaging system which requires more
considerations for the migration to the new IP
telephony network.

Fig.3.Complete migration [3]

The models shown in figure 4 are the common
migration models for IP telephony network each with
different characteristics.

Fig.6.Model B – PBX and voice messaging [3]

Fig.4.Common migration Models [3]

The scenario described in figure 5 shows the
architecture for model A, which has PBX only and
does not contain voice messaging system. This model
presumes that the users will have the same DNs after
the migration to the new IP telephony network [3].
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The voice messaging is not connected to the IP
network. So, all the voice mail that comes from the IP
telephony network has to go through the PBX network
first.
Voice messaging system services include answering
calls and call retrieval services. It makes the PBX
switch Message Waiting Indicators (MWI) on and off
and gives out-calling services so that users by second
phone can move themselves out of the voice mailbox
[3].
IP telephony using model B networks has three main
requirements:
• When the IP phone is called and the voice mail is
used, the caller has to be able to hear greetings for
answering the call. Since the voice messaging system
is not connected to the IP network, the PBX may not
keep the original called number on that call and the
caller will hear a different general greeting [3].
• When an IP phone user presses the message key, he
has to get his password in time [3].
• The MWI has to be changed on or off to show the
voice mailbox state of the user [3].
Most of these features can be only done in a more
complicated version of model B. So by using different
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complex architecture in the PBX, the first and second
requirements can be done.
Model C as shown in figure 7 solves the problems of
model B for voice mail. Since the voice messaging
system is connected with the PBX and the IP network
separately, the calls that come to the IP network go to
the voice messaging directly with no need to pass
through the old network [3].

Model D provides a complete IP messaging and
calling network, which allow the complete migration
from the PBX and voice mail systems.
The IP telephony users are connected to Cisco uOne
for voice messaging; at the same time the PBX users
are still connected to the old voice messaging system.
As the user is moved from the old PBX network to the
IP network, his voice mailbox will be removed and a
new mailbox will be created for that user in Cisco
uOne[3].
The old voice messaging system is not connected
with Cisco uOne, so the users in different networks
cannot contact each other through voice messaging.
VII.

SIGNALING PROTOCOLS

A. H. 323

Fig.7.Model C – PBX and voice messaging system linked separately
to the IP network [3]

Model C permits answering calls and message
retrieval services. Also, because the voice messaging is
linked directly to the IP network using Simplified
Message Desk Interface (SMDI), the voice messaging
system will be able to make MWI on or off messages
to the IP network to control the indicators [3].
The voice messaging system has to get two
important requirements to make model C efficient:
• It has to be able to work with two PBXs at the same
time and link every mailbox with its PBX to allow
sending MWI messages through the right link [3].
•It has to be able to link the IP network to the voice
messaging system and to still have the old link
connected to the old PBX network [3].
Model D which is presented in figure 8 have the
same design considerations as for model A with small
differences.

H.323 is a protocol that was accepted by the
International Telecommunication Union (ITU) for data
communication in IP networks .In the beginning; early
IP telephony systems used H.323 and other protocols.
However, SIP emerged after that and became the
regular standard for new architectures in IP networks
[2].
B. Session Initiation Protocol (SIP)
SIP (shown in figure 9) is a signalling protocol that
finds the location and links end-to-end points on IP
telephony networks. In SIP, Session Description
Protocol (SDP) is used to decide the abilities of end-toend devices or applications and the ability to start a
connection. When SIP starts a connection, Real-time
Transport Protocol (RTP) controls the transmission [2].

Fig.9.SIP end-to-end call [4]
Fig.8.Model D – PBX with voice messaging using Cisco uOne
messaging [3]

VIII. FEATURES AND BENEFITS OF IP TELEPHONY

A.
-20-

The simplified infrastructure and Reduced costs
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IP networks architecture is simple as shown in
previous models. It can reduce the cost for operating
enterprises communication networks and maintenance
.The data rides for free over IP telephony networks
which cost almost nothing, and mean that the calls
between head and branch offices are effectively free.
Also, running one converged IP network for data is
much cheaper than running two different voice and
data networks in PBX networks [5].
B.

Increased productivity
Calls can be routed to anyplace, which helps the
customers and other callers to get in touch with the
staff first time and improve the work efficiency [6].
C. Flexibility
IP telephony enables staff to perform their job from
anyplace as if they are still working in the office,
which provides a better customer service in the
enterprise [6].
D. Ease of integration and future growth
IP networks architectures allow IP devices to be
integrated changed and moved easily without installing
new software. Also, fast and easy integration of new or
temporary enterprise staff can be done to the IP
network [5].
E. Bandwidth
IP telephony can provide higher quality and less
bandwidth usage compared to the old PBX network.
So, the combination of high bandwidth and higher
quality of digital data makes IP telephony a more
flexible and better substitute for data transmission. The
saved WAN bandwidth for IP telephony also can be
used to improve the potentials of the existing IP
telephony network, which increases the benefits on
investing in the IP network [7].
IX.

ISSUES

A. Security
IP telephony has different design models and
architectures than the PBX networks, and this causes to
take different security considerations and measures.
Since IP telephony is connected to the internet, there
are high probability of attacks and threats as there are
many internet-connected devices to the network.
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latency is required to be very low but there are
practical lower limits for the delay in IP networks. For
IP telephony calls to do better than the PBX networks
Qos calls, it has to reach the 150 ms delay time. This
limit puts a time constraint on the possible delay for
implementing security measures and allow small time
for errors in the packets. Data encoding takes from 1 to
30 ms and when data is sent for example through the
North American continent, it will take up to 100 ms
although in reality it takes less than that time.
Considering the worst case (100 ms delay for distance),
20 –50 ms only can be used for security considerations
[8].
b) Jitter: Is defined as the non-uniform packet delay.
It is caused from having low bandwidth in the network
and can affect and degrade the quality of service. It
causes the packets to be delayed and be out of
sequence. Real-time Transport Protocol (RTP) uses
User Datagram Protocol (UDP), so packets that are out
of sequence will not be assembled again. Moreover,
RTP permits packets reordering knowing the sequence
number and timestamp fields [8].
c) Packet loss: Usually is caused from excess
latency. In general, it is when packets are delayed and
have to be thrown away for the arrival of new packets.
It is also resulted because of jitter [8].
C. Integration with PSTN
IP telephony networks are not connected completely
with the PSTN. This makes it difficult for IP telephony
network service providers to work together, since most
all of the telephony information is transferred through
PSTN networks and is not transferred by IP network
protocols. PSTN networks use Signaling System
Number 7 (SS7) signalling to control its transmission.
SS7 signalling transports the important telephony
information that allows of telephony features to work
together through circuit-switched networks. IP
telephony protocols like H.323 and SIP do not
transport or use most of the existing PSTN network
telephony information, which hinders the seamless
integration with the existing PSTN networks [9].
D. Priority and emergency services

B. Quality of service
Quality of Service (QoS) is very important to the
operation of IP telephony networks. There are some
security measures in IP telephony that can affect QoS.
Some of these effects include call setups being delayed
or blocked by firewalls or latency and jitter. There are
many QoS issues and problems in IP networks that are
affected or caused by security considerations, and these
issues can be categorized as [8]:
a) Latency: Is the time that a data transmission takes
to travel between the source and destination. Usually,
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In IP telephony networks, it is not easy to determine
the location of users based on location. So, in case of
emergency call, the call will not be forwarded easily to
the call center. Sometimes, IP telephony connects
emergency calls to a different line at the same call
department where the emergency call should be
forwarded [5].
E. Effect of power failure
IP Phones are connected to different network
components like switches and routers that work on
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electricity. So; the probability of the IP telephony
service to stop working due to power failure is very
high. Currently, many network equipments and devices
have batteries or include power supplies that enable
them to work and continue service for number of hours
until the power is restored [6].
X.

f) Redundancy and High Availability: Redundancy
and fault tolerance at all levels is required to be
provided [10].
g) Investment Return: The service provider must take
into account the cost of deploying the new IP network
[10].

CASE STUDY

A. Company Profile
XYZ, Inc. is one of the biggest companies in
pharmaceutical industry in the USA. Its headquarters is
situated in San Jose, USA. It has two branches in the
USA and an international headquarters in Sydney in
Australia [10].The number of employees in each site is
shown in table I.
TABLE I
XYZ, Inc. Sites and Number of employees [10]
Site name
Number of employees
San Jose U.S. Headquarters
1000
Seattle
50
Dallas
15
Sydney International Headquarters
500
Melbourne
40
Brisbane

10

B. Existing Data network architecture
The existing PBX data network architecture for
XYZ, Inc. is shown in figure 10.
C. Company network requirements
a) Replacement of old PBX and Voice-Mail Systems:
All locations still have connected old PBX and voice
mail systems. They cannot be replaced directly, so
integrating and then replacing the old network is
required [10].
b) Quality of Service: XYZ, Inc. requires a good
quality of data services to be integrated with the IP
telephony network [10].
c) Call Routing: Calls should be routed using IPWAN. Also, Automatic failover have to be available
[10].
d) Emergency Services: IP telephony network must
follow the Federal Communications Commission
Enhanced 911 (E911) regulations [10].
e) Security: There are some security requirements for
the IP network and they include: multiple
administration levels, intrusion detection system,
antivirus software support and secure call-processing
[10].

-22-

Fig.10. XYZ, Inc. Old PBX data network [10]

h) Network management: XYZ, Inc.
has an
international network operations centre (NOC) in the
head office that controls all the old network devices.
The company is looking for a comprehensive network
management solution that can control the network
components [10].
D. IP telephony deployment model
In figure11, the IP telephony deployment model for
XYZ, Inc. is presented.
E. Conclusion
IP telephony enabled XYZ, Inc. to reduce the cost
that result from the maintenance cover on its old PBX
network equipment. Also, to cut the cost of
international calls and reduce the cost of changes and
integration of new devices all of which was attained on
a small budget.
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XII.

CONCLUSION

The migration to IP Telephony networks for
enterprises is increasing by the moment. Some
concerns about the reliability, data quality, and security
are solved as more advanced IP technologies are being
developed. Many companies and enterprises that
migrated to IP telephony networks observed that there
is no degradation in their service performance and
quality. Lots of organizations currently are getting
many cost benefits and becoming more competitive by
improving work efficiency and flexibility that IP
telephony offer.
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Fig.11. XYZ, Inc. IP telephony deployment model [10]

XI.

FUTURE DEVELOPMENTS
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capacity, adding new services and functions, and so on.
The second is to combine this technology with other
technologies, like Intranet. Almost now, 75% of USA
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integrate intranets [6]. So it is reasonable to say that IP
telephony in the future will work with Intranet
together.
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Paradigm Shift of the Internet from IPv4 to IPv6
C.Edward Onuora
School of Engineering, Design and Technology
University of Bradford
Abstract-Over the years, the persistence increase in the
growth of the internet services has brought about a shift
from the traditional wired network into mobile IP
network. This was made possible because the
fundamental basis of the internet was based on the
TCP/IP protocol suite which operates at the network
layer and above. Macromobility supports IPv4/IPv6.IPv4
was the first to be deployed in 1981 with a global
acceptance. IPv4 was able to provide adequate internet
services, but has the problem of being miss-allocated since
the demands on the internet were limited to few hundreds
of Personal Computers (PC).
IPv4 has the limitations of a fixed 32-bit address space,
inadequate security features and Network access
Translation (NAT) incompatibility with certain
applications. As the population of the world continues to
increase, with many devices and objects like PDAs,
Pagers, Telephone, and Automobile, all wanting to be
connected to the internet on a broadband connections.
The increase in the useable IPv4 address will be mostly
over stretched.
IPv6 which was deployed into the market in 1999, has
128-bit address space, integrated security, IPv4
interoperability and compatibility, is the envisaged
solution to IPv4 limitations. This paper will highlight on
the need for internet transition to IPv6 as a solution to
Ipv4 shortcomings, with urgency to IPv4 address status
report as the useable IPv4 address nears to its exhaustion.
Keywords: IPv4/IPv6, Transition and Interoperability.
XIII. INTRODUCTION

Internet today supports IP protocol because; the
fundamental basis of the internet is based upon
Transport Control Protocol/Internet Protocol (TCP/IP)
protocol suite. As the demands for IP address
continually increases, internet operations changed to
mobile IP connection.
The greatest limitations of Internet Protocol Version 4
(IPv4) are the fixed 32-bit address space, Which limits
the useable IP address to approximately four billion
addresses.IPv4 also have challenges like insufficient
security features, absence of the needed functionality
for new services, the fragile nature of internet patches
and
Network
Access
Translations
(NAT)
incompatibility with certain newer applications [2].
When IPv4 was deployed into the market, the
demand for internet services was very low. In fact
internet services were limited to only a few hundreds
of PC, mostly to some Institutions and few
organizations. Because of these lower initial demands,
IPv4 was wastefully allocated to these early users and
cannot be re-allocated. With the emergence of
broadband connections, many devices and objects like
Pagers, Telephones, automobile and many other newer
inventions that will have computer built in them, will
all want to be connected to the internet. These will
overstretch the demands of IPv4 address and coupled
-24-

with the increase in the population of the user of
internet, it is obvious from IPv4 current status that it
cannot support this spontaneous increase in the near
future [1].
The constraint nature of the IPv4 address scheme
is such that it impossible to re-allocate the early wasted
IPv4 addresses spaces to other valuable users. Internet
got stuck with IPv4 for this long because; they wanted
a protocol that will correct this pitfall and also are
compatible
with
IPv4.
I
Internet Protocol Version 6 (IPV6). IPv6 was
deployed into the market in 1999 by the Internet
Engineering Taskforce (IETF). The original draft
version of IPv6 was known as the “IP Next
Generation” (IPNG). IPv6 with its 128-bit address
space will offer approximately 340-undicillion IPv6
addresses, it will also provide integrated security
features, and will support newer inventions as well as
be backward compatible with IPv4.we will observe as
this paper leads us on to IPv6 as the next proposed
internet protocol [2].
II. IPv4 WHY PARADIGM SHIFT TO IPv6
In the early 1980, the internet Engineering
Taskforce came out with Ipv4 specification (RFC
791).when IPv4 specification was released, the internet
connections was limited only to a few hundreds of
personal computers (PC). Every IP address was
assigned a 32-bit number made up of four groups of
eight-bit numbers under IPv4 specification. This offers
in totality over four billion addresses, and only a few
millions IPv4 addresses are now left due to the ways
allocation were issued [2].
Since the deployment of IPv4, the internet
population has risen to over 300 millions of computers,
increasing far greater than was projected. As the pool
of useable IPv4 addresses continually depletes, it came
under serious threat with broadband connections
deployment that put demands to twice IP address for
every applications it supports.
Apart from problems of the depleting status of IPv4
useable address space; IPv4 has problem authenticating
with foreign agent (FA) since it belongs to other
organization. It also has poor quality of service due to
the constraint that tunnelling of packets attributed to it.
Also some key operation and distribution does not
really have protocols because they have been
standardized by the internet [3].
Table1
Mapping of network and host identifierIn the 32-bit IPv4 protocol [2]

Class
A

0

7bits
Network

24bit
Host
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Class B
10

14bits
Network

16bit
Host

110

21bits
Network

8bit
Host

Class C

Fig.1. IPv4 Address space issued from 1999-09 [5]
III. IPv4 COMPATIBILITY AND TRANSITION.
There are no difficulties in IPv4 compatibility
with IPv6.Because at the initial stage, IPv6 was
specifically structured to function side by side with
IPv4, except in special cases that a node is configured
to function as IPv6 alone. This has not only paved way
for IPv6 packets to be “Tunnelled” through existing
IPv4 routed networks, but it has also laid the
foundation for a relatively smooth, systematic
transition to IPv6 [4].
Transition to IPv6 is anticipated to be sluggish,
and as such IPv6 will have to function along together
with IPv4 for a long period until IPv6 comes out to
become the leading network protocol [4].
IPv6 users accomplished this measure with IPv4
through any of the method listed below.
1 Dual IPv4/IPv6 stack approach: This means that the
clients, servers, and routers, will be operating both
IPv4/IPv6 protocols at the same time [3].
2 Tunnelling: Formed a virtual IPv6 connection over
IPv4 routing infrastructure.IPv6 packets are
encapsulated in IPv4 packets and allowed to be
decapsulated at the other end [4].
3 Network Address Translation (NAT) boxes-offers
means of interpreting IPv6 addresses into IPv4
addresses and also IPv4 into IPv6 address thereby
permitting direct communication between IPv4 and
IPv6 networks without necessitating an adjustment to
the host.
Most part of the switch to IPv6 will only require the
software unless where otherwise it involves certain
IPv6 applications. Applications such as multicasting
will surely include hardware changes and some
additional equipment.
Specific “Free” test ports were issued for test run
exercise when PAIX started its deployment of IPv6.
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These gave PAIX subscribers the chance to test
application before consenting to production status.
To guarantee an optimal functional test bed, PAIX
issued port bandwidths of 10mb, 100mb Fast Ethernet,
333mb Fractional Gigabit, and Full Gigabit Ethernet.
These customers have long moved on to complete
production and can now satisfactorily exchange both
IPv4 and IPv6 traffic [4].

Fig.2. IPv4 Consumption: projection [5]
IV. IPv4 AND IPv6 INTEROPERABILITY
Conversion from IPv4 environment into IPv6
environment is made hitch free because there are
already tools made handy by Sun Microsystems. Once
the installation of several IPv6 capable name servers is
over, the move to IPv6 may originate from any point
on the network. For example, nodes are changed from
IPv4-only system to dual-stack systems by moving the
IP socket calls from the IPv4 socket only interface to
the dual stack-IP socket interface. Interoperability
between IPv4/IPv6 has strongly been underscore from
the easy of navigating the both environment once some
of the IPv6 capable name server is install and dual
stack-socket interface activated [4]
Once an application is set ready to use the dual -stack
IPv4/IPv6 interface; the next action is to configure the
IPv6 data. In order to achieve this, a user must
configure such attributes as the IPv6 address of the
node and guaranteed that the node is linked to the IPv6
network. After IPv6 is empowered, the node can be
registered with the IPv6 name server. The registered
name sever will forward back IPv6 address for the
destination, and packets are transported using IPv6
protocols. Any dual- stack node will have both IPv4
and IPv6 address in the name server database [6].
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Fig.3. Dual-stack protocols [2]
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VI. IPv6 THE LONG LASTING ANSWER
The IPv6 protocol will not only solve the over
bearing problems of the IP addressing, but will at the
same time makes running the internet much easier. It
functions with an address scheme consisting of eight
groups of 16bits, defining a 128-bit network address.
This addressing scheme offers approximately
address to every multiple meter covering the whole of
the universe. Therefore, it is projected that the IPv6
protocol will be in existence for ages to come [1].
With a large useable address of this magnitude, it is
feasible to employ some of the addresses to see that
network management and routing are made easier.

v.

IMPACTS OF BROADBAND ON IPv4
Broadband networks brought about a rapid
increase of the internet function along with the growing
demand in the internet at the same time. Since
broadband has introduced more speed to the internet,
more applications have also come onboard and this
means more demand in IPv4 addresses. Internet
connections are no longer limited to the wired network
and services like Telephony on PSTN and TV on cable
[5]. Internet services are now being extended to
wireless connections, which brings about greater
innovation and competition which the present IPv4
address status cannot cope with, due to its present
useable IP address status. Under this arrangement,
applications deployed for IPv4 that are connected to
the broadband service will need the assistance of home
gateway that have the functionality of dual stack
capable devices of IPv4/IPv6.Each internet connection
under broadband require double IP address.
The service provider facing interface(s) of such
device will only be provisioned by IPv6.such devices
will not be locally connected to IPv4 interface directly
[6].

Fig.4. Devices that will be connected on the broadband
[5]
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Fig.5. The 128- bit IPv6 address format. Every 16 bit
segment is recognised by 4 hexadecimal digits with
colons separating the segments. A single double colon
can be used in the address represent one or more
segments of zeros [2]
The current address scheme operates by assigning
IP addresses automatically (servers can re-number
network addresses without going through all the clients
and mobile client can navigate about the network).
NAT servers are discarded because private address has
outlived its purpose. Specific IP addresses are issued
out to each computing devices without threat of
coming short of IP addresses [2].

Fig.6. shows IPv6 deployment [5]
VII. ADVANTAGES OF IPv6 OVER IPv4
So far we have only short-sighted on the
advantages of IPv6 in terms of the depleting IP
addresses, but the benefits that IPv6 offers to the
internet surely surpasses this.IPv6 has positioned itself
in providing new high performance parameters and
better quality of service (QOS) for delay sensitive
applications like internet audio and video
conferencing.IPv6 is edged out to thrive effectively on
both high-performance networks (e.g. Gigabit
Ethernet,etc.) and low bandwidth networks (e.g.
wireless) [4].
Below are other benefits or reason for the paradigm
shift to IPv6:
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•
•

•

•
•

•

•

Mobile IP was initialised for IPv4, but IPv6
makes the protocol easy.
Security is integrated: There is embedded
encryption and authentication of registration
found on IPv6 and not an Add- on.
Smooth, fast allocation: There is automatic
configuration of care of address (COA). And
better management of IP addresses allowing
for minimal mistakes.
Better routing efficiency: This has translated
to a wonderful network results.
“Soft” hand-over: packet exchange between
two subnet is supported without loss to any
packet.
Any device that is connected to the internet is
accommodated: Mobile host when away from
home, exchange information directly with the
node because mobility is supported.
Plug and play are not manual and knowledge
about node surpasses that of IPv4: This is
accredited to dynamic configuration of IPv6,
not as DHCP in IPv4.

Fig.7. IPv6 Architecture [3]
•

•

•

•

Network deployment and administration are
made simple: There is high performance route
aggregation; expensive boxes like NATs are
discarded; there is flexibility in selecting and
changing of ISPs.
Lays the foundation for new internet
functionality for the future: newer applications
like (3G) and wireless appliances will be
supported.
No need for a separate Foreign Agent (FA),
all routers perform router advertisement which
can be used instead of the special agent.
Anycast (Anycast) new and unique for only
IPv6 protocol [4].

Internet Applications

Fig.8.IPv4 Architecture [3]
IPv6: THE FUTURE PROTOCOL OF THE INTERNET
Roughly two decades now, Sun Microsystems has
remains the architect of the development of
sophisticated network systems. Sun was first to come
up with the less expensive host stations with
networking built into them. And currently, Sun
products continue to be factored for use in the network
environment. Sun is well known for constantly
delivering of a durable, flexible, and efficient network
topology based on industry standards, such as Ethernet,
TCP/IP, and so many other key standards. And sun’s
track records to standards transcends to its support of
IPv6 [2].
Sun was instrumental with IPv6 from the onset, and is
identified on nearly every major working group of the
IETF, plus the Internet Architecture Board. Sun
engineers work as IETF management personnel’s and
as the IETF working group co-chairs for the IP Next
generation (IPNG) Working Group and the Next
Generation Transition (ngtrans) Working Group. So
many numerous IETF standards specifications are on
their name [4].
The initial IPv6 prototype released to the internet
community comes from Sun. Sun engineers have been
pioneer in establishing 6bone, the number one IPv6
backbone network, and the Sun was one of the initial
sites used on the 6bone.
Sun has vowed to use its web of knowledge in
expanding the IPv6 environment to help customers
embarked on easy and effortlessly upgrade from IPv4
to IPv6 [4].
VIII.

Fig.9. IPv6 Allocation till date [5]
IX.

EXPENSES INVOLVED IN THE DEPLOYMENT OF
IPV6

Full commercial deployment of IPv6, will involve
substantial cost. These costs are:
• Hardware cost
• Software cost
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•
•

Training cost
Other cost.

A.

Hardware Cost

Commercial deployment of IPv6 on a nationwide
scale will incur large changes and\or upgrading of the
existing IPv4 equipment. Equipments such are the
routers, hosts, servers, and terminal equipments will
need be changed or worked upon so as to initialised,
transport, and receive IPv6 traffic. Where it requires
only slight adjustment, hardware like router line cards
will not change, thereby trimming down the cost of the
hardware modifications to IPv6 to the barely minimal.
Once the embedded IPv4 equipment like the routers,
servers, premises equipments outlive their usefulness,
they will be replaced with IPv6 capable
equipments.IPv4 will function side by side with IPv6,
just as Telnet or FTP coexisted on the same platforms
when the Web was created [7].
B.

Software Cost

Both the link and transmission media will be able
to read from the applications channelled to IPv6. If the
applications are also supported by IPv4, then
compatibility will exist between IPv4/IPv6 on both link
and transmission media.
The extent of changes in the application, anchored
on the varsity of the application use in accessing the
communication layer (IP protocol suite in this case).
Applications that make use of LINUX Sockets, or
alternative of java net programming interfaces to
access communication layer is really straight forward
and the software cost will be very affordable. When
applications
employ
complicated
middleware
architecture and network APIs to the communication
layer, and allow the data service layer together with the
communication layer then it became more complicated
and a little expensive [7]
C. Training Cost

Every organization that has deployed IPv6 will
endeavour to have their own worker trained and
informed on how to operate, maintain, and service IPv6
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hardware and software. Organization and individual
users that are of the habit of turning their routers and
embedded hardware over to new models often will
only have the cost of the training to think about. If an
organization has recently ordered for routers, servers
and client nodes, they are likely to have IPv6 already
existing within those nodes. They just need to know
how to use IPv6.The cost of this training is trivial
compared to the benefits of using IPv6, and one trained
personnel will help train the others [7].
D. Other Cost

There is always an expected offside cost that
comes with introducing new techniques. Planning
comes under this cost.IPv6 also suffered from the
penalty cost of waiting for too long for its deployment
[7].
X. CONCLUSION
It is very obvious; that IPv6 will eventually
replace IPv4, what is not certain is the time.IPv4 pool
of addresses is fast going into extinction, with the
spontaneous growth in the demand of the internet.
While NAT is providing a temporary relief, the real
solution still lies in the new IP address standard that
will increase the number of useable addresses and
allow easy configuration.
Since compatibility, interoperability and transition
from IPv4 into IPv6 are not an issue, software
developers should be encouraged to start focussing on
protocol-independent, IPv6 to ensure that their
applications are viable for the future. With the
deployment of broadband connections, and
Many more devices wanting to be connected to the
internet, the time is now.
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The Challenges and Opportunities in the New Generation Internet Protocol
IPv6
S. A. Uko
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Branford-West Yorkshire
Abstract - With the rapid growth of Internet and Internetbase technology worldwide, the present Internet Protocol
version 4 (IPv4) is limited in IP addresses available in the
IANA pool and does not support emerging technologies. The
emerging technology demands more address space and
security
which
IPv4
does
not
offer.
IPv6, the next generation Internet Protocol designed by
IETF has the capacity to accommodate the huge number of
users and devices connecting to the Internet. It promises to
co-exist with the current IPv4 and to address all the
limitations of IPv4. IPv6 is capable of managing the Internet
growth rate and to support the new technologies.
This paper will elucidate the limitations of IPv4 and
technological advantages of the IPv6 over the current IPv4.
It will also explain the transition from IPv4 to IPv6. The
challenges and opportunities of the Internet Protocol (IPv6)
will be discussed. In conclusion, this paper will seek to
establish the tactics for organisations to plan effectively and
migrate to IPv6 with minimal cost.
Keywords: IP, IPv4, IPv6, IANA, IETF.

INTRODUCTION
Today, Internet and Internet based technologies have
become part of our daily life. Internet operation uses set
of rules called Internet protocol as its foundation. Internet
Protocol is used to interconnect packet-switched
communication network to make-up Internet. It transmits
block of data (datagram) received to and from source and
destination host [5] [2]. The present version of Internet
Protocol IPv4 that is used by different organisations
worldwide and in the Internet was developed about 40
years ago by the Advance Research Project of the United
States Department of Defence in 1969, and reviewed
severally to achieve the vigorous IPv4 that we are having
today[4][11].
This network was used to interconnect the American
universities for military purposes. In the early part of
1983, non military information started flow through the
ARPANET; the ARPANET was divided into scientific
ARPANET for research and MILNET for military
purpose but connected by gateways. Some years after, a
decision was made to switch ARPANET to TCP/IP, to
allow easy connection to other research centre’s network
[1] [4] [11]. In 1990 the ARPANET was switched to
TCP/IP and the net access increased more and more. The
Internet protocol suite has been the only standard protocol
used worldwide for Internet [2] [4].
IPv4, the present version of the IP used worldwide, has
been vigorous and easy to deploy. It has successful
operation with series of protocols and applications and
yet scalable to ever increasing users and devices on the
Internet today.
However, the growing technologies and the ever
increasing number of devices connecting to Internet
School of Engineering, Design and Technology
University of Bradford

coupled with the confidential e-commerce transactional
data transfer over the Internet has revealed the limitations
and capabilities of IPv4 at the present Internet scale.
IPv6 was developed specifically to address these
limitations, enabling Internet growth and development in
future.
LIMITATIONS OF IPv4
A. Address Space
IPv4 provides approximately 4.3 billion IP addresses on
the Internet [1] [7]. The world population as today is
about 6.8 billion as record by United States Census
Bureau [3]. It is generally expected that every home will
have at least one computer that is connected to the
Internet. Comparing the world population and address
space provided, the IPv4 clearly shows that the IP is due
to be replaced by its successor. Figure 1 below shows the
speculation made on the address space of IPv4. It shows
the fast depletion of the address and speculates that the
address may be exhausted in 2012 [2] [10].

Figure 1: Usage of IPv4 address space [10].

B. Security
As a result of huge traffic of confidential information
and e-commerce transactions transfer over the Internet,
security has become one of the most valuable features a
system should provide. IPv4 was designed originally
without the feature of security.
C. Bad Mobile Support
The growing demand for mobile applications has
impacted a great demand on the Internet protocol IPv4.
The roaming feature that enables subscribers to stay
connected even as they move from one network to
another is still not easy using IPv4. The triangular
technique Mobile IP used that communicates with home
agent is expensive and inefficient [6].
D. Host to Host Communication
The initial design of IPv4 only supports the single to
single host communication. There was no room for the
transmission of data from one host to several hosts on the
network. Therefore, the problem of video streaming from
a source to several hosts was not possible [7] [11].
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E. Complicated Header
The initial header of IPv4 was flexible and extendable.
The protocol was reviewed and additional fields were
created. As a result of these fields, the header length and
checksum, there was little room for efficient routing.
Also, some of the fields were not used most times [4] [6].
F. Quality of Service
The quality of service was given little attention in IPv4.
The field provided in IPv4 header could do little or
nothing to deliver quality service.
OVERCOMING THE LIMATIONS OF
IPV4
Several techniques have been used to address the
limitations of the IPv4 like NAT (Network Address
Translation), Dynamic Host Configuration Protocol
(DHCP), Classless Inter Domain Routing (CIDR) and
VPN to solve the problem of security. The techniques
were used to give the developer of IPv6 enough time to
design the next generation protocol IPv6.
A. Address Space
The IPv4 skimpy address space was long expected. The
introduction of NAT – having one public address and
connecting huge number of devices through the public
address to gain access Internet, DHCP - dynamically
register and assign IP addresses to machines or devices
when connected to a network and CIDR techniques were
all use to lengthen the life span of IPv4 [2] [7].

B. Technological Advantage of IPv6
1) Extensible Address Space
The IPv6 offers 128 bit (3.4x 1038) possible IP
addresses as shown in Figure 2. This permits allotment of
block of address space to organisations. The organisation
groups its client prefix into a single prefix and broadcast
it on IPv6 network.
The format of the IPv6 header is simpler as compared to
IPv4 header. The non essential fields in IPv4 has been
eliminated and extension headers can be inserted when
need arises without any impact on IP header. This aids in
fast processing of basic IPv6 header. The header of IPv6
is 64bit to match with 64-bit processor used currently [6]
[7].
Multi-level address hierarchy within the IPv6 address
space offers proficient and scalable routing. The Internet
routing table has drastically reduced as a result of the
hierarchy addressing structure.
version

IHL

type of service

identification

flags

total
length
fragment offset

time of live
source

protocol

header checksum

destination address

option

padding

Figure 2: IPv4 Header Format [6]

B. Security
The Virtual Private Network (VPN) is the technique use
in overcoming the security limitation of IPv4 [2]. This is
carried out at the gateway machines of the two network
that is about to communicate, the data are encrypted and
tunnelled with extra headers to the destination gateway.
The gateway machine decrypts data and forwards the
packet to destination machine. Deployment of this
security provides a considerable level of security but it is
not cost effective. It will involve the purchase of extra
equipment and reconfiguration of network thereby
increasing the complexity of network system [4] [8].
INTERNET PROTOCOL VERSION 6

(IPv6)
In the early part of 1995, a group of people anticipated
the design of a new Internet Protocol as result of the
limitations of the IPv4 stated above. Several documents
and discussions were made starting from RFC1550 in
1995. IPv6 was selected to be the next generation
protocol which was the combination of many good ideas.
The final specification was found in RFC260 and this
discussion and modification were the major drawback [5]
[11].
A. What is IPv6?
IPv6 is the next generation evolution of IPv4. As
evolution of IPv4 many features of IPv6 are still familiar
to IPv4.
-30-

version

traffic class

payload

next header

flow label
hop limit

source
destination address

Figure 3: IPv6 Header Format [6]

The refined header of IPv6 is used for different services
like; MobileIPv6, Quality of Service and Flow Labelling,
Security and for routing information.
2) IPv6 Addressing Format: The IPv6 128-bit is
represented by eight 16-bit hexadecimal numbers
separated
by
a
colon,
for
example,
2031:0000:1F1F:0000:23DF:0100:11A0:AEEF.
To
simplify the long address, a block or more than one block
of 16-bit zero can be represented by two colon (::). For
example, 2001:0:13FF:09FF:0:0:0:0001 equals to
2001:0:13FF:09FF::1. Also the group of zero can be
compressed to just one zero as represented 0000 equals to
0 (0000=0). IPv4 compatible representation can be
represented as 0:0:0:0:0:0.192.168.0.1 [6] [7].
3) Address Types: Unlike IPv4, there are three types of
addressing format namely: unicast, the anycast and the
multicast in IPv6.
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a) Unicast: It is an IP address used to identify a
single host of interface. Packets sent to a unicast
address are delivered to the specified IP address
of that interface.
b) Anycast It is an identifier for a set of interfaces
typically belonging to different nodes. A packet
sent to an anycast address is delivered to one of
the interfaces identified by that address. This
address is used only for a router and not for a host
or source in IPv6 network [6] [7].
n bits

128 – n bits

subnet ID

0000000000000000000
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number of devices to boot and dynamically discover the
network and obtain one or more valid network parameter
needed to connect to the network. In IPv4, these
addresses are assigned manually or by using DHCP. The
use of DHCP server in IPv6 is optional [6]. This feature
of autoconfiguration is very important to Internet enable
services such as wireless solutions and mobile
technologies.
Autoconfiguration makes possible renumbering of
devices on the network as they start-up and register the
device automatically. It saves a lot of cost on overhead
and maintenance time on IP network since the
configuration is automated. Imagine reconfiguration of
DHCP server each time new equipment is purchased or
replacement in a cooperate organisation [5] [6].

128 bits
Figure 4: Anycast address format [4].

c)

Multicast: It is an identifier for a set of interfaces
typically belonging to different nodes. A packet
sent to a multicast address is delivered to all
interfaces identified by that address. [7]

4) Support Mobile Technology: IPv6 uses inbuilt
autoconfiguration feature to listen and learn of the Careof -Address, eliminating the need for Home Agent and
Foreign Agent. In Mobile IP network, devices can move
from network location to another without breaking or loss
of their active connection. This binding technique allows
direct communication between the Mobile Node and the
Corresponding Node. This eliminates the triangular
routing used in traditional routing in IPv4. The structural
design of Mobile IPv6 is very efficient, support roaming
and timely communication since the Mobile Node
communicates directly with the Corresponding Node
[6][8].
5) Security: IPv6 offers Internet Protocol Security
(IPSec) by default as compared to its predecessor IPv4
which is optional. It offers extension headers for
authentication, encryption thereby making VPN
deployment easier. The automatic attainment of valid
network parameters and inbuilt security protocol suite
(IPSec) in IPv6, makes end-to-end security services
simple with less effect on the network bandwidth unlike
in IPv4 that involves encapsulation of extra header before
tunnelling the datagram[6][7].
6) Elimination of Network Address Translation (NAT):
The introduction of NAT which was the technique used
for a group of local hosts machines to connect to Internet
using the same public IP address to temporarily solve the
problem of IPv4 address depletion. This technique place a
burden of address translation and a threat of security to
the network. The huge address space in IPv6 has
eliminated the cost for the implementation of NAT,
security threat and address translation impact on the
network [4].
7) Autoconfiguration: The plug-and-play is one of the
fascinating features of IPv6. This feature enables huge
School of Engineering, Design and Technology
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8) Routing Support: IPv6 supports and maintain the
existing routing protocol like Interior Gateway Protocols
and Exterior Gateway protocols. Other routing protocols
such as RIPng, OSPFv3 and IS-ISv6 are design to support
IPv6.
9) Interoperability and Extensive: IPv6 promises to
coexist with IPv4. The special address format created in
the header of IPv6 will ensure the interoperability feature
with IPv4. The address format starts with eight zero and
then 16-bit and followed by 32-bit global address. This is
called IPv4 mapped IPv6 address and provides one part of
interoperability of IPv4 and IPv6 [11].
IPv6 DEPLOYMENT
IPv6 offers so many technological benefits over IPv4.
In order to implement this technology, IPv6 and IPv4
must co-exist for some length of time. However, a lot of
potential strategies have been developed for managing the
transition from IPv4 to IPv6. The basic mechanism has
been categories and will be discussed in this section.
A. Dual Stack
This mechanism allows IPv6 and IPv4 to be installed on
same host and the same network. The host can access the
IPv4 and IPv6 using different Internet protocol stack as
shown in Figure 5. The host selects which of the protocol
is most appropriate for a particular application. This
technique allows the IPv6 to function and at the same
time not neglecting its processor IPv4. Although it is
easier and the most preferred mechanism by many, it
posts some limitations which include: high memory
usage, upgrade of router to IPv6 compatible and maintain
dual routing table [6] [11].
IPv4 Application

IPv6 Application

Socket API
UDP/TCPv4

UDP/TCPv6

IPv4

IPv6

L2
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L1
Figure 5: The Dual stack [7].

B. Tunnelling
This mechanism is used in connecting two separate
networks usually applied in point to point networking.
This allows packet of IPv6 to be transported over the
IPv4 network infrastructure. This mechanism permits
organisations to transit part of its network to IPv6, even
as the others are still running on the IPv4. With this
technique, secluded IPv6 network can logically connect
to the backbone router until it is due for replacement with
IPv6 compatible equipment. It also allows networks
running on IPv6 to operate even when the Service
Providers are running on IPv4 only. There are two types
of tunnelling using manual and automatic tunnelling [6]
[7].
1) Manual tunnelling- involves manual configuration of
the end hosts of IPv4 and IPv6 with correct IP addresses.
2) Automatic tunnelling: It enables secluded IPv6
network to connect over existing IPv4 infrastructure. This
connection does not need to be managed directly because
the IPv4 network is treated as a fundamental link. The
IPv4 address is inserted into IPv6 address in other to
locate the tunnelling destination as demonstrated in
Figure 6 below.

Figure 6: IPv6 over IPv4 Tunnelling [4]

C. Multi Protocol Label Switching Tunnels (MPLS)
This tunnelling mechanism uses label in forwarding
data not IP headers. It enables the isolated IPv6 network
to communicate with others over MPLS IPv4 core
network. The deployment of this technology involves
little reconfiguration of the core router, upgrade of the
infrastructure and above all it offer a cost effective
solution.
D. Translation
This mechanism translates IPv4 to IPv6 packets. The
several techniques used are based on Stateless Translation
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Algorithm. It offers a straight translation between the
headers of two protocols. This translation provides model
mapping between the two protocol using stateless modes
[10] [6].
1) Network Address Translation-Protocol Translation
(NAT-PT): It makes use of stateless mode stated above
for protocol translation. It offers communication between
IPv6-only and IPv4-only hosts. The translators are sited
at the gateways between IPv4 and IPv6 networks. Both
networks maintain more than one global address which is
assigned dynamically to IPv6 network each time a
connection is initiated across the gateways. The
mechanism allows communication between the IPv6 and
IPv4 network and vice versa. The translation mechanism
is done on the network layer of OIS [6] [7].
2) Transport Relay Translator:
It defines the
communication between the hosts of IPv4 and IPv6 using
transport layer translation services. It functions using
similar mechanisms like the NAT-PT but the translation
of IPv4 to IPv6 is done on the transport layer of the OIS
[4].
IPv6 CHALLENGES
Looking at the benefits of IPv6 in various aspect of
today’s technology, everyone will support the fast
implementation of the Internet protocol worldwide.
Despite the benefits of Internet Protocol, IPv6 is facing
some challenges which will be highlighted.
The cost of deployment and upgrading of the present
infrastructure to IPv6 has been a serious challenge to the
implementation of IPv6. As described above, different
mechanism demands partial or total overhauling of
routers switches and other core network equipment.
The network vendors are faced with the challenges of
manufacturing router that will support the coexistence
and transition mechanisms stated above. Network
Equipment Manufacturer (NEM) is faced with challenges
of designing application that will support smooth
transition mechanism like tunnelling and integrate this
technology into router design [4] [2].
The usage of Network Address Translation (NAT) is
really delaying the implementation of IPv6. Organizations
are not bordered since the IPv4 is still working,
disregarding the address depletion and security problem
associated with NAT.
The challenge of acceptability and economic impact on
the Service Provider and Network Vendor as well as the
interruption of Internet which is used in every aspect of
life, have also been seen as problems or challenges to be
considered.
CONCLUSION
Despite the challenges facing the deployment of IPv6 as
addressed in this paper, it is expected that IPv6 will be
deploy very soon following the US mandate to purchase
only IPv6 compatible products. This has influenced
greater percentage of the vendors to research into
building routers and equipment that will enables smooth
transition.
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Nevertheless, several vendors like Cisco, Microsoft and
others have established training programs for
implementation of IPv6 Protocol.
The test bed
implementation has been done in China and Japan.
Organizations and campuses can migrate their network to
IPv6 using the mechanism stated in this paper.
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Abstract- The number of users requests to servers on
internet e.g. web servers, mail servers, data base servers has
been increased dramatically and there are hundreds of
thousands of simultaneous requests to famous websites like
Google, yahoo, MSN, youtube within a single second. This
internet traffic growth is at over 100 % annual rate, which
may result in the unavailability of such web sites to the end
users.
This research paper intends to focus on how we can
handle the aforesaid issue of internet traffic by using
TCP/IP load balancing with failover capability and OSI
(Open Systems Interconnection) transport layer packets
forwarding technique to equally distribute concurrent TCP
and UDP sessions among several servers(e.g. web servers,
email servers). It explains that how we can build high duty
servers that encompass more reliability and good scalability
using the TCP/IP load balancing. The paper also portrays
different clustering topologies, Load balancing via Network
Address Translation (NAT) and its advantages, scheduling
algorithms, Virtual IP address (VIP), Failover using IP
address takeover (IPAT). It also illustrates that how
Primary and back up load balancers communicate with each
other to accomplish the high availability.
Keywords: Internet Traffic, TCP/IP Load balancing,
working principles.

I.INTRODUCTION

The benefit of TCP/IP load balancing and high
availability is enormous. It makes possible to extent
internet services further than a single server machine or
computer. It has the capability to distribute internet
connections like requests for web services, data base and
mail services from the end users using any operating
system e.g. Windows XP, Linux, and Solaris to the
servers running any operating system and variety of
services including IIS (Internet Information Services) and
Apache HTTP server. So the TCP/IP load balancing
technique can be employed for both UDP and TCP
connections.
The servers hosting the services (e.g. web service,
mail) and load balancers can be connected in local area
network by using 100Mbps or 1000 Mbps network cards
or it may be located on different geographical locations
connected by Wide Area Network (WAN) links. Now
whether the load balancer and hosting servers either
located in similar or different geographical location still
the load balancer will provides the parallel services to end
users in such a way that end user will feel that it is
connected to a single high performance server using a
single IP called Virtual IP (VIP) representing the
complete cluster.
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This technique is very cost effective for the reason that
if an organization does not implement load balancing for
managing external connections to their internal servers
then an alternate solution might be to use a single high
performance server having greater amount of Memory
and high speed processors and other hard ware
configurations. But with passage of time the numbers of
requests will increase and the server will be filled to
capacity very soon then its up gradation might be needed
and this process would be very complex and expensive.
On the other hand designing our network by using the
TCP/IP load balancing with fail over capability is very
simple and we can easily add or remove hosting servers
to the cluster transparently to the end users according to
the business needs and users connections [1] [2].
II.LAYER-4 SWITCHING

Multi layer switches have become a vital part of
computer networks and a popular substitute of
conventional hub, bridges, and layer-2, the data link
layer, switches. The main difference between Layer-2 and
layer-3, the Network layer, switches is that, layer-2
switches only keep OSI layer-2 features, uses physical
addresses also called MAC (Media Access Control) to
forward frames from source to destination. Where layer3 switches have the capability to do internal routing
between different subnets while keeping layer-2 features
of OSI model it is similar to routers and calculates routes
on the basis of IP addresses assigned to data packets and
can work like routers to connect two or more private
computer networks scattered across the glob. Layer-3
switches also segment networks to reduce broadcast
traffic which results in the overall improvement of the
network performance by reducing the number of
collisions within a network segment.
OSI Layer-4, the Transport layer, switching means an
added capability of layer 3 switches to forward network
traffic to the real servers or target service on the basis of
the information of layer-4 protocols (TCP and UDP) and
layer-3 of OSI model. TCP and UDP protocols both are
OSI layer-4 protocols and responsible for reliability and
end to end flow control from source to destination. These
protocols both have port number information in its header
which helps in identifying that what type of services the
packet is intended. For example HTTP (Hyper Text
Transfer Protocol) uses port 80 and SMTP (Simple Mail
Transfer Protocol) uses port 25. This information are
really helpful and Layer-4 switch combines IP address of
a packet determined at layer-3 with the destination port
number determined at layer-4 to correctly perform traffic
forwarding. When packets from external users comes
requesting specific type of service then it checks it header
for port number information. Now Layer-4 switch can
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easily forward these packets to the accurate destination
service. So Layer-4 switch has the capability to control
network traffic on the basis of IP address and port
numbers. This combination of Layer-4 well known port
number and layer-3 IP address is also called Socket.
On the basis of the aforesaid features of Layer-4
switches we can prioritize network traffic flow for
example mission critical application can be given high
precedence than other applications running on the servers.
For example packets intended for e-mail servers (port 25)
can be given high priority than other services running on
the same servers. So Layer-4 switch can be use to ensure
QoS (quality of service).
Fig. 1. Simple load balancing topology [3]

The most useful functionality made by Layer-4 switch
is load balancing of network traffic among a group of
physical servers holding specific type of application. For
example a group of physical web servers can be grouped
together to act as a single virtual server. Now this single
virtual server representing a group of physical web
servers would be assigned a single public IP address. The
network traffic from end users intended to connect to this
virtual server will come to the Layer-4 switch and Layer4 switch will then distribute these requests among the
physical web servers based upon a number of aspects.
For example the server having more memory and high
speed processor can be assigned more connections and
slower server can be assigned less number of requests on
the basis of their hardware configurations. Layer-4
switches handles the network traffic more efficiently with
higher speed. Thus has boosted up the ability and
performance of computer network technology [4].
III.TOPOLOGIES

The network for TCP/IP load balancing and High
availability can be design through one of the following
methods.
A. Simple Load Balancing
According to this type of topology a single load
balancer is accepting internet/intranet connections from
the end users and distributes among the servers hosting
specific resources e.g. web services and FTP (File
Transfer Protocol) as show in the network diagram of
simple load balancing.
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Additional servers can be added if required to handle
the network traffic using the regular hardware [3].
The load balancer has two network interface cards
(NIC) and works as a router. The first NIC card is
connected to the external network and public IP address
assigned to it and the second NIC card has private IP
address as in the same IP address class that of real
servers. In the load balancer packet filtering is enabled to
accept the requests from the end users and then forward it
to a server and again send the reply to the user on behalf
of the server holding the actual service after retrieving
data from server. Load balancer also maintains the
integrity of all the packets by forwarding the entire
packets back and forth from a user to the same server for
the life of a connection.
B. High Availability and Load Balancing
This topology build a high available and load balanced
cluster of web servers, FTP servers, data base servers and
mail servers. To build this type of cluster we need
minimum four nodes and real servers can be added to the
cluster as additional capacity/server is required.
At any given time only one Load balancer is active and
accepts external traffic, performs load balancing and also
checks the health of the real servers by sending request
for a predefined page and checks that the reply page
contains expected string or not. If a server fails then it is
taken out of the real servers group and reinserted after its
reconfigurations, trouble shooting and once it comes back
online [3].
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A. Load Balancer Packets Rewriting Process
As the figure (Fig. 3) shows that, the first packet
coming from an external user sending request for a web
page would have source and destination IP address as
given below:
Source
Destination

200.100.100.101:3456
172.17.50.1:80

Now at this point the load balancer will analyze the
packet. As we can see that the request is for web
services. So now the load balancer rewrites the packet
and based on the algorithm configured load balancer will
select a real server IP e.g. 192.168.2.3:8000 and then
forward packets to real server as:
Source
Destination

200.100.100.101:3456
192.168.2.2:8000

Fig. 2. Load balancing and high availability topology [3]

The primary and backup load balancers monitor each
other health and in the event of primary load balancer
failure the backup load balancer becomes active and
access to the servers are maintained. There are two NIC
cards in each load balancer and packet filtering capability
is enabled to act like a gateway (router) and responsible
for the traffic entering or leaving servers network [3].
Like the simple load balancing topology all
connections are equally distributed among the servers as
well as packet for the same connection are forward to the
same server to maintain the integrity of the request
between the end user and the real server. The foremost
advantage of using this techniques of clustering is that as
the load balancers and real servers are communicating
with each other through private IP address so it
strengthened the security of our internal servers network
and hackers are unable to hack our internal servers
network because only external NIC card of the load
balancers has public IP address connected to the public
network (internet) or intranet.
IV. Network Address Translation (NAT)
In computer network technology Network address
translation means the transformation of Public IP into
private IP and vice versa. This is the simplest way to
setup load balancing in a more secure and efficient way.
With this method when the load balancer receives the
packets from the external users who are intended for
specific type of service. It rewrites the packets and
changes the destination IP address of the packets to one
of the real server (e.g. web server) IP address and then
forwards the same packets to that real server. When the
server replies then the replied packets are again sent back
to load balancer before sending to the end users and the
load balancer again change the source address of the
packets received from server to the public IP (also called
virtual IP address ) of the load balancer and send back to
the user [5].
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Now the real server replies to load balancer as:
Source
Destination

192.168.3.2:8000
172.17.50.1:80

At this stage the load balancer rewrites the public IP or
Virtual IP as source IP of packets while sending reply
back to end user as:
Source
Destination

172.17.50.1:80
200.100.100.101:3456

Fig. 3. Load Balancing via NAT [5]

As it is obvious from the above process that the end
user is unaware of the existence of multiple physical
servers and feels like that it is connected directly to the
actual servers, because the servers are hidden from the
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users. So on the basis of the aforesaid research load
balancing via Network address translation is the most
secure way of building TCP/IP load balanced clusters
V. ADVANTAGES OF NAT

A. Single Public IP
The main advantage of load balancing via NAT is that
a single public IP is required for our website or domain
name to represents the whole cluster and the real servers
use private IP addresses [8].
B. Security
NAT provides an incredible way of securing our
internal network from out side world. Because it is much
easier to protect a single point of entry than to protect
multiple points. As in Network address Translation a
single computer divides our network into inside and
outside and all the traffic, whether it is entering into our
internal network or leaving our network is passing
through this single computer. So by protecting this single
computer our whole internal network will be secure from
outside intruders. As in NAT the load balance re-writes
the reply packets from the real servers and it appears to
the end users that they all coming from load balancer.
Our internal servers are using private IP addresses so the
external users cannot find our internal real servers
because they only know about the public IP of the load
balancer and can not attack internal servers directly.
Furthermore, as we are using private IP address so system
administrator does not face IP addresses shortage problem
[8].
VI. SCHEDULING ALGORITHMS

Scheduling algorithms refers to the different types of
methods that load balancer uses to distribute incoming
connections for specific type of service among a group of
physical servers. They have been explained below in
detail.
A. Round-Robin Scheduling
If a load balancer employ Round-Robin scheduling
algorithm for distribution of incoming connections among
a group of physical servers then load balancer sends each
incoming request to the next server in its list. So if we
have a cluster of three servers (Server X, Y, and Z) then
connection 1 would go to server X, connection 2 would
go to server Y, connection 3 would go to server Z, and
connection 4 would go to server X, Hence completing the
cycling of available servers. This technique works
efficiently if we have servers having same hardware
configurations because this algorithm considers all the
servers as equals regardless of their response time [6] [7].
B. Weighted Round-Robin Scheduling
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This algorithm has been designed specifically for those
clusters having servers with different processing
capabilities. While configuring our load balancer with
this type of algorithm we assign weight, an integer value
that indicates the processing capability, of a physical
server. Servers having higher weight will receive more
connections than with lower weight. But those servers
that have equal weight will receive equal number of
incoming connections. For example we have three
servers X, Y and Z have 4, 3, 2 weights respectively. So
for this type of cluster the resulting weighted round robin
algorithm will be XXYXYZXYZ in a period. The main
flaw in this type of algorithm is that a majority of
connections having large responses may forward to the
same real server [6] [7].
A. Least-Connection Scheduling
This type of scheduling algorithm is dynamic and will
forward the new connection to the real server currently
having least number of active connections to it, for the
reason that this type of Scheduling algorithm count the
number of active connections for all the servers
dynamically and on the basis of the result decides where
to forward the new connection to efficiently perform the
load balancing among the available physical servers.
Least-connection scheduling algorithm is very effective
when the connections load vary a lot for example
databases cluster where every time the servers get users
request for retrieving large amount of data per connection
[6] [7].
VII. VIRTUAL IP ADDRESS

Virtual IP address is basically the IP of a service that
load balancer provides to users on the internet/intranet
and is aggregated to a group of IP addresses. VIP is
basically the IP of our web site (e.g. www.bradford.ac.uk
) and it can be swapped among master and backup load
balancers computers performing load balancing, if error
occurs in one. It is used as an alias (i.e. eth0:1).
We can configure multiple Virtual IP addresses for a
single load balancer related with a specific type of
service. For example for load balancing HTTP we can
use one VIP and a different VIP for load balancing FTP
(File Transfer Protocol) [9] [10].

VIII.FAILOVER USING IP ADDRESS TAKEOVER

When some error occurs in the primary load balancer
then all the services served by primary load balancer and
related virtual IP addresses transfers to backup load
balancer automatically. This process is called failover
using IP address takeover (IPAT) [11].
IX. HIGH AVAILABILITY

High availability means to configure multiple load
balancers so that in case if primary load balancer fails
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then backup load balancer becomes active and start
providing service to end users till primary load balancer
come back online. There are different types of software
packages used for the configuration of high availability
but most commonly use software package is Heart beat
which as open source software having high portability
and supports all Linux environments and to support other
operating systems like windows are in progress. Heart
beat select one load balancer as master and other as
backup and configures an interface for virtual IP address
used by the external users. Heartbeat continuously sends
messages from primary to backup and vice versa. If a
message is not received from primary load balancer then
primary load balancer is considered to have crashed and
backup load balancer takes control of all the services and
become active [12].
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X. CONCLUSION

TCP/IP load balancing is an effective way to employ
clustering of internet services which provides good
Serviceability, scalability and reliability with high
performance and availability. The future work can be
done on making TCP/IP load balancing content based in
forwarding packets to real servers so that network traffic
can be handled in a more versatile way.
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Abstract-Mobile technology began with 1G, which was
entirely analogue, and then it evolved into 2G, which
supported analogue with partial packet data (internet
access) in the form of GPRS support within GSM. GPRS
has a particular drawback in that it does not have
multimedia support and it has very slow speeds. Further
research work into 2G developed 3G which has
multimedia support and much better speeds. However,
3G has certain limitations, for instance, it is not fully IP
based, having difficulty to roam across different
networks. It is also unable to offer the high speeds
modern users expect. Researchers have developed a new
system called 4G, which will provide ultra-broadband
internet access to mobiles and will be completely IP based
and will cope with 3G limitations.
In this paper, the main focus will be to compare 4G to 3G
systems. Furthermore, the evolution of 4G from previous
mobile generation systems will be included in this report.
The main advantages and Key features of 4G will also be
described in this report. The initial stage of 4G
implementation has began in some countries but more
time is needed to fully implement 4G. Thus, challenges
facing 4G will also be a part of this article.
Keywords:,2G,GSM,GPRS,3G,4G,IP,MultimediaSupport
,and Mobile Technology.
I.

INTRODUCTION

3G which is the existing wireless system has speed up
to 2Mb/s which cannot be improved further because of
the complexity in CDMA.3G is the combination of
circuit switched and packet switched with a limited
access schemes like CDMA, WCDMA which makes
3G difficult to roam globally and across different
networks. Moreover, 3G has weak algorithms for
security which can easily be attacked. Thus, a system
for future wireless communication has modeled and
has given name 4G. 4G will cope the problems faced
by 3G.It will be completely IP Packet based so; it will
be roamed globally by using IPv6. The key techniques
that 4G will be using are OFDM, MIMO, Smart
Antenna, Software Defined Ratio (SDR) and IPv6.Pre
4G has been launched in two Scandinavian countries
Sweden and Norway in 2009 [2]. However, it could not
satisfy the target of IMT (International Mobile
Telecommunications) Advanced. Thus, full 4G is
supposed to be deployed in 2011. However, it has
some challenging problems as well such as Multimode
user Terminal, Terminal and Personal Mobility,
Security, Privacy and Billing System.
II.

EVOLUTION OF 4G

The invention of telephone was thought to be great
invention in communication field and it has named 1G
which is the basis for all the next mobile generations
.1G was totally analogue, circuit switched, and basic
voice telephony and had regional coverage. In order to
send text messages along with voice, GSM introduced
in 1991 which is digital, circuit switched and low data
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speed. It has named 2G and it uses TDMA scheme
which can connect up to 8 people at a time. It has
speed of 9.6kbps which is very low data rate. After the
invention of Internet, research started how to connect
mobile phone to internet. As a result GPRS is
introduced with the existing GSM which is based on
packet switching to connect to the internet resources
where data transfers on best effort basis. It charges per
Megabyte of the traffic sent .The problem with GPRS,
it has very low speed and very expensive as well. One
can check out his emails or view a website but there is
no room to watch a video on mobile phone while using
GPRS.EDGE introduced to enhance the performance
of GPRS which improved three times of that of
GPRS.EDGE utilizes high bandwidth efficiency, by
this it can support video applications as well, however,
it is not that much effective. In 2001, first 3G launched
in Japan [8]which is packet and circuit switched like
EDGE, supporting multimedia applications, fast data
access and global coverage. It has improved the speed
up to 2Mbit/s by using WCDMA. Because of the
complexity of WCDMA, 3G has difficulty to enhance
the speed further. Furthermore, it has some security
problems. Thus, it is needed to have such generic
system which is all IP based, support more advanced
multimedia applications, improved QoS and having
global roaming and coverage. It has named 4G.Pre 4G
has been launched in some European countries;
however, full 4G will be launched in 2011[9].
III.

THE KEY FEATURES OF 4G

As 4G is the successor of 3G, the main focus of 4G is
to remove the problems of 3G network and enhance the
QoS of the communication system and make good use
of bandwidth services. The 4G working group defines
the following key features of 4G system
1) It will be completely based on IP
network.IPv6 will be used in 4G.
2) For static users it will have speed of 1Gbps
while mobile users it will be having speed up
to 100Mbps which is much better than 3G
3) It will have variable QoS depending on
dynamic
bandwidth
allocation
and
transmission power
4) It will achieve seamless roaming .No matter
what kind of media ,communication host and
network, it will make seamless connectivity
5) It will be having unique id which will work
anywhere in the World
6) It will be much cheaper as far as
communication charge is concerned
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7) It will have good use of bandwidth because of
OFDMA technique which will use bandwidth
20 times of that of WCDMA in 3G.
8) It will be smarter network than previous
generation networks.4G will have intelligent
signal processing technology and will have
self-adaptive network.
9) It will have good coordination with existing
wireless standards.
IV. COMPARISON BETWEEN 3G AND 4G

Data speed, services, ways of transmission, access to
the Internet, the compatibility to interface with wireline network [1], QoS and security will be distinctive
factors between 3G and 4G. As far as speed is
concerned, 3G has maximum speed up to 2Mbps which
is much slower while 4G will provide at least 100
Mbps rates in full-mobility mode and 1Gbps in static
mode by using sophisticated access scheme OFDMA
which efficiently utilizes the bandwidth. It is very
difficult for 3G to roam globally and have coordination
across networks, on the other side,4G will be a global
standard that support global mobility and service
portability so that service provider will no longer be
limited by single-system . In other words, smooth
global roaming will be the necessary part of 4G.
Moreover, 3G will rely on a wide-area concept
applying circuit and packet switching for transmission
having limited access scheme, like WCDMA, CDMA
and TD-SDMA which cannot bring further
improvement in the performance. However, the 4G
system will depend on IP-based broadband which is
entirely packet switching method having transmission
seamless access convergence. It shows that 4G
incorporated all access technologies, services and
applications can unlimitedly be used through wireless
system over wire-line system using IP address.
Furthermore, 4G is considered to be having more
security and privacy than 3G.
V.

ARCHITECTURE OF 4G
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permanent location and someone will want to have
communication then it will be quite simple just using
its home IP address. Let us suppose user will move to
some other place then communication will be carried
out by using some other procedure. In that case the
calling part will send setup message to the called
party’s home agent. As the home agent will know the
care of address of the called party so, home agent will
forward the setup message to the called party and will
also forward the care of address of the user to the
calling party for future use so that they would
communicate directly with each other.

Fig. 1.Core Architecture of 4G [4]

b) Layered Architecture of 4G
The OSI layered model is shown in figure 2, for 4G
wireless system. It will have Physical interface (air
interface), Data Link, Network, Transport and
application layers. The application and transport layers
of 4G will be similar to computer networks application
and transport layers. The network layer of 4G will be
more flexible and support different networks like
Personal Networks, Hot Spots, Cellular, and to the
Distribution Networks etc. In 4G the physical layer and
the data link control layer are layer 1 and 2 of the OSI
model respectively. 4G will provide a new
transmission technique and a new error correction
technique for physical layer and data link layers.
Unlike 3G, the overhead will be shifted to access point
from end terminal.

a) Core Architecture of 4G
4G wireless system is projected to be built on an IPbased core network architecture as shown in figure 1,
for large-scale routing having more modified
AP(Access Point) that supports dynamic hand off
mechanism and Ad-Hoc routing.3G network will also
be connected with IP core network, it means that
everything has to go through IP core network. 4G AP
will be installed everywhere like in Parks, vehicles etc
which will be having specific region to cover .In 4G
mobile system, each user will be given a home agent,
which will have a permanent home IP address. When
user will go to another place it will get a new shortterm address which will be called the care-of address.
The user terminal regularly will inform the home agent
with its updated address. If the user will be at his
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Fig. 2.Layered Architecture of 4G [4]
VI. 4G KEY COMPONENTS

A. Orthogonal Frequency
(OFDMA) Scheme

Multiple

Access
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Orthogonal Frequency Multiple Access is the key
technique that will be used in 4G wireless networks
which will fully utilize the bandwidth of the channel
and there will be no inter symbol interfaces between
sub-channels due to orthogonality of sub-channels
In OFDM, at the transmitter side as shown in figure 3,
a stream of symbol binary digits are first demultiplexed
,formed sets of particular number of data and then
each set is modulated by using quadrature amplitude
modulation or phase-shift keying. Each modulated set
is then passed through FFT inverse. The real and
imaginary part of the resulted digital signal is passed
through DAC (Digital to Analogue) and the resulted
analog signals are modulated with sine and cosine
waves of frequency fc .The signals are then combined
together and are transmitted [2].

3G and Beyond

network which will be visited by the user. The third
part of the IPv6 address will be signed as a tunnel
(mobile IP address) which will be the link between
wire-line network and wireless network. This mobile
IP address will be used by an agent to establish a
channel between the cell phones and PC. The last part
of IPv6 address will be local network address for
virtual private network (VPN).
C. Multiple Input Multiple Output (MIMO)
Multiple-input and multiple-output, or MIMO, will be
the key component of 4G networks. In MIMO
multiple antennas are used at both the transmitter and
receiver to improve communication efficiency. It has
been one of the forms of intelligent antenna technology
[3].
In wireless communications, MIMO technology is one
of the best attracted attention component because of its
significant increases in data rate and link range without
any need of extra bandwidth or transmit power [10].
There are three main categories of MIMO, precoding,
spatial multiplexing or SM, and diversity coding.

Fig. 3.OFDM Transmitter [2]

At receiver side signal r(t) as shown in figure 4, is
received by the antenna, which is demodulated to
baseband by using cosine and sine waves at the carrier
frequency. The demodulated signals are then sampled
and digitized using ADCs which are given to FFT to
convert those signals back to the frequency domain.
After getting
parallel sets, each of which is then
demodulated into a binary stream? Finally, these
parallel binary streams are combined into a serial
stream s[n], which is the estimate of the original binary
stream [2].

Fig. 4.OFDM Receiver [2]

B. IPv6
IPv6 is the main addressing protocol for 4G networks
which is 128 bits address, 4 times more than IPv4
address.IPv6 will have 4 portions, each one will be 32
bits. The first part of the address will be used for home
address which will be like normal address like internet
address. The second part of IPv6 will be spared for
care of address. That is the address to identify the
School of Engineering, Design and Technology
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Multi-layer beamforming is formed in a narrow sense
at the transmitter in a wide-sense. In beamforming,
from each of the transmit antennas the same signal is
transmitted having appropriate phase, weighting such
that the signal power is maximized at the receiver input
[10]. The main advantages of beamforming are to
enhance the signal gain from constructive combining
and to minimize the multipath fading effect.
MIMO antenna configuration is required for spatial
multiplexing. In this kind of antenna, a high rate signal
is divided into larger number of lower rate streams and
each stream is emitted same frequency channel from a
different transmit antenna. Once these signals reach at
the receiver antenna having different spatial signatures,
these streams are separated by the receiver, making
parallel channels free. This technique is a very
powerful for the enhancement of channel capacity at
higher Signal to Noise Ratio (SNR) [10].
When there is no way to know about channel at the
transmitter then Diversity Coding techniques are used.
In this technique a single stream is transmitted,
however, the signal is using techniques for coding
which is called space-time coding. The signal which is
transmitted from each of the transmit antennas using
certain principles of full or near orthogonal coding
[10]. This technique is used to enhance signal diversity
D. Software Defined Radio (SDR)
A software-defined radio, or SDR, will be the key
component of 4G system. Instead of implementing
components in hardware (e.g. mixers, filters,
amplifiers, modulators/demodulators, detectors, etc.),
will be implemented in software by using personal
computer or embedded computing devices. A basic
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SDR system would have a personal computer, or other
analog-to-digital converter, added by some form of RF
front end. Significant amounts of signal processing will
be given to the general-purpose processor, instead of
special-purpose hardware. This technique will produce
a radio that can receive and transmit widely different
radio protocols completely based on software
VII. MAIN CHALLENGES FACING 4G

In order to get the preferred results for 4G, there are
some challenges 4G is facing that need to be solved.
Some of the main challenges that 4G is facing are
described below.

1) Wireless system discovery and selection: As
we know 4G will be the combination of
multiple wireless systems like GSM, GPS etc,
thus, the user terminal should be more
intelligent in order to access the most suitable
wireless system. The system could be LAN,
GPS, and GSM etc. The solution which has
been given to solve this challenge is to use
software radio approach. By using this
software the terminal will scan for the best
available network. The only thing which will
be needed is to download the software and
configure in the user terminal.

heterogeneous nature. 3G security systems are
made for particular services which does not
show flexibility for the users .However,4G
system’s main concern will be to provide
more flexibility as far as security is concerned
5)

Billing System: 3G has a very flat rate
billing system which is totally based on call
duration. Another word, a user is charged just
by a single operator for how long he uses the
service. However in 4G wireless systems, the
user will deal with different service providers
and will be using different services. In this
case, it is not difficult for the users but also for
service providers to deal with separate bills.
Thus, it is a big challenge for researchers and
operators to design such a billing system that
will provide a single bill to the user for all
kind of services he will have used.

.
2) Terminal Mobility: Terminal mobility means
to get access the user to roam across different
geographical areas that have different
technologies. Terminal mobility has two
important issues. One is location management
where the system must know the exact
location of the mobile in order to provide
service. Second important issue of terminal
mobility is handover management. Previous
mobile systems have just horizontal handover
which has to be performed; however, 4G
system will have both horizontal and vertical
handovers as shown in figure 5, need to be
performed. Horizontal handover occurs
whenever, a mobile terminal goes from one
cell to another while vertical handover occurs
when a mobile moves between two different
wireless systems.
3) Personal mobility: It is another important
issue of 4G, such kind of mobility deals with
the mobility of the user instead of user
terminals. No matter, wherever the user is and
what kind of user terminal device he is using,
he must have access to his profiles and the
messages just like we have the same profile of
computer user in a network.
4) Security and privacy: 3G networks has a lot of
security issues which need to be coped by the
4G system and some extra security measures
will be needed in 4G system because of its
-42-

Fig. 5.Horizontal and Vertical Handovers [5]
VIII.

CONCLUSION

To conclude this paper, 4G is more reliable, more
efficient, more flexible network and it brings real
changes in our life. However, the issues like security,
billing, architecture etc need to be solved in order to
make true the dreams of 4G. We hope, researchers will
overcome those challenges and 4G will launch very
soon.
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3G, 4G and Beyond
Saida Khan
School of Engineering, Design and Technology
University of Bradford
Abstract: In 2010 the ITU found the number of registered
mobile phone users had increased from 4.6 billion at the end
of 2009 to 5 billion users in a few months showing that even
with the economic recession the demand for communication
systems is not seeing any decline.
First Generation networks used analogue transmission for
providing speech services to users. 2G systems like GSM
were introduced to provide users with access to secure
speech services, SMS, voice mail and dial up internet access.
3G systems allow the use of speech and data services together
and have higher data rates compared to 1G and 2G, with
speeds of up to 14Mbit/s. 4G systems will be an all IP based
solution seeing data rates of up to 100Mbit/s – 1Gbit/s for
mobility. Even though at the moment 4G systems have not
been implemented, the race to develop a 5G mobile
communication system has begun. 5G systems will have
flatter architecture than 4G and be completely wireless with
no limitations. The paper will focus on how the limitations of
1G and 2G networks have led to the development of 3G and
4G, and looks at existing and proposed mobile systems
architectures. The review will show that wireless technology
is moving towards allowing a user to communicate with
anyone, at anytime anywhere.
Keywords: ITU, 3G, 4G, 5G, UMTS, GPRS, GSM, IPv6

I.

INTRODUCTION

Advancements in the mobile communication industry
are changing the way we live our daily lives.
“Researchers and technology leaders envision a future
immersed in wireless communication that will play a
pivotal role in realizing this Network Utopia - a world of
smart, intercommunicating everything.”[1][2] 3G, 4G and
beyond networks are already taking the first steps toward
achieving this goal.
A.
The evolution of Mobile communication systems
has been going on since the 1950s but it was at the end of
the 1970s that this area really started to see huge
development and every decade since has seen
evolutionary changes in terms of user demands and
technology development.
First Generation mobile
systems were analogue systems developed to provide
speech services to users. There were many limitations
like the incompatibility of systems that were designed to
work together. They all had different standards, and there
was usually only one operator for each country making it
impossible for users to roam within the continent.
However, while there were limitations, these
advancements were vital to the development of the basic
structure of mobile communication systems [3].
B.
2G systems were a huge success due to the
European commission recognising the need for changes
to the 1G system framework to allow for a more
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harmonised environment. It was also the progression
from analogue to digital transmission that helped in the
development of 2G systems like GSM, PDC (Personal
Digital Cellular), and PHS (Personal Handy Phone
System). GSM became extremely popular as it was user
friendly and allowed users to access secure speech
services, text messaging, voice mail and dial up internet
access. It also pushed the development of handsets that
were much more advanced in features and design. GSM
systems provided better quality services and more
importantly allowed interoperability as it had an open
standard. The system architecture can be broken down
into the network that consists of the following subnetworks:
• Radio networks
• Management network
• Mobile switching network
The sub-networks can also be known as subsystems
which are the BSS (Base Station Subsystems), SMSS
(Switching and Management Subsystem) and the OMSS
(Operation and Management subsystems). The other
component of the system architecture is the mobile
subscribers. The limitations for 2G networks were that
many different standards were still being used and so the
user was still restricted in the sense that a user could only
roam in the networks that were supported by the same
standards. The systems still had low transfer rates and the
wireless systems for 2G networks were not implemented
as efficiently as they could have been [3].
C.
2.5G systems implemented GPRS (General
Packet Radio Services) to the existing 2G networks which
meant that it allowed users to send and receive data a lot
quicker. It was predicted that in terms of data rates, if all
8 time slots were being used it could see speeds of up to
171.2 kbps and it made it possible to have services like
• ‘Always on’ which allows the user to transfer
data very quickly and also data can be
transferred while making a voice call.
• Instant Messaging
• P2P services
• MMS
EDGE (Enhanced Data Rate for GSM Evolution) was
implemented to remove some of the limitations of the
GPRS networks. It introduced data transfer rates that
were faster than GPRS. These data rates were achieved
via the implementation of an 8-PSK modulation scheme
which saw data rates go up to 500kbps. However the
School of Engineering, Design and Technology
University of Bradford

9th Research Seminar Series Workshop

3G and Beyond

limitations of 2G systems were still there and the
advancements to GSM were just beginning the evolution
towards 3G networks. [3][4]
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Figure 3: Domain Architecture

(1) The Core network can be divided into three
interactive domains
Figure 1: GSM and GPRS Architecture

II. THIRD GENERATION NETWORKS
Third Generation mobile communication systems are a
part of a family of standards referring to new access/core
networks being specified by the ITU and includes
CDMA2000 and UMTS systems.
These types of
networks have been defined under the IMT-2000
standards to allow the use of speech and data services
together and have higher data rates compared to 1G and
2G, with speeds of up to 5.8Mbits/s on uplink and
14Mbit/s on downlink. [5]
Concentrating mainly on UMTS, it is one of the 3G
technologies and has an air interface that has been based
on UTRA (UMTS Terrestrial Radio Access). It employs
WCDMA which has many advantages such as variable
transmission rates, better capacity and coverage and has
the advantages of using CDMA as the multiplexing
technique, which is spectrally efficient and has a much
more flexible transmission rate. [6]
A. UMTS NETWORK ARCHITECTURE

The Core network architecture is built on what had
already been developed for GSM and GPRS and the
function is to provide the routing and switching for user
traffic and it contains the network management functions.
As can be seen from Figure 3, there are two key areas of
the UMTS core network
• Circuit switched elements which contain the
MSC (Mobile Services Switching Centre) which deals
with circuit switched calls, the Gateway MSC which
provides the interface to other networks and the VLR
(Visitor location register) [7].
• The packet Switched elements are SGSN
(Serving GPRS Support Node) which deals things like
mobility management, Billing and Session Management
[7]
GGSN (Gateway GPRS Support Node) which is
responsible for inter-working of the UMTS PS network
and other PS networks [7].
• Elements like the HLR which is linked to the
GMSC and is responsible for storing all the user data and
information, the VLR which is responsible for storing the
data of mobile stations related to the MSC, and the AUC
and EIR which are responsible for certain aspects of
security like storing data, keys and serial numbers of
mobile terminals are shared by both CS and PS elements.
[7]
(2) UTRAN is mainly responsible for Radio
Resource Management and has a number of Radio
network subsystems

Figure 2: UMTS Architecture

The network has three interacting domains
1. Core Network
2. UTRAN (UMTS Terrestrial Radio Access
Network)
3. User Equipment
School of Engineering, Design and Technology
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and for devices that are being moved fast will have data
transfer rates of 128 Kbits/s [5].

Figure 4: Radio network subsystem architecture

2. Broader bandwidth: Allow the use of speech and
data services together and so can combine voice
telephony, IP services and offer many different services
[3][5].
3. Better Security: Compared to 2G networks the
security for 3G systems is much more advanced
especially by allowing the User Equipment to check and
authenticate the network it is trying to join [3].
4. Devices have backward compatibility with
existing networks [3].
C. APPLICATIONS

Some of the main functions of UTRAN include:
• Radio resource control: deals with the signalling
between the UTRAN and User Equipment.
• Code allocation: which the RNC is responsible
for and each cell must have a unique code to its
neighbour.
• Admission control: that again the RNC must be
able to measure the amount of interference and whether it
can allow anymore connections.
• Power Control: to ensure that interference is at a
minimum and so that capacity can be improved.
• Congestion Control: This deals with situations in
which cells have been overloaded. UTRAN also deals
with handover and in UMTS there are three types of
handover- soft, softer and hard handover [6].
(3) User Equipment is very important to the UMTS

architecture and is the main link to the user. It contains
the handset and the USIM (Universal Subscriber Identity
Module) which contains the data and the settings for the
user and also authenticates them to enter the network.
Figure 5 shows the UE functions [3][7].

Figure 5: UE Functions

B. FEATURES OF 3G NETWORKS
1. High Data Transfer Rates: Stationary devices
will have data rates of up to 2.05Mbits/s, for devices
moving slowly data rates of 384Kbits/s will be available
-46-

The advances from 2G to 3G introduced new
applications like:
•
•
•
•
•
•

Location based services
Video conferencing
Video Telephony
Global roaming facilities
Access
to
many
different
simultaneously
Email and instant messaging [3][5]

services

D. LIMITATIONS OF 3G NETWORKS
• Issues with increasing the bandwidth and data
rates to meet user demands for better services.
• Spectrum limitations and problems with
allocation
• Limitations of network architectures, like with
the voice exchange architecture still being dependent on
2G systems.
• Problems for users wanting to roam across
specific service environments in relation to using
different frequency bands.
• It is predicted that in five years as 2G users
switch to 3G networks the limited capacity of current 3G
networks will not be able to support the number of users
[8].
There are many advantages of 3G networks when
compared to the two previous generations and the
development from each generation is clear. However, in
order to keep on advancing, the limitations of 3G
networks have to be addressed and this is already pushing
the development of communication systems for 4G and
beyond.
III. FOURTH GENERATION NETWORKS
4G networks are expected to be built on existing
networks with the integration of new technology and
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wireless systems like Hiper-LAN, WLAN, and Bluetooth
to provide “a comprehensive and secure all-IP based
solution where facilities such as IP telephony, ultra-fast
broadband Internet access, gaming services and streamed
multimedia may be provided to users.” [9]
Features:
• Performance: Increased data rates of up to
100Mbps when device is moving and 1Gbps when device
is stationary with respect to the station.
• Bandwidth: 4G systems should provide flexible
channel bandwidths and also transmission speeds of
higher than 20Mbps.
• Interoperability: between all the existing and
proposed standards.
• Technology: All IP based solution that should
work seamlessly with the existing architectures and cope
with the convergence of new technologies.
• Increased spectral efficiency and high mobility.
• Increased capacity. [9]
A. NETWORK ARCHITECTURES
The network architecture for 4G networks has not yet
been defined but it is assumed that the system will be
layered as shown in figure 6. It is expected to be a
combination of the previous networks with new
technologies integrated. The networks are expected to
have four levels:
1. Personal networks
2. Local networks: can contain LANs based on
wireless technology, will have greater coverage than
personal networks and can be used in hotspots.
3. Cellular networks: will be have the existing 2G,
3G networks and also the advanced networks proposed
for 4G.
4. Satellite networks: expected to have the largest
coverage areas.
Due to the hierarchical level structure 4G devices will
have to perform not only horizontal handover but also
vertical handover [3].

Figure 7: Diagram of network architecture [12]

The possible 4G architecture above is expected to be
based on IPv6 and will adopt certain technologies like
Ethernet for wired access, Wi-Fi for wireless LAN and
WCDMA for cellular access. There is a need for seamless
handover and so mobility has to be implemented in both
the physical and network layers. During handover for
terminals it is important that the connection does not
break and the QoS levels that have been agreed are met.
The service providers should be able to monitor exactly
what is going on with the networks and what services
users are accessing. Other functions that the network
should carry out are to be able to support the mobility of
terminals and the different technologies, monitor traffic
levels and keep them at the agreed levels, support
interoperability and implement confidentiality.
The two main features of the architecture are the user
and the network operator. The major parts of the
architecture are the mobile terminals, the access router,
the wireless gateway, the AAAC system (authentication,
authorisation, accounting and changing) and the QoS
broker [3].
B. TECHNOLOGIES TO SUPPORT 4G
This section takes a brief look at some of the techniques
that could be implemented by 4G networks

Figure 6: Potential structure for 4G networks

A. 4G ARCHITECTURE
School of Engineering, Design and Technology
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• OFDM: Wideband OFDM is the most likely to
be implemented by 4G networks as it has many
advantages over other multiple access schemes. OFDM
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is much more robust than other techniques and this is
very important for high speed data transmission. OFDM
can be combined with techniques like CDMA to be able
to overcome frequency selective fading.
• MIMO systems: is one of the most important
parts of the 4G system architecture. This is because as
wireless technologies develop, the need for higher data
rates increases and MIMO systems are considered to be
an important breakthrough for solving this issue. The
advantages are they can turn multipath propagation into
something useful for the user and take issues like random
fading to actually multiply transfer rates.
• All IP based networks: have the advantages of
making wireless networks much more cost effective and
robust. “With IP being a common network layer protocol,
an IP based mobile device could roam between different
wireless systems.”[3] IPv6 will be the core protocol for
this generation and has many advantages like being more
flexible for mobility and has a better address space and
QoS [3].
• Smart antennas and SDR (software defined
radio) which is a form of open wireless architecture. To
achieve the goal of 4G networks to be wireless
implementing SDR technology is important [9].
C. 4G APPLICATIONS
• Virtual presence: ‘always on’ connections so
users are always up to date
• Tele-Medicine: “will support remote health
monitoring for patients”
• Crisis management: natural disasters disrupt
communication infrastructure, 4G networks could be up
and running again in a few hours if this should ever
happen instead of the days or weeks it would take to
restore previous networks.
• Education: opportunities for users to keep on
learning over the internet [9].

This paper an overview of the first, second and third
generations have been presented and also what is to be
expected of 4G and 5G networks. The paper has
presented a basic look at the network architectures of 2G,
3G and a proposed architecture for 4G and what is to be
expected in terms of features and applications for all the
mobile communication networks.
1G and 2G systems were strictly speech service
networks with 2G introducing mobility with GSM
cellular services. 2.5G networks such as GPRS and
EDGE added data services and 3G extended this by
boosting data rates and creating a more homogenous
network in terms of standards. Even though we are a
number of years away from the release of 4G and 5G this
paper
reviews
the
continuing
advance
of
telecommunications that is showing no signs of slowing
down.
These advancements are essential because the
continuously growing user demands mean that ever more
sophisticated networks must be developed, standardized
and deployed.
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4G Mobile Terminal Architecture
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Abstract- Much work and research has been done on 4G
mobile system with less insight in terminal architecture.
This paper reviews terminal architecture with insight into
critical areas that will enhance performance of 4G system as
a whole. Further investigation into new technology that is
available for adoption in terminal design to ensure the all
new multimedia experience and seamless connection to
networks and interfaces; talking about technology that will
improve audio and video clarity, over the air firmware
upgrade, service detection and switching mode, runtime
environment experience by using a unified system and
platform that will give users complete control.
The
conclusion part gives a summary of the key areas that will
define a true 4G experience.
Keywords: 3G, 4G, Software Defined radio (SDR),
Middleware, ARM, multimodality, GSM, HSCSD,
WCDMA, WIMAX, API, and IP.

I. INTRODUCTION
The introduction of Global System for Mobile
communication (GSM) in the early 90`s took Information
and Communication Technology (ICT) to a level where
people began to see the possibility of making the world a
global village, voice communication in real time at
relatively cheaper rate when compared with fixed
telephony system was made possible. Since then, the
need for faster data rate and additional services has
always been the driving force behind technological
advancement in this industry. The possibility of having a
standard mobile communications system that will give
users seamless connection for voice, data and multimedia
is being explored continuously. Since the introduction of
GSM, we have seen a lot of attempt to improve on the
existing system by introduction of supplementary services
such as MMS, Video calls, conference calls and
international roaming [1]. Repeating the success of
second generation (2G) GSM has been almost impossible
to achieve by successive generations due to inability to
impact technological change that is widely accepted like
that 2G achieved.
4G system uses IP as a common protocol which will
ensure seamless connection and faster data rate to support
full multimedia services and interoperate with 3G and 2G
networks. What this means is that we are set to see a
revolutionary change in communication services and how
we go about our daily activities. We can envision a world
where a mobile terminal will be a truly indispensable
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possession for everyone and anyone. In order for this to
be reality, a review of both network and terminal
technology has to be done. The mobile terminal
architecture would be more flexible in terms of operation
and functionality to allow a seamless connection in a
diverse radio front end and applications.
The rest of this paper is organised as follows:
Section II is focused on brief history of GSM mobile
communication; Section III looks into mobile terminal
software and design architecture; Section IV- draws
conclusions and summary.
II. HISTORY AND EVOLUTION OF G.S.M
A. First Generation (1G).
In 1971, Autoradiopuhelin (ARP) became available as
the first commercial mobile phone launched in Finland,
this was referred to as Zero generation (0G) cellular
system posthumously. In 1973, Dr. Martin Cooper made
a mobile call using Motorola Dynatac 800X [2], although
approval from U.S federal Communications Commission
(FCC) was not given until 1983, which marked the
introduction of 1G mobile communication and offered
only voice service.
B. Second Generation (2G).
In July 1991 in Helsinki- Finland, the first GSM call
was made by Radiolinja [3]. This generation introduced
digital signal processing to replace analogue technique
previously used by preceding generations. Subscriber
Identity Module (SIM) was also incorporated into the
system [4]. 2G offered 9.6Kb/S using more efficient
modulation technique and multiple access scheme known
as Time Division multiple Access scheme (TDMA)
which allowed spectrum to be shared into 8 time slots [5].
C. 2.5G.
This is mainly an extension of 2G by introducing data
services and packet switching methods such as GPRS and
Enhance Data Rate for G.S.M Evolution (EDGE),
internet service was also introduced. Increase in capacity
was achieved by deploying several time slots called High
speed circuit switched Data (HSCSD).
D. Third Generation (3G):
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Fig.1.Generalized SDR Functional Architecture

The first 3G network was launched in 2001 in Japan
and provided multimedia trans-media rate of up to
144Kb/S at vehicular speed and 2Mb/S for indoor
environment using CDMA2000 and WCDMA standards.
It was quick to spread across Europe, America and Asia
with estimated 60 networks in 25 countries across the
globe [6]. The 3G partnership project (3GPP) which is
the standardisation body tried to incorporate Multimedia
Broadcast and Multicast Service (MBMS) which was
unsuccessful because of difficulty in access technology.
3G also introduced vertical handover by coupling with
Wireless Local Area Network (WLAN) which means the
service was dedicated to such areas only; this is one of the
limitations of 3G. Limitations associated with 3G system
such as multiple standards made international roaming
difficult; the data rate was also of concern as it was
impossible to experience true multimedia service at
144Kb/S.
E. Fourth Generation (4G).
This is the next generation, though some belief it is
here already but that is not the focus of this paper. 4G is
simply a generation of seamless integration of network or
simply put as network of networks. A generation of
seamless connection to networks via different interfaces,
this generation will also see a paradigm shift in mobile
terminal architecture as well as applications. Below is a
brief description of the top-down architecture of 4G
system:
i). A User Centric System: This basically describes a
technology that is user centred which is important for
global acceptance and adoption. 4G is designed to be user
friendly which will support fast data rate and multimedia
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service, allowing runtime applications that will suit
specific and every user using varying types of terminals
and network.
ii). Heterogeneous system: 4G will bring all existing
networks under same umbrella, therefore integrating a
seamless connection of terminals. 4G security will be
based on IPv6 which will be light as well as
reconfigurable [7]. 4G is set to be a full IP based system
that will allow global addressing that is necessary for
seamless interconnectivity as the user transverse different
networks. With IPv6 the systems security is going to be
composite and large addressing space will improve QoS
and mobility.
iii). Software Defined Radio (SDR): The IEEE and
Wireless Innovation Forum (WIF) define SDR as: “Radio
in which some or all the physical layer functions are
software defined"[8]. This means components that are
usually implemented using hardwares such as filters and
mixers will be designed to be software based. This will
improve the latency and allow system reconfiguration and
upgrade over the air, this is necessary for seamless
interconnectivity as the user transverse different
networks; this obviously translates to software
complexity. SDR allows an open architecture which
ensures flexibility that is good for radio equipment
manufacturers and radio service providers, since it gives
room for a common architectural platform that will
reduce development and maintenance cost. Over-the-air
remote programming will be available through SDR; this
will allow software upgrade to be done via the radio
interface.
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Table 1. Evolution of Mobile Communication.

Features

Date
1985

Generations

1G
1991

Frequency
Range

Access scheme

Data
Rate

Service
Type

Standard

ANALOGUE

400mhz -800mhz

FDMA

2.4Kb/s -3Kb/S

VOICE

AMPS, TACS, NMT

TDMA
CDMA

9.6Kb/S -14.4Kb/S

VOICE,
SMS

GSM, TDMA

800-900mhz
AND
1800-1900mhz

171Kb/S - 384Kb/S

VOICE, SMS, DATA.

GPRS, HSCSD,
EDGE

1900-1920mhz, and
2010-2025 Mhz

W-CDMA

2Mb/s -5Mb/s

VOICE, SMS, DATA,
MULTIMEDIA

IMT-2000,
UMTS, CDMA-2000

MC-CDMA
and OFDM

100Mb/S – 1Gb/S

VOICE, SMS, DATA,
MULTIMEDIA

OFDM, MC-CDMA,
SC-CDMA,

DIGITAL/
CIRCUIT SWITCHED

2G
1995

DIGITAL/ PACKET
SWITCHED

2002

CIRCUIT/ PACKET
SWITCHED

2010

PACKET SWITCHED/
IPV6

2.5G

3G

Transmission
Mode

4G

2 - 8 Ghz

software are namely: Application, middleware, Runtime
Environment and the Operating System kernel (OS).
(i) Operating system kernel: This is the software that
brings all the hardwares incorporated into the terminal
alive, the OS is responsible for managing, conducting and
running all the applications on the terminal. All other
components in the stack depend on the kernel to function.
(ii) The runtime environment: this refers to the process
of running applications in an intermediate language which
is interpreted and compiled before execution. This
process ensures that applications that may be malicious or
corrupted does not crash the system and also helps to
keep the application heterogeneous. Major examples are
Sun`s JUM and Microsoft`s .NET.
Fig.2. Data transmission rate for mobile evolution

III. TERMINAL SOFTWARE AND HARDWARE
ARCHITECUTRES.

Mobile terminal functionality increased greatly in the
last decade. In the beginning was just voice and then
came SMS, internet access, camera, GPS (Global
positioning System) e.t.c [9]. The evolution as well as
the proliferation of wireless networks made the
emergence of 4G systems a reality. In this section,
insights into the software and hardware architectures are
presented.

(iii) Middlewares: This software interconnects multiple
applications together in the terminal which allows
different applications work simultaneously to improve
performance. The middleware also helps to bridge
different OS together.
(iv). Application: This is the interactive platform the
user interacts with. Such applications can connect via the
middleware to the OS or directly.

A. Software architecture.
In figure 3, the generic terminal platform that is shared
by most terminal manufacturers and software designers is
shown. The basic blocks of components that make the
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Fig.3. Mobile Terminal Generic Platform Block
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Table 2. Evolution of software platform.
1G/2G

2.5G/3G

4G

Security

SIM

Vpn, advanced coding
technique, sim.

Hardware security enable and
software security.

Operating
System

Hardware
Configured

Runtime upgradable,
configurable and adaptable.

Runtime
Environment
Middleware

Non

Defined Operating
System, Memory
Management, Graphic
Library And Real time
Communications.
Safe User-User Level
Applications Supported.
User Information
Management And
Messaging.

Non

Faster for real time and
memory efficiency.
Distributed, runtime
configurable and upgradable

(v). Terminal software evolution- A timeline based on
software basic blocks and security for 1G, 2G, 2.5G, 3G
and 4G describes how each generation tries to improve on
the limitation of previous generations. 1G and 2G basic
functionality was voice calls and the major difference
between them was transition from analogue to digital
networks. The two generations had no distinct software
component running to support general applications as
offered by successive generations, the OS was hardware
coupled. This means additional applications could not be
installed by users and the only means of security was
provided by the use of Subscriber Identity module (SIM).
2.5G and 3G made use of O.S kernel, runtime
environment, middlewares and various other applications
that allowed more flexible and increased functionality.
Data communication increased substantially because of
the increase in data-rate due to improved system speed
and performance. Proliferation of the networks added to
the QoS and allowed service providers and equipment
manufacturers to be focused on common platforms and
increased application developers was seen to develop
applications that can be used in a heterogeneous system.
Statistics shows that e-mailing was done more via mobile
phones in Japan during this generation [9]. 4G system is
a more data oriented and will provide this more
efficiently with consideration on power management and
improved security too. Upgrading and configuring OS
and applications via the network will be supported.
Security will be delivered with the use of both hardwares
and softwares to prevent impersonation and protection of
user data.
Software platforms: The operating system is the
middleware that links the hardware and the software
together in the terminal. It also determines how
applications run and how the graphics are displayed. The
major platforms that are out there are the Symbian/S60,
Palm OS, Windows mobile, Qualcomm BREW and a
relatively new comer is the Linux based Google Android.
Apart from the BREW, the other platforms employ the
software architecture in fig.3. Smartphones using
Symbian OS accounts for about 50% of the global mobile
phone market as shown in fig.4. Symbian OS have
features such as Java support, wireless connections
Bluetooth and over the air update. Palm OS provides
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similar features also with additional features like PC
synchronisation but it is popular with PDA’s. Windows
mobile provides advanced power management, hard realtime kernel and open communication platform. Windows
has the advantage of easy adaptation with applications
from Windows desktop and easy synchronisation of
calendar and contacts.
Coding is another area that is paramount in designing a
true 4G terminal; coding techniques in mobile terminals
have come a long way in the last ten years. 4G will
provide a higher bandwidth compared to that of 3G,
which means the coding technique should be improved to
guarantee smooth and seamless connectivity in a
heterogeneous network. A unified coding scheme for both
audio and video is desired to support true multimedia
experience.
Another crucial area is the audio quality of the
terminal as a result of the size of the speakers, need for
advanced technology to produce the effect of 3D
telepresence for conferencing and VPN is highly
necessary [9].
(B) Hardware architecture.
Today’s mobile devices are mostly based on ARM chip
design [10], Intel’s X86 is a new design that is gradually
gaining its share of the market. In this section we look
into these two main architectural designs with insights
into how other interfaces are added.
(I) Arm architecture: The basic requirement for mobile
terminal was for voice service only as shown in fig.5. In
this design, the chipset is the ARM7 with Reduced
Instruction Set Computer (RISC) at 52MHz clock speed.
Recent design is more complicated than this, the use of
advanced architecture to deliver as many functions as
possible for multimedia applications with balance in
performance and power consumption. Fig.6 shows a
multimedia enabled chipset in combination with ARM7;
this particular one is the OMAP 2XX and 34XX by Texas
instrument and it is based on ARM CORTEX or ARM11
(ARM11 is used by 95% of today’s Smartphones [11]).
This presents a clock rate of 220MHz to 550MHz which
is a tremendous improvement compared to the prior
models. In today’s terminal, the use of applications for
data and multimedia services is as important as any other
service offered which means an all round improvement of
the terminal is essential. These multimedia applications
are usually graphics intensive but with the use of graphics
accelerator unit such as that shown in fig.6, it is made
faster since all graphics related processes are done by this
unit which allows the processor deal with only the Logic
related actions.

Fig.4. market chart of terminal software platforms
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market since equipment manufacturers will be reluctant to
produce terminals for specific market. On the other hand
current development in this area such as DVB-H in
Europe and DMB in Korea has been a success. Mobile
TV broadcasting is done via part of the cell capacity or as
an independent system.

Fig.5 block diagram f a voice-centric terminal design.

On the left side of this diagram is the all important
network interfaces to ensure seamless connectivity at all
times with 2G, 3G, WI FI, Bluetooth and GPS systems.
This also makes sure that the radio front end of the
architecture is independent of the network at various
frequencies. The Bluetooth and WI FI are deployed in
the same modem which makes them share same antenna
as they both use the 2.4GHz frequency band [12]. The
GPS is an interface that is crucial in today’s terminal
because of the services such as Geotagging. This is
basically tagging pictures or videos to a specific location
for identification via the internet.

Fig.6. A multimedia enhanced mobile chipset.

(II) X86 Architecture: This chipset is produced by Intel
which is new in the market therefore devices using this
design are few compared with ARM. In fig.7, it can be
seen that the architecture is based on three chips. The
Intel X86 which is the main chip is either the A100 or
A110, they are clocked at 400MHz and 600MHz [13].
This design also makes use of a dedicated graphics and
memory controller chip which is integrated via 400MHz
Bus. The TV out and video output for an external
presentation purpose is also applicable. The third chipset
is the input/output controller chip to link all other
peripheral such as camera, touch screen and display to the
processor and the graphics controller.
(III) Additional Functionalities: possibilities of using a
mobile phone for identification purpose and ticket
purchase is already being explored by some
manufacturers such as Sony’s FeliCa used in Japan [14].
This technology allows an RFID chipset embedded in the
mobile phone to be accessed by run time applications,
this technology has enormous security applications.
Other services like mobile TV is also a key area but
suffers from issue of different standards for different
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Fig.7: X86 Architecture.
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IV. CONCLUSION

[5]

From the hardware to the software characteristics of
the 4G terminal reviewed in this paper shows that the
terminal is more involved in technology that will enhance
speed, multimodality, user oriented applications and more
security. All this converges to give 4G system the much
anticipated revolution in mobile communication. So far,
this paper addressed only the hardware and software
based design. One other important feature is the physical
design of the terminal, we anticipate a very diverse design
and looks that will add aesthetic value to satisfy the style
and taste of the user. We are looking at seeing terminals
in the form of pen, wrist watches and card-size terminals.

[6]
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A Detailed Overview and Study of Multiple Antenna Techniques for Wireless
Communications
Shahid Ali
School of Engineering, Design & Technology
University of Bradford
Bradford, West Yorkshire BD7 1DP
Abstract---Academically and industrially, multiple antennas
for wireless communications have proved itself to be of great
importance. We can have multiplexing gain, diversity gain
or an antenna gain with multiple antennas which leads to an
improved performance in terms of bit rate, error
performance and signal to noise ratio. Multiple Antennas
are also called MIMO (multiple input multiple output) and
they have evolved very rapidly with a huge amount of
publications every year.
Until now many papers and a lot of research has been done
on the performance elements of MIMO systems and the
practical concepts of the Transceivers. The focus of this
paper is to provide an in-depth insight in to this interesting
research field. The research efforts till now is organised and
main area of interest are spatial diversity techniques and
spatial multiplexing. All the elements and aspects which
influence the performance of multiple antennas systems are
analysed. Other topics that are evaluated are channel
coding, transceiver structures, MIMO techniques for
channels with frequency selective fading, differential and
non coherent schemes, and cooperative diversity schemes,
beam forming techniques, diversity reception and space time
coding techniques.
Keywords: Wireless communications, multiple antennas,
transceiver, diversity techniques.

one of the most significant technological breakthrough to
improve the network performance, capacity, error rates
and also to increase the data rates through multi-stream
transmission. MIMO will play a major role in many
future wireless communications systems.
1: MULTIPLE ANTENNAS (MIMO)

Multiple antennas (also known as Multiple-Input Multiple-Output (MIMO)) use multiple antennas at both
sides of the radio link (i-e transmitter and
receiver).Multiple antennas can be used to obtain
diversity gain, array gain and multiplexing gain.
MIMO works in two general modes. (a) Spatial diversity,
where the same information stream is encoded in multiple
antennas thus improving the reliability of the channel and
introducing redundancy. (b) Spatial multiplexing, where
the information stream is processed in different antennas
thus resulting in better spectral utilization[3].The IEEE
802.11n wireless standard uses the MIMO system to
increase the speed to 100Mbps and more, which is double
the speed of 802.11a and 802.11g wireless standards. A
multiple antenna system is shown in figure 1.

INTRODUCTION

Traditionally wireless applications were only used for
voice and applications like data or video streaming which
require high data rates were only used in wire line
communication. But in recent years these high data rate
demanding applications have been shifted to the wireless
domain leading to the convergence of digital
communication network and internet. An example can be
mentioned of cell phones which can be connected to
internet any time and can be used to send data. To
accomplish a certain level of quality of service two things
are very important; high data rates and good error
performance. When there is fixed bandwidth there is
always a trade off between these two factors. The reason
is the disruptive characteristics of a wireless channel;
multipath effects and fading.
Conventional single antenna systems have got an optimal
communication performance and employ channel coding
to overcome multipath effects and fading.
The fast growing demand of wireless communication,
data rates and importance of bandwidth has now made it
important to deal the antenna part of the communication
system in an effective way. By employing multiple
antennas instead of as single antenna we can exploit the
spatial domain that was unused previously. Multiple
antennas have been proved to be a very good way to
increase the data rates with very less error probability and
also reducing co-channel interference.
In modern communication systems, the recently emerged
technology multiple antennas system (MIMO) system is
School of Engineering, Design and Technology
University of Bradford

Figure 1: Multiple antennas (MIMO) system
2: DIFFERENT ASPECTS RELATING TO MIMO

2-a: Array Gain
Array gain is defined as the average increase in the SNR
and depends on the number of transmit and receive
antennas. Transmit/Receive array gain needs channel
information in the transmitter and receiver respectively.
Channel information is typically available in the receiver
whereas the channel state information in the transmitter is
more difficult to maintain in general [1], [4].
2-b: Diversity Gain
Diversity is a powerful technique to reduce fading effect
in wireless communications. Diversity gain is defined as
the reduction in the probability of error due to multiple
independent paths produced between the transmitter and
receiver. In other words if there are M transmits, N
receive antennas, the order of diversity is M.N. There is
no diversity gain if the medium is line of sight channel
[4].
2-c: Multiplexing Gain
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Multiplexing gain is defined as the increase in the data
rate; since independent data streams are send through
independent paths between multiple transmitters and
multiple receivers. In other words if there are M (>1)
transmit antennas and N (>1) receive antennas, the
increase in the data rate is min (M, N)-fold [4].
2-d: Channel Coding
Channel coding techniques are usually required to
guarantee error performance for spatial multiplexing
schemes. Most spatial multiplexing schemes use a
channel coding that consist of one dimensional encoders
and decoders working only in the time domain. Three
different types of one dimensional channel coding scheme
can be used in conjunction with spatial multiplexing:
Horizontal coding, vertical coding or a combination of
both (Diagonal coding). In Horizontal coding the bit
stream to be transmitted is first demultiplexed into
separate data streams. Each stream is encoded and then
transmitted from the corresponding antennas. All code
bits associated with certain information bits are
transmitted over the same antenna. At the receiver the
data streams can be decoded to get the original
information data. In the case of vertical coding the bit
streams are first coded after that it is demultiplexed into
data streams. The demultiplexed coded data streams are
spread among the individual transmit antennas. Vertical
coding needs joint decoding of the data streams, which
increase the complexity of the receiver. A Diagonal
coding is the combination of the horizontal coding and
Vertical coding [1].

2-e: Cooperative diversity
Cooperative diversity is an antenna diversity technique
that is obtained using signal relaying nodes. The relay
node transmits the signal to the destination node received
from the source node. The destination node receives two
non-independent signals from the source and relay nodes.
The destination node decodes the information using the
combination of both the direct signal coming from the
source and the relayed signal. In conventional systems the
receiver decodes the information based on the direct
signal. For simplicity we consider the system with three
nodes which are source, relay, and destination nodes. The
relay node receives the signal from the source and
transmits it to the destination node [11].
2-f: Frequency Selective Fading
In wireless communication systems the transmitted signal
propagates through several different paths from the
transmitter to the receiver. The phenomenon of
Frequency selective fading refers to a scenario where the
radio waves reflect from different surfaces and
surroundings. Every signal goes through different delay
and spread and due to this reason different parts of a
signal which is transmitted are affected differently [12].

Figure 2: MIMO state of the art
3: MIMO SIGNAL AND SYSTEM

A general MIMO system is shown in figure 2, which
consists of ‘M’ transmit antennas, ‘N’ receive antennas
and a MIMO wireless channel. Each antenna receives not
only the direct components intended for it but also
receives the indirect components intended for other
antennas. MIMO system multiply the signals of a
conventional single antenna (Single-Input-Single-Output
(SISO)) with the multiple antennas thus making many
copies of the transmitted signal at the receiver and at the
same time increasing the capacity gain by a factor of the
number of antennas [5].
Consider the transmit antenna ‘M’ transmits the multiple
streams of information through multiple transmit
antennas. The information streams goes through a matrix
channel, which consists of M.N distinct paths between the
transmitter and receiver. The receiver, receives the
multiple information streams by multiple receive
antennas and decodes the received information streams
into the original data. An expression for the MIMO
system is
Y = Hx + n
Where Y and x represents the receive and transmit signal
vectors respectively, n is the additive Gaussian noise that
is produced by the channel and the receive antenna. H is
the channel matrix.
The transmitted signal is reflected by the obstacles in the
MIMO channel which enable the system to exploit the
multiple propagation paths between the transmitter and
receiver to increase the system capacity and performance.
Introducing the subcarrier maximal receive combiner
boost the system performance at the receiver because it
combines the signals from multiple antennas in such a
way that it increase the signal strength [5].
4: CHANNEL CAPACITY OF MIMO

A very important factor for the profitability of a wireless
networks is its capacity. MIMO system provides high
capacity by using multiple antennas at both the
transmitter and receiver end of the radio link. Multiple
antennas are used to improve the capacity over SISO
system when operated in multi-path environment. MIMO
system capacity is measured in bits per second per hertz
and is bounded by Shannon Hartley capacity. But it has
become apparent that MIMO system can exceed the
Shannon Hartley limit of SISO depending on the channel
properties and the number of antennas [5].
5: Functions of MIMO

5-a: Pre-coding
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Pre-coding is generalized to allow multi-layer
transmission in MIMO systems.
As conventional
beamforming considers as linear single layer pre-coding,
increasing the signal power at the output of the receiver
by emitting the same signal from each of the transmit
antennas with suitable weighting. When multiple
antennas are used at the receiver, the signal level is not
maximized simultaneously at all of the multiple receive
antennas, so in that case pre-coding is used for multilayer beamforming to increase the throughput
performance of a multiple receive antennas. In pre-coding
the transmit antennas transmit the multiple streams with
independent and suitable weighting per each antenna such
that higher link throughput is obtained at the receiver
output [7].
5-b: Spatial multiplexing
Spatial multiplexing uses multiple antennas at both sides
of the transmitter and receiver. In spatial multiplexing a
signal with higher rate is split into multiple lower rate
streams, each stream is transmitted independently through
separate transmit antennas in the same frequency channel.
If the transmitted signals reach the receive antenna with
adequately different spatial signatures, the streams are
separated by the receiver, generating parallel channels
free. At higher signal-to-noise-ratio (SNR) spatial
multiplexing is used to increase the channel capacity. The
less number of transmitter or receiver antennas can limit
the maximum number of spatial streams [6].
5-c: Spatial Diversity
The purpose of spatial diversity is to make the
transmission faster. It is not used to increase the data rate.
Spatial diversity uses redundant data on multiple paths.
Spatial diversity is divided into two groups ; Receive
(Rx) Diversity (SIMO) and Transmit (Tx) Diversity
(MISO) [13].
5-c:(i) Receive (Rx) Diversity
In receive diversity more antennas are used on the
receiver side than on the transmitter side. Figure 3 shows
one transmit antenna and two receive antennas (SIMO
1X2).

Figu
re 3: SIMO antenna configuration

This configuration is very easy to implement because it
does not need special coding methods. Receive diversity
only needs two RF paths for the receiver.
5-c:(ii) Transmit (Tx) Diversity
In transmit diversity more antennas are used on the
transmitter side than on the receiver side. Figure 4 shows
two transmit antennas and one receive antenna (MISO
2x1).

Figure 4: MISO antenna configuration

Transmit diversity is used to reduce the effect of fading.
In transmit diversity the same information is transmitted
from two different antennas. Data from the second
antenna is encoded differently to differentiate it from the
first antenna. This can be done to able the user equipment
on the receiver side to identify that the information is
coming from the different locations and properly decode
it. Space-time coding is used to create redundant signals
[10].
6: Space Time Code (STC)

Space Time Code (STC) is techniques used to improve
the reliability of data transmission over multiple transmit
antennas in wireless communication systems. STC rely
on multiple redundant copies of information stream
transmitted to the receiver. Multiple copies will send that
at least some of the copies may not be altered during the
transmission between the transmitter and receiver to
allow reliable decoding.
STC can be divided into two main types
 Space Time Trellis Codes (STTCs)
 Space Time Block Codes (STBCs)
6-a: Space Time Trellis Codes (STTCs)
Space Time Trellis Codes (STTCs) transmits multiple
redundant copies of trellis code distributed over time slots
and multiple antennas. On the receiving side the receiver
use these multiple copies of data to reconstruct the
original data. STTCs provide both diversity gain and
coding gain.
6-b: Space Time Block Codes (STBCs)
Space Time Block Codes (STBCs) act on a block of data
at once. STBC is based on trellis codes. STBCs are less
complex in implementation than STTCs. STBCs provide
diversity gain.
Space Time Code (STC) is further divided into three parts
on the basis of whether the receiver is aware of the
channel state information impairments:
6-A: Coherent STC
In coherent STC, the receiver knows the channel side
information through some form of estimation.
6-B: Non-coherent STC
In non-coherent STC the receiver does not know the
channel side information but knows the channel statistics.
6-C: Differential Space Time Code
In differential space time coding neither the channel state
information nor the statistics of the channel are available.
7: SMART ANTENNA

A smart antenna have several antenna elements having
smart signal processing algorithms which is used to find
School of Engineering, Design and Technology
University of Bradford
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the signatures of spatial signal such as the direction of
arrival of the signal and used it to determine
beamforming, to follow and place the antenna beam on
the target [8].
7-a: Functions of Smart Antenna
The two main functions of smart antennas are
 Direction of Arrival (DoA) estimation
 Beamforming
7-a(i): Direction of Arrival (DoA) estimation
MUSIC (Multiple Signal Classification) is a technique
used by the smart antennas to estimate the DoA of the
signal.
7-a(ii): Beamforming
Beamforming is a signal processing technique used in
sensor arrays for the transmission or reception of signal in
the desired direction while nulling the interfering signal.
Beamforming can be applied in all antenna array system
as well as in MIMO systems. Beamforming can be used
for both sound and radio waves. It has applications in
wireless communications system, radar, biomedicine,
speech etc [9].
7-b: Types of Smart Antenna
The two main types of smart antennas are
 Switched beam smart antennas – With a finite
number of fixed predefined patterns.
 Adaptive array smart antennas – With an infinite
number of patterns adjusted to the situation in
real time.

Fig 5: switched beam pattern

Figure 6: Adaptive array pattern
8: MIMO APPLICATIONS
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MIMO can reliably connect devices in home,
such as computer networking devices, cabled
video devices, phone lines, music, storage
devices etc.
The IEEE 802.16e standard and the IEEE
802.11n standard also use MIMO system.
MIMO is used in mobile radio telephone
standard such as 3GPP and 3GPP2 standard.
3GPP High Speed Packet Access Plus (HSPA+)



and Long Term Evolution (LTE) standard use
MIMO.
MIMO can use in RFID. It increase read
reliability using space diversity. It also increase
read range and read throughput.

CONCLUSION:

This paper presents a review of multiple antenna
techniques (MIMO) for wireless communication. MIMO
techniques have been part of research since many years
but recently it has been practically introduced in to the
industry. In this paper in-depth insight has been given
about the MIMO technique. Different aspects of MIMO
technology and its areas like spatial diversity, spatial
multiplexing and smart Antennas are discussed. The
factors which influence the MIMO techniques are also
elaborated.
MIMO technology has proved to be a very effective
technique to increase cell throughput and coverage.
MIMO technique, while obeying the Shannon law, still
increases the capacity of a channel. Spectral bandwidth is
nowadays becoming very precious and MIMO is a
technique which is using it very effectively. This property
is making MIMO one of the important techniques
employed now days. Channel capacity can be increased
with increasing the number of antennas.
The spatial domain is very large and in the future more
effective algorithms and techniques for MIMO
technology are expected. Though MIMO has been the
subject of many papers but still it is a burning topic for
the researchers and will continue to be.
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RFID and its Useful Applications in Today’s World
Y. Ma
School of Engineering, Design and Technology
ABSTRACT: Radio frequency identification or (RFID) is
the automatic identification system which is used in different
industries. It has become the backbone of the Wireless
World. This technology emerged from existing technologies
of bar codes and Auto-ID.
RFID consists of antenna (tags) and reader but its system
comprises computer, network, internet and software to

The application of RFID is vast and enormous;
however in this paper

some application shall be

considered and examined with a view of determining its
useful application now and in the future. Such application
includes object tracking, access control for human and
vehicles,

manufacturing

automation,

logistics

and

distribution, retails and maintenance [6].

provide complete solution. RFID tags are designed to work

II.

in different frequencies and power levels. It should also be

ARCHITECTURE OF RFID

RFID can be defined as a system that is used in

considered that this technology has many rapidly growing
opportunities in various fields.

transmitting the identity of a system or object wireless by

This paper will examine an RFID system, its architecture,

the aid of radio waves. In a nutshell it can be termed

the different types of RFID tags such as active-tag and

contact – less transmission. The main architecture of

passive-tag used in today’s world, its useful application in

RFID system consist of the following under listed

item instance and class identification, location application,

components

transfer of further data to the RFID tag, advantages and



Tags

limitations of the RFID technology. A few standards and



Readers

regulations which are being used by RFID will be mentioned



Host computer.

in this paper alongside the problems associated with RFID,
its controversies and issues which the technology is facing.
In conclusion this paper will state that RFID technology

A.

Tag
Tags called the a transponder or smart label is a device

mainly used in enterprises for complex supply chain.

that functions like a radio for the transmission and

Keywords: RFID, Tag, Frequency, Applications.

reception of data and information and it comprises of
microchip which is attached typically on objects[2]. The

I.

RFID tags is divided into two broad categorizes

INTRODUCTION

Radio Frequency Identification tagged RFID has

•

Active Tag

evolved over the past decades but its significance and

•

Passive Tag

applications are prominent as seen in today’s technology.
It is an example of the many technologies tagged as the
automatic identification, bar-code, voice recognition
optical

character

recognition, smart

cards,

and

biometry[1]. This technology gathers information using
electromagnetic waves or inductive coupling without
contact or seeing the data conveyed using a data carrier[3]
[4]. Antenna is attached with that carrier. The microchips
and the antenna are together termed the transponder
where the antenna allows the transmission of information

Fig. 1. Diagram of simple active tags [4].

to the reader with varying distances and subsequently
forward to the host computer [5].
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This type can be re programmed and are more
expensive as compared with the read only memory and
thus enables a wider application.
C.

Readers
The reader which is used basically for the transmission

and reception of RF data’s from the tag and it consist of
Fig. 2. Diagram of passive tags [4].

one or more antennas which are responsible for carrying
out this function. It is otherwise called the interrogator

The active RFID tags involve the use of power. They

[3].

are said to be battery powered and can broadcast over a
larger range of distance as result of the power boost from

Readers can also be classified as follows:

the battery and are more costly as compared with the
passive one. Figure 1 shows an example of an active tag.
This comprises of the power supply usually from a
battery source, the encoder for the encryption of the
message, the decoder for decryption of the data or
message, the control and the memory [7]. The drawback
of this tag is that battery need be change from time to
time.

i. By the type of design used
Read:



This is the type of readers that can only read contents
from the tag which is a micro based unit using peak
detector hardware and wound output coil, comparators
and firmware for the transmission of energy to the tag
and data back from that is using the backscatter
modulation.

Passive Tags however, do not have any battery as
power source rather it acquires its power from the
electromagnetic signal reader transmits through the
antenna to the tag which is lower power as a result
passive tag cannot achieve a longer distance coverage
which make them only ideal for shorter distance
applications. They also have shorter memory with an
example in figure 2 However; they also have a shorter
memory.

Read/write :



This can perform the dual function of reading of data
from the tag and writing of data back on it that is the tag.
ii. Placing the device
Stationary:



The device is placed in a fixed position, for example as
seen in entrance gate and at products exit gates [4].


Mobile: For example, handy, portable device.

D.

Host Computer

B. Tag’s Memory
The host computer which runs RFID application
Basically, two different types of memory tags are

software’s and firmware receives information and data

available which are on chips, which include Read Only

from the readers have the capabilities of filtering and

and Read-Write.

routing data to correct application for processing into
useful information [8]. Below is a diagram depicting the

•

Read only Memory

This type is factory programmed with static data and
cannot be modified once created
•

Read-Write memory

School of Engineering, Design and Technology
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architecture of RFID consisting of the above components.

which is a new application system now incorporated
as seen in some countries like the home land security
in the United Kingdom [8].
3.

Anti theft security is another technique using this
application providing a measure to prevent system
and equipment employing a beacon on the system
and in which continuous signals is sensed [9][10].

4.

Inventory management also makes use of this
technique to keep a firsthand inventory of stocks of

Fig.3. Architecture of RFID operation system [5].

material which enables a database to be maintained
in an online real time measure.

III. APPLICATION OF RFID
Application considered in this paper is grouped into
three and they are
•

Instance or class identification

•

Location application

•

Transfer of further data

A. Instance or class identification
In this type of application where RFID tags are used for
class or instance identification, there is need for data base

Fig. 4. Diagram showing different RFID applications.
5.

Future application in this area will be seen in

to be maintained at the background to provide additional

intelligent refrigerators which enable food supplies

requirement like information retrieval. In this way, data

to be tracked [5].

handling and augmented support be given for quick
response to request and for logistics thus providing best

B. Location identification

and quick solutions. These kinds of application are used
in courier services like the UPS, DHL, FEDEX, Royal
post and also applicable to the manufacturing industry in
the identification of car bodies for customized auto
production as used by Toyota and BMW cars factory [6].
Other applications are tracking and location of cars,
agriculture husbandry where animals are identified by
tagging, and this type of application can be employed in a
retrieval service where animals or human depends on the
RFID implanted on them for the purpose of retrieval [7].
Finally it is employed in the following itemized
applications:
1.

Access control to granting controlled access facility
which widely depends on the level of authorization
imposed upon by the host computer.

2.
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Passport identification in which passports are tagged

This is another type of application that is used in RFID
based on location where reader are assigned to known
location thus enhancing tracing the current place of an
item.

This

incorporated

type
by

of

RFID

enormous

application
numbers

of

has

been

Logistics

Company and postal services by integrating the RFID
features into their tracking services. A number of them
include the UPS, FedEx, DHL, Royal mail services,
automatic vehicle tracking used by GLO in Nigeria [10].
Others include the following:
1. Physical place of work pieces in keeping track of
facilities for manufacturing.
2. Real-time online tracking system of prison to check
the states of inmates and the prison as a whole from a
School of Engineering, Design and Technology
University of Bradford
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centralized location or remotely depending on
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Tag placement is less constrained because no line-



configurations and cost. This process is achieved by

of-sight is needed.

using a location based tag which enables tracking.

V.

CURRENT ISSUES OF CONCERN AND
LIMITATIONS

It is worth mentioning that the RFID tags used for this
specific application are read for localization and most
attached to a specific location within the security or
radius perimeter or outside the perimeter.

RFID application is vast and used virtually everywhere;
however, there is pending limitation to this technology as
reported. Apart from the widespread of the technology
and the maximum exploitation of the potential skills it

C. Transfer of further data

involves

more

expertise

in

its

production,

implementations. However, the limitations to this
For this type of application group, there is a
combination of auxiliary data and identity been read or

technology are been worked upon and they include the
following.

written from tag and this data are normally difficult to
obtain or recover from pre recorded database, a remote, or
measurement results. This type of application when fully
implemented will enables product using tags such as
packing of food tell the oven about the time of cooking
and in clothing ,it will determine the length of time for

A.

Standardization

The need to have a holistic standard in the area of
telecommunication protocol, amount of information and
the format is an issue in RFID. To this end, the need to
standardize

is

an

inherent

issue

which

involves

cooperating partners to agree on standard concerning this

washing.

issues. Accordingly two major groups of standards have
IV. ADVANTAGE

evolved in solving these issues and they are the EPC

RFID advantages are enormous. however, they can be

which was generated by the Auto – ID centre and this is

summarized in the following points [1][4][5][7][8] .

getting major help by the Uniform Code Council and the



Inventory control and cost is reduced.

second is the EAN which is a standard by the ISO that is



The rate at which people ask for warranty costs and

the international Standards Organization [ 5][ 6].






claims is reduced to a minimum.

B.

With the use of RFID, human errors are now

The cost of tags is based on the type of tag designed

reduced for data collection and collation and also

and according to the 2010 report

employment minimized to its minimum.

itemized in table 1.

The range of the RFID tags becomes longer and thus

The cost of active tags poses an obstacle permitting
their economic application only for scanning high cost

Barcodes do not have read /write capabilities but

goods for long ranges. more than $1/tag



Large data is stored to tags to a solo identifier.



It easier to implement unique item identification
with RFID than with bar-codes.
The sensitivity of tags is not prone to adverse
weather conditions.



Tags can be read concurrently.



Time lags and inaccuracies in an inventory is
reduced by automatic reading at several places.



their basic costs are

they now have higher read range.
RFID tags have one.



Cost

Additional information can be stored by tags locally,
that distributed storage can increase fault tolerance
of that system.

School of Engineering, Design and Technology
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C.

Collision

This is one of the major issues face with this
technology, as when reading several tags simultaneously
this phenomenon called collision occurs. This where there
is cancellation of the data leading to their loss. To
overcome this issue, there are numbers of algorithms been
developed in laboratory and research labs termed the anti
collision algorithm which are patent ready to overcome
this issues [4]. This adds some cost to the development
and this method is also targeted at decreasing the overall
read time thus allowing more tags to be read
simultaneously.
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•

TABLE 1

Region 1 containing Africa, Europe, former SU
member states and Middle East

Price for passive tags in 2010[10].

•

Region 2 covers the part of the Pacific east of
the date line and South and North America

•

The price in 2010
Passive tag in
16 cents
UHF band
Passive tag in HF
30 cents
band

Region 3 covers Australia, Asia, and the Pacific
west of the date line.

However with the categorization, the industry is of the
view that there should be uniform allocation of RFID
frequency where there are still notable differences

D.

Frequency

between regions to regions making different company to

Another issue to be looked upon is the frequency issue
and this depends on many factors as described:

use different tags for different region thus conforming
with the location based tags.

1. The mode of transmission:
For the purpose of transmission, there are two ways of
data transmission for RFID tags, which is as result of the
of the electromagnetic field behavior at the frequency of
use. They use a low frequency at 125 - 134 kHz or High
Frequency 13.56MHz where, inductive coupling is a key
factor and high frequency which is above the UHF with
frequency

ranges

of

433MHz,

865–956MHz

and

2.45GHz employing a phenomenon known as, wave
backscattering which is the main means of transmission

Fig.5.Frequency allocation for RFID tags[1][2].

giving an advantage of safe reading range, as it is easier
to build direction-selective devices with a longer read
range in higher frequencies [4] [8].

E.

Faulty detection of tags

a) In RFID, the tag play a significant role in the proper
working of the system however they are unassailable

2. Activities of tagged merchandises and environment:

and cause of harm varies from one type to another.

A major obstacle to RFID application is the material

The result of this damage can result in read failure and

properties being used in the construction and manufacture

in most cases hard to detect which in turn give rise to

of RFID at given frequency especially a good conductive

a business problem for example in the good payment

material having good metal surfaces and containing water

which is computed by the detected number and when

which tends to corrupt transmitted data by means of either

not properly detected result business not collecting the

absorption or reflection of the signal thus either causing

normal amount which is a pitfall. Therefore there is

permanent loss of data or degradation. However, the

need for this issue be looked into to finding a lasting

absorption and reflection of the signal at one frequency is

solution [ 7][ 8].

not to say they cannot be applied at another frequency
and as such the materials to be used at a particular
frequency should be tested to be usable at that frequency.
3. Standardization of frequency allocation:
As a result of history, for allocation of frequency for
various purposes the world is divided into three regions
and they are shown in blew map.
-64-

b) Reading range is corrupt by undesirable conditions of
the environment and improper placement. This is
problem

which is discussed earlier, reflection of

ambient, absorption of the signal and external signal
sources introduces read errors and likewise when the
tags are not properly placed results in the impairment
in the reading efficiency because most directional
School of Engineering, Design and Technology
University of Bradford
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sensitive antennas are used [9].

Radio Frequency Engineering
[3]

X. Z. E and W. F. Li, "The Design and Application of RFID
Tag System for Logistical Unit," 2008 4th International

c) Data registration of tags that pass within range of an

Conference on Wireless Communications, Networking and

RFID reader unintentionally.

Mobile Computing, Vols 1-31, pp. 6185-6187, 2008.

d) Reader malfunctions. The phenomenon could not be

[4]

totally prevented or predicted and as a result

inventory control: understanding RFID and its applications,"
Biomed Instrum Technol, vol. Suppl, pp. 39-48, 2010.

alternative fall backs are imminent for the failure.
[5]

F.

The technology is becoming obsolete

M. Iwai and H. Tokuda, "RFID-based location information
management system with privacy awareness," 2005

Those companies which are implementing RFID have

Symposium on Applications and the Internet Workshops,

common concern of obsolescence especially in terms of
cost. There is the evolving of technology, which out date

P. H. Frisch, P. Booth, and S. Miodownik, "Beyond

Proceedings, pp. 468-471, 2005.
[6]

K. Janeczek and G. Koziol, "System of device stock-taking

their predecessors like standards of new protocol, faster

with application of Radio Frequency Identification RFID,"

and more fault-tolerant readers [9].

Przeglad Elektrotechniczny, vol. 86, pp. 47-50, 2010.
[7]

VI. CONCLUSION

T. A. McMeekin, J. Baranyi, J. Bowman, P. Dalgaard, M.
Kirk, T. Ross, S. Schmid, and M. H. Zwietering,
"Information systems in food safety management,"

This paper examines the comprehensive view of RFID,

International Journal of Food Microbiology, vol. 112, pp.

its recent trends and states of the technology. It also
critically examines the various limitation with a view of

181-194, 2006.
[8]

proffering solution and also issues that still its wide

Tags," Ieee Transactions on Ultrasonics Ferroelectrics and

spread of the technology. Finally it has been seen that the
technology has come to stay especially as used in

V. P. Plessky and L. M. Reindl, "Review on SAW RFID

Frequency Control, vol. 57, pp. 654-668, 2010.
[9]

enterprises for complex supply chain [10].

D. R. Thompson, "Teaching RFID Information Systems
Security to Non-RF Students," 2009 Ieee 10th Annual
Wireless and Microwave Technology Conference, pp. 361-
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The Impact of Radio Frequency Identification on Supply Chain Processes
Uzoma Okam
School of Engineering, Design and Technology
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(RFID)

One of the technologies that has been talked about to

technology has the potential to enhance the overall

great extents and has been seen as a technology that can

performance of a supply chain due to its ability to provide

greatly impact supply chain processes is the Radio

visibility across the entire supply chain.

frequency identification RFID technology. Though RFID

This paper aims at presenting an overview of the impact of

technology is still finding its footing in the area of supply

RFID on supply chain management in terms of advantages,

chain management SCM, RFID promises to provide

limitations and future application. After carrying out a

solutions for most of the problems associated with SCM.

literature review on RFID and how it is being applied by

RFID’s ability to provide visibility across the entire

some organizations to coordinate and properly manage their

supply chain presents a platform for proper management

supply chain activities, my findings revealed that RFID can

which transcends to increased profitability across the

impact supply chain management in various ways which

supply chain and ultimately customer satisfaction is

includes locating, identifying and tracking inventories in

guaranteed.

Abstract

-

Radio

frequency

identification

Managing a supply chain can be very complicated

real time.
RFID also enhances business processes, Improve customer

because it encompasses various stages and processes that

services, reduce labour costs, provide a platform for

go on in the life of a product from its initial state as raw

accurate inventory management and optimizes logistic

material to its final state as finished goods in the hands of

functions. These factors are very necessary for the efficient

the consumer. The use of RFID can keep tabs on these

management of a supply chain. Managing a supply chain

processes by locating, tracking and providing real time

can be very complex due to the movement of materials,

information about a product as it travels along the supply

information,

suppliers,

chain. Having this type of information can afford

manufactures, end users and everybody in between. RFID

organizations a lot of advantages like reduction in lead

has the potential to optimize transactions in every stage of

time and labour; reduce operational costs, reduce or

the supply chain.

eliminate

Inasmuch as RFID has numerous advantages, it also has its

shrinkages.

limitations which have been a major cause for concern

business processes and collaboration between supply

towards its acceptance.

chain members, increasing throughput, quality, accurate

Key words: RFID, Supply chain management, inventory

inventory record, accurate order records and improve

management

customer service.

money

and

services

between

out

of

Other

stock

situations

advantages

and

inventory

includes

optimizing

I. INTRODUCTION
The overall objective of a supply chain is to satisfy

large number of oppositions towards the general

customer needs and in the process minimize cost. To

acceptance of RIFD technology in supply chain activities.

achieve these objectives, organizations are turning to the

Some

internet, electronic interfaces and other means of

implementation, return on investment ROI issues and

information communication technologies to synchronize

security and privacy issues which are probably the

the transactions between themselves and their supply

biggest threat to general acceptance of RFID in SCM.

chain partners, thereby enhancing control and adding
value to their supply chain processes.

RFID also has its limitations which have provoked a

of

the

limitations

include

high

cost

of

This paper focuses on the impact of RFID on SCM by
identifying

its

advantages,

limitations

and

future

applications in SCM.
-66-

School of Engineering, Design and Technology
University of Bradford

9th Research Seminar Series Workshop

Radio Frequency Engineering

II.INTRODUCTION TO RFID TECHNOLOGY
RFID technology is a means of using radio waves to
uniquely identify, track and transmit information about

order to power the microchip and in turn relay
information contained in the chip to the reader.
•

Semi passive tags: Just like the passive tags,

objects in real time. The process involves using electronic

they rely on energy derived from radio waves

tags and readers to transmit data about objects via radio

sent by the readers to transmit information but

waves as seen in Fig.1.

they require inbuilt batteries to power the chip’s

RFID dates back to the Second World War when it was

circuitry.

used by the military to differentiate between enemy and
friends aircraft. In the past decade, RFID has been

Table 1: Shows the three types of RFID tags and their characteristics.

ACTIVE TAGS

PASSIVE TAGS

Battery Powered

Beam Power

100’s of KB Memory

64 – 256 Bits memory

generating a lot of interest in the area of SCM.
RFID has four basic components: tags, antennas,
readers and software [10].

SEMI
PASSIVE
TAGS
Battery/Beam
Powered
100’s of KB Memory

Expensive

Inexpensive

Expensive

Limited Battery Life

Long life

Limited Battery Life

Active Transmit

Back
scatter
Transmit
Short/Medium

Long Rang
Tag Talks First (TTF)

Reader
(RTF)

Talks

to

First

Back
scatter
Transmit
Long range
Reader
(RTF)

Talks

to

First

Read-write and Read-only Tags: RFID tags are either
read-write or read-only. New information can be written
over or added to existing information in a read write tag;
they are expensive and are usually used for tracking
Fig. 1, Illustration of the processes associated with the use of RFID.
[16]

An RFID tag is a wireless electronic transponder that
has a microchip and an antenna attached to it. The
microchip can hold information or any necessary data
about the object the tag is placed on as shown in Fig. 2.
There are three types of tags, active tag, passive and semi
passive tags.
Active tags: This type of tags is often referred to
as

tag

talk

first

because

they

initialize

communication with the reader. If an active tag
comes within the read field of a reader, it
automatically

transmits

signals

(containing

product information) to the reader. Active tags
are powered by batteries and possess a greater
read range and memory space than the passive
tags refer to table 1 for tag characteristics.
•

them right from the manufactures and therefore cannot be
altered or erased. Read-only tags are not expensive and

A. Tag

•

valuable products. Read-only tags Have data embedded in

Passive tags: Do not use batteries or posses any
power source of their own; they convert radio
waves received from a reader into electricity in

School of Engineering, Design and Technology
University of Bradford

are mostly used to track inexpensive goods.
B. Antenna
The antenna serves as the interface between the tag and
the reader. RFID tags operate under different frequencies
which are classified into four ranges namely: Low
Frequency, High Frequency, Very High Frequency and
Ultra High Frequencies. It is important to have the right
antenna that best suits the frequency range selected in
order to achieve the desired result. There are various
types and sizes of antennas for different purposes which
include the operating environment and the distance
involved.
C. Reader
An RFID reader is an appliance that is used to interact
with an RFID tag. A reader could have one or numerous
antennas that are used to transmit and receive radio waves
from the tags. There are three types of readers shown in
Figs. 3, 4 and 5. Handheld reader (for mobile data
collection), Fixed or mounted reader (reads tags as goods
-67-
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passes by or close to them) and vehicle mounted reader

business transactions, workflow and the communication

(read the tags as the products are loaded or off loaded

with software for other systems such as Electronic Data

from the vehicle).

Interface EDI, Enterprise Resource planning ERP and
Warehouse management systems WMS.
E. Electronic Product Code (EPC)
EPC is a method of coding that is similar to the
Universal Product Code UPC which is the standard that
the barcodes operates with. EPC contains digits which are
used for series of product identifications which include
product manufacturer, product class and individual item.
RFID tags that are EPC compliant can be tracked globally
using the internet.
F. Global Standard
RFID initially suffered from a lack of global standard
which made interoperability between different vendors
difficult. EPC global is an organization that oversees the

Fig. 2. An RFID tag on a product [14]

commercialization

and

standardization

of

EPC

technology and how they are used in RFID tags; they also
set the standard of how RFID components should be
operated. EPC global was put together by two groups the
Uniform code council UCC and the European Article
number EAN international. These two groups manage the
barcode standard in America and in Europe.
Like any other technology, RFID has undergone
several upgrades since its commercialization in the 70s
Fig. 3. Hand held reader [15]

and these changes have been referred to as generations
known as Gen 1 and Gen 2. [10]
•

Generation 1(Gen 1): Manufactures produced
the RFID hardware with their own protocols
thereby making it difficult for RFID hardware
from different manufacturer to work seamlessly.

•
Fig. 4. Vehicle-mounted reader [15]

Generation 2 (Gen 2): EPC gen 2 has made it
possible for RFID to function with one global
standard, addressing the issue of operational
procedures, data content, air interface protocols
and interoperability between different hardware
manufactures.
III. SUPPLY CHAIN MANAGEMENT (SMC)

SCM concerns itself with improving the transactions in
Fig. 5. Fixed-mounted reader [15]

D. Software
The application software receives the data from the
RFID reader and then processes it. It also oversees
-68-

various stages of the supply chain in order to optimize the
entire supply chain, minimize cost and satisfy customer
needs [2]. These different stages can involve various
activities (procurement, logistics, financial transactions,
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of

materials

organizations

and

information)

(suppliers,

retailers,
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and

various

•

Re-writable

RFID

tags

allow

information

transporters,

manipulation while barcode do not offer any

warehouses and storage facilities) networked directly or

platform for overwriting or adding to prior

as third party. This network can span globally and

information.

information is of the essence when managing transactions

•

extreme conditions than the barcode.

along the supply chain.
However supply chain processes can be plagued by

RFID tags are more durable and can survive in

•

RFID tags can act as intrusion detectors and

inefficiencies in various parts of the transaction. Below is

provide information about the condition and

a list of some inefficiency that can arise in a supply chain

location of goods globally.

[13].
• Inventory management (too large or to little
inventories)
• Loss of sale which could arise due to of out of
stock (Unavailability of products when needed)
• Delivery problems
• Inventory theft
• Counterfeit or expired materials
• Poor handling of products (Product recalls)
• Lead time
• Asset management
• Poor customer service
• Inadequate logistic infrastructure
IV. RFID AND SUPPLY CHAIN INTEGRATION
An efficient and effective supply chain performance

Fig. 6. Illustration of an RFID enabled supply chain. [4]

relies on knowing the whereabouts of inventories along
the supply chain in real time and making sure the right

VI. BENEFITS OF AN RFID ENABLED SUPPLY CHAIN

inventory gets to the right customer at the right time, in

RFID impacts SCM in various ways which leads to full

the right condition and in the most minimal cost [2].

business optimization. This is possible due to RFID’s

RFID can address supply chain issues by placing tags on

ability to provide some certain functions for the supply

products to monitor and control the various phases of

chain. These functions can be put into four categories:

product transition along the supply chain as seen in Fig.

Automation, speed, visibility and business intelligence

6. The added visibility enables a flexible fast and

[10].

responsive supply chain.

A. Automation

V. RFID VS BAR CODE TECHNOLOGY

•

Reduced

labour: Due to RFID’s automated

RFID’s ability to provide real time information and

nature, labour intensive activities such as

total automation can mitigate problems caused by human

scanning and checking products as they are

intervention. These problems can be data collection with

received can be cut down drastically thereby

barcode, wrong forecasting and assumptions. Below is a

reducing labour cost.

list of advantages that RFID possesses over the bar code.
•

•

Reduced error: With RFID, the rate of human

RFID can read multiple tags in one instance at a

induced errors can be greatly reduced or

high speed and from farther distances unlike the

eliminated due to its automated nature. RFID

bar code that is read one at a time in line of

requires less humane intervention

sight.
School of Engineering, Design and Technology
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•

Accurate inventory levels: Accurate inventory
levels can be achieved with RFID. Wal-Mart the
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world’s biggest retailer used to spend $70 million

room to check. Customer cards are also fitted

on misplaced or wrongly checked inventories by

with RFID tags enabling store attendants to gain

their employees [5]. RFID can prevent Loss of

information about customer preferences and

sales due to out of stock, over-stocking can be

administer a one-to-one customer service. [8]

mitigated, and theft or inventory shrinkage can be
reduced. RFID presents a platform for smart

VII. LIMITATIONS OF RFID TECHNOLOGY IN SUPPLY CHAIN
Inasmuch as RFID promises a lot of advantage for

shelves which have RFID scanners embedded in
them thereby allowing them to automatically take
stock of the inventories on the shelves. With
smart shelves, inventory replenishment can be
done on time and in the right quantity, product
information such as expiry date can be

read

from the shelves.

which have been categorized in three areas for the
purpose of this paper. Cost, usage area, privacy and
security
A. Cost
Small organizations are finding it difficult to integrate
RFID

infrastructures

with

their

existing

business

processes because of the high cost of implementation and

B. Speed
•

supply chain management, RFID still has its limitations

Faster business process: With RFID, the flow

maintenance, also the question of return on investment

and handling of products can be done at greater

ROI is still an issue for some organizations that

speed. This is possible due to its ability to

constantly have to invest on new RFID peripherals and

provide a visible and automated supply chain.

integration with other technologies. Wal-Mart has spent

For example

almost a $100 billion developing the entire structure for

multiple tags can be read

simultaneously and from a far distance unlike

RFID utilization. [5]

the barcode that has to be read individually this

B. Area of usage
RFID tags cannot be read on metal objects or in liquid.

speed up business processes.

There have also been the issue of read accuracy and
C. Visibility
•

Overall business optimization: One of the
biggest advantages of RFID is its ability to

interference in areas where mobile phone towers are
present. [10]
C. Security and privacy

provide visibility in all aspects of the supply
chain. Having real time information about
movements in the supply chain gives room for
faster decision making, working by demand
instead of forecasting, early error detection,
proper product handling, improved strategic
planning, flexible supply chain management
process and improved efficiency in every
ramification of the supply chain. [10]
D. Business intelligence
•

Improve competitive advantage: Prada is a big
cloth retailer that uses RFID to grant their store
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Security and privacy issues are probably the biggest
issues and a major cause for concern towards the general
acceptance of RFID. RFID tags can be incredibly small
and might not be noticed when attached to a product;
consumers are concerned that the tags could still be
tracked even after it has completed its supply chain
journey prompting fears for their privacy as seen in Fig.
7.

Organizations such as Gillette and Benetton have

come under heavy criticism and have faced threats of
boycott of their products by consumers after it was
revealed that they tagged their products. [9]
VIII. CONCLUSION AND FUTURE APPLICATION

attendants access to database which holds

With RFID, supply chain processes can be enhanced

information about all the products in the store by

due to its ability to add value to every facet of the supply

tagging all the merchandise. This process allows

chain. In this paper some of the major problems

store attendants to know the colours and size of

encountered in SCM have been identified and also the

products available without going to the back

methods by which RFID can either reduce or eliminate
School of Engineering, Design and Technology
University of Bradford
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these problems. However there are still some future
applications such as rapid store checkout a process where

(2002)
[9]

K. Michael and L. Mcathie “The Pros and Cons of RFID in

RFID enabled Point-of-sale terminals can compute the

Supply Chain

total cost of goods purchased by a customer as they walk

University of Wologang (2005).

past the terminal negating the need for individual check

[10]

Management”:

Faculty

of

informatics

Motorola Synchronize your supply chain with RFID white

out of products. RFID can enable payment procedures

paper.

using mobile technology [6]. This process can boost

infrastructure/2009/03/18/synchronize-your-supply-chain-

business operations, reduce cost, reduce errors and

with-rfid-260635199/ (2007).

improve customer shopping experience.

[11]

http://www.zdnet.co.uk/white-papers/it-

A. Narsing “RFID and Supply Chain Management”: An
Assessment of Its Economic, Technical, and Productive
Viability in Global Operations. The Journal of Applied
Business Research, 21(2), pp.75-80 (2005)

[12]

M. Roberti Consensus Reached on EPC GEN 2:
Available

at

http://www.rfidjournal.com/article/view/1001/1/1 (2004).
[13]

E. Turban, D. King, and J. Lang, “Introduction to Electronic
Commerce” 2nd ed., New Jersey: Prentice Hall (2009).

[14]

K. Albrecht Photos of item – level RFID tagging: Wal-Mart
super

centre,

Dallas,

Fig. 7. Illustration of security and privacy concerns with the use of

http://www.spychips.com/protest/walmart/spychip-

RFID. [6]

slideshow/pages/epc-tag-sanyo-closeup.html (2005).
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Antenna and RF Subsystem in a Satellite Communication Ground Control
Station
T.O.Yoosuf
School of Engineering, Design and Technology
ABSTRACT: Antenna and RF systems form a vital part in

communication signals from the spacecraft to the earth

effective

a

station or other spacecraft and it is composed of the

fundamental part of an earth station as necessary

payload and the platform [2]. The component of a

precautions need be taken during design, installation and

communication satellite includes the following Satellite,

its usage as it constitutes larger percentages of terrestrial

Ground control station, Application networks and launch

interference. Antenna and RF are the nucleus and backbone

and launch services [2].

satellite

communication.

Antenna

plays

of any earth station because it is highly instrumental

A. Satellite

especially in satellite control in ensuring telemetry reception,

Communication

Ground

Control Station

Overview.

telecommand sending, tracking, payload health checks and

The satellite communication ground control station

the day to day control of GEO satellite; thus maintaining

contributes a pivotal role apart from ensuring that the

orbital position in its Clarkes belt.

satellite is maintained within its orbital slot, it also serves

This paper examines antenna and RF systems in typical

the purpose of network management and trunking.

satellite communication earth stations, the techniques in

Ground Control Station can be defined as a station

preventing interference caused by an antenna. It will also

located either on the Earth's surface or within the Earth's

describes satellite tracking with the aid of an antenna and

atmosphere that enables communication with one or more

the ground control equipment, the principles involved in

space stations or with one or more stations of the same

tracking and the different methods of tracking a satellite.

kind using one or more reflecting satellites [4]. They

Description of the various component of an antenna

could be Ship Borne, mobile, fixed and transportable.

subsystem, its operations and control shall be examined and

An earth station could be of the following type

finally, it will examines various RF equipment used in a

•

International Gateway Earth Station

typical ground station their compositions and functions.

•

National Trunk System Earth Stations

•

Small-dish Business System Stations

•

Satellite Ground Control Station

•

Network Operating Station

Keywords:

GEO satellite, Tracking, Telemetry, Ranging,

telecommand.

I.

INTRODUCTION

Over the years, satellite communication has played a vital

A typical ground control station as seen in figure 1.0 and
it consist of the following

role in bridging the digital divide between the urban and

•

Antenna Subsystems

rural community as a result of large coverage advantage.

•

RF Subsystems

However, the way it brings about this is not achieved in

•

Base Band Equipment(BBE)

isolation rather through a coordinated and symbiotic

•

Supervisory and Control Equipment.

approach between the satellite itself and ground control

The satellite communication ground control system

structure thus creating a seamless communication.

performs the following functions

Satellite communication can simply be defined as the

•

communication through the use of satellite that is the

Placing the satellite in its orbital position during
Low Earth Orbit Phase (LEOP)

spacecraft [1]. It consists of fleets of communication

•

Tracking, Telemetry and Command functions

satellite and the ground control station where the

•

Satellite station keeping from In orbit Test (IOT)

communication satellite plays a function of relaying
-72-

to End of Life (EOL)
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•

Performing IOT.

reflector, backup structure, sub-reflector and its support

•

Maintenance and operation of an in orbit satellite

assembly. The backup structure consists of radial trusses,

•

Communication payload management

hub and the hoop members, sub beams and cross bars.

•

Tracking and orbit determination of Satellite

•

Complete satellite campaign operation necessary

B.

Antenna Control System

This system serves to automate the antenna and it

before positioning [3].

provides coordinated system with it units. It is made up of
the Antenna Control Unit (ACU), Manual Rate Unit
(MRU), portable maintenance unit (PMU), the monopulse
tracking receiver, Power Drive Unit (PDU), DC drive
motors and position transducers. System and equipment
description are.
1.

Antenna Control Unit

The ACU is a rack-mounted computer with a display,
Fig. 1.1 Diagram of a control ground station.

and tabletop keyboard.

II. ANTENNA SUBSYSTEM

The unit provides all antenna

control and monitoring functions with no secondary units

An antenna can be defined as energy transducer which

being required to achieve full microprocessor capability

transforms

into

[6]. The ACU communicates with the drive system at the

electromagnetic waves propagating in free space when

antenna via an RS422, a link issuing position commands

transmitting or transforms received electromagnetic

to the drive system and also status report are reported

waves into guided electromagnetic signals when it is used

back via same link such as axis position, travel limit,

for reception [4]. It can also be said to be a system used to

emergency stop, and status point [6].

guided

electromagnetic

signals

transform RF signals into Electromagnetic wave and Vice
Versa [5]. The antenna subsystems is responsible for
radiating the output signals of the transmitter to the
satellite and

collecting the electromagnetic waves

transmitted by the satellite and sends them to the
receiving equipment. It comprises of
•

Antenna Structure.

•

Antenna Control System.

•

Tracking Receiver Unit

•

Radio Frequency.

A. Antenna Structure
This is the physical structure of the antenna and consists
of modified cassegrain dual reflector subsystem,

Fig. 1.2 Diagram of an antenna Systems

2.

Power Drive Unit (PDU)

elevation-over-azimuth turntable pedestal, azimuth and

It contains the hardware and firmware that closes each

elevation dual–chain drive mechanism and safety device.

axis position loop. Operations of the PDU are such that a

It could also be Gregorian shaped. The antenna structure

position commands are issued to the PDU from the ACU

system is shown in Figure1.2

via the cross-site RS422 link [6].

1.

Antenna Reflector Structure

3.

The Portable maintenance unit (PMU)

The reflector structure is the main structural part of the

It is a microprocessor independent unit with the controls

antenna and it consists of the following subunit: Main

and status indicators that executes variable speed

School of Engineering, Design and Technology
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commands to the axis drive motors. The PMU performs

(FRN) and transmit reject filters. The block diagram of

these operations as a handheld unit functionally and

the feed is shown in Figure 1.3.

physically independent of the ACU.
4.

The Manual Rate Unit (MRU)

It provides the same microprocessor independent
capability as the PMU. The only difference is that the
MRU is permanently rack mounted, typically near the
controller, while the PMU is a handheld, intermittently
used unit, at the antenna.
C.

3.

Corrugated Conical Horn (CCH)

The CCH consist of three sections, namely, the input
taper, the mode converter and the horn section. The input
taper is a circular waveguide which is between the input
waveguide radius and the mode converter radius. The
mode converter transforms the fundamental TE 11 mode in

Antenna RF Subsystem

the circular waveguide to the HE11 mode in the

The RF sub-system of the antenna consists of shaped

corrugated waveguide. The horn section connecting the

Cassegrain reflector and a multi-mode monopulse auto-

mode converter output to the aperture of the horn

tracking feed. Their basic descriptions are as below.

provides a frequency transition from the mode converter

1.

design frequency (f1) to the HE11 mode balance hybrid

Dual Shaped Reflector

frequency (f0).

The main-reflector and sub-reflector are shaped as to
yield excellent aperture distribution functions (ADF).
These ADFs ensures that the near-in sidelobes are within
the desired limits while maintaining the maximum
possible overall antenna efficiency. The aperture field of
the antenna is calculated using the formula below:

 1 − a1 exp[ a2 ( x − 1)]

E ( x) = 
d
a3 + a4tg [a5 ( x − 1.1 D )]
2

4.

Frequency Reuse Diplexer

It consists of the orthogonal mode transducer (OMT),
reject filters and transmit filter and it performs the
function of isolating receive and the transmit signals and
vice versa [7].
5.

TE21 Mode Coupler

The coupler is composed of a circular waveguide and
eight rectangular waveguides around it and it is used for
coupling the signals [7].
6.

OMT

The OMT is, electrically, four-port device, though it
exhibits only three physical ports also with the function
of isolating signals [7].
where x is the normalized radius relative to antenna
aperture, α 1 , α 2 , α 3 ,

α4

and

α 5 are the constants to be

selected [7]. The distribution ensures higher G/T value of
the antenna and keeps the lower sidelobes, which meets
the mandatory requirements for sidelobe envelope [6].

Fig.1.3
Block diagram of a feed system

2.

Multi-Mode Monopulse Auto-Tracking Feed

The feed mainly consists of a corrugated conical horn
(CCH), Diplexers, frequency divider, polarization
combiner, TE21 mode coupler, a frequency reuse network
-74-

7.

Transmit Reject Filter

The transmit reject filter is a high-power, wide-band
waffle-iron filter for rejecting transmit signals from
entering the receive signals.
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Tracking Receiver

It is a device used in achieving detection of angle error,
extraction of azimuth and elevation error voltage. It also
automatically accomplish phase calibration function and

θ

majorly responsible for antenna tracking. Processes
involved are described below.
III.

ANTENNA TRACKING

In order to track the satellite, there is need to detect the
angle between the satellite (object) and the antenna, or
detect the error voltage related with the angular error.
Fig. 1.4 Diagram of antenna with angular error check.

Figure 1.4 shows the angular error sketch:
When an angle exists between the antenna and the
satellite, the angular error is modulated to error channel

In order to get ∆A and ∆ E information, the phase of

signal. The angular error signal system is a double

the input carrier signal is tracked and the modulated result

channel monopulse system, so the signal which contains
information of azimuth and elevation error is transmitted

，the input signal is adjusted

is obtained. In this process

through the error channel alone and is independent of sum

by AGC and filtered by BPF (Band Pass filter). The IF

channel.

a

signal is sampled by ADC (Analog-to-Digital Converter)

synchronization information for error channel and output

and converted to digital signal which is passed to the

telemetry information. It is worth mentioning that the

quadrature mixer, phase correction, LPF, slope calibrate

channel varies on the design and it could be a single,

unit. Finally the signal is converted back to analog signal

double and triple channel. According to the description

with and D/A (Digital to analogue converter) converter.

above, the angular error signal under the double channel

The principle chart is shown in figure 1.5

monopulse system is given as

The units in the diagram can be described as follows:

E (t ) = ∆A cos(ω I t + φ ) + ∆E sin(ω I t + φ ) ,

IF channel To adjust the amplitude and filter the noise

where

The

， ∆A

sum

channel

then

performs

， ∆E

is the azimuth error signal

：

is the

ADC it is used in converting the input signal from

Principle of Antenna Tracking

From the above description

bandwidth and gain of the receivers.

：

elevation error signal [7].
A.

of IF signal and is used to satisfy the demand of

， the expression of angular

analog to digital signal.
Error demodulation unit

：it consist of quadrature mixer

signal is

and calibration unit.

E (t ) = ∆A cos(ω I t + φ ) + ∆E sin(ω I t + φ ) .

Quadrature mixer: it performs the mixing of the input
signal and local signal by inphase branch and quadrature
branch and obtains the azimuth and elevation error.
Calibration unit is therefore required to measure and
compensate the phase difference between sum and error
channel and correct slope/zero value in order to satisfy

School of Engineering, Design and Technology
University of Bradford

-75-

9th Research Seminar Series Workshop

Radio Frequency Engineering

the ACU. The In-phase and quadrature-phase branch

The inphase branch output the azimuth error and the

complete quadrature mixer.

quadrature-phase branch output elevation error.
The output of inphase branch

The process involved is as follow. Prior to the getting of

： Az = ∆AA cos( ∆φ ) and the output of quadrature

the error information, the sum signal must be locked and

is

the local oscillator signal should be sent to the error
channel. The error channel performs quadrature mixer.

0

branch is

： E1 = ∆EA cos( ∆φ )
0

Az
Slope

H (z)

D/A

△

/Zero

70MHz

IF channel

Sum

Phase

ADC

Correction

90o

E1

△ E

Slope
D/A

H (z)
/Zero

Fig. 1.5 Diagram showing Principles of Tracking.

， ∆φ

In the expression

is the phase offset information

，A

between sum and error channel

0

is the quantizing

amplitude of local carrier signature.
IV.

TYPES OF ANTENNA TRACKING

This test is performed for antenna that is automated
to check the rate of the azimuth and elevation motors
with respect.
B.

Side Lobe Pattern Test

Earth station must satisfy the following transmit side lobe
performance envelopes (ITU-R S.580-5 and S.465-5) [9].

The various type of antenna tracking used in a

G < = 29 - 25 log10 (θ) dBi,

10< θ < = 200

ground control communication satellite earth station

G < = -3.5 dBi,

200< θ < = 26.30

follows the same tracking principles and they include

G < = 32 - 25 log 10 (θ) dBi,

26.30< θ < = 480

the following

G < = -10 dBi,

V.

θ > 480 [9]

•

Monopulse tracking

Where G is the gain of the sidelobe envelope, relative to

•

Step tracking

an isotropic antenna, in the direction of the geostationary

•

Star tracking

orbit and θ is the angle in degrees between the main beam

•

Box tracking

axis and the direction considered.

INTERFERENCE MITIGATION.

In order to prevent interference, all communication
satellite earth stations are to comply with the ITU
standard and in achieving the standard; series of earth
station test must be carried out to ensuring compliance
and such check includes the following.
A.
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This test is conducted for all earth station and if they do

frequency and coherently performing amplification with

not comply, the following checks are performed.

controlled amplitude, phase and frequency. It has a major

i.

Realignment of the main reflectors and sub
reflectors (for double reflector antenna)

ii.

advantage over the rest of the amplifier because of its
high output power.

Realignment of the feed system.

The TWTA on its own operates by interaction between
electron beam and radio wave in order to amplifier the

VI

RF SUBSYSTEM

signals received from the upconverter and its output is

RF subsystem can be said to be any frequency within the

send to the antenna. It has advantage over the klystron

electromagnetic spectrum associated with radio wave

amplifier based on the higher linearity range and the

propagation. This subsystems in the ground control

higher bandwidth of operation.

station is divided into two and they are the transmit chain

SSPA is a type of amplifier that make use of solid states

and the receive chain and it perform the functions that

devices

includes

amplification

amplifying

the

Telemetry

Tracking

and

such

as
of

transistors
weak

signal

and

diodes

received

for

the

from

the

commanding uplink signal, receiving and amplifies the

upconverter modules. It has a better linearity region of

Telemetry Signal, transmitting communication signals at

operation, higher bandwidth of operation as compared to

high power and performing low noise amplification of the

the other two but also output power is limited.

very weak received signals weak from the satellite [8].

B.

Receive Chain

The transmit chain includes the Up converters and the

Receive chain this part of the RF subsystem is used in the

high power amplifiers and they are in redundancy, while

reception of the telemetry signals from the satellite. The

the receive chain comprises of the Low noise amplifiers

Low Noise Amplifier (LNA) is used in receiving the

and the down converters and are also in redundancy. The

weak

redundancy is to give single point of failure.

amplification. A good LNA is determined by its figure of

A.

Transmit chain

The transmit chain component are described as follows
1.

Upconverter

signal

from

the

satellite

and

subsequent

merit, a term describing the ratio of the between the
receive gain of an earth-station and its noise temperature
expressed in decibels. The output of LNA is filtered using

The upconverter translates the intermediate frequency

a BPF and sent to the downconverter which also performs

(IF) Input frequency band to the RF Output frequency

the function of translation of the frequency to IF that can

band using either a single or double conversion stages.

be used by the baseband equipment. The basic

The converters typically consist of mixers that perform

components in the Downconverter are similar to that of

the frequency translation, filters which rejects unwanted

the upconverter.

signal from entering, circulators that prevent high voltage

VII.

standing wave ratio in the circuit and other RF

The antenna and RF subsystems in any ground station

equipments.

plays a major function and this paper have critically

2.

High Power Amplifier

CONCLUSION

examined its importance and also some mitigation

This is an important part of the transmit chain as it

techniques carried out however, future research still need

performs the functions of magnifying the output signals

be geared towards automated station keeping with the aid

from the upconverter and delivering them to the antenna

of this system using the itemized tracking techniques.

for transmission to the satellite. Basically in a ground

VIII.
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Wireless Sensor Networks: Architecture, Applications, and Future Development
O. Aboderin
School of Engineering, Design and Technology
University of Bradford
Abstract - Wireless sensor networks has been identified as
one of the twenty-one technological advancements that will
positively affect the World entirely in this century. It is a
technology
that
combines
computing,
electronic,
communication, processing, electromechanical, storage and
actuation devices together to produce what is tagged
intelligent environments.
This is done by detecting, monitoring, and collecting the
statistics on the needed data, environment, event or even
individual and to evaluate the information so as to generate
needed response or feedback. It’s usefulness cut accross
every endeavour of life, which include surveilance, tracking
and control.
Since the birth of this technology about three decades
ago, sensor networks have moved from a combination of
various huge devices to a small chip and even to a
microsensor that might be unapreciate to human sight,
which acts as a sensing, communicating and actuating
devices before delivering it content into the storage and
processing devices. With respect to this technology, this
paper looks into a basic introduction of Wireless Sensor
Networks (WSNs), it’s architecture, energy consumption,
and, its applications will conclude by looking into what the
future holds for the technology, that has been making wave
in various fields and many areas of life.
Keywords:
Wireless
Sensor
Networks,
Intelligent
Environments, Devices, Microsensor
I.

INTRODUCTION

Since the emergent of Wireless Sensor networks
(WSN) into the technological scene, it has remained
practically useful in almost every areas of life. It is a
technology that combines sensing, computing and
communicating devices together into a single tiny device
known as sensor node (SN). The deployment of these
nodes that is interlinked wired or wirelessly with basic
actuation and control devices produced what is known as
intelligent environments. Advancement in the field began
with a wired type, in which various huge devices,
appliances, and transducers were connected together [1]
[4]. Wired Sensors are majorly found in the industrial
environments, where intelligent of each node is not really
important but rather the system works together to produce
the expected result. In the 90s, Wireless Sensor Networks
(WSN) came on board and it is being implemented for
environment, agriculture, ecology, and engineering
applications [1]. Also, as an aftermath 11th September
2001 attack in United States of America, WSN became a
big tool in the security arena. The need to fight against
terrorism and illegal activities, leads to more of these
devices been installed in many public places all around
the world. In depature to huge components used in the
past, WSN used microprocessor and microsensors
incorporated into another tiny device but nonetheless
performing the required task [1]. Hence, WSN can be
defined as technology that combines sensing, processing,
transceiver, networking (wireless Networking) and even
power units into a single package, which can be used in
School of Engineering, Design and Technology
University of Bradford

various services and applications . Though, at the
moment, deployment and implementations of WSNs is
facing a lot of technical challenges, which is expected to
be minimized and addressed when there is a
standardization that guides the manufacturing of
components and deployments of nodes [1] [3] [12].
Research works that lead to development in sensor
networks were done in three different technological areas
namely: sensing, computing (including algorithms,
hardware, and software) and communication. Combining
these works together is the key that have ensured
continuous growth in the field. Some of the earlier work
done in this area even before it was named sensor
networks include; radar networks used for controlling air
traffic in the aviation industry and national power grid
that has many sensors can be seen as a large sensor
networks [2] [7]. Just like many other technological
advancements, sensor network’s origin can equally be
traced to the military, of which Defense Advanced
Research Projects Agency (DARPA) an agency under the
Department of Defence (DoD) in the United States
championed various researches in the technology, by
organising two important programs: the Distributed
Sensor Networks (DSN) and the Sensor Information
Technology (SensIT) programs [2] [4]. Later various
academic institutions formed research groups that worked
and are still working on many areas of WSN. Presently,
there are extensive interest in this field by the
governments, investors, start-up companies, and Original
Equipment Manufacturers (OEM), which has increased
research in this area a lot in which many of them are
sponsoring the academia to work either independently or
collectively to produce a more sophisticated, environment
friendly, energy efficient, and tiny operating systems
products. With all these in place, in a short while it is
expected that WSN market will boom commercially in
many nations of the world [2] [3] [4] [5].
II.

ARCHITECTURE

Sensor devices, wireless nodes (WN) or motes are
often used interchangeably to refer to a sensor node. A
sensor node is equipped with onboard storage facility and
embedded processing capabilities [2] [7]. It
communicates with other nodes in a typical wireless link.
The topologies are mesh, star, tree, bus, and ring. Global
Positioning Systems (GPS) has often been employed for
location and positioning knowledge of motes. A further
classifying of WSN architecture, shows that it contains
source and sink nodes, which is otherwise known as data
acquisition network and data distribution network
respectively [3].
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Fig. 2. Category 1 WSNs: point-to-point, generally single-hop systems
utilizing static routing [4]

Fig. 1. Data distribution and data acquisition network [3].

1. Source or Data Acquisition Network: A source
provides the required information on the network. It can
either be a WN or an actuator that gives a feedback
response about an assignment [1] [3].
2. Sink or Data Distribution Network: on the other hand,
sink or data distribution network make use of information
received from the source. Sink can operate or be operated
in three different modes: it can be a part of a sensor
network, where the configuration makes it differ from
source on the same network, it can be an handheld device
that is used to communicate with the sensor network, it
can also be an access to a different larger network like
Internet, in which information is received from nodes that
are of considerable distance but share an indirect
connection with a sensor network [1] [3] [4].
WSN is divided into two broad categories namely
category 1 WSNs (C1WSNs) and category 2 WSNs
(C2WSNs) [4].
C1WSNs: make use of mesh topology where each WN is
configured to act as an independent router thus ensuring a
multi-hop connectivity and utilizing dynamic routing
between WNs in the network. In C1WSNs, WN can have
more than a single radio hop from forwarding node (FN),
and it also supports dynamic routing. Radio links is
established between WN, FN, and the data sink point [4].
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C2WSNs: make use of star topology, which can be either
point – to – point or multipoint – to – point. Here singlehop connectivity that is established between the WNs,
static routing is utilized over the wireless network. In
C2WSNs, WN (source) relate the acquired information
on a radio link through the FN to the terrestrial router on
a terrestrial network (TN) using a point – to –point radiohop communication [1] [4].

Fig. 3. Category 2 WSNs: point-to-point, generally single-hop systems
utilizing static routing [4]

III.

ENERGY CONSUMPTION OF WSN

One critical issue in the deployment of wireless sensor
network is its power consumption, because some of the
components involved draw a large amount of power for
its operation and performance. Active sensors belong to
this described category. Beside this there are also passive
sensors that only need a fair amount of power for it
performance. So, work is been done to ensure a low
power consumption either for an active or passive sensor
device, with nanotechnology, integrated optoelectronic,
low power Field Programmable Gate Array (FPGA), and
Very Large Scale Integration (VLSI) are been worked on
[1] [4]. The basic device in a sensor node is as follows:
 A sensing and actuation unit.
 A processing unit.
 A communication unit.
School of Engineering, Design and Technology
University of Bradford

9th Research Seminar Series Workshop




A power unit.
Other application – dependent unit.

Fig. 4. A typical sensing node [4]

Apart from sensing, there is also the need to build,
deploy, and manage unguarded embedded control and
actuation systems. Such systems will impact on
environment either in an unguided manner or being
remotely controlled.
IV.
APPLICATIONS

Wireless Communications

where it is expected that sensor nodes will be able to send
response to configured data sink. This in turn will aid the
rescue teams in going towards a precise direction instead
of blindly looking for survivals. WSN deployment can
also be used to detect wildfire, where SNs are equipped
with thermometers and location equipment such that
when messages are sent to fire fighters PDA, it will make
it easy to know the specific location of the fire incident
[4] [5] [6] [9].
2) Military applications it is now possible and easy to
detect and monitor enemies advancing on a battlefield as
well as Surveillance of a particular area by the
deployment of sensor nodes, which has been configured
to sense human present and send signal to a designated
data sink [2] [4] [8].
3) Law enforcement and national security applications
sensor nodes can be configured to detect the activities of
drug peddlers mostly in the airports and also the terrorists
with various explosives, nuclear, and biological weapons
[2] [8].
4) Habitat monitoring applications many work have been
done to use sensor nodes to monitor environments,
habitat, and wildlife without causing any disturbances to
the creatures in such domain [2] [3] [4].

Applications have been grouped into two broad main
categories namely category I and category II, with
category I been supported by C1WSN and category II
been supported by C2WSN. Some examples of these in
line with each category are written below [4] [5].

Fig. 6. Habitat monitoring of WSN [12]

Fig. 5. Applications of WSN [7]

A.
Category 1 Applications
1) Disaster Rescue Operation (DRO) the recent
earthquake in Haiti and Chile is a prove to show that
WSN is needed for DRO application, in order to save
many life that might have been trapped under rubbles,
School of Engineering, Design and Technology
University of Bradford

B.
Category 2 Applications
1. Residential control applications a large amounts of
energy is believed been wasted in buildings because of
bungling Humidity, Ventilation, Air Conditioning
(HVAC) usage. By implementing WSN in homes, energy
consumption will reduce as there will be real-time, highresolution monitoring of humidity, temperature, air flow,
utility bills, and other physical parameters in building.
This can also be used to examine mechanical stress
conditions of buildings in seismically active zones, in
order to determine how safe it is for the inhabitants of
such buildings [1] [3] [4].
2. Industrial control the applications here include; keyless
application of staff, where an individual is granted or
denied entry into the office or a particular section of a
company. Also, it is used in getting update of work done
by employees in a factory either per shift or daily basis
[3] [4] [8].
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3. Medical Applications WSN is presently being used for
pre-hospital and in-hospital emergency care and stroke
rehabilitation. It is also being used in home care for
elderly patients and chronic infected for a long term
treatment without spending the period in the hospital [4].
V.
FUTURE DEVELOPMENT

The use of micro or nano-sensors to measure many
quantities in the low power consumption deployed nodes
represent the future in the measurements of quantities like
Temperature, humidity, acceleration, and even sensing
human presence [1].
c)

In military and national security, WSNs deployed
remotely will be used to monitor enemy’s movements,
and border encroachment. Also it is expected that WSNs
will control many appliances, electrical devices, lighting,
and heating systems in smart homes and offices [1] [4].
Health wise WSNs will be used to monitor glucose level
in the blood stream, rate of heartbeat and detect various
chronic and life threatening diseases in its early stage for
possible corrections. In the industrial and commercial
sector, there will be more applications of WSNs which
will include inventory tracking, automated problem
reporting, theft deterrent among staffs, customer tracing,
and plant equipment maintenance monitoring [1] [3] [10].
In the transport sector, WSNs will be used to combat car
thefts, monitor traffic flow, and provide real-time roads
update to the road users. In a country like Nigeria and
other oil producing countries in the world, this
technology will be needed to monitor the flow rate in the
pipeline, so as to arrest pipeline vandalism. With all these
there will be need for applications that require exact
measurement with accuracy and more measuring points.
In the case of natural disaster, million of nodes will be
required in order to save more lifes in any area struck by
these occurence. This is because if there is a natural
disaster, then natural solution like WSNs will be required.
To achieve this, there are many challenges that will need
to be overcome both in the hardware and software aspect
of deploying WSNs.
1) Hardware: renewable power source, large sensor
nodes size, scale of deployment of nodes, combating
environmental conditions, arresting nodes failures,
dynamic network topology, and heterogeneity of nodes
[1].
2) Software: challenges include; mobility, security,
network programming self re-configuration of nodes,
lifetimemaximization, and standardization.
Some of these challenges have been critically considered
with some possible solution presented [1].
a)

Power:
In the nearest future it is expected that solar, wind,
vibration, and bio energy will be used to power deployed
nodes, which will be a complete departure from the
present technologies that allows extended operation by
using small batteries, by mainly putting the nodes on
standby mode and saving the batteries life. Though with
batteries, continuous communications is possible by
keeping the nodes in stand-by modes, but the hope of
keeping the batteries for a longer life and operation will
be continuous recharging of the power source [1] [3].
b)
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Node failure:
There are many parameters that could responsible for
node failure, when this happens, it makes the overall
system to become biased and inconsistent. Many others
will not actually fail but rather generate noisy and corrupt
data, by which the measurement through such node will
be unreliable. More work will be done to come up with
techniques that can assist in determining the health status
of each node and the entire system, by conducting routine
check on the system to ensure it works as expected [1].
d)

Privacy:
It is expected in a short while that wireless nodes might
no longer appear as an individual device(s), rather it will
be packaged directly into many main devices, materials,
and objects. Its energy consumption will be of less
concern as it is hoped that environment will naturally
provide the needed energy. This will in turn makes WSNs
useful in every application and present everywhere such
that it will gain access to homes, farms, workplaces,
shopping malls, and transportation terminus, with which
they have the ability to sense presence, motion, and
individual frame of mind. This is set to unify Radio
Frequency Identification (RFID) and WSN, as passive
RFID tags will be used to ensure a convincing level of
privacy [1] [5] [11].
e)

Network programming and re-programming:
The number of nodes deployed for a particular
application will show how complexity the programming
of such system will be. Programming a WSN with many
mobile ad-hoc nodes is very difficult. To counter this,
programming problem, a new approach has been
developed in which updated version of software are
loaded on motes through the idea by which virus and
worms are spread on the Internet. Once the updated
software is packaged, it is delivered to the root mote,
which in turn will install or rather infects its neighbour
with the software. Thus, just like spread of an epidemic,
likewise the software will be spread across all the motes,
but only to the nodes that are active or alive [1] [10] [11]
[12].
CONCLUSION
This paper has been able to look critically into the
future of this technology. Overcoming problems of
standardization of WSN nodes, as well as tackling the
present challenges and limitations will make the
technology to receive a global acceptability and
usefulness just like GSM families, Internet, and other
technological applications. In fact, it successful
deployment for various applications by then, will
limitless its market in the whole world and boost
researches into more of its applications.
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An Overview of Wireless Sensors Networks (WSNs)
Ashfaq Ahmad
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Abstract-Wireless Sensor Networks (WSNs) are networks of
remotely placed nodes without any specific map, usually
dropped from air through a plane in unreachable and
almost impossible areas. These remotely placed nodes
accumulate the intended information and transmit them to a
centrally located system called Base Station or Sink Node.
Sensor networks are vastly used to gather information in
locations that are not accessible or where manual data
collection is a time wanted job. The WSN application areas
vary from real time activities to health sector but more
specifically in war fields to keep eye on an intruder’s
movements and counter attacking any suspected terrorism
activities that the world is facing today.
This research paper outlines WSN architecture, flowing
through its working and design specifications to make it
more robust in terms of power consumption most of which is
utilized in detecting unintended and unnecessary
information which is the biggest problem WSN is facing
since the battery power is limited and frequent battery
replacement is a tedious job. The paper concludes on
making WSN more optimum in the future.
Key words: Wireless Sensor Networks (WSN), distant
nodes, detection, battery life.

mesh architecture is that the system can automatically
configure itself after a node has been reported with a
failure. An increase in the number of nodes in a wireless
sensor network using the mesh architecture does not
guarantee the performance of the network, as in the cell
phones network or environment where the increase in
nodes in a bounded area can affect the performance of the
surrounding nodes, it rather improves the interconnection
with the increase in the number of nodes [1].
The next important property of the sensor network
would be distributed processing of the data. This is an
important fact because a lot of energy is used in the
communication processes for some of the sensor nodes
would need to communicate over longer distances which
will cause even more exhaust of energy which is one of
the most prominent problem the sensors networks are
facing in terms of energy. The best concept would be to
process locally as much data as possible in an effort to
diminish the total number of bits transmitted remotely for
processing [2].

I. INTRODUCTION

Wireless Sensor Networks (WSNs) is the network of
remotely situated nodes without any specific map. These
nodes are usually dropped from air through planes in
unreachable and difficult to access areas. These nodes
actually work together to collect the intended information
related to daily life like recording the temperature,
humidity in the air, composition of various pollutants
found in the air at a particular area, where this wireless
sensor has been laid down.
The idea of wireless sensor network is traced back to
the idea of keeping eye on an intruder’s movement in the
state of war and taking corrective actions in response to
the inferences derived from the gathered information by
the wireless sensors in the network. Wireless Sensor
Network, nowadays, are even more widely used after
their introduction in the fields of industrial monitoring,
knowing about the location of a certain object as well as
in medical industry [3]. In contrast to the existing
wireless technologies, such as the cell phones, personal
digital assistants (PDAs), or laptops facilitated with
802.11, wireless sensor nodes need not to communicate
with a central control tower or base station in a
conventional wireless network but rather communicate
with their peers in the same network. The sensor nodes in
these networks transmit the received data in a multi-hop
style between hundreds or even thousands of embedded
nodes.
The main advantage seen with the mesh
architecture being used is that it opens doors for the
expansion of the network to cover and control an ever
bigger geographical territory. Another plus point seen the
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Fig.1. Typical Multihop Wireless Sensor Network Architecture [3]
II. APPLICATIONS

The applications areas of wireless sensors networks are
varying, ranging from habitat monitoring to war field
monitoring, fire detection, detection the range and centre
of an earthquake, tracking information about an
inventory, nuclear reactors-to control and keep an eye of
any possible leak, ups and downs in temperature and
pressure, tracking the position of an object and taking
decision on the received information. Sensor nodes are
found scattered here and there in an area where from you
intend to gather the required information [2] [3].
A. Area Monitoring:
WSN is mostly used in Area monitoring, in which the
wireless sensor nodes are scattered in a certain area to be
monitored. For instance, if the area to be monitored, is a
battle field where the nodes are deployed to detect the
movement of the intruder in the host area without the
School of Engineering, Design and Technology
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usage of any old tradition landmines. The nodes upon the
detection of any of the event (temperature, pressure,
humidity, intensity of light and sound, vibration) will
report to the centrally located node known as Base Station
or Sink Node. This centrally located body then takes a
suitable action based on the gathered information and
transmits a message using any of the convenient ways of
communication like an internet or a satellite message [3].
B. Environmental Monitoring
Another area of interest in the wireless sensors
networks is to monitor the environment around us for
various variations and trends taking place every now and
then. The idea is to deploy the sensor nodes over the
desired area and gather the information needed. This
information may range from variance in temperature,
pressure, and other seasonal changes taking place over
both the shorter and longer periods of time. This
monitoring may be for months or even for years in order
to collect information relating to almost all parts of the
year to infer properly [2].

Wireless Communications

of time. The water tank levels and pumps are monitored
by various sensor nodes and corresponding I/O systems
which control the automated way of irrigation and avoid
the cause of any water pollution by reducing the waste
flowing with water.
III. CHALLENGES

In contrast to the above mentioned valuable application
areas, wireless sensor networks are facing the following
challenges.
A. Ad hoc deployment
As has been mentioned earlier, most of the wireless
sensor nodes are deployed in areas with no specific
infrastructure or without any definite map of the network.
For example, to study the environment of a forest, the
nodes in the desired area can be dropped from the aero
planes above the ground. During and after this process, it
is up to the nodes to configure themselves in what ever
way it suits them and start their connectivity and
distribution of the information [2].

C. Machine Health Monitoring
B. Unattended operation
Machine Health Monitoring, which can also be referred
to as Condition-Based Monitoring (CBM), [3] [5] is also
one of the major application areas of wireless sensor
network/nodes. As in wired installations, the systems are
more prone to human errors, nowadays, inaccessible and
hazardous locations are easily located by wireless sensors
[3].
D. Security Monitoring

Because the sensor nodes are deployed in
geographically
inaccessible
areas
the
sensor
nodes/networks do not need any involvement from the
human beings. Consequently, the nodes are responsible
by themselves to reconfigure in case of changes, if induce
any [2].
C. Untethered

In security monitoring, a set of nodes are placed at
some fixed location which constantly monitor that
specific location and report an event that takes place as an
abnormality for the deployed system.
The major
difference between environmental and security
monitoring is that security network does not collect all
types of data. It rather collects an event or anomaly that
is more of a security problem and not merely an
environmental issue. Each node tests its connectivity
with the sensors and only reports a problem when
security is really at stack/risk. The most simple and
immediate response by a sensor node is to produce an
alarm to take any corrective action.
It is also important within security monitoring that each
node is functioning properly without any failure which,
otherwise, has to be reported else reported as a security
violation. Besides, it should also be made sure that each
node configures it self with other nodes in the vicinity
which will make them responsible for the status of each
of its neighbor nodes plus each node should be assigned a
peer node to report a malfunction of the corresponding
peer node[2].
E. Agriculture
The use of wireless sensor networks in the field of
agriculture is becoming more common with the passage
School of Engineering, Design and Technology
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As the nodes in a wireless sensor network are not
always connected to an all-time available energy source,
that is why, they only have predefined and limited energy
capabilities. Because this energy is fixed it must have an
optimized usage in communication and processing of data
retrieved. As every node can listen to another node in its
nearest vicinity, the processing is undone by the
communication as far as the energy consumption is
concerned. As a result of this processing-communication
clash, every care should be taken to make the
communication as minimum as possible so that the
energy has an efficient and optimized usage [2].
D. Dynamic Changes
Nodes in a wireless sensor network must have the
ability to get used to any connectivity changes when
either new nodes are added or some of the current nodes
discover a failure. The same should also be operational
whenever there is an environmental change occurring
different from the one these nodes are designed for [2].
In contrast to the conventional network, where the whole
of the consideration is on increasing the bandwidth of a
proper network channel and lessening the number of
node, sensor network rely highly on an efficient lifetime
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together with the overall strength and robustness of the
entire system [2].
IV. ARCHITECTURE

To present a general idea about the architecture and the
kind of operating systems needed for a wireless sensor
network, each of the following examples is assessed.
Srisathapornphat, C.Jaikaeo and C.Chien-Chung Shen [4]
proposed architecture, known as SINA (Sensor
Information Networking Architecture) which consists of
the following components in major.
A. Hierarchical Clustering
Sensor nodes in a similar network are organized in such
a way that a head is defined depending on their power
levels and nearness. The header node in the cluster has to
perform various functions like the ability to reinitiate if
the head fails [2].
B. Attribute Based Naming
The nodes in a sensor networks are named base on the
type of function they need to perform. Suppose in a
system, which is used to monitor the temperature of a
certain location, a node can be named as
[type=temperature, location=S-W, temperature=100].
This naming attribute means that this belongs to all the
nodes deployed in the South-Western direction with a
temperature of 100F. This scheme can answer a query
about all the nodes having a temperature up to 100F [2].
This scheme can be operational because neither of nodes
is neither dependable nor unique in nature. Because of
this nature of naming, applications access each of the
nodes by naming it directly, which also limits some other
overheads in the form of mapping service [2].
A sensor node usually consists of the following four
subsystems [2].
A. Computing Subsystem
This
computing
subsystem
consists
of
a
microcontroller that is mainly responsible for controlling
the sensor and operation of the protocols needed for the
communication.
This microprocessor unit usually
involves different operational modes for the power
management [2].
B. Communication Subsystem
This part consists of a radio capable of communicating
within a short range with it corresponding nodes in the
neighborhood and with the outside world as well. This
radio is capable of communicating between all of the
modes i.e. Transmit, Receive, Idle and Sleep. Keeping
the mode in idle state is not a good habit to practice as
this consumed a lot of energy without doing anything
desired. The best option, in contrary, to the idle state is to
completely shut down the radio [2].
C. Sensing Subsystem
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A sensing subsystem consists of a joint group of both
sensor and actuators whose primary job is to connect the
node with the outer world. To reduce the consumption of
energy, low power consumption units should be installed
as well as altering such performances which are not very
essential [2].
D. Power Supply Subsystem
The power supply subsystem is composed of a battery
that is responsible for providing power energy to the
node. The amount of power utilized from the battery
should be kept under proper and regular checks because if
the battery is utilized very extensively for a continued
amount of time it could die without completing its
estimated lifetime.
Battery life can be increased
significantly by bringing drastic reduction to the current
being used or switching it off completely [2].
The power consumed in wireless sensor nodes can be
reduced dramatically by coming up with such techniques
in the designing stage that make the node aware of the
amount of energy consumed. This can be achieved by
making the operating system, application layer and
network protocols energy aware [2].

Fig. 2. System Architecture of a typical Wireless Sensor Node [2]
V. SYSTEM EVALUATION

The following parameters can be used to evaluate the
performance of a wireless sensor network
A. Energy Efficiency
One of the most important and challenging aspect of
wireless sensor network is the life time of the node
because these nodes are positioned in locations that are
not easily reachable and can’t be attended for months or
even for years [1]. Sensor nodes are usually operating on
batteries that always have a very limited energy resource.
It not only make the optimization of energy more
complicated but also risks the lifetime of the sensor
networks with doing work on reducing the power usage.
This fact about the limitation of energy resource should
always be kept in mind during the design and operational
phases. This awareness should not only be activated in
the individual nodes but at the same time in the group of
School of Engineering, Design and Technology
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various nodes in a network and the whole of the network
as well [2].
Each node in a wireless sensor network must be
responsible for the management if its local energy supply
if it is to take full part in the maximization of the lifetime
for the whole of the network. In many of the wireless
sensor networks, the average node life is not as important
as its minimum lifetime. To keep the security of such
systems intact, each node should last for multiple years,
otherwise, failure of a single node could prove risky for
the whole network [1].
B. Coverage
After the “lifetime” parameter, coverage is the next
phase in system evaluation. Deploying sensor nodes over
a larger physical area is a plus point of the wireless sensor
networks which in response benefits the end user from the
system. A good hint to be aware of is that the coverage
of the network is not proportional to the number of
communication links being employed.
Multi hop
communication techniques can easily extend the coverage
of the network nicely beyond the radio technology in use.
In simpler words, it means that it can extend their
network indefinitely. Keeping the transmission within a
specific range using multi hop communication
methodologies can jeopardize the energy limitations of
the nodes as well as reducing the lifetime of the whole of
the sensor network [1].
C. Cost and Ease of Deployment
Probably the most key plus point of a wireless sensor
network is its deployment being so easy. If the nodes
need to be successfully deployed within an environment
that is hazardous or inaccessible, even by untrained
personnel, the nodes must have the ability to configure
with each other on their own and start working as simple
as they can after been configured with each other.
However, it does not automatically mean that nodes can
connect with each other within an infinite range. These
nodes must be able to provide a feedback if any of the
constraints are violated as in the case of real time
systems.
At the same time, the network, on the whole, should be
able to provide a feedback on the overall structure of the
network as well as notify the mains about any potential
problem being faced [1].
D. Response Time
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Environmental and especially industrial applications
can only be the potential applications areas if the response
time for these sensors is guaranteed [1].
E. Security
Another important aspect of the system evaluation is
security of the data being received. Any information that
is collected by the wireless sensor network must be kept
private and confidential hence preventing it from a
potential eavesdropping threat.
A wireless sensor
network must not only keep the data and information
secure, it should also authenticate data communication.
The alarm produced as a result of an intrusion or attack
should not only be true but must be up to date as well.
An old alarm should not be produced at the current time
[1].
VI: CONCLUSIONS

Wireless sensor networks have almost become an
integral part of all application areas where collection of
sensing data in geographically remote and inaccessible
areas is involved. Though sensor networks have almost
captured every field of the modern life yet it is still under
evolution and future is awaiting sensor node networks
until some demerits in the current design specifications
are worked on.
The future work can be done on making wireless sensor
networks more energy efficient in design and operational
specifications. Other than the above mentioned work,
some more work need to be done in area like media
access control, security, privacy, routing and localization.
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Response time is another of the important and critical
parameters involved in the evaluation of the wireless
sensor networks/systems. Almost every wireless sensor
network should have the ability to produce a sequence of
alarms or beep as soon as they sense any abnormal
activity within the premises of the network. Because of
the infrequent occurrence of these anomalies without any
prior notice these alarm systems should come in to play
despite low power operations.
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Wireless LAN Security
Ali Ashraf
School of Engineering, Design and Technology
University of Bradford
Abstract— Wireless Local Area Network (WLAN) is the
wireless access to the internet in household and for
corporate uses. With the increased use of laptop computers
it has become more popular due to its facility of portability.
New projects are being made to enable wireless internet
access over large geographical areas. The client devices after
installation and configuration scan the wireless networks in
range so that it can get connected with the access point
having desired Service Set Identifier (SSID). Alternatively
the client stations can send the probe requests and in
response access points respond the requests.
To enable the data confidentiality and integrity with
secure communication, security over wireless medium in
required. The security policy of the wireless LAN depends
upon the requirement of the organization. Wired Equivalent
privacy (WEP) is the security protocol for Wireless LAN
defined in IEEE 802.11b standard is used for shared
authentication and/or encrypting data. The main problems
of WEP are the reuse if Initialization vector (IV), packet
sniffing and distribution of key. To enhance the security of
wireless LAN filtering technique is used which includes
SSID filtering, MAC address filtering and protocol filtering.
Replacing WEP, Wi-Fi protected access (WPA) is the
security protocol developed by Wi-Fi alliance is the
improved solution for the wireless LAN security.
Keywords: Wireless LAN, protocols, Filtering, Security.

I. INTRODUCTION
This Wireless Local Area Network is the access to
the internet with a wireless medium. Previously the leased
lines were used for the access to the internet. With the
ease of facilities of portability it is now been popular in
offices and homes as well. One can use his or her laptop
any where in the house with wireless connection to the
internet. There are certain projects in the pipeline to
enable the wireless access to the internet over the large
cities where the internet usage is very large. Previously in
the past the organizations used to rely on copper wires
and the internet was not wireless. At that time the threat
was also present that some one can use Ethernet jack
randomly but they can implement good physical security
and hence can prevent the misuse. Now a day almost
every organization is relying on wireless internet and the
signals being wireless can leak outside the physical
boundaries and some one can easily access the network.
There are certain issues regarding the wireless LAN
security.
There should be the appropriate security
recommendations
for
the
wireless
medium
communication. Different measures must be taken apart
from the encryption and the protocols used. Protection of
the sensitive data as username and passwords, MAC
address lists, WEP keys and other such data must be
ensured. Physical premises of the organization must be
watched regularly that there must not be any hacker in the
area. Advanced security measures must be taken and the
-88-

regular scans of the network should be conducted for the
possible vulnerabilities.
II. CONNECTION SETUP
The first step in the connection to the internet is the
configuration of the client device. The wireless LAN card
in the client device needs to be configured for the
connection to the internet. After the configuration the
client device automatically finds the wireless networks in
range. The process is called as ‘listening’. So if it finds
any network in range It will get associated with that
network. The process of listening can be categorized as
active and passive listening. The client station gets
connected to the station with the proper Service Set
Identifier. It specifies some Wireless LAN network
identity and it is unique. Service Set Identifier (SSID)
show the name of wireless LAN is usually two to thirty
two character long alpha numeric values. Beacons, probe
requests, probe responses contain SSID. In case of
roaming all the access points must have matching SSID.

III. PASIVE AND ACTIVE SCANNING
Passive listening involves the listening to the beacons
generated by the access points. The client station gets
associated with the wireless LAN that has the correct
SSID.

Fig. 1: Passive Scanning

Client stations continue the listening to the
beacons even after the connection establishment so that if
for any reason the connection is disconnected it can easily
be reconnected to the access point. Beacons are the
frames with typically fifty bytes length. Beacons can be
sent from access points to the clients and clients to clients
for the synchronized communication across the Wireless
LAN. The functions of the beacons include Traffic
information map (TIM), SSID information, time
synchronization and FH parameters.
A. Traffic Information Map:
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Traffic information map includes that which client has
the packets waiting at the access point. While in the
sleeping phase the client stations just for the short
intervals of time turn on their receivers and check that
whether they have the packets waiting on the access
points. If they don’t have then they again power off their
receiver and get to the standby phase.
B. SSID Information:
SSID information is contained in the beacons. When
this information is found the client will connect to the
access point with the strongest signals in case of multiple
access points or from where the beacons first originated.
C. Time synchronization:
Time synchronization is performed by the beacons as
they stamp the time of exactly the same moment of
transmission. It is done once the client station receives the
beacon frame and changes its local clock time and hence
the time synchronization is performed.
D. FH parameters:
FH parameters determine the technique of spread
spectrum used in the transmission. This information is
also contained in the beacons.
Active scanning is the attempt by the client station to
connect with the network. Client stations send the probe
requests to the access points containing the SSID
information. In response to the probe requests the access
points responds with the probe responses. These probe
responses differs from the beacons that access points used
to broadcast in the way that probe responses don’t have
TIM and time stamps in the frames.

Wireless Communications

the data can be transferred on both directions. Similarly
as in the authentication association process also involves
the association request frame from the client station and
in response what ever it may be either accepts or reject,
access point sends the response to client station.
There are three types in which the connection can be
categorized.
• Unauthenticated and unassociated
• Authenticated and unassociated
• Authenticated and associated
In an unauthenticated and unassociated connection
there is no connection link between client station and the
access point. So it needs to initiate the connection. In the
second type we can say that there is no data transfer
however the client station has been authenticated as a
valid user. In the authenticated and associated type full
connection is established and the flow of data is permitted
that is the final goal.
V. THREATS FOR WIRELESS LAN
•

•

•

•
Fig. 2: Active scanning

IV. AUTHENTICATION AND ASSOCIATION
For the valid user to enter in the network and gain
access it is important that authentication of the users is
performed. The main purpose of it is security. The
process involves the authentication frame request from
the client station to the access points and in response to
this request the access point gives authentication frame
response that it either accepts or rejects the request. The
authentication process is performed at access point or it
can be handed over to the authentication server. Radius
server can be used and it then passes the information of
acceptation or rejection to the client station through
access point.
Association is the state in which client station is
eligible of proper connection with the access point and
School of Engineering, Design and Technology
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•

•

The most common risk for the wireless LANs
are the sniffing of packets. It is the passive
attack and it does not leave any marks after the
attack. It can simply be done by any packet
sniffer.
The unauthorized access to the service without
billing is the threat. For Example if the neighbor
is accessing our signal. It can be prevented by
MAC address filtering.
The denial of service is also the common type. It
includes the RF jamming, over burden the access
point, stopping the users to access the access
points, RF jammer is the hardware that can be
purchased from the market. It produces the high
power RF signals that jammes the wireless LAN
signals. It can be done by any other RF source
unintentionally.
A man in the middle attack is the form that any
hacker pretends to be the access point rather than
of original access point. To avoid this attack the
premises should be watched physically.
War driving is another type of active attack. In it
the location of the access points are located and
recorded with exact coordinates. This data can
be used to access the internet.
If the attacker attains the unauthorized access to
the network and then the data pretends to be
coming from the original station, it is called as
IP spoofing. Spoofing can be of IP address or
MAC address. The client so associated with the
fake access point assuming it to be the original
access point.
-89-

Wireless Communications

VI. WIRED EQUIVALENT PRIVACY
Wired equivalent privacy (WEP) is the security
protocol for wireless LAN. There are numerous issues
with the security of wireless LAN such ac access control,
data integrity, confidentiality and other physical issues to
access the network. WEP relies on RC4 algorithm. If the
week keys are used in the algorithm it can be braked
easily using free soft wares available. The main
components of WEP are shared secret key and the
initialization vector. The shared initialization vevtor is
then given on the reception side also to decrypt the
message. Hence the same key is shared between sender
and recipient. The initialization vector is the dynamic
element and the shared key is the static element. The RC4
algorithm uses these elements combined with the plain
text to produce the cipher text. Initially the initialization
vector and secret key are seeded and fed in to the
pseudorandom number generator (PSNR). PSNR then
generates the cipher key. On the other side the plain text
is passed from the integrity algorithm to give integrity
check value (ICV). These two values ICV and the cipher
key are operated by XOR operation to produce the final
cipher text to pass on the channel to recipient. The
initialization vector is also passed on with it for
decryption.
For the security purpose it is necessary that the value
of initialization vector is changed for every frame to be
sent. As the values are consumed very early so the reuse
of initialization vector is the problem for the WEP
protocol. The same values are repeated and hence reduce
the security of the system. The initialization vector is also
sent along each frame to the recipient for decryption and
the intruder can easily get the access to the message by
knowing about the duplicate IVs. The WEP key is
assigned to both the sender and receiver manually or by
the key servers. The manual key assigning is the static
key where as the key assigned by the centralized key
servers are the dynamic keys. The key servers are the
trusted parties for both sender and the recipient. Dynamic
keys can be dynamic for each frame or for each session to
increase the security.
VII.
FILTERING
The filtering method is the security measure that we
can use to increase the security of the network in addition
to the protocols used and encryption of data or keys used.
It is implemented by the administrator to restrict the
access to the network. Filtering technique can be
implemented as SSID filtering, MAC addresses filtering
and IP address filtering.
The SSID is broad cast in every beacon and can be easily
got by using sniffer so the default SSID must be changed.
SSID should be changed and should not be made some
thing company related. Its not the means of security.
Some access points have the capability to hide the SSID.
In these circumstances the SSID must be configured in
the client.
Secondly the filtering can be applied on the MAC
addresses. The MAC addresses are unique for the
machines and filtering of it means to set some specific
-90-
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MAC addresses in the access point list to be only allowed
the access. The more professional approach towards the
MAC address filtering is to use identification also using
RADIUS server. The weakness in this scenario is that
MAC address can easily be sniffed and altered and there
fore illegal access to the network can be made.
One other way to filter the services is the protocol
filtering. The access point can allow passing specific
protocols as HTTP, FTP, and SMTP etc. The filter can be
applied on one of them or on some depending on the
priorities. These protocols are fed in the access point to
pass. It saves the excess usage of bandwidth also by
stopping the non required protocols.

Fig. 3: Protocol Filtering

VIII.
802.1X
802.1x is the IEEE standard that deals with the
authentication of the devices when connected either by
wireless medium or by wired. One of the content of it is
Extensible Authentication protocol (EAP). Some protocol
types use the RADIUS server and dynamic key
distribution services also. EAP has different types which
varies different security levels. One can estimate the need
of security and can implement according to their use.
• EAP-MD5 (message digest) is the simple type of
security protocol and is just employs one way
security authentication as the username and
password
protection.
For
the
secure
communication it is not suggested as it is just the
initial level. It does not support the dynamic
distribution of the WEP keys.
• Secondly is the Lightweight EAP that
reasonably raises the level of security by
employing the two way security. So it increases
the caliber as the access point is also verified to
the client. Still the sniffer soft wares can sniff
and get the information. Attacker can pretends to
be the access point by spoofing the MAC
address. This protocol type is more suitable for
the users that make use Cisco products.
• EAP-TLS is the more secured way of security
over wireless LAN than the other types of
protocols. It is much reliable as it makes use of
digital certificates on both sides client and access
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•

•

points. By having certificate on both sides make
it much reliable and resistant to attacker to spoof
the MAC address of access point.
EAP-TTLS (Tunneled Transport Layer Security)
is the tunneled transport layer security protocol.
It is the advanced form of TLS, the combination
of both EAP-TLS and EAP MD5. It uses the
dynamic key distribution of keys. It uses the
digital certificates for authentication through the
encrypted tunnel.
PEAP (Protected Transport Layer Security) uses
the secure tunnel and works the same way as
TTLS but the difference is that it does not need
any security certificate on the client side.

In the Extensible authentication protocol the
client is authenticated through the authentication
server. Server is the decision maker to accept or
denies the client. The request of association from the
client is responded as the identity request by the
access point. The client’s identity response is then
forwarded to the authentication server by the access
point. The authentication server then responds to the
request by the authorization request. The
authorization request from the server is forwarded to
the client. The client responds to the request by the
authorization response that reaches the server via the
same route. The authentication server either accepts
or denies and gives the final decision of approval.
The success message is then forwarded to the client
and the full connection is established.
There are certain weaknesses in the WEP keys
and EAP protocols and they could not support the
security for the latest attacks. The latest advanced
version for the security is Wi-Fi protected access
WPA to replace WEP protocol is designed by Wi-Fi
alliance. Further WPA2 is stronger than WPA and is
the final version. Until now there is no hacking tool
to break WPA2 and is believed to be completely
secure for the communication on wireless
communication. WPA is designed on the security
requirements of the IEEE standard 802.11i.
IX. WPA AND WPA2
Wi-Fi Protected Access (WPA) is the advanced
solution for the threats in wireless LAN. There were
weaknesses in the WEP that are recovered in WPA. The
protocol that is used in WPA is Temporal Key Integrity
Protocol TKIP and there is Micheal Message Integrity
Check MMIC a 64 bit integrity check for WPA. There are
certain changes to be done for the implementation of
WPA in the hardware. Certain cards or hardware devices
may not be working with this advanced technique. The
access points which come before 2003 may not be
working with TKIP. Only few changes are required in
clients than the access points. The more advanced version
of WPA is WPA2 that implements the full version. The
products need to have certified from Wi-Fi Alliance for
School of Engineering, Design and Technology
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compliance with the advanced protocol. Legacy systems
could not be further operated with this protocol.
In WPA TKIP is introduced without changing the
hardware and in WPA2 is Counter Mode with Cipher
Block Chaining Message Authentication Code Protocol
(CCMP). CCMP hence replaces TKIP and obviously
WEP. CCMP relies on Advanced Encryption Standard
(AES) where as TKIP uses integrity check. TKIP is the
security protocol that was designed by the WI-Fi alliance
as a substitute of the WEP. TKIP was operated on the
same hardware because the link layer security level was
not lowered and was safe. There were three
improvements in this protocol. In TKIP the secret key is
mixed with the initialization vector. Before TKIP in WEP
these two entities were separate and fed operated in the
algorithm separately. For the replay attack TKIP has
introduced the counter of the packets, so that if some
attacker re transmit the packet which has previously
transmitted and so does not match with the sequence is
straight away rejected. Thirdly TKIP has the Micheal
Message Integrity Check.
X. CONCLUSION
This research paper emphasises on the various threats
encountered by the wireless LAN and their solutions.
Through different techniques provided for the security,
improvements are made to ensure the reliable
communication. By removing the faults WPA2 is the
complete solution for security. It is believed to be
completely secure.
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WLAN and Bluetooth: An Existence Together
Mukul Bhardwaj
School of Engineering, Design and Technology
University of Bradford
ABSTRACT- With increasing popularity of wireless
networking technologies, a large number of wireless
networks have been deployed. Mainly two wireless networks
exist, namely WLAN (WLANs with access points or ad hoc
WLANs) and PANs. Demand for wireless LAN hardware
has experienced phenomenal growth during the past several
years. Various users can connect their laptops to internet at
their offices, at home, shopping complexes, universities,
coffee houses and hotels are common examples. Wi-Fi
technology is most commonly found in notebook computers
and Internet access devices such as routers and DSL or
cable modems. In fact, more than 90 percent of all notebook
computers now ship with built-in WLAN.A WLAN network
provides high-speed data communication in restricted
coverage areas at a relatively Low cost. Bluetooth has
become widely famous and is used almost everywhere. It has
become a standard feature of mobile phones and laptops
Wireless keyboards, wireless mouse and wireless printers,
Transfer of pictures, files, audio, and video between
Bluetooth enabled devices. This paper firstly talks about the
W-LAN and functions of layers, Benefits and applications
and secondly about the Bluetooth and its uses and respective
Bluetooth technology.(vii)

WLAN
There are many wireless technologies deployed these
days (both in 2g and 3g), PANs (Personal Area Network)
like Bluetooth and WLANs (wireless local area network,
a-d hoc or with access points). Common examples are
laptops connected to internet at home, coffee house,
airports, universities and offices. These days almost all
laptops computers are equipped with WLAN
technology.(vii)
Institute of Electrical and Electronics Engineers (IEEE) in
1997 approved the first wireless LAN standard 802.11
and the maximum available speed was up to 2mbps.
However in 1999 both, 802.11a and 802.11b were
approved by IEEE but 802.11b products came before
802.11a. Although the maximum speed in the 802.11a
was 54mbps unlike in802.11b in which the speed was
limited only to a mere 11mbps as compared to 802.11a.
Still 802.11b became popular and came in market before
802.11a because it used direct sequence Spread Spectrum
(DSSS) technology. 802.11a used the Orthogonal
Frequency Division Multiplexing (OFDM) It is a efficient
method of transmission and increases the data rate. DSSS
is easier to implement and so became the chief cause that
IEEE802.11b products appeared in market first. 802.11b,
nowadays, is popularly known as Wi-Fi. Later on in June
2003 802.11g was introduced. It provided with the higher
bandwidth .Nowadays, 802.11g is supported by most of
the computer network hardware.
BENEFITS
1) It allows the user to move the terminal without
getting disconnected to the network. Think of a
person in office is working on a computer which
has a wired internet connection and the terminal
cannot be moved after a certain possible limit,
-92-

2)

3)

4)

5)

but when it comes to Wi-Fi equipped laptop, the
user can freely move anywhere as long as the
terminal is under the coverage area of network.
Coverage range: RF and IR waves
communicating over a distance depends upon
the product design and path of propagation. In
indoor environment, walls , heavy and solid
objects block the path of IR. Hence most
WLANs use the RF, RF penetrates most of the
indoor surfaces. The typical range of WLAN is
about 100 metres but it can be increased.
Less complicated: User doesn’t need to have a
typical knowledge of WLANs. It is more or less
same as in case of a wired LAN.
One of the biggest advantages of WLAN is that
there is no need to pull cables and so it can be
deployed very fast without any complications in
term of time and money. Moreover many
physical environments don’t support wiring, so
WLAN is best suited for such areas.
Installation cost of a WLAN is much less than
the traditional wired LAN because no wires and
labor are required to deploy a WLAN.

MAC LAYER
MAC layer is a common medium access control
specified by MAC layer. A number of functions are
provided by MAC layer, which supports the
operation of WLANs.
Two forms of medium access are defined by 802.11
standards, Distributed Coordination Function (DCF)
and Point Coordination Function (PCF).
While transmitting, a counter resident which is called
Network Allocation Vector (NAV) holds the value of
time to send a frame based on a frame already sent
before. If NAV is zero, then only a station can send a
frame. Based on the frame length and data rate, a
time is calculated needed to transmit that frame.
Then this time is placed in duration field of the
frame. After receiving this frame i.e. The time
required, a station uses this value for setting the
NAVs.(xiii)
MAC LAYER FUNCTIONS
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1) Scanning: two types of scanning is defined by
802.11 standards. They are Active and Passive
scanning. In order to find the best access point
signal, passive scanning is deployed and it is
mandatory as well. Radio NIC receives the
becons which were sent by access points and the
radio NIC scans the becons and checks for the
signal strength.
Active scanning is quite similar to passive
scanning with the difference that the process is
initiated by radio NIC by broadcasting a probe frame.
2) Authentication: two types of authentication. In
open system authentication, which is mandatory,
authentication request frames are sent to the
access point by a radio NIC. The approval or
disapproval of authentication is sent back with
an authentication response frame.
3) Fragmentation: Division of data packets into
smaller frames is enabled by fragmentation
function. It avoids the retransmission of large
frames. Less overhead is required to transmit a
smaller frame than a large frame.
DCF
(Distributed
coordination
function)
This is the basic MAC Protocol. It deploys:
CSMA/CA and
a random back off time. Acknowledgement (ACK frame)
is used by traffic. If no ACK is received by sender, it
senses that some data packets are missing and an
acknowledgement to retransmit the missing frame is
scheduled.
Before transmission a station checks if the channel is idle
or some other station has requested the transmission. If
the channel is idle for the time equal to Interframe Space
(IFS), it transmits the packet. If some other station has
requested the transmission than the other stations wait
until the channel becomes free.[4]
For DCF, three IFS are defined:
1) SIFS(Short IFS)
2) PIFS(Point Coordination Function IFS)
3) DIFS(Distributed Coordination Function IFS)
SHORT IFS
Of all IFS it is the shortest and has the maximum priority.
PIFS
Its length is more than SIFS but less than DIFS and its
main function is to issue polls.
DIFS
It performs the function of medium delay.
Request to send (RTS) and clear to send (CTS) are the
virtual sensing mechanisms and these govern the
transmission. The whole procedure is like, prior to
transmission a station sends the RTS (a short pulse) to the
receiving station to inform about the transmission. And if
the other station is ready to accept packet it sends the
clear to send (CTS) packet.(xiii)
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PHYSICAL layer
Three physical layers are defined by the IEEE 802.11:
one infrared and two spread spectrum.
These supports data rate of up to I mbps and 2 mbps.
Direct Sequence Spread Spectrum and Frequency
Hopping Spread Spectrum (FHSS) are the two spread
spectrums. One interesting thing to note is that different
data rates. For 1 mbps 16-ppm and for 2 mbps 4-ppm is
used. Main reason for different data rate is to minimize
the added complexity by 2mbps data rate and it assures
that at both data rates, the basic pulse is same.
To carry the MAC Protocol Data Unit simultaneously
with the feature of physical layer is the most important
function of PHYSICAL layer frame.
MOBILE AD HOC NETWORKS
In AD Hoc networks no fixed infrastructure is needed and
it represents an evolution in terms of wireless networking.
In this type of network, mobile nodes are joined together
to form a group of devices and the devices within the
group can communicate with each other in a seamless
way. It can have either a hierarchical topology or a flat
topology. If all the nodes are on the same level of
communication, than this type of topology is flat
topology. All the nodes of the ad hoc network are
organized into clusters. There is one node called the
cluster head which controls the respective clusters. [3]
USES OF WLAN
1) High speed Internet without any hassle of wired
workspace. For example, within a home or a
office, everyone can use the internet through the
same modem
2) No wiring cost saves time and easy to install.
3) New workstations can be added any time at any
point.
4) Visitors to any enterprise can connect to the
internet with very little configuration.
5) Transmitting Voice over WLANs: The solution
to the problem of being in constant touch with
each other is to use WLAN to transmit voice.
6) In a Hotel, where the spread workers to different
places need to respond quickly.
7) In retail stores, if a customer asks for some item,
the employer can communicate to the person in
inventory to check for the availability of the
item.
8) In offices, where quick help is needed like police
or ambulance services.(xii)
BLUETOOTH
Bluetooth came into existence in 1994 in order to replace
the cables and to connect accessories with wireless links
to mobiles and computers.
Why it is called Bluetooth?? : The Bluetooth project was
originally started in Scandinavia, so it was named after
the10th century monarch Harald Bluetooth, to regard the
monarch, who united the Norway and Denmark.
Bluetooth technology is an open standard specification
particularly for small distances based upon radio
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frequency. It is comparatively cheap wireless networking
system. It connects portable devices to laptops such as
wireless keyboards and wireless mouse. Bluetooth
technology has reduced the cost, it has improved security
and the functions and operation performed by it are same
as carried by cables by mobile travellers. Bluetooth was
designed to be a secure just like a cable (which supports
every function done by a cable) and it must have the cost
same as that of the cables.(i)

itself. A lot of specialized skills are required to ensure
that the Bluetooth radio will work in the specified
specifications. The antenna is not provided purchasing a
Bluetooth module.
The protocol stack has a number of components but the
major ones are the Logical Link Control and Adaptation
Protocol (L2CAP), Human interface Device, TCP/IP, the
service discovery protocol, the host control interface and
Link manager.

The main reason why Bluetooth was created was to
replace cables. Various mobile devices communicate to
each other after framing a quick ad-hoc “Piconet”. When
a Bluetooth radio is connected to another Bluetooth radio,
a Piconet is formed. Then , through 79 channels, both the
radios are hopped together. By providing a unique
hopping pattern for each piconet, large numbers of
piconets are supported by the Bluetooth radio system.(xi)
[4]
A laptop equipped with Bluetooth, which is very common
these days, can connect to internet via a Bluetooth mobile
phone. In this case Personal Access Point is the mobile
phone.
BLUETOOTH COMPONENTS
There are four major components:
1) Antenna/rf component
2) Bluetooth radio and Baseband
3) Bluetooth software Protocol Stack
4) The application itself

Bluetooth Protocols
1) Link Manager: The LM setup the connection
configuration. It also ensures the connection and
security during the connection between the
devices. In a Piconet, the LM decided the master
and slave and even the LM switches the master
and slave.
2) L2CAP:
Reassemble
and
segmentation,
multiplicity of protocols and quality of services
are the various services provided by the L2CAP.
Protocol multiplexing is the use of several
protocols simultaneously.

Antenna/RF
A unique solution is implemented for each device in RF
and antenna design.
Bluetooth Radio and Baseband
It is the hardware transceiver that performs the function
of implementing the Bluetooth Radio specifications. The
radio transceiver is a part of this unit which can transmit
and send data and it consumes very low power. It
operates in 2.4GHz frequency band. Just by increasing
power by 10 db, the coverage area is increased roughly by
50 metres.
The baseband has mainly two units, the Link Controller
used to perform baseband protocols and Low-layer Link
routines.
Bluetooth Software Protocol Stack
It is more or less thought as a driver code .If we want to
send and receive some information from the Bluetooth
device; it is this code which helps.
Apparently the Bluetooth silicon manufacturers are
unable to provide a Bluetooth antenna with the device

Segmentation and Reassemble is a kind of
service. In it, the higher layer protocol packets are
segmented and the Bluetooth packets are reassembled
again after transmission after segmented from higher
layers.
3) Audio and Telephony Control: These are linked
protocols. Telephony control, as the name
suggests, controls the calls and audio. It connects
and disconnects a call. Telephony links have
some different path, other than the L2CAP-toLM path and are established as synchronous
links.(i)
4) Human Interface Device (HID): Brings the
fashion of cordless computers, keyboards,
joysticks, gaming devices like the Sony PSs and
wireless mouse are part of this protocol.
5) TCP/IP: TCP/IP being the most fundamental and
most vital protocols is widely supported by
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applications. But handling ad hoc networking is
one of the key problems with TCP/IP.
6) Host/Controller Interface (HCI): It is often
implemented as an internal software interface.
USES
Bluetooth has become widely famous and is used almost
everywhere. It has become a standard feature of mobile
phones and laptops.
1) Wireless control between a mobile phone and a
Bluetooth hands free.
2) Sending some information to many users at the
same time having Bluetooth enabled devices.
3) Wireless keyboards, wireless mouse and
wireless printers are becoming famous, are based
on Bluetooth.
4) Transfer of pictures, files, audio, video between
Bluetooth enabled devices (this is the OBEX
protocol) object exchange.
5) Using mobile phone as a wireless modem for
dial up internet.
6) Often implemented in traffic control devices,
GPS receiver and medical equipments.
CONCLUSION
As we have seen that WLAN and Bluetooth have become
very famous among people and they have replaced old
techniques (especially wires) to much extent. With the
increasing technology these are getting better in terms of
time, cost and speed.
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Femtocells: A Solution to Poor Indoor Coverage in WiMax Networks
Mohammed Tijjani Ibrahim
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Abstract-A problem continually being faced by mobile
phone users inside buildings is that of poor signal strength
as well as slow data rates, because of the attenuation of radio
signals by walls [1, 2]. It therefore has become necessary for
Mobile-operators (MOs) to come up with solutions in order
to remain competitive against VoIP (Voice over internet
protocol) and traditional land line operators [3]. One
approach currently being considered by MOs is the
deployment of femtocells for users to fix in indoor
environments. Femtocells are basically cheap and reliable
indoor base stations capable of increasing coverage as well
as data rate [4]. This paper provides an overview of a
WiMax network in which femtocells (or Femto-Access
Points) and macro base-stations are integrated. It goes
further to describe the various Quality-of-Service (QoS)
models that can be implemented in typical scenarios. The
final section of the paper highlights some technical
challenges being faced by the technology as well as possible
solutions.
KEYWORDS: Femtocells, WiMax, MOs, QoS
I.

INTRODUCTION

Wireless communication has experienced phenomenal
growth in recent years. A direct consequence of this is
the explosion in the number of mobile phone users. In
fact, in many homes and offices today, mobile phones and
wireless local area networks are replacing traditional
wireline systems [5]. However, one major problem of
cellular systems is their in-ability to provide uniform
coverage (especially indoors), because of the attenuation
of transmitted signals from outdoor base-stations (BSs)
by walls. As there is a limit on the amount of power that
can be transmitted and the cost of deploying more base
stations would definitely be too high, the cellular industry
introduced the concept of femtocells [4]. Femtocells are
the indoor equivalent of outdoor-BSs, but which transmit
at a much lower power, and are typically connected to the
Mobile operators (MOs) network via cable or standard
broadband DSL. An important feature of femtocells is
their unique ability to provide exceptional voice quality
and data rate inside buildings. Like outdoor-BSs,
femtocells operate in the licensed frequency band and are
therefore regulated by MOs. When within the coverage
area of a Femtocell Mobile Stations (MSs) automatically
switch to it [2, 6]. All facilities in a standard mobile
network are available and messages are exchanged with
the main switching center via a broadband IP network [2,
6]. As a result of femtocells operating on low power
levels, battery life of MSs is considerably improved [2,
6]. Different models of femtocells are available ranging
from ‘small ones’ that can handle 3-4 calls concurrently
to much larger ones (for enterprises) capable of handling
8, 16, or 32 simultaneous calls [6]. Another important
feature of the femtocell or Femto-Access Point (FemtoAP) is that it comes with a facility to register numbers,
thereby restricting unauthorised access [2, 6]. In terms of
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security, femtocells are designed to encrypt all incoming
and outgoing voice and data messages as well as prevent
external users from gaining access to the network [2, 6].
As described in [6], Femto-APs automatically detect
frequency and power level to transmit at. They configure
themselves and do not require radio frequency (RF)
planning engineers thereby reducing maintenance cost.
However, in order to make software or configuration
upgrade, network operators provide remote management
services [6]. Current units are designed to work with
existing mobile devices so no upgrade is required [2, 6].
Some advantages of femtocells include:
1.) Load sharing: Femtocells help to reduce traffic load
on outdoor-BSs bearing in mind the number of calls that
originate from homes and offices [7].
2.) Reduction in cost of infrastructure: The deployment
of femtocells saves MOs the cost of building/providing
additional infrastructure and backhaul equipment [4, 7].
3.) Improvement of signal quality: Because femto-APs
are deployed inside buildings, they provide superior voice
quality and enhance data rate with minimal power
consumption [7].
The initial cost of femtocells launched by
vodaphone was in the region of $250; however, towards
the tail end of 2009 prices were reduced to about $78 due
to the introduction of new chips, which drastically
reduced the bill-of-materials [8].
A number of bodies such as the Third Generation
Partnership Project (3GPP), WiMax Forum, and IEEE
802.16 are involved in the standardisation of femtocells in
order to ensure compatibility and interoperability of
products based on the technology. Currently, ongoing
efforts at the WiMax Forum are geared towards
developing femtocell solutions in two phases. Phase 1 is
expected to be in conformity with IEEE 802.16-2009 as
well as system profile release 1.0 or release 1.5 [7].
Phase 2, which will be due around 2012 is expected to be
based on IEEE 802.16m air interface and system profile
and network Release 2 [7].
In this paper, a simple scenario in which WiMax
Femto-APs are deployed is described. Three QoS
relationship models are then discussed. Some technical
issues being faced by the technology as well as possible
solutions are reviewed before concluding.
II.

DEPLOYMENT SCENARIOS

Femto-APs are designed to automatically integrate into
the existing cellular network [9], usually serving indoor
users with low mobility [4]. The most obvious places
where Femto-APs can be installed are those having either
very poor coverage [4] due to losses caused by physical
constraints [2], or low data rate.
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The number of Femto-APs used to cover a
particular location depends on the physical size of that
location.
Two scenarios that portray the usage of Femto-APs
in different contexts include one in which it is deployed
in an outdoor hotspot such as a shopping mall and another
where it is used privately. In the former, the Femto-AP is
open to the public and all subscribers to a particular
network have open access. The latter case portrays a
situation where access is controlled, and only
authenticated users can connect to the Femto-AP; which
is a better solution for homes and offices [4].
As mentioned earlier, femtocells lead to load
sharing/macrocell offloading benefit due to more efficient
use of radio resources where they are jointly deployed
with macro-BSs. This is depicted in Fig. 1; where1a
shows a macro-BS serving indoor and outdoor users,
while in 1b a femtocell is introduced thereby increasing
network capacity.

Wireless Communications

fixed at will by users [1]. The architecture of a cellular
system is such that several BSs are directly linked with
the network so that specialised functionalities such as
radio resource management (RRM) and handover
between BSs are handled easily by a single radio network
controller (RNC); to which these BSs are connected.
Integrating Femto-APs therefore complicates network
design since they are connected to the network via fixed
broadband internet. Fig.2 shows a WiMax network in
which a Femto-AP is integrated. Two components make
up the network; the Access Service Network (ASN) and
the Connectivity Service Network (CSN) [4].
1.) ASN: This is designed as an all IP domain. It
comprises of Femto-APs, macro/micro BSs and ISP
networks. Femto-APs route traffic through the IP
network of the broadband service provider while
macro/micro BSs are connected to the privately owned IP
network of the MO [4].

A. Network structure
Unlike traditional outdoor-BSs whose deployment
is planned and carried out by MOs, Femto-APs will be

Fig. 1. a) Traditional macrocellular deployment; b) Joint macro-femto deployment [9]

Fig. 2. WiMax network with Femto-AP [4]
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2.) CSN: The connectivity service network houses
servers such as Authentication Authorisation and
Accounting (AAA), Mobile IP (MIP), Policy server, and
Home Agent (HA), which provide functions such as
access control, billing, etc [4]. The ASN Gateway (GW)
acts as an interface through which data packets from the
Femto-APs or macro/micro BSs are sent to the various
servers in the CSN. In order to ensure interworking with
cellular systems (GSM/UMTS) and the Public Switched
Telephone Network (PSTN) a Session Initiation Protocol
(SIP)/IP Multimedia System (IMS) gateway is used [4].
B. QoS issues:
As with other wireless communication systems
some QoS level should be provided so as to achieve
satisfactory performance.
Three QoS models are
envisaged depending on the relationship between the
broadband service provider and the MO [9]
1.) Common wireless and wireline operator: Here the
MO is also the broadband service provider, making it
easier to provide the required level of QoS. Either a static
approach, where a fixed bandwidth is assigned to
femtocell traffic or dynamic bandwidth allocation can be
used to guarantee QoS. In practice, the static approach
should suffice for applications with low bandwidth
requirement while dynamic bandwidth and QoS
management is better suited for ‘bandwidth hungry’
applications [9].
2.) Separate wireless and wireline operator with a
Service Level Agreement (SLA): Here the MO is not the
broadband service provider but QoS required for
femtocell traffic is negotiated. As in the first scenario,
both static approach, and dynamic bandwidth and QoS
management are applicable [9].
3.) Wireless and wireline operators with no SLA: Here
the MO is not the broadband service provider and no
form of agreement to provide a guaranteed QoS level
exists, i.e. QoS is supplied as best effort as in VoIP [9].
This implies there shouldn’t be high expectation on good
service quality as regards femtocell traffic. When
network capacity exceeds overall traffic load femtocell
traffic can be assured of good QoS while an over
stretched capacity will generally result in poor QoS. A
number of techniques are adopted to optimise the
performance of femtocells under such conditions,
including:
i) Femtocell placement: The Femto-AP is placed
between the DSL modem and the home router thereby
enabling it to attach more importance to its traffic than
that of other devices using the same broadband service.
This can be achieved by feeding the Femto-AP with
information about total bandwidth available [9].
ii) Handover to macro network: This will involve
determining a threshold level below which QoS is
unacceptable. The Femto-AP is then configured to
handover its traffic to a macro/micro BS when QoS falls
below that threshold [9].
iii) Throttling the femtocell data traffic: In certain cases,
when QoS is bad, data packets slow down voice packets.
Throttling data traffic provides a viable solution for
improving poor voice quality [9], as femtocells attach
more importance to voice traffic
-98-
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iv) QoS aware femto-gateway (GW) selection: For a
network with many femto-GWs, the least congested GW
can be allocated to the femto-AP when QoS becomes
degraded. Notably, however, this option will not have any
considerable effect when the congestion is from the
network of the broadband service provider [9].
III. TECHNICAL ISSUES AND SOLUTIONS
This section describes some technical issues associated
with femtocell deployment as generally agreed by
industry experts, and puts forward possible solutions.
A. Issues
1.) Interference to/from other femtocells and macro- BSs:
Usually before an outdoor-BS is sighted, a series of
planning and coordination is carried out by professional
engineers so that it doesn’t interfere with adjacent or
nearby cells. Femto-APs on the other hand are designed
to be deployed by customers without specialist planning
and this may cause interference to BSs located close to it
[7]. Notable interference issues that need attention
include:
i) Regulation of transmission power: There is the need
to look at policies concerning transmission power from
Femto-APs so as to ensure compliance with regulations
[7].
ii) Intrasystem and intersystem interference among
femtocells and with macrocells: Consider a scenario
where a large number of femto-APs and macro-BSs are
deployed. Typically this kind of arrangement might give
rise to interference between the various BSs [4, 7].
2.) Handover: BSs in 2G and 3G cellular systems
broadcast information which contains their ID. This
information is used by a MS being served by a different
(co-located) BS to seek for prospective cells to attach
itself to, should the need for handover arise [10].
However, this technique is impractical where a significant
number of femtocells surround a macro-BS due to limited
network equipment and protocols [7, 10]. Therefore,
handover process from a macro-BS to a femtocell
becomes an issue
3.) Synchronisation: For femtocells to carry out certain
key functions such as interference management and
handover there needs to be synchronisation between them
and macro-BSs [4, 7, 10]. Current techniques used to
achieve synchronisation in 2G/3G cellular systems cannot
be used in an all IP network [4], which makes it a source
of concern.
4.) Security: Certain security measures are put in place
by MOs to protect their networks from malicious users.
Carrying out these procedures is a lot easier when
backhaul is provided by the MO owned network.
However, this is not usually the case with femtocells as
backhaul will mostly be provided by the broadband
services company through the public IP network. This
scenario therefore, makes Femto-APs more exposed to
security attacks. The challenge lies in coming out with
ways of communicating securely across public networks
[4, 7].
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5.) Plug and Play: Femtocells are designed to configure
themselves and automatically integrate into the network
once they are installed. The fact that they will be
produced by different manufacturers makes it challenging
from the technical point of view [7].
6.) Standardisation: Femto-APs are designed to be
bought ‘off the shelf’ like Wi-Fi access points, and
installed by users. There is need therefore, to standardise
specifications so that a wide range of manufacturers can
produce devices that can work in any network [7].
B. Proposed solutions
1.) Interference: As described in [4, 7], interference is
bound to exist where femtocells are deployed in numbers,
mainly due to lack of planning prior to installation. Some
measures being considered to mitigate this problem
includes:
i) Self Configuration: Femto-APs may be designed to
automatically reduce transmission power or change to
another frequency so as not to cause interfere [7].
ii) Inter-BS Coordination: Another solution is by making
several co-located BSs to regulate their activities by
sharing certain RRM information such as signal strength.
This information (obtained by the serving cell) through a
feedback from the MS can be used to direct a femto-AP
causing interference to adjust certain RRM parameters
[7].
2) Synchronisation: The Global Positioning System
(GPS) would have been a good candidate to be used for
synchronisation because of its ability to provide accurate
timing and location information. However, femtocells
are installed indoors where a direct line of sight with
satellites is difficult to achieve [4, 7]. The IEEE 1588
Precision Timing Protocol was also being considered,
however, its extensive hardware requirement and
limitation in terms of range made it a less suitable option
[7]. A viable solution is described in [7], where
synchronisation channels of co-located BSs is spied. This
is known as snooping. For distances of up to 30m,
accuracy of about 0.01-0.2µs can be achieved using this
technique.
3) Security: In order to overcome security related issues
concerning Femto-APs, advanced registration and
authentication procedures need to be carried out.
Additionally, encrypting IP packets is required so as to
prevent hackers from intercepting or reading voice and
data messages [4].
4) Handover: As stated, the technique used to perform
handover in 2G/3G systems is not viable in femtocell
networks. Proposed solutions include:
i) Saving co-located macro-cell list: Here, a list of all colocated BSs presented to a MS by the femtocell is stored,
so that whenever it is attached to any BS in that list, it
starts searching for the femto-AP to which it is registered
[7].
ii) Snooping: In addition to signal strength and loading,
one other factor that is responsible for handover is the
closeness of a MS to a BS or femto-AP. Now, from time
to time, a femtocell may spy the uplink and downlink
broadcast messages of co-located BSs, which usually
School of Engineering, Design and Technology
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contains ID’s of attached MSs. This information enables a
femto-AP to detect whether or not a MS registered to it is
nearby.
iii) Interworking Signal Assisted Scanning: MSs usually
scan around to discover BSs by adjusting their radio
frequency. In this situation it is the other way round; i.e.
BSs or femtocells are made to transmit a particular type
of signal which is recognized by MSs registered with
them [7].
IV. CONCLUSION
This article has described femtocells with particular
emphasis on their deployment in a WiMax network. The
fact that they can be used in public places such as airports
and restaurants makes them a strong competitor against
rival technologies such as Wi-Fi. Its plug and play
capability makes it attractive not only to consumers but
also to MOs (due to cost benefit). The slow start
experienced by femtocells might not be unconnected with
the many technical issues associated with it. However, as
mentioned in [3], standardisation efforts are expected to
spark off a commercial boom which will see the number
of users rise considerably. On the whole, femtocells offer
a cost effective solution to improving coverage indoors.
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Emerging Standards for Wi-Fi and Bluetooth TM
Omer Nadeem Khalid
School of Engineering, Design and Technology
University of Bradford
Abstract- For the past decades or so wireless
communication has made its own reputation in
telecommunication industry. Brilliant ideas are making
progress day by day that how wireless networks can be
improved and integrated with other networks to achieve
high date rates and to meet with user’s demand. Wi-Fi and
Bluetooth have been really popular among masses as both
wireless technologies have become a part and parcel of our
lives.
Wired technologies which have got their own pros and
cons being replaced by WLAN and WPAN for exchange of
data and various other things. They both have been
operational around the globe for a while now. Both operate
at the same unlicensed ISM frequency band of 2.4GHz so
anybody can use it for sharing information between two
devices.
Aim of this paper is to do an in depth analysis of different
IEEE 802.11 and IEEE 802.15 standards for both these
technologies. How they originated and currently what
progress has been going in it that will set a benchmark for
upcoming future standards for both these wireless
technology networks.
Keywords: Wi-Fi, Bluetooth, IEEE 802.11, IEEE 802.15,
WLAN, WPAN
I-INTRODUCTION

Wireless communication networks have laid down a
new foundation in the telecommunication sector.
Commercial usages of wireless devices have increased
rapidly throughout the globe. Alongside that the demands
of masses have also raised so much to achieve high speed
internet access. It is because of that different methods and
standards of wireless communication have evolved across
the world, on various commercially driven requirements.
These technologies have been classified into four main
categories based on their specific applications and
transmission range. A figure illustrates about these given
below:Out of these four categories the main emphasis of this
paper will be on the two wireless networks i.e. Wireless
LAN (IEEE 802.11) and Bluetooth (IEEE 802.15). We
will do a detail analysis of these two wireless
technologies regarding their specifications and standards.
Currently what is their status and what new enhancements
will increase their popularity commercially in the near
future.
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Fig 1.Global Wireless Standards[2]
II-WIRELESS LAN

WLAN or Wireless Local Area Network is such an
environment in which two or more computers
communicate with each other without using wires.
Wireless LAN uses spread spectrum technology which is
based on Radio Frequency waves to enable
communication between devices in a limited area. This
basically gives the user a free hand to manoeuvre and still
remain connected to the network[3]. For the home user,
wireless has become popular due to ease of installation,
and location freedom with the gaining popularity of
laptops. For the business, public businesses such as coffee
shops or malls have begun to offer wireless access to their
customers; some are even provided as a free service.
Large wireless network projects are being put up in many
major cities[3].
IEEE 802.11 also called as Wireless Fidelity (Wi-Fi)
has introduced various WLAN standards that have been
deployed by working group 11 of the IEEE LAN/MAN
Standards Committee (IEEE 802). The term 802.11x is
used to denote this set of standards. IEEE 802.11 term is
used for original 802.11 also known as “802.11
legacy”[3].
There are six modulation techniques which use the
same protocol of 802.11 family. Among these the most
popular are 802.11 a/b/g and n which has been recently
deployed although products designed based on draft
versions of the standard are being sold. 802.11b is the
first and most widely used all around the globe followed
by 802.11a and 802.11g. 802.11b/g both works at the
same Industrial, Scientific and Medical (ISM) radio band
of 2.4 GHz where as 802.11a operates at 5.0 GHz. The
recent standard 802.11n which is under progress can
operate at both these frequencies and is compatible with
previous ones.
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A. History of Wireless LAN
ALOHAnet was the world’s first computer
communication network. It uses low-cost ham-like radios.
This project was led by Norman Abramson in the era of
1970. It basically uses the star topology in which seven
computers deployed at different islands communicate
with central computer without using phone lines.
Originally WLAN hardware was too expensive as it
was proposed to be the replacement of cables and wires.
Earlier developments were for industrial specific
solutions but by the end of 1990 these were replaced by
standards or different versions of IEEE 802.11(Wi-Fi).
After the emerging standards of IEEE 802.11a and
802.11g, HIPERLAN which is introduced by European
Telecommunications Standards Institute (ETSI) got failed
in the market due to high data rates of both IEEE
standards. The Commonwealth Scientific and Industrial
Research Organisation(CSIRO) is now currently dealing
with legal cases with big computer firms like Microsoft,
Intel, HP, Dell and Netgear. It negates any royalties being
paid to CSIRO for WLAN-products.

Fig 3.Wireless Access Point[5]

3)
Wireless Network Interface Card(WNIC)
Its main function is to connect with radio based
computer network and exactly functions like Network
Interface Card of wired networks. It works on Layer 2 of
the OSI Model. It can work in both modes i.e
infrastructure and ad-hoc.

B. Examples of Wi-Fi Devices
1) Wireless Router
Integration of Wireless Access Point (WAP) with IP
router and Ethernet switch is main function of it.

Fig 4.Wireless Network Interface Card[6]

C. IEEE 802.11 Network Standards
IEEE 802.11(Wi-Fi) has introduced various standards.
Among those the most popular ones are listed below:-

Fig 2.Wireless Router[4]

2) Wireless Access Point(WAP)
It connects group of wireless stations with wired Local
Area Network (LAN).
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Table I.IEEE 802.11 Network Standards
802.11
Protocol

Legacy

Release Operating Bandwidth MIMO Modulation Data Rate Data Rate Indoor
(Typical) (Max)
Frequency (MHz) Streams
Range
(GHz)
(m)
1997

2.4

20

1

DSSS

1Mbit/sec 2

Outdoor
Range
(m)

20m

100m

Mbit/sec
a

1999

5

20

1

OFDM

54
25
35m
Mbit/sec Mbit/sec

120m

b

1999

2.4

20

1

DSSS

6.5

38m

140m

11

Mbit/sec Mbit/sec
g

2003

2.4

20

1

54
38m
OFDM, DSSS 11/25
Mbit/sec Mbit/sec

140m

n

2009

2.4/5.0

20/40

4

OFDM

540
200
70m
Mbit/sec Mbit/sec

250m

4) IEEE 802.11 Legacy Protocol
This standard got released in 1997. Infrared (IR) was
used as a source of transmission with two raw data rates
of 1 and 2 (Mbit/sec). It operational frequency was 2.4
GHz using Frequency Hopping or Direct Sequence
Spread Spectrum (FHSS/DSSS) modulation techniques.
Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA) was defined as medium access method.
Through this mechanism the raw channel capacity was
sacrificed in order to get the reliable data transmission in
adverse and diverse environmental conditions. Key
challenge was that it allowed different vendors having
their own individual products in market without realizing
the issue of interoperability. Due to this after two years it
got replaced by 802.11b.
5) IEEE 802.11a Protocol
It got introduced in 1999. It operates at 5.0 GHz band
using 52 subcarriers of Orthogonal Frequency Division
Multiplexing (OFDM). Its maximum data rate is 54
Mbit/sec but practically we can achieve up to 25
Mbit/sec. The data rates can be reduced to 48, 36, 24, 18,
12, 9 and 6 Mbit/sec depending upon requirements. It has
got 12 non-overlapping channels, out of which 8 is
dedicated to indoor and 4 to point-to-point (PPP). It’s not
compatible with IEEE 802.11b and 802.11g except those
equipments that uses both standards. It’s mostly has been
adopted in some parts of USA and Europe. The 52
subcarriers of OFDM, 48 has been assigned for data and
rest 4 are pilot subcarriers with carrier separation of
0.3125 MHz(20MHz/64). These subcarriers can either be
BPSK, QPSK, 16-QAM or 64-QAM. The total given
bandwidth will be 20 MHz but maximum bandwidth that
can be occupied is 16.6 MHz Symbol period is 4
microseconds alongside guard interval of 0.8
microseconds. The actual signal generation along with
decoding of orthogonal components is done by baseband
using Digital Signal Processing (DSP) which is then
unconverted to 5 GHz at the transmitter. Subcarriers can
be denoted in the form of complex numbers[3]. For
generation of time domain signal Inverse Fast Fourier
Transform (IFFT) is used at transmitter side and Fast
Fourier Transform (FFT) at the receiver side to get 20
MHz samples. The advantages that the OFDM provides
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are reduction of multipath effects and increase in spectral
efficiency[3]. The only disadvantage that we experience
in this standard is its components that are more expensive
than 802.11b and devices like PC and laptops etc should
have dual mode or tri mode cards that can handle a, b and
g simultaneously. This can only be possible having
mobile adaptors and access points which can support all
these standards.
6) IEEE 802.11b Protocol
This standard came in 1999 after making amendments
in IEEE 802.11. The maximum data rate achieved on this
is 11 Mbit/sec. Like original 802.11 it also uses
CSMA/CD for media access method. By using
CSMA/CD protocol, the practical maximum throughput
that we can achieve on it is 6.5 Mbit/sec using
Transmission Control Protocol (TCP) and 7.1 Mbit/sec
using User Datagram Protocol (UDP). Since 802.11b is
direct extension of original 802.11 so it appeared rapidly
in market. According to which it uses DSSS for
modulation but technically it uses Complementary Code
Keying (CCK), which is variation of Code Division
Multiple Access (CDMA). Due to this chipsets and other
products were easily upgraded to support 802.11b
enhancements. Due to rapid increase in throughput and
drastic price reduction 802.11b has been the most popular
standard in WLAN technology. 802.11b has got point-tomultipoint configuration, having access points which are
omni-directional. It can deal with one or more clients in a
coverage area around the access point. Its indoor range is
38 meters at 11 Mbit/sec and 90 meters at 1 Mbit/sec.
Cards in 802.11b can operate at 11 M bit/sec but if signal
quality becomes an issue then it can be scaled up to 5.5,
2 and 1 Mbit/sec also known as Adaptive Rate Selection.
Many extensions have been made in this standard either
by changing channel bonding or burst transmission
techniques to increase its data rates but it was not
endorsed by IEEE. Those enhancements were approved
by IEEE in 802.11g standard which is backward
compatible with 802.11b[3].
7) IEEE 802.11g Protocol
802.11g got approved in 2003. It operates at 2.4 GHz
band having maximum data rate of 54 Mbit/sec but
practically we can achieve up to 25 Mbit/sec. Both the
hardware of 802.11b and 802.11g are compatible with
each other. OFDM is modulation scheme used for
6,9,12,18,24,36,48 and 54 Mbit/sec and relapse to CCK
for 5.5 and 11 Mbit/sec and DBPSK/DQPSK+DSSS for 1
and 2 Mbit/sec. Even though 802.11g operates at same
frequency band as that of 802.11b but it has got more
similarities with 802.11a due to its tendency of achieving
high data rates. In case of 802.11g the clients can rarely
reach the maximum data rate of 54 Mbit/sec which is not
a possibility in 802.11b. Like 802.11b it can also suffer
from interference as Bluetooth, Microwave Owen and
Cordless Telephones also operate at same 2.4 GHz band.
8) IEEE 802.11n Protocol
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This standard got drafted in 2006 and approved in
2009. The main idea was raised by Wireless Next
Generation Standard Committee of (WNG SC) of IEEE
in 2002 where their main emphasis was that how can we
achieve high data rates over wired Ethernet. To get to this
they had to mention the techniques such as spacing
multiplexing and doubling bandwidth. After some more
presentations in the same year, High Throughput Study
Group (HTSG) was formed.
802.11n was built by using the same previous
standards, but the only main change is it uses 4 MIMO
stream. It can operate at both 2.4 and 5.0 frequency band
alongside sharing bandwidth of 20 and 40 MHz
Following diagram shows the comparison of all standards
regarding their data rates:-

Fig 5.Increase in 802.11 PHY data rate[1]
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to get people communicates with each other and during
his reign Denmark and Norway got united. The main idea
regarding Bluetooth came in 1994, when Ericsson tried to
investigate the feasibility of low-power and low-cost
radio interface between mobile phones and their
accessories.
Bluetooth operates at 2.4 GHz short range radio
frequency band. It uses Frequency Hopping Spread
Spectrum (FHSS) technology at 1600 hop/sec.It chops
sending data and then transmits chunks of it up to 79
bands of 1 MHz width in the range of 2402-2480 MHz. It
uses Gaussian Phase Shift Keying (GPSK) in its basic
rate(BR) mode. It can reach a gross data rate of 1
Mbit/sec.
Bluetooth is actually packet based protocol with
master-slave structure. One master can communicate with
seven slaves in a piconet. Basic clock is the way by which
packet is exchanged which ticks at 312.5 microsecond
intervals as defined by master. One slot of 625
microseconds consists of two clock tickets and two slots
make up a slot pair of 1250 microsecond. In case of
single slot packets master transmits in even slots and
receives in odd slots and vice versa in case of slaves. It
provides secure way to connect and exchange of
information between devices.
E. Transmit Power Classes
There are main three types of transmission classes
defined for Bluetooth. As it is used for short range
communication between two or more devices so the Line
of Sight (LOS) is not considered. The table below shows
the transmit power range for Bluetooth:Table II.Transmit Power Classes

III-WIRELESS PAN

IEEE 802.15 working group of IEEE 802 has been
specialized in Wireless PAN Standards. It mainly consists
of seven groups which are as follows:a) IEEE 802.15.1 (WPAN/Bluetooth)
b) IEEE 802.15.2 (Co-existence)
c) IEEE 802.15.3 (High rate WPAN)
d) IEEE 802.15.4 (Zigbee Low Rate WPAN)
e) IEEE 802.15.5 (Mesh Networking)
f) IEEE 802.15.6 (Body Area Network-BAN)
g) IEEE 802.15.7 (Visible Light CommunicationsVLC)
Among these seven groups the main emphasis of this
section will be on WPAN/Bluetooth and its detail
analysis.
D. Bluetooth TM (IEEE 802.15.1)
Bluetooth has been used for short range communication
and exchange of data via fixed and mobile devices. It was
originally designed as replacement for data cables. It
basically overcomes the problems of synchronization.
The name “Bluetooth” came from famous King of
Denmark “Harald Bluetooth”. He has got this great ability
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Class

1
2
3

Max
Permitted
Power
100mW
(20dBm)
2.5mW
(4dBm)
1mW
(0dBm)

O/P
Range(m)

Power Control

~100 m

Mandatory

~10 m

Optional

~1m

Optional

F. Bluetooth Protocol Stack
It is called as layer protocol architecture which consists
of core protocols, cable replacement protocols, telephony
control protocols and adopted protocols. Compulsory
Protocols for all Bluetooth stack are Link Management
Protocol (LMP), Logical Link Control & Adaptation
Protocol (L2CAP) and Service Discovery Protocol
(SDP). Some additional protocols are universally
supported such as Host/Controller Interface (HCI) and
Radio Frequency Communication (RFCOMM).
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13) Bluetooth 2.1+EDR
It is also backward compatible with 1.2 and got
released in 2007. The main features are Secure Simple
Pairing (SSP) and Extended Inquiry Response (EIR). One
improves the strength of security and other allows better
filtering of inquiry procedures.
IV-BENEFITS OF WI-FI AND BLUETOOTH

Wi-Fi and Bluetooth have got plenty of benefits but
some of them are listed below:Fig 6.Bluetooth Protocol Stack[10]

G. Bluetooth Specifications
I was developed by “Jaap Haartsen” and “Sven
Mattisson” in 1994 who were working for Ericsson. The
specifications of it are licensed by Bluetooth Special
Interest Group (SIG) officially formed in 1998. Today,
more than 12,000 companies related to areas of
telecommunication,
computing,
networking
and
consumer electronics are member of this organization but
Ericsson, Intel, IBM, Toshiba and Nokia are pioneers of
it. Any new product regarding Bluetooth being launched
in the market must be qualified to standards defined by
SIG. Following are the specifications of Bluetooth:9) Bluetooth 1.0 and 1.0B
Both these versions had got many problems and
because of those manufacturers had to face difficulties
making their products interoperable. The perfect
environment in which a Bluetooth works was not possible
due to mandatory hardware address (BD_ADDR) which
connects the transmission process. It was really great
setback for certain provided services.
10) Bluetooth 1.1
IEEE 802.15.1 rectified that in 2002. Large errors were
corrected in 1.1B versions. Support for non-encrypted
channels was added. The Received Signal Strength
Indication (RSSI) was improved.
11) Bluetooth 1.2
It is backward compatible with 1.1 having faster
connection and discovery. It uses Adaptive Frequency
Hopping Spread Spectrum (AFH) which enhances the
transmission speed up to 721 kbit/sec. The voice quality
of audio links was improved by Extended Synchronous
Connections (eSCO) that allows retransmission of
corrupted packets. It got rectified in 2005. Flow Control
and Retransmission modes were introduced for L2CAP.
12) Bluetooth 2.0+EDR
It got introduced in 2004 and is backward compatible
with 1.2. The main difference is inclusion of Enchanted
Data Rate for faster data transfer. The theoretical data rate
for this is 3 Mbit/sec but practically 2.1 Mbit/sec is
achievable. It uses combination of GFSK and PSK. It has
got low power consumption.
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i)
Installation of WLAN at any place is much
easier than wired structured.
ii)
The issue of mobility has been resolved as now
days we see many Wi-Fi hotspots at airports, railway
stations, universities etc.
iii)
The overall cost of WLAN is much lower than
LAN.
iv)
Communication between mobile phones and
hand-free headsets can only be possible through
Bluetooth.
v)
All Personal Computer devices like mouse,
keyboard, and printer can communicate using Bluetooth.
vi)
In medical field, Bluetooth can help in
transmission of health sensor data from medical devices
to mobile phones and telehealth devices.
V-CONCLUSION

This paper presented an in-depth view of
standardization of Wi-Fi and Bluetooth. Both these
wireless technologies have influenced people due to their
rapid increase in demand around the globe. In the
upcoming future, we will see a clear role of them as
telecommunication sector has been approaching towards
4G networks. Due to this we will observe integration and
interoperability of WLAN/WPAN with other networks.
This thing will create a complete revolution in
telecommunication field as usage of Ultra Wide Band
(UWB) can also play a significant role in making these
technologies more popular in the near future.
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Wireless Local Loop: Technologies and Broadband Standards
Evolution
Fernando Salazar Quiñonez
School of Engineering, Design and Technology
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Abstract. - Wireless local loop (WLL) has emerged as an
attractive alternative to land-line access telephone services,
positioning fixed lines in a flat level of 1.2 Billion user
demands since 2006. During the last decade WLL has
progressively increased its accessibility into the
telecommunication market by comprising diverse
application technologies.
The demand of the broadband internet and computer
access from businesses and homes are the driving force for
the continuing growth of the technology as well as the rapid
deployment of highly reliable and cost efficient fixed
wireless communications systems. Although there exists a
particular interest from markets of telecommunication
companies in development, WLL technologies have also
become a major interest in remote access broadband
applications.
The evolution of WLL technology has encouraged new
wireless techniques along the time, creating revolutionary
services and standards such as LMDS, MMDS, 802.11,
802.16.
The aim of this paper is to provide an insight of these
technologies with focus on the basic criteria of network
capacity, reach, compatibility, standardisation, maturity,
scalability assessing their advantages as well as the potential
evolutionary trend this technology demands.
Keywords:
Local Multipoint Distribution Service,
Multichannel Multipoint Distribution Service, WLL, Fixed
Broadband Wireless Communications.
I. INTRODUCTION

Over the last decade, the telecommunications field has
been progressing significantly providing better services to
challenging demands. Local Loop’s Infrastructure has
improved voice delivery and data connectivity as a result
of technological advances and the demand for higher
speed and data communication rates all around the world
[1, 2, 3].
Originally, the infrastructures to provide local loop or
subscriber loop services were designed by wired loops;
twisted pair, optical fibre, and coaxial cable were used to
develop enclosed communication areas. The capacity of
the wired systems is wide enough to support high speed
services, through the implementation of technologies
innovations such as integrated services digital network
(ISDN), and digital subscriber line (DSL), two way
services
integrating
cable
modems.
Although wired technologies for residential and business
offices were adequate for reliable high speed services; the
complexity of developing a wired connection in a rural
environment brought wireless link as an alternative
solution to the local loop. Fixed radio access or wireless
local loop was created to provide narrowband telephony
services and rapidly became the most popular “last mile”
broadband connectivity to deliver high speed voice and
data access [4, 5].
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II. WIRELESS LOCAL LOOP

Wireless local loop (WLL) consists in radio
transmissions that provide telephone and internet services
to end users at any location or environment through
wireless air interface. Several standards and commercial
systems have been deployed through the wireless
connection network, each standard or system specifies its
own architecture elements and interfaces.
“Figure 1”, shows a simple WLL architecture diagram.
Each service is provided in a distribution node by a fixed
base station antenna, mounted on a pole or tower over the
highest point of a building with a direct line of sight to
the subscriber (SU) antenna at the end user location “last
mile” [6,7]. At the subscriber point, the antenna
connected outside, is wired connected to the inside of a
socket, delivering the requested services. Another link is
required from the base station to the public switch
telephone network (PSTN) or central office and
interconnected to an Internet Service Provider (ISP).
WLL replaces the copper buried section, with a local
distribution point without changing any part of the
network.
III. WLL TECHNOLOGIES AND STANDARDS

There are different technologies that can be
implemented on a WLL open architecture system, for this
reason manufactures integrate them to create specific
applications following the wireless standards, this since
WLL has no standard of its own. One of the key reasons
of non-standardization was the lack of mobility of the
system [5].
Despite of the absence of regulations, manufactures
adapted their equipments to be deployed on the WLL
environments. Each technology is different from every
other, they fulfil specific requirements on several
environments, capacities and band frequencies for
operation [1][5].
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providing radio communication directly to the final user
[8, 9].
Allocated in an unlicensed standardized spectrum band
in Europe (1.88-1.9 GHz), DECT transmits using
TDMA/TDD multicarrier providing 10 radio carriers of
1.728 MHz wide where each carrier is inserted with a
data rate of 1.152 Mbps, Using ADPCM speech
encoding and concatenation of slots can provide up to
552 Kbps (18-24 slots) per user [5][9].As a trade-off on
high rates on quality for low range devices the coverage
distances areas from 100-120 meters on indoor
environments and 500-1000 meters on outdoor [10]. The
average transmission power is less than 10mW, this and
similar technical details are widely known as denoted in
literature [7, 8].
Figure 1: WLL architecture diagram [6].

Over the years [1][6], many regulations and frequency
spectrum allocation plans arose from the demand of
uncontrolled fixed wireless communication, as a result,
frequencies range and bands were regulated by the
Federal Communications Commission (FCC) through
licensed and unlicensed bands to restrict sources from
free transmission over the frequency spectrum that may
cause interference between them.
“Table 1” Shows the frequency allocations for WLL to
regulate in certain way the implementation and control of
the interference between applications.
For studies purposes, technologies and standards are
segmented in four general categories based on cordless,
cellular, proprietary narrowband and broadband
technologies.
Table 1: Frequency allocation for WLL
[7,8,9].
Frequency

Use

400-500 MHz
800-1000 MHz
1.5 GHz
1.7-2 GHz
2.5 GHz
3.4 -3.6 GHz

Rural applications withmostly analogue systems
Digital cellular radio in most countries
Typically for satellites andfixedlinks
Cordless andcellular bands in most countries
Typically for Industrial. Scientific and Medical (ISM) equipment
Standardized for WLLaround the world

10 GHZ

Standardized for WLLinsome countries

28 GHz and 40 GHz

For microwave distributionsystems around the world

A. Cordless Technologies
Created to replace wired telephones, Cordless system
relies on simple low range devices to provide high quality
services without the implementation of complicated
speech coders or channel equalizers. This allowed
adopting time division multiple access (TDMA) [6, 7]
into several technologies for low range devices some of
which described below.

2)
PHS: Personal Handy-phone Services, consists
in personal stations (PSs) or hand held devices operating
as cordless phones with the primary function of
communicating with others PCs and PSTN. Cell stations
(CS) act as base station antennas providing the power
control level of the output [9]. For indoor environments
the frequency band allocated is between 1895-196.1 MHz
and from 196.1 MHz to 1918.1 MHz (up to 500 meters)
for outdoor environments. PHS is based on TDMA
technique over time division duplexing (TDMA/TDD)
with 77 carriers and bandwidth of 300 KHz. Using
quadrature phase-shift keying (π/4-QPSK) modulation
and speech coding of 32 Kbps by adaptive differential
pulse-code modulation (ADPCM), provides a bit rate of
384 Kbps. The CS has specific technical functions [7][5],
including the regulation of its transmission power
between100mW and 500mW
3)
PACS: Personal Access Communication
Systems operates in two duplex frequency bands, denoted
for uplink (1850-1910 MHz) and downlink (1930-1990
MHz). Another 10 MHz band from 1920 -1930 MHz is
designated for unlicensed frequencies. The licensed band
operates as frequency division duplexing (FDD)
operation and the unlicensed in TDD as air interface.
PACS using TDMA/FDD has 200 carriers with 300 KHz
bandwidth, with a 384 Kbps bit rate per channel. This
technology applies π/4-QPSK and 32 Kbps ADPCM
speech coding and also manages special tasks [9] such as
the extension of the battery life by remaining in 25mW
and still achieving peak transmission power from the SU
of 200mW, “Table 2” shows additional performance
parameters on traffic aspects for cordless standards [7].

1)
DECT:
Digital
Enhanced
Cordless
Telecommunications, technology where the base station
is attached from a hard-wired connection to a PSTN,
Table 2: Cordless traffic parameters [7].
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System
DECT
Number of usable channels per base
11
unit in common implementation
Max. no. of channels per base unit
11
No. of base units which case can be
0*
added to each base station in Urban
Percentage of blocking due to
> 80%
interface in Suburban and Urban
Average no. of base stations per
0.043
square kilometre in Rural
* Due to interference limitations
** Flexibility provided by the QSAFA algorithm
*** Due to limitations imposed by the standard

PACS

PHS

7

3

23

15

>7**

0***

~0

~0

0.0078

0.015

B. Cellular Technologies
Over two decades [1, 2] considerable analog and digital
cellular technologies have been developed, including
applications for WLL systems. Global System for
Mobile communications (GSM) and Wideband Code
Division Multiple Access (WCDMA) are two strong
digital systems that describe the implementation of
TDMA and code division multiple access (CDMA) in
WLL systems. Suitable for good coverage, high data rates
and
manufacturing
flexibility
developing
implementations for fully featured mobile devices. This
type of digital communication represents an attractive and
key wireless local loop technology for innumerable
environments in many countries [5, 11].
1)
GSM: Its network architecture consists in base
stations connected to base station controllers (BSC), at
the same time as communicating to a network of switches
that provide roaming to different BSC and services such
as operations, maintenance and billing platforms [12,13].
“Figure 2” shows the GSM network structure.
GSM uses TDMA with a channel bandwidth of 200
KHz; each frame divided in 8 slots that giving an overall
length of 4.615ms per frame. This technology uses
Gaussian minimum shift keying (GSMK) to modulate
each channel and make use of frequency reuse to avoid
the interference with the adjacent channel on a cell.

2) W-CDMA: This technology employs direct sequence
CDMA (DS-CDMA) channel access method based on
direct sequence spread spectrum (DSSS) to transmit the
signal to different codes, in addition to the usage FDD
[13,14].
The transmission frequency from base station and the
subscriber (downlink) is between 2.30 and 2.33 GHz and
uplink of 2.37-2.40 GHZ, providing a bandwidth of 30
MHz per link. Two spreading bandwidths can also be
selected 10 MHz or 5 MHz to achieve different bit rates
applying several options for voice coders; 64 Kbps using
pulse-code modulation (PCM), 32 Kbps on ADPCM and
16 Kbps on low-delay code excited linear prediction (LDCELP) [15], all of them for both spreading bandwidths.
For the 10 MHz spreading bandwidth 144 Kbps bit rate
can be reached. For data transmission, using dedicated
channels reserved to packet mode, data services can
provide 128 Kbps bit rate and provide ISDN basic rate
interface (BRI) [13].
C. Proprietary Narrowband Technologies
These include technologies defined by several
manufacturers and designed for WLL particular
alternatives for the cordless and cellular technologies.
They categorize TDMA and CDMA as employed
techniques in operating ranges above the 2 GHz band.
WLL services based on TDMA proprietary
technologies differ on some trade off parameters, some of
these technologies include: Nortel Proximity I and
Innowave Multigain that uses frequency hopping TDMA
(FH-TDMA), as well as FH-CDMA/TDMA.
Several CDMA based proprietary technologies were
developed to be applied on diverse WLL systems, as it is
the case of Airspan communications, Lucent AirLoop,
Interdigital, Granger CD2000, among others. “Figure 3”
shows the radio access architecture of AirLoop to provide
high data rate, up to 128 Kbps and support 32 Kbps
ADPCM speech coding [9][15]. More specific parameters
can be found in [5, 9].

Figure 2: GSM network structure [12].
Figure 3: AirLoop radio access architecture [5].

Employing Regular Pulse-Excitation Long Term
Predictive (RTE-LTP) speech coding provides 13 Kbps
on full rate, 6.5 Kbps on half rate or 12.2 Kbps [5, 6].
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D. Broadband Technologies
The increasingly demand of broadband internet on
fixed and mobile access has driven WLL systems in a
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series of challenges to enhance broadband access to the
connectivity already provided. Over the last decade WLL
has experience the integration of several technologies and
standards
evolutions
to
achieve
Broadband
communications in an adequate, reliable and flexible way
for a wide range of environments.
1)
MMDS: Multichannel Multipoint Distribution
Service is designed for TV broadcasting and successfully
applied for WLL; MMDS was the first multipoint
distribution systems deployed by microwave antenna
links operating at 2 GHz to 3 GHz range of licensed
frequencies allocated in the United States in 1996 and in
Europe 40.5- 42.5 GHz band [16]. “Table 3” denotes the
frequency for MMDS.
Telecommunication services can be provided in a
radius of 40 Km as long as the subscribers are in direct
line of sight with the base station. Each MMDS channel
can support transfer rates of 27 Mbps, and each
subscriber range rates is from 300 Kbps to 3 Mbps[16],
however the implementations of different modulation
techniques allows increase in the data rate up to 10 Mbps
[17,18].
2)
LMDS: Local Multipoint Distribution Service is
an improved design of the MMDS system; adding more
channels and reducing the cell coverage area to improve
the reception quality.
The operating frequency for LMDS in Europe is near
30 GHz, as well as in U.S. which is between 28-31 and
40 GHz as denoted by FCC. “Table 3” shows the
licensed LMDS frequencies in U.S.
Typically the architecture for LMDS consists in 4 to 6
antennas with coverage angles from 60˚ to 90˚ per base
station. Each base station has a radius range from 2 to 4.8
Km with subscriber uplink data rates of 1 Mbps and 25
Mbps of downlink. More technical parameters for LMDS
or MMDS could be found in [6][15, 16][18].

Wireless Communications

attractive for broadband communications covering up to
100 m. WLAN applied in WLL systems relies in shortrange connectivity for telecommunications providers, as a
result, a variety of technologies and standards have
emerged, applying different multiple access, frequencies
and modulations in order to extend the basic services [19]
as is the case of Mesh networks that creates “self-healing”
networks [4].
The deployment of 802.11n has made possible
achieving transmission capacities up to 100 Mbps, which
when using Proxim antennas increase its capacity up to
108 Mbps or with a revolutionary capacity of 216 Mbps
feasible to acquire by using multiple input multiple output
(MIMO). Allowing a link connection in a range of 4 to 6
Km using Wi-Fi [15, 16] [18].
4)
WIMAX: Worldwide Interoperability for
Microwave Access created by the IEEE 802.16
(WMAN). In a point to point link (line of sight) provides
connections up to 48 Km with data rates of 75 Mbps,
while in a point to multi point (non line of sight) it
reaches a maximum of 8 Km. the operating frequency
used for fixed connections is 2 GHz – 11 GHz and for
mobile 2 GHz – 6 GHz, spectrum that can be divided in
sectors to avoid interference between base stations and
subscribers operating frequencies.
Using scalable
transmission scheme for multiple carriers (128, 258,
1024, 2048) by orthogonal frequency division
multiplexing (OFDM) and employing modulations such
as QPSK, 16 QAM and 64 QAM, allocate WIMAX in
one of the most flexible technologies developed
[14][16][18][20]. “Figure 4” shows a basic architecture
of WIMAX deploying internet and WLL services.

Table 3: Fixed wireless communication bands
Frequency (GHz)

Use

2.1500 to 2.1620
2.4000 to 2.4835
2.5960 to 2.6440
2.6500 to 2.6560
2.6620 to 2.6680
2.6740 to 2.6800
5.7250 to 5.8750
24.000 to 24.250
24.250 to 25.500
27.500 to 28.350
29.100 to 29.250
31.000 to 31.075
31.075 to 31.225
31.225 to 31.300
38.600 to 40.000

Licensed MDS and MMDS; two bands of 6 MHz
Unlicensed ISM
Licensed MMDS; eight band of 6 MHz
Licensed MMDS
Licensed MMDS
Licensed MMDS
Unlicensed ISM - UNII
Unlicensed ISM
Licensed
Licensed LMDS (Block A)
Licensed LMDS (Block A)
Licensed LMDS (Block B)
Licensed LMDS (Block A)
Licensed LMDS (Block B)
Licensed

[16].

3)
WLAN: Wireless local area networks (WLAN),
technology deployed by IEEE 802.11a/b/g/n standards,
and designed for indoor wireless networks. WLAN
operates at two frequencies 5 GHz and 2.4 GHz,
providing up to 54 Mbps that makes this technology more
School of Engineering, Design and Technology
University of Bradford

Figure 4: WLL/WIMAX network, adapted from [21].
IV. DISCUSSION

According to the ITU, on 2009 the fixed PSTN line
subscriptions is decreasing radically due to the
improvements of fixed wireless communications and
factors as fast deployments telecommunications
infrastructures and Voice Over Broadband (VOB).
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“Figure 5” shows the market research of the fixed lines
(2003-2008) [22].
[6]

[7]

[8]

[9]
Figure 5: Fixed telephone subscriptions by main countries (millions per
100 inhabitants) [22].
.
V. CONCLUSION

The integration of Broadband technologies with the
wireless local loop to provide internet access demonstrate
the flexibility of the system, without the limitation wired
resources provide, in addition to the sustain of reliable
communications suitable for both developing and
developed countries.
The coordination of the manufactures to regulate the
frequency spectrum licences and the support by the
governments allowed a free competition to design and
improve fixed communications, achieving high quality
wireless communications systems such as the 802.11 WiFi technologies as well as WIMAX which is one of the
most promising technologies supported by the 802.16e
standard. Confirming the replacement of LMDS and
MMDS which were considerable limited in capacities and
performance compared to WIMAX. This allows the
visualisation of nowadays sophisticated wireless
communications as a result of evolved Wireless Local
Loop distribution systems.
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Thermal Imaging for Military Driver Vision Enhancement (DVE)
K.K. Al Azizi
School of Engineering, Design and Technology
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Abstract- Driver Vision Enhancement (DVE) is a
technology that supports vehicle drivers in daylight, at night
and in hazardous driving conditions caused by fog, smoke or
dust that impair a driver’s visibility. DVE is particularly
valuable for military vehicles because it increases the
driver’s
awareness
(detection,
recognition
and
identification) of hazards and improves manoeuvrability.
Currently thermal sensors are used in DVE systems
instead of image intensifiers. The thermal DVE system
displays a real time thermal image of the front field of view
(FOV) of the vehicle on an LCD screen, which is placed in
the driver’s cockpit. The DVE system consists of four main
parts: the camera unit, the steering unit, the control unit
and the power supply unit. The camera unit is a moveable
part controlled by the driver via the steering unit.
This paper will provide an introduction to thermal
imaging technology. Then an overview of different types of
thermal DVE systems will be mentioned and highlight their
benefits and drawbacks. After that, the un-cooled thermal
DVE system design will be discussed in detail. Finally,
suggestions will be offered on ways of improving the DVE
system by combining the thermal and image intensifier
sensors.
Keywords: Driver Vision Enhancement (DVE), image
intensifiers, thermal sensor, (LCD), (FOV).

2.

3.
4.

5.

Collected infrared radiation falls onto a matrix of
sensors sensitive to infrared radiation, which works
on mapping body heat (called a thermogram). [1]
The devices convert the thermal image (thermogram)
to electrical pulses.
The signal processing unit translates the image taken
from the thermal sensors to information displayed on
a screen. [1]
The device sends a signal-processing unit’s
information to the screen in the form of coloured
areas that reflect the temperature and all information
collected from the image.

XIV. INTRODUCTION

Thermal imaging technology dates back to the
beginning of the 1960s. This technique’s principle is that
each object emits a heat signature that special thermal
sensors called thermal cameras can detect. Thermal
cameras can see the invisible light and convert it into a
video signal that is visible on a television or through the
camera’s eyepieces.
Nowadays the military uses thermal cameras in many
operational environments. One of these applications is to
enhance the vision of the driver of a military vehicle, such
as a tank. This paper discusses this particular application.
There have been three generations of thermal cameras
until now. The camera this paper discusses is an uncooled generation-three thermal camera, which is the
most advanced thermal imaging technology for DVE
systems.
XV. THERMAL IMAGING PRINCIPLES

The following steps describe how thermal sensors
work, which Figure 1 also shows.
1.

A lens system similar to that of a video camera lens
works on a compilation of infrared radiation emitted
by objects. [2]
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Fig.1. the basic components of a thermal-imaging system [1]

There many Advantages of using the Thermal Camera
for the DVE system some of them are the following:
1. Not dependent on the light during the night.
2. Can be used in the day when the visibility is
very low because of dust, smoke, fog, etc.
3. Not effected by (flashing) light.
4. Can detect the thermal signature left by tanks or
other vehicles even after many hours.
5. The image can be used as a video signal that can
be displayed on an LCD screen and recorded.
There are two types of thermal cameras which are
presented in the following table.
TABLE I
Comparison of two types of thermal cameras [4]

Un-cooled thermal
camera
• Most common type of
thermal-imaging device
• Operates
at
room
temperature.
• Completely quiet
• Activates immediately.
• Reliable.

Cooled thermal camera
• Expensive
• Incredible resolution
and sensitivity
• Better range.
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XVI. DESIGN OVERVIEW

A high level block diagram of the entire DVE system is
shown in the figure 2. Overall, the system can be divided
in to 4 different sub units. They are:
1.
2.
3.
4.

Power Supply Unit
Control Unit
Camera Unit
Steering Unit

Fig.3. Power supply unit PCB

2.

Control Unit: The control unit acts as the heart of
the DVE system. This unit controls the position of
the camera unit (±45° or ±90° from the centre
position). For this, the control unit drives a DC
motor attached with the camera unit. The angle of
movement of the camera unit will depend on the
steering unit switch pressed (left/right) by the user.
The control unit takes the video output from the
camera unit, over lays custom characters (camera
menu and current position of the camera unit) on it
and displays it on its LCD screen.

Fig.2. High level block diagram of DVE system

1.

Power supply unit: Consists of three input isolated
DC to DC converters. Input to the power supply unit
is +24V. The power supply unit provides +12V for
the thermal camera and LCD screen. There is a +5V
DC to DC converter used to power up all of the 5V
logic circuitry in the control unit [9]. A separate DC
to DC converter module dedicated for the motor
driver module is used to eliminate electrical noises
from the DC motor that may affect the thermal
camera and cause other circuitry to malfunction. The
component side of the PCB layout is shown in the
figure 3. Various input and output connections are
shown in the layout. On the input side, there is a
connector to give +24V supply to the unit. Signals
from the output connector are fed to the control unit.
These signals are +5V, +12V, ground, ON/OFF
switch connections (the ON/OFF switch is placed at
the front panel of the Control unit; it is used to
control the +24V supply input to the power supply
unit), +12V Motor and the Motor Ground.
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Fig.4. DVE LCD

The operator can use the “menu” switch of the
control unit to access the different menus (thermal
camera parameters and angle of movement of the
camera unit) of the DVE system. The accessed menu
is then displayed on the LCD screen and the operator
can adjust the menu parameters by using “+”/”“switches.
The control unit consists of two microcontrollers,
PIC-1 and PIC-2. PIC-1 is interfaced with the motor
driver module to control the speed and direction of
the DC motor. PIC-1 uses encoder feedback from the
DC motor to control the position. Three magnetic
proximity switches are placed at the base of the
thermal camera housing to get the positional
feedback of the thermal camera. The output is
connected to PIC-1. Left and right switches from the
external steering unit are connected to PIC-1. Based
School of Engineering, Design and Technology
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on the switch pressed, PIC-1 rotates the DC motor so
that the attached thermal camera also rotates. One
OSD chip (MAX7456) is used to overlay custom
characters on the analogue video. Video output from
the thermal camera is connected as the input to this
chip. PIC-1 is also interfaced to this chip through SPI
bus. Based on the instructions from PIC-1, this chip
overlays characters on the incoming video signal and
outputs them on the LCD screen.
PIC-2 monitor switch presses menu, increment and
decrement. These switches are placed at the front
panel of the control unit and communicate with PIC1 to inform which switch is pressed. These switches
are used to change some parameters of the thermal
camera. Based on the switch pressed, PIC-1 displays
the menu on the LCD screen and PIC-2 sends serial
commands to the thermal camera to change the
corresponding parameter. PIC-2 communicates with
the thermal camera using RS-232 protocol @ a baud
rate of 115 kbps. MAX 232 IC is used as a RS-232
level converter between PIC-2 and the thermal
camera.
Fig.6. Camera unit interconnections

3.

Camera Unit: The camera unit consists of a thermal
camera (as shown in figure 5), DC motor, gear
assembly and magnetic position sensors. Thermal
camera provides thermal image video output to the
control unit [3]. The DC motor and gear assembly is
used to position the camera unit housing as
explained earlier. To accomplish this, the DC motor
gets control signals from the control unit.

To increase the torque, the DC motor is
connected with gears. The thermal camera is
attached with this gear so as the DC motor rotates,
the camera also moves. For this purpose two gears
are used to control the speed of the DC Motor and to
increase the torque. Inside the camera housing, there
are three magnetic sensors placed. These sensors are
placed at left, centre and right positions of the
moving part of the camera housing. One actuator
magnet is placed at the stationary base of the camera
unit. Whenever any of these three sensors crosses
the actuator magnet while the camera is moving, the
corresponding sensor output will become high. As
explained earlier, sensor outputs are connected to
PIC-1. So PIC-1 will know the position of the
camera by scanning these sensor outputs. The
camera housing is fabricated by using special
aluminium material Grade 97. There is a specially
coated germanium window in front of the camera
housing which protects the thermal camera lens
from exposure to dust and rain.

Fig.5. Thermal eye sensor for DVE system [3]

To get the positional information, while the DC
motor is rotating, the encoder pulses from the DC
motor unit are fed to the control unit. The camera
unit is equipped with magnetic proximity sensors at
predetermined positions. These sensor outputs will
also help the control unit for proper positioning of
the camera unit. The camera unit also receives
commands from the control unit to change the
thermal camera parameters. [3]
All the interconnections of camera unit are
presented in figure 6.
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4.

Steering Unit: The steering unit can be considered
the origin of the military vehicle’s steering.
Additionally, there is a switch assembly that is fitted
to it. These switch assemblies consist of two push
button switches (left and right). The driver can use
these switches to move the camera unit left/right
based on the angle of movement selected [7]. While
driving the military vehicle, left/right switches are
connected to the control unit.
The steering unit consists of left and right push
button switches. To move the camera to the left side,
press the “left” switch in the steering unit; to move
the camera to the right, press the “right” switch. The
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steering unit and the switches are shown in the
figure 7.

XVII.

APPLICATION ARCHITECTURE

The block diagram in figure.7 shows the high level
architecture of DVE system software. This includes
embedded processing algorithms implemented in the
control unit. Software developments were carried out
using a MPASM language tool suite. Developed software
is simulated and debugged under MPLAB IDE [8].

Fig.7. Steering Unit

The angle of the movement of the camera unit
from the centre position will depend on the selected
value. The default angle of movement is 45 degrees
[6]. The camera unit moving direction corresponds to
different switch presses; and these are summarized in
the table II.
TABLE II
Comparison of two types of thermal cameras
Fig.7. High level block diagram of application architecture

#

1

Current
position
of the
camera
unit
Centre

Switch
pressed

Left
Switch

2

Centre

Right
Switch

3

Left

Left
Switch

4

Left

Right
Switch

5

Right

Right
Switch

6

Right

Left
Switch
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Action

Camera will move to the
left position from the
centre position, depends
on the angle of
movement selected.
Camera will move to the
right position from
centre position, depends
on the angle of
movement selected.
Camera will move to the
centre position from the
left position
Camera will move to the
right position from the
left position without
stopping in the centre
position.
Camera will move to the
centre position from the
Right position
Camera will move to the
left position from the
right position without
stopping in the centre
position.

Main tasks of the application are listed as follows:
• Thermal camera parameter control
• Front panel switch monitoring
• Steering switch monitoring
• On Screen Display control
• DC motor control
a) Thermal camera parameter control: Embedded
microcontrollers
inside
the
control
unit
communicate with the thermal camera to change its
parameters [7]. The communication protocol is
selected as RS-232. The microcontroller will send
necessary command sequences to the thermal
camera core to access the different parameters. This
function is invoked when the operator accesses the
front panel switches [3].
b) Front panel switch monitoring: The control unit
is equipped with 3 front panel switches (“Menu”,
“+” and “-“). The embedded microcontroller inside
the control unit continuously monitors these switch
presses. These switches are mainly used to adjust
the thermal camera parameters [5]. Each time the
“Menu” switch is pressed, a corresponding menu is
displayed on the LCD screen and the onscreen
display control function is invoked. If the menu
selected is related to the camera, then the
corresponding command will be sent to the thermal
camera by using the thermal camera parameter
control function.
School of Engineering, Design and Technology
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c) Steering switch monitoring: The steering unit of
the DVE system consists of “left” and “right” push
button switches. These switches are connected to the
control unit. The microcontroller of the control unit
continuously monitors these switch presses. When
the microcontroller’s main program detects any
switch press; it will invoke the DC motor control
function to drive the DC motor [9]. The direction of
rotation (clockwise or anti- clockwise) will depend
on the switch pressed (left or right).
d) On Screen Display Control: The control unit
consists of an OSD circuitry. Video output of the
thermal camera is given to this circuitry. The
onscreen display control code inside the
microcontroller controls this circuitry to overlay
custom characters on the incoming video signal [9].
The output of the OSD circuitry is given to the LCD
screen. The onscreen display function is invoked
whenever the front panel switches are accessed or
when any of the steering switches are pressed. In
this function, the embedded microcontroller will
send the necessary commands to OSD circuitry for
characters to be displayed.
e) DC motor control: Based on the steering switch
press embedded inside the microcontroller, the
control unit will execute the DC motor control code.
This code determines the direction of rotation of the
camera housing and angular position [4]. This
function continuously monitors the magnetic sensor
outputs and counts the encoder pulses from the DC
motor to get the current angular position of the
camera housing. When the current angular position
reaches the selected position, this function stops the
DC motor.
XVIII.

FUNCTIONAL VIEW

The low level component view of the DVE system with
all the interconnections between different unit are shown
in figure 8.

Fig.8. Low level component view of DVE system
XIX. DVE MENUE AND CONTROLS

The user can change various settings of the thermal
camera parameters by accessing the MENU switch. Each
time the user accesses the “Menu” switch different
parameters appear on the screen. The user can vary these
parameters by using the “+” or “-“switches. These
parameters are described below.
1.
2.
3.
4.
5.
6.
7.

Polarity
Gain
Contrast
Brightness
Zoom
Angle of movement of the camera
Auto Mode
XX. APPLICATION VIEW

In the DVE system, there are 2 microcontrollers;
named PIC-1 and PIC-2 (refer to low level component
block diagram of DVE system in the project building
stage section). Software developments for both these
microcontrollers are carried out by using MPASM
language tool suite [8]. Developed software is simulated
and debugged under MPLAB IDE. Both these software
are
running
simultaneously
in
corresponding
microcontrollers to facilitate proper functioning of the
DVE system. Main tasks of PIC-1 software are to monitor
the “left” and “right” switch press from the steering unit.
Then, based on the switch press, rotate the DC motor
until it reaches a predetermined position. On the other
hand, PIC-2 software monitors the front panel switch
presses (“menu”, “+” and “-“). Based on the switch press,
it will communicate with the thermal camera and issues
the command to change the camera parameters.
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XXI. FUTURE WORK

There are many studies nowadays on how to increase
the quality of the picture of the environment which is
displayed on the LCD by using two sensors (thermal
camera and image intensifier) [8]. Each one has certain
details. By combining these details, we will get very clean
pictures. Also we can use different cameras fitted on the
vehicle at different potions (front, side, rear) which give a
real time image to the driver for driving and surveillance
purposes.
XXII.

CONCLUSION

One of the challenges that face the development of
night vision devices of DVE system is the cost. This
technology is very expensive compared to the image
intensifier detectors [4]. All the companies in this field
do a lot of research and development to produce very
sensitive detectors with bigger field of view (FOV) at a
suitable cost. The thermal imaging will be the best choice
in the future for driving not only for military vehicle but
also for civilian cars such as the system that is now being
fitted in the new BMW cars [2].
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Nanotechnology – Fundamentals and Applications
Syed Sheheryar Bukhari
University of Bradford
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Abstract - Nanotechnology deals with matter as small
as of the order 10-9 m which is effectively atomic and
molecular scale. It is responsible for the creation of
materials with novel properties and characteristics
because at this size electrical forces become significant
over gravitational forces. The behavior of these
materials can only be explained with the help of
Quantum mechanics. The area is under a lot of
research these days since it brings a lot of promise.
This paper describes the basic physics behind
nanotechnology, top down and bottom up approach,
the former involves starting from the atomic level to
create the required structures whereas the later
defines the use of large materials to generate the
smaller devices, in conjunction with the reasons for
their peculiar behavior. The paper also covers the
salient features of carbon nanotubes and Quantum
dots along with their synthesis and applications in
different fields.
Keywords: Nanotechnology, Quantum Theory,
Quantum Dots, Carbon Nanotubes, Top down,
Bottom up
I. INTRODUCTION
The word “nano” originates from the Greek word
“nanos” meaning “dwarf” and is mathematically defined
as 10-9. On a physical scale it is one-billionth of a meter
and dimensions in this range are categorized to be called
“nanoscale” or “nanometer scale”. Nanotechnology is the
study of those materials that attribute their properties to
the structures existing at nanoscale. National
Nanotechnology Initiative (NNI), USA considers an area
in the field of nanotechnology only if it includes the
manipulation of matter on atomic scale, systems whose
novel properties are due to their small sizes and lie in the
range of 1-100 nm on the length scale.
The term “nanotechnology” however was invented by
Nori Taniguchi in 1974 at Tokyo International
Conference on Production Engineering in order to explain
ultrafine machining of hard and brittle materials like
quartz. His definition of nanotechnology was as follows:
“Nanotechnology mainly consists of the processing of,
separation, consolidation, and deformation of materials
by one atom or by one molecule”. Richard Feynman had
already laid the foundation of these concepts in his
lecture, “There’s Plenty of Room at the Bottom”, at
California Institute of technology on December 29, 1958
by predicting the atomic or molecular synthesis of new
materials through chemically stable arrangement of the
atoms or molecules according to the researchers’ will. He
also pointed out the fact that at these small sizes Van der
Waals attraction would be significant over gravitational
force. K. E. Drexler in his book Engines of Creation
School of Engineering, Design and Technology
University of Bradford

(1986) took a step further by postulating the idea of
nanobots (or “assemblers”). Engines of Creation is
considered to be the very first book on the subject of
nanotechnology [1].
In congruence with Feynman’s hypothesis,
Nanoscale level is departure from classical physics since
at this size basic laws (like Ohm’s law) breakdown and
the behavior can only be described by Quantum Theory.
Defining energy as discrete amounts called “quanta”
(photon is quantum of electromagnetic energy) and waveparticle duality form the basis of quantum theory.
Scientists can design a system and then use the solutions
of quantum theory equations to find out its properties [1].
II. QUANTUM THEORY
Max Planck while studying emission of energy from
the radiating bodies found out that the only way of
explaining this emission is if light is considered to be
made up of discrete energy packets called “quanta” and
energy is proportional to the frequency of the emitted
radiation. The energy ‘E’ of a photon having frequency
‘f’ is given by
E = hf
Where h is Planck’s constant, whose value is 6.626 x
10-34 Js [1, 2].
Diffraction and certain other properties of light can be
explained easily by considering it a wave however
photoelectric effect can only be understood by
considering it as a stream of particles because [1, 2]:
1. The number of electrons ejected does increase
by increasing the intensity but the highest energy of the
ejected electrons remains the same.
2. Electrons are not emitted unless the frequency of
light is increased beyond a threshold level. The
maximum energy ‘E’ of the electrons ejected increases
with the increase in frequency and is given by Planck’s
equation.
This showed that the nature of light is neither
corpuscular nor wave but different from the both and
therefore leading to the introduction of wave-particle
duality concept. de Broglie argued that light should have
wavelength as well as momentum due to its dual nature
and both should be related to one another. He further
prophesized the wave nature of electrons (particles)
which was confirmed in 1927 when the diffraction pattern
of an electron beam was found obeying the following de
Broglie’s relation:
λ = h / momentum
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λ = h / mv
where ‘m’ is the mass and ‘v’ is the velocity of an
electron
The constant of proportionality is Planck’s constant.
de Broglie’s relation states that wavelength is inversely
proportional to the momentum[1, 2].
If v<<<c, then kinetic energy is given by 1/2mv2 and
de Broglie’s relation takes the form:
λ = h / [2m (E – V)] 1/2
where V is the potential energy
Another important phenomenon occurs when an
electron and photon collide. The frequency of the photon
decreases showing that it has transferred some of its
energy to the electron. This is called Compton Effect.
Due to Compton Effect the momentum and position of
the electron cannot be predicted simultaneously with
unlimited precision. This is quantized in Heisenberg’s
principle of uncertainty [2]:

∆x∆p

h

The modern form of the inequality by Kennard is

σxσp ≥ h 4π

where σp , σx are standard deviations of momentum
and position respectively. h is the Planck’s constant.
Schrödinger combined de Broglie’s relation with the
classical wave equation by substituting in the value of de
Broglie’s wavelength for the purpose of using it for
particle waves. The classical wave equation is

∇ 2ψ ( x, y, z ) = −(2π / λ ) 2ψ ( x, y, z )
where

∇ is the Laplacian operator and

∇ 2 ≡ ∂ 2/ ∂ x2 + ∂ 2/ ∂ y2 + ∂ 2/ ∂ z2
Hence Schrödinger’s relation is

∇ 2 ψ = − (2 π /{h/[2m(E-V)]1/2})2 ψ

properties of the substance. The motion of the charged
particles also gives rise to some magnetic forces which
are much weaker than electrostatic forces and though
only electrostatic forces are responsible for bonding of
atoms and molecules, the role of magnetic forces cannot
be completely overlooked [1, 2].
III. MANUFACTURING TECHNIQUES
The manufacturing of materials on nanoscale provides
the engineers and scientists with another new challenge;
since physics and chemistry, although have been dealing
with atoms, molecules and sub-atomic particles for a
longtime; have never approached this scale from the
fabrication point of view.
” The top-down approach is defined as the generation
of nanomaterials from the bulk using mechanical
methods” and is the most common approach used for
synthesis of nanomaterials [1]. CMOS chips use topdown assembly for their fabrication. The process starts by
the growing a thin layer of oxide on a silicon wafer and
then placing a photoresist on its top. A deep ultraviolet
laser is directed through quartz or chrome to produce the
desired pattern due to the reaction of photons with
photoresist. The exposed parts of the photoresist are
removed and etching is used to transfer the circuit on the
substrate by the removal of oxide. Junctions are formed
by the conversion of silicon from a semiconductor to a
conductor; this process involves addition of trace
elements to the substrate; and finally lithography is used
to add metal contacts. Rayleigh resolution kλ/NA controls
the extent to which the size can be reduced; NA is the
numerical aperture of the lens and λ is the wavelength of
laser (193nmKrF and 248nmArF lasers are usually used).
The size reduction is directly proportional to the later and
inversely proportional to the former. By using methods
like phase shifting technology and strained silicon one
can design the chips with size much smaller than the
wavelength of the laser used, however diffraction effects
need to be considered in these cases. A 193nm laser can
be used to produce 50nm transistors by using the above
mentioned procedure and techniques. As the size is
reduced below 50nm the throughput decreases, alignment
and calibration becomes more difficult over multi layers
and the cost increases [1, 3].

= −[8 π 2m/h2 (E-V)] ψ
[(−h2/8 π 2m)

∇ 2 + V] ψ = E ψ

where [(−h2/8 π 2m) ∇ 2 + V] is the Hamiltonian
operator, E is an eigenvalue and ψ is the eigenfunction
[1, 2].
The second derivative gives the rate of change of
gradient, which is directly proportional to the kinetic
energy of the particle (which is an electron). The
solutions to Schrödinger’s relation are discrete and it
supports the probabilistic model for locating the position
of the electron. The electronic structure around the
nucleus of an atom deeply influences the physical
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FIGURE 1: BASIC CHIPMAKING PROCESS [3]
A completely different approach called ‘the bottom-up
approach’ promises to tackle these problems since it
involves the generation of nanomaterials from the
molecular level [1]. Langmuir-Blodgett deposition is an
excellent example and is also considered to the most
viable bottom-up technique because it is less dependent
on the molecular structure of the substance involved
unlike thermal evaporation, sputtering and molecular
beam epitaxy. This technique involves deposition of a
monolayer on a substrate due to the peculiar molecular
structure like that of an amphiphilic molecule, with the
head being attracted to the substrate and the tail to the
surrounding medium. Langmuir-Blodgett films are
formed by the interaction of amphiphilic molecules with
substrate at the interface. The film thickness can be
measured with high degree of accuracy since the
monolayer thickness is known. LB deposition is a very
sensitive process and is affected by a lot of factors like
surface pressure, surface tension and pH etc. Although
promising, bottom-up techniques still need to go through
a lot of research before they can be applied in the field of
electronics and communications [4, 5].
Chemical bonds are responsible for holding
atoms and molecules together in every structure. Each
kind of bonding does involve electrons so all bonds are
electric in nature and chiefly dependant on the electronic
configuration of the material. Carbon atoms have a
unique property of forming covalent bonds with
themselves which leads to the formation of long-chain
molecules like hydrocarbons and bucky balls. These
molecules can be aliphatic or cyclic depending upon their
structure. The covalent bonds formed between carbon
atoms can be categorized into sigma and pi bonds,
depending on the plane in which they exist. Sigma bonds
are much stronger since they lie in the same plane as do
the atoms whereas pi bonds are perpendicular to this
plane. This property of carbon makes it one of the prime
candidates for nanotechnology. The basic structure of
carbon nanotubes, one of the basic and most important
nanomaterial, is also based upon catenation.
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Carbon nanotubes belong to the Fullerene family
(named after Richard Fuller) and are also known as
buckytubes. They can be thought of as graphene sheet
rolled into a cylinder with hemispherical ends (may be
multi walled). Carbon nanotubes are macromolecules of
carbon with sp2 hybridization. The delocalized electron
belonging to the pi bond is allowed to roam freely which
makes them the first molecule with electrical conductance
of a metal. The chiral vector (n,m) determines the twist or
chirality of the nanotubes and significantly affects its
physical properties. Depending upon the values of n and
m, carbon nanotubes with a large number of different
characteristics can be structured. Nanotube is said to have
rotational symmetry if n = m or m=0, the former is called
“armchair” with later being called “zigzag”, however the
symmetry of the tube is helical for all other relations
between n and m [1]. The tube is considered a conductor
if
n – m = 3i
with ‘i’ being an integer
If the above condition is not satisfied it is said to be a
semiconductor. For Small Fullerenes (<C60), armchair
tubes are conducting, those who obey the above equation
are small band gap semiconductors and all others are
moderate semiconductors [6, 7]. Electrical properties of
carbon nanotubes can be changed by the placing them in
a strong magnetic field, which can convert a nanotube
from a conductor to a semiconductor and vice versa. So
instead of restructuring, the tube can be tuned by
changing the strength of the magnetic field in which it is
placed.
Carbon nanotubes have a very high aspect ratio since
there diameter is only 1.2 – 1.4nm and they can be a few
millimeters in length. They are much stronger than steel
and have a very high comparative strength to weight
ratio. They also conduct heat along their axis due to the
vibrations of C-C bond. They are chemically inert, light
and resistant to high temperatures (up to 1750K). They
can be bent and stretched to 1.2 times their original length
without any permanent change. Their physical parameters
and comparison are given in the tables below [1].

Material

Density

Normalized
Strength-to-Weight
Material
Density
(g/cm3) Ratio (to steel)

Single-wall nanotube

1.4

462

Multiwall nanotube

1.8

15

Graphite fiber

1.6

13

Titanium

4.5

2

Aluminum

2.7

2

Steel

7.8

1

TABLE 1: SWNT Comparison [1]

IV. CARBON NANOTUBES
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Diameter of SWNTs:
Distance from opposite carbon atoms
(segment 1):
Analogous carbon atom separation
(segment 2):
Parallel carbon bond separation (segment
3):

1.2 - 1.4 nm
28.3 nm
24.56 nm
24.5 nm

Carbon bond length (segment 4):
14.2 nm
TABLE 1: Physical Parameters of Carbon Nanotubes
[1]
Carbon nanotubes can be manufactured only by topdown methods because bottom-up approach is still at the
beginner level and although biomimetics and molecular
self assembly give us a direction, a large amount of work
is required before they can be realized. The top-down
approaches include Carbon arc Discharge, Pulsed-lased
vaporization and Chemical vapour decomposition.
Carbon arc discharge was the very first technique used for
the manufacture of nanotubes and is responsible for its
discovery. It involves application of high current to the
carbon soot and sublimation; carbon nanotubes formed
are deposited at the negative electrode. Multi-walled
nanotubes are created by using Carbon arc discharge but
are highly defective. A Laser is used to vaporize graphite
in the presence of Nickel and a noble gas leading to the
formation of nanotubes in Pulsed-lased vaporization. The
diameter of the tube (formed) can be tuned by adjusting
the temperature. Chemical vapor decomposition involves
heating a mixture of nitrogen or hydrogen and a gas
containing carbon (e.g. ethane) in the presence of a
catalyst (iron, nickel or cobalt), the size of who controls
the tube diameter since the (carbon) bond is broken at its
surface so the product is deposited here.
All these techniques have reached their limits due to
their dependence on the removal rate of the product.
Plasma process takes care of this discrepancy since it is
independent of the removal rate. This process requires a
3-phase 3-electrode reactor for electric discharge which
generates plasma. An inert gas, carbon black with nickel,
cobalt and yttrium and a catalyst is passed through plasma
simultaneously resulting in a high temperature gaseous
mixture. It is collected in the quenching chamber where it
is cooled rapidly and part of it is recycled back. This
makes the plasma process independent of the ablation
rate. The electron microscopic analysis of the samples
obtained shows the presence of single and multi-walled
carbon nanotubes along with carbon necklaces. Although
the quantitative results cannot be related to the conditions
as yet but the controllability of the process combined with
the constantly improving reactor technology brings the
industrial production by this process within sight [8].
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FIGURE 2: PLASMA REACTOR [8]
Carbon nanotubes are mixed with other substances to
alter their characteristics or induce new properties in
them. In biomedicine Titanium is traditionally used for
artificial joints in the human body but research has shown
that bone cells attach more easily and effectively to
carbon nanotubes covered titanium. Their high aspect
ratio makes them the best available resource for the
construction of reinforcement fibers. Recent experiments
at MIT has shown that ignition of fuel on the surface of
nanotubes generates 10 times more electric power than a
lithium-ion battery. These results can be used to make
cell phones batteries which may be 10 times less than
than the normal cell phone battery [12].
V. QUANTUM DOTS
Quantum Dots are a special type of matter with the
properties in between bulk materials and molecules [9].
Their radius is much smaller than bulk exciton’s Bohr
radius. The charge carriers in Quantum Dots are
quantized (represented by the same quantum wave
equation) and can have only certain energy levels like the
atoms; since Quantum Dots are prepared artificially with
specified controlled characteristics, they are also called
“artificial atoms”. Their small volume and quantization of
electrons is responsible for their intermediate
characteristics. When the small size of atoms makes it
unsuitable for performing certain experiments Quantum
Dots come to the rescue since their size is comparatively
large. The number of free electrons in a Quantum Dot
ranges from one to several thousands and the loss or gain
of electrons affects its properties. An atom has stable
electronic configuration when the number of electrons in
each shell is 2n2, where ‘n’ is the number of the shell,
similarly researchers at “The Delft Spin Qubit Project at
the Kavli Institute of Nanoscience” have found out the
number of electrons for stable electronic configuration of
a Quantum Dot by the following method [1].
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Quantum dots are connected to the source and drain by
a potential barrier where ‘N’ is an integer representing the
number of electrons on the Quantum Dot. When the
current flows, the value of N is changed. However due to
electrostatic repulsion between the electrons, no current
flows unless the energy to the dot is increased, this
phenomenon is called Coulomb’s Blockade. This
additional energy is provided by a negatively charged
gate and makes the current flow. There are sharp peaks in
the current since it flows only when an electron is added;
the difference between two peaks is the proportional to
the energy difference between the two states having N
and N + 1 electrons. The amount of energy required to
add 2nd, 6th and 12th is significantly larger pointing
towards the completion of a shell. A periodic table for
Quantum Dots (like atoms/elements) has been
constructed and is shown below:

Technologies and Applications

Smaller the size, greater is the energy gap and
therefore emitted spectrum of the dot shifts towards the
higher frequencies in accordance with Planck’s equation.
The coating of a Quantum Dot with a high band gap
inorganic material improves its quantum yield. Inorganic
shell has more robustness compared to the organic
coating and is also less affected by the processing
conditions. CdSe/ZnS, CdS/CdSe, ZnS/CdSe, CdSe/Cds,
SiO2/Si are some examples of core/shell Quantum Dots
[9]. The synthesis of CdSe/ZnS is described below which
gives an insight in the process of synthesizing Quantum
Dots. Dimethyl cadmium and trioctylphosphodine
selenide are heated to 360C and added to
trioctylphosphinoxide (TOPO) resulting in the formation
of 2.3 nm – 5.5 nm Quantum Dots due to pyrolysis.

FIGURE 3: Periodic Table of artificial 2D elements [1]
The combination of Quantum Dots results in the
formation of an artificial molecule which may be ionic or
covalent in nature depending whether electrons are bound
to individual dots or both. Ligands control the strength of
the bond formed and together combined with the size
are responsible for the type of coupling. The size of a
Quantum Dot has a very deep impact on its properties.
Magnetic susceptibility increases with the decrease in size
due to increase in surface to volume ratio; it also
increases with the rise in temperature due to the decrease
in the energy gap at high temperature. The heat capacity
also follows the same trend; both of these are shown in
the figure below [10].

FIGURE 4: Magnetic susceptibility versus temperature for the
bulk and d=2.8-, 4.1-, and 5.6-nm [10]
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FIGURE 5: Specific heat, plotted as C/T against T2 for
d=2.8-, 4.1-, and 5.6-nm [10]
These are then grown at 290 – 300C and selectively
precipitated with methanol. The dots are then redispersed
in hexane. Trioctylphosphine (TOP) is added to 5 g of
TOPO heated at 190C for hours before cooling down to
60C. CdSe dots (0.1 – 0.4 µmol) in hexane are also added
to this solution. Diethyl zinc and hexamethyldisilathiane
are dissolved in trioctylphosphine (2 – 4 ml) and added
dropwise to the CdSE dots in TOPO and TOP (after the
heating of later under the atmosphere of nitrogen to the
desired temperature which is 140C for 2.3nm and 220C
for 5.5nm). The resulting mixture is then cooled to 90C
and left for stirring. Since TOPO solidifies at room
temperature, so butanol (5 mL) is added in order to stop
solidification. Again precipitation with methanol is used
to collect the dots which are then redistributed. The
amount of Diethyl zinc and hexamethyldisilathiane
required is calculated by calculating the average radius of
CdSe dots using Transmission Electron Microscopy and
then finding out the ratio of CdSe to ZnS required for the
formation of the shell. Bulk parameters are also
considered and the amount of Diethyl zinc and
hexamethyldisilathiane added is a little bit more than
required due to the incompletion of reaction. The ratio
increases with the decrease in the size of Quantum Dots
[9].
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The physical properties of Quantum Dots make them
offer a wide range of potential applications. Single
electron transistors are possible due to the quantization of
electrons and can be used to create computers which are
much smaller, consume less power and extremely fast.
Qubit (quantum bit) can be realized by Quantum Dots and
used for the storage of data in optical computers, several
two state models are available depending upon the charge
or the spin (e.g. ‘up’ denotes 0 and ‘down’ denotes 1) of
electron(s). Quantum Dots can also be used to increase
the efficiency of photovoltaic cells by utilization of the
fact that a high energy photon compared to band gap may
excite more than one exciton (three on the average). The
conversion efficiency has been increased to 47% [11].
They can also be used to track biological molecules since
they are much brighter than normal dyes.
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VI. CONCLUSION
Nanotechnology is without any doubt the technology of
the future and promises a huge leap in computation al
power, biotechnology, lighter but stronger materials and
power generation. However as discussed in this paper,
cost and complexity in the production of nanomaterials
are the main obstacles blocking its path.
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SMS Based Device Switching
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Abstract- Human being always searches for ease of life;
this is his desire from first day to make things more
comfortable. For search of ease and comfort human race has
undergone from a lot of revolutionary changes. The
dynamic control of device in general and home appliances in
specific is the dream of human society from the starting of
machines. Switching the home appliances like turning lights
on wirelessly without any extra remote is like a dream.
Suppose someone is on vacations and want to turn on the
porch light at night and turn it off in day, it will provide
remote access to any device at anytime from anywhere in
world where mobile device work. You can send SMS
anytime from anywhere and change the status of device.
This paper discusses a device switching technique. In this
technique a microcontroller and mobile phone are
interfaced using AT commands. Short Messaging Service
(SMS) is a text-based service that enables characters to be
sent from one mobile to another. Sending a simple SMS,
such as "A ON" to a receiver mobile will switch the device.
Mobile receives the incoming text message and sends it to
microcontroller which changes the states of devices by
comparing text message with stored values.
Keywords: Short Messaging Service (SMS), Mobile Phone,
AT commands, Microcontroller.

I. INTRODUCTION
Controlling devices remotely is a vision in which
humans are working hard since early times. Imagine not
only controlling device remotely but also wirelessly from
far away distance where your mobile phone works. In this
design all the home appliances can be controlled by a
simple SMS.
SMS based device switching provides a new gateway
to control your devices. SMS System is the very useful
for practical life. If you are away from your house and
want to turn on heater before you reach home simply send
a SMS to your system and it’s done. Sender mobile sends
a simple SMS which is received by the receiver mobile
attached in the system, SMS is then fetched by the
microcontroller which then decodes the SMS and change
the state of that device by using relays. Lights, fans,
heating, pumps, air conditioning, television, electric gates
and other home devices can be controlled simply by
sending SMS. In this system a device operating on 220V
can easily be controlled.
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Fig.1 General Overview of System
II. OVERVIEW
Following are the main features that lead to effective
SMS based system design.
•
•
•
•
•

Cost
Performance
Power Consumption
Reliability
Future Enhancements

The system is designed by interfacing a mobile device
with the micro controller. There are different techniques
by which microcontroller can be interfaced with the
mobile device. The two common techniques are FBus/M-Bus and AT commands. Due to more flexibility of
AT commands the microcontroller and mobile device are
interfaced using AT commands in this system. A serial
connection is used to communicate between mobile
device and microcontroller. When a SMS is received it is
send to controller which check the characters in the text
message and send the signal to its relative port to which a
relay is attached to turn on or off any device which is
connected to that relay.
A lot of devices can be connected to the output ports of
the microcontroller using relays. Each of the port has its
own code which controller compares with the SMS which
is send to the receiver mobile.
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III. MICRO CONTROLLER
Micro controllers are widely used in automation and
system control nowadays. Microcontrollers have wide
range of types depending on their usage in specific
system. In this specific system AT89C51 is used.
Following are the main key features of this specific micro
controller.
•
•
•
•
•
•
•

Low Power Consumption
Programmable Serial Channel
Six Interrupts
Two 16 Bit Timers
Fully Static Operation
4Kbytes of EPROM
32 Programmable I/O Lines

The AT89C51 is a high performance and low power
CMOS micro controller. It is a powerful microcontroller
which is cost effective and highly flexible to use in many
control systems.

programming port 0 receives the code bytes and during
program verification outputs gets the code bytes. External
pull ups are required for port 0 output.
Port 1: This port is an eight-bit two way input/output port
with built in internal pull ups. The output of port 1 can
sink or source four transistor-transistor inputs. When high
is given to Port 1 pins they are pulled high by the built in
internal pull ups and its ports can be used as inputs. When
using port 1 as inputs the pins are externally pulled low.
During flash programming Port 1 receives the program
verification and low-order address bytes.
Port 2: Port 2 is an eight-bit two directional input/output
port with built in internal pull ups. The Port 2 output pins
buffers can sink/source four transistor-transistor logic
inputs. When port 2 is set high it is pulled high by the
internal pull ups and can be used as inputs. Port 2 pins
when used as inputs that are externally being pulled low
will source current because of the internal pull ups. Port 2
is the high-order address byte that fetches data from
external program memory and during accesses to external
data memory 16-bit addresses are used. Example is
MOVX@DPTR. This port also receives the high order
address bits and during flash programming some control
signals are also used.
Port 3: Port 3 is also an eight-bit two directional
input/output port with internal pull ups. The Port 3 output
pins can sink/source four transistor-transistor logic inputs.
When Port 3 pins are given high that is 1 is given to the
port pins they are pulled high by the internal pull ups and
can be used as inputs. This Port plays an important role in
microcontroller as it handles all the interrupts, timers and
most importantly serial communication by RXD and
TXD. There are two external interrupts and two timers.
T0 acts as timer0 and T1 is for timer1. External data write
and external data read are also included in port 3. This
port also serves the functions of various special features
of the AT89C51 which are listed below.

Pin Description:
Following are the description of pins as shown in figure 2
of AT89C51.
VCC: Pin 40 is supply voltage VCC, it is +5V DC.
GND: Pin 20 is Ground in this microcontroller.
Port 0: It is a port with 8-bit open drain two way
input/output ports. When it is used as output each pin can
be sink in eight TTL inputs. When high is given to port 0
pins, the pins of this port can be used as high impedance
inputs. To access external program and data memory port
0 is used as multiplexed address and data bus. Internal
pull up are used in this mode of port 0. During Flash
-124-

Port
Pin
P3.0
P3.1
P3.2
P3.3
P3.4
P3.5
P3.6
P3.7

Table 1
Description of Port 3
Functions
RXD (Serial Input Port)
TXD (Serial Output Port)
INT0 (External Interrupt 0)
INT1 (External Interrupt 1)
T0 (Timer 0)
T1 (Timer 1)
WR (External Data Write)
RD (External Data Read)

RST: RST is the reset pin. This pin is usually high for
two machine cycles while the oscillator connected resets
the device.
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ALE/PROG: ALE stands for Address Latch Enable. For
latching the low byte of the address during access to
external memory address latch enable is used. Address
latch enable is an output pulse. During flash
programming ALE pin is also the program pulse input
(PROG).

area in mobile device. The mobile phone should support
either of following AT commands.

PSEN: To read external program memory PSEN
(Program Store Enable) is used as read strobe. During the
code execution in AT89C51 from external program
memory, PSEN is activated twice for each machine cycle,
except for the two PSEN activations are skipped during
each access to external data memory.

To get SMS from a known index of mobile memory
AT+CMGR command is used and the exact location of
index is given. To get all unread SMS from mobile
memory AT+CMGL=REC UNREAD command is used
and AT+CMGL=ALL is used to get all the messages in
the mobile memory.

EA/VPP: EA stands for External Access Enable. EA
must be grounded in order to enable the device to get the
code from external program memory locations. EA
should be supplied VCC for internal program executions.
This pin is also called VPP as this pin also receives the
12-volt programming enable voltage (VPP) during Flash
programming of the microcontroller, for the parts that
require 12-volt VPP.

V. RELAY

XTAL1: It is the input to the inverting oscillator
amplifier and also to the internal clock operating circuit.
XTAL2: It is the output from the inverting oscillator
amplifier. On chip oscillator can be used if not then both
XTAL1 and XTAL2 are connected to a ceramic resonator
or quartz crystal.

•
•
•

AT+CMGR=1
AT+CMGL=”REC UNREAD”
AT+CMGL=”ALL”

Relay is a very useful device when large amount of
current and voltage are meant to be controlled with very
small amount of electrical signal. The coil which
produces magnetic field in the relay consumes minimum
amount of power whereas contacts which are opened or
closed can conduct heavy amount of power to load.
Operation of relay can simply be referred as a binary (off
or on) amplifier. When current flows through the coil of
relay it creates a magnetic field which pulls a lever
towards it due to magnetism and switch changes it states
it goes from on to off or vice versa.

IV. AT Commands
To control a modem in the mobile phone AT command
instruction set is used. AT is short form of Attention.
Every command is given by AT or at. That’s why
commands given to the modem are called AT commands.
Most mobile phones support AT command set that is
specific to the GSM technology, in which SMS related
commands can be used such as send SMS message, list
SMS message, read SMS message etc. There are two
types of AT commands.
•
•

Basic Commands
Extended Command

Basic AT commands are simple and they don’t start
with “+”. For example D (Dial), A (Answer) are basic
commands. Extended AT commands are those which are
started with “+”. In this system extended commands are
used. +CMGS (Send SMS massage), +CMGR (Read
SMS message) are examples of extended commands.
In SMS based device switching the modem of mobile
phone is initialized by sending AT command through
microcontroller. Then microcontroller reads for any
incoming SMS to the receiving mobile. When receiver
mobile gets a SMS it is send to micro controller.
Microcontroller can read SMS from a message storage
School of Engineering, Design and Technology
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In above figure a relay is connected to a 12V DC
power supply through a switch. When the switch is closed
the current passes through the coil of the relay, so it gets
magnetized and switch of the relay is closed and main
circuit is completed in which 220V AC power supply is
used. Microcontroller can also switch the device directly
but it does not provide enough power for devices
operating at 220V. So relays are used as switch, there are
many advantages of relays as a switch. Relays can switch
both DC and AC for high voltage and currents whereas
transistors can only switch DC with low current and
voltage specification. There are also few disadvantages of
relays. The main disadvantage of relay is that the most of
common relays cannot switch rapidly but this does not
affect the overall efficiency of this system.
VI. SMS
SMS is abbreviation of Short Message Service. It is a
text based communication service component of GSM
communication system. Using standard GSM protocol it
allows to send and receive simple and short text
messages. SMS text messaging is widely used by all
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generations around the world with almost 2.4 billion
users active at a time. The term SMS is a synonym for all
sort of short text messages. Mostly text messages are up
to 160 characters and most SMS messages are from
mobile to mobile.
In SMS based device switching a simple text based
SMS can do wonders. Text based messaging has become
a part of our life as in 2008, 4.1 trillion SMS were sent.
People prefer to inform someone on text message rather
than calling. SMS is now a massive commercial industry,
worth over 81 billion dollars globally. SMS are now
cheap almost free within the network however at least
£0.03 interconnecting fees is charged when SMS is sent
to another network.
In a similar matter as email, the text messages are
stored and forwards at a SMS center, it allows the
messages to be retrieved later if the receiver mobile is not
available to receive text message immediately. SMS
messages are sent over the low speed control channel of
mobile network. Due to the convenience of SMS in this
system a simple SMS can be sent to control devices, such
as light1 on, fan2 off, heat1 on, pump off etc. All of these
are preprogrammed in the microcontroller.
VII. MOBILE DEVICE
A mobile device is typically known as cell phone, it is
a small pocket sized computing device with a screen and
a key pad. It is an electronic device used for
telecommunication. It is used as mobile telephone, text
messaging and data transmission over a specific network.
Mobile phones have a lot of different functions and
features but in this system basic features are used which
are available in every mobile device. A keypad is used to
type SMS and it is send over the cellular network and it is
received by the receiver mobile attached to the system.
Following two mobile devices are used in the system.
•
•

Sender Mobile
Receiver Mobile

Sender mobile can be of any type because all the
typical mobile phones have basic features for sending
SMS. The sender mobile is just used to send the SMS
which is received by the receiver and specific device is
switched by the micro controller after getting the SMS
from receiver mobile. Receiver mobile is fixed in the
system it should have basic feature of receiving SMS as
well as it should have modem supporting AT commands
which is interfaced with a microcontroller.
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VIII. SCHEMATIC EXPLANATION
In SMS based device switching system microcontroller
is the main component which is interfaced with all the
devices. Receiver mobile and relays are connected with
the microcontroller. The main devices which are intended
to be switched are connected to relays because
microcontroller can’t handle high current and voltages.
The basic connections of microcontroller are normal for
almost all systems. Pin 40 is VCC connected to +5V, pin
20 is grounded, Pin 18 and 19 (XTAL1 and XTAL2) are
connected are to 11.0592 MHz crystal which is grounded
by two 33pF capacitors.
The main part is connection of receiver mobile with the
microcontroller. Different mobile devices have different
pin layouts, so their user manual must be referred to
check for correct pins for RXD and TXD. The RXD of
mobile device is connected to the pin 3.0 of the
microcontroller which is RXD of it. The TXD of mobile
device is connected to pin 3.1 of microcontroller which
acts as TXD of it. Also the ground pin of mobile device is
also grounded with the ground which is already
connected to pin 20 of microcontroller.
Relays can be connected to any output ports of
microcontroller. The output ports which can be used for
connection of relays are ports 0.0-0.7, ports 1.0-1.7 and
ports 2.0-2.7. The coil side of the relay is connected to the
microcontroller and switch side of the relay is connected
to device which is usually operated at 220v. Relay is
driven through NPN transistor; the base of transistor is
connected to the output pin of microcontroller. A current
limiting resistor is used to limit the current. Emitter of
transistor is grounded and collector is connected to the
coil of the relay. When microcontroller gives the signal to
the base of transistor it completes the path and +5v
completes its path to ground via transistor and due to the
magnetic field in coil of relay the circuit of 220V device
connected to relay is completed and the state of that
device is changed.
IX. FUTURE ENHANCEMENTS
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Once the mobile phone has been interfaced with micro
controller than with the help of AT commands this
system can be modified to following enhancements.
•

GPS Tracking
System

•
•
•
•

Fire System
(Indication of fire via call or SMS)
Sending of
Temperature and Humidity by SMS
SMS Remote
Control
Prepaid Energy
Meter
X. CONCLUSION

In general control of any device wirelessly is a
revolutionary technology which is discussed in this paper.
GSM technology is used to control device via SMS. In
this paper the concept of “SMS BASED DEVICE
SWITCHING” is thoroughly discussed. All the hardware
components are carefully detailed with aspect to this
research paper. This research has a lot of attraction as it
can be further enhanced to many systems. The system
that it is researched in this paper consists of highly
advanced IC and all other components are reliable. The
main problem in this system is that the receiver mobile
should be charging all the time with the power supply of
system.
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With the growing number of cell phone users day by
day and their preference on SMS rather than call gives a
new hope towards this system. Finally it is concluded that
SMS based device switching is a field in which SMS can
control devices remotely and it has a huge resources and
scope for research and further development.
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GPS (Global Positioning System) and its Applications
Fahim Shahzad
School of Engineering, Design and Technology
University of Bradford
Abstract-GPS (Global Positioning System) is a global
navigation system consisting of a satellite constellation of 24
MEO (Medium Earth Orbit) satellites. GPS, initially
developed for military use by the US Department of Defence,
has now proven as a very useful application to give accurate
information about location, speed, time and position for
civilians as well.
GPS is also said to be a one way ranging system as user can
only receive signals from the satellites and not actually send
something to the satellites. Triangulation (also known as
trilateration) is used to exactly find the current location of
the user by meters, and by the use of advanced systems even
to the centimetres.
In this paper an overview of GPS is given, starting from its
history, then describing what is a GPS and how it works to
find out the exact location of the user i.e. triangulation. Also
the three segments of GPS (Space, control and User segment)
are defined. Then the applications of GPS are given, showing
the importance of GPS in today’s life. And finally this paper
shows some possible future applications of GPS.
Keywords: GPS, GPS applications, MEO satellite
constellations, Triangulation
I.INTRODUCTION
“The next time your plane approaches an airport in bad
weather, and you just happen to be wondering ‘What
good is basic science’ think about Einstein and the GPS
tracker in the cockpit guiding you to a safe landing”
-Clifford Will [1]
Travelling from one place to another has always been a
desire or a need for a common person. To travel one has
to figure out where he is, where he is going and how will
he reach there? This is why navigation systems are so
crucial in a human’s life. There have been several
navigation systems, with different technologies, tried and
used like landmarks, Dead reckoning, Celestial and
OMEGA etc, but each has its own disadvantages in one
or the other way [2].
In 1973, US Department of Defence developed a new
navigation system at a cost of $12 billion known as
NAVSTAR-GPS or simply GPS that changed the world
of navigation forever. GPS was originally developed for
military uses only but later in 1980’s it was made
available to be used by the civilians as well. Since its
arrival, GPS has simply revolutionized the world of
navigation and has been used in many fields and
applications from military to aviation, from
telecommunications to sports and in various atmospheres
like in air, sea or land [3].
II.HISTORY AND OVERVIEW
A. History

purposes only Selective Availability was used for civilian
purposes which gave accuracy of about 1000 feet. In year
2000 Selective Availability was turned off and hence
giving accuracy of about 65 feet approximately [4].
Given below is a table showing the timeline of GPS [5]:

1988

TABLE I
TIMELINE HISTORY OF GPS
Development
Development of NAVSTAR-GPS approved by
Department of Defence.
GPS launched by Department of Defence with
eleven satellites in orbit.
Allowed to be used by civilians but with Selective
Availability.
Number of satellites in the orbit raised to 24.

2000

Selective Availability turned off for the civilians.

Year
1973
1978
1983

B.

What is GPS?

GPS is a constellation of 24 MEO (Medium Earth Orbit)
satellites placed in an orbit around the earth at a distance
of about 11000 to 12000 miles above the earth (Fig. 1).
21 satellites are operational and 3 are spare and can be
made operational if and when required. This given height
of satellites above the earth helps to avoid the problems
which are associated with the land based systems e.g.
coverage. These satellites are being managed by United
States [3]. GPS is the only fully functional navigation
system giving accurate positioning and timing
information in any weather conditions, 24 hours a day.
The GPS satellites are orbiting around the earth
constantly at speed of around 7000 miles per hour and
travel two complete orbits in less than 24 hours. GPS
satellites are using solar energy and also have their own
backup batteries to be used in case of a solar eclipse. One
satellite from the constellation weighs around 2000
pounds and measures about 17 feet with its solar panels
extended. Lifetime for one satellite is around 10 years.
The transmitting power of a satellite is about 50 watts.

In 1973 US Department of Defence decided to create a
Defence Navigation Satellite System (DNSS), which was
later named as NAVSTAR-GPS and finally shortened to
GPS. It was used for military purposes for almost 10
years until in 1983 GPS was made available for civilian
use. Initially high quality signals were used for military
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Control segment consists of 5 monitoring stations and one
master control station spread worldwide, used to track the
satellites, update their positions and synchronise their
clock. Another important function of the control segment
is to find the orbit of each satellite and then predict its
path for the upcoming 24 hours. These calculations are
then sent to the satellites to broadcast to the GPS
receivers. Control segment stations are located at
Ascension, Hawaii, Colorado Springs, Diego Garcia and
Kwajalein, as shown in the Figure 2 [7].

Figure 1 GPS Constellation of satellites orbiting around the earth

These satellites are in orbits designed such that a receiver
can receive signals from at least 4 satellites at a time
anywhere on the earth. Six orbital planes have been
designed with each orbital plane having 4 satellites. These
orbits are elliptical and have an inclination angle of about
55 degrees with the equator of the earth.

Figure 2. Control Segment of GPS

iii.
C.

User Segment:

Segments of GPS

GPS consists of 3 segments which are as follows:
i.
Space segment:
Space segment consists of 24 satellites which are orbiting
around the earth. The space segment is designed in a way
that minimum of 4 satellites are visible at all times. Each
satellite has atomic clocks on board which operate at a
frequency of 10.23 MHz [7]. This is then used to generate
the radio wave broadcast signal to be sent to the earth
constantly. This signal contains following information:
• Date and Time at which the signal was sent.
• Information about the particular satellite that is
sending the signal.
• Where will be the satellite at any given time.
• If the satellite is working properly or not.
These satellites are continuously orienting themselves so
that their antennas are pointing towards the earth and their
solar panels pointing towards the sun at all times. Figure
1 shows the satellites and their orbits forming the space
segment.US Department of Defence replaces the satellites
in the space segment of GPS, if and when it is required, to
help GPS service continue to be working.
ii. Control Segment

User segment consists of the GPS receivers which may be
handheld or placed somewhere like in a car or aircraft etc.
The GPS receiver has to detect the GPS satellites’ signals,
decode those signals and then process the signals to get
the desired results. The receivers are normally used with
software so that the results that have been calculated can
be shown to the user in form of a map. There can be
various users using the GPS at a single time, because
GPS satellites are only broadcasting the signals and the
receivers can only receive the signals and not actually
send something back to the satellites.
Almost all the GPS receivers have the same components
[8]:
• An antenna.
• RF (Radio Frequency) section.
• A microprocessor.
• A control and display unit (CDU).
• A recording device
•
A power supply.

Figure 3 User Segment of GPS
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III.WORKING OF GPS
A. How does GPS Work?
The GPS satellites broadcasts radio signals continuously.
GPS receivers receive these signals, decode them and
then process them to get the information. The accuracy of
GPS actually depends on the accuracy of these signals.
The control segment on the earth monitors the GPS
satellites and also uploads the required information to the
satellites to provide the maximum accuracy. The satellites
in the GPS constellation are periodically adjusted by
control segment. This helps giving the information about
the orbits and the locations of the satellites. This orbit
information is stored in almanac of all the GPS receivers
which tells the receivers about the location of a satellite at
a particular time. The satellites continuously broadcast
the information to update the almanac.
The idea behind the working and finding the exact
location in the GPS is ‘Triangulation’. Triangulation is
simply to calculate the distances between the GPS
receiver and 3 or more satellites, apply some mathematics
and get the location. The receivers know the location of
the satellites through the almanac. Location of the
receiver is calculated by determining the distance from
each satellite that are in view by multiplying speed of the
signal (Speed of light) with the time the signal has taken
to reach the receiver. This time is encoded in the signal
broadcasted by the satellite.
If the measurement is taken from only one satellite, it will
only show that the receiver is on the surface of sphere
having radius equal to distance from the satellite. With
measurements from 2 satellites, it is known that the
receiver is at the intersection of two spheres. When the
third satellite is used, location of the user is narrowed to
two points at the intersection of three spheres. Four
satellites will actually give the exact and accurate location
of the receiver even in the air or the space. For land
receivers, measurements from three satellites can be
enough to get the accurate location. Using more than 4
satellites will actually increase the accuracy.

• Atmospheric Conditions: These errors can be caused
by refraction of the signal from ionosphere or
troposphere. It can cause deviation of 0-30 meters.
• Clock Drift: Signals from satellite contain information
about the rate of clock drift for satellite but sometimes
it may not model the exact clock drift. It can cause
deviation of 0-1.5 meters.
• Multipath: Multipath errors come due to the signals
reflecting off any reflective surface before reaching
the receiver. These errors are very difficult to
completely correct and can cause deviation of 0-1
meter.
• Selective Availability: These errors can be introduced
by the Department of Defence intentionally for the
civilian signals. These errors can be corrected using
different correction methods. However, if not
corrected, these errors can give deviation of 0-70
meters.
Some of these errors can be found and corrected using
simple mathematics and modelling. By using the
technique of Differential GPS, almost all the errors can be
eliminated.
IV.APPLICATIONS OF GPS
A.

Categories of Applications

GPS is being used in many fields today but its main
applications fall in five categories. Using one of these
applications or a combination of these applications, GPS
is used in almost limitless fields today.
i. Navigation: This is probably the most used
application of GPS today and is the main reason for
the designing of the GPS. Navigation helps the user to
move from one place to another. Navigation by GPS
can be used on land, water or air.
ii. Location: To find out one’s location is also an
application of GPS. GPS can give very accurate
measurements about the location of the user at
anytime, anywhere in any weather conditions.
iii. Tracking: This application of GPS is to monitor the
movement of different things like packages or even
people. This application is normally used in
combination with wireless communications.
iv. Timing: GPS satellites have all got precise and
accurate atomic clocks on board. With the help of
these clocks, GPS users can get precise and accurate
timings anywhere. This application helps to
synchronize the timings around the world.
v. Mapping: This application allows the GPS user to get
the map of any location. The mapping is done by
recording of a series of locations.

Figure 4 GPS Triangulation

B. Uses of GPS
B.

Errors in the GPS

Although GPS has been designed to be accurate but still
there can be errors in it. These errors can even give a
deviation of around 100 meters from actual point. There
can be many sources of errors, few are discussed here:
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The above defined applications can be used in various
ways, separately or in combination, or even in
combination with some other technology to give limitless
uses of GPS. Today GPS is being used worldwide and
according to an associated press report on 21st of January
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2010, there were 41 million standalone GPS devices
being used in 2009, and 27 million Smartphone based
GPS were being used. This gives a total of at least 68
million users of GPS in 2009 [10]. These users not
include the government or scientific users of GPS.
There are various uses of GPS, few of which are
described here:
i.

Military:

This is the basic purpose for the development of GPS.
GPS is used for military aircrafts, tanks, ships and
submarines etc for many purposes like navigation,
weapon technology and target designation etc. Figure 5
shows GPS guided aircrafts.

Technologies and Applications

along with computer software gives electronic street maps
and turn by turn directions to the users. Figure 6 is an
example of GPS receiver used for ground transportation.
v.

GPS technology helps emergency vehicles with
navigation and location services to reach the emergency
location easily and quickly. ICE (In Case of Emergency)
is an application integrated in various new smart phones
using GPS. ICE is used by the user in case of emergency,
and all the user has to do is to just press a button. This
will send a message to the emergency service providers
about the location of the user, and the emergency service
can be provided.
vi.

ii.

Public safety:

Aviation:

Space:

GPS technology is being used in the space also. Space
shuttles use the GPS technology for navigation. GPS is
also used to keep track of satellites in the orbits.

GPS helps the pilots with the navigation and safe landings
at the airports. GPS also gives accurate location of the
aircraft.
vii. Environment:

iii.

Agriculture:

GPS helps to monitor the application of pesticides and
fertilizers in the fields. It also gives the location
information to the farmers to help them with mapping the
fields, harvesting or marking the areas of disease in the
fields.

GPS is used to survey the disaster areas. Changes in the
environment are also predicted using GPS by tracking
movements. GPS also helps to find and map the
movement of phenomena like forest fires, oil spills etc.
viii. Marine:
GPS helps marine by providing navigation, mapping,
traffic routing and under water surveying. GPS is also
used by commercial fishing fleets to track the fish
migrations and optimum fish locations.
ix.

Surveying:

GPS is used by surveyors for many applications. It can
help defining the property lines. It can also help in
building infrastructures in the urban areas. Using GPS has
helped surveyors save lots of time and money.
Figure 5 GPS Guided Aircrafts

x.

Recreation:

GPS is used by exercise enthusiasts and sportsmen to
provide them with correct location, speed, time and
distances etc.
There are various other uses of GPS like in
telecommunications, railways, traffic management,
gaming, water distribution system and Artificial
intelligence etc.
V.FUTURE OF GPS
Figure 6 GPS Navigation System

iv.

Ground Transportation:

GPS is being used in the ground transportation for vehicle
navigation and finding the vehicle location. Using GPS
School of Engineering, Design and Technology
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The future of GPS comes with some possibilities, but
overall the future looks good for GPS. One big issue
being debated about GPS is privacy i.e. whether it should
be used for tracking people. On the other hand tracking of
people can be very useful. Micro GPS technology can be
used for the children to stop kidnapping [11]. Also it can
be used for elderly people to be tracked easily. But this is
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one serious issue being debated about GPS, that if it
should be used for tracking of people or not.
Handheld GPS devices like smart phones have already
been introduced and over the next few years, it can very
well be widely used device. For vehicle navigation, 3-d
modelling technology is introduced to help the cars
anticipate the turns or obstacles before the driver can even
turn the wheel [12].
EU has announced their navigation system ‘Galileo’ to be
operational by the year 2014. It will work with US GPS
and will further improve the standards and quality of GPS
by introducing new technologies which can use less
power, use same receiver for different systems and lock
to the satellite signals quickly.
VI.CONCLUSION
GPS technology was originally developed for military
purposes only but after being commercialised, it has
simply revolutionized the world. GPS is being used in the
fields today, which were not thought about at its
development. The uses and applications of GPS can
further increase with integration of GPS to other
technologies.
The future of GPS seems to be secure and with the arrival
of ‘Galileo’ in 2014, GPS quality and usage will further
increase. The integration of GPS with other technologies
will only further increase its usage so much that it will be
hard to do many industry tasks or travelling without it.
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Remote Sensing and its Future
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Abstract - In simple and general terms, life is centred on
perception,
and
perception
encompasses
sensing.
Advancement in technology has given rise to intelligent
network systems required to adequately observe and
monitor the dramatic changes and happenings in and
around our world. Remote sensing brings to the fore the
silent behind the screen of somewhat distant connection
links through free space between objects yielding
information/data on some properties being spatial, physical
or spectral and passing them via wireless filter banks on to
outer space systems or ground stations. This is a
phenomenon in science used for identifying, obtaining and
acquiring sensitive information on a large or small-scale
basis through Electromagnetic Radiation (EMR) as a
medium of interaction using real-time wireless sensing or
recording device(s) without having a physical or direct
contact with objects either by using aircrafts, helicopters,
spacecrafts or satellites.
This paper will focus on its underlying principle, major
elements driving this technology such as band utilisation,
platforms of operation, sensing instruments known as
sensors and different satellites back boning this technology
and the future applications of remote sensing.
Keywords: Satellite, Remote sensing, Electromagnetic
Radiation

I. INTRODUCTION
“Remote Sensing” being a unique term was first used
in the 1950s in the United States by Ms. Evelyn Pruitt of
the U.S. Office of Naval Research generally implying the
science and art of measuring, observing and identifying
an object without having direct contact with it [6].
Over the years, man has been tirelessly striving towards
technological advancements in diverse ways in order to
satisfy the craving and probing mind to tackle daily
challenges and problems of life. A real and a high degree
of accurate information gathering when properly
channelled and harnessed becomes powerful, life
impacting and transforming, vital and key to everyday
living thereby pace setting the continuous enhancements
and evolutions in science and engineering callings. He
daily engages in some form of remote sensing activity
consciously or unconsciously.
Electromagnetic Radiation known as (EMR or E – M
radiation) is a phenomenon whereby a self-propagating
wave in vacuum or in matter consisting of both magnetic
and electric field components oscillate in phase
perpendicular to each other and perpendicular to the
direction of energy propagation [3]. Taking a very
familiar scenario of one sitting in front of the computer
system with eyes glued to the screen or monitor which
produces a physical quantity known as Light. Light being
a unique type of electromagnetic radiation, of visible
spectrum band characterised by a defined form of
wavelength radiates through space, thereby implying a
form of distance that is somewhat “remote” to a certain
extent and the perceived, sensed, emitted or radiated light
now being attracted to the eye being a vital organ of
vision now acts as some kind of a “sensor”. Both eyes
School of Engineering, Design and Technology
University of Bradford

simultaneously transmit signals to the human brain in this
context acting as a processor, which then refines and
records the raw data received and finally yields the
information seen[2]. This scenario is synonymous to the
working principles of remote sensing as well as capturing
a portrait via a camera. To achieve these goals, channels
and bands, devices, sensors, and methods are required to
be employed making it safe, secure, cleaner and cost
effective, coupled with the provisioning of efficient ways
of collecting important data without disturbance of
objects, regions or areas of key concern under critical and
keen observations of interest.
II. REMOTE SENSING
Remote Sensing is the phenomenon in science
involving information acquisition from tangible
substances, objects and materials or from areas of interest
through spatial, physical and spectral means without
having a direct or physical contact with such objects
under investigation.
In remote sensing, sensitive
data/information is acquired and transferred via space
through the application of a unique form of energy such
as electromagnetic radiation known as EMR [1].
EMR which is invisible to the naked eyes interestingly
possesses robust energy, unveiling some striking effects
when beamed on matter taking the form of a liquid,
plasma, gas or solid.

Figure 1. Depicts the Electromagnetic Spectrum [8]

Electromagnetic Radiation can be classified into
several types going by the frequency of its waves, thus in
order of increasing frequency and decreasing wavelength
yielding radio waves, microwaves, terahertz radiation,
infrared radiation, visible light, ultraviolet radiation, Xrays and gamma rays etc. as shown in figure 1 [3][8].
Spatial effects are referred to the events or objects
possessing a relative position and direction and occurring
in three dimensional planes while spectral band points to
a finite segment of wavelengths contained in the
electromagnetic spectrum [4]. Examples of remote
sensing include Space probes, Magnetic Resonance
Imaging, weather satellite collection platforms, Xradiation (X-RAY) and Positron Emission Tomography
(PET) to mention a few.
III. REMOTE SENSING SCENARIO
In remote sensing, the involvement of an energy source
interacting with its target cannot be over emphasised.
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Using figure 2 below, it can be seen that source 1a
radiating intense heat represents the Sun, thus this is an
independent natural interacting element while source 1b
is likened to a manmade element such as an earth radar
transmitter or beam of light which illuminates the target.
Also source 1c certainly being a natural element likened
to the Earth’s heat interacting with the Target where the
target usually emits radiation synonymous to the glowing
of a red-hot element measured by Sensor 2. Seemingly,
the reflected radiation is sensed by Sensor 1 due to the
interactive intercommunication between the Source 1a
and Target element which could be found in the common
sunlit, images, snapshots or photography. However if
there occurs an emergence of energy from Source 1b,
then Sensor 1 will be producing an image equivalence.
However, Source 3a is being observed critically in this
case using radar transmitter equipment as earlier
mentioned and then having Sensor 3b properly and firmly
coupled onto Source 3. The resultant coupling impact
usually will be for Sensor 3 sensing for the backscatter
radiation being an aftermath of the speed-of-light delay
from Source 3a going to the target and then finally to the
position of Sensor 3b. A real life example will involve a
ground radar as one of the key players awaiting a signal at
a particular time or interval and thus giving rise to
electronic counter-countermeasures (ECCM), in order to
avoid a signal jamming aircraft closer to Sensor 3b [5].

Figure 2 showing remote sensing interaction between sensor, target and
radiation source.

Classification of Remote Sensing
Remote sensing can be classified into two (2) major
categories namely:A. Passive Remote Sensing
B. Active Remote Sensing
Passive Remote Sensing:
In passive remote sensing, the reflected natural
radiations involving the surrounding area or object being
observed are detected by Passive sensors. Some examples
of passive remote sensors are namely infrared,
photography, radiometers [7].
Active Remote Sensing:
Active remote sensing involves energy emission so as
to scan areas of concern and objects of interest by
interfacing a sensor which then detects and measures the
backscattered or reflected radiation produced by the
target. Typical example can be found in Radar where the
time delay between emission and return is assessed,
thereby confirming the object’s direction, speed, height
and position [7].
Remote Sensing Technology Components
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Under listed are the major constituents of remote sensing
technology. These are [1]:1. Platforms
These are conveyors, means of transport or better
still vehicles such as satellite, trucks, space shuttles
or aircrafts that carry the sensor.
2. Detectors/Processors
As the name implies, they are known for
handling and processing signal data either in
digital or photographic form.

3.

4.

5.

Institutionalisation
This comprise of the International and national
organisations, research centres and Universities
etc. responsible for the execution of remote
sensing technology.
Sensors
These are high tech devices such as scanners and
cameras that help detect electro-magnetic
radiation
Energy Sources
In remote sensing technology, energy is required
to trigger an effect. Examples of such energy
sources are the sun, ground radar, irradiance
from earth’s materials etc.

IV. TYPES OF SATELLITE SENSORS ALONGSIDE
THEIR BAND
The different kinds of Satellite Sensors include:1. The Landsat Multi-Spectral Scanner (Landsat MSS)
2. The Landsat Thematic Mapper (Landsat TM)
3. The Landsat Enhanced Thematic Mapper plus (Landsat
ETM+)
4. The Advanced Very High Resolution Radiometer
(AVHRR)
1. Landsat Multi-Spectral Scanner (Landsat MSS)
This is responsible for the acquisition of millions of the
Earth’s images from outer space. The first of its kind was
launched in 1972 with the most recent being Landsat 7.
Hence, the Multi-Spectral scanner as the name implies is
one of the Earth’s observing sensors mounted aboard the
Landsat satellites [8][9][10].
2. Landsat Thematic Mapper (Landsat TM)
This was introduced in the Landsat program as one of
the Earth’s observing sensors first placed aboard Landsat
4 with one still active onboard Landsat 5 as at May 2007.
The Thematic Mapper (TM) sensors being a whisk broom
scanner features seven (7) bands of image data, four (4)
in infrared and three (3) within visible wavelengths
known to sweep images across its ground track. TM has
become a very vital tool in studying albedo (the
phenomenon of how strongly objects reflect light from
light sources) and its interactive relationship with climate
change and global warming [8][11].
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Figure 3 Depicts Landsat 7 Satellite for launch into the Landsat
program.

3. Landsat Enhanced Thematic Mapper Plus (Landsat
ETM+)
This is an advanced sensor upgraded with the addition
of a panchromatic band of bandwidth from 0.52 to 0.90
µm with 15m spatial resolutions. The ETM+ sensors get
data recorded using the same seven (7) bands just as the
TM sensors. Its second major upgrade involves an
increase in the spatial resolution of the thermal band (6)
from 100 to 60m [8].
4. Advanced Very High Resolution Radiometer
(AVHRR)
The AVHRR generally comprises of five (5) spectral
bands utilised primarily for mapping out wide areas or
regions with a good provisioning of the required temporal
resolution. The Advanced Very High Resolution
Radiometer has the capability of producing a 1km
multispectral data from the National Oceanic and
Atmospheric Administrative (NOAA) satellite series.
AVHRR applications range from glaciers, blizzards,
raging fire, vegetation mapping, sandstorm, snow cover,
flood to dust monitoring, wide-scale geologic
implementations as well as soil texture and moisture
analysis[8].
TABLE 1
Showing Satellite Platforms [1]

TABLE 2
Depicting Active and Passive Sensors [1]
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V. QUALITY OF REMOTE SENSING DATA:
It is key and essential that data acquired through remote
sensing activities must be lucid, clean, and of high
quality. Hence this consists of four (4) kinds of
resolutions namely:1. Temporal Resolution
2. Spectral Resolution
3. Radiometric Resolution
4. Spatial Resolution
1. Temporal Resolution
This type of resolution was first used by the
intelligence community in which a continuously repeated
coverage unravelled dramatic changes in infrastructure,
equipment modification and unit deployments.
Deforestation surveillance employs the frequent flyovers
of planes or satellites in time-series investigations
requiring mosaic images [8].
2. Spectral Resolution
This relates to the number of frequency bands recorded
by the platform. The Landsat platform consists of seven
(7) bands with some within the infra-red spectrum of a
spectral resolution range between 0.07 to 2.1 µm. The
quality band for spectral resolution is from 0.10 to
0.11µm of the Hyperion sensor which resolves 220 bands
from 0.4 to 2.5 µm for Earth Observing-1[8].
3. Radiometric Resolution
Basically, this resolution involves the sensor being
capable of differentiating the intensities of radiation
usually ranging between eight (8) to fourteen (14) bits in
relation to 256 levels on the gray scale to a maximum no.
of 16,384 intensities or shades of colour per band [8].
4. Spatial Resolution
Spatial resolutions have pixels corresponding to square
areas of size of pixel registered in a raster image between
one (1) to one thousand (1000) metres in length [8].
VI. REMOTE SENSING APPLICATION
Data acquired via remote sensing activities would
require processing. Hence, there are a number of
application tools such as Erdas Imagine, Grass Gis,
Google Earth, OpenEV, RemoteView etc.
1. Erdas Imagine
This is a remote sensing application as well as a raster
graphics editor designed by ERDAS Inc. with the latest
version released in 2010. Erdas imagine tool is written in
C, C++ compatible with Vista x32 & x64, Windows XP
x32 & x64 or Windows 2008 x32 & x64 which empowers
the user to perform a number of image driven operations
in order to generate concise results for geographical
challenges, display, analyse and enhance digital images
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for further use in the CAD (Computer-Aided Design)
software and GIS (Geographic Information System) [12].
2. GRASS GIS
GRASS GIS stands for Geographic Resources
Analysis Support System being an open GIS tool
equipped in handling graphic data, topological vector,
image processing and raster. This was released under the
GPL (General Public License) mode suitable on multiple
platforms such as Microsoft Windows, Mac OS X and
Linux. GRASS can be interfaced with software via GUI
(Graphical User Interface) by using/plugging into
Quantum GIS or the X Window System. This tool is also
written in C, C++, Tcl & Python. Figure 4 depicts a
snapshot of GRASS 6.4.0 [13]

Windows. Figure 6 shows a snapshot view of the tool
[16].

Figure 5 Screenshot of Google Earth 5.0 in Ubuntu Linux

Figure 6 depicting RemoteView Screenshot
Figure 4. GRASS 6.4.0

VII. REMOTE SENSING SATELLITES

3. Google Earth
This is a generally free tool which maps the Earth by
superimposed images captured via GIS 3D globe, aerial
snapshots and undoubtedly by satellite imagery.
It was initially called Earth Viewer (EV) 3D created
by Keyhole Inc. being a company that was acquired by
Google. Google Earth also consists of a geographic
information program, map and a virtual globe.
Compatible operating systems include Android, Linux,
IPhone OS, Vista, Mac OS X, Windows 2000 and
Blackberry storm. This application tool is versatile and
available in 41 languages with a freeware proprietary
[14]. Figure 5 depicts a screenshot of Google Earth 5.0 in
Ubuntu Linux
4. OpenEV

Satellites equipped with remote sensors in order to
acquire data or carry out earth observations or
investigations are either known as Earth Observation or
Remote Sensing Satellites. From inception Satellites
engaged in these technology include [1]:-

This is a geospatial tool that supports the production of
vector and raster formats into shape files and images. Its
original version was developed by Atlantis Scientific now
named Vexcel and was supported by the Canada Centre
for Remote Sensing with a sole aim of creating a free and
advanced satellite imagery viewer downloadable to users
in order to interactively work with the acquired data.
OpenEV has since been used by the American Museum
of National History and NASA’s Jet Propulsion
Laboratory [15].

7. JERS (Japanese Earth Resources Satellite)

1. TRIOS (Television and Infrared Observation Satellites)
Series
2. NOAA (National Oceanic
Administration Satellites)
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3. GMS (Geo-synchronous Meteorological Satellite)
4. Landsat Satellite
5. SPOT (Satellite Pour l’Observation de la Terre)
6. MOS (Marine Observation Satellite)
8. RADARSAT Satellite etc.
VIII. SOME REMOTE SENSING DATA
APPLICATIONS
The usage of remote sensing data in our everyday life
cannot be overemphasised. There are a number of
application areas as stated below:

5. RemoteView
RemoteView as a software tool aids remote sensing by
using aerial or satellite images of the Earth’s surface. To
enhance utility owing to the range of customers,
RemoteView was written both on Unix OS and Microsoft

and



LIDAR (Light Detection and Ranging) is widely
used in detecting and measuring foreign
substances or chemicals in the atmosphere as
well as the features and heights of objects on
ground. Vegetation remote sensing is also a key
application of LIDAR [17].
The Doppler radar is used in enhancing the wind
speed and direction data collection within
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weather systems as well as vehicular speed limit
tracking and aerial traffic control by law
enforcement agents [17].
Data obtained via radar and laser altimeters help
in mapping the features on the ocean floor to a
resolution of about a mile by measuring the
bulges of water caused by gravity [17].
Instruments such as photometers and
radiometers are commonly used in collecting the
emitted and reflected radiations using visible and
infrared sensors, microwave, gamma ray and
ultraviolet which are within a range of
frequencies [17].

IX. FUTURE APPLICATIONS OF REMOTE SENSING
Advancements in remote sensing are causing sensors
and systems in becoming less manned and more efficient
in monitoring closely the physical environment in and
around us. These sensors in the near future are expected
sharply detect variations in temperature, sound, pressure,
chemical and biochemical weapons, light intensity and
then transmit signals to computers hosted on some form
of rich sensory networks interlinked to digital backbones
in order to tune and cause the environment itself to be self
interacting and probing.
 Through
MEMS
(Microeletromechanical
Systems, scientists are developing minute
electronics from silicon, embedded in to
sensors called “Smart Dust” and used in
thousands forming an interlinked network that
will intercommunicate via wireless signals [18].
 One day, wireless devices will access satellite
data via the internet, imprint GIS coordinates
on it, and receive on-the-spot atmospheric data
of any location on planet earth [18].
 Intelligent homes will interconnect with
atmospheric satellite data and will be
monitoring
accordingly
self
internal
environments [18].
 Advances in hyperspectral remote sensing will
assist in extracting huge amount of data from
reflected radiation and thus triple the number of
parameters presently monitored by NASA
(National
Aeronautics
and
Space
Administration)[18].
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X. CONCLUSION
Remote Sensing technological advancements will
trigger the improvement in software for better processed
and analysed remote sensing data, more efficient,
accurate navigational timeliness resolutions, developing
better ways of data fusion from multiple networked
sensors, rapid emergency response, accurate mapping and
better geospatial information at the finger tips of
professionals in diverse callings and the general populace
[19].
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Wavelets in Digital Signal Processing
W.J. Tan
School of Engineering, Design and Technology
University of Bradford

Abstract – This paper presents an overview of wavelets in
various applications in modern digital signal processing
(DSP). The principles of wavelets, their methodology and
digital signal manipulation in the wavelet domain are
presented. Wavelets allow signals to be broken down into
their base frequency subband components which can then
be analyzed at different decomposition levels. This allows
for compact support in both frequency and time domains.
As such, wavelets provide an improvement over classical
Fourier methods for one- and multi-dimensional data
analysis and synthesis. A few examples are obtained from
relevant applications such as image processing, medical
imaging (EEG feature extraction & edge detection in
biomedical images), image processing (image denoising) and
radar signal processing (SAR imaging) are also described.
Keywords: Wavelet domain, wavelets, discrete wavelet
transform, digital signal processing

processes are achieved via iterative high and low-pass
filter banks (convolution of the signal with the wavelet
filter banks) and subsequent down(sub)sampling or
upsampling operations. Downsampling is used in the
decomposition (analysis) of image subbands, whereas
upsampling is used in the process of reconstruction
(synthesis). High-pass filtering results in the high
frequency subband coefficients (detail components).
Similarly, low-pass filtering results in the low frequency
subband coefficients (coarse approximation). Usually
additional signal processing is conducted on the detail
information, while the coarse approximation is used as
the input for the next stage of decomposition. Fig.1a and
Fig.1b illustrate the DWT, where x[n] is the original
signal to be decomposed, and l[n] and h[n] are low and
high-pass analysis filters, respectively.

1. INTRODUCTION
Similar to the Fourier transform, the wavelet transform is
based on the concept that a signal is composed from
multiple signals of different frequencies. The wavelet
transform is able to analyze the signal by decomposing it
into individual frequency subband components. However,
unlike the Fourier transform that could only determine the
frequencies present in a signal, wavelets can determine
both the signals present and when they occur; offering
support in both frequency and time domain. This property
makes wavelets a powerful tool in tackling a variety of
real-world digital signal processing (DSP) related
problems
Using the ‘trees and forest’ example, at the lowest scale
the wavelet transform acts as a wide ‘window’ allowing
the entire forest to be seen as if from an aircraft in the
sky. As the ‘window’ comes closer to the ground,
individual trees come into view. Closer still (smaller
‘window’) and individual leaves of the trees can be seen.
Thus, wavelets are used to ‘view’ a signal from its detail
coefficients and coarse approximations.
This paper aims to present some explanation about
wavelets, demonstrating digital signal manipulation in the
wavelet domain and wavelet applications in the field of
DSP. The paper is organized as follows: Section 2 briefly
describes the Discrete Wavelet Transform (DWT).
Sections 3 to 6 highlight a few DSP applications which
wavelets are being utilized. Lastly, Sections 7 and 8 will
provide concluding remarks and references respectively.

(a)

(b)
Fig. 1: (a) 3-level Subband Decomposition and
coefficients, (b) 2-band decomposition process
The IDWT to reconstruct the signal is illustrated in Fig.2a
and Fig.2b. Here, u[n] and v[n] are the low and high-pass
synthesis filters respectively.

2. DISCRETE WAVELET TRANSFORM (DWT)
The DWT is described as a process of decomposition and
Inverse DWT as its subsequent reconstruction. Both
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HL comes from low-pass filtering in the vertical direction
and high-pass filtering in the horizontal direction and its
edges have a vertical orientation (representing vertical
details). Similarly, LH arrives from low-pass filtering in
the horizontal direction and high pass filtering in the
vertical direction and the edges have a horizontal
orientation (representing horizontal details). As such,
wavelet decomposition can also be seen as a method of
obtaining the directionality of an image since the
subbands have distinct horizontal or vertical orientations.
The 2D DWT process is shown in Fig.4a, while its
inverse (2D IDWT) is illustrated in Fig.4b.

(a)

(b)
Fig. 2: (a) Reconstruction of original signal from
approximate coefficients of DWT, (b) 2-band
reconstruction block
Images are considered to be 2D signals; having pixels in
1D horizontal rows and 1D vertical columns. The same
principle of the 1D DWT is applied here. 1D analysis
filter banks are first applied to the rows of the image and
then to the columns. In terms of frequency subbands, the
DWT will decompose the image in the row orientation
into 2 pieces; the high (H) and low frequency (L)
subbands. Each subband is then further decomposed in
the column orientation into another 2 subbands, for a total
of 4 subbands, labeled as LL1, LH1, HL1 and HH1 as in
Fig.3a. The LL1 subband is then taken as input for the
next stage of decomposition, whereby another 4 subbands
labeled as LL2, LH2, HL2 and HH2 (2nd stage) are
produced as shown in Fig.3b.

(a)

(b)
Fig. 4: (a) 2D DWT analysis filter bank for one-level
image reconstruction, (b) 2D IDWT synthesis filter
bank
for
one-level
image
decomposition
3. EDGE DETECTION
(a)

(b)

Fig. 3: (a) One-level decomposition using DWT, (b)
Two-level decomposition using DWT
The LL subband is the coarse approximation and has low
spectral energy coefficients. In images, these coefficients
are not very prominent and usually form the image
background, consisting of details that the human eye does
not readily pick out as an object. The remaining subbands
are the detail coefficients and contain coefficients with
high spectral energy which correspond to prominent
image details and edges.
The LL piece comes from low-pass filtering in both
orientations and it is most identical to the original picture.
School of Engineering, Design and Technology
University of Bradford

Edges are an important part of image information
perception because they convey the differentiation of
boundaries between objects. In the Fourier domain, edges
are interpreted as “abrupt changes in the values of image
intensity represented by high frequencies” [3]. Edge
detection contributes extensively to visual enhancement
and object boundaries detection in the field of medicine.
For example, it is important to be able to accurately
differentiate between object masses such as healthy brain
matter and malignant tumors in an organ as vital as the
brain. Wavelets provide an effective method of detecting
edges in medical images such as Computer Tomography
(CT) and Magnetic Resonance Imaging (MRI).
For this purpose, wavelet decomposition methods such as
the DWT or Dual-Tree Complex Wavelet Transform
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(DTCWT) [1], [2] are first applied. The latter
outperforms the DWT by its approximate shift invariance
and better directional selectivity. Fig.5a and Fig.5b show
the results of these methods.

(a)

(b)

(c)

Fig. 6: Axial MRI brain image processing presenting
(a) the original image, (b) and (c) images processed by
the Canny edge detector using the DWT and DTCWT
respectively.
4. IMAGE DENOISING
(a)

(b)
Fig. 5: 2-level decomposition of a MR brain image
exploiting (a) the Discrete Wavelet Transform (DWT),
(b) the Dual-Tree Complex Wavelet Transform
(DTCWT)
The DWT is followed by edge detection algorithms such
as the Canny Edge detector that has the advantage of
being able to detect edges of different spatial sizes [3].
The Canny filter is used to approximate the first
derivative of a 2D Gaussian in the direction of the
gradient. Canny filter banks are used as the low and highpass filter banks in the 2D DWT. The resultant frequency
subband coefficients are combined into a matrix.
Elements of this matrix are thresholded to identify pixels
corresponding to strong (or weak) edges if their values
are greater (or lower) than the lower threshold limit and if
their gradient corresponds to the direction of the stronger
edges in the neighborhood. This makes the method robust
against noise owing to its selective algorithm for weak
edges pixels identification. Lastly, an IDWT is performed
to obtain the reconstructed image. This is shown in
Fig.6a–c.
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Images are often corrupted by noise in its acquisition and
transmission. In acquisition, light levels and ambient
temperature can affect the amount of noise present.
Images can also be corrupted during transmission due to
interference in the transmission channel. Apart from
regular images, noise (multiplicative Speckle noise) can
also present itself in Synthetic Aperture Radar (SAR)
images utilized in radar imaging (military and
communication fields).
Wavelets provide an appropriate basis for image
denoising. The motivation is that the wavelet transform is
good at energy compaction; small coefficients are more
likely due to noise and large coefficients due to important
signal features. Small coefficients can be thresholded
without affecting the significant image features. Applying
this, wavelets are able to separate and subsequently
remove the noisy signal from the image signal. Generally,
image denoising seeks to remove noise while retaining
original image details.
Thresholding is a non-linear technique, which operates on
one wavelet coefficient at a time. Basically, each
coefficient is compared against a threshold. If the
coefficient is smaller than threshold, it is removed.
Otherwise it is kept or modified. Replacing the small
noisy coefficients by zero followed by an IDWT on the
resultant coefficients leads to reconstruction of a noisereduced signal that maintains essential characteristics.
This is shown by a Gaussian noise-corrupted image in
Fig.7a and its denoised (restored) image in Fig.7b. In
addition, Fig.8a illustrates an SAR image corrupted by
Speckle noise and the restored image after the despeckling process in Fig.8b.
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percent of the total coefficients and is able to adapt to
‘perceptual’ distortion [11] is applied. This is a
compromise between compression (losing coefficients)
and maintaining signal cohesion and accuracy. In terms of
images, it is the extent human perception can detect
differences between original and the compressed images.

(a)

(b)

Fig. 7: ‘Lena’ image (a) corrupted by Gaussian noise
(b) denoised image

(a)

One popular ‘quantile’ thresholding algorithm is Entropy
coding [11] which takes advantage of long strings of
zero-valued wavelet coefficients. This is done by
‘scanning’ as illustrated in Fig.9 with a 3-level DWT. For
example, if the shaded area (coefficients) of ‘parent’
subband 2 is found to be 0 then is can be assumed that the
shaded areas (coefficients) of ‘children’ subbands 5 and 8
will also be 0. Each ‘parent’ subband is related to its
‘children’ subbands in this manner. Scanning takes
advantage of the pattern of frequency subband sequence;
vertical (subbands 2, 5, 8), horizontal (subbands 3, 6, 9)
and diagonal (subbands 4, 7, 10). Lastly, an IDWT is
performed to obtain the compressed image. Fig.10a-c
illustrates image compression.

(b)

Fig. 8: SAR image from remote sensing satellite (a)
corrupted by Speckle noise, (b) denoised image
To achieve a good performance, the denoising algorithm
has to adapt to image discontinuities and select the best
threshold level. The best threshold has to be obtained
since selecting one that is too large will ‘over-threshold’
and remove important signal features; causing blurring
and artifacting. Selecting a threshold that is too small on
the other hand will not remove most of the noise. Since
the work of Donoho & Johnstone [4], [5], research on
wavelet-based thresholding have developed techniques
[6], [7], [8], [9], [10], which have shown improved
effectiveness in denoising both regular and SAR images
[11].

Fig. 9: Scanning Method for the Entropy Coder

5. DATA COMPRESSION
In today’s modern age, the amount of data that needs to
be stored or transmitted is huge: high resolution images
can claim a lot of disk space, while audio and
telecommunication signals may exceed their transmission
bandwidth. Wavelet-based compression is capable
decreasing the signal size, thereby inadvertently reducing
costs; less memory is required to store a compressed
signal. To demonstrate this, an uncompressed 1MB file
would take up only 50kB after using a 20:1 compression
scheme.
A 4 or 5 decomposition-level DWT is first applied to the
signal. The selection of a wavelet filter family for
compression depends on the data type, its subsequent use
as well as specific advantages provided by certain
wavelet filters over others. The wavelet subband
coefficients are then thresholded. Unlike denoising, a
‘quantile’ thresholding algorithm that preserves a certain
School of Engineering, Design and Technology
University of Bradford

(a)

(b)

(c)

Fig. 10: ‘Lena’ image (a) original image – 67kB, (b)
compressed image with 10% coefficients – 22kB, (c)
compressed image with 3% coefficients – 10 kB
6. FEATURE EXTRACTION & CLASSIFICATION
In complex or multichannel signal analysis, important
signal features may not be apparent. For example, it may
be difficult to accurately discern and differentiate
important
content
of
medical
EEG
(Electroencephalogram) signals that are essential in brainrelated problems. The mathematical basis of the DWT
provides an effective method for the estimation of signal
segments features by component detection and
classification of signals [12], [13], [14].
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Wavelet-based feature extraction & classification is
generally divided into 3 steps; segmentation, feature
extraction & classification. Multichannel signal
classification begins with signal segmentation. Digital
filters are commonly applied beforehand to reduce or
remove undesirable frequency components from the
observed signal. Segmentation uses principal component
analysis (PCA). PCA is a true eigenvector-based
multivariate analysis that can be thought of as revealing
the internal structure of the data in a way which best
explains the variance in the data. This is followed by
change-points detection [15] methods such as the
Bayesian estimation method [16] that detects changes of
the signal’s mean value and variation.
Feature extraction of the segmented signal forms the next
step. Depending on the data/feature of the signal to be
extracted (desired application), different wavelet filter
families are used. In 1D signal analysis, features refer to
the individual signal frequencies present in multichannel
signals. The decomposition process is capable of
accurately identifying the frequencies present and
precisely when they occur in the signal. Thus, the DWT
results in wavelet subband frequency coefficients can
then be used as signal features (feature extraction) and
feature vector definition for its classification. Fig.11a and
Fig.11b presents the EEG signal and its DWT
respectively (scalogram form).

(a)

class individuals. The number of output layer elements is
equal to required signal classes. Results of signal
classification into four classes using this method are
given in Fig.12a-c.

(a)

(b)

(c)

Fig. 12: (a) Results of signal classification into four
classes, (b) the topology of signal segment features
with class boundaries, and (c) signal segments divided
into four classes
7. CONCLUSION
An overview of the principles of wavelet decomposition
and its various applications in several DSP-related
problems has been presented. Wavelets provide a fast and
reliable processing method for extensive data sets as well
as compact support in both time and frequency domains.
The introduction of wavelet-based analysis has produced
significant improvements in the performance of various
digital applications. Some relevant application examples
have been described, where it can be observed that
wavelets are able to improve signal-noise levels, extract
important features and improve data storage capabilities.
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(b)
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Location-Based Services and its Future
Suraj Verma
School of Engineering, Design and Technology
University of Bradford
Bradford, West Yorkshire BD7 1DP
Abstract - “Am I lost?” is a common thought that
crosses the mind of an individual in a foreign area.
Presently, with the advent of small effective GPS
transceivers and the growing popularity of the 3G mobile
network, future mobile wireless nodes can be equipped
with the knowledge of their location. This enables the user
to interact with the physical surroundings.
Currently cell phones, PDAs, laptops, RFID tags
already have the capability of location awareness;
however, the objective is to extend this technology to
cover a wider range of applications which may include
airport luggage tracking, personnel location within a
university or industry, real-time multiplayer locationbased gaming, tactical emergency operations and product
tracking.
This paper describes the network requirements, the
positioning algorithms used, the current applications and
the future of LBS. In conclusion, the limitations and
challenges of this technology are pointed out along with a
brief outline of the market feasibility of this technology.
Keywords: Location-Based Services, RFID, Positioning
Algorithms, Market Feasibility.

I. INTRODUCTION
The Global Positioning System was introduced by
the U.S. in the 1960s to provide reliable positioning,
navigation and timing services mainly for the military.
Nowadays, GPS is a widely used service for worldwide
navigation, and a useful tool for map-making, land
surveying, tracking and surveillance, scientific use and
commerce [1]. Conventional GPS receivers do not
work indoors due to the absence of line of sight with
satellites and cellular positioning methods generally
fail to provide a satisfactory degree of accuracy [2].
Considering the rapid growth of modern consumer
technology in metropolitan areas, large indoor areas of
business and indoor social interaction, there is a dire
need for a location based system that provides location
and positioning information to people within a more
local area.
Today the LBS – Location Based Services is a fusion
of GPS and mobile devices such as laptops, PDAs and
cell phones that provides a two-way data
communication link alongside navigation [3].

The infrastructure of a location-based system thus
consists of a server, user terminals, a software
component, and sensors [4].

Fig.1. Infrastructure of the LBS

A. The Server:
The server is the part of the system that processes the
information and presents it to the user. In locationbased systems it is important to choose a server that is
fast and has adequate memory to execute the provided
software. The only downside to this would be the cost
factor and the maintenance of the server.
B. User Terminals:
The terminals come in a wide range from windows
based PDAs, laptops, mobile phones (Wi-Fi & WLAN
enabled), game consoles, and other types of wireless
terminals. In relevance to this wide range of terminals
the common factors are the 802.11 interface, GSM
network in case of mobiles and the internet. Bearing
these in mind, sophisticated software is required to
make the interface with the network irrespective of the
user terminal.
C. Software Component:
The software infrastructure consists of three parts:
the client component, the application server or
middleware component, and the database component
[4].

II. INFRASTRUCTURE
With respect to location-based system, it is important
to have an intelligent and a well-knit network to
provide a central access point for the control and coordination of various sensors integrated, provide
services and applications to customers over a wide
coverage area, and mainly to compute the physical
location via nodes integrated to the central access point.
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The sensor components in location-based services
are used as a front-end device to provide location
information to the user and location information of the
user to the network. They are classified as active and
passive sensors.

Fig.2. Software Component [4]

a) The Client Component:
The major issues from the client side are small
screens, limited keyboard and memory, and data
transmission rate. In location-based systems maps are
transmitted to the user terminal using two important
standards: Scalable Vector Graphics (SVG) and
Geographic Markup Language (GML). The data in
these formats are transmitted across the Internet as
eXtensible Markup Language (XML) [4]. Thus, the
client component manages the data being received and
displays the mapping or text information of the desired
locations. In order to develop a common client
component for a wide range of mobile devices it is
required to convert the XML to any markup language
such as HTML, WML, SMS, VoiceXML, etc.
b) The Middleware Component:
Application servers or the middleware component,
placed in between the user terminal and the database,
act as connection points for different components of the
software infrastructure. The main task of the
middleware component is to deal with database
management and provide database interfaces using
COBRA, XML, etc. The most basic application server
is the web server, using Hypertext Transfer Protocol
(HTTP) to call the MPC and retrieve the position
information. The application server acts as a gateway
wherein mobile devices can connect to it by using
protocols such as HTTP, DNS, SIP, FTP, etc [4].
c) The Database Component:
The database component is a spatial Geographic
Information System (GIS) server which contains all
static and mobile user locations, and upon request,
returns the location information to/of the client via the
middleware component. They also contain the 2-D and
3-D shapes of buildings along with spatial objects
within a particular area and perform the shortest path
calculations to provide the best path between two given
points in space. Relational Database Management
Systems (RDBMS) are generally used to store location
data in the database component which have
constrictions with respect to data-type provided and
multiple location handling. Thus, an alternative to
RDBMS is a hybrid object-oriented database, where
RDBMS mergers with XML databases [4].
D. Sensors:
School of Engineering, Design and Technology
University of Bradford

Fig.3. Classification of sensors used in LBS

III. POSITIONING ALGORITHMS
Positioning algorithms are used to translate recorded
signal metrics into distance and angles. They are
independent of the network employed in the area and
derive position information which is further related to a
known position hence creating a map of the area. There
are 4 types of algorithms that can be used to derive the
position information from the sensors [4]:
A. Cell ID-Based Systems:
The Cell ID-Based System is the most widely
employed positioning technique as it retrieves data
from the network or terminal to identify which cell the
user is in. This method works well for GSM and Wi-Fi
networks [4]. The system can be classified broadly
into:
Network Based: The access point which is responsible
for the transmission of the signal from the mobile
station to the network contains a unique cell
identification number, which is transmitted along with
the signal, to determine the transmission cell and an
approximate location of the user in the cell.
Handset Based: The terminal derives its position by
receiving cell information from the network and
calculates the position by using client software installed
in the terminal.
Hybrid: Hybrid positioning systems uses a combination
of network-based and handset-based technologies for
positioning. An example is the assisted GPS, which
uses both GPS and network information to compute the
location [5].
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Angulation is similar to lateration, except that it uses
angles to determine the position of the mobile device
instead of distances. During triangulation all the APs in
the network are signalled by the network management
and when a particular AP hears the user’s signal it
reports the RSS to the network management system
which then draws a coverage circle around the AP,
with the access point being at the centre, and detects
the mobile station at the intersection of 3 AP circles. In
order to locate the device in two-dimensional space we
need two angle measurements and the distance between
the two reference points whereas in three-dimensional
space we need one length measurement, one azimuth
measurement and two angle measurements to calculate
the precise location of the mobile device.
Fig.4. Cell-ID Based Systems

B. Proximity / Closest AP / Containment:
One of the simplest and a coarse way to locate a
mobile device is to estimate its position within the
coverage area of the access point (AP) it is
communicating with. Mobile devices primarily
associate with the AP that provides them with the
strongest RSS (received signal strength) and as the
mobile device roams it periodically does a site survey
of signal quality measures to determine the best AP
with which to associate [4]. Information on the serving
AP can be obtained from the Wi-Fi network and hence
this method does not require any complex location
algorithms. However, the drawback of this method is
lack of accuracy in a wide coverage area and the
communication of a mobile station with an AP that is
not the closest AP due to propagation effects.
C. Trilateration / Triangulation:
Lateration computes the position of the user by
measuring its distance from multiple access points in
the network. It can be done in two ways: 1) Time of
flight which measures the time difference in
transmission and arrival time of the signal with a
known velocity 2) Attenuation which computes the
distance from the relative decrease in the intensity of
the signal as the distance increases [4].

D. Pattern Matching:
The main principle behind pattern matching is to
observe the positioning site and to draw an inference
about the position of the target. They are classified as
optical pattern matching that use visual images of the
site, generated by a camera, to determine the position
by various comparisons, and non-optical pattern
matching which consider other physical quantities such
as propagation characteristics of radio signals [6].
IV. CURRENT AND FUTURE APPLICATIONS
Most of the current applications of LBS have been
deployed on a small scale, but however the LBS market
is picking up with the introduction of web-based
applications used in mobile phones such as the iPhone
and future deployment of this technology in
automobiles to provide location-based services. Most
existing systems are research prototypes or specialised
niche
applications,
whose
development
has
concentrated on exploring technical possibilities rather
than commercial success [7].
A. Personal Shopping Assistant (PSA):
The PSA shopping carts alert customers to
promotions and personalized discounts, with the help
of radio frequency identification tags and global
positioning system technology, as they walk through
the shopping aisles. In addition to this it also provides
routes to navigate around the hyper-market.

Fig.5. Triangulation (a) & (c), Trilateration (b)
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Fig.6. LBS in Shopping Malls & Hyper-Markets [4]

The system, attached to the shopping carts, combines
RF-ID, Bluetooth and WLAN technologies to create an
enhanced shopping experience for the consumers [4].
The RF ceiling nodes communicate with the PSA and
provide product information depending on the location
of the cart with respect to the nearest node and the
central server, which contains the database of all the
products, location and sales in the hyper-market. With
the number of new hyper-markets coming up and the
global malls opening around the world the LBS
network plays a vital role in providing shopping
assistance and product tacking in these areas.
B. Baggage / Passenger Tracking in Airports:
RFID has been recently introduced into the airport
environment for baggage handling and tracking people
in the airports. The unique RFID tag associated with
the baggage or the person is identified with the help of
sensor/nodes placed around the airport. These nodes
enable us to derive the exact location of the person,
with RFID enabled tickets, or the missing baggage.
This helps in finding people who have checked-in but
haven’t boarded the flight yet, thus avoiding a flight
delay, and also in finding lost baggage and handling
baggage when baggage is transferred from one plane to
another during transit.
C. Toll Systems:
In many countries there are two toll systems; one
wherein the local staff monitors the toll and second
wherein a pay card can be inserted to automatically
gain access across the toll. However, both the systems
cause congestions on road. Thus, many countries such
as Italy, United Kingdom, Germany and Austria are
building up proprietary systems, same in parts of the
EU, which will exchange data of road usage, by the
vehicle, over the air with fixed control stations that take
pictures of passing vehicles and electronically analyses
the license plate number by image recognition [6]. The
usage of the roads can also be determined by the OnBoard Unit (OBU) via GPS and satellite or LBS via
control stations.
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Fig.7. Cameras installed to provide congestion-free toll systems by
IBM [8]

V. CHALLENGES IN LBS
Apart from the technical challenges like
infrastructure development and compatibility of the
system with mobile devices, this technology faces two
major challenges: privacy issues and the market
sustainability of the product.
A. Privacy Issue:
With the passing of certain laws such as the Can
Spam Act in the United States and Data Retention:
Directive 2006/24/EC by the European Union it
became illegal to send any message to the end user
without the end user specifically opting for it [9].
The privacy issue can be addressed in three different
levels: the connectivity-level (where the IP address is
bound to the location), the service and application level
(regulating the terms where the service or application
uses the location), and the application-level (where the
privacy policy in place is displayed to the end user) [4].
B. Market Sustainability & the LBS Market by 2011:
The Location-Based Services market is increasingly
successful which is driven by navigation applications
and equipment. The various services available are
growing and navigation is integrated with local
searches thus expanding the potential customers.
However, LBS players are often confronted with the
fragility of their business models and must face market
consolidation. The LBS market will experience rapid
growth and may exceed 560 million EUR by 2011 [10].
With the growing popularity of the iPhone and
android, location-based services have been included as
applications in these phones thus adding to the source
of revenue for the LBS market apart from automobile
navigation services and mobile-based navigation
services such as location information in malls, airports,
large industrial areas, etc.
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Source: Gartner (June 2009) [12]

Fig.8. iPhone Location Applications – 2009 [11]

“The LBS industry has matured rapidly in recent
months through a mixture of consolidation, improved
price/performance of the enabling technologies and
compelling location applications. Factors driving the
increase in the next year or so include higher
availability of GPS-enabled phones, reduced prices
and appearance of application stores” said Annette
Zimmermann, senior research analyst at Gartner. [12]

Region

2008(m$)

2009(m$)

North America

327.2

713.7

Asia/Pacific

327.1

607.4

Japan

268.8

524.7

Western Europe

69.5

303.5

Middle East

4.1

22.7

Eastern Europe

0.2

13.6

Latin America

1.2

12.7

Africa

0.1

2.8

TOTAL

998.3

2,201.1

According to a new report from web analytics firm
Compete “1 in 3 smart phone owners currently use a
Location Based Service at least once a month. An
additional 20% of smart phone users said that they
would be interested in using LBS if they knew more
about what was available and how to use them” [14].

Fig.9. Android Location Applications – 2009 [11]

In a nutshell, location-based services have undergone
a rapid growth over the years and the location market is
a high potential industry. Whether it’s new players like
Zhiing - a new mobile app for sending friends your
location as quickly as possible, Yowza - sends coupons
based on nearby stores, or Google Latitude - helps map
out where you and all your friends are; this technology
helps get the most relevant information to you as
quickly as possible [13].

Fig.10. Survey on the usage of Location Based Services [15]

TABLE 1
Revenue Forecast of Consumer LBS for 2008-2009

VI. CONCLUSION
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New data-rich LBS are now emerging rapidly due
to the availability of new location-enhanced platforms
like Android and iPhone, and upgrades to the
established mobile platforms like the forthcoming
Windows Mobile Silverlight with a new location
interface. New location-enhanced browsers like
Mozilla’s Fennec for mobile which will be able to read
device location information and access web feeds based
on Geo RSS and mapping services like Google Maps
are in the development stages [16]. LBS will soon
advance to the summit in the years to come until they
become as common as the cell phone itself.
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OFDM used in Next Generation Optical Communications, New Horizons of
High Spectral Efficiency and Data Rates
Gohar Zaman Wazir
School of Engineering, Design and Technology
University of Bradford, Bradford, West Yorkshire
Abstract---OFDM
(Orthogonal
frequency
Division
multiplexing) is a very renowned modulation technique.
Most broadband wireless and wired communication systems
have widely accepted and use this modulation technique. It
is also used in Wimax and LTE which both are precursors
for NGN. The reason is that OFDM is an effective solution
to ISI in dispersive channels. Recently allot of research has
been carried out to show that OFDM can also be a very good
technique for Optical communications having higher
spectral efficiency and data rates. In this paper all the
important aspects of OFDM related to Optical
communications have been analysed. OFDM has to be
adapted in many ways to achieve a high rate performance.
New forms of the Optical-OFDM developed are elaborated
with discussing the constraints that arise in single mode and
multimode optical fibre. The key differences between these
forms are also highlighted in this paper.. The impairments
and implication in optical communications are also
highlighted. The future challenges and proposed solutions
are also discussed.
Index terms--- Orthogonal Frequency Division multiplexing
(OFDM), Modulation, Optical communications.
1-INTRODUCTION

Orthogonal Frequency Division multiplexing is a
widely implemented modulation scheme in Digital
communication systems both wired and wireless. The
reason is that it is an effective solution to the problems
arisen by the ISI (Inter symbolic Interference) in a
channel which is dispersive. OFDM uses parallel
modulation and frequency domain equalization which
decreases the complexity even if the data rates and
dispersion increases [1].
On the other hand the
conventional serial modulation schemes, when using
QAM (quadrature amplitude modulation) and NRZ (non
return to zero) at higher data rates, increase the
Complexity of the system. Another advantage of OFDM
is its transferring of complexities of Transceiver system
from Analogue into Digital, which solves many
problems. As an example we can say that in the
performance of serial modulation schemes, the precision

in the designing of the filter has an important role.
Similarly, in OFDM if there is any variation of phase
with frequency than it can be corrected very easily at the
receiver with almost no cost. Despite this, recently
researchers have started to consider OFDM for optical
communications to achieve very high data rates and
spectral efficiency.
OFDM is very simple to understand [2]. Data is
sent on different frequencies which are parallel to each
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other and orthogonal i.e at 90 degrees to each other
mathematically. Due to this the symbol period becomes
very longer for the same data rate and ISI just can affect
one symbol making equalization very simple. Many
OFDM systems use guard intervals also called cyclic
prefixes to overcome the problem of ISI. WDM
(wavelength Division Multiplexing) is used in optical
communication systems just as FDM (frequency division
multiplexing) is used in conventional wireless
communication systems. There are many important
differences between OFDM and these conventional
modulation systems.
In OFDM the transmission frequencies are
chosen such that signals remain orthogonal
mathematically over period of one OFDM symbol. IFFT
(Inverse Fast Fourier transform) is used for the digital
modulation and multiplexing and this leads to very
effective generation of signals that are orthogonal to each
other. While the FDM/WDM systems use guard bands
which are removed at the receivers with the help of
filters. The orthogonality between the signals in OFDM,
gives a special property to it and that is even if the signals
overlap and the system is linear, the subcarriers can be
demodulated without interference and need of any
analogue filter. FFT (Fast Fourier Transform) here is used
for the demodulation and demultiplexing.
2- BASIC CONCEPT OF OFDM AND ORTHOGONALITY

High rate serial data stream is divided in to
multiple low rate data streams called sub carriers and
transmitted through these subcarriers. The spectrum of
these subcarriers can overlap with each other as the
signals modulated on these subcarriers are orthogonal
with respect to each other.
The concept of Orthogonality is that the energy
caused by the interference of the subcarriers becomes
zero exactly at the central frequency of the others. If the
spacing between the carriers is a multiple of ‘n/t’, where n
is an integer than the carriers can be orthogonal.
2.1- Why Orthogonality makes such difference:
In
normal
FDM
(Frequency
division
multiplexing), guard band is used so that the subcarriers
cannot overlap and to avoid ISI. But in OFDM due to
orthogonality, even if the subcarriers overlap, still the
signals can be received without any interference. The
difference between FDM and OFDM is presented with
the help of Figure 1. Figure 2 shows an OFDM
Transceiver.
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Figure 1: Fundamental difference between FDM and OFDM

Figure 2: Block diagram of a simple OFDM Transceiver
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3: OPTICAL COMMUNICATION AND OFDM

Despite its countless advantages, it’s just very
recently that considerable thought has been given to the
idea of using OFDM in optical communication. The
factors that lead to combination of OFDM and Optical
communication are increasing demand for higher data
rates across dispersive optical media and the new
developments in the DSP (Digital signal processing)
methodology which has made possible processing at
optical data rates. But to achieve this goal the obstacles
are the elemental differences between the conventional
OFDM systems and the conventional Optical systems.
A typical Optical system with intensity
modulated direct detection, intensity of the optical signal
carries the information and it is unipolar. It means it can
only have positive value and at the receiver direct
detection is used. On the other hand in a normal OFDM
communication system, information is carried by the
Electric field has hence the signal can be positive or
negative. It uses coherent detection at the receiver. That’s
the basic difference in both the systems.
Different applications have got a variety of
optical OFDM solutions that have been proposed. The
main condition for an OFDM system to work
productively is that it should be linear between IFFT
input that is the transmitter and the FFT output that is the
receiver. This statement can also be represented by Yk
=Hk Xk. Hk is a constant which can be tracked by the
receiver. Square law detectors are used at receivers in
Optical domain.
The solutions for the Optical OFDM are
generally separated in to two groups. The First group
deals with those systems where at the receiver different
Optical modes arrive; Optical wireless systems, Plastic
optical fibre systems and multimode fibre systems are the
examples. In these systems, intensity of the optical signal
represents the OFDM signal. The second group mentions
those systems which deal with single mode fibre only, i.e.
where at the receiver only one mode arrives. In these
systems Optical field represents the OFDM signal.
3.1- Intensity modulation Optical OFDM
In [3] it has been shown that in Optical wireless
system, when many modes arise at the receiver, the
system is linear in intensity. So from this fact we can
clearly assume that OFDM system must have to be
represented as intensity in Optical wireless systems and
any other systems. This also leads to the fact that
modulating signal must be real and positive. On the other
hand OFDM signals are bipolar and complex. The
solution for this problem has been proposed as the form
of two forms of unipolar OFDM, which are termed as,
DCO-OFDM (DC biased Optical OFDM) [4], [5] and
ACO-OFDM (Asymmetrically Clipped OFDM) [6], [7].
In the first one we add DC bias to the signal but
as OFDM has got a large Peak to Average power ratio, it
will lead to distortion hence limiting the performance
level. The reason is that even with large bias some
negative peaks will be clipped [8]. In the second form, the
OFDM signal which is bipolar is clipped at the level zero.
It leads to the removal of all signals with negative values.
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[7], [8] shows that ACO-OFDM is better than
DCO-OFDM in many ways. It uses lower average optical
power for a given value of data rate and BER and it is
also more efficient in context with perception of
information theory. In [9], DCO-OFDM has been
experimented with Optical wireless and similarly with
multimode fibre [11]. DCO-OFDM is examined in more
detail in simulations in [10].
3.2- Linear field modulation for Optical OFDM
When
combining
OFDM
and
Optical
combination, the important thing to take care of is
Linearity between Transmitter input and receiver output.
In this group as there is only single mode fibre, so
linearity between IFFT input and FFT output can easily
be achieved by the mapping of every single OFDM
subcarrier frequency (electrical domain) to a single
discrete frequency in Optical domain. The OFDM signal
that arises at the receiver is combined with an optical
carrier frequency component and the signal which is
detected from the mixture of signal mixing products
multiplied with carrier. This group also comprised of two
different techniques, Direct detection-OFDM (Optical
carried frequency component is transmitted with the
OFDM signal) [12] and Coherent Detection-OFDM
(signal which is received and carrier signal generated
locally, are mixed) [13].
3.3- Optical communications with MIMO-OFDM
The term MIMO can be simply defined as, a
system which has multiple antennas for receiver and
transmitter. MIMO-OFDM is a fast emerging technology
moving fastly from theoretical concept to practical
applications. OFDM together with MIMO has increased
the overall data rates and efficiency and decreased the
chances of outage of the signals. Wireless channels are
usually affected by the multipath and MIMO-OFDM has
come to be a good solution for it [14], [15].
After successful application of MIMO-OFDM
now it is considered for Optical communication systems.
The probability of line of sight signal can be increased in
an optical wireless indoor system by increasing the
number or transmitters and or receivers [16].
MIMO technology can also be used directly in
optical communications in a free space environment [17],
[18]. OFDM is not used because in these applications
there is no signal dispersion.
Optical fibre applications with MIMO technology
have shown great potentials [19], [20]. Systems with
multimode fibres are usually affected by the intermodal
dispersion but MIMO techniques are used to increase the
information capability. The author of this paper is
unsuccessful in finding any paper or scientific material
proving OFDM combined with MIMO in multimode
systems but due to its potential it can be expected soon in
future.
For single mode fibre systems, MIMO has been
successfully implemented by the sending and receiving of
signals in both polarizations. It is also referred to as
polarization multiplexing. There is a characteristic
difference between MIMO is wireless systems and
MIMO in single mode fibre systems. In MIMO-single
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mode fibre, the received signal power is divided in both
the polarizations. While in MIMO-wireless systems, the
signals arriving at two different antennas are uncorrelated
and there are always chances of outage. Experiments have
proved that OFDM in combination with MIMOpolarization multiplexing, transmission with very high
data rates is practical [21], [22].
4- OPTICAL OFDM; FUTURE CHALLENGES AND SOLUTIONS

For the last few years huge amount of research
has been started on the combination of Optical
communication and OFDM. Many papers can be found
which has proved OFDM and Optical communication
both theoretically and practically. But at the moment one
is unable to find any practical product that combines
OFDM and Optical communication. Research is still
going on to prove this concept industrially too. It is very
evident that in future OFDM combined with Optical
communication will rule the world of wireless
communications due to high data rates and spectral
efficiency. But still there are many problems and aspects
that need to be fulfilled and addressed before both can be
combined. This is a very hot topic for researchers now
days.
4.1- Main positive and negative aspects of OFDM in
Optical Communications
In Optical communications OFDM has an
advantage that it very accurately tailors the transmission
signal to the channels frequency characteristics. This kind
of techniques has been proposed before for that for
Optical communication for its improved performance
[23], [24]. Systems with dispersion compensation in long
haul single mode fibre, the high PAPR of OFDM might
become a disadvantage. But in those systems where there
is no dispersion compensation, the dispersion of the
signals will make the OFDM power distribution at point
far away from transmitter, to be same.
4.2- OFDM implementation problems and cost
One major primary drawback of OFDM is the
difficulty and cost of implementing its Transceiver.
Normally the OFDM transceiver consists of DSP part,
ADC (analogue to digital conversion), DAC (digital to
analogue convertor) and the other Optical components
required at the front ends of the transmitter and receiver.
The DSP part in an OFDM transceiver consists of
two main operations. One, the number of arithmetic
operations per bit and second, the number of bits that will
be required to represent a signal with in a transceiver at
different points. There are no such papers found which
can show something about the second operation.
Designing ADCs and DACs is a very crucial and
important aspect in OFDM transceiver systems.
5- Conclusions
In this paper an overview of OFDM has been
presented. A brief review of OFDM transceiver and its
working has been explained. Basic concepts of OFDM
and Orthogonality have been elaborated.
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OFDM has been ruling the wireless market but just
very recently it is considered for Optical communications.
The main hurdle is the incompatibility of the two
systems. Various forms of OFDM have been proposed to
solve the incompatibility issues between the two. They
have been proved theoretically and experimentally and
shown that together these two systems can achieve very
high data rates and spectral efficiency. One form is
intensity modulation for the Optical wireless and
multimode applications and the other form is field
modulation for the single mode fibre systems.
To conclude it in the end, OFDM can become a
very
productive
technique
for
the
Optical
communications which can lead to a new horizon of
high data rates and spectral efficiency not achieved till
now.
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Abstract- In order to achieve the desired efficiency and
reliability of any electrical system, power electronics devices
are often designed to flow together with the development of
technologies. These goes to the development of natural
energy resources. Among the natural energy resources are
the energy of the sun, wind, tides, geothermal, biomass and
hydrogen. However, the most promising natural energy
source for electricity generation is the solar photovoltaic.
The solar photovoltaic energy which has become
increasingly popular as millions of engineers struggled to
the efficiency and to make them cost effective. In addition to
that, the negative environmental impact caught the attention
of many engineers to look for resources that are less
polluting. The conversion of solar radiation will result in
generation of electrical energy, by the use of solar
photovoltaic cells.

1 m2 in space can receive as much as 1.366 KW of power
from sunrays. This absolute power is weakened and
reduced at the earth surface due to gases and vapor in the
earth atmosphere. The gases and vapor will absorb a few
amount of the exact energy coming from the sun. On the
other hand, the head from the sun and various reflections
of sunrays also the cause of earth not receiving total
energy [2].
There are two major types of PV cells; concentrating
and flat-plate. The structure of the concentrating PV cell
is shown in Fig. 1.

In this paper, we will discuss and highlight the role of
Power Electronics in research and development of natural
energy resources which is solar photovoltaic energy (PV).
Keywords: Power electronics, solar photovoltaic energy,
natural energy resources, photovoltaic cell system

I.

INTRODUCTION

The world’s largest and important energy resource is
definitely the sunlight; in fact not just human needed it
but also plants and animals. Counting down the years
when the beginning of a new era, human civilization has
effectively used non-concentrated solar energy to produce
light and heat and to grow food. Non-concentrated means
the energy that come directly from the sun; not through
any device or systems. Today, electricity is produced by
the technologies that being developed from sunlight and
utilize its energy for. On the other hand, hot water and
steam is being produced by solar thermal technologies.
Furthermore, the industry sectors nowadays make full use
of these natural resources. They can also provide hot air
for industry and energy to photovoltaic or photocatalytic
process fuels and chemicals and demolished chemical
hazardous materials [1].
One should not be surprised how photovoltaic can
proffer a unique aggregation of positive and negative
matters. This is because photovoltaic equipment differs in
such a ways from the fossil fuel or even wind powered
equipment now used to provide much of the world’s
electricity. Photovoltaic power is restricted in that
electricity can only be generated when the sun is shining
bright however in sunny periods are often when power is
most valuable and needed [1].
The earth receives 90% of the sun’s total energy from
the sun. Sunrays are packed with high energy. An area of
School of Engineering, Design and Technology
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Fig. 1. The structure of concentrating PV cell.

A lens is mounted on top of the n-type material of the
PV cells. The p-type material is at the base of the cell.
The electrons of the p-n junction gain some of its energy
from the light photons, and it will break free from their
atoms only when the cells is given sunrays or brighten
with lights. The resistive load is connected between two
terminals of the p-n junction which will result in electrons
movement from n-type side of the junction to the resistor
and back again to the p-type terminal. During this
process, the energy that achieved by the electrons is
discharged in the load resistance. When the electron goes
back to the p-n junction, it acquires new energy from
sunrays. The process will keep on repeating until it
reaches desired amount [2].
As similar to its name, the flat plate PV cell is
rectangular and flat. This is the most common type of PV
array used in commercial applications such as buildings
and houses. Flat-plate cells are mounted at fixed angles
that maximize the exposure to the sun to the PV cells
itself. A PV cell of 10 cm diameter produces about 1 W
of power, which is equivalent to run a low-power
calculator. The PV cells are connected together in parallel
and series arrangements in order for the cells to increase
the power rating. The parallel connection will increase the
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overall current. On the other hand, the series connection
increases the overall voltage. These interconnected PV
cells are called a module or sometimes called as panel.
For higher power needs, several modules are connected
together to form a PV array as shown in Fig. 2 [2].
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electronics. Power electronic offers also a lot of
opportunities of controlling grid parameters like power
balancing, frequency control and voltage regulation [2].
Power electronics system works in conjunction with
renewable energy generation technologies to convert
energy into useable electrical power shown in Fig. 3.
However, our focus will be solar energy only.

Fig. 2 A photovoltaic array is a linked assembly of PV modules.

In order to change the low voltage dc waveform of the
PV array to an alternating current (ac) waveform, a
converter is needed regardless of the frequency and
voltage required by the load equipment. The solar array
and the converter are the main components of the PV
system. These PV systems are quite popular for
applications such as household and commercial buildings
[2].
PV systems typically have two designs: storage and
direct systems. In storage system, battery is the main
component in this design. Battery is needed to store the
excess energy of the PV system during the daytime so
that it can be used during the night. The converter, on the
other hand is used to transform the dc power of PV array
into ac for various applications such as heating the water.
However, there is a drawback for storage system. This is
because the batteries decrease the overall efficiency of the
PV system for about 10% of the energy stored. In
addition to this, batteries leakage is very acidic and
dangerous. It also can cause corrosion and damage to the
appliances and its surrounding areas. Thus, it may need a
lot of maintenance to keep it function for a long time. On
the other hand, direct system is much cheaper and the
storage batteries are eliminated. The excess power in this
solar system is pumped back to the power grid [2]. More
information of these configurations will be elaborate in
the next few chapters.

Fig. 3 Power electronics system design for renewable energy.

The power electronics system is designed to convert
these energies at the maximum efficiency. A power
electronic system is made up of a number of sub systems.
The major components will be the inverter which is the
main appliance needed, charge controllers (associated
with the method of harvesting used), energy storage
(generally in a form of battery bank), back-up supply
(generator or grid supply) and a controller to co-ordinate
these sub-system. See Fig. 4 for diagram.
Inverters are used to convert DC to AC. There are two
types of inverters; stand-alone or grid connected. Both of
the inverters are the same in design but in a way it is
different in terms of control functions. Off-grid
applications with battery storage will be used a
standalone inverter. With back-up diesel generator such
as PV power system, the inverters may have additional
control functions such as operating in parallel with diesel
generators and bi-directional operation (battery charging
and inverting). Grid interactive inverters must follow the
voltage and frequency characteristic of the utility
generated power presented on the distribution line. For
both type of inverters, the conversion efficiency is very
important consideration [3].

In high power applications, three factors determine the
applicability of PV systems: (1) the budget and the
payback period of the system, (2) the accessibility to a
power grid, and (3) the individual inclination to invest in
environmentally friendly technologies [2].
Solar photovoltaic always have an ‘affair’ with
advanced power electronics technologies. Power
electronics is the key of the future developments of the
electrical power supply. All distributed generators such as
photovoltaic, wind turbines and fuel cells as well as
storage devices are connected to the grid through power
-156-
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A simplified equivalent circuit of a solar cell consists of
a current source in parallel of a diode shown in Fig. 5.

Fig. 5 Simplified equivalent circuit of a solar cell.
Fig. 4 System architecture describes how various elements of Power
electronics systems are configured.

II.

PROS AND CONS OF SOLAR ENERGY

There are several advantages using solar energy. The
cells are reliable and long lasting because they are made
of silicon which is cheap and abundant. On the other
hand, PV generation also has been researched in highly
developed and scientifically based so that continual
improvement of performance will increase. In terms of
environmental factor, photovoltaic generation has no
discernible health hazard and pollution-free [3].
Although solar energy is very promising, the
photovoltaic technology is not free from any negative
impact. The density of solar power can be interrupted due
to weather conditions and also limited in daytime. Solar
system requires continuous cleaning of their surfaces.
Dust, falling leaves and bird droppings can substantially
reduce the efficiency of the system. Although the power
generated by the PV system is pollution free, toxic
chemicals are used to manufacture the solar cells such as
arsenic and silicon compounds. Arsenic is generally an
odorless and flavorless semimetallic chemical that is
highly toxic and can kill humans if inhaled in large
amounts [2].

III.

A variable resistor is connected to the solar cell
generator as a load. The output voltage and also the
voltage across the diode will become zero if the terminal
is short-circuited. The entire photocurrent (Iph) generated
by the solar radiation then flows to the output. The solar
cell current (Isc) has its maximum. An increasing of the
load resistance will results in an increasing of voltage
across the p-n junction of the diode, the current flows
through the diode and the output current decreases by the
same amount. When the load resistor is open-circuited,
the output current is zero and the entire photocurrent
flows through the diode. The relationship between current
and voltage may be determined from the diode
characteristic equation [4].
I = Iph – I0 (eqV/kτ – 1) = Iph – Id

(1)

Where:
q = electron charge
k = Boltzmann constant
Iph = photocurrent
I0 = reverse saturation current
Id = diode current
τ = solar cell operating temperature (

K)

The current versus voltage of a solar cell is thus
equivalent to an inverted diode characteristic curve shown
in Fig. 6.

PRINCIPLE OF OPERATION

Solar cell is the fundamental element of a PV solar
system. Solar cells can convert the energy of sunlight into
electricity. Solar cells rely on a quantum-mechanical
process known as “photovoltaic effect” to produce
electricity. As shown in Fig. 1, the junction between the
negatively doped and the positively doped silicon layer
will produce an electric field. If light is brighten on the
solar cells, the energy from the light creates free charge
carriers, which are separated by the electrical field. An
electrical voltage is generated at the external contacts, so
that current can flow when it is connected. The
photocurrent (Iph), which is internally generated in the
solar cell, is proportional to the radiation intensity [4].

School of Engineering, Design and Technology
University of Bradford

Fig. 6 The current vs voltage of a solar cell
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A solar cell can be operated at any point along its
characteristic current-voltage curve shown in Fig. 7.

Fig. 9 Switched configuration

Fig. 7 Current vs voltage (I-V) and current power (P-V) of a solar cell.

Two important points of this curve are the open circuit
voltage (Voc) and the short circuit current (Isc). The opencircuit voltage is the maximum voltage at zero current,
while short-circuit current is the maximum current at zero
voltage.

In parallel configuration shown in Fig. 10, requires no
switching of the AC load supply while maintaining
flexibility of energy sources. However, the downside is
that the power inverter complexity is increased [5].
An alternative parallel configuration shown in Fig. 11,
eliminates the DC bus completely, combining all power
sources and the power output on just an AC bus. In this
configuration, each energy source requires its own power
inverter [5].

For a silicon solar cell under standard test conditions,
Voc is typically 0.6-0.7V, and Isc is typically 20-40Ma for
every square centimeter of the cell area. To a good
approximation, Isc is proportional to the illumination
level, whereas Voc is proportional to the logarithm of the
illumination level. A plot of power (P) against voltage
(V) for this device (Fig. 7) shows that there is a unique
point on the I-V curve at which the solar cell will
generate maximum power. This is known as the
maximum power point (Vmp, Imp).
IV.

CONFIGURATION OF THE SYSTEM

Fig. 10 Parallel configuration

In the series configuration, generated energy is stored
in a battery bank via a common DC bus system shown in
Fig. 8. This same DC bus delivers power to the inverter
which provides the AC output required [5].

Fig. 11 Alternative parallel configuration
Fig. 8 Series configuration

In the switched configuration, the AC output can be
supplied from either renewable energy sources, via the
DC bus or directly from the backup power sources (Fig.
9) [5].
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Micro-Generation system shown in Fig. 12 is used to
describe small-scale renewable energy harvesting by
individual houses or small groups of houses. Typically,
the capacity of these systems will be from a few KW up
to a few 10’s of KW [5].

School of Engineering, Design and Technology
University of Bradford

9th Research Seminar Series Workshop

Electrical Engineering and Power Electronics

V. CONCLUSION
It can be conclude that the energy of the sun will never
run out even until thousands of years of consumption.
Thus, the sun is the most usable natural energy source
ever created. Technologies are being developed to utilize
the full use of the sun. With the creation of power
electronics and its components, energy sources have
become more and more reliable not just for house hold
utility but also for tremendous industry. Although it is
said that the solar panel efficiency is very low, the
engineers still developing new solutions for the solar
energy in order for it to become essentials in the future.
Fig. 12 Micro-generation system

Micro-Generation systems can be either grid-connected
or off-grid.
In an off-grid system, there is no utility network to
provide back-up power. The system relies entirely on its
energy generating capability and its back-up energy
storage
(battery
bank/generator).
The
off-grid
configuration shown in Fig. 13 is most commonly used in
remote locations where no access to the utility network is
possible [5].
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Fig. 13 The off-grid configuration

In a grid-connected system, energy generated is used
locally. Surplus generated energy is sold back to the
utility service. If no energy is generated, for example at
night, power is taken from the grid in the conventional
way. The grid is used as a back-up to the microgeneration system and the electronics is required to
perform all the control and switching functions [5].
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Abstract—It’s every little boy’s dream to get old enough to
drive his own car, through remote controller, since the very
first time he put his hands on his remote controlled toy car.
Well, maybe not every boy, but its most certainly mine. The
concept of cruising a car through remote control is not only
been appreciated in movies but it is also started to become a
new focus of automobile Industry. The Idea is very simple; a
man with a remote controller will be able to drive a car from
some distance or by sitting in the back seat of that car.
This paper describes the way to achieve this goal; the
transmitter of the remote controller will transmit the signal
to control various types of servomotors and piston,
especially built to move the steering wheel, accelerator and
brakes of the car. A receiver will be mounted on the car to
receive these signals and then move or rotate the motors,
accordingly the controller signals. This paper also describes
the problems, we may face during the development phase of
the project and the way to tackle them. It also identifies
some future developments on the project.
Keywords: Remote Control, Servomotors, Piston, Steering
Wheel, Accelerator, Brakes

INTRODUCTION

T

he Idea of driving a car with a remote controller is
very old, It’s been shown in many movies and TV
Programs, like James Bond “Tomorrow Never Dies”, Top
Gear, Mythbusters and last but not the least Knight Rider,
in which the vehicle not only can drive itself but it can
also speak & crack jokes. Another worth mentioning
remote controlled car is James Bond’s BMW 750il in
Tomorrow Never Dies, which can be controlled by a
mobile phone and equipped with various kinds of gadgets
including front and rear view cameras, rockets, auto
inflating tires, and secret compartment.
The reality is not that far away from the fiction, with
the right equipments & proper knowledge anyone can
create their very own remote controlled car. Anyone with
even a little knowledge of cars can identify the three
things that are crucial for driving, Steering Wheel to turn
the front wheels, Brake to stop the vehicle & Accelerator
to pump up the gas to the engine to move the vehicle. So,
basically we only need three things to tackle in order to
control the vehicle through a remote controller. This
paper will provide the different mechanisms to control the
car from a remote location and shed some light on the
current and future developments in this area.

CARS
According to Oxford dictionary “a car is a motor vehicle
for a small number of people” [1]. A wheeled vehicle that
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moves independently, steered by a driver mostly for
personal transportation [2]. A car can differentiate
between a manual transmission and automatic
transmission.
MANUAL TRANSMISSION
A manual or a stick-shift is a type of transmission used
in cars. It generally uses a driver-operated clutch,
typically operated by a pedal or lever, for regulating
torque transfer from the internal combustion engine to the
transmission, and a gear-shift, operated by hand in a car
[3].
AUTOMATIC TRANSMISSION
An automatic transmission is a type of transmission in
which a driver don’t need to change gears manually the
vehicle itself changes gear ratio automatically in order to
increase or decrease the speed of the vehicle [4].
In this paper, the car with the automatic transmission is
chosen, so there’s no need to change gears and vehicle
can automatically adjust the gear ratio in accordance to its
speed, thus no need of any complicated bionic arm to
operate the gear-shift.

ACCELERATOR
The accelerator or throttle is used in a vehicle by a
driver to regulate power to the engine in order to increase
or decrease the speed of a vehicle. From the three things
mentioned before to control a vehicle, accelerator is the
easiest one to handle; it only requires one servo motor
and a small controller to control that motor.
SERVO MOTOR:
A servo motor is actually an assembly of four things: an
electric motor, a gear reduction unit, a potentiometer to
sense the position of the motor, and a control circuit.
The function of the servo is to receive a control signal
that represents a desired output position of the servo
shaft, and apply power to its electric motor until its shaft
turns to that position. It uses the position-sensing device
to determine the rotational position of the shaft, so it
knows which way the motor must turn to move the shaft
to the commanded position [5].
PIC MICROCONTROLLER:
A microcontroller as name suggests is a very small
controller that can perform some specific tasks.
Microcontrollers are everywhere, they are in your home
appliances, in your cars, mobiles, toys, machines etc.
They are like a very small computer, typically, a
School of Engineering, Design and Technology
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Fig. 1. Servo Motor

microcontroller is equipped with a CPU, memory, I/O
ports and timers all integrated on a very small chip. It
requires an external chip programmer to load program
into its memory. There are various kinds of
microcontrollers that can perform different kinds of tasks,
but we are only concerned with those microcontrollers
that can control a servo motor.
PIC or Programmable Intelligent Computer is the most
famous kind of microcontroller. This is one candidate that
can control the servo motor which can provide the
acceleration to the vehicle.

Electrical Engineering and Power Electronics

& electro-mechanical actuators. The basic principle of
operation is the same; typically, an ordinary electric
motor is mechanically connected to a lead screw which
is connected to a nut through helical thread present on
both lead screw and nut. So, when the lead screw is
rotated, the nut can be driven along the threads. The
direction of motion of the nut depends on the direction
of rotation of the lead screw. This way the linear
actuator can move forward and backward and thus
converting the traditional rotational motion of the
electric motor into a simple linear motion [7].
This linear actuator can be welded to the brakes, which
can be controlled by the remote controller that allows the
brakes to press or release on getting a command from the
remote controller. It acts like a bionic leg.

STEERING WHEEL
The last and the hardest thing to control by a remote

ARDUINO DUEMILANOVE:
The other candidate that can be used to control the
servo is Arduino, like PIC microcontroller it can be
programmed to perform various tasks. The difference
between an Adruino and a PIC microcontroller is that, it
can be easily programmed by the C++ language and
unlike PIC; Arduino is pre-programmed with a boot
loader that simplifies uploading of programs to the onchip flash memory by connecting through a USB port [6].
Fig. 2. Linear Actuator

After the selection of an appropriate microcontroller
and a servo motor, the next step is to connect the servo to
the throttle cable which can be typically found under the
bonnet of the car near the engine or a carburetor.

BRAKES
Brakes are one of the most crucial part of a vehicle,
without the brakes vehicle cannot be stopped at a desired
location or on a desired time. Extensive research has been
going on to make them better faster and stronger than
ever before. Most common brakes use friction to convert
kinetic energy into heat, other way is to pump a fluid
directly into the orifice to create friction. There are
numerous other methods to stop a vehicle, but this paper
is not concerned with that, the main focus is to stop the
vehicle on a commanding signal given by a remote
controller. This can be achieved by introducing a special
kind of motor called linear actuator motor.
LINEAR ACTUATOR MOTOR:
Linear actuator motor is a unique type of motor
that can convert the typical motor’s rotational motion into
the linear motion. There are various kinds of linear
actuators like, mechanical actuators, hydraulic actuators
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controller is a steering wheel. The two most common
kinds of steering wheels are rack-and-pinion steering and
recirculating ball steering. The difference between them
is the way they operate, there’s no need to go into the
details of these things. The motor that is going to be
mounted on the steering wheel to control the front wheels
can work on any kind of steering wheels including power
steering.
DC MOTOR:
The electric motor that operates on DC Current is
called DC motor. The torque and speed of the DC motor
are independent from each other and that is the reason
why they are widely used in those systems which requires
speed control. DC motor consists of two parts stator and
rotor. Working principle of the DC motor is very simple;
it produces the torque when the direct current in the foil
interacts with the magnetic flux [8].
There are several types of DC motors in markets right
now, but only two of them are worth mentioning here,
brushed DC motor and brushless DC motor.
BRUSHED DC MOTOR:
Brushed DC motor generates torque by directly
supplying DC power to the motor by using internal
commutation, stationary permanent magnets, and rotating
electrical magnets. Brushed DC motors are widely used in
-161-
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many applications like toys, automobiles, machines etc.
The secret of their success is that they are inexpensive,
easy to drive, and are available in all sizes and shapes [9]
[10].
BRUSHLESS DC MOTOR:
The motor that is rapidly gaining popularity nowadays is
the brushless DC motor. They are used in industries such
as Appliances, Automotive, Instrumentation etc. As the
name implies, brushless DC motors do not use brushes
for commutation; instead, they are electronically
commutated. Advantages of brushless motors include
long life span, little or no maintenance, and high
efficiency. Disadvantages include high initial cost, and
more complicated motor speed controllers [9] [11].
In this paper, brushed DC motor has chosen to be
mounted on the steering wheel, there are two reason for
that, one, it is very hard to find a servo motor that big to
fix on the steering wheel and even though if someone
finds a servo that big, it is very costly and practically
infeasible to work with. This is why a modified brushed
DC motor is used instead of a servo motor to steer the
wheel. The second reason is that the controller that is
used to control the motor is a brushed DC motor
controller, but that is not the only reason to choose that
controller, there are a lot of other reasons which are
mentioned later on, in this report that makes it the perfect
controller for this job. One candidate to control this
brushed motor is a microcontroller from the PIC
Microcontroller family PIC16F684. Although, it works
well with a brushed DC motor but still it has several
limitations that makes it less popular than other motor
controllers.
Before this paper reveals the star of this show, known
as the controller, there’s a little thing left to do, and that
is, connecting the motor with the steering wheel and
which can be done by simply replacing the steering wheel
with the motor and a potentiometer, the reason to add a
potentiometer is given later on, in this report.

ROBOTEQ AX2550 CONTROLLER
Just like any other controller Roboteq AX2550 can
control the speed and direction of a motor, but unlike
other controllers It can also converts the signals received
from a remote controller, analog joysticks, wireless
modem or a microcomputer into high voltage and high
current output for driving one or two brushed DC motors.
INPUT MODES:
There are mainly three types of Input control modes:
1. R/C Radio Mode: R/C Radio is the most popular,
simplest and least expensive method to build and
operate a remote controlled robot [13].
2. Serial Port Mode: Using the serial mode, the
controller can be interfaced with a
microcomputer for autonomous operation. It can
then be controlled via WLAN, RF Modem or
even through internet [13].
3. Analog Mode: A control mode for analog
devices like the joystick used in the video games
or a potentiometer can also be connected with
the controller [13].
MULTIPLE ADVANCED MOTOR CONTROL MODES:
There are basically two input channels that can be used
to control two motors in different ways, it can be
controlled independently or in a combined way to
accommodate the most common drive and steering
methods in robotic vehicles [13].
1.

INDEPENDENT SPEED COMMANDS: IN THIS
MODE, BOTH OF THE MOTORS ARE CONTROLLED
INDEPENDENTLY OF EACH OTHER, CHANNEL 1
CONTROLS MOTOR 1 SPEED AND CHANNEL 2
CONTROLS MOTOR 2 SPEED [13].

Mixed Speed Commands: In this mode, motors
work in the combination to move and turn a
vehicle. So, channel 1 and channel 2 are mixed
to control motors 1 & motor 2 in coordination
[13].
3. Speed and Position commands: In this mode,
one motor can control the reverse/forward
motion of a vehicle and other motor can be used
to control the position of the steering wheel
like a servo motor. So, In this case, channel 1
controls the speed of motor 1 and channel 2
controls the position of motor 2. This is the
best approach to control a life-size car and
this mode is chosen in this research paper
[13].
4. Independent Position Commands: In this
mode, each channel independently controls
the position of each motor. So, each motor
can now act like a large servo and can be
used in numerous applications. Both the
channel 1 and 2 control the position of motor
1 and 2, respectively [13].

2.

Fig. 3. Steering wheel with motor and position sensor [12]
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MOTION CONTROL MODES:
1. Open Loop Speed mode: Just like in the control
systems theory, an open loop system cannot
be able to remove an error because it doesn’t
have a feedback value to compare to, so it can
only approach to a certain pre-defined value
without knowing if the value is correct or not.
Similarly, in open loop speed mode the
controller provides a certain amount of power
to the motor proportional to the command
information and doesn’t even bother to
measure the actual speed of the motor. This
mode is inadequate for the applications that
demands accuracy [13].
2. Closed Loop Speed mode: In this mode, an
analog tachometer which measures the speed
of a motor can be used to find out the actual
speed of the motor. So, if the speed changes
due to the change in load, the controller
automatically adjusts the output power
according to the change. This mode is
preferred in applications which require
precision like remote controlled cars and
autonomous robotic applications [13].
3. Closed Loop Position mode: In this mode, the
axle of a geared down motor is connected to a
potentiometer that is used to compare the
angular position of the axle versus a desired

Fig. 1. Controller with Connections [12]

position. The potentiometer senses the
difference between the actual position of the
motor and the desired position, and then
provides the power to the motor until that
difference becomes zero [13].
After all the things fitted in the right place, it is now time
to connect everything with the controller, the following
diagram shows the connection to the motors, battery, R/C
receiver and I/O ports.
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REMOTE CONTROLLER
A remote control is an electronic device, used to
operate different kinds of electrical & mechanical devices
wirelessly from a small distance. There are various kinds
of remote controls like infrared, radio, ultrasonic & laser
control. Infrared control uses a photo detector and works
on the principle called line-of-sight to transmit the
infrared signals. Applications that use infrared are
televisions, CD player, car audio systems etc. Radio
control is used for controlling those devices that doesn’t
require line-of-sight in order to send and receive the
signals, a simple tuned transmitter is used which sends a
signal to a receiver via radio that can only works on a
certain frequency. It’s been used in applications like
garage door openers, alarm systems, remote control
vehicles etc. Ultrasonic control is used in telephone
answering machines and in some television sets. Laser
control is used mostly in guided weapons such as bombs
and missiles [14].
RADIO CONTROLLER:
As previously mentioned, the best way to control a
vehicle is through radio control. There are various kinds
of R/C controller capable enough to control a life-sized
car, the difference between them is the way of their
operation. There are three types of radio controller that
can be found easily in the market, Narrowband, DSSS
(distributed sequence spread spectrum) and FHSS
(frequency hopping spread spectrum). Just to explain
the principle, working and the difference between these
three types requires another research paper. So, without
going into the details of each type, this paper is going to
go with the latest and probably the best technology
present today, the FHSS radio control. The two
companies that make the R/C controllers using FHSS
are Futaba and Airtronics. The controllers made by
these companies can do almost the same kind of
maneuvers; they even operate on the same frequency
2.4 GHZ, the only difference is the number of channels
they can work on, simultaneously. In this scenario, 3
channels are enough to control the three motors.
FUTABA 3VCS:
Although the latest R/C controller introduced by
Futaba Corporation is 14MZ which has 14 channels and
some more advanced features then Futaba 3 VCS, but
in order to control a vehicle only 3 channels are needed,
so its 11 channels too many. Futaba 3VCS comes up with
R603FS 3 channel FASST Futaba receiver and the
modulation modes used are PPM and HRS (High
Response System) which is the proprietary modulation
system used only by Futaba controllers and receivers.

CURRENT AND FUTURE WORKS
There’s been a lot of research going on, in this area, as
the new and more advanced controllers been built; the
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dream of controlling a car through a remote controller is
turning into reality. A group of students led by Prof. Raul
Rojas, of Free University of Berlin designed a car which
can be controlled by IPhone, the project name is “Spirit of
Berlin” and the Iphone application that controls the car is
called IDriver [15]. A prototype of an Unmanned Combat
Vehicle named “Black Knight” has been built by the BAE
Systems a company registered in England and Wales, the
vehicle is a life-size tank, it can be controlled from a
command center, wirelessly or via satellite [16]. There is
another breed of cars that’s been getting more popular
than the remote controlled cars, these days; they are
called autonomous cars or driverless vehicles. It’s an
Artificial Intelligence application in which the vehicle can
drive itself from one place to another without any
assistance from a driver. A Volkswagen Golf GTI 53+1 is
an example of such a car, the computer needs to learn the
course before it can actually drive with the normal speed,
but once it memorize its way, then it can move as fast and
as safe as possible [17].

CONCLUSION
Although, using a remote controller to drive a real
vehicle is as easy as driving a toy car, but with great
vehicle comes greater risk to everybody around it, even a
tiniest mistake can cause terrible consequences. So, in
order to make it fully safe, there should be no mistake
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whatsoever, and only way to do that is to remove each
and every possible factor that may cause an error, and
undoubtedly, human error is the biggest factor of them
all. One way to remove this error is to introduce
driverless cars that can drive itself, therefore remote
controlled cars driven by the Artificial Intelligence is the
best and safest option, so far.
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Soccer Robotics: An Overview
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Abstract-Soccer robotics is a new craze that is catching up
not only with game enthusiasts, but mainly with researchers
who believe that developing a MiroSoT will lead to solutions
for existing limitations and surface a new dimension to the
world of robotics. The functionality is self explanatory
where, two teams of robots play against each other a game
of soccer.
Soccer robots come in various categories, but we will mainly
focus on MiroSoT. The whole idea of soccer robots is to
develop an intelligent robot that can SENSE, DECIDE and
ACT depending on a real time situation. A robot uses
sensors to sense and actuators to act on the decision made.
The decision process goes through a rather extensive
procedure. These basic behavioural characteristics are
combined to strike, defend, tackle etc. Each robot of the
team communicates with the other with the help of a host
computer that is connected to the overhead camera on top of
the field along with a RF module.
Soccer robotics is a good platform to explore and study
multi agents systems. In this paper we will focus on how
computer vision and control techniques are used to detect
the present scenario and perform accordingly.
Keywords: Robots, Intelligent control, Computer vision,
PID controller.
I.

INTRODUCTION

Soccer robotics is played in several categories, but we
will focus on MiroSoT (Micro Robot Soccer
Tournament). There are two kinds of leagues, Small
league which consists of three robots in each team and a
Middle league with five robots in a team and they are
both inclusive of a goal keeper [1]. Each robot size is
defined as a cubic box of parameters 7.5cms x 7.5cms x
7.5cms [1]. Hence the field size is proportional to the
robot sizes.
Intelligent robots are those that can work in real time
environment with minimum or no human intrusion [2].
Intelligent robots have the following characteristic
features:
i.

Reactive: The robots should be able to sense the
changes in real time environment and react to
them [2].

ii.

Proactive: The robots should be in a position to
make decisions [2].

iii.

Communicative: The robots should be able to
communicate with each other and work as a
team [2].

These are important features for the building of an
intelligent robot.
SENSE is defined as the perception of the environment
by the robots [2]. DECIDE is defined when the sensed
information is processed and an action to be performed is
School of Engineering, Design and Technology
University of Bradford

construed [2]. ACT is not as merely simple. It falls
under two categories of control and actuation where
functions that produce commands to the robots are
control and functions that make the hardware run is
actuation [2].
The standards of the game are set by FIRA (Federation of
International Robot soccer Association). FIRA is a non
profit organisation that conducts annual soccer
competitions for robots that are built by representatives of
participating country [1]. In order to maintain a basic
standard and to negate favourability of winning, FIRA
sets some eligibility criteria the team has to pass in order
to compete [2]. The tests set by FIRA are mainly to
determine if a robot is able to perform basic soccer
actions. These actions are fundamental for a winning
team. The following describes the tests.
A. Kicking the Ball:
This action is absolute basic of playing the game. A
robot at the position (x, y, θ) is to kick the stationary ball
at (x’, y’) through the position (x”, y”) [2]. Basically the
robot should be able to start running from any position
towards the stationary ball and kick it in any direction.
This is necessary for striking a goal, taking penalties etc.
B. Passing the ball to another robot:
This involves two robots. The first robot at the position
(x, y, θ) kicks a stationary ball at (x’, y’) to (x”, y”) which
is to be collected by another robot starting from (x”’, y”’,
θ”’)[2]. This is the first benchmark that tests the working
of a robot as a team.
C. Striking a moving ball:
This is a difficult condition because the ball is constantly
moving and the captured image has to reach the vision
system faster than the ball moving which poses a
challenge. A robot at (x, y, θ) moves to (x’, y’, θ’) to
strike the ball through (x”, y”) [2]. The movement of the
robot is based on the image captured by the overhead
camera. The sampling rate of the camera has to be at its
maximum as this will help in deciding the velocity of the
ball.
D. Passing a moving ball to moving robot:
A robot at (x, y, θ) strikes the ball at (x’, y’, θ’) to pass
through (x”, y”) where it is struck by another robot
staring from (x”’, y”’, θ”’) to pass through (x””, y””) [2].
E. Dribbling through an obstacle:
This is the most difficult test to pass as the robot need to
recognize obstacles and dribble the ball past them. For
this test there is test robot and a ball. The test robot is
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placed one robot space distance from the first obstacle.
The second obstacle is in line with the test robot and first
obstacle. The robot needs to detect these two obstacles
and pass through them in a S-shaped path in order to pass
the test [2].
II.

MiroSoT SYSTEM SETUP

As seen in the Fig. 1 there is an overhead camera placed
above the field such that it covers the entire play area.
Each team has camera SENSING the movement of each
robot and the ball [2]. The decision making module
based on the information sensed will DECIDE the
following course of plan [2]. Now the host computer, the
intelligent module will send commands to the robots to
ACT on the strategic plan to strike a goal [2].
One entire processing cycle consists of these three
elements (sensing, decision making and action). The
sampling rate of the camera captures need to be so high in
order not to miss any frame. This also requires the
processing cycle time to be least in order to grab every
frame. Hence this is what makes soccer robotics
challenging.
III.

The need to focus on the robot or the ball is done by
refining the picture to only project the entity in question.
In a binary image the objects are considered a binary 1
and background a 0 [5]. The coloured picture is
converted to its binary image. The object and the
background are required to be at high contrast. This is
achieved by the layout of the game where the robots are
colour coded, whereas the field is green or black [1].
This is one of the layouts of several existing ones, but all
follow similar structure of varying contrasts.
The threshold selection is more often trial and error,
based on the knowledge of the size of robots and the ball.
B. Position and orientation
It is easier to locate the position of the object as compared
to determining its posture. The object pixels are
highlighted on a binary image. The object position is
calculated using the following formulae where n is the
number of rows and m is number of columns of a grid n x
m binary image [2]. A is the area of the object.
n

(1)

i =1 j =1

COMPUTER VISION

The robots and the ball have predefined colours [1]. This
basic idea is used to recognise the entity on the field.
The main component responsible for computer vision is
an equivalent of the human eye, overhead camera. The
3D scene is captured into a 2D picture which is fed into
the system. It goes through following process. The
camera has Charge Coupled Device (CCD) which is an
image sensor [3]. CCD converts the image into an
electrical analog signal [3]. Frame grabber samples these
signals using ADC [2]. These sampled signals have a
leading data which in common terms is called a pixel.
There are various colour models that are used before
converting them into binary image for image
segmentation. This paper will consider the YUV. “They
code the information about chrominance in two
dimensions (U and V) and only one dimension includes
the information about intensity (Y)” [4].

m

A = ∑∑ B[i, j ]
n

m

∑ ∑ j ⋅ B[i, j ]
i =1 j =1

x=

A
n

(2)

m

∑∑ i ⋅ B[i, j]
y=

i =1 j =1

A

(3)

Equation (2), (3) give the centre of the object [2]. This is
a very important technique after performing image
labelling. These points are converted to actual physical
position by using another set of similar equations [2]. We
now know where target object is located but we don’t
know where it is orientated as the system uses an
overhead camera.
Each robot has standard two coloured squares on top of it
[6]. One square is used to represent the colour of the
team and the other as personal individual identification
[6]. This is represented in Fig 2. These are standards set
by FIRA. Both the teams obviously choose different
colours. These two squares are considered in performing
mathematical calculation to determine the posture of the
robot. An axis is drawn between the patches as shown in
Fig 2.

Fig.1. Soccer robotics setup (MiroSoT)

A. Object-background separation
“Thresholding is a method to convert a gray scale image
into a binary image so that objects of interest are
separated from the background” [2].
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Fig.2. Top view of the robot and orientation

Fig.4. Size filtering

The angle in which it is moving forward is Θ and the
orientation angle is Θ 0 [2] as shown in Fig.2. They are
both calculated as (4), (5):

 ∆y
Θ 0 = tan −1  rt
 ∆x rt
Where





(4)

∆yrt = (yr − yt ) and ∆xrt = (xr − xt )

π
3


2π + (Θ 0 − 4 ) if Θ 0 ∈ (−π ,− 4 π ) 
Θ=

Θ − π

otherwise
 0 4


(5)

C. Connectivity and size filtering
Binary image presents raw data.
The required
information is extracted from this image. This is done by
using a concept of labelling and then filtering it. Pixels
that are next to each other are represented as either 4
neighbours or 8 neighbours. Pixels that share one side
with another are 4 neighbours and ones that share at least
one corner are 8 neighbours [6]. This is the connectivity
of pixels. Neighbouring pixels are given one label.
As shown in the Fig.3 connected pixels are given
individual identity. There are certain kinds of algorithms
that run in order to detect each pixel and group them. The
most efficient one is sequential algorithm [2]. Firstly the
image is scanned. The pixel is given a label X [4]. The
image is scanned again. If the next pixel has a neighbour
then same label is given [4]. If it has more than one
neighbour with different labels then the pixel is given the
label of the neighbour above it [4]. Finally if it has no
neighbours it is given a new label, X+1 [4]. This cycle is
continued till all pixels are numbered.

In reality an image has lot of noise that is contributed
by bad lighting or the overhead camera. They appear like
just another labelled object, but only they are more
ragged or conspicuous compared to objects in question.
They are also lot smaller in area as compared to target
objects. Hence filtering is done based on area of the
component [6]. Fig.4 shows an example of size filtering
with the threshold constant as 3 [6]. This discards all the
pixels which are less than or equal to 3 in size, retaining
only the required image.
Now we have a perfect binary image of entities under
study. The equations (2), (3) are used to find the image
co ordinates. The physical co ordinates are found based
on the length and breadth of the soccer field as discussed
earlier. At this stage we know the location and posture of
the robot.
IV. CONTROL

The next step after locating the robot is, driving the robot
to that location to perform the required action, which
could be kick, block, defend etc. The role of each robot is
defined based on the area it is present in. The field is
defined in regions. Depending on the region the robot is
positioned the role is assigned. The robot in defender
realm acts as a defender, one near the goal post acts as
goalie and so on and so forth. These roles are not fixed as
the robots are constantly moving. In order to avoid
conflicts of role it plays, whenever a robot is unable to
perform a given task, the regions are re constructed and
roles are assigned based on new design [2]. The action
follows this decision making.
The most common and efficient control method used is
PID control system. This control system is used for
ensuring successful completion of soccer actions. It is
used to correct errors that could lead to losing of the
game.
A. PID controller
The robots have assigned targets to perform some action.
Robots that work on motor controlled wheels tend to
exhibit lot of errors which leads to missing the target [7].
In order to avoid this, a feedback control system is used
so the errors can be corrected.

Fig.3. Size filtering

“PID is an algorithm used in a control feedback loop to
regulate a process such as the motion of a motor. Using
PID control will make the robot design more stable,
robust, and has the potential to improve response
characteristics [8]”.
The PID controller is used at two stages. First one is used
for driving the robot to a target position. Here the
reference input is the target position. This represents the
intelligent control of the system. Secondly it is used to
calculate the left and right wheel velocities of the robot
[11].
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Fig.6. Plot of amplitude versus time
Fig.5. PID Controller block diagram

P - This is called the proportional [9]. This is the main
component in reducing errors and achieving the required
output [9]. In our case this is defined as speed of the
robot.
I - This is the integral. This represents accuracy of the
system.
D - This is the derivative. It gives the action that needs to
be taken based on the rate at which errors are evaluating
[10].
Let us consider the system output of Fig.5 as o(t), the
measured error as e(t) and reference as y(t).
The error signal is defined as (6).

e(t ) = y (t ) − o(t )

(6)

This error is multiplied with each of the gains of
proportional, integral and derivative which are K P ,
K I and K D respectively. Equation (7) is derived from the
Fig.5, which determines the system input s(t) [10].
t

s(t ) = K P ⋅ e(t ) + K I ⋅ ∫ e(τ ) dτ + K D ⋅ e&(t )

(7)

0

The actual required output is brought extremely close to
the reference or set value of the system. For example if
the robot is expected to move at the speed of 5m/s, but
instead is moving at 3m/s [7]. The error is 2m/s [7]. This
error is brought very close to zero, making the robot
move in right direction or right speed.
The output received is analog and needs to be converted
to digital in order to run on the host system. The digital
value is obtained by differentiating the (7) with respect to
time.
B. Tuning

The settling time is the time required for the error to reach
a value close to zero [7]. In a system it’s advantageous to
have as low a settling time as possible, as the longer it
takes slower will be the movement of the robot. FS in
Fig.6 is the fixed reference value that is to be achieved.
Any value going over that is overshoot. In a practical
system there always remains an error band [7]. It can
never be one single value. As we can see the final output
is extremely close to the required value.
This is the basic concept used to move towards the target
and perform the decided action. The robot now is able to
detect the ball using the vision system and move towards
it and perform the required action based on PID control.
V.

FURTHER IMPROVEMENTS

The robot can be made faster and sharper by using more
advanced intelligent controlling of the data.
The
following is brief introduction to how the intelligent
control can be upgraded.
A. Fuzzy logic
Using fuzzy logic in multi agents systems has reaped
better results. The PID controller determines the location,
orientation and velocity of the robot. This data is fed into
a fuzzy controller, which then based on the set of fuzzy
rules decides what action is to be taken [12]. As
discussed earlier, each robot in a team is assigned its role
in the game and based on the role appropriate action is
taken. Based on the role its playing, fuzzy rules are
applied to decide. Rules are framed considering all real
time environmental parameters [12].
VI. CONCLUSION

In this paper we have discussed the concept of computer
vision and control technique of a multi agents system.
The other intelligent control techniques being tested are
systems like Petri nets, neural networks, Q learning etc.
Soccer robotics challenges so many aspects of robotics.
This field doesn’t yet boast of the best possible solution.
One of the main reasons is owing to its disability of not
reducing the processing cycle speed.
This multi agent systems idea can be extended in
applying it to industrial robots, serving robots etc where
robots work in an environment without any human
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supervision. The robots can be used to work in mines,
restaurants, as nurses, as constructional workers and in
several more areas. But this will lead to economic
downfall with reduce in labour. Let us hope we will be in
a position to strike a balance, whenever this is impending.
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Artificial Intelligence and Fuzzy Logic Controller in a PLC System
Parveen Kumar
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Abstract - In this research paper, I am trying to analyse
more about advanced Programmable logic controllers
(PLC).Today it is hard to imagine an industry without PLC
and other automatic controllers. As the production becomes
more and more efficient, the controller work faster and the
system become more complex. Artificial intelligence (AI)
techniques reduce the complexity and they are used through
PLC-based process control system. The working of artificial
intelligence consists of –diagnostic, knowledge, expert and
the structure of an AI system. Function such as AI fault
diagnostics in process help in controlling and successfully
predicting the outcomes based on resident knowledge.
Here, I will be researching more about the applications of
PLCs such as use of PLC s with fuzzy logic. Basic fuzzy logic
and also its fundamental concepts will be analysed. Use of
the fuzzy logic controller in practical applications includes
providing real time logical control systems. In the end, I will
be concluding on how advanced PLC’s are more efficient
than the conventional PLCs.
Keywords: Programmable Logic Controller, Artificial
Intelligence, Fuzzy Logic Controller

I. INTRODUCTION
In industry use of automatic controllers is increased, the
use of PLC’s. The programmable logic controllers are
based upon the on/off logic, in PLC’s we use normally
closed or normally open switch, and these switch can turn
on or turn off the devices. PLC’s contain a small
processing unit, memory, input and output interfaces. But
the PLC’s are not able to represent the all data of the
process and they are not able to take action to remove the
faults. But with the help of the Artificial Intelligence we
can make the system to make the decision on faults.
Artificial Intelligence is the branch of computer science.
In AI we use the data from the process to solve the many
faults in the industry. All the information used by the AI
is gathered from the person working in the plant/machine
and log book also provide information about fault. The
information about the fault-what kind of fault that was
and how that was solved. Once all the information we
gather from the process, all information is stored in the
memory of the PLC or elsewhere will be used by the PLC
to solve the complex problems of the process. The
process data used by the AI works with the PLC to solve
the complex problems. Fuzzy logic is branch of AI. The
use of AI and Fuzzy logic in a PLC’s make the faster and
able to solve the complex problems.

II. ARTIFICIAL INTELLIGENCE IN A PLC
A. Three type of AI system
The classification of AI system is very difficult
because they are used in the many applications but
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however we can classify in three types: 1.diagnostic
2.knowledge 3.expert.All three type of AI system
have similar characteristics. The system become
more and more sophisticated as the size of the data
base increases and the extent how the process data is
used.

1) Diagnostic AI system.
This type of system is the fault detecting
systems. They detect the fault in the application
and they do not solve the problem. For example
if the temperature of a tank is decreased the
diagnostic system can diagnose the fault by
reading the thermocouple values. These system
use the knowledge to reach on a fault
conclusion, these type of system are used in the
applications that use a small data base and
knowledge.
2) Knowledge AI system
A knowledge AI system is the enhanced diagnostic
system. These types of systems are
able to detect the
fault and process behaviours based on the knowledge and
they are also able to take the decisions concerning the
process and/or the possible cause of a fault.
3) Expert AI system
This type of system comes on the first position in AI
applications. Expert systems are more capabilities than
the knowledge system. The expert system provides a
further capability for examining process data with the
help of statistical analysis and the system predict
outcomes of the process that are based on present process
assessments. The outcome calculation may be a decision
and with the help of that decision process maintain the
output in spite of fault detection. The knowledge used in
the expert AI systems are more complex than in the
Other AI systems; these type of system generate more
feedback information. The expert systems also require
more refined software programming to make decision,
since their decision trees involve more options and
attributes.
The implementation of the expert systems is only done
by with the help of extra programming and they also need
more hardware. The system uses the transducers to make
the decision in the process and the total number of
transducer used in this system is more than the other
system. Programmable logic controller use the AI system,
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it will need two or more than two processer to make the
all programming for the system. PLC system require
more speed to operate in real time, the system should be
fast. The system has large data to operate in the real time
due to large data system also need large memory to store
that data .
B. Artificial Intelligence System Architecture
The block diagram (Figure 1) shows the basic
architecture of an AI system. It has three primary
elements: 1 Global database, 2 Knowledge database, 3
Inference engine. The block diagram show that expert
block first, that block provide the knowledge to the AI
system and the knowledge is received from a person who
know about the plant/process, how the machine perform
their operation. The expert sends the all information
(about system maintenance, faults) to the knowledge
engineer. The process of transmitting the knowledge and
gathering data is known as knowledge acquisition.

Figure.1 Artificial Intelligence system Architecture
1) Global Database
Global database contain the information about the process
and the system, how to control them. The information
contained by the global database is about the input and
output data flow from the process. The global database is
the storage area, the information about the process stored.
The data stored in global database can be used any time to
make the AI decision to control the process. PLC have
memories to store the data and the Global database
resides in the memory of the system that makes the
system to take the AI decisions. We can also use the AI
system with computer and the Global database will be in
the hard disk of the computer.
2) Knowledge Database
The knowledge database store the information as the
global database store about the process and the all
information is supplied from the expert. It also contains
information about the faults, process, causes of the
problems and their solutions as well. Moreover, all the
rules that help to make the decision are also stored in the
knowledge database. The diagnostic system has
knowledge database and that is less complex than the
knowledge system. The knowledge system is less
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complicated than the expert system. It stored in the
system memory.
3) Inference Engine
All the AI system has inference engine. All the decisions
are made in the inference engine. Inference engine use the
knowledge database to make the decision about the
process and after that inference engine execute the rules
in the process. It also uses the historical data of the
process to make the real time decision. PLC system
contain the central processing unit, CPU perform all the
operation for the system and the inference engine may be
inside the CPU or it may not be inside data that depends
upon the diagnostic, knowledge, expert.
C. Knowledge representation
In the knowledge representation all the AI strategies are
organised and the knowledge engineer represent the input
of the expert. The knowledge database is used for the
storage of the representation. The knowledge from the
expert is changed in the form of rules (IF and
THEN/ELSE) and we call it rule-based knowledge
representation. It makes the system capable to take action
and decision.
A PLC system is used with AI; all the control strategies
are executed by software programs. Whenever a fault is
detected by the system and at that time system makes a
decision, inference engine also use the knowledge
representation. The decision will be in the form of
software.
D. Rule-based knowledge representation
It uses the knowledge from the expert and makes the
decision with the help of that knowledge. The rules
contain two parts, first part antecedent (IF something
happens) and the second part consequent (THEN take this
action). All the rules are made for the process and they
can be complex.
A simple rule-based System may make a simple
diagnostic rule, such as: IF the temperature of a tank is
less than the set point, THEN turn on the heater. A more
complex diagnostic formula may contain rules that further
depend on a more complex diagnostic formula and they
involve the rules that are depends on Parent rules:
IF case 1, THEN  ELSE nothing

IF case 2, THEN  ELSE something

IF case 3  THEN nothing
•
•
The decision tree makes the system capable to take the
decisions. The figure 2 shows how the decision tree
works to get a decision on the given process data.
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Figure 2 Decision Tree
E. Knowledge inference
This is the method used to draw conclusion by gathering
the data. When the system execute the main control
strategy at that time the inference of knowledge takes
place in the inference engine. The knowledge inference is
also takes place in knowledge database when computation
of rule is going on. In the small control system the
knowledge inference takes place on local basis. But in
case of large systems knowledge inference takes place in
the hierarchical system. To design a AI based PLC we
need hardware, the need of hardware depends on the
involvement of the AI. In all AI systems some common
methods of rules are used for the implementation of
knowledge inference. Methods are: 1. forward chaining,
2.Backward chaining. Forward chaining-This method is
used to find out the outcomes of a given data and receives
the information from the global database. Forward
Chaining is done by two methods: depth first, breadth
first search. Backward chaining-This is also similar to the
forward chaining. Basically it is used to find the
antecedents.
F. Basic Architecture of an AI based PLC
Large and complex distributed control systems are
made by the combination of small systems. They can
communicate with each other either directly or with the
help of local area network. The AI is added in the large
systems, global database, knowledge database and
knowledge inference from these is distributed all over the
system. These large systems are made by the combination
of small system and all the local system has their own
local data base and knowledge database. The PLCs in the
diagram shows they perform inference engine
computations. In the large systems the supervisory PLC
use the all subsystem and their local database to make a
complex decision. The main computer we call it
blackboard hold the all information from the small units.
The main computer applies all the complex AI solution.
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Figure 3 Architecture of an AI based PLC
III. FUZZY LOGIC IN A PLC
In industrial automation Programmable Logic
Controller combine the simplicity, and reliability. Fuzzy
logic is a part of AI which deals with reasoning used to
imitate human decision making and thinking in machines.
The reasoning is transformed in algorithms. These
algorithms are used when the data cannot be converted in
the binary form. The output of the process is the input for
the fuzzy controller. Fuzzy logic performs three main
actions. First is fuzzification, in this action the data
received at the input is converted in the fuzzy form.
Second is fuzzy processing, which involves the
transformation of the input data according to IF…THEN
rules formed by the user at the time of design and
programming of the fuzzy control systems. After
finishing the fuzzy processing (rule-processing stage) the
fuzzy controller reach an outcome. Third is
defuzzification process, this is final step of the fuzzy
controller. In this step the final output data is converted
into the real output data and after that the data is sent to
the process with the help of output interface. The fuzzy
logic controller is placed in the PLC rack in this case the
controller does not have a direct contact with the process,
the fuzzy logic controller will send the defuzzification
data in the PLC memory location and PLC send that data
to the process by the interface module. In the most of the
fuzzy logic controller have their independent interface
ports and they are also connected to the PLC with the
help of the plug. The fuzzy controller can communicate
with the process through the PLC‘s input/out ports. PLC
can be interfaced with the intelligent fuzzy controllers.
A. Interface of Fuzzy logic with PLC
A Fuzzy logic controller’s input interface can read
the data from the 8 devices and it can transmit the
data to 4 output devices with the help of the output
interface. This interface is able to perform 128 rules,
each rule can have maximum IF conditions and the
action will be in the form of two THEN. The fuzzy
logic controller has capability to perform all its
computations in only in 6 msec if fuzzy logic unit
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works separately of the processer, as a result it
providing fast functioning of fuzzy logic control.

B. Fuzzy Logic and I/O Communication

Electrical Engineering and Power Electronics

Because fuzzy logic controller work with the other I/O
interfaces, their input/output data must be send to the I/O
modules working with them. Figure 4 shows how the
memory addresses (words) used by the Fuzzy Logic
Controller and it also shows the location of the input and
output data according to the input/output devices.

In below given Table 1, the Fuzzy Logic Unit (FLU) uses
the programmable controller’s memory to store the
control parameters and fuzzy logic controller uses 10
words or registers. The position of the FLU module in the
rack tells about the registers’ addresses. Assuming that
the position of the FLU module takes the addresses 110
through 119, the use of the addresses by the FLC module
as follows:
1) The first four bits (0–3) the first word is (word
110) and its first four bits (0-3) enclose, in BCD,
the FLU module uses as the number of inputs.
15 number bit turns on the fuzzy processing of
this word.
2) The second word (word 111) specifies that the
location of the input data stored in the
PLC’s memory. It tells the starting register
address.
TABLE 1
inputs: bits 0–3 of word 110
specify the number
of inputs to be read
(8 max)

Figure 4 the working of the Fuzzy Logic Unit works
with I/O interfaces
We can also use the block transfer instruction to transfer
the data between FLU and input/output interfaces (Figure
5).

Word 111: starting address
where input data is
located (length of I)
Outputs: bits 0–3 of word 112
specify the number
of outputs to be
written (4 max)
Word 113: starting address
where output data
is located (length
of O)

Word 114: used for flags and
settings
Words 115–119: available as working
word addresses
3) As the first word, the third word is (word112) and the
first four bits enclose the outputs in BCD.
4) The fourth word (word 113) store the address where
the output data is stored, the output data is obtained by
the fuzzy logic computations.
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Figure 5.Block Transfer of instructions

IV CONCLUSION
When we apply artificial techniques to a system, we
need to add hardware as well as software to in the system.
The program that system needed is depending upon the
fault in the system, the fault detection is complex then the
program will be more complex. We design a system that
also has intelligence; this is possible by adding the data
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from the process. The data should be about the process
regarding the last time fault and what type of fault that
was, how that was solved and when was the last
maintenance performed. The addition of artificial
intelligence and fuzzy logic controller in a PLC make the
system faster and the system will be able to take decision
about the process. The system will be better than the
conventional PLC’s.
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Electrical Machines and Adjustable Speed Drives
Muhammad Hasan Munir
School of Engineering, Design and Technology, University of Bradford, UK
Abstract — A Machine is a device that is capable of doing
work. Whereas an electric machine is a device which
changes the energy from mechanical form to electrical form
and vice versa. Nearly all electric machines convert energy
through the magnetic field effect. Motors and Generators
are two basic types of electric machines and they may be
classified by their electric power source, their construction
and their application. In modern technological society there
are literally millions of electric machines with power ratings
ranging from a few micro watts to millions of watts.
In the past, only constant speed machines were used.
However many applications these days require the speed of
equipment to be varied, for various processes. The
equipment used to control the speed of the electric machines
is described as Adjustable Speed Drives (ASD). Prior to
ASDs many technologies like Hydraulic Coupling and Eddy
Current Clutches have been used for speed control.
However, ASDs have become the most popular choice for
the speed control of electric machines used in industrial,
commercial and residential applications.
The main objective of this paper is to describe the different
types of electric machines and a brief explanation of
Adjustable Speed Drives used for the speed control of these
electric machines.
Keywords – ASD, Electric Machine, Eddy Currents, PWM
and VSI.

INTRODUCTION

E

lectrical machines are used as the major
electromechanical conversion devices in industry.
Electrical Machines can be classified on the basis of
the power supply type, construction and their application.
Generally, Electric Machines are divided into two
categories; AC machines and DC machines. Electrical
machines used for the conversion of electrical energy into
mechanical energy are known as electric motors. Whereas
electric generators convert the mechanical energy into
electrical energy. Since all machines have the same
operating principle and they are used for the conversion
between electrical and mechanical energy therefore, any
machine can be used as a motor or a generator.
Selection of a machine depends on its application. Most
common parameters are the torque, speed and load
characteristics of a motor. The machine selected for a
particular application must satisfy all the voltage, current
and speed ratings required for the load, it is needed to run.
Selection criteria of a machine also include the running
cost, efficiency and the control complexity of the
machine. The motors can have either fixed speed or
variable speed. However, as many modern day industrial
applications require a variable speed machine therefore
variable speed machines are the popular choice for most
applications. Adjustable Speed Drives (ASD) are widely
used in the applications requiring variable speed. This
paper briefly describes the principle and types of electric
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machines. It also provides a synopsis of Adjustable Speed
Drives used for variable speed applications.

ELECTRIC MACHINES

Electric machines can be classified as DC machines and
AC Machines. Further, AC machines are divided into two
categories; Induction Machines and Synchronous
Machines. Both AC and DC machines are used in the
industry depending on the application requirements.
BASIC FEATURES:
The basic structural components of an electric machine
are as follows:
• Stator – Stator is the stationary part of the
machine which acts as the outer frame of the
machine. It has a hollow cylindrical shape with
poles having field windings in them.
• Rotor – Rotor or armature is the moving part of
the machine which is mounted on an axial shaft
and constitutes the inner part of the motor. Rotor
carries armature winding and the gap between
rotor and stator is called the air gap. Both stator
and rotor constitute the magnetic circuit of the
machine.
• Field Winding – This is either a permanent
magnet or electrical winding placed in the poles
on the stator. The field in this winding provides
the magnetic flux.
• Armature Winding – This is a continuous
winding located on the rotor and carries the load.
Armature winding rotates inside the magnetic
field formed by Stator winding. It has two basic
types; Wave winding for low current and high
voltage. Lap winding for high current and low
voltage applications
• Commutator – Armature winding terminates on
the commutator. It rotates with the rotor and
reverses the direction of current. The change in
the direction of the current causes the fixed
magnetic field to exert a force on the rotor which
in result produces torque. In DC machines its
function is to rectify the AC current and voltage
in armature.
•

Brushes – These are the carbon graphite brushes
located on the commutator. Their basic purpose
is to provide the interface between the armature
and external circuitry. The basic components of
a machine are shown in figure 1.
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Figure 1: The basic components of an electric
machine
OPERATING PRINCIPLE:
The basic principle of operation of motors and generators
is based on two concepts. First is the Faraday’s Law of
Electromagnetic Induction. If the conductor is moved
through a magnetic field then the current is induced in
that conductor. Second principle is the Lorentz Force
Phenomenon. If a current carrying conductor is placed in
the magnetic field then the field exerts a mechanical force
on the conductor. Electric machines constitute of two
basic parts, the field, which can be produced by
electromagnet or a permanent magnet and the armature
which hosts the conductor that cuts through the field.
Armature is made up of laminated iron and it is the part
which carries the induced current in the case of a
generator and exciting current in the case of a motor.
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is the no load speed and
is the full load
Where
speed.
Speed regulation is an approximate measure of the shape
of the torque-speed curve of the motor. A positive Speed
Regulation indicates the increase in speed with an
increase in load, whereas a negative Speed Regulation
indicates the decrease in speed with an increase in the
load. The basic advantages of a dc motor are low initial
cost, high reliability and simple speed control. The
drawbacks include the maintenance cost of brushes and
the commutator and low life span for intense applications.

Figure 2: A permanent magnet DC motor

DC MOTOR:

AC SYNCHRONOUS MOTOR

A DC motor, as the name indicates, is an electric motor
that runs on Direct Current. DC motors can be classified
into five major types;

AC synchronous motor is characterised by the fact that its
rotor rotates synchronously (at the same speed) with the
rotating magnetic field provided by the stator. In a
synchronous motor, a three phase voltage in the stator
produces a three phase current in the windings. The
armature windings are provided with 3-phase current
which produces a rotating magnetic field inside the
motor. The stator field locks up with the rotor field and
rotates with it. The basic principle of the synchronous
motors is that the rotor always chases the rotating
magnetic field in the circle and keeps on rotating. Figure
3 shows the basic synchronous motor.

1.
2.
3.
4.
5.

The separately excited DC motor
The shunt DC motor
The permanent magnet dc motor
The series DC motor
The compounded DC motor

DC motors were very popular in the old times because of
their ability to operate on a wide range of speeds and their
light weight. Nowadays due to the use of power
electronic rectifier-inverters, the speed control in AC
motors can be possible. Also due to their rugged
construction AC motors are more commonly used in
industry. However, DC motors are still popular for their
use in vehicles as an automobile has a dc power system.
Operating principle of DC motors is very simple, field
coils produce the stationary magnetic field and the current
carrying armature is placed in the air gap between the
rotor and the stator. Due to Lorentz Reaction, armature
experiences a torque and rotates. Figure 2 shows the main
components of a permanent magnet dc motor.
DC motors are compared by their speed regulations. The
speed Regulation (SR) of a motor is given as:
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adjusted and they can be used for power factor
improvement of the whole system by using the leading
power factor. Also, we can produce the stator field by
passing direct current through the field windings.
However, the main disadvantage of synchronous motors
is that they cannot be started from the stand still by giving
three phase AC supply to the stator and we need separate
arrangements to bring the rotor up to the synchronous
speed.

INDUCTION MOTOR:

Figure 3: AC Synchronous Motor
When the motor is in operation then its speed depends
only on the frequency. If we keep on increasing the load
on the motor then as soon as the break down point is
reached the motor fields are no longer remain locked
together and the motor falls out of synchronization. At
this point the motor stops.
Synchronous motors are not self starting motors as the
inertia of the rotor does not let it rotate with the rotating
armature field. Normally after the armature current is
supplied, the rotor is rotated by some external means to
bring it to synchronization speed and then we supply the
stator field. Mostly two common methods are used for
starting the synchronous motor;
1.

2.

A separate motor (known as Pony Motor) is
used to drive the rotor up to synchronous
speed.
Field winding is shunted so that the motor
starts and works as an induction motor till it
reaches the synchronous speed.

Synchronous motors can run at lagging or leading power
factors. They are mostly used in the industry for constant
speed applications. Synchronous motors are used for
power factor correction and high precision applications
like robotics.
The major advantage of synchronous motors is that their
speed is not dependent on the load. The speed control is
easy and can be achieved by varying field voltage or
frequency. The absence of commutator makes them
lighter and easy to use as compared to the DC motors of
similar ratings. They are more efficient than the induction
motors. The power factor of synchronous motors can be
School of Engineering, Design and Technology
University of Bradford

An induction motor (also called the asynchronous motor)
is an AC motor in which the power is supplied to the
rotor via electromagnetic induction. The stator of an
induction motor is physically the same as a synchronous
motor with a three phase field winding. However, the
rotor is different and gets the power through induction.
There are two basic types of induction motors based on
the shape of the rotors; the squirrel cage induction motor
and a slip ring (wound rotor) induction motor. A cage
rotor consists of conducting bars laid in the slots on the
rotor and shorted at either end by shorting rings. Whereas
a wound rotor has three phase windings (usually Yconnected) which are similar to the windings on the
stator.
When a three phase voltage is applied to the stator then
the resulting stator current produces a rotating magnetic
field. The rotational speed of this field is given as:

Where
is the system frequency and is the number of
stator poles. This rotating magnetic field passes through
the rotor conducting bars and according to the principle of
electromagnetic induction the relative motion of rotor
with respect to the stator magnetic field induces a voltage
in the rotor. It starts a current flow through the rotor
producing a rotor magnetic field. The interaction of both
the rotor and stator field produces a torque and causes the
rotor to turn. In normal operation both the rotor and the
stator magnetic fields are rotating at the same speed,
while the rotor itself rotates at a slower speed. If the rotor
speed becomes equal to the synchronous speed then there
would be no relative motion between rotor and the stator
field, hence no voltage would be induced in the rotor and
due to no torque induced the rotor would slow down
because of friction. Therefore, an induction motor can run
near synchronous speed but can never attain it. The
difference between the synchronous speed and the rotor
speed is called the slip speed. Figure 4 shows the basic
components of a three phase induction motor.
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Figure 5: Block Diagram for motor speed control

Figure 4: Three phase induction motor
The main advantage of the induction motor is that it’s
rugged and has low maintenance cost. Also, the absence
of the commutator makes it light weight. However, the
basic disadvantage is that we require complex control
circuitry for the speed control of an induction motor.

ADJUSTABLE SPEED DRIVES:
Modern day applications require the speed of the motors
to be varied. Even the simplest of applications (a ceiling
fan for instance) require variable speed control. Various
methods are used to vary the speed of the motors but the
most common method is the use of Adjustable Speed
Drives (ASD). ASDs are also known as Variable Speed
Drives and Variable Frequency Drives. ASD allows us to
vary the motor speed within a specified range. It provides
the required speed for a certain load and provides
maximum efficiency.
Primarily, ASD is used to control the speed, torque and
direction of rotation of the machine. ASDs can also be
used as speed regulating devices as they can prevent the
changes in speed of the machine due to changing load
conditions. ASDs provide infinite operating speed points
within a specified range on the operational speed
spectrum of a machine. Different types of ASDs are
mechanical, hydraulic and electrical Adjustable Speed
Drives. For motors we use electrical ASDs because of
their operating range, high efficiency and low
maintenance. A basic block diagram of a motor control
system is shown in Figure 5.

Adjustable Speed Drives have four basic components.
The torque is provided by the motor, Inverter driver
drives the motor, whereas the Controller chip controls the
driver unit and the operation of the whole block. One of
the most important parts is the feedback loop which gives
the feedback to the controller via sensors that sense the
current. In most cases the feedback loop utilizes various
sensors to provide the fault information.
In AC motors the speed is dependent on the voltage and
frequency so ASDs adjust the speed on the basis of the
voltage and frequency control. The most common types
of electrical ASDs are Variable Voltage Inverter (VVI),
Pulse Width Modulator (PWM) and the Current Source
Inverter (CSI). In VVI the voltage is controlled at some
place in the circuit other than the output whereas a bridge
circuit controls the frequency and the variable voltage is
supplied to the motor at desired frequency. In CSI the
voltage is varied according to the requirement, while the
current is kept constant. CSI is better than a VVI in a way
that it has a simpler control circuitry and it also prevents
output short circuits. CSIs are used for medium sized
motors. Figure: 6 shows a block diagram of a Current
Source Inverter.

Figure 6: A Current Source Inverter

PWM controls the motor speed by driving it with short
pulses. PWM’s are complex controllers and can control
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several motors by using just a single drive. PWM are
commonly used due to their availability and fast response
characteristics. PWM has a major disadvantage that they
tend to increase the heating of the machine.
ADVANTAGES OF ASDS:












ASDs provide a wide range of speed control for
various applications.
As they just control the machine, so they save
energy as no extra power is fed to the machine.
ASDs improve the life span of the motor by
running the motor according to the requirement
as opposed to the constant speed scenarios where
motor will always run at the full speed.
ASDs also protect the machine from output short
circuit faults. ASDs limit the starting current of
the motor by providing the soft starting
capabilities as the starting current of motor is 6-7
times more than the full load current it needs to
be limited to save the motor from damaging.
In case of PWM and CSI, a single ASD can be
used to control various motors at the same time
which reduces cost and improves the overall
control of the system.
ASDs provide a very accurate control and sharp
response for highly sophisticated applications
involving complex systems.
Some ASDs can be helpful in the regenerative
breaking of the motors.
They are highly efficient with efficiency ranging
from 92-96% and are easily available.

DISADVANTAGES OF ASDS:






ASDs are complex and expensive as compared
to other controllers.
ASDs cause motor heating and sometimes
insulation breakdown as well due to high
frequency switching of power electronic devices
involved.
Some of the ASDs can cause electrical
interference
which
might
disturb
the
performance of nearby electrical devices.
Some ASDs contribute to the generation of
Large power harmonics in the power source.
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CONCLUSION:
Electrical machines are everywhere around us and they
have played an important part in the technological
evolution. A huge variety of electrical machines are
available these days for almost every application. For
application requiring speed variations, Adjustable Speed
Drives are used. The choice of right type of electrical
machine for an application depends on various factors.
For an optimized system design the factors to be
considered are the speed range, dependability, running
and maintenance cost and performance of the machine.
This paper presented a brief overview of electrical
machines and their various types. It also provided some
handy information about ASDs highlighting their
advantages and disadvantages. It is hoped that the
information provided in this paper will act as a useful
reference for the study of electric machines and their
selection for different applications.
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Management Information System for the Information Age
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Abstract-We live in an information age where Information
has become an invaluable tool in today’s business world,
decisions are made based on accurate and real time
information. This paper intends to explain the impact of
MIS in modern day business organisations, main
components,benefits,key issues in implementation of the
system .Also the use of Decision Supporting System(DSS) for
solving complex and time consuming task by managers
would be analysed
Management information system is an integrated user
machine system used for providing information to support
managerial decision making functions in an organization.
The system utilizes computers, software’s, models, and a
database .However, DSS which is an extension of MIS allows
a decision maker interact with computers to support
decisions when the problem is not structured.
The application of DSS and with MIS produces a highly
interactive system called the Executive Information System
which handles information processing tasks, allowing
managers view information from different angles providing
them with opportunity to better understand the problem or
opportunity.
The outcome of this research which was conducted by
reviewing literatures concludes that MIS and its components
are vital tools for achieving competitive advantage by
business organisation if effectively utilised by managers.
Keywords: Management Information Systems, Decision
Support System, Managerial Decisions,
I. INTRODUCTION

“We believe things have shifted and businesses have
shifted to real time, and in order to get increased [success]
they have to take new approaches to management.
Businesses leveraging information as an asset do a better
job driving Return on Investment (ROI) and therefore
incremental shareholder value” [1].
The 21st century has brought about changes in today’s
business world as modern technologies have become
invaluable tools used by business organisations to acquire
relevant information in an effort to achieve a competitive
position. Organisations are changing strategies and
adopting new concepts in order to cope with rapid
changes in business environments which are affected by
both negative and positive economic factors. They have
realised that to achieve competitiveness and improved
productivity in this uncertain business environment, the
use of Information Technology (IT) to produce accurate
and timely information is a necessity [2].
However, with organisations adopting IT, Management
Information System (MIS) becomes the next big issue.
MIS which integrates external and internal organisational
information focuses primarily on supporting important
decisions made by management and executives of the
organisation. Top management now have the
responsibility to understand and gain adequate knowledge
of MIS in other to fully utilise its potentials [3].
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This paper intends to explain the impact of MIS in
modern day business organisations focusing on its main
components, benefits, key issues in implementing the
system.Also,the use of low level information system
such as Transaction Processing System (TPS) and
Decision Supporting System (DSS) for solving complex
and time consuming tasks by managers would be
analysed. Although MIS has proven to be beneficial to
organisations by supporting management, it and other
information systems failed to provide adequate support to
executives [4]. With this reason, a more advanced
information system called Executive Information System
(EIS )was developed for the sole purpose of delivering
high “quality information” to executives [4 ].
Management information systems have been of great
interest to both scholars and organisations both in the past
and present. Reference [5] argues that there has been
increased research in the field of MIS, where “430
dissertations were written between the period of 1973 to
1980” thus increasing the knowledge base of the field.
Organisations have found the need to adopt the practice
of MIS in order to increase their competitiveness and
improve their business processes. This was the case of
Indian organisations in the mid-1990. After the economic
liberalisation, they adopted modern business practices and
strategies which included IT and MIS in an effort to
increase their competitiveness against foreign competitors
[2].
II. MANAGEMENT INFORMATION SYSTEM

Reference [6] defines “MIS as an integrated user
machine system used for providing information to
support managerial decision making functions in an
organisation.” The system uses computer models for
analysis, manuals, and a database to provide the required
information.MIS integrates and uses the whole
information resources of an organisation to deliver
accurate information for managers who then make
decisions based on this information. A major
characteristic of an MIS is its ability to present
information in a concise manner, summarising and
presenting them in a periodic report format to be used for
effective planning, control and other functions [7]. These
periodic reports could be daily, weekly, monthly or
annually providing summarised data for the period
depending on management information requirement.
The major goal of an MIS is to make available relevant
information (both external and internal) to management.
They also have the responsibility of providing constant
access to the organisation’s current performance and
historical records, allowing managers to identify existing
problems or opportunities, see fig. 1. MIS can be dynamic
in nature; it changes according to business growth,
environment and time.
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As earlier mentioned, a typical MIS provides managers
with data in fixed periods. It can be designed to enable
managers drill down to see daily or hourly data. The
reports generally provide answers to routine questions
that have been specified in advance and have pre-defined
procedures for answering them. For instance a report
listing total amount of needles used in a week by a
hospital. MIS is not known to use complex mathematical
models or statistical techniques, rather, simple routines
such as summaries and comparisons are used [8].
Fig. 1. Management information system at work
III. TRANSACTION PROCESSING SYSTEM

Transaction Processing Systems (TPS) is a system that
is referred to as the “heart of every organisation” [7],
because they perform and record daily routine
transactions necessary to conduct businesses. They are
computerized systems that process transactions that occur
within the organisation, for example sales order entry,
airline reservation, banking systems. Their primary
responsibility is to gather data from its point of origin
create new information from the collected data and store
both the collected and the newly created data in an
operational database. A major function of a TPS is
delivering data to an MIS. [8]
Organisations have found TPS to be very productive,
enabling them save cost, minimise errors and reducing
order processing time. An example is Avon; they had
problems with orders that were manually filled
incorrectly which caused errors and delays. This problem
was rectified by implementing a document-imaging
system which scans incoming orders and allows a
computer to decipher the writing before automatically
storing them into their order-entry TPS. The system
improved Avon’s accuracy by 76 percent, and reduced
their order entry cost of over 65 percent [7].
IV. MIS USING A TPS

MIS depends mainly on TPS for data. Basic transaction
data collected from TPS are compressed and presented in
long reports on regular basis [8]. Fig. 2, depicts an
example of how MIS transforms data gotten from an
organisation’s inventory, production and accounting
database into MIS reports for management use.
TPS and MIS

Fig. 2. Illustrates three TPS files being summarised to provide
appropriate reports for managers
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V. DECISION SUPPORT SYSTEMS

Reference [9] defines Decision support systems as a
highly flexible and interactive IT system that is designed
to help decision makers utilize models and data in solving
unstructured problems. Reference [10] also mentioned
that DSS is a computer system that supports decisionmaking in a less structured situation. Unlike MIS which
presents structured questions and planned procedure for
getting answers, DSS are more analytical than other
systems with the ability of answering complex questions
that requires reasoning. It is a flexible system that can
adapt to critical situations, delivering solutions to
problems that are not pre-defined in advance. However,
they combine information gathered from external sources
(e.g. stock prices) with internal information from TPS and
MIS [10]
A. Characteristics Of a DSS
DSS’s are highly interactive systems allowing users ask
new questions, edit existing data and include new ones.
They enable users perform a series of query functions
such as “what-if” analysis to see how certain inputs
affect the outputs. A DSS incorporates a variety of
models (for example, regression, goal seeking and
analysis of variance) to analyse data. Spreadsheet
software is an example of a DSS which enables a user
perform various decision-making tasks. For example
accountants in business organisations can use
spreadsheets to make monthly budgets of expenses and
income for their organisation and project overall
expenditure based on estimated cost [7].
DSS’s can be used to test and predict the market’s
response to a new product yet to be released without it
being introduced, giving the organisation projected
foresight of the future marketplace for the product. For
instance, Pepsi Co uses a DSS for its marketing strategy
which is known as “marketing decision support system
(MDSS)”. Its managers effectively use the system in an
interactive way (question and answer mode), to obtain
information from it and other external databases which
are then analysed with other models to arrive at a
decision. The system supports a “what-if” analysis which
produces information (results) from the database either in
text form or quantitative results with graphical
interpretations. It uses a plethora of models ranging from
revenue gain, market forecasting, customer and channel
promotion to market share change. However, the system
has assisted marketers in organisations like Pepsi Co
tackle many complex issues such as market forecasting,
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new product launchings, and evaluation of marketplace
trends [11].
Another highly interactive DSS is the voyageestimating system owned by a large American metal
company that ships bulk cargos of coal, oil, and ores for
its parent company.[8] The system calculates financial
and technical voyage details. Financial calculations
include ship costs (fuel, labour), freight rates for various
types of cargo and port expenses while technical details
consist of factors such as ship cargo- capacity and speed
port distances see fig. 3[8]. The system answers questions
such as:
1) Given a customer delivery schedule and an
offered freight rate, which vessel should be
assigned at what rate to maximize profits?
2)

What is the optimal speed at which a particular
vessel can optimize its profit and still meet its
delivery schedule?

3) What is the optimal loading pattern for a ship
bound for the U.S. West Coast from Malaysia?
By asking such questions, the company seeks to gain the
best solution which would enable them maximise their
profit.
A Typical DSS

Fig. 4, Shows DSS which
operates on a powerful desktop personal computer, it collects data from
various files of the company which it then analyses, providing a system
of menus that makes it easy for users to enter data or obtain information
thereby making it highly interactive.[8]

B. Benefits Of DSS
The benefits of DSS to business organisations cannot
be overemphasised; Reference [12] identifies the
following as benefits of a DSS
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3) It minimises the time associated with making a
decision, enabling fast response to situations.
4) It improves the reliability of decision processes
or outcomes.
5) It allows a decision maker to explore and
discover new approaches to problem solving
which it reveals and also generates better
alternatives.
The foregoing list comprises of benefits that can
potentially be achieved by all types of DSS regardless of
who the user is.
VI. EXECUTIVE INFORMATION SYSTEM

Reference [7] describes Executive Information System
as the combination of a highly interactive MIS with a
DSS, with the purpose of assisting executives (top-level
managers) identify and address problems and
opportunities. Reference [7] further stated that the
integration of both MIS and DSS gives top-managers a
flexible approach to problem solving, allowing them view
information from different perspectives. A more specific
definition by [13] says EIS is a computerised information
system designed to be operated directly by executive
managers without the need of any intermediaries and can
be customised to suit the needs of the executive using it.
EIS collects information from all information systems
in the organisation i.e. “TPS, MIS and DSS,” processes
and presents them to the executives of the organisation
However, this internal information are incorporated with
outside data such as competitive intelligence or statistical
norms in a highly sophisticated manner to produce
valuable information. See fig. 4. This information is
interpreted and presented in ready to read format using
multiple mediums of accessing data and the use of
Graphical User Interface (GUIs) [13].
An Executive Information System
Executives, who possess formal authority over an
entire organisation or an important sector of one, perform
major tasks of making effective business decisions [13].
Their role requires them to have access to up-to date
information which is accurate and easy to read so they
can make timely important decisions based on this
information.
Gold Rush Corporation found a solution to their costly
production overruns and production shortages by
implementing an Executive Information System for
senior level managers and its production managers. The
system provided them with valuable and accurate real
time information which improved the corporation’s
efficiency [14].

1) DSS has the capacity to enhance a decision
maker’s ability to process information and
knowledge.
2) It gives the decision-maker the ability to handle
large-scale or complex problems.
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Fig. 4, illustrates an executive information system at work and its
various functions.[7]

A. information needs of executives:
1) Quick delivery and easy-to-use information
(prompt response time, simple user interface)
2) Presentation should suit the executive’s style
(customised)
3) High level of summarisation (for quick view)
4) Details on demand
5) External and internal sources

B.

Features of an EIS

1)

Use of a Data Warehouse: EIS’s provides
access to information in a data warehouse which
is a collection of data that can be used during
decision-making.see Fig. 4. Operational database
with information such as inventory and external
sources like demographics can be contained in a
data warehouse.

Pic. 1, illustrates an EIS in use, it shows a drop-down menu where a
user can select what information they need to access. It also provides the
format which it should be presented.
VII. RELATIONSHIP BETWEEN SYSTEMS

Although MIS and EIS tend to serve the management
level, they use lower level systems like TPS and DSS to
achieve their aims. Figure 8 illustrates how these systems
inter-relate with each other.
TPS are mainly a primary source of data for other
systems, while EIS are major recipients of data from
lower-level systems. TPS feeds data to an MIS or DSS
which are then filtered to produce a more precise and
accurate information to an EIS. Systems with different
functions can exchange data between each other, for
example, an order captured by a sales system may be
transmitted to a manufacturing system as a transaction for
producing or delivering the product specified in the order
or to an MIS for financial reporting.

2) Drill down capabilities: EIS’s provides
summarised information and permits a user to
drill down through the information to obtain
more revealing and precise information.

Systems in an organisation have inter-dependencies.
TPS produces most of the information needed by other
systems which in turn produces information for other
systems. Most organisations have loosely coupled these
systems together.

3) Flexible Data Presentation: An EIS provides a
pre-determined view, which allows a manager to
select from a variety of options or reports, see
fig. 7,(concept of drilling down). It provides an
easy-to-use
mechanism
for
displaying
information from different points of view,
allowing numeric data to be presented in
graphical form depending on the user’s request.

Integrating these systems together would allow easy
flow of information among different sections in the
organisation and enable management to have an
enterprise-wide view of the overall performance of the
organisation.
The down side with integration is, it can be expensive
and time consuming since there can be a wide range of
different types of application involved.

4) Access to varieties of information: EIS gives
managers access to all kinds of information, both
internal and external information that is of
concern to the organisation.
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B. Structured system analysis
This stage deals with detailed analysis of the new
system’s requirement and the preparation of the System
Requirement Specifications (SRS)
Key questions to be asked;
•
f the existing system?
• What are the constraints?
• What are the new requirements?
• What is the best way of addressing problems/
reviewing various alternatives?What are the security
measures/ backup?
IX. CONCLUSION

Pic. 2, shows the graphical result of picture 1. The information is
presented in a graphical format.
VIII. KEY ISSUES IN IMPLEMENTING A MIS (DESIGN AND
DEVELOPMENT)

The Implementation stage of any system is important.
While there are several issues and steps to be addressed
during the process, management involvement tends to be
the most important based on the “theory of upper
echelon” in organisations, which recognizes the control of
top management [15]. However, the whole process
involves team work which initiates the first key question;
‘who’ should be involved in Design and Development
Process?
These
are
the
Users/Customers
(Managers/Executives, operating staff) and IT
Professionals (Software Programmers, System Analysts).
During this stage, the option of having an In-House
developed software by IT professionals or purchase an
already made package, would be determined, depending
on which best suits the organisation with consideration to
cost and time[8]
During various stages in the implementation process,
some information will be required and this involves
asking questions about how the new system would
function. This gives an idea of the performance outcome
of the system as well as targeting the potential users. The
following are three standard practices carried out during
implementation:
A. Feasibility Study
This consists of initial investigation of the problem set
for the project. It tends to identify solutions and ideas of
how the new system would look like.
• What actions would be performed using the
computer and what will be done manually?
• What kind of input is needed?
• What kind of output will be produced?
• Analysis of cost benefit
• Is the problem worth solving?
The outcome of the feasibility study will determine the
system boundaries and required system definition.
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MIS’s has become the best new initiative for
companies modifying their existing strategies to meet up
with the high competitive rate in today’s business
environment. MIS with other supporting Information
systems have proven to be effective, minimising decision
making times as well as supporting them.MIS’s addresses
important questions, helping organisations test products
to see market reactions and provides specific information
that can be used to their advantage.
This study highlights that the combination of TPS, DSS
and EIS technology together produces better services to
the advantage of the organisation. They provide each
other with data and information filtering and modifying
bulk information into a simple but highly informative
report.
Time and cost can be minimised by using an MIS
which is a typical benefit of an MIS .Executives can
easily view the organisations performance and pin-point
where improvement can be made to achieve higher
productivity. For organisations to know they have an
effective system, they should identify if the information
need which prompted the implementation of the system
have been met. Other expensive, time demanding and less
effective methods of information retrieval have been
phased out and if the demand for access to information
using the system is high .The overall perception of the
systems should be monitored.
The major hindrance in implementing an MIS’initiative
is the cost involved. But the benefits if matched with the
cost involved would seem less a problem as the gains to
be achieved tend to be more in minimising cost in future.
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Abstract - The idea that the computer has intelligence which
is similar to human intelligence is exciting and scientists and
researchers are trying to transfer this idea from imagination
to reality. Artificial Intelligence (AI) has witnessed
remarkable development, it is hoped that it will perform
tasks and functions similar to those performed by humans
as well as having various applications in fields such as
design, diagnosis, decision-making and others. Expert
Systems (ES) are the most important applications of this
science they have been used to solve complex problems
rapidly and with high accuracy. They consist of a knowledge
base which contains a set of knowledge and experience
needed to solve the problems in each area. In this paper, the
following aspects of AI will be discussed: the components,
the benefits, and the various applications. The concept of
expert systems will then be described including
characteristics of their importance in the representation of
knowledge, and the advantages of these systems. This
description of ES will be supported by examples commonly
today.
Keywords: Artificial Intelligence (AI), Expert Systems (ES),
Knowledge based-systems, Knowledge representation.

Introduction
The aim of this article to present the Flag of artificial
intelligence (AI), which is a modern science, that has
gained importance in recent years for many applications
in critical areas. such as defense, intelligence, computer,
machine translation, and others. AI is one of the sciences
responsible for technological revolution of today. AI
science is characterized by pluralistic nature (collective
action, primarily), involving computer scientists,
mathematicians, psychologists, linguistics, and logicians.
AI aims to understand the nature of human intelligence
through the work of programs for computers able to
simulate human behavior, characterized by intelligence.
Concerned with the ability of the computer to resolve the
issue, or make a decision on a stand based on a
description for this position that the program finds the
same way humans would resolve the issue, or to reach a
resolution with reference to the many diverse operations
fuelled by the program.
Actually, there are many applications of this science, but
the most important ones are Expert Systems (ES), which
focus on extracting knowledge, used by the experts in
particular area and the use of storage in the access to the
results parallel to those reached by the human expert. In
addition, ES is a technology aiming to help those who
specialize in the field of information by providing them
with useful ways to use, and invest in such technologies
in order to facilitate their work and improve the quality of
their services and own experiences. Using this
technology, specialists have produced a number of
systems in the storage and retrieval applications.
Furthermore, such technology incorporates experience
and interaction with the various aspects of life.
-186-

This paper first will identify the science of artificial
intelligence as a concept. It is components. as well as
various applications. Next, it will describe the Expert
Systems that are the most important applications of this
science (AI), in addition to analyzing the current
applications used in all areas of life, including the
advantages in the development of this science. Finally, it
will explore the future development of intelligence
information as contemplated by researchers and
scientists.
Artificial Intelligence Definitions
There are many definitions of artificial intelligence. Such
as:
Artificial intelligence is the science of
engineering to make intelligent machines,
especially computer software, which is the task
of computer use in understanding human
intelligence [1].
Artificial intelligence computer systems is the
use of electronic processes in a dialogue with the
nature of rights, such as educational programs
that are a form of dialogue in which the role of
the teacher/computer expert who knows the
correct answer and wise decision, and object to
the user answers correctly, the error based on the
analysis and tabulation errors [2].
Perhaps the appropriate definition for this science is that
science is looking the computer simulation of human
intelligence, and simulation of specialized expertise in all
areas, and developing programs to solve problems
handling the data and information in ways other than
algorithms. Figure (1) shows briefly AI Fields Methods
and techniques:

Figure (1): AI Fields, Methods, and Techniques
The Components of AI:
Flag-based artificial intelligence as a whole has only two
fundamental principles: [6]
1. Data representation: the representation of data
or the problem in the computer so that computer
processing achieves the appropriate output (or
rather: How to put the problem in appropriate
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2.

form so the computer understands and is able to
(think) of a solution).
Research: This is what we thought in itself.
Where a computer simply searching the options
available and evaluated according to established
criteria then decides the best solution.

Benefits of artificial intelligence
There are many advantages enjoyed by the science of
artificial intelligence.
1 - The symbolic representation
These are used primarily in non-numeric symbols and
in this is a blatant negation of the prevailing idea that
the computer cannot deal only with numbers, for the
grass-roots level consists of two devices of the
computer binary devices cannot these devices to take
only one of two modes agreed that symbolizes the two
with "1 or 0” The choice of these symbols to the
digital spread the idea that the computer cannot
understand only a "yes or no," and that it cannot
distinguish shades of meaning between them. But if
we look at the same level in the human, the level of
nerve cells and neurons we find that human
understanding also depends on the bilateral situation,
which refers to the ability to express ideas,
perceptions, and concepts of highly complex and
sophisticated decision-making formations of these
conditions or bilateral cases. There is no doubt that
the possibility of reflecting the perceptions of high
and complex symbols by bilateral parallels the
computer simulation and makes the decision-making
process possible. [1][3].
2 - Heuristics
An attribute is determined by the bilateral programs of
artificial intelligence to the quality issues that it
addresses. They typically do not have a known
algorithm solution meaning the absence of a series of
specific steps that ensure access to resolve the issue.
As long as there is no solution, an algorithm of the
issues to be addressed by artificial intelligence must
therefore be to resort to heuristic, to a non-systematic
way, which is no guarantee of success. The "due
diligence" in selecting one of the methods of solution,
which seem appropriate at the same time provide for a
change to another method in case of failure of the first
method to the desired solution in a timely manner.
3 - Knowledge Representation
Artificial intelligence programs differ from programs
in statistics in the "representation of knowledge."
They express a mismatch between the outside worlds
and processes evident in an Avatar computer. And can
readily be understood as the representation of this
knowledge because it usually does not use numeric
symbols. It is possible use a diagnostic-therapeutic
program following the rules in the diagnosis of the
patient's condition, say the flu:
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"If the patient's temperature is high, and he feels
muscle pain and headache, there is a strong
probability that he is suffering from influenza"
And the expression of such a rule in artificial
intelligence programs clearly and concisely and in a
language as close as possible to the natural language
and not the language of the computer world. The
expression of this rule in traditional programs requires
the addition of many different scales to express the
relationship between the symptoms and the disease it
is likely to cause. Even in this case it would be very
difficult to explain how the program reaches the
solution, as do programs of artificial intelligence. [6]
Artificial intelligence applications
AI has many applications, including but not limited to:
1- Computer Game playing
It was a match of the areas early in the search space,
such as chess and puzzles, and magic squares. Most
games are based on a well-defined set of rules, which
makes it easy to generate research into the
ambiguities and complexities that may exist in the
structure of matter.
Routers are useful but limited in resolving the matter
and strategy games are a fertile area for studyoriented research. Despite the easy programs to play
games they give a great challenge for the movement
of the opponent unexpected.
2 - Natural Language Understanding
It was a long-term goals of artificial intelligence, the
establishment of programs to be able to understand
the language of rights is not only the possibility of
understanding natural language of the most important
basics and considerations of human intelligence and
automation but also the language of successful highimpact and efficiency of the use of computers
themselves. Efforts have been made bright in writing
programs that understand natural language of man.
3 - Planning and Robotics
Focus of effort and research in the design of robots
that can carry out its functions with a degree of
flexibility and its ability to interact with the world
around them with words or actions. It is assumed in
planning to be able to move across a room full of
obstacles: how to develop and implement the
required actions follows the minute movements that
enable it to perform this task. Planning is a difficult
issue for several reasons including the size of the
vacuum (space) of the possible sequences of
movement by using forces hierarchy problem
decomposition in the chart.[4]
Robot must normally have the ability to formulate
the scheme base on incomplete information and to
correct his behaviour when he implements the
scheme. The robot, which performs the sequence of
events without a blind response to changes in the
environment or the ability to detect and correct errors
in your scheme, cannot be smart. In addition, robots
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are used in the automotive industry the mobile phone
industry, and in space.
4 - AI Languages and Environments
Some of the most important consequences of
artificial intelligence research are the advances in
programming languages and software development
environment. The programmers had to artificial
intelligence methodologies to the development of
strong programming for several reasons, including
size divergence of most programs and applications of
artificial intelligence and the tendency to search
algorithms generate a huge space to anticipate the
difficulty of the disposal programs for assistance.
Programming environments include techniques such
as knowledge of language structure, from the
Millennium Object Oriented Languages and Expert
system frameworks. High-level languages and
language, PROLOG and LISP language has strongly
backed the development of units which will
contribute to the management of the program size
and difficult.[3]
Overview of Expert systems (ES)
ES are the most important branches of artificial
intelligence. It are computer programs contain a massive
amount of information held by a human expert in a
specific field from the fields of knowledge and some of
these programs have proven effective for attest to the
potential in this area. Figure (2) shows components and
human interface of ES:

Figure (3): ES Components
The concept of expert systems: Defining expert systems, as in describing the information
system of the building on the computers working to
automate the role of the human inhabitants requires
experts in a specific area. As such, the expert system
works to support users and guide them in problemsolving and decision-making of the most important
applications of artificial intelligence in its development
the current systems are natural language processing
systems, knows the behaviour or body systems, robots,
vision systems, smart, expert systems. The capabilities of
ES shows in figure (4).

Figure (4): Capabilities of ES
Figure (2): ES, components and human interfaces
Definition of ES
“An Expert System is a computer program that represents
and reasons with knowledge of some specialist subject
with a view to solving problems or giving advice”.[4]
The figure (3) shows briefly the three major of ES
components.
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Elements of the expert system
Expert system consists of several interactive elements,
some of it within the structure of the system and some of
the other is located in the working environment of the
system. The structure of the expert system consists of two
components: an experience and Platform system.[4]
1. People of experience who are individuals
who prepare for the systems and data entry
and processing defect if it occurs.
2. The beneficiaries of the system, the
managers, or people who use the system to
search for solutions to specific problem.
(Users of the system expert)
The structure of the system:
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1.

2.

Knowledge base is the result of the facts
and rules, and other concepts and
specifications for the field of application of
the system
Expert system platform comprises a set of
specialized software in the definition of
worker and system expertise.

The development of ES:
There are five important phases to development any
expert system [3][5], it is:
1 - Knowledge Representation:
Designer needs at this stage to determine which
method would be by the knowledge and the laws
governing the workplace. The designer can
choose from, the best-known methods of "stock
laws" or "rule of laws" (Rule Base); these are
sets of logical expressions-called "if-then rules".
2 – Knowledge Acquisition:
At this stage, a compilation of laws governing
the area will serve the expert system. Is usually
the source of these laws human expert has
comprehensive knowledge of the fieldwork and
deep knowledge in all its details.
3 - Inference Engine
Requires the designer after the acquisition and
representation of knowledge to determine how
the system up to the expert's conclusion based on
what information he had, the more difficult
stages.
4 - Testing:
At this stage, the designer examines the expert
system to identify performance. Carefully study
some of the case, and verify the conclusion.
5 - Implementation:
Contain this stage on how the expert system in
the work, in addition to follow-up performance
of monitoring and maintenance.

Why need to make expert systems?
-

-

-

Maintenance of knowledge of the extinction or
extinction, we mean knowledge of the unique
value that is not found only when a person
distinguished expert in his specialty.
To solve problems, which saves time and money
and effort, and this is why we need a huge
database, but enormous.
Increasing the experts in the field that makes the
expert system.

Examples of important applications of ES
-

-

The medical field: including analysis, diagnosis,
treatment, uses MYCIN system.
Space: where the system uses ECESIS
Self-controlled space ships are one example also
works as an expert to diagnose the faults by
monitoring the data sent to Earth in cooperation
with the media docked at a distance.
Engineering: the system uses SACON
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-

That helps engineers determine the mechanical
properties of materials and analysis, as used in
some special cases to find out stress under
certain circumstances, the pressure on wings of
aircraft, nuclear reactors, and machinery casings
missiles.
Legal: the system uses the expert LDS
Helps law experts in the legal responsibility of
the industrial products, and calculates the
consequences of the defendant from legal
responsibility, as well as to assist lawyers in the
retrieval of information on court decisions and
laws in the area that they need.

Advantages of ES
1. That the system retains knowledge
accumulated, making them ready to
immediately
2. That these systems help new staff and new
to the profession in achieving high levels of
productivity in a short time
3. That the existence of these systems reduces
the problems of the high rate of
establishment of technical and professional
employment
4. That expert systems be easy to use by nonspecialist
5. Easy to develop and modify
6. The use of heuristics
7. Development by knowledge engineers and
users
Future of AI
The future that will see three revolutions: It is not
surprising that the revolution led by the robot, along with
the nanotechnology revolution relevant to the relationship
between humans and robots, and the genetic revolution.
[7]
These revolutions that will shape the future life and the
progress that will occur in the world then through these
areas that are richer in terms of susceptibility to the
occurrence of such mutations as stated in the report of
The Futurist Magazine, with jurisdiction over the future.
Conclusion
It can be said that this research shows the importance of
simplified artificial intelligence and expert systems. As
the assistant information systems serve the decision
maker. It is not necessary to support the information
system: all it takes to solve any problem is to attribute the
beneficiary to the artificial intelligence and expert
systems. These not only provide information only and can
only be done work rights expert in the study and analysis
of any problem in the request for additional information
that I need to do so or the exclusion of any unnecessary
information and other such things that could be deemed
necessary to address any problem.
That artificial intelligence and expert systems can be
considered part of the information system or public
assistance systems or a separate system in itself and
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through the research shows that supported the system of
public order, a system of information, which is the main
centre for information.
We hope that more people will become interested in
artificial intelligence, and moving many of the young
scientists, especially anthropologists, to the hard work of
scientific research in this area, and harnessed to serve the
needs of the nation pressing and urgent. We hope not only
their attention on the applied aspects - as is happening
now - but extends to the pressing theoretical issues in
artificial intelligence and its impact on the rest of science,
even beyond transport and consumption to be creative
and contribute to the development of this science
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Network Security: Techniques and Essence
U.R. Anuebunwa
Bradford, West Yorkshire, BD7 1RE
Abstract: Security is a means of guarding or protecting
territories, properties, lives, data, etc from intruders whose
intention is to steal or diminish the value of items of interest.
One of the basic essence of living lies on security of lives and
property. Information exchange is expected to be secured
but sometimes this security is compromised. A lot of means
of providing security is available usually developed from
acknowledged
weak
links.
Cryptography,
user
authentication requirement, fire walls, antivirus software,
etc are some means of ensuring data integrity and security.
As much as it is believed that illegal access to information
is offensive, sometimes it seems necessary for one to be able
to break-in secured information. This can be necessary for
intelligence security purposes and military as well.
Government secret agencies are known to have trained
experts in hacking which they believe is for state security
against perceived enemies including terrorists.
This research work will explore the depths of providing
desktop, network and data security for computer systems
connected over the internet or a network. It will also
highlight the merits of ensuring a secured system and
provide suggestion for possible improvement.
Key words: Hacking, Security, Virus, Data, network.
INTRODUCTION
Provision of adequate security for a particular purpose
is usually expensive. As a result, people sometimes
disagree about the necessity to investing a lot of money to
provide security. Security mechanisms set up in a place
could remain practically docile for years without having
an incident that demands their use, yet it is considered
inevitable to have such mechanism in place. For instance,
a fire extinguisher which expires after a while may never
be used, yet it is expected that the extinguisher is kept to
date.
Network security is becoming increasingly essential as
the day go by. Virtually every day-to-day activity has
some involvement with the internet with respect to
sharing of information, transaction of business,
socialization, entertainment, etc. More people use the
internet now more than the figures we use to have years
before now and as we await the launch of IPv6 network,
more users are expected to emerge. Likewise more people
are learning better and more sophisticated ways of
breaking into security. The number of hackers is
increasing and they are also improving their hacking
techniques. No thanks to recent global economic
recession, a large number of people displaced from their
work places together with people who are fresh jobseekers have found themselves trying out other means of
survival. Unfortunately, internet fraud is one of those.
ATTACK
Different computers connected in a network have
different levels of vulnerabilities depending on the extent
of security provided to the system and network. Attack
can be classified as either passive or active. Passive attack
involves attempt to illegally obtain an information stored
in a database by eavesdropping [1]. Although this type of
attack does not harm the computer, it is considered
School of Engineering, Design and Technology
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offensive. Active attack is the invasion of files and data
stored in a computer by an unauthorised person in an
attempt to modify, steal or delete their contents [2] [13].
Sometimes an attack that started as passive could end up
being active. For instance, an attacker who eavesdropped
on information stored in a computer may become
increasingly interested and may decide to indulge in some
dangerous activities.
A hacker is traditionally described as someone who
enjoys exploring the details of a programmable systems
and how to stretch their capabilities [3]. This definition
sounds appreciative as opposed to the definition of a
cracker: a malicious meddler who tries to discover
sensitive information by poking around [3] [5].
Incidentally, the definition of the latter is often times used
to define a hacker, hence password hacker, network
hacker, web hacker, etc.
VIRUSES

The word virus came from a Latin word virus meaning
toxin [7]. Biologically, it is a micro organism that can
replicate itself within the cells of living organisms. The
term also became a computer expression when some
programs can be written and when they affect a computer,
can cause severe damage to the computer as they spread
throughout the files stored on the computer as well as
other computers connected within its network. Different
types of virus programmes written have been known to
perform different adverse effects on computers. Some
attach themselves to a program on a hard disk and
multiply itself as the program runs, thereby slowing down
the computer speed [5]. Some might just change the
names of files stored or render them unreadable. Some
can corrupt or even delete files in a location of the hard
disk. Some others can install software that collects
passwords and login details [5]. Some might as well
hibernate in specific locations and spread itself first
before launching its harmful attack [5]. Others might
cause a less harmful attack.
The commonest way of infecting a computer with a
virus is through the internet. Email attachments and
several other downloaded documents can as well be
sources of virus attack. Memory stick usually transfer
virus from one computer to another locally. Viruses can
be classified as: Macro viruses, File viruses and Booth
viruses. Each of them has its specific effect on a computer
for instance; file virus attaches itself to a program and
then infects other programs. It then spreads itself on the
computer but not on data files or documents. While
booth–section viruses infect only one small part of the
hard disk [5]. Some common viruses that have caused
havoc to computers includes: Trojan Horses,
Polymorphic viruses, Stealth viruses, Retro viruses,
Multipartite viruses, Copycat viruses [5].
A new computer virus known as Kneber botnet has
infected almost 75,000 computers worldwide [8]. The
virus collects login details of users of online social
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networking, financial and email systems and reports back
to the hackers. It is believed the developers; from Eastern
Europe sell the information obtained from victims. The
attacks which was revealed in January 2010,
acknowledged that hackers using the new virus have been
able to access information from 2,400 companies in
almost 200 countries over a period of 18 months [8]. Also
affected were 10 U.S. government agencies, online
banking sites, Yahoo, Hotmail, Facebook, etc. At the
moment, conventional intrusion detection systems are
inadequate for addressing the threat posed by Kneber [8].
To protect a computer from virus attack, it is important
to install updated antivirus software so that computers can
be protected from evolving viruses that keep multiplying
every day. Interestingly, a school of thought had
suggested that it could be possible that companies
specialised in writing antivirus software might as well be
involved in writing the virus software itself, for obvious
reasons.
HACKING
Compromising security by any means usually due to
carelessness or negligence can be very disastrous.
Hacking practice is very common these days and despite
the technological advancement in firewalls development,
a lot of people still succeed in breaking into secured
information. This success has been attributed to the
vulnerability of TCP ports 80 and 443. In October 31,
2001 Acme Art Inc website www.acme-art.com was
hacked [4]. Valuable information such as credit numbers
from the company’s online stores database were stolen by
the hacker and posted on a Usenet newsgroup. This cost
the company hundreds of thousands of dollars within
hours after it was released in the media [4]. During
investigation it was discovered that the firewalls
prevented everything but the HTTP traffic through ports
80 and 443 were the loose ends. Hypertext Transfer
Protocol (HTTP) is run through port 80 while HTTP over
Secure Socket Layer SSL (HTTPS) is run through port
443 [4].
Despite the much publicised advert concerning the
capability of firewalls to guarantee intrusion prevention,
web attacks are still a success till date. This is because
firewalls will have to allow web traffic to go through
them. An attacker can therefore assume an encrypted
anonymous state through HTTP/HTTPS ports 80 and 443
respectively to gain access to the database of a system
without the obstruction of the firewalls [4].
PROTECTION WHILE ONLINE
Online protection involves securing not only what gets
to a personal computer from internet but also the
information sent by a computer via a network. The
original design of the internet was made to be able to
connect a few computers for use in the military and the
academia [5]. It was not intended for a wide commercial
purpose as it is used today; hence not much security was
considered during the design, although a lot of
improvements have been made on security and protection
over the years [5]. Based on the threats available to
computers connected online, the following are some of
the means whereby protection is made available.
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CRYPTOGRAPHY
To ensure that a piece of data sent over the internet
arrive its destination without compromising its content, it
is often necessary to employ the use of cryptography
technology. This involves data scrambling known as data
encryption and unscrambling known as decryption from
sender to receiver respectively. Cryptography is made up
of four main parts: (a) Plain text, which is the original
form of message. (b) Cryptographic algorithm or cipher,
which is the mathematical operation used for encrypting
and decrypting. (c) Cipher text, which is the message
after encryption. (d) The key, which is a unique number
of characters used to encrypt or decrypt the message [5]
[6].
Cipher

Plaintext

Ciphertext
Encryption
Process

Key

Fig.1. Parts of Cryptography Process [5]

Encryption process could be symmetric or asymmetric
encryption. Symmetric encryption involves using the
same key to both encrypt and decrypt a message. The key
which must be kept secret is known to both the sender
and the receiver.
Sender

Plaintext

Encryption
Process

Ciphertext

Key

Recipient

Plaintext

Decryption
Process

Ciphertext

Fig.2. Symmetric Encryption [5]

Asymmetric encryption, also known as public key
encryption involves the use of one key to encrypt a
message and another to decrypt it. The key that encrypts
the message is known as the public key while the private
key is used for decryption. It is important to note that the
private key can also be used for both encryption and
decryption, but in asymmetric encryption it is best not to
use the private key for encryption [5]. Asymmetric
encryption provides a better security for data exchange
since the private key is not shared by anyone else. It is
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used for authentication of someone’s identity on the
internet. It is also used to assign digital signatures and
digital certificates [5].
One-way Hash algorithm is a third type of
cryptography but it is used very different from the earlier
two described above as it does not actually encrypt data
[5]. It is used for verification of data integrity. For
instance, a plain text that was run through a one way hash
algorithm will generate a cipher text called message
digest. Then both the plain text and the message digest
are sent. When the receiver runs the plaintext that he
receive, if he fails to obtain the same message digest that
was sent to him, then it means that the message was
modified on transit [5]. A digital signature can be
obtained by combining the functions of the one-way hash
algorithm and public key encryption. When a message is
run through a one-way hash algorithm, it generates a
message digest. If the message digest is then encrypted
using a private key, the resulting cipher text is known as a
digital signature [5]. The signature can now be attached to
the message itself before sending.
Secure Socket Layer (SSL) is the fourth type of
cryptography and it is one of the most popular
cryptographic systems [5]. It uses all three types of
encryption described above. It is used for secure web
online transactions such as shopping, stock trading,
banking, etc.
INTERNET PROTOCOL SECURITY (IPSec)
IPSec is another form of security to computers
connected online. It defines the standard way whereby
information transmitted through the IP may be encrypted
or authenticated as it moves from a source to its
destination [6]. It supports peer authentication at the
network level. Data integrity, data origin authentication,
data confidentiality (encryption) and replay attack
protection are also guaranteed [9].
PHYSICAL LEVEL SECURITY
Physical break in the connectivity of computers in a
network is obviously the strongest form of security
breach in IP security. A hacker who successfully gained
access through the physical connecting routes can
actually operate at will. Hence even if there are physical
connections to the outside world from a computer, some
connecting constraints are used to keep away intruders.
Access control can be used to limit access to a node by
utilizing source IP address, user ID and password [6].
APPLICATION LEVEL SECURITY
This involves protecting data sent over a network from
interception or modification before it gets to the recipient.
Cryptography techniques are effectively used to enhance
this level of security.
NETWORK LEVEL SECURITY
This provides security to all content of IP packets
including IP headers. IPSec which is the mainstay at this
level authenticates the sender and verifies that the data is
still intact [6]. It also keeps intruders from having access
to the data.
TRANSPORT LEVEL SECURITY
The biggest security risk of transport layer is the fact
that it does not hide important fields in its protocol
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headers. Hence it gives clues to the purpose, source and
destination of the data [6]. Unfortunately, security
enhancements are not available in all transport protocols.
But since the security at this layer is provided by the
Transport Layer Security (TLS) protocol, this protocol is
run over TCP between application and transport protocol
with the utilization of Secure Socket Layer (SSL). This
feature provides the necessary transport-layer security [6].

Fig.3. Transport level security protocol run over TCP [6]
VIRTUAL PRIVATE NETWORK

This is a network created to ensure that there is a
secured and private network between computers of an
organisation at two different locations. It is a more
efficient and less expensive way to establish a WAN and
at the same time, ensure that no intruder intercepts the
organisations communication. It uses an encrypted tunnel
over the public internet thereby ensuring that its pathway
is entirely secured [5].

Fig.4. A typical VPN network [12]
FIREWALL

This is a program that is used to inhibit unwanted
access to a computer in a network. Usually, authorised
packets of data are allowed to get through a firewall while
unauthorised packets are blocked [5] [14].
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Table.1. Showing 5 ranks out of 32 million passwords hacked in December 2009 [10].
Rank
Percentage %
Repetition
Password
1
0.91
290731
123456
4
0.19
61958
password
5
0.16
51622
iloveyou
13
0.05
16094
babygirl
20
0.04
13856
qwerty

Fig.5. Firewall isolating computers from the internet [11] [6].

There are two types of firewalls: Network firewall,
used to isolate one network from the internet. And
Personal firewall, used to isolate a computer from the
internet [5].
DESKTOP SECURITY
A lot has been said concerning security of data stored
or transferred via a network, but the most important
aspect of computer security has to do with desktop
security. Any successful attack on the desktop computer
does not only give the attacker access to do whatever he
pleases with the information stored, but there is also the
risk of theft of the entire computer especially laptops.
LAPTOP THEFT
There has been an increase in reported cases of laptop
theft. Any laptop left unattended to can easily fall prey.
The market is also a favourable one and the portability of
the device compliments the ease by which it is stolen. The
best way to secure a laptop that is in an office or places
where people can easily have access to it from theft is, to
use a cable lock that can be secured to a table. Backing up
of files especially important ones is very essential.
Sometimes the value of the information stored on a laptop
can be worth more than the laptop itself.
USING PASSWORDS
Passwords are set of secret characters used to enhance
privacy. They can be created for several reasons such as
limiting access to computer files as well as to protect and
ensure privacy while online. It is usually not advisable to
use common words or phrases while creating passwords.
Words such as the user’s name, date of birth, name of
workplace, school and several other words that can be
easily guessed should be avoided. Although people
choose words that relates to them every day so that they
do not forget the password, it is also important to
consider security implication of using weak passwords
which can be easily cracked. It is usually more secured to
create passwords with combination of numbers and
characters with different cases, as well as special
characters example punctuation. Also it is more secured
to create passwords longer than 8 characters. Some of the
most common passwords list, out of 32 million passwords
that were hacked during a major password breach in
December 2009, is as listed [10].
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CONCLUSION
What a wonderful world we would have had if there
were no crime and criminals. But since crime seems to be
part of human nature, no effort to protect properties
including information should be considered excessive.
Information is power hence; private information should
be kept secured so that the contents therein should not fall
in wrong hands.
This research work is based on reactive type of approach
towards securing information. A suggestion for a further
work can be based on proactive approach. This is to
ensure that intruders are given little or no chance to
operate.
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DLNA – Made Content Sharing Easy
A.K. Berahim
School of Engineering, Design and Technology
University of Bradford
Richmond Road, Bradford, West Yorkshire BD7 1DP
Abstract – Digital Living Network Alliance (DLNA)
provides design guidelines to make life easy for common
home network users to share images, videos and audios
seamlessly between devices in the network. This paper will
focus on DLNA device classes and supported file format, the
communication protocol used, current design issues and the
adaptation of DLNA technology outside it current scope
based on previous research.
Keywords: DLNA, wireless home network, audio/video
streaming

I. INTRODUCTION
The growth of digital data files for photos, videos and
songs in the last few years has seen a rapid development
of digital media sharing devices. Digital media devices
such as television, game console, and DVD or BD player
are getting more connected than ever before by the
introduction of wireless or wired network ports to every
new product in the market. These devices combined with
the ‘traditional’ network devices like personal computer
(PC) and mobile phone are screaming for a better, much
simpler, and easier to set up interoperable network for
digital media sharing.
Circa 2003 and earlier, manufacturers developed their
own standard connection and signalling which can never
agree to each other. Realizing the problem, Sony and Intel
started the Digital Home Working Group in June 2003,
which after a year and participation from other
manufacturers like Panasonic and Pioneer, the Digital
Living Network Alliance (DLNA) is introduced with
currently more than 250 members and promoters[1].
DLNA is not a standard, it is just an interoperability
guidelines aimed to manipulate current industry standard
to bring together the industry players to a level ground in
terms of digital devices networking. It focuses on the
ability of devices to share imaging, audio and video. The
common threads that consumers are expected to find in a
DLNA digital home are [2]:
•

The ability to get, save and access digital music
from anywhere inside the house.

•

Manage, view, print and share digital photos with
ease.

•

Bring favourite content on the move.

•

Enjoy sharing recording and playback with others.
II. DEVICE CLASSES AND CATEGORIES

DLNA devices can be divided into three categories
with 12 classes. The categories are shown in Fig. 1,
which are home devices, mobile handheld devices and
home interoperability devices.
School of Engineering, Design and Technology
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Fig. 1. Device classes and device categories [4]

A) Home Network Devices (HND)
There are five classes in this category which are DMS,
DMP, DMR, DMC and DMPr.
1) DMS devices are basically devices with storage
media. DMS provide services such as media storage,
recording, media acquisition as well as sourcing. Device
with DMS capabilities is often incorporate DMP service.
Examples of such device are Personal Computer (PC) and
DVD recorder.
2) DMP has the ability to look for content provided by
DMS. The content is then pulled from the server for
playback or for reproduction. Televisions, game console
and home theatre system are examples of DMP.
3) DMR playback content from DMS that has been
initially setup by a DMP.
4) DMC devices capability is to match data it pulls
from a DMS device to a DMP device. It sets up
connection between the two devices. A multifunction
remote control is an example of this.
5) DMPr as the name suggest, provide a printing
service. Photo printing is the main scope of DLNA but
other type of media printing is also supported by DMPr.
A few examples are photo printer, all-in-one printer and
printers that are connected to a PC that allows it to be
shared on a network [2].
B) Mobile Handheld Devices (MHD)
MHD shared the same capability as HND but it
requires a different set of media formats and networking
protocol. Media formats for MHD and HND will be
discussed in detail in the next section.
1) M-DMS function is very similar to DMS. Example
of such device is mobile phone.
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2) M-DMP is also similar to its DMS devices
counterpart.
3) M-DMD downloads content provided by DMS or
M-DMS and plays it back. Portable MP3 player is one
example of M-DMD.
4) M-DMU devices such as digital camera have the
ability to upload content to M-DMS or DMS.
5) M-DMC find content pushed by M-DMS or DMS
and matches it to the reproduction capabilities of a DMR.
This will set up the connection between the two devices.
C) Home Interoperability Devices (HID)
1) MIU plays an important role to convert the required
media formats between HND and MHD since both
devices have a different format support.
2) M-NFC act as a bridge between HND and MHD
network connectivity.
III. INTEROPERABITY FRAMEWORK
Fig. 2 below shows the protocol stack architecture of
DLNA.

Fig. 2. DLNA protocol stack [4]

III.

IPv4 layer – This layer controls the content
transfer using internet protocol (IP). IP is the
most commonly used protocol for any device
on a network. DLNA take advantage of this by
using IPv4 as it basic building block. DHCP is
used to automatically assign IP address to
devices. Using IP for digital home has several
advantages [2]:

•

It allows applications to communicate seamlessly
between different media.

•

It allows devices to connect or giving the
possibility to connect to the internet and to other
internet-connected devices around the world.

•

It is very cheap to implement then other
technologies.

2) UPnP layer - In the figure, the next important aspect
after the IP is the UPnP layer. This is the technology that
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enables DLNA certified devices to discover other
device(s) in the same network. It uses the standard UPnP
discovery and control protocol to find and connect to
other device, however, application software is still needed
to manage the user interface using the UPnP application
programming interface (API) as standard [3]. Once a
device is discovered and connected, it will then learn the
capabilities of the other devices and work together
reliably.
3) Media Format Layer – Media formats are divided
into 3 types; for imaging, audio and video.
Imaging for home devices as well as mobile or
handheld devices required the use of JPEG format as
standard. GIF, TIFF and PNG formats are optional,
however, it is recommended that these optional formats
are included for more efficient utilization of bandwidth
and storage space where applicable.
Supported audio format for home devices has a slight
difference as compared to audio format for mobile
devices. Home devices implement a 2-channel Linear
Pulse Code Modulation (LPCM) as a required format and
MP3, WMA9, AC-3, Advance Audio Coding (AAC) and
Adaptive Transform Acoustic Coding (ATRAC3plus) as
optional. For mobile devices, MP3 and MPEG4 Low
Complexity profile AAC (MPEG4 AAC LC) is used as
mandatory while MPEG4 (High-Efficient AAC (HE
AAC), Long Term Prediction AAC (AAC LTP), Bit
Sliced Arithmetic Coding (BSAC)), Adaptive Multi-Rate
audio codec (AMR), ATRAC3plus, G.726, WMA and
LPCM as optional.
Mandatory video format for home devices is MPEG2
while MPEG1, MPEG4 and WMV9 as a non obligatory.
Mobile devices on the other hand carry MPEG4 Advance
Video Coding (MPEG4 AVC) (with AAC LC associative
audio) as mandatory. Optional format includes VC1,
H.263, MPEG4 part 2, MPEG2, and MPEG4 AVC (with
BSAC or other codec for associative audio)
4) Copyright protection layer – This is the most
complex part of DLNA with a lot of works still currently
going on. Copyright protection is required in order for
commercial digital content to be used on DLNA devices
to protect the content from being copied or used illegally.
While the content provider’s right is protected, consumer
right to copy and use the media on any devices they
owned must be in the balance. Issues regarding Digital
Rights Management (DRM) will be discussed in the next
section.
III. CURRENT ISSUES
Issues related to current design guidelines are:
1) Easy to setup and use
One of DLNA vision is to lift the burden of setting up
home network and content sharing. Setting up home
networking is not an easy thing to do, especially if it
involves other devices such as game console, television,
School of Engineering, Design and Technology
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home theatre system and mobile devices. After which
comes the ease of use of the connected devices. Current
design guidelines still required user to provide info such
as home network ID and setting up shared folders on PC,
among others. Then, DLNA media format itself must be
conform to in order for DMS to be able to share it on the
network and DMP and other device classes to be able to
discover and playback the media.
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unit, mobile phones, personal data assistant (PDA) and
portable game consoles. Fig. 3 shows an example of the
connection.

2) Digital Rights Management (DRM)
Premium digital contents are normally protected by
particular DRM or restrictive access such as Windows
DRM10, Apple Fairplay, Real Helix, Digital Video
Broadcasting Common Scrambling Algorithm (DVBCSA) or Open Mobile Alliance (OMA2.0) [5]. Current
DLNA guidelines are not able to support interoperability
of DRM. However, DLNA does have its own proprietary
standard called the DLNA Link Protection [6] which
protects data in transmission between devices. This will
only allow users to view content while it is streaming.
Without DRM, the premium contents that user
downloaded might not be able to be saved, copied or
playback.
3) Network Security
DLNA will enable user’s personal images, videos and
audios to be transmitted without limit inside the home
network domain. This will present a threat especially for
users with wireless connectivity in their home. Even
though DLNA take precaution in their design guidelines,
user might still inadvertently let their guard down and
made their personal content available to people outside
their home network.
4) Quality of Service (QoS)
Home network with multiple DLNA devices operating
at the same time might face a problem sharing the
bandwidth. QoS management is required to control
bandwidth allocation to reduce jitter and to ensure
latency.
IV. ADAPTATION OUTSIDE THE SCOPE
There are a lot of research and development going on
about DLNA. Amongst others DLNA in cars, sharing of
contents outside home over IP and IP television (IPTV)
platform based on DLNA [7] – [9].
A. DLNA in Cars
In this paper, car is considered as another DLNA
device (such as DMP) that able to play contents from
servers such as M-DMS and/or DMS. In order for a car to
connect to a network, it should be wirelessly connected
(Wi-Fi) and support a minimum content format such as
MPEG2, LPCM and JPEG.
A car can be an MND or a HND. While the car is
parked in the garage, it can join the home network to
download contents pushed by the HND in the home
network. On the move, the car can become a ‘home’ and
acted as HND to other devices inside the car such as head
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Fig. 3. Car as HND/ MND

B. Sharing of Content Outside Home over IP
A prototype of DLNA-based content sharing over VPN
tunnel is demonstrated in the paper. A dial to connect
(D2C) is used to establish tunnel connection between
remote DLNA devices with home devices. The D2C
implement a Secure IP (SIP) authentication to establish a
connection. By providing a destination phone number and
providing that the destination gateway accepts the request
successfully, a tunnel connection can be established.
After a successful connection, the DLNA proxy function
will communicate with the SIP-VPN function to start
content sharing.
C. IPTV Platform Based on DLNA
The paper proposes a solution to increase the scope of
DLNA to IPTV. This will enable IPTV services to be
accessed by any DLNA devices in the home network. The
solution presented is based on multicast Internet Group
Management Protocol (IGMP) for live television and
unicast for Video on Demand (VoD) with minor change
to incorporate it to existing IPTV platform. Thus, the
existing network infrastructure can be reused while
eliminating service-specific set top box to view the
programmes.

V. CONCLUSION
There are advantages and disadvantages on
implementing DLNA design guidelines in home network
devices. DLNA does made life easier for average users to
set up their own content sharing networks.
However, due to the fact that it uses existing protocol,
UPnP and IP as a basis of the design guidelines, it is
bounded by their limits. Furthermore, DLNA does not
currently support all media formats. These limitation turn
users away since many video files currently in circulation
are in the form of DivX and XviD.
Using IP has given DLNA an advantage to expand
outside the home network. More research should be done
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into this area so that in the future, for example, if one
wanted to share his photo collections with friends, one
does need to run home to get it.
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Abstract - Mobile commerce is no doubt one of the most
innovative inventions, enabling monetary and business
transactions at the convenience of the end user via a
wireless device irrespective of its geographic location.
However most users would not transact business on
mobile devices even though some security has been
provided by manufactures for text messaging and other
applications. There are needs for additional levels of
security for transaction based functions for consumers
and financial institutions. Security in mobile
communication has always and will continue to be an
area of concern because users want to be assured of not
being defrauded or revealing vital information to
assailants. Hence it is essential to protect such
information from eavesdropping therefore curbing its
malicious use.
This report will focus on the use of Transaction Based
Security Scheme (TBSS), a dynamic security scheme
which provides secure communication channels for
transacting business on mobile device platforms. It is an
intelligent application that is implemented by the use of
cognitive agents which studies the nature of transactions
and assesses the risk levels to deploy the suitable security
strategy for the transaction from a depositary of security
algorithms. The scheme reduces security cost compared
to the static security scheme.
Keywords: Cognitive agents, Communication channels,
Mobile communication, Security.
1.

INTRODUCTION

Mobile commerce has the potential of being one of the
most lucrative innovations in the mobile
telecommunication industry because of its wide reach
and mobility. Despite the technological advancement
of mobile technologies and its applications, mobile
commerce is still far from being at its best because of
some limiting factors such as: relative unreliable
network-connectivity, unreliable network security,
computational restrictions, bandwidth insufficiency
and the heterogeneous network types.
The ubiquity and heterogeneous network types of
mobile communication needs a dynamic security
scheme instead of the conventional use of static
security schemes which deploys a common security
technique repeatedly for every transaction regardless of
the criticality of the transaction [4, 5]. Though some
static algorithms are effective and complex, but using a
complex security technique always is not necessary
because some transactions are less important than
others and do not need complex security schemes. It is
essential to have various security techniques available
for different transactions because using the same
School of Engineering, Design and Technology
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security technique repeatedly for all transactions leaves
communication susceptible to attack. The solution to
the dynamic nature of mobile communication would be
a security scheme that is able to detect risk levels,
notice network variation and understand user behaviour
in relation to how the mobile device has been used to
transact business in the past, a scheme that can make
intelligent decisions as per when and where to select a
particular choice of security algorithm to be used for a
particular transaction.
In
a
client-server
architecture
in
mobile
communication, mobile agents are used to prepare and
exchange information between server and client and
vice versa, hence incorporating the scheme into the
mobile agent would be necessary to effectively secure
the transmission of data. An appropriate security
scheme for mobile transaction is the Transaction Based
Security Scheme (TBSS) because it is sensitive to
transaction sensitivity by the influence of cognitiveagents which can respond by deploying the necessary
security technique for transactions. Cognitive agents
(CA) are intelligent software applications with high
reasoning abilities which are capable of making
sensible decisions by analysing the usage context, user
behaviour established by the history of previous
transactions and responding to impulses in real time in
any given environment [1 - 3]. CA’s deploy the
necessary security scheme in three steps; (1)
Perceiving transaction activity in the environment. (2)
Reasoning about the perceptions with existing
knowledge. (3) Acting by identifying and deploying
the necessary security technique. TBSS works in the
application level and it assists the user by making
efficient and accurate decisions in real time by
engaging the necessary security techniques. It uses two
types of CAs: Mobile Cognitive Agents (MCA) and
Static Cognitive Agents (SCA) which is secured in
respect to the infrastructure and transmission of
information [4, 5]. At the beginning of every
transaction the SCA which is at the server creates the
MCA, digitally signs for secured communication and it
and sends it to the respective mobile device. The MCA
makes observation of the transacting environment and
reports the results and beliefs of the user context to the
SCA. The SCA analyses user behaviour, sensitivity
and beliefs analysis of the transaction and initialises the
transaction security module which is responsible for
selecting the appropriate security technique for the
ongoing transaction based on the results of the
analysis.
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TBSS decision making arises from analysing
transaction logs and captured behaviours of its users,
which it uses to grade the user and challenges the user
when there is a deviation from past behaviour as
compared with the present usage context. Its ability to
select a reliable security scheme depends on the
decision made by the Transaction Security Module
(TSM) to choose a technique which matches the
sensitivity level of any transaction as directed by the
Cognitive agents.
2.

DEFINITIONS

This section provides some of the definitions of
terminologies used in this report.
2.1. Beliefs
This refers to any set of cognitive content held as true.
Observations made from the behaviour of the user in a
mobile transacting environment will spun a set of
beliefs in reference to the credibility of the current user
of the mobile device which will lead to a conclusion
after some analysis in categorising the user. The beliefs
generated by the MCA would determine if the user to
would be granted access to transact business or not.
The user could be categorised as a frequent user,
occasional user, mischievous user or even an attacker.
Beliefs are generated over a substantial period of time
and are stored in the Belief Database at the SCA.
2.2. Behaviour
It is the transaction behaviour of a particular user, the
methods by which transaction is executed in any
session. The behaviours are derived from accumulated
transaction data history of the user. E.g. Account usage
behaviour and Selection behaviour.
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As discussed earlier, it is necessary to categorise some
transactions of more importance than others because of
the variation in the magnitude of the hazards of
exposing vital information. As the risk increases,
precautionary measures are taken to ensure an
increased degree of security complexity. These levels
are as follows;
• Level 0: In this category the customer browses
an e-commerce website viewing products
without making purchase. Such sessions
does not need security because no
information is been provided nor
transaction executed.
• Level 1: This category there are no monetary
transaction but enquiries of the information
of certain products and provision of contact
information such as e-mail address and
phone numbers for feedback. There are not
much risks associated such sessions hence it
requires data integrity.
• Level 2:
This category involves minor
transactions which could lead to minor
damages for the transacting parties if
information leaks.
E.g. Transaction
involving request on how to make payments
for a product requires data integrity and
data confidentiality
• .Level 3: This type of level of transaction
needs the highest form of security because
it involves the provision of very important
information in the process of executing
business transaction online. It is paramount
to execute such transactions in the highest
form of security to ensure the safety and
privacy of the transacting parties. It requires
data integrity, data confidentiality and nonrepudiation.

2.3. Security Cost
2.6. Observation storage
This is the amount of cryptographic operations
performed during a set of transactions, security cost is
high when complex cryptographic techniques are used
and low on the contrary.
2.4. Security Techniques Depository
This is an inventory of several security techniques
with the corresponding secret keys ready for use by
TBSS. The security techniques available for use
include encryption/decryption algorithms, digital
signatures generation and hash functions, and they
utilise symmetric and asymmetric key infrastructures
e.g. DES, 3DES, AES and RSA (Data Encryption
standard; Triple DES; Advanced Encryption Standard;
Rivest, Shamir and Adlema Encryption respectively)
etc. In this paper the depository in arranged into three
levels, each level is deployed depending on the
transaction sensitivity level of the transaction.
2.5. Transaction Sensitivity Levels
-200-

It is a temporary storage where reports of observation
are stored in order to generate beliefs for conducting
any transaction on the mobile device.
2.7. Security Identifier
It is a unique identification (numbers or characters)
which is assigned by the Transaction Security Module
which would be used to identify a suitable security
technique for a particular transaction.
2.8. User Credibility Database
This is a database where attributes of the user's
credibility over a period of time is stored. An
Application service Provider (ASP) which holds
information of the user's interaction with the particular
business. The credibility of the user are attained from
the following criteria; The user identity, the home
network identity, the percentage of attempted fraud,
percentage of intrusion attempts, and percentage of
School of Engineering, Design and Technology
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successful transaction to mention a few. These values
are used to compute the mobile user’s (MU) reputation
rating and also in deciding if it would be allowed
access to commence transactions.
2.9. Network Credibility Database
This is a database which stores observations and
information of the operations of a particular ecommerce website as recorded by a service provider.
The credibility of the network is attained from the
following criteria; Network identification, network
capacity, percentage of intruders, percentage of
fraudulent activities, percentage of hackers, percentage
of defrauded customers and the amounts of complaints
etc. These values determine how safe a network is for
transacting business and influences the choice of
security technique that would be deployed within the
network.
2.10. Device Credibility Database
This is the database at the service provider where
information and records of the operation of the mobile
device as it has been used to transact business is stored.
The mobile device is identified with the user, using the
IMEI (International Mobile Equipment Identity)

number or MAC (Media Access Control) address to
identify the mobile device and the user. The credibility
of the device depends on the transaction history of that
device derived from certain attributes which includes;
User Identification, device identification, percentage of
fraud attempts, percentage of successful transaction
etc. The device credibility factor also affects the
security technique that will be adapted in business
transaction.
3.

THE TBSS ARCHITECTURE

The architecture is shown below in Fig. 1. It is made
up of various working components and applications
which work together to provide the desired secured
communication. These applications are shared and
utilized by the Mobile Application Service Provider
(ASP) and the mobile device as they are usually
incorporated into the mobile agent platform. Its method
of operation is a client-server oriented communication
system and it is divided into three main components [4,
5]; Mobile Cognitive Agents (MCA), Static Cognitive
Agents (SCA) and the Transaction Security Module
(TSM).

Figure 1.The TBSS Architecture [5]
i. Mobile Cognitive Agent
At the beginning of every transaction the
MCA is generated, digitally signed and sent to
the requesting mobile device with a belief
formulator logic which it uses to generate a set
of beliefs about the transacting environment.
After the MCA updates the SCA on its beliefs
about the transacting environment in respect
to the level of security needed for secured
communication hence it is given a suitable
security ID for it to implement. The MCA also
used to authenticate the identity of the mobile
device before access is granted to the client to
use the application and network facilities.
ii. Static Cognitive Agents
School of Engineering, Design and Technology
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The beliefs generated by the MCA are
submitted to the belief analyser at the SCA
which analyses the present transaction
behaviour and computes the belief deviation
factor (BDF). The transaction report is
submitted to the transaction analyser to find
the transaction sensitivity level of the
transaction. The SCA calculates the
cumulative deviation factor (CDF) and
compares to past transactions to check for
suspicious behaviours. The beliefs and present
transaction reports are sent to the transaction
predictor in the TSM which predicts the next
sequence of transaction that would normally
follow the present one and the result is sent
back to the TSL at the SCA to be analysed.
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After computation by the SCA the predicted
transaction is compared to previous predictednext transaction, if they match it means the
mobile user is following the expected
sequence and is allowed to proceed. On the
other hand if the predicted transaction does
not match with the expected sequence the
CDF increases based on the deviation in
transaction behaviour. If the increment is
abnormal the user would be challenged to
answer a set of security questions in order to
continue. The difference in the transaction
sensitivity level of the present and the next
transaction is calculated, if it is 0 the
sensitivity level remains the same but if it is
different the SCA will update security
technique identifier and request for a more
complex security technique for the
transaction.
iii. Transaction Security Module
It is responsible for executing security
techniques as specified by the SCA. It extracts
credibility information of the user and the
mobile device from the ASP with TSL form
the SCA. It computes these values with a
mapping function which it uses to select the
required level of security from the depository
of security techniques matching the TSL. It
has three components as shown in Fig. 1.The
transaction predictor, the security technique
identifier and the cryptographic module.
• The Transaction Predictor:
it is
responsible for predicting the most
likely transaction that will follow the
ongoing one as it is being executed
on a particular ASP. It uses data
mining technology to extract
transaction patterns of previous users
to predict future transactions.
• The Security Technique Identifier: It is
responsible for identifying the
requisite security algorithm from the

depositary or security techniques for
a particular transaction based on the
transaction sensitivity level.
• Cryptography Module: It performs
security task as specified by the
TSM. It accepts security id and data
(plain text) as input and it retrieves a
security scheme from the depository
of security techniques that matches
the security id to encrypt the data.

4.

MOBILE BANKING APPLICATION OF TBSS

This is an application software platform that provides
access to bank facilities and services via a mobile device
enabling customers to transact business anytime and
anywhere at their finger tips. The services offered range
from enquiry based to transaction based services and they
require different security techniques. This is why a
dynamic scheme like TBSS is essential because it can
identify the different transaction sensitivity levels in a
transaction process and deploy the necessary security
technique. Most security schemes use complex
algorithms even when it is not necessary, this increases
the speed of processing and reduces processing cost. For
instance in enquiry based services the transaction process
does not need the same security requirements that a
transaction based service would need. It needs a simple
security technique like authentication but the latter would
need a more complex technique. Consider a sequence of
transaction of a customer using a mobile device to access
bank services and the corresponding transaction
sensitivity levels is as follows: T1: Registration, T2:
Client authentication, T3: Balance enquiry, T4:
Transaction submission, T5: Vendor authenticity, T6:
Bank invoice, T7: Client confirmation; T8: Vendor
confirmation; T9: E-Money settlement and T10:
Acknowledgment. Assuming the customer is legitimate
the transaction will follow in the following order; (T1,
T2, T3, T4, T5, T6, T7, T8, T9, and T10).

Table 2 Security technique generation for a sample transactions session in mobile banking

Trans. from
MU
(Tpresent)
T1
T2
T3
T4
T5
T6
T7
T8
T9
T10
Keys:

•
•
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Securityid level at
MCA
DES
DES
3DES
3DES
DES
AES
AES
AES
RSA
DES

RV: Regular Visitor.
GC: Genuine Customer.

Belief

TSL
present

RV
GC
-

1
1
1
2
1
2
2
2
3
1

T next

TSL
next

T2
T3
T4
T5
T6
T7
T8
T9
T10

1
1
2
1
2
2
2
3
1

•
•
•

TSL diff
0
0
-1
1
-1
0
0
-1
2

CDF

0.01
0.01
0.02
0.02
0.025
0.025
0.025
0.025
0.025

New Security id

No change
No change
CNS1-HC
CNS1-LC
CNS1-HC
No change
No change
CNS1
CNS2
Finished

CNS1-HC: Choose new scheme from level-1 with higher complexity.
CNS1-LC: Choose new scheme from level-1 with lower complexity.
CNS1: Choose new scheme from level-1.
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•
•

CNS2: Choose new scheme from level-2.
CDF: Cumulative Deviation Factor.

Table 1 shows the selection of the appropriate security
technique from security depository for a sample of
different transactions given above. The security session
starts with level-1 security technique, i.e. DES. For the
remaining transactions the suitable security technique will
be decided ahead of the transactions communication from
the MCA to the SCA. The CDF is used to know whether
the usage context has become suspicious. For transactions
with same sensitivity level the security level does not
change. Whenever there are changes or increment in
sensitivity level of transactions, it checks for the CDF to
deduce if it is within the suspicion range and Transaction
Level security is 1, then a new security technique from
the same security class will be chosen. On the other hand,
a new security technique from the next security class is
chosen. The ability for the TBSS in choosing security
technique from the security depository ensures that at any
point in time, the relevant security technique is deployed
for mobile transaction security.
5.

CONCLUSIONS
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•
•

TSL: Transaction Sensitivity Level.
T next: Next Transaction.
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The TBSS provides a scheme for implementing dynamic
security for mobile transactions. The idea of using a
dynamic scheme increases the complexity of the security.
The classification of transactions into different levels of
sensitivity, and choosing the security technique which
matches with the transactions sensitivity makes
processing faster and reduces average security cost
compared to static schemes which deploys pre-fixed
techniques in any given transaction.
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Abstract-Agile software development method has been
widely accepted as agility has become today’s buzzword
when describing a modern software process. Since the
evolution
of
agile
manifestohttp://www.agilemanifesto.org/, various software
development methodologies that follow the manifesto's
values have steadily gained popularity. Many organizations
are adopting these light-weight processes to get their
software built, with their collaborative customer focus and
iterative test driven approach instead of the traditional plan
based approach to software engineering. User-centered
design (UCD) is a widely accepted methodology for
designing usable software that truly meets the needs of real
users (using prototyping as an iterative model to understand
users needs).
They both share many common principles, the agile
methodologies are lightweight and adopt very short iterative
development cycle and it’s important that UCD is
incorporated into agile methodology to increase usability.
This paper reviews the features of agile methodology and
why it has gain acceptance over the traditional waterfall
model, the principles of UCD, and how their major
similarities and differences can be leveraged on to increase
usability through interaction and collaborative effort to
increase satisfaction and productivity.
Keywords: Agile methodology, User-Centered-Design (UCD),
Software development

I.

INTRODUCTION

Software development is a complex project with
continuous changing requirements as a result of
technological innovations, which results in most software
projects not meeting the expected requirement at the end
of the development. This is as a result of the huge
advance planning and proactive nature of the well known
traditional waterfall approach of software development
which have dominated the software industry over the
years before the emergence of the “agile methodology”.
Recently, the agile methodology has been largely adopted
by the software industry in response to the changing
requirement of software projects and these methods as
stated by the agile manifesto are reactive rather than
proactive to change with high flexibility to welcome
changing customer requirement through customer
collaboration and interaction with the development team
in order to deliver a working software [1]. The agile
approach to software development is highly iterative,
incorporating customer’s emerging requirement unlike
the traditional waterfall model. UCD is another iterative
approach to software development which involves the
active involvement of users to understand them and their
requirement through prototyping. Since both agile and
UCD methodologies are iterative and customer/end user
focused, they can be both adopted to build usable
software, which meets the stakeholders requirement to
increase productivity and efficiency.
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The aim of this paper is to review agile methodology
and UCD and evaluate how they can be adopted in
software development project to increase usability by
incorporating customer/user changing requirements.
The paper is organized as follows: after the
introduction, section II, reviews the general overview of
agile software methodology. Section III contrasts agile
approach with the traditional software development
methodology. Section IV reviews the general principles
of UCD approach to software development. Section V
discusses the similarities and difference between agile
and UCD approach, and how it can be managed to
develop usable software that meets user’s requirement.
Section VI concludes the work.
II.

AGILE METHODOLOGY

The agile approach to software development has been
widely adopted in software industry. The agile
community is defined by a core set of beliefs and
practices. In 2001, a group of software practitioners
(referred to as ‘Agile Alliance’) who have been practicing
some light-weight software development method met in
USA to justify their common philosophy and called their
shared philosophy of software development ‘Agile’. They
signed a ‘manifesto for agile software development which
states four core values: [1, 2]
Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan
In addition to the four values, 12 principles were also
elaborately defined by the agile manifesto.
Agile processes which reflects these requirements
defined by the agile manifesto include Extreme
Programming(XP),
scrum,
Adaptive
software
development(ASD), Dynamic System Development
Method (DSDM), crystal, Feature Driven Development
(FDD), Agile Modelling(AM) and they all have similar
approaches both in philosophy and practice – methods
with great flexibility and leanness that welcome changes
in customer requirement and depend heavy on frequent
communication and team work rather than elaborate
documentations to communicate requirement and design
ideas [2,3,4].
[5] reviewed that agile reasoning is an attempt to make
development process light by eliminating the usual
complexity of planning, putting more emphasis on
customer value while encouraging an atmosphere of
participation and collaboration. [6], is of the same opinion
and agreed that agile development is about “feedback and
change”, that they are structured to welcome , rather than
reject high rate of change as a result of innovation and
changing requirement associated with development. [7]
define agility in terms of reacting to and encouraging
School of Engineering, Design and Technology
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changes while making sure stability and flexibility is at
equilibrium.
The major features of agile methods is the use of short
frequent iterations usually one to four weeks comprising
of planning, analysis, design, coding and testing to cost
effectively create quality software by small mutually
located team working closely together with the
stakeholder(s) as shown in figure 1 and 4. The common
properties of agile method are reactive rather than
proactive allowing quick adaptation to change in
requirement rather than planning for it [9]. Basically,
agile software development methods are methods with
high degree of leanness and customer collaboration at
every stage of the development thereby increasing total
customer satisfaction and productivity.

Figure 2: Generic agile development process, with
specific stages. [11].
III. AGILE METHODOLOGY VERSUS WATERWALL
MODEL

Figure 1: Agile method schematic [10].
As shown in figure 1 & 2, a small team of developers
collaborates with stakeholders at the beginning of the
project (iteration 0) to envision and discuss the
requirements and architecture of the software. These
requirements are captured through user stories (see also
figure 1) which are the basic features that are of interest
to the stakeholders. After the requirement gathering, the
agile team carries on with the software development
process; defines the requirement for iteration, writes code
and integrated test script which delivers working software
ready for presentation to the customer for evaluation and
verification. The piece of working software or that with
potential product functionality is in collaboration analyze,
evaluated and tested welcoming any new and dynamic
requirements which goes into the next iteration. The
iteration continues incrementally (see figure 3), until a
perfect version of the software is produced and the
stakeholder determines that the cost of delivering the next
incremental iteration cannot be justified by the high
business value [12].
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The waterfall model proposed by Winston Royce in
1970 is the most common traditional plan-driven
approach to software development that has dominated
the software industry over the years and it describes a
systematic linear sequential method for software project
management through five phases shown in figure 3 [2].
Agile have strive to eliminate the limitations of the
waterfall model as a result of its flexibility, customer
collaboration, on time and continuous delivery of
software [13].
In figure 3, the agile methodology has short iterations
which are incremental rather than phased which implies
that each increment of code is tested as soon as it is
completed and the output of the iteration is a functional
code which can be used to appraise and respond to
dynamic and evolving requirement of the customer/user.
While the waterfall approach emphases different phases
with specific task and deliverables at each phase.
Realistically, there is as much time for testing as there is
for coding but in most software projects, it’s not always
the case as it takes much longer time to code reducing the
time for testing or making it almost impossible to test.
The agile team is involved in a build and test code
pattern of development, instead of generating test from
requirements documentation that was developed before
the developers thought of writing a line of code as in the
case of the traditional waterfall model. The agile team
develops test that explains the requirements for each user
story each day or hourly before coding. The story can
only be considered done with when test which shows
minimum functionality are complete [12, 14].
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used by most software industries even though it has been
in existence over the years as they argue that the
techniques are frustrating as a result of its complexity,
requires too much time and very expensive to carry out.
Though, innovative organisations like IBM are adopting
the process as its offers the software business/ product a
wide range of critical benefits allowing them to develop
easy-to-use software, satisfy customers and stakeholders,
and reduce expenses on technical support and training,
ultimately increasing their market presence and
competitive advantage [16]. ISO 13407 document in [17]
describes UCD from four separate perspectives:
Basic fundamentals: This explains the advantages of
usability, which include a drastic reduction/elimination of
cost associated with training and support, improvement in
user efficiency, satisfaction and productivity.

Figure 3: Agile versus waterfall approach. [2, 13]
[8] contrasted both methodologies based on two beliefs
about the customer or user and noted that the waterfall
model believes that only the developers know and
understand the system requirement and this result in the
specification of requirement at the first phase through
case scenarios. While the agile methodology assumes that
both the developers and customer at the beginning of the
project do not have a full understanding of the system
requirement but will both understand these system
requirements as they proceed, through constructive
interaction and collaboration. Secondly, the traditional
waterfall model believes that customer do not know their
long term system requirements and that developers need
to include extra features to serve the customer future
requirement which eventually leads to a complicated
system design. Whereas agile is all about high degree of
simplicity- taking one step at a time, including features
that are relevant/meets customer’s requirement [12].
IV.

Plan for UCD: this part provides a clear understanding of
how UCD activities can be incorporated into the entire
product development. Emphasizing that the project plans
allows enough time and resource for iteration and user
feedback through teamwork and general communication.
Principles governing UCD: the ISO standard specifies
four general principles that characterise UCD:
•
Users must be
actively involved in the development process
and their task and requirements well understood.
•
Function between
users and technology must be allocated
appropriately
•
Rapid iteration of
the design solution
•
A
multidisciplinary design team
Activities in UCD: the standard stated in details the four
main iterative activities of the UCD as illustrated in figure
5. Primarily, this methodology believes strongly that
easy-to-use software doesn’t just happen, but rather
results from a multidisciplinary team working jointly with
the user to develop a software solution that meets the
user’s requirements and goal through collaboration,
communication and team work.

USER CENTERED
DESIGN (UCD)

User-centred design (UCD) is a widely accepted
methodology in industries for designing usable
applications that meets the need and requirement of its
users. According to reference [15], UCD is a design
methodology, which is multidisciplinary in nature and
centres on the active involvement of the user in order to
have a better understanding of the user and their
requirement. It involves iteration of design and evaluation
through prototyping. UCD improves usability and
usefulness. Previous studies have reviewed that the
traditional software development methods delivered
software that never met user’s requirement as they rarely
focus on UCD. Neilson in [15] argues that it is not often
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Figure 5: User-Centred Design Process [15]
V.

AGILE METHODOLOGY AND UCD

With the emergence of agile method, practitioners are
challenged with the task of incorporating UCD in the
software development process when using agile. They
both share common similarities as well as difference in
their processes and methodologies, and these have to be
understood in applying both methodology for software
development. They include [1, 3, 4, 13, 14, 17, 18]:
1.
The
major
similarity between both methodologies is their
iterative design approach where user feedback s
are incorporated back into the design process.
2.
They both rely on
active team work. In the case of agile, team work
and customer participation and interaction as
emphasized by the agile manifesto and UCD
principle
which is based on the active
involvement of end users in the design team.
3.
Agile
methods
places great emphasis on user, making sure they
are continually involved in the entire software
development process. This is seen in their
involvement on a weekly or monthly basis to
review the development process with the team
before iteration. While the UCD principles also
agree that user should be actively involved and
their task well understood to aid usable product
design.
Two major difference between both methods which
have to be well understood while incorporation UCD
in Agile environment are:
1.
In UCD there is
an up-front design and testing with the user in
order to understand their requirement before the
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development of the software is initiated which
agile strongly disagrees with but prefers writing
codes which are presented to customers as
working software (Agile manifesto).
2.
Agile techniques
greatly emphases on less documentation and
delivers working code to customers for
evaluation while UCD engage in prototypes
which are mostly documented.
Though both methods have been used in industries to
design software but there are still issues in both industries
and literatures in incorporating UCD in agile projects as
UCD designers find it difficult to fit into the design team
[14]. But given the major similarities and differences it
will be easier and possible to leverage on the iterative and
customer driven approach of both methods in developing
usable software. UCD helps in defining the user
requirement in order to develop usable software; by
involving the actual users which agile methods strive to
answer by engaging customer or project owners.
Considering the similarities in their principles, it’s argued
that UCD should not be envisioned as a huge up-front
design rather a strategic means of ensuring that the
software development project is accomplished
successfully. The rapid prototyping in UCD that is seen
as excessive documentation by agile can be used in
storyboarding to develop user stories or coded prototypes
with reduced documentation and made available to end
users and customers immediately rather than waiting
weekly or monthly which will enable the real end users
and selected customer representative to make corrections
and add any new feature before the next iteration in order
to keep reworking at a minimum.
The benefits derived from the use of agile methods and
UCD in software development therefore include [18]:
•
Continuous
incorporation of
user feedback to better
understand the problem
•
Understanding the
stakeholders of the software development project
•
Working rapidly
across multiple iterations and validating user
stories before engaging in extensive coding.
•
Designing
the
total user experience
•
Reducing the risks
associated with software development project.
All these, results from the stakeholders/end users and
developers continuous interaction and collaboration to
build usable software thereby increasing usability,
productivity and efficiency which are the primary aim of
agile and UCD.
VI.

CONCLUSION

The agile methodology have gain acceptance in the
software industry over the long adopted traditional
waterfall approach to software development as a result of
its leanness, flexibility and customer driven approach.
Since agile and UCD share similar approach to software
-207-

Information Technology and E-Commerce

development, they can both be adopted to build software
with high degree of usability and which meets the users
business needs and requirements through collaborative
workshop to create user stories that enables rapid
iteration and feedback thereby mitigating software
project associated risk and eventually delivering usable
software.
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Abstract-The globe is now digitally revolutionized. It has
positioned itself to seize the opportunities of this digital age
to develop the economy and boost the welfare of its citizens.
Some regions in the world are yet to adopt the use of these
emerging technologies. This imbalance in the use of
information communication technology (ICT) between
different regions of the world gave birth to the need to
create scheme known as e-readiness to monitor this divide.
E-readiness checks how a community is able to integrate the
use of ICT and participate in the networked world.
The primary focus of this research is to evaluate the
requirements of e-readiness and determine the assessment
tools used for e-readiness in tracking the digital divide. The
assessment tools will be examined to show how it is used to
evaluate a community’s readiness for the networked world.
The major findings of this research suggests that for a
country to be able to participate in the networked world it
needs to have access to global communications network and
make it affordable for its citizens. Other findings include
measures to adopt and use these technologies for improving
the economy.
Keywords: Information communication technology, Ereadiness, Networked world.

I.

INTRODUCTION

The emergence of diverse forms of technologies is
moving the world rapidly toward a different economic
order. The digital age has introduced continuous but
significant transformations in the developing and the
developed regions of the globe, such that applications of
different information and communication infrastructures
are becoming a mandatory requirement for the
development of the economy. Digital networks and
applications do not only support how organisations work
and do business, but also how people obtain goods and
services and remain connected with friends and family
[12]. The penetration of the internet throughout the world
has created studies on various aspect of electronic
activities, such as e-government, e-business and ecommerce[4].These studies drew interests on the
inequitable access to ICTs by people in a country or
between countries [7]. It showed that a large population
of people do not have access to technologies that could
improve their lives [1]. The gap between those who have
access to ICT and those that cannot is termed as Digital
divide. This imbalance between communities fully poised
to profit from the benefits of the information age and
those that are unable, has become a major topic of
discussion and concern for policy makers [7].
Investigations are been carried out to find out the reasons
for the digital divide and ways to avoid it.The various
attempts to bridge the divide lead to the development of a
scheme known as electronic readiness(e-readiness). It is
designed to provide quantitative snapshots of how
communities have positioned themselves to take
advantage of the benefits of information technology (IT)
School of Engineering, Design and Technology
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[8]. A lot of time, money and efforts have been invested
in determinig the level of a commuinties’ e-readiness,
these includes the development of various kinds of tools
to assess how a community is ready to participate in the
networked world. There is need to coordinate these
investigations to avoid wasting time and resources in
repeating assessment of area in one survey. Organisations
such as the Bridges organisation have identified such
need and have taken a step further to examine the specific
tool used during such surveys. The results of such
assessment where aimed at assisting in understanding the
issues that need to be addressed and resolved to narrow
the digital divide [4].
A review of the literature in this field of study show
that different terminologies have been used for ereadiness assessment schemes, however for the purpose
of this paper the term assessment tool will be used
through this paper.
In a bid to support the discussion regarding the concept
of e-readiness this paper seeks to provide a base of
understanding of what e-readiness is in the next section,
then the purpose of the assessment tools, by examining
the prerequisites for the assessments and how these
assessments are carried out to determine its relevance.
Finally we look at the limitations of the tools and
conclude with recommendations for future research.
II.
WHAT IS E-READINESS?
There are different notions of the subject of e-readiness
and since it is still a new area undergoing a lot of research
and investigations it is yet to have a standard theoretical
basis [6].Various organisations have made attempts to
define the concept based on their experiences and
knowledge of the field, one of such organisation is the
Computer Systems Policy Project (CSPP), this is one of
the first body in defining e-readiness as a community that
has constant high-speed access in a competitive market
and is able to adopt the use of information and
communication technologies (ICTs) in its various
endeavours[7]. Since the emergence of the first ereadiness tool, a wide range of e-readiness tools have
emanated through efforts of development agencies,
research organisations and academia [6]. Generally each
of these tools gauged e-readiness based on the
developer’s perception of e-readiness and the purpose of
the tool. Existing studies infer that there are different
perpectives on the usefulness and credibility of the
existent tools [7].
One of such study is the report by the Economist and
Intelligence Unit (EIU) who since 2000 publish annual ereadiness rankings of the 60 largest economies in the
world, using a tool that defines e-readiness as a collection
of factors that determine how a country’s economy is
amenable to internet-based opportunities. These rankings
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empower the government to measure the success of their
technology initiatives against those of other countries
[11].Drawing from the above premise and the existing
reviews of such studies, it is evident that the divergence
of e-readiness definitions represents multiple levels of the
development of ICT and the exact definition of what ereadiness is, is still open for debate [15]. In this regard
there is no universal acknowledged definition for ereadiness. This is also due to the fact that the area is a
new phenomenon and the tools for assessment served
different purposes based on the developer’s view of ereadiness. The common consensus drawn from the
various studies reveal e-readiness as the length to which a
community or an organisation is ready to participate in
the IT revolution. It is not about the number of ICT
facilities in place but the consumer’s ability to skilfully
use it for their own benefit [12]. Though e-readiness is
seen to be progressing around the globe, achieving it is
becoming more challenging [12].
III.
E-READINESS ASSESSMENTS
A. Prerequisites of E-readiness assessments
Several researchers believe that for a successful
implementation of ICT, the following three important
factors must be considered [3]
• People

A community cannot make use of advanced digital
services without internet access to voice and data
communications [12].These include a wide range of
determinants such as quality of the network access to the
internet, it not only involve having access but also been
able to afford the use of the internet and know how to use
it to benefit from it [2] [12]. Others include the network
speed,
the
availability
of
information
and
telecommunication infrastructure (access to good mode of
communication such the mobile phones).
• The environment
E-readiness framework factor in these requirements, to
measure the readiness of a nation’s environment for the
integration of ICT [2]. These include:
1. Educational environment: The use of ICT in
schools to enhance learning. It also include
developing the workforce with the aid of IT
infrastructures such ICT training programs to
improve the way people within an organisational
environment work.
2.

Government environment: The government is
perceived to be an important agent of a country’s
economic growth that has the ability to set in
motion several frameworks for digital
integration. They should be able to demonstrate
their commitment to ICT development by
creating digital channels for its citizens, for
example by increasing active participation in the
political process through online voting [12].

3.

Legal environment: This involves providing
safeguard rights to communicate and access
information online. Laws should be created to
establish for authentication and certification of
online transactions. It also includes how
countries create a legal atmosphere to resolve
issues like cybercrime and data privacy [12].

•

Consumer and business adoption

They are the ultimate users of technology. A
community cannot be e-ready if the people are not ready
in terms of having the required skills to adapt and adopt
effective and efficient use of ICT [3].
• Process
These include procedures, ethics and culture carried out
to achieve a specific goal. Countries have to ensure that
their existing process is flexible to accommodate the new
technologies or compliment them, in order to reap the
benefits of these new technologies [3].
• Technology
This includes the availability and usage of the hardware
and software within a community. The impact of the
technology cannot be felt if the adequate infrastructure is
not in place and not available to the ultimate users [3]
Despite the variations in the definitions of e-readiness
by different tools, the tools incorporated these factors to
gauge how a community exploit the various technologies
to improve its economy. They on average have a common
consensus on the level of prerequisites that should
support the above factors in adopting the use of ICT [6].
The assessments have adopted quantitative procedures
that assign to countries numerical scores depending on
how they performed on the specific components of ereadiness assessments [6].The components include;
•
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Accessibility and Connectivity to technology
infrastructure

This requirement examines how individuals and
businesses make effective and extensive use of these
technologies for their benefit. It determines the
percentage of resources spent in accessing these ICT
applications, the degree and range of internet elements
used by individuals, such as using the online public
service like e-commerce to purchase goods [13].
B. Assessment tools
[14] asserts that these tools use a wide variety of
approaches for the assessments. Each of the tools has a
different definition of e-readiness and so their objectives
were different. For example the Harvard University’s tool
called the Networked Readiness Index (NRI) defines eSchool of Engineering, Design and Technology
University of Bradford

9th Research Seminar Series Workshop

readiness as the extent a community is ready to
participate in the networked world. The NRI gauges a
community’s capacity to make use of its ICT resources
[3].
To understand the purpose of these tools, researchers
have classified them into groups. This classification was
done based on the objective of the tool and the method of
assessment. [8] [9] [16].
Classification based on the objective includes:
1. Electronic economy (e-economy) or e-ready
economy: the tools in class focus on the basic
information technology infrastructure that a
community has and its ability to benefit from the
use of it [7]
2.

Electronic society (e-society) or e-ready society:
these tools measure the ability of the overall
society to benefit from the use of ICTs [5]. It
also includes how communities are been able to
access these infrastructures when required,
afford it and possess the required skills to use it.
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3.

4.

Readiness Guide for living in the Networked
World.
Practices use experiences learned in other
countries and or comparing with other or similar
countries, such as the Ready? Net. Go! Tool
designed by the McConnell International.
Analysing the history of economic, political and
social activities within a country. These
activities are used to explain or forecast
information technology in the country [8]. A
good example is the tool designed by the
Association of South east Asian Nations
(ASEAN).[8]

TABLE I
Summarised outline of some selected assessment tools [1]

Classification based on the method of assessment
includes:
[5] [7] [8] [16] identified four main methods:
1. The use of statistical methods to analyse data to
examine the relationship between individual
factors, an example of such tool is the Global
diffusion of the internet developed by the
Mosaic group.
2.

Questionnaires –The tools in this category are
few. Interviews are conducted by asking
questions to evaluate the use of ICT in the
community and the responses were aggregated
to determine the performance of the community
[1] [16]. A good example is the CSPP’s

C. Limitations of the assessment tools
A spawning revolution which is seen to be increasingly
coming to have a great impact in today’s world is the
introduction of social networking and the use of web 2.0
applications and technologies. So far none of the exiting
e-readiness tool explicitly measures the availability of
such application or its usage [12].
The tools were able to detect areas that are lacking in
the adoption of ICT but they did not proffer measures on
how to implement the integration of such technologies to
ensure a society or an economy is e-ready [8]. Access to
information is regarded as the most influencing
competitive factor. These assessment tools did not
explicitly address how information systems connects
users to an information source that is relevant to their
needs with expectations that the user would be able to
retrieve the portion of information required to achieve the
knowledge that would satisfy their needs[6]. Tools do not
School of Engineering, Design and Technology
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reflect the needs of the less privileged group [1]. They are
vague in addressing the basic requirements of such group
to attain e-readiness.
D. Relevance of e –readiness
The assessment identifies areas around the world that
do not have access to ICT [1]. They help to understand
the problems that need to be resolved in order to narrow
the digital divide [4].Achieving high level of e-readiness
enables a community to use ICTs to improve services
and create opportunities for its citizens, such as
enterprises been able to transact business electronically in
order to achieve fast delivery of services [11] [6]. Quality
information can be made available to individuals to
reduce the digital divide between firms and the rest of the
world [11]. The assessments understand and identify key
and relevant ICT based development opportunities [6].
These assessments assist the government to measure the
goals for an information society. It is therefore important
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to carry out these assessments so that the outcome can be
used to improve global competitiveness [6].For
developing countries these assessments act as a guide to
decide which those areas that are important for the
integration of ICT.
CONCLUSION
Countries who do not address the issues of the digital
divide between and within their countries are faced with
the threat of being left behind. Having access to ICT and
not having the basic skills to use it counts little. For
effective practical use of the ICT to be evenly distributed
around the globe it is necessary to look at the e-readiness
assessments combined with analysing the socio-economic
activities of various communities [12]. [12] also asserts
that for a nation to be able to digitise its economy, its
government should contribute by having a stable
commitment to a wide range of competition, taxation
scheme that is fair and transparent and encourage
borderless trade and investment role. The Government
should also provide basic amenities such as electricity,
because without it the ultimate users can not use the
infrastructure
The wide spread of the integration of ICTs in our society
contribute to the success of the information age
.Technologies such as the internet have turned the globe
into an interconnected network of individuals and
businesses interacting with each other through diverse
digital channels. In the event of a new survey, the
limitations of the tool to be used for the assessment must
be properly investigated and its issues resolved before
carrying out the assessments. The tools should be
redesigned to incorporate measures to take to achieve a
high level of e-readiness.
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Ubiquitous Computing in Future Smart Homes – Benefits and Challenges
D.A. Adebola
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Abstract- The concept of Smart Homes has enhanced the
comfort and convenience of homes by equipping residential
buildings with structured wiring which serve as channels by
which devices in the house are controlled remotely via touch,
voice or context – aware commands. Whereas current smart
homes already utilize this technology, the idea of applying
ubiquitous computing in future smart homes will further
enhance not just the comfort and convenience but also
safety, security, energy efficiency, etc of the home. This is
achieved with the integration of microelectronic
computational elements in everyday objects which are
linked in a continuous network and can communicate with
each other, explore their environment and interact with
humans. As novel as this idea may appear, its realisation
could be hampered by some challenges.
This paper highlights the benefits of the application of
ubiquitous computing technology in the home environment
and outlines the challenges that must be overcome in order
to move it from conceptual stage into realization.
Keywords: Ubiquitous Computing, Pervasive Computing,
Smart Homes.
I. INTRODUCTION

Having evolved over several decades, a unique way of
measuring the progress made in the area of computing is
by analysing how much computing has become a part of
our everyday life which we cannot do without and how
much invisible it has become [7]. The computing
environment has transited from the Mainframe computer
era when so many people were serviced by one computer
to the current personal computer era with each user being
serviced by one computer. The future era is that of one
user being served by several computers and this is known
as the ubiquitous computing technology era which will be
made possible by recent improvements in technologies
that miniaturize the size of computational devices,
improve cost-performance ratios, ability to communicate
wirelessly and improvement in battery technology [1] [3]
[7]. The major trend in computing is shown in fig. 1.

Fig. 1. Major trend in computing.
II. UBIQUITOUS COMPUTING
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The term ubiquitous computing was coined by Mark
Weiser and refers to many invisibly interwoven
computational devices which occur everywhere and can
serve people in their everyday endeavours at anytime and
at anyplace. These devices operate without obstructing
the user [5]. Ubiquitous computing technology aims at
making it possible for humans to interact with
computational devices and control their environment in a
natural manner from everywhere and at anytime. In other
words, ubiquitous computing brings computational
devices into real world.
Ubiquitous computing incorporates and improves the
features of mobile computing and pervasive computing.
While mobile computing basically brings about the
possibility of physically moving computing services from
place to place and has led to computing devices leaving
sealed rooms as in the case of early mainframe computers
to offices as desktops, then onto laps as laptops, palms as
palmtops and finally to pockets as personal digital
assistants (PDAs) [7]. Mobile computing indeed ensured
continuous human computer interaction by moving
computing from being a localised tool to a constantly
present one [8]. Pervasive computing on the other hand
makes it possible for computational devices to interact
with the environment in which they are by retrieving
information and the environment able to detect computing
devices. This dependency of computational devices on
the environment and vice versa as well as their interaction
make computational devices and whatever environment
in which they are placed to be intelligent. A comparison
of various computing environments is illustrated in fig. 2.

Fig. 2. Comparison of computing environments.
The overall idea of ubiquitous computing is to make
computing devices able to interact with its current
environment, keep and remember records of its previous
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environment and build services in its future or new
environment [7].
III. UBIQUITOUS COMPUTING IN FUTURE SMART HOMES
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enhanced which has been shown to improve the
wellbeing of the elderly [19] [22].
B. Detection of Disease.

A smart home can be defined as “A residential building
equipped with specially structured wiring which enables
the occupants to remotely control or program an array of
automated home electronic devices by entering a single
command” [4]. Current smart homes enhance life in terms
of comfort and convenience by utilizing visible devices
and smart agents such as robots [1].
The future smart home is the ubiquitous smart home. It
incorporates an environment of sensors, actuators,
displays and computational elements seamlessly
embedded in everyday objects in the house with these
objects able to communicate with one another in a
continuous network [1]. Unlike current smart homes
where humans interact with visible devices and smart
agents and where automation is the driving technology,
the future ubiquitous home brings into existence an era of
ambient intelligence i.e. humans interact with intelligent
and intuitive interfaces embedded seamlessly in all
objects in the home. This brings about a home where
objects in it are able to recognise and respond to the
presence of individuals in an invisible manner [6].

Future ubiquitous homes could help in early detection
of some diseases such as Alzheimer from monitoring the
emotional and physical behaviour of the infected
individual before the symptoms become apparent [20].

IV. BENEFITS OF UBIQUITOUS SMART HOMES

With embedded sensors able to detect the presence or
absence of individuals in a place, gadgets or objects such
as light bulbs are only switched on when there is a need
for it. Temperature within the home is also regulated with
the incorporation of computational devices capable of
switching on and off and control heating or cooling
devices upon sensing the temperature level in the home
[23].This enhances efficient energy conservation within
the home.

A. Improved Communication
Apart from homes being a place where people live, it is
also a place where individuals care for one another and
communication is an inevitable activity in any home. In
today’s world in which most adults live far away from
their parents for various reasons, communication between
family members could be a daunting task. The United
Nations estimates that by 2050, twenty percent of people
living in developing countries and thirty three percent in
developed countries will be aged sixty or above and
research reveal the inadequacy of telephony as a
sufficient support for relationship between grandparents
and their grandchildren [20] [22]. Evidently, the role
played by parents on their children change overtime with
the children taking over responsibility as care givers and
parents become care receivers due to ageing and
consequent decline in physical and cognitive abilities.
While the adult children worry about issues like parents
being involved in accidental falls or fire incidents at
home when cooking due to distraction or memory loss
and no one to help them, the never changing caring aspect
of parenthood make parents develop concerns on the
wellbeing and safety of their children. Communication
between both parties could degenerate with parents not
wanting their children to know of accidents in which they
have been involved in the home for fear of being forced
into care homes and sometimes due to parents feeling
ashamed being care receivers. Future ubiquitous homes
alleviate this problem as computational devices will
monitor the presence information and activity and pass it
between both parties. Restriction in communication due
to time and location is overcome and family interaction is
-214-

C. Ease and convenience
Averagely, most individuals spend more time at home
than anywhere else hence the need to make the home
more comfortable and convenient. Sensor embedded
objects in the home become intelligent with furniture able
to detect a particular individual sitting or lying on it by
working out the weight and automatically awake the
individual if the lying position is wrong, refrigerator
detects items within it are running out and automatically
places order for its replacement, etc. [20] [21]. Movement
within the home is extremely limited since objects can be
controlled from anywhere irrespective of their location
[21] [24].
D. Energy Efficiency

E. Safety and Security
Future ubiquitous homes will be one that is very secure
as access to the home is sensed and controlled with home
owner and necessary authorities like the police promptly
informed of illegal access [23]. Not only is the ubiquitous
home immune to intruders, members of the home can be
easily located wherever they are and at anytime.
Kidnappers will have to think twice with the realisation
of ubiquitous homes. Computational devices can also be
used to monitor the centre of gravity of individuals in the
homes to ascertain if anyone experiences a fall so as to
alerts family members or call emergency service for help
[20]. Objects can inform its users when things go wrong –
gas leakage detection, bookshelf issuing an alert if it is
being overloaded, etc. [21] [24].
V. CHALLENGES OF UBIQUITOUS COMPUTING IN FUTURE
SMART HOMES

The fusion of mobility and technology as an aspect of
ubiquitous computing which is both personal and
extremely global has no doubt brought about various
School of Engineering, Design and Technology
University of Bradford
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challenges especially as it relates to its application in the
development of future smart homes.
To successfully achieve ubiquitous computing in future
smart home, the following conditions must be critically
examined.
A. Social Challenges
a)

Multiple Users

The home is evidently a social environment owing to
the fact that most homes are inhabited by a number of
individuals who may act collaboratively or independently
in carrying out a particular task depending on the kind of
task. With most systems designed for one user control,
there arises a challenge in designing an environment
where computational devices are able to account for
multiple users wanting to exercise control on a particular
object at the same time i.e. the ubiquitous home must be
able to resolve conflict of instructions from different
individuals in the home. [17].

Computer Networks

device especially when a display is required in them.
Other issues such as the need for power source and
bandwidth requirement to network these devices bring up
major challenges in the design of computational elements.
The challenge faced by the movement of application
between computational devices is that of adaptability of
such application to different changing hardwares and
varying softwares utilized by these devices [9]. It is
glaring that the software infrastructure which will drive
the implementation of ubiquitous computing in future
smart homes is not one targeted at a specific device no
application hence it must be one which functions at an
intent level, able to find, dynamically adapt and deliver
the right applications in the home environment based on
an individual’s context. The software infrastructure must
also function in the event of network connectivity
fluctuating, recover from failure and be scalable so as to
support a large number of computational devices and
applications in use in the home [9].
C. Confidentiality and Acceptability

b)

Lumped and Location independent activities

The question arises as to how these devices embedded
in objects are able to interact with their environment to
interpret and execute lumped home activities such as
laundry which involves several devices like washing
machine, dryer, iron and entail other activities like sorting
out white from coloured clothes, choice of soap type to be
used, etc. Some activities within the home are only
carried out across various locations while others are done
within a particular location. Communication and cooking
are very good examples of home activities which differ in
terms of location for their execution – while cooking is
restricted to the kitchen, communication within the home
transcends every location in the home. Implementation of
a ubiquitous home which carries out these activities could
be a daunting task. For social environments such as the
home, there is bound to be assignment of responsibilities
and accountability with respect to various tasks carried
out in the home. As stated earlier, these tasks could be
collaborative or independent in nature and could as well
be very ambiguous especially when such tasks are
collaborative. Faced with this reality, will a ubiquitous
home able to assign responsibilities and if the individual
who is to undertake a task is not available, will it go
ahead to assign the responsibility to an absent individual
or will it reassign the responsibility? How does the
ubiquitous home know of the willingness of the present
individual to carry out the task?
B. Technical Challenges
Fundamentally, ubiquitous homes could be achieved by
the movement of computational elements embedded in
everyday objects in the homes (individuals inclusive) or
by movement of the applications between computational
devices in a seamless manner tracking the objects and in
some cases both. In the instance of movement of
computational devices, a basic constraint is the size of the

School of Engineering, Design and Technology
University of Bradford

Privacy and secrecy are words used interchangeably in
certain context and though people have in time past said
“secrecy makes life harder, more expensive and less
serendipitous”, privacy is still seen as a basic requirement
of any modern democracy [12] [15] [16]. Mark Weiser
said “The most profound technologies are those that
disappear. They weave themselves into the fabric of
everyday life until they are indistinguishable from it” [5]
[10]. This obviously refers to the ubiquitous computing
technology. In its raw form and from the idea behind
ubiquitous computing, it is conspicuous its application in
homes can potentially invade or violate privacy due to its
ability to create invisible surveillance network hence the
ability to monitor and search [12] [17]. Little wonder it
has been referred to by critics of the technology as “an
attempt at violent technological penetration of everyday
life” [11] [12], “the feverish dream of spooks and spies –
to plant a ‘bug’ in every object” [12] [14]. In the light of
this, no one will readily accept to live in a house knowing
his or her privacy will be violated. Furthermore, most
Christians believe as stated in the bible that a future
government will arise under whose rule individuals are
who have no mark or ‘tag’ on their forehead or right hand
are traced and killed while those who are tagged are
doomed forever. Acceptability of this technology for this
group could be a challenge [13] [18].
D. Usability, Administration and Upgrade
It is not enough to realise a ubiquitous home as the ease
of use of the technology in the home is very important.
First time users and visitors should be seamlessly able to
understand and effectively utilise everyday objects in the
home without prior training. Issues with requirement for
technologically skilled personnel to perform upgrade of
devices to newer technology could also be a challenge as
home owner will incur bills [2]. For many individuals, the
home happens to be the largest single entity on which
-215-
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money is spent to either buy or build and in most cases,
homes are used to display the social status of their
owners. Homes will therefore keep changing as the
owner’s social and economic status changes and the need
for replacement of faulty or obsolete gadgets in the home
become inevitable. The challenge for ubiquitous homes is
the ability to cope with these changes irrespective of how
regular it may occur. [17]

[10]

[11]

[12]

VI. CONCLUSION

With progress in computing technology, ‘here and
now’ human-computer interaction will eventually give
way to ‘everywhere and anywhere’ human-computer
interaction. The birth of new technological advancement
however beneficial comes at a price and ubiquitous
computing is not an exception to this phenomenon.
Though its application in future smart homes will be
highly beneficial, it faces obstacles that must be
overcome if it is to go from its conceptual to realisation
stage.
This paper discussed some benefits of ubiquitous
computing in future smart homes and the issues facing its
realization.
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Abstract - The relevance which the evolution of Cloud
computing has brought to businesses and Information
Technology (IT) Enterprises cannot be overemphasized.
This paper intends to analyse the concept of cloud
computing and the major types of cloud computing services
such as; Software-as-a-Service SaaS, Infrastructure-as-aService IaaS and Platform-as-a-Service PaaS, identifying
their benefits and drawbacks to individuals and business
organisation’s adoption.
Cloud computing is the convergence of three major
trends, virtualisation where applications are separated from
infrastructure, utility computing where server capacity is
accessed across the grid as a variably price shared service
and Software-as-a-Service (SaaS) where an application is
available on a subscription basis.
The outcome of this research which was conducted by
reviewing literatures and published reports shows the
enormous benefits cloud computing has over normal
traditional computing. Most importantly, users will have
bespoke services at hand when needed with minimal set up
cost and in a timely manner without going through the
rigours of having to install, update and maintain a stand
alone system with ease of access from any location.
Keywords: Cloud computing, Software, platform, Services,
IaaS, PaaS, SaaS, Infrastructure, Information Technology.

I.

INTRODUCTION

The revolution in data computing has evolved in what
is known today as Cloud Computing. Computing is
gradually being commoditised into a paradigm where
services are being rendered in such a manner as
traditional utility like telephony, electricity, water and
gas. Invariably the users will be able to access these
services frequently and on demand.
This has a
compelling value proposition for organisations to
outsource their Information and Communications
Technology Infrastructure [1]. The increased demand on
data centres, security threats, compliance requisites and
new technologies has become a big challenge for IT
Executives. This has compelled this decision makers to
consider other data centre options like cloud computing.
II.

CLOUD COMPUTING

The word “cloud” is a metaphoric expression for the
internet which is an abstraction for the composite
infrastructure it conceals [2]. This term is used to
represent the transport of data across carrier backbones
from one point to another without specific details of its
architecture when only the points of entry and exit need
to be identified.
Traditionally, copies of software programs are run on
each computer on a network of an organisation. The
document created and stored on this computer can be
accessed by other computers in the network but may not
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be accessible by other computers outside the network of
the organisation. This makes this type of computing PCcentric. However, with cloud computing, the software
being use is not run within the PC but stored on servers
that are accessed via the web. In the event of computer
crashes document will still be intact and can be accessed
using another PC and the software is still much available
for others to use [4].
Cloud computing can be said to be the convergence of
three major trends; virtualisation, utility computing and
Software-as-a-Service SaaS.
A.

Virtualisation

Virtualization is a method of running multiple
independent virtual operating systems on a single
physical computer [3]. This is where applications are
separated from infrastructure.
Virtualization provides a platform for optimizing
complex IT resources in a scalable manner (efficiently
growing), which is ideal for delivering services. Cloud
computing can be said to be transformation of computing
that brings together service orientation with distributed
manageability combined with the economies of scale
from virtualization.
Virtualisation has three attributes that make it essential
for cloud computing:
1)
Partitioning: Most applications and operating
systems (OS) are supported in a single physical system by
partitioning the available resources.
2)
Encapsulation: A virtual machine can be stored
and represented as a single file, so it can be identify easily
based on the service it provides.
In essence, the encapsulated process could be a
business service. This encapsulated virtual machine can
be presented to an application as a complete entity. Thus,
encapsulation can protect each application in order for it
not to interfere with another application.
3)
Isolation: Each virtual machine is isolated from
its host physical system and other virtualized machines.
Because of this isolation, if one virtual instance crashes, it
doesn’t affect the other virtual machines. In addition,
data isn’t shared between one virtual container and
another. [5]
B

Utility Computing
In utility computing, server capacity is access across
the grid as a variably price shared service. It can be
defined as the provision of computational and storage
resources as metered service. This is similar to the
traditional public utility company.
Although early
enterprise adopters used utility computing mainly for
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non-mission-critical needs, it has been extended to cloud
computing paradigm providing virtual servers that users
can access on demand. McCarthy (1961) predicted the
advent of utility computing when he said that:
“If computers of the kind I have advocated
become the computers of the future, then
computing may someday be organized as a
public utility just as the telephone system is a
public utility... The computer utility could
become the basis of a new and important
industry”1.
C.

Software as a Service

B

Public cloud can be much larger than a company’s private
cloud; it offers the ability to scale up and down on
demand shifting infrastructure risks from the enterprise to
the service provider [12]. However, IT executives should
take heed to check reliability and public security.
1
http://computinginthecloud.wordpress.com/2008/09/25/utilitycloud-computingflashback-to-1961-prof-john-mccarthy/ , retrieved 30
Mar., 2010.
2
A data centre is a facility, with the necessary security devices and
environmental systems (e.g. air conditioning and fire suppression), for
housing a server farm, a collection of computer servers that can
accomplish server needs far beyond the capability of one machine [7].
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Private Cloud

Private clouds provide maximum control over data,
security and quality of service QoS because it is built
exclusively for the use of one client. It could be deployed
at a co-located facility or in the enterprise own data
centre. By private cloud, it could mean a highly
virtualized cloud data centre located right inside a
subscribers company firewall. It may as well be a private
space dedicated to an enterprise within a cloud vendor
data centre designed to handle the enterprise’s workloads
[5].
When would a private cloud be a choice?
• Your company is large enough and have the
economics of scale to run a next generation cloud
data centre efficiently and effectively.
• The core of your business is your data and
application. Therefore, control and security is
vital and of utmost importance.
• Your company is part of an industry that has to be
in conformance with strict security data privacy
issues.

This is where application is available on a subscription
basis. Most software users are beginning to realise that
while traditional software can be customised, in many
case it results to version-lock and the inability to preserve
changes via upgrade.
In order to reduce problems with upgrade, software
vendors often advices organisations to opt for the out-ofthe-box configurations [6].
Invariably, cloud computing converts to an operational
expenditure the traditional capital expenditure model
common in data centres2 [2].
III
TYPES OF CLOUD
There are three main types of cloud; private, public and
hybrid. While an enterprise can choose to deploy
applications on private, public or hybrid, there must be
considerations in regards to the cloud computing model to
be employed. Each of this model have their trade-offs
[12].
A.
Public Cloud
Public clouds are run by third parties with applications
from different users mixed together on the cloud’s
servers, storage systems and networks. Public clouds
provide a way to reduce user’s risk and maintain cost
effectiveness, and are often hosted away from the users’
premises [12]. When a public cloud should becomes a
choice for an organisation? It becomes an obvious choice
for example if:
• You need incremental capacity e.g. adding
computing capacity for peak times.
• Your standardised workload for applications is
used by lots of people.
• You need to develop and test application codes.

.

It should be noted that providers like Amazon and
Salesforce.com offers a virtual private network VPN
cloud in their public cloud for enterprises. While this is
not private cloud on its own, it uses encryption to make
the public network or a public cloud work as though it
were private.
C.
Hybrid Cloud
This is a combination of public and private model [12].
The resources of a public cloud can be used to maintain
service levels in the face of rapid workload fluctuations in
a private cloud.
When can it be deployed?
• When an enterprise is wants to use SaaS
applications and need to use it as a standard
throughout the organisation but is concerned about
security. To solve this, the service provider will
have to create a virtual private cloud exclusively
for that particular organisation inside their public
cloud firewall.
• When a company renders a bespoke services for
different customers in a particular industry e.g.
credit checking services for local banks, shipping
services for manufacturer. In this scenario, a
public cloud can be used to create an online
environment so that each of the customers can
send their request and also review their account
status. While the data managed for this customers
are kept within your private cloud.
IV.
TYPES OF CLOUD COMPUTING SERVICES
In this section web services delivered from the cloud is
succinctly discussed.
A.

Software as a Service SaaS
School of Engineering, Design and Technology
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Software-as-a-Service SaaS is considered to be the
most common type of cloud computing services [11]. It
is different from the traditional model of software
distribution where software is purchased and installed on
a PC [4]. In Software-as-a-Service SaaS, customers do
not have to pay for owning the software; instead they pay
for using it [11]. These applications can be accessed
through an API3 over the World Wide Web. This type of
cloud computing services is often associated with pay as
you go licensing model. Most users have little interest in
the technical-know-how of software implementation,
deployment, etc., but all have a need to use software in
their work [4]. Many types of software are well suited to
the SaaS model e.g. accounting, customer relationship
management, email software, human resources, and web
content management. The distinction between SaaS and
earlier applications delivered over the Internet is that
SaaS solutions were developed specifically to work
within a web browser. The architecture of SaaS-based
applications is specifically designed to support many
concurrent users (multi-tenancy) at once [4].
The key characteristics of SaaS software are the
following:
•

•

•

Easy access to commercially available software
from central locations and network-based
management. Instead of deploying it at each
customer’s site, enabling customers to access
applications remotely through the Internet.
Patch updating and centralized enhancement that
eliminates any need for downloading and
installing by the user. SaaS is often used in
collaboration with a larger network of
communications and collaboration software,
sometimes as a plug-in to Platform-as-a-Service
PaaS architecture.
Application delivery from a one-to-many model
(single-instance, multi-tenant architecture), as
opposed to a traditional one-to-one model.

B.

Infrastructure as a Service IaaS
Infrastructure as a Service IaaS can be said to be the
delivery of “computer infrastructure, typically a platform
virtualization environment, as a service” [8].
IaaS employs significant technology, services, and data
centre investments to deliver IT as a service to customers
[4]. Unlike traditional outsourcing, which requires
lengthy negotiations, extensive due diligence, IaaS is
centred on a model of service delivery that provides a
predefined, standardized infrastructure specifically
optimized for the customer’s applications [4]. Simplified
service-level choices make it easy to deliver a bespoke
solution in accordance with the customer’s specific
requirements.
3

API (application development interface) is an interface that enables
a remote program to communicate or use the resources of another
program or service.
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Rather than purchasing data centre space, servers,
software, network equipment, etc., customers essentially
rent those resources as a fully outsourced service. The
service is usually billed on a monthly basis, like a utility
bill. The customer is charged only for resources used [4].
The main benefits of using this type of service are:
• Ready access to an industry standard best
practices preconfigured environment.
•
The use of innovative and the latest
technology for infrastructure equipment.
•
Ability to add new features or capabilities on
demand.
• Reduced risk by having off-site resources
maintained by third parties.
•
Reduction in time and cost of setting up.
•
Well secured computing platforms that are
usually monitored for security breaches.
C.

Platform as a Service PaaS

This type of services is a platform for building and
running custom web-based applications [4]. The PaaS
systems are useful because they enable lone developers
and start-up enterprise to make use of web-based
applications without the cost of buying servers and the
complexity of setting them up [13]. PaaS differs from
SaaS in that it delivers a platform from which to work
rather than an application to work with.
Some of the services available on PaaS include
application services such as team collaboration, web
service integration and marshalling, database integration,
security, storage, application versioning, application
instrumentation and developer community facilitation as
well as facilities for application design, application
development, testing, deployment and hosting. These
services are provided as an integrated solution over
the internet [10].
The service providers of PaaS provides application
programming interfaces (APIs) that enable developers to
make good use of functionality over the Internet, rather
than delivering full-blown applications. This version of
cloud computing delivers development environments to
programmers, analysts, and software engineers in a
service manner [4].
A very good example of PaaS is the Google App
Engine. According to Google, “App Engine applications
are easy to build, easy to maintain, and easy to scale as
your traffic and data storage needs grow” [14]. App
Engine costs nothing to get started. All applications can
use up to 500 MB of storage and enough CPU and
bandwidth to support an efficient app serving around 5
million page views a month, absolutely free. Payment is
only made for resources used above the free levels [14].
VI.

CLOUD COMPUTING: ITS BENEFITS

Cloud computing has brought with it so many benefits to
enterprise and even individuals. It is worthy to note that a
lot of people are already benefiting from this without
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even some of them knowing about it.
benefits are but not limited the following:

Some of the

A

.
Fewer Maintenance Issues
Cloud computing reduces both software and hardware
maintenance in an enterprise to the barest minimum.
This is because there are fewer or no servers and software
to maintain, all this are taken care by the cloud service
provider.
B.
Increased Computing Power
With cloud computing, the computing power of the
cloud is at the user’s disposal. The user is no longer
limited to what a single PC can do as the user can now
work utilising the power of thousands of computers and
servers and perform greater task than on a single PC.
C.

Unlimited Storage Capacity
The cloud provides virtually limitless storage capacity.
A PC’s hard drive storage is small in capacity compare to
millions of gigabyte available in the cloud. What this
means is that user can store as much as they need to.
D.

Increased Data Safety

4 or 5, on a 1 (not important) to 5 (very important) scales.
In this report, it can be seen that speed to deploy,
favourable economics, and functionality are the top cloud
adoption drivers [16].
VII.
CLOUD COMPUTING: ITS DRAWBACKS
Despite all the great benefits of the cloud to businesses,
enterprises and individuals, there are also things you do
not want to turn to the cloud for. There are simply some
applications that users may want to run locally. For
instance, mission-critical business processes may best be
maintained locally. There is also an issue of security and
regulation. Because of government regulations, some
users may not be allowed to store some data on the cloud.
In Fig. 2, it can be seen clearly from the research
that security is the key issue causing drawbacks in the full
adoption of cloud computing implementations in many
enterprise. This is because customers are concerned
about their vulnerability to attack as their business’
information and other critical IT resources which
traditionally were within their premises would now be
outside their firewall [16].

In the cloud, data are automatically duplicated and
saved. Unlike traditional computing where a hard disk
crash can mean all valuable data lost, a computer crashing
in the cloud does not affect the data as they are being
automatically replicated to other computers in the cloud.
E.
Easier Group Collaboration
This is another good benefit of cloud computing as it
serves an enabling technology for collaboration. For
example a lecturer in Bradford can work on a research

Fig. 2. Overview of Cloud Services drawbacks [16]

Another major drawback is the internet connection and
speed. This is a critical issue as far as the author is
concerned, when it comes to the global issue facing
cloud computing. According to the Economist Intelligent
Unit: E-readiness ranking 2009 [17], it is clear that many
countries are not quite ready to fully embrace this new
concept as many scored low when it comes to
connectivity and technology infrastructure, business
environment, legal environment, government

Fig. 1. Cloud Services benefits [16]

project with another lecturer in Singapore and update
each other’s project document finding in real time. With
cloud computing the edits one user makes are
automatically reflected on the other user’s screen.
In effect, easier group collaboration means faster
completion of group projects. It makes it easier for global
companies’ staff to collaborate irrespective of their
geographic location without them having to reside in the
same office [11].
According to IDC research on the benefits on the cloud
on-demand model as can be seen in Fig. 1. This chart
shows the percentage of respondents rating each benefit a
-220-

policy and vision, consumer and business adoption.
Among the 70 countries ranked according to their ereadiness in 2009, Denmark ranked first and Azerbaijan
ranked seventieth scoring 8.87 and 2.97 respectively out
of 10 ratings [17].
VIII.
CONCLUSSION
The relevance of cloud computing in businesses and IT
Enterprises is on the increase with predictions of its
product and service revenue growing from $17.4 billion
in 2009 to $44.2 billion in 2013 [18]. As IaaS, PaaS and
SaaS drawbacks like security and legal issues becomes
strengthen, many more enterprise and business will
benefit from its adoption and it will give other services
platform to build on.
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The advent of Software-as-a-Service gave tremendous
improvement and changes to the use of software, this
made it possible for vendors operate multi-tenancy in
order to keep the cost of infrastructure and maintenance
cost as low as possible with minimal subscription fee
from the user.
In spite of the enormous benefits that can be derived
from PaaS, the main drawback to this approach remains
the fact that the services are limited by the service
provider’s design and capabilities. What this mean in
effect is that there will be a compromise between freedom
to develop code that does something other than what the
service provider can provide in terms of application
predictability, performance, and integration [4].
In few years to come a lot of enterprise and business will
find their way into the cloud. However, Legal and
government issues must be taken into cognisance as a
short-termed saving in cost could turn into an oversight of
a long-termed loss [5].
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Abstract - One of the burning issues of today’s
communication technology is secure exchange of data across
the internet. A lot of techniques are used to overcome these
security issues. Virtual private network (VPN) technology is
designed to provide full proof security for communicating
private networks with each other without the limitations and
boundries of geographical distances. Distances are no more
important because VPN has almost replaced leased lines.
Virtual private network has given an extendible life to
private networks by enabling the connectivity of remote
offices to each other and remote clients to their private
networks across shared or public networks, such as the
internet with more security, cost-effectiveness and flexibility.
It provides mobility so that everyone can connect to their
private networks from anywhere even from their homes or
on the go and can use their network facilities as well e.g. file
sharing, printing etc.

communication, increases the flexibility for organizations
expansion and reduces the cost of connectivity [2].

This paper is an overview of virtual private network
(VPN), its basic concepts, and the mechanism being
deployed currently, the tools used by VPN along with its
applications, advantages of this technology and its future
aspects as well. This paper also explains encapsulation,
authentication and different types of tunnelling used by
virtual private networks.

Remote users are those users which can access their
company private network from different or remote
locations. Remote-access VPN enables company
employees to connect to their company private network
from remote locations and can use the computing
facilities provided by their company private network.
This is also known as virtual private dial-up network
(VPDN). Organization with large number of remote users
(employees) can use enterprise service provider (ESP).
The ESP sets up a network access server (NAS) and also
provides desktop client software for the remote user’s
computer which generates a toll-free number for the
remote users to get to the NAS in order to access their
company private network by using their VPN client
software [4].

Keywords: virtual private network, Security, Tunnelling,
Authentication.

I. INTRODUCTION

Globalization has changed the world in almost every
field of our life especially the way we communicate either
it is electronically or not. From the last decades
businesses are taking more interest in global markets and
they are spreading their offices and branches around the
world like mushrooms. But there is one common need
that all the business organizations are desperate about:
That is the secure and faster exchange of their data.
Earlier these organizations were using dedicated leased
lines or dial-up lines for their private networks. Although
it was secure but at the same time it was highly expensive
and also its maintenance was difficult. As organizations
wanted to expand their networks globally or beyond its
geographical boundries it become more expensive and
seems impossible on a global platform. So the need arises
for virtual private networks (VPN) [1].
Virtual private networks(VPN) provides the facility to
organizations and their remote users to access their
private or enterprise networks from remote locations and
can exchange their data with security, integrity and data
confidentiality using public network such as the internet.
This gives security and confidentiality for data
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Virtual private network enables to connect organizations
different branches and their remote users in different
areas in a uniform set of network allowing them to share
their network facilities as well [3].
II. ARCHITECTURE

Basically there are two types of VPNs which are
commonly in use these days.

A. Remote-Access VPN

Fig.1. Remote-access VPN [4].

B. Site-to-site VPN
Site-to-site VPN enables an organization to connect with
their branch offices, business partners and home offices in
a secure fashion using large scale of encryption and
dedicated equipments over an unsecure public network
such as an internet [5]
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There are basically two types of site-to-site VPN
1) Site-to-site Intranet-based VPN
If a company has one or multiple remote branch offices
or remote locations and they want to wrap all of them in a
single private network they will make an intranet VPN.
The connection will be LAN to LAN [4].
2) Site-to-site Extranet-based VPN
Organizations that have close relationships with other
organizations and partners can make an extranet VPN.
Again the connection will be LAN to LAN. They all will
work together in a shared environment but the external
organizations and partners will have access only to
specific resources or data and will have no access to
organization private corporate information [4].

III. TUNNELING

The logical path or connection in which the VPN
packets are passing through the internetwork is known as
tunnel. It is a method that provides internetwork
infrastructure for the transfer of packets or VPN data or
packets. The internetworks are mostly provided by the
internet which can be also called as public networks. In
other words tunneling is the encapsulation, transmission
and decapsulation of VPN data [6].
The data to be transferred on VPN tunnel is the payload
of another protocol from an originating node. The
payload or packet is then encapsulated by tunneling
protocol by adding an additional header. The additional
header consists of routing information so that the packets
can travel through the intermediate internetwork [7].
The packet is then routed between the tunnel endpoints
means the internetwork. When the encapsulated packet
reaches its destination on the internetwork i.e. the tunnel
endpoint it is then decapsulated and is sent to its final
destination. [7].

Computer Networks

The tunnelling in which a workstation or routing server
uses tunneling client software in order to establish a
virtual connection to the desired destination tunnel server
this is known as voluntary tunnel. For the establishment
of a voluntary tunnel a client computer needs an
appropriate tunneling protocol to be installed on that
client. An IP connection is also required for voluntary
tunneling it may be a LAN or a dial-up [7].
In a dial-up scenario, before the establishment of a
tunnel the client must connect to the internetwork through
a dial-up connection [7]. For example a dial-up internet
user must dial an internet service provider (ISP) to obtain
an internet connection first and only then can connect to
organization VPN server. In this situation a user have two
separate accounts, an account with the ISP and another
account with the organization [8].
In a dial-up connection the client provides his ISP
account information, then the ISP Remote Authentication
Dial-IN User Service (RADIUS) server authenticates the
client against the ISP user accounts database and after
that the client is connected to the ISP and the internet on
behalf of the ISP RADIUS server [8].
Now the client is on the internet, it requests a VPN
connection to the VPN server of his organization. The
VPN server acts as a RADIUS client to an organization
NPS server. The client provides his organizational
account details for connection establishment; the NPS
server of the organization uses his account details and
matches that detail against an Active Directory Domain
Services (AD DS) that is basically a user account
database. If the details are matched correctly only then
the NPS server authenticates and authorizes the client or
user and the VPN tunnel is established between the client
and the organization. The client can then access to the
computing resources of his organization [8].
The LAN-attached clients have already a connection to
the internetwork so they are not concern with the dial-up
procedure. For example a client or user on an
organizational LAN establishes a tunnel to access a
private subnet on that LAN [8].
It is necessary to mention here that VPN connections
never require dial-up connection. Some client’s needs
dial-up connection in order to connect to the internet
however this is a preliminary step in tunnel establishment
but this is not a part of tunneling protocol. VPN only
needs IP connectivity between VPN sever and VPN client
[7].

FIG.3. TUNNELING ARCHITECTURE [7].
IV. TUNNEL TYPES

There are various ways in which tunnels can be created.
A. Voluntary tunnels

School of Engineering, Design and Technology
University of Bradford

-223-

9th Research Seminar Series Workshop

Computer Networks

Fig.4. Voluntary tunneling model [7].

B. Compulsory Tunneling
The establishment of a secure tunnel by another
computer or network device on behalf of a client
workstation is known as compulsory tunneling [8].
Compulsory tunneling establishes between two VPN
servers or two VPN access devices-VPN routers [9]. In
compulsory tunneling the computer or the device that
create a tunnel on behalf of user computer will be the
tunnel end point and will also act as a tunnel client, this
will be the dial-up access server dialled by the original
client. In this type of tunneling the original clients or
users do not need an effort to create a tunnel because it is
created and configured automatically without the
interference and knowledge of the original client [8].
Now a day’s all dial-up access servers have the ability to
create a tunnel on dial-up client’s behalf. The computer or
the specific network device that provides the facility of
tunneling for the client in Point to Point Tunneling
Protocol (PPTP) is known as Front End Processor (FEP),
in Internet Protocol Security (IPSec) it is called IP
Security Gateway and in Layer Two Tunneling Protocol
(L2TP) it is known as Access Concentrator [8].
Normally big organizations do contracts with the ISPs
for the deployment of FEPs on large scale. Those FEPs
create tunnels across the public network the internet to a
tunnel server which is connected to organization private
network. That is then dealing with calls from different
geographical locations and directs those calls into a unary
internet connection at the organization network [7].
In this type of tunneling the client is forced to use the
FEP created tunnel that why it is known as compulsory
tunneling. Once the initial connection is established the
client network traffic from both the sides are sent through
the tunnel. A single PPP connection is established by the
client. All the traffic is routed through the tunnel
whenever the client dials into the NAS. The dial-up
clients are directed towards a specific tunnel server with
the help of FEP, it can also do individual tunneling based
on the destination or user name [7].
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Fig.5. structure of compulsory tunneling [7]

Working of compulsory tunnel
•

Client side

Firstly the dial-up client must establish a connection
with the specific ISP of an organization that is providing
tunneled access for all the organization employees to the
organization private network through the internet. The
ISP NAS sends an Access- Request message to an NPS
server on the basis of dial up connection parameters. The
ISP NPS do only authentication of the tunnel at this stage
not the authorization. An Active-Accept message is then
sent to the ISP NAS by the ISP NPS server including
tunneling attributes. The ISP NAS start acting as a tunnel
client establishing a VPN tunnel with the VPN server of
the organization that faces the internet [8].
The ISP NAS sends PPP message for the authentication
process to restart by the dial-up client so that the
organization NPS server authenticates the dial-up user
through the tunnel. The dial-up client then sends its
authentication information to the ISP NAS, which then
encapsulates it and sends these dial-up client account
information to the organizational tunnel server through
the tunnel.
•

Server side

After receiving the credentials of the dial-up client, an
Access-Request message is send to the organization NPS
server by the tunnel server. The connection is authorized
and authenticated by the NPS server. The NPS server
then sends an Access-Accept message to the VPN tunnel
server. The connection is then completed by the tunnel
server to the dial-up client [8].
In compulsory tunneling multiple dial-up clients can
share a single tunnel between FEP and a tunnel server. If
a tunnel is exists for a specific destination and another
client also want access to that location then the second
client can also use the existing tunnel instead of creating a
new one and the data for the new client will be carried on
that existing tunnel. Moreover the terminal will not be
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disconnected until the last connection disconnects
because of the multiple users on the single tunnel [7]
V. TUNNELING PROTOCOLS OVERVIEW

On the following layers of the Open system
Interconnection model (OSI) model VPN and its
protocols do operations.
•

•

Data-Link Layer - layer 2: Layer 2 Tunneling
Protocol (L2TP) and Point-to-Point Tunneling
Protocol (PPTP) do operate as a VPN protocols
on this layer.
Network Layer - layer 3: VPN protocol that
operates on network layer is IPSec [6].

Point-to-Point Tunneling Protocol (PPTP)
It is an extension of the Point-to-Point link protocol
(PPP). PPP frames are encapsulated into IP datagram in
order to send it over an IP internetwork. PPTP uses TCP
connection. For creating and managing tunnel Windows
Server 2003 uses PPTP version 2. PPP frames are
encapsulated by PPTP for the transfer of tunnelled data
using GRE-Generic Routing Encapsulation header. That
encapsulated data is then encrypted and/or compressed.
PPTP uses MPPE protocol for data encryption. The
encryption of PPTP can only be utilized if the protocols
for authentication will be EAP-TLS or MS-CHAP
because MPPE needs encryption keys that are generated
by EAP-TLS or MS-CHAP. Windows Server 2003 PPTP
implementation supports both 140-bit and 128-bit
encryption [6]. PPTP is developed by Microsoft. PPTPLinux runs on both Linux and UNIX. Users of MacIntosh
use third party software Telesystem Tunnel Builder [9].
Layer 2 Tunneling Protocol (L2TP)
Layer 2 Tunneling Protocol (L2TP) is developed by
Microsoft and Cisco in order to combine the advantages
and features of PPTP and Cisco Layer 2 Forwarding
(L2F) protocol. It can work over more protocols and
mostly used for public networks or for specific WAN. It
has the ability of tunnel authentication as well as it does
compression of header. It also supports multiple tunneling
and can work over non-IP networks as well [9].
L2TP encapsulates the frames of PPP and send the
encapsulated data over IP, ATM, frame relay and X.25
networks. It can also work as a tunneling protocol over
the public network. L2TP enables PPP and layer two endpoints to be existed on different devices. For tunnel
maintenance L2P uses several L2P messages and UDP
packets. In order to send L2TP encapsulated PPP frames
as tunneled data User Datagram Protocol UDP) is used.
School of Engineering, Design and Technology
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As L2TP has the ability to do encryption and
compression for PPP encapsulated frames, Microsoft’s
implementation of L2TP and IPSec can be used for
assurance of most authentic level of security. That can be
in the form of data authentication, data confidentiality,
integrity and replay protection as well [6].
Internet Protocol security (IPSec)

IPSec was purely designed for the security of
private communication over the public network
as
it
provides
data
authentication,
confidentiality and data integrity. IPSec works
in the background and the user not even know
what’s happening. IPSec works at the IP layer
securing IP and upper-layer protocols. To
provide these services IPSec uses two traffic
security protocols, Authentication Header (AH)
and Encapsulating Security Protocol (ESP) [11].
IPSec provides security to the actual data
packets, for data security it uses encryption,
digital signatures and hashing algorithms [6].
IPSec has the following security features:
3) Authentication: It uses digital signatures for the
authentication of the sender.
4) Data privacy: Due to strong encryption data
cannot be interpreted during transmission.
5) Data integrity: hash algorithms have the ability
to secure data from being tampered by any
outsider attack.
6) Replay protection: Data is protected from
resending it by preventing unauthorized access
of an attacker.
7) Due to the use of Diffie-Hellman key agreement
algorithm for key-generation, confidential key
agreement becomes possible.
8) Non-repudiation: The authentication of the
message is done by public key digital signatures
[6].
Authentication Header (AH)

Normal IP packets have a header and a
payload. The header contains routing data i.e.
the source and destination IP addresses and
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payload contains confidential data which is the
main interest area for an attacker. The AH signs
the outgoing packet digitally, verifying source
and destination addresses identification and
payload
integrity.
It
provides
only
authentication and can be done in two ways: in
transport or in tunnel mode. Transport mode is
only for host side in order to protect the selected
IP header fields and upper level protocols. In
transport mode AH is inserted after IP header
and before upper layer protocols. In tunnel
mode the entire IP packet and including the
inner IP header is protected by AH [10].
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Fig.7. Format of Encapsulating Security Payload (ESP) [10]

VI. ADVANTAGES

VPN is the most authentic and a single secure source for
long-distance and secured network connections. Some
advantages are as follows.
1)Cost saving: It saves a huge amount of financial
recourses of an organization by replacing leased lines,
long-distance dialup network connections and minimising
support costs.

2) Network scalability: By tapping into public networks
organizations can extend their private networks very
easily. It is very beneficial for big organizations that have
a large set of offices locally and internationally.

3) Security: VPN provides high level of security to the
communication and exchange of data within
organizational setup. Data can not be attacked [11].
Fig.6. Format of Authentication Header (AH) [11].

Encapsulating Security Payload (ESP)

It provides integrity and confidentiality to the original
message data by secure encryption. It can be used both in
tunnel or transport mode providing encryption and
authentication. The whole packet including the inner IP
header is secured in tunnel mode. In tunnel mode ESP is
inserted before upper-layer protocols and after the IP
header [10].
Transport mode is only limited to host implementation.
In transport mode it provides security only to upper-layer
protocols. It can not provide security for the IP header.
The ESP packet has the same position in transport mode
as in the tunnel mode [10].

VII. FUTURE

In the future VPN will become more secure, robust,
simple and user friendly technology. Developers will find
alternate ways in order to bring the reliability and
performance under the organizations control. All the
technical problems regarding compatibility will be solved
[11].

VIII. CONCLUSION

In this paper we discussed VPN overview. It is a very
powerful modern technology that securely connects
private networks. It has completely eliminated leased
lines. Now a days VPN is so common that almost every
organizations is taking advantage of this technology. New
concepts, protocols, hardware and software will be
developed for high level of security, cost effectiveness
and user friendliness.
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HOW TO CREATE A REFERENCE
References (taken from: URL: http://computer.org/author/style/refer.htm )
This special section consists of two subsections: sample formats and
general style. The first presents examples of most of the reference types
that arise in Computer Society publications. The second delineates the
policies and style principles underlying the formats. For Transactions,
see the section, "Transactions Department References" (compiled
January 2000, URL: http://computer.org/author/style/transref.htm ).
Sample formats
Article in a collection
A.J. Albrecht, "Measuring Application-Development Productivity,"
Programmer Productivity Issues for the Eighties, 2nd ed., C. Jones, ed.,
IEEE CS Press, Los Alamitos, Calif., 1981, pp. 34-43.
Article in a conference proceedings
In general, delete prepositions where the meaning is clear without them.
Use the ordinal symbol (2nd, 14th, 23rd) for annual conferences. If
available, include the conference initialism in parentheses--for example,
(ICDE 98)--following the abbreviated name of the conference.
M. Weiser, "Program Slicing," Proc. 14th Int'l Conf. Data Eng. (ICDE
98), IEEE CS Press, Los Alamitos, Calif., 1981, pp. 439-449.
Article in a journal or magazine
Use lowercase for vol. and no. Page numbers through 9999 do not
Require a comma.
I.E. Sutherland, R.F. Sproull, and R.A. Schumaker, "A Characterization
Of 10 Hidden-Surface Algorithms," ACM Computing Surveys, vol. 6,
no. 1, Mar. 1974, pp. 1-55.
Book
W.M. Newman and R.F. Sproull, Principles of Interactive Computer
Graphics, McGraw-Hill, Hightstown, N.J., 1979, p. 402.
M.A. Arbib, ed., The Handbook of Brain Theory and Neural Networks,
MIT Press, Cambridge, Mass., 1998.
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CD-ROM
Place the term "CD-ROM" following the publication's title and
Preceding the publisher's name. For example, the format for a book that
is available on CD-ROM is
W.M. Newman and R.F. Sproull, Principles of Interactive Computer
Graphics, CD-ROM, McGraw-Hill, Hightstown, N.J., 1979.
Dissertation or thesis
B. Fagin, A Parallel Execution Model for Prolog, doctoral dissertation,
Dept. Computer Sciences, Univ. of California, Berkeley, 1987.
M. Nichols, The Graphical Kernel System in Prolog, master's thesis,
Dept. Computer Science and Eng., Rensselaer Polytechnic Inst., Troy,
N.Y., 1985.
Electronic publication
L.P. Burka, "A Hypertext History of Multiuser Dimensions," MUD
History, http://www.ccs.neu.edu/home/home/lpb/mud-history.html
(current December 2000).
When formatting URLs, use the exact address supplied by the author.
For example, if the author uses the http://, you should include it; if the
author does not include the http://, or a www, and so on, do not add
these yourself. Not all addresses start with http:// (there are other
protocols that are also legitimate, for example, ftp://), and not all
addresses need, nor indeed do all work with, a www; since we are not
familiar with the addresses we must avoid incorrectly "fixing" the
author's info. If you recognize something as a URL without the http://,
the reader probably will, too.
Be sure to include all punctuation exactly as supplied (hyphens and
tildes, in particular, are very common in Web addresses).
Verify addresses you tag as URLs by copying and pasting them into
your browser and seeing if the string of text that is in your Word doc
actually goes where it should.
If the address must run across more than one line, follow these
guidelines:
Break only after a forward slash or a "dot" (period).
Do not split the double slash.
Do not split at hyphens, tildes, and so on, that are part of the
address.
Do not introduce hyphens to break words (be very careful about
this as Word may try to hyphenate automatically).
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Separating the extension (for example, the html at the end) is
discouraged.

Some examples using http://www.web-pac.com/mall/pacific/start.html:
Acceptable:
http://
www.web-pac.com/mall/pacific/start.html
http://www.web-pac.
com/mall/pacific/start.html
http://www.web-pac.com/mall/
pacific/start.html
Not acceptable:
http:/
/www.web-pac.com/mall/pacific/start.html
http://www.webpac.com/mall/pacific/start.html
http://www.web-pac
.com/mall/pacific/start.html
http://www.web-pac.com/mall/pacific/start.html
Discouraged:
http://www.web-pac.com/mall/pacific/start.
html
Newsletter
J. Butler, "CASE Outlook," System Development Newsletter, Nov. 1987,
Applied Computer Research, Phoenix, Ariz., p. 3.
Non-English source
Including original title:
A.N. Zhirabok and A.E. Shumskii, Electronnoe modelirovanie
[Electronic Modeling], Energoatomizdat, Leningrad, 1984 (in Russian).
Original title unprintable:
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T. Nakayama et al., "NEC Corporation Develops 32-Bit RISC
Microprocessor," Nikkei Electronics, vol. 6, no. 12, Dec. 1995, pp.
111-121 (in Japanese).
Patent
With information about patentee:
M. Hoff, S. Mazor, and F. Faggin, Memory System for Multi-Chip
Digital Computer, US patent 3,821,715, to Intel Corp., Patent and
Trademark Office, Washington, D.C., 1974.
Without patentee information:
Digital-to-Analog Converting Unit With Improved Linearity, US patent
5,162,800, Patent and Trademark Office, Washington, D.C., 1992.
Pending publication
Include as much information as possible about the article or paper,
including the name of the publication and date if known. If the author
does not know where the article will be published, use the phrase
"submitted for publication."
R. Lee, "New-Media Processing," to be published in IEEE Micro, vol.
16, no. 4, July/Aug. 2000.
G. Stein, "Implementing Cubist Structures," submitted for publication.
Personal communication and unpublished materials
These are usually not referenced because they are not available to the
reader. Authors who insist on attributing material obtained through
personal communication should identify the source of the information
in the main text (as Maria Youngblood stated during a conference
panel,...).
Standard
Recommendation ITU-R BT.601, Encoding Parameters of Digital
Television for Studios, Int'l Telecommunications Union, Geneva, 1992.
IEEE Std. 1596-1992, Scalable Coherent Interface (SCI), IEEE,
Piscataway, N.J., 1992.
Technical memo
"Requirements for Software-Engineering Databases," tech. memo,
Imperial Software Technology, London, 1983.
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Technical report
With report number:
C. Hoffman and J. Hopcroft, Quadratic Blending Surfaces, tech. report
TR-85-674, Computer Science Dept., Cornell Univ., Ithaca, N.Y.,
1985.
Without report number:
E. Yarwood, Toward Program Illustration, tech. report, Computer
Systems Research Group, Univ. of Toronto, 1977.
Technical or user manual
Unix System V Interface Definition, no. 2, vol. 2, AT&T, Murray Hill,
N.J., 1986.

General Style
Author names
Use each author's initials and last name. Leave no space between
initials, but do leave a space between the period following the last
initial and the first letter of the last name: E.F. Codd.
If there are more than three authors for an entry, use the first author's
name and follow it with "et al." T.G. Lewis et al.
Titles
Capitalize the first and last words, and all nouns, pronouns, adjectives,
verbs, adverbs, and subordinating conjunctions. Lowercase articles,
coordinating conjunctions, and prepositions, regardless of length.
Example: Toward Better Real-Time Programming through Dataflow.
To make a source easy for researchers to find, use the title as it
originally appears. Do not add or remove hyphens, change words to
preferred spellings, or lowercase internal capitals.
For foreign-language references, provide the original title first,
followed by its English translation (if available) in brackets: Zur
experimentalen Aesthetic [Toward an Experimental Aesthetic].
For a complete treatment of titles, see Chicago 7.126-160.
Publications
Italicize names of books (including collections), magazines, journals,
newsletters, theses, dissertations, proceedings, manuals, and technical
reports. Use quotation marks to enclose names of articles, papers, and
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technical memos.
Use an en dash to indicate multiple issue numbers, for example, vol. 5,
nos. 1-4. Use a slash to denote the issue for bimonthly publications, for
example, Aug./Sept. For quarterly publications, use an en dash to
denote the issue, for example, Jan.-Mar. If the name of a column is
cited in the reference, use initial caps without quotation marks, for
example, Binary Critic.
After the name of a book, thesis, proceedings, or other book-like
material, list the publisher, the publisher's location, year of publication,
and inclusive page numbers if applicable. Delete Co., & Co., Ltd., S.A.,
Publisher, and Publishing Co.; retain Press. Where the publisher is a
university, add its location if needed for clarity, for example, Stanford
Univ., Palo Alto, Calif.
Do not include the editor's name for a conference proceedings unless it
is a carefully edited volume published as a regular book.
Electronic references
References to electronic repositories are acceptable in IEEE Computer
Society Publications, but are not the references of choice for formal
archival use. Wherever possible, replace such references with
references to printed material. However, when this is not possible, cite
the electronic address along with as much additional information as
possible. If the address itself becomes invalid in the future, the other
information may help researchers find the same document elsewhere on
the Internet. At the very least, a reference to an electronic source must
include the Internet URL and the most recent date the information was
accessed by the author citing the reference, for example, (current Oct.
2000).
When an electronic reference is being referred to simply to give the
reader a place to go for more information, instead of including it in a
formal reference list, it can be noted, perhaps within parentheses, in
running text. Because such references break the flow of the text, use
them sparingly and do not set them off in italic, boldface, or typewriter
font. If an article includes many electronic references, consider placing
them in a sidebar or a broken-out list.
When referring to various portions of a WWW page in text, use an
initial cap for the designated item. Do not set it off with quotes,
parentheses, or italics. Thus, a sample reference could be, The proper
way to search the page is to click on the Go button, or The text can be
found in the Publications section of the company's Web site.
When referring to hypertext links found on a Web page (the highlighted
underlined words), put the entire text of the link in quotes. For example,
Click on the "go here" link to reach the table.
School of Engineering, Design and Technology
University of Bradford

-233-

Supporting Information

9th Research Seminar Series Workshop

When referring to URLs in a string of text, don't apply extra formatting.
Abbreviations
Use the following abbreviations in the titles of periodicals and when
naming publishing institutions:
Am.
American
Ann. Annual
Assoc. Association
Bull. Bulletin
Comm. Communications (of)
Conf. Conference (on)
CS
Computer Society
Dept. Department (of)
ed.
edition, editor
Eng. Engineering
Fed.
Federal
Govt. Government
Inst.
Institute
Int'l
International
J.
Journal (of)
Math. Mathematics, Mathematical
Nat'l National
no.
Number
Proc. Proceedings (of)
Rev. Review
Soc.
Society
Symp. Symposium (of or on)
Trans. Transactions (on)
Univ. University
vol.
Volume

Drop the "on" from "Workshop on" constructions. When abbreviating
institution names, drop "of" except in "University of" constructions, for
example, Inst. Systems Research, Univ. of Wisconsin.
Locations
After names of cities, use the standard state abbreviations rather than
postal codes when identifying publisher locations. See the "Postal
information" section for a list of standard state abbreviations. Do not
list province or state names for cities outside the US and Canada.
Include the state abbreviation (see the "Postal information" section) for
all US cities except the following: Atlanta, Baltimore, Boston, Chicago,
Dallas, Denver, Detroit, Honolulu, Los Angeles, Miami, New Orleans,
New York, Philadelphia, Pittsburgh, St. Louis, Salt Lake City, San
Francisco, and Seattle.
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For publishers located outside the US, list the nation after the city. Do
not include the nation for the following cities: Amsterdam, Athens,
Beijing, Berlin, Brussels, Budapest, Cairo, Copenhagen, Geneva,
Helsinki, Hong Kong, Jerusalem, Kyoto, London, Madrid, Mexico
City, Montreal, Moscow, Munich, Paris, Rome, Seoul, Shanghai,
Stockholm, St. Petersburg, Sydney, Taipei, Tokyo, Toronto, Vienna,
and Warsaw.
References for proceedings should tell where an interested reader can
find the source, not where the conference took place. However,
including the conference location (in parentheses following the
conference name), often helps publishers distinguish among many
similarly-named conferences. If a proceedings did not use a traditional
publisher, provide the sponsoring organization and its location.
Include the department name for technical reports, technical memos,
and other material that may not be indexed in a company-wide or
university-wide library or by an abstracting service.
Dates
Include just the year of publication for books. Include the month and year
of publication for periodicals. If a periodical appears more frequently than
monthly, include the date with the month: 15 Mar. 1983. If a periodical
appears quarterly, use the season or issue number, depending on the
periodical's usage. If a periodical appears irregularly (several journals do),
do not use the month: vol. 16, no. 5, 1997.
Spell out May, June, and July; abbreviate the other months: Jan., Feb.,
Mar., Apr., Aug., Sept., Oct., Nov., and Dec. Use a slash for bimonthly
issues (Aug./Sept. 2000) and a hyphen or en dash for quarterly
(July.-Sept. 2000). Capitalize the names of seasons: Winter, Spring,
Summer, and Fall.
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TIPS FOR MAKING PRESENTATIONS
PRESENTATION STRUCTURE
An effective oral presentation should be structured accordingly:
1) Opening
Arouse your audience's interest
Demonstrate why the topic is important (ie: why they should listen to you)
2) Outline of Main Points
Provide one slide at the beginning of your presentation in the form of a table of
contents/agenda to show the topics you will be covering and the order in which
you will cover them.
3) Detail of Main Points
Follow the order of your outline
Limit the number of points you make, since listeners cannot process as much
information as readers can
Be clear when you are switching to a new point, since listeners cannot follow as
easily as readers can
4) Conclusion
Give a summary of your main points
5) Question Period (3 minutes at the end of each presentation)
Prepare yourself by thinking of possible questions and rehearsing answers
ahead of time.
Paraphrase or repeat all questions to be sure that you understand what is being
asked and that the audience has heard the question.
Keep everyone involved by speaking to the entire audience instead of just the
person who asked the question.
Answer the questions clearly and concisely without going off on rambling
tangents.
VISUAL AIDS
In order to help your audience concentrate on your presentation and understand what you
are saying, it is advisable to use visual aids. Such aids also add variety and interest to
your lecture, and help your audience to remember your presentation longer than they
would with words alone.
General Information for Slides
Use 1-2 slides per minute of your presentation, and 4-5 points per slide.
Use effective titles. Someone should be able to look at the slide and
understand its meaning without any explanation from you.
Be consistent with your headings and subheadings. Use the same font, size,
and colour throughout. Also use the same wording in your table of contents
slide as in your detailed slides. This makes your presentation easier to follow.
Use graphs rather than just figures and words. This makes data easier to
comprehend and retain.
Proof your visual aids for spelling mistakes!
Avoid wordiness. Use keywords and phrases only.
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Font
Use large font. The minimum font size you should use is 18-point type, and 24point font is even better.
Except for very short titles, capitalise only the first letter of a sentence or phrase
Choose a readable font. Serif fonts (those with extenders on the ends of more
letters) are easier to read from a distance than sans serif fonts. Times New
Roman is a serif font. Arial is a sans serif font.
Colour and Background
Use colour to serve a function, not merely to decorate. For example, colour can
be used to reinforce the logic of your structure (ex: title in one colour and text in
a different colour) or for emphasis.
The colour of titles and text should contrast sharply with the background colour.
Otherwise, your audience will not be able to read your slides.
Graphs and Charts
Avoid overly complex graphs and charts that will have your audience members
trying to understand the slides rather than listening to you.
Do not use unnecessary shading, borders, 3D effects or legends.
Preparation
The effort required to make quality slides will be wasted if they are not used properly.
Please take the time to practice your presentation with the visual aids so that you use
them effectively.
Learn to use the hardware. If you bring your own laptop to the conference, you
should know how to connect it to the LCD projector. If you are using the
conference computer, you should know how to load your presentation onto the
hard drive. If you are using an overhead projector, you should know which way to
place the transparencies onto the projector. You should also have your slides in
the correct order and ready to use.
Learn to use the software. If you are doing a PowerPoint presentation, you
should know how to change your slides forwards and backwards, use the pointer
function, etc.
Show only the chart/slide that you are discussing. Otherwise, your audience will
become confused.
Meter out the information on each chart. Your audience will always read whatever
is in front of them, regardless of what you are saying. Therefore, use a metering
technique to control what they see at one time. If using an overhead projector,
use a piece of paper to cover up the bottom information until you want it to show.
If using a PowerPoint presentation, program the slide to show one line at a time.
Practice your presentation so that you feel comfortable talking and changing
slides.
Again, if English is not your first language, please take the time to write your
presentation and have the grammar proofed by someone.
GENERAL POINTS
Practice your presentation so that you feel comfortable talking to your audience
and looking at your audience, not at a piece of paper. Notes are very important
to help you remember points and to keep yourself organised. However, you
should not be reading 100% of the time.
Out of respect for those who are listening to your presentation, please dress
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appropriately. Business dress is expected (suit, shirt and tie, or dress
shirt/sweater are acceptable). T-shirts, sandals and shorts are not acceptable.
ADDITIONAL INFORMATION
1) This guide comes from the INSTRUCTIONS AND INFORMATION FOR PRESENTERS
provided by IASTED Conference Organisers.
2) Please view the sample PowerPoint presentation at the Research Seminar Series Web Site
for more information.
3) Much of the information in this document comes from:
Munter, Mary. Guide to Managerial Communication. Effective Business Writing and
Speaking. 4th Edition. New Jersey: Prentice Hall, 1997.
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Please address all enquiries to:
John Purvis
EDT4 | School of Engineering, Design and Technology
University of Bradford | Bradford | West Yorkshire | BD7 1DP
Tel: 01274 234543 | Fax: 01274 234525
Email: pg-eng-enquiries@bradford.ac.uk
Website: www.eng.brad.ac.uk/PG_studies

