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Abstract
Traditionally the Internet is used for the following applications: FTP, e-mail and Web
traffic. However in the recent years the Internet is increasingly supporting emerging
applications such as IP telephony, video conferencing and online games. These new
applications have different requirements in terms of throughput and delay than
traditional applications. For example, interactive multimedia applications, unlike
traditional applications, have more strict delay constraints and less strict loss constraints.

Unfortunately, the current Internet offers only a best-effort service to all applications
without any consideration to the applications specific requirements.

In this thesis three existing Active Queue Management (AQM) mechanisms are
modified by incorporating into these a control function to condition routers for better
Quality of Service (QoS). Specifically, delay is considered as the key QoS metric as it is
the most important metric for real-time multimedia applications. The first modified
mechanism is Drop Tail (DT), which is a simple mechanism in comparison with most
AQM schemes. A dynamic threshold has been added to DT in order to maintain packet
queueing delay at a specified value. The modified mechanism is referred to as Adaptive
Drop Tail (ADT). The second mechanism considered is Early Random Drop (ERD) and,
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in a similar way to ADT, a dynamic threshold has been used to keep the delay at a
required value, the main difference being that packets are now dropped probabilistically
before the queue reaches full capacity. This mechanism is referred to as Adaptive Early
Random Drop (AERD). The final mechanism considered is motivated by the well
known Random Early Detection AQM mechanism and is effectively a multi-threshold
version of AERD in which packets are dropped with a linear function between the two
thresholds and the second threshold is moveable in order to change the slope of the
dropping function. This mechanism is called Multi Threshold Adaptive Early Random
Drop (MTAERD) and is used in a similar way to the other mechanisms to maintain
delay around a specified level.

The main focus with all the mechanisms is on queueing delay, which is a significant
component of end-to-end delay, and also on reducing the jitter (delay variation) A
control algorithm is developed using an analytical model that specifies the delay as a
function of the queue threshold position and this function has been used in a simulation
to adjust the threshold to an effective value to maintain the delay around a specified
value as the packet arrival rate changes over time.
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A two state Markov Modulated Poisson Process is used as the arrival process to each of
the three systems to introduce burstiness and correlation of the packet inter-arrival times
and to present sudden changes in the arrival process as might be encountered when TCP
is used as the transport protocol and step changes the size of its congestion window.
In the investigations it is assumed the traffic source is a mixture of TCP and UDP traffic
and that the mechanisms conserved apply to the TCP based data. It is also assumed that
this consists of the majority proportion of the total traffic so that the control
mechanisms have a significant effect on controlling the overall delay.
The three mechanisms are evaluated using a Java framework and results are presented
showing the amount of improvement in QoS that can be achieved by the mechanisms
over their non-adaptive counterparts. The mechanisms are also compared with each
other and conclusions drawn.
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1 Chapter 1
Introduction
1.1 Background and Motivation
Network routers have a limited buffer space in which to accommodate information
before sending it to another router or the final destination. The buffer space or queue is
necessary to avoid information loss when data arrives at a higher rate than the
maximum processing rate of the router. The primary purpose of a queue is to smooth
out bursty arrivals, so that the network utilization can be high [1]. These queues
increase network end-to-end delay which significantly affects the quality of real-time
applications. End-to-end delay consists of propagation delay and queueing delay [2].
Propagation delay usually represents only a small fraction of the end-to-end delay,
while queueing delay is potentially the main component in the end-to-end delay [2].
Due to the fast developments of the Internet, queue management mechanisms have
become popular research areas over the last two decades. Drop Tail (DT) [3, 4] is a
traditional mechanism used at network routers to control congestion and provides
better Quality of Service (QoS) to the network users. DT is a simple technique; it sets a
threshold on the queue at the router and accommodates arriving packets until the
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threshold is reached. Once the threshold is reached or in other words, the queue is full,
it drops all the arrival packets until a space becomes available in the queue. DT has
been a popular congestion control technique for years basically due to its simplicity; on
the other hand, DT suffers from some serious drawbacks such as full queues and lockout phenomena [5].

The Drop Tail mechanism performs badly with interactive network applications that
require low end-to-end delay, such as multimedia applications, because the Drop Tail
queues are often full or close to full most of the time and packets are continuously
dropped when the queue capacity is reached and this leads to poor performance. Drop
Tail is discussed in more detail in section (3.1.1).

Modern telecommunication and computer networks, including the Internet, are
intended for many real-time applications such as VoIP and video conferencing, for
which Active Queue Management (AQM) systems are designed to keep the loss of
information as low as possible and to provide a high Quality of Service.

The Early Random Drop (ERD) algorithm uses a drop level parameter [6] in
conjunction with the actual queue size. When the number of packets in the queue
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increases above the drop level, arriving packets will be dropped with a fixed
probability. When the queue size reaches the buffer size, all arriving packets will be
dropped. The ERD algorithm benefits from earlier congestion notification and solves
the lock-out phenomenon and also has shown a lower degree of global synchronization
in comparison with Drop Tail [7].

Many AQM systems have been introduced recently in the literatures that aim to
improve the QoS that the Internet users demand. One well known AQM algorithm is
Random Early Detection (RED) [8] which relies on queue thresholds for its operation.
There are many developments of RED such as Random Exponential Marking (REM)
[9, 10], Stabilized Random Early Drop (SRED) [11] and Flow Random Early Drop
(FRED) [12] among others. These however rely on static thresholds which can be
restrictive when parameters such as the arrival rate change. Adaptive Early Detection
(ARED) [13] is a later development in which the maximum packet dropping
probability is adjusted to adapt to changes in the mean queue length, but none of theses
methods specifically focuses directly on maintaining delay constraints as traffic
parameters change over time. This can sometimes be problematic for real-time
applications, some of which require tight delay constrains.
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1.2 Aims and Objectives
The main aim of this research is to adapt and develop some of the existing AQM
Mechanisms to optimize routers for better end-to-end delay control that suits delay
sensitive applications such as video conferencing and IP telephony.
This aim is to be achieved through the following objectives:

•

To carry out comprehensive literature review that investigates up to date
approaches for congestion control, including TCP congestion control
mechanisms and AQM techniques.

•

To develop some of the existing AQM methods by incorporating a dynamic
threshold to provide an acceptable QoS for delay sensitive applications.

•

To develop analytical models for some existing AQM methods and obtain a
delay equation that can be used to control the queue threshold.

•

To use an arrival process that mimics sudden changes in the arrival rate, as
might be encountered in TCP.

•

To maintain packet queueing delay at network intermediate devices around a
specified value.
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•

To develop a simulation environment that can be used to embed the analytical
model and evaluate the performance of the proposed methods.

1.3 Original contributions
The original contributions of this thesis are listed as below:

•

A new control algorithm within a continuous-time framework simulation has
been developed to operate on a buffer with a dynamic threshold.

•

Analytical models have been developed for Drop Tail, Early Random Drop and
multi threshold ERD and the resulting equations have been used in different
simulation frameworks to adjust a threshold to an effective value to maintain
the delay at a specified value.

•

The performances of the proposed control schemes have been compared with
existing methods, where appropriate, and conclusions have been drawn.

1.4 Outline of the thesis
The rest of the thesis is organised as follows:
Chapter 2 gives a brief introduction to the congestion control concepts of the
Transport Control Protocol TCP.
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Chapter 3 presents a review of the investigation into the congestion control and active
queue management methods, such as Drop Tail, ERD and RED. This chapter reviews
the algorithm concepts of the most important AQM mechanisms in the literature and
also explains the advantages and disadvantages of each mechanism.

Chapter 4 presents an Adaptive Drop Tail mechanism that aims at maintaining QoS
delay through a buffer at a specified value as the arrival rate changes with time in a
continuous-time framework. An analytical model for a continuous-time finite capacity
queue has been developed and the resulting equations have been used in a control
algorithm to maintain mean packet delay around a specified value to satisfy QoS for
multi media applications.

Chapter 5 presents the new modified version of Early Random Drop (ERD). An
analytical model for a continuous-time finite capacity queue has also been developed
for this, incorporating a control strategy which uses a moveable threshold in the system
to keep the mean delay through the queue at a required delay level in order to satisfy
QoS requirements.
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Chapter 6 presents a new scheme called Multi Threshold Early Random Drop
(MTERD) AQM. An analytical model for a two thresholds mechanism is developed
and this model is used in a continuous-time simulation to adjust the second threshold
with the aim of maintaining the queueing delay bounds at a specified value.

Chapter 7 compares the results of the three proposed models in terms of the delay
variance and checks the delay performance improvements.

Chapter 8 concludes the thesis with a summary of the results and contributions and
gives suggestions for a future work.
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2 Chapter 2
Internet Congestion Overview
2.1 Internet Congestion
The Internet is a large computer network that exchanges data among millions of users
by packet switching based on the TCP/IP protocol. Congestion usually occurs in a
packet switching network when the number of transmitted packets reaches the capacity
of the network. Moreover, the network is said to be congested when the packets that
require transmission exceeds the amount of packets the network can manage [89].

Congestion can cause degradation in the network performance, such as long end-to-end
delay, high packet loss, and a possible congestion collapse due to the constant
retransmission of the lost packets [14]. Congestion collapse was first discovered by
John Nagel in 1984 [1, 15, 16] and this collapse has alerted researchers to focus on
congestion control and buffer management mechanisms. As the Internet is expanding
rapidly with a diversity of applications in use, this increase in complexity of the Internet
makes it difficult for the TCP congestion control mechanisms to act and prevent Internet
collapse and provide a better internet Quality of Service (QoS) [15].

Internet Congestion Overview

2.2 Causes of Congestion
Millions of users are connected through the Internet to store and transmit information,
such as email messages and web pages. The users or end systems are connected with
each other by different communication links such as coaxial cables, twisted pair,
optical fiber and other wireless connection systems. Most of the time these end systems
are indirectly connected to each other via intermediate communication devices called
routers. A router receives information from users and forwards it to the right
destination in the network. The sending information might have to travel through more
than one router before it locates its destination. Each of the network routers has a
limited buffer space, in which it can accommodate information before sending it to
another router or the final destination.

The buffer space is necessary to avoid information loss when data comes in at a higher
speed than the maximum processing rate of the router. Data that cannot be processed
and forwarded directly is stored in the router buffer until the router processor is
available [17, 18]. Due to the limitation of network buffer space and dramatic increase
of the traffic, the available queues will overflow rapidly and therefore many packets
will be dropped. Figure (2.1) shows a buffer overflow that leads to congestion.
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The balance in the available bandwidth is another issue that can result in congestion in
the internet of the incoming and outgoing traffic links. In other words low-bandwidth
links or large variation between different connections can cause serious congestion in
the internet. Although many solutions have been proposed through the years,
congestion is still a crucial problem in modern networks. Many of these proposed
mechanisms provide only a partial solution, implying that potential bottlenecks or
congestion in general will shift to other points within the network that will need to be
handled [2, 19].

Congested buffer

Figure 2.1 Buffer overflow in an intermediate device that leads to congestion
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2.3 Congestion and network performance
Modern telecommunication and computer networks, including the Internet, are being
designed to keep the loss of information as low as possible and to provide a high
quality of service. Network buffers experience bursts when packets arrive at short
intervals and as a result the router speed will be less than network demand [90]. In
such a situation, packets are dropped and congestion is reported. In another situation,
when packets are not acknowledged on time, congestion is reported which is a result of
the queueing delay in this case. Congestion affects the performance of the network due
to low link utilization and long delay and in a congested network the queues in the
intermediate devices, such as routers and switches grow dramatically and the incoming
packets start to be dropped. Delay and throughput are two of a network’s most
important QoS metrics and both are affected by network congestion. When heavy
traffic arrives at a router buffer the length of the queues increases and similarly long
queues increase the delay of the transmitted packets.

On the other hand, packet

dropping in congested networks means throughput will decline sharply.

Packets that are dropped or lost due to congestion have to be retransmitted, and there
may be many acknowledgements for retransmission, the source of information will
keep retransmitting the same packet until the destination sends an acknowledgement to
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confirm safe receipt of the packet, often giving rise to many unwanted copies of the
same packet in the network. This phenomenon is considered as a major drawback by
transmission control mechanisms used today. This causes misuse of network
bandwidth, which would be better consumed by a new transmission if congestion
could be avoided [20, 21, 22].

Quality of Service (QoS) is a very important issue for today’s Internet users, due to the
development of Internet multimedia application such as voice over IP, and video
streaming. In such applications QoS is required, especially the delay. In this thesis we
focus on controlling the delay since this is deemed to be one of the most important
metrics for real-time multimedia applications.

Figure (2.2) demonstrates how traffic load affects delay and throughput. In addition,
congestion can cause serious degradation of performance, especially if the network
continues to remain congested, driving the network to a situation of congestion
collapse (which the Internet has experienced already in the 1980s).
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Figure 2.2 Delay and throughput parameters vs. load (adapted from [2])

2.4 Congestion control techniques
Due to the rapid expansion of the Internet, congestion control has become a crucial
problem, especially with the dramatic increase of multimedia users, thus various
congestion control techniques have been introduced in the literature since the
emergence of Internet congestion in the 1980’s. The available congestion control
solutions have fallen into two main categories, open loop and closed loop, depending
on the purpose of the traffic control solution. If the control technique is a preventive
method, in other words to avoid congestion, in this case the congestion control is called
open loop. On the other hand, closed loop mechanisms are reactive methods and deal
with congestion after it has happened or in the early stages.
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Figure (1.3) shows the congestion control techniques classification that has been
proposed in [2, 23].

Figure 2.3 Classification of congestion control techniques

2.4.1

Open Loop

Open loop is a technique that aims to prevent congestion occurring with no feedback
implemented. This congestion solution tackles congestion by good design policies in
different OSI layers such as transport, network and data link layer. These design
policies include retransmission policy, acknowledgement policies and packet discard
policy.
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Open loop does not monitor the network state, but it does require a knowledge and
accounting of network resources. Before a new session is started a session route and
resource requirement are determined.

This type of congestion prevention is suitable for the telephone networks when all calls
have almost fixed bandwidth requirements [1]. However the Internet has different
applications where the application behaviour is different and cannot be predicated in
advance. Thus, in order to prevent networks from congestion in the Internet it is
essential to add a feedback which implies most of the actions aim to prevent
congestion.

2.4.2

Closed loop

Closed loop techniques deal with congestion after it occurs by monitoring the network
to discover possible congestion situations and this requires the use of an appropriate
feedback mechanism to recover from congestion. The available feedback techniques
are divided to two different categories:

2.4.2.1 Implicit feedback congestion control
Implicit feedback provides end to end congestion control by applying feedback
mechanisms between the source and the destination.
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Implicit feedback tries to keep a high throughput and low delay of data packets by
implementing a Round Trip Time (RTT) and duplicates acknowledgements for lost
packets.

The implicit or indirect feedback means that sources increase their rates until a router’s
buffers are full, but this type of feedback does not provide a sufficiently high
efficiency in networks as it is congestion first and then a reaction to it [1]. It is simple
to implement but inefficient in terms of network performance results. A good example
of implicit feedback is end-to-end TCP congestion control which will be discussed in
more detail in section (2.5).

2.4.2.2 Explicit feedback congestion control
Because of the drawbacks of the implicit feedback, there was a need for more efficient
feedback mechanisms that could convey precise information on congestion to the
sources by dropping or marking packets to prevent the buffers in the intermediate
devices from overflowing. This technique is called explicit feedback.

In contrast with implicit feedback where endpoints implicitly estimate congestion, in
explicit feedback intermediate devices such as routers and switches signal the sources
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to slow down quickly in order to change the state of congestion by providing accurate
congestion information before intermediate buffers are full and accordingly senders
will reduce their rates earlier and the queues will grow less significantly [1].
There are many closed loop techniques that have been introduced in the literature and
below we discuss some of these approaches.

Warning bit: In this technique the intermediate devices monitor the network for any
congestion; once possible congestion is detected within the network a warning bit is
added to the packet’s header to warn the source about the congestion. The source
receives the warning bit in the acknowledgement (ACK) packet from the destination
and adjusts the sending rate accordingly. The source continues adjusting the
transmission rate till the router stops sending a warning bit at this stage the source
returns to a normal sending rate until it receives another warning.

Choke packets: This mechanism makes the source reduce its transmission rate in case
of congestion by sending a direct message from the congested node. This message
might convey more details to the source, such as signalling the source to reduce its data
rate, for instance by 50%, or indicating the acceptable transmission rate is 40 kbps [2].
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When the source host gets the choke packet, it is required to reduce its sending rate to
the destination by the required percent.

After receiving the choke packet the source

must ignore any other choke packets that arrive from the same destination node for a
fixed time interval, and then the source starts to listen again for another time interval.
If the source receives a choke packet during this new period it must decrease its
sending rate further because congestion is still present. If no choke packets arrive
during the listening period, the source starts to increase the flow rate again [2, 24].
Figure (1.4) depicts the main operation of the choke packet technique.

Figure 2.4 Choke Packet technique

Choke packets have advantages of sending a quick feedback to sources to reduce their
sending rate, and this enables a quick recovery from congestion. In addition this
feedback comes from the bottleneck routers, which means the congestion information
is very accurate. On the other hand, the choke packet mechanism has disadvantages as

18

Internet Congestion Overview

the routers have to generate the feedback packets which require a huge effort and
memory while the routers are congested. Moreover choke packets ignore the receiver
in the feedback loop which affects the performance of the network, for instance the
estimation of RTT.

Hop by Hop Choke Packet: In this scheme, each router along the end-to-end path
provides a feedback about the congestion directly to the preceding router as shown in
figure (2.5).The preceding node then changes its sending rate based on the received
feedback.

Figure 2.5 Hop-by-hop congestion contol

In the traditional choke packet the feedback information has to travel a long way from
a remote destination to the appropriate source, whereas in hop by hop method any node
along the traffic path has to reduce its transmission rate once it has received a choke
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packet, thus the hop by hop choke packet method provides a quick response to
congestion [2].

The feedback mechanism to the preceding node as explained in [25, 26, 27, 28, 29]
depends on the queue size at the congested node. When the queue length reaches a
threshold, the preceding nodes are notified of congestion and automatically decrease
their transmission rates in order to alleviate congestion. Such mechanisms react to
congestion faster than end-to-end schemes, which result in a better network
performance in comparison with end-to-end schemes. However, hop-by-hop schemes
require a significant amount of work at each intermediate device along the traffic path
causing much router overhead to be expended. In addition, the hop-by-hop scheme has
a scalability problem due to the need for per flow state management in each
intermediate device [30].

There have been many congestion control techniques introduced in the literature over
the years to reduce congestion and to improve Internet performance. Active queue
management is an important concept that is used to control congestion in networks.
AQM sometimes employs a single Explicit Congestion Notification (ECN) bit in a
packet header to feedback the congestion that occur in intermediate devices such as
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routers and gateways to the end users or end nodes. The next chapter will explain
AQM in more detail.

2.5 TCP Congestion Control
The transmission control protocol (TCP) is a connection oriented protocol, which
means that the connection must be established between the two end users (sender and
receiver) before transmitting begins [22, 31]. TCP congestion control algorithms,
implemented in end systems, use packet loss as an indication of network congestion.
This algorithm has been developed to control the queue size of the buffer in the
gateway as queueing delay increases end-to-end latency and affects the performance of
interactive applications [88].

As mentioned above, TCP has an end-to-end feedback and Van Jacobson added
congestion control functionality to TCP (Jacobson 1988). TCP is a protocol that has
been used to handle congestion in communication networks like the Internet for years,
thus a short introduction to the basic congestion control algorithms that are currently
used by the standard TCP protocol (known as TCP Reno) will be provided in this
section. TCP is an important element of the Internet (Formerly ARPNET) protocol
suite that ensues a reliable data transmission between Internet users along an unreliable
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IP –based communication path [32]. The TCP protocol represents the foundation of
Internet congestion control.

The mechanism of TCP congestion control follows the principle of “packet
conservation” in which packets should not be allowed in the network at a rate faster
than they leave the network in an equilibrium state [15]. Thus the mechanisms of TCP
congestion control limit the number of packets of an end user that are inside the
network at any point in time. As it is difficult to know at any point in time which
packets are inside the network and which packets are out already, TCP congestion
control algorithms assume that all unacknowledged packets are still inside the network
and all acknowledged packets by the destination have already left the network.

By using the assumption above, the maximum number of unacknowledged packets for
each sender will be limited by the TCP congestion control algorithms. This maximum
number of packets is known as the TCP congestion window (cwnd) and it varies over
time and depends on the state of the network [85, 86, 87]. TCP congestion control is
divided into four algorithms; slow start which controls the size of cwnd while an end
system is trying to find an equilibrium state of the network. After an end system has
reached an equilibrium state of the network, congestion avoidance is used to control
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the size of the cwnd. Also, fast retransmit and fast recovery, and a summary of his
explanation is given in [33]. The two algorithms, fast recovery and fast retransmission
have been proposed to recover from the several retransmissions of packets during
timeouts [2, 33]. The four parts of the TCP congestion control mechanism will be
explained below in more detail.

The nature of TCP and the Internet brings challenges for the network designers and
researchers. The Internet nowadays is being designed to support very high-speed
communications such as voice, video conferencing and hence TCP is restricted to low
speed data communication applications. It is unlikely that the Internet protocols will
remain static as the applications expand [34, 35]

2.5.1

TCP Slow Start

The TCP slow start algorithm is used by end users to control the transmission rate. In
slow start the sender increases its transmission rate by growing its cwnd exponentially.
The cwnd starts at a small number of packets (normally one or two) by the sender once
a TCP connection has been established. Then the sender waits for the necessary
acknowledgement (ACK) from the destination to confirm a safe receipt of packet.
After that, the congestion window is increased to two packets and the sender receives
two ACK’s, then congestion window increases to four packets and so on until a long
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idle period between the sender and the receiver or after the sender has experienced
losses or a sender’s timeout expires without having received the appropriate ACK, or
the sender receives duplicate ACK’s, thus indicating a congestion possibility to the
sender and therefore the sender decreases its congestion window by half.
If the receiver acknowledges each data packet with an ACK packet, the sender doubles
its congestion window within a Round Trip Time (RTT).

Slow Start in fact is not slow at all, despite its name. Thus, when there is no packet loss
the network experiences no congestion. The sender can grow its congestion window at
an exponential rate. As an example, assuming that the first packet was successfully
acknowledged the window is increased to two segments. After successful transmission
of these two segments and acknowledgements, the window is increased to four
segments and then eight and sixteen and so on. As the sender approaches the limit of
the network capacity or the window size advertised by the receiver, then congestion
occurs. When this happens, TCP exits its slow start phase and enters the congestion
avoidance mode [36]. Figure (2.6) demonstrates the slow start mode.
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Figure 2.6 the slow start mode (a) in normal mode (b) in case of loss. Adapted from [2]

2.5.2

TCP congestion Avoidance

In the congestion avoidance mode, unlike slow start, a TCP sender increases its cwnd
more fairly. At some point during the slow start the network has to lose packets for
whatever reason, but most likely due to overload or congestion. If the loss of packets
is detected via triple duplicate ACKs, the sender knows that at least some of the
packets arrived at the receiver and the sender remains in the congestion avoidance
phase but reduces its cwnd by half of the current size to at least two segments. On the
other hand if packet loss is detected by a timeout, the sender knows that a large number
of its packets were lost as there are no ACKs received and that there is severe
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congestion in the network. In this case, the TCP sender decreases its cwnd to one
packet and switches to the slow start mode to find the equilibrium state of the network
again.
In other words, Slow Start is used in conjunction with Congestion Avoidance to keep
the data flow going again so it does not slow down and stay slow.

2.5.3

TCP Fast Transmission

The Fast Retransmit algorithm is the third algorithm to be implemented in the TCP
congestion mechanism. When a duplicate ACK is received, it is difficult for the sender
to decide whether it is a lost packet or an out of order receipt of packet at the receiver
due to delay. Basically if the receiver is able to reorder segments then it will not be
long before the receiver sends the latest acknowledgment. In other words in the out of
order case, no more then one or two duplicated ACKs should be received. However, if
more then two duplicated ACKs are received it is a strong indication that at least one
segment has been lost. if there are three or more the sender will retransmit the lost
segment and does not even wait for the retransmission timer to expire [37] . Figure 2.6
shows the retransmission of segments.
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Figure 2.7 TCP Fast retransmit congestion control technique. Adapted from [2]

2.5.4

TCP Fast Recovery

Fast Recovery is the fourth algorithm in the TCP congestion mechanism, this
algorithm is implemented together with the retransmit algorithm. The retransmit
algorithm is implemented when three duplicated ACKs are received and therefore this
indicates congestion in the network and subsequently it is necessary to reduce the
sender’s congestion window. However, duplicate ACKs can only be generated when a
segment is received and this is a strong indication that there is no serious network
congestion in the network and that the lost segment was a rare accident. In this mode
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the sender, instead of reducing its transmission rate to one segment and going back all
the way to Slow Start mode, it is efficient for the sender to enter Congestion
Avoidance and the mechanism is known as Fast Recovery. The only reason for not
using Slow Start after fast retransmit is that there is still data transmission between the
sender and the receiver as the ACKs are generated when the receiver gets the
appropriate segments form the sender and therefore the transmission rate must not be
decreased sharply [38] [39] .

2.6 Summary
Congestion control has been and still is a hot research topic since the first collapse of
the internet in the 1980’s. Over the years researchers have proposed many congestion
control mechanisms in an attempt to improve Quality of Service to the Internet users.
In this chapter the preliminary issues of congestion in packet-switched networks have
been discussed. The factors that lead to congestion were explained and also how
congestion can affect the network performance, especially the delay, was examined.

In the second part of this chapter, TCP congestion control mechanisms such as Slow
Start, congestion avoidance, Fast Retransmit and Fast Recovery were explained and
also the role of the congestion window in TCP and how it can handle congestion was
discussed.
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There has been a significant demand for congestion control mechanisms in the recent
years that could provide a satisfactory QoS for Internet users especially with the
increase in the number of users and in delay sensitive applications, such as real-time
multimedia applications.

Recent years have seen an increase in demand with the increases in the number of
applications and users. Congestion can be controlled either at the connection side of
the gateway or the router side. The Transmission Control Protocol is widely used in the
connection side. The TCP congestion control mechanism is sender or receiver based
or bandwidth allocated but it does not provide any Active Queue Management (AQM)
for the buffer. The next chapter will target the gateway side congestion control
mechanisms. The congestion in packet switched networks can be controlled at the end
users and a good example of that is the TCP congestion control mechanism or at the
intermediate devices where Active Queue Management (AQM) is used. In the next
chapter, the use of AQM in the gateways will be investigated.
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3 Chapter 3
An overview of some existing Active
Queue Management Methods (AQM)
3.1 An Overview
The Internet can only provide a best effort service. In the best effort services, traffic is
processed as quickly as possible, but there is no guarantee as to timeliness or actual
delivery. In the modern day Internet, there has been a strong demand for Quality of
Service (QoS) and fairness among flows and therefore queue management has become
much needed.

The aim of the queue management algorithms is to implement a control technique on
the buffer in the intermediate devices in an attempt to forward or process data to its
destination according to QoS requirements. The queue management algorithms are
divided into two categories depending on the dropping probability method that is
implemented in the control system [40]. The first and the easier of the two categories
is Passive Queue Management (PQM), which is considered as the traditional algorithm
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of controlling the queue. This category drops packets only when the queue is full; a
good example of this type of queue management is Drop Tail (DT). PQM will be
discussed in more detail in section (3.2).

The second category is Active Queue Management (AQM) and in this category
packets are dropped when the buffer is full and are also dropped probabilistically
before the buffer is full. An example of AQM is Random Early Detection (RED) [8].
Section (3.3) will review AQM algorithms in further details.

3.2 Passive Queue Management
PQM is the traditional way for controlling queue length at the routers; it is still one of
the popular configurations used due to its simplicity.
In PQM, a maximum length is set for each queue at the router and this accommodates
all arriving packets till the maximum queue length is reached. Once the buffer
overflows, packets are dropped until the queue size is again below the maximum as a
result of some departures [41]. PQM was a popular queue management technique for
many years due to its simplicity, although it results in some serious disadvantages such
as the global synchronization problem and lock-out phenomena [5]. There are many
PQMs introduced in the literature and the most well known algorithm is Drop Tail
(DT). There are other PQM algorithms similar to Drop-Tail that can be applied when
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the queue becomes full such as Drop Front and Random Drop on Full [42]. Sections
(3.2.1), (3.2.2) and (3.2.3) give descriptions of the PQM algorithms, Drop Tail, Drop
Front and Random Drop respectively.

3.2.1

Drop Tail (DT)

Drop tail is the traditional way for controlling the queue length at routers and the most
frequently used in network gateways [43, 44]. In this mechanism a maximum length is
set for each queue at the router which accommodates all arriving packets until the
maximum queue length is reached. Once the buffer overflows packets start dropping
until the queue size is again below the maximum as a result of some departures [41].

The DT algorithm reacts only when the buffer is full, which causes a high packet loss
rate, especially since the buffer maybe full most of the time, and this also results in
long delays. Global synchronization occurs when all connections slow down their
transmission rate at the same time when several packets are dropped over a long period
as a result of the full buffer. When connections decrease the sending window size at
the same time, the buffer will be empty for a time interval which results in low link
utilization.

32

An overview of some existing Active Queue Management Methods (AQM)

Also the DT technique suffers from the lock-out phenomenon where the queue is
monopolized by some unresponsive connection and other connections may not easily
use the queue.

The Drop Tail mechanism interacts badly with interactive network applications
because the Drop Tail queues are always full or close to full most of time and packets
are continuously dropped when the queue capacity is reached and this leads to poor
performance. Nowadays, the use of interactive applications over the Internet, such as
voice and video conferencing has increased. These applications require low end-to-end
delay and jitter. When the buffer is almost full for long periods of time, the delay will
of course be large which makes the DT algorithm ill suited for such applications.

As Drop Tail is widely used because of its simplicity and the low cost of management,
in chapter four these advantages of DT will be used to develop a new technique to
maintain the delay and meet multimedia application requirements.

3.2.2

Drop Front

The Drop Front algorithm is similar to the Drop Tail algorithm as both mechanisms
drop packets when the queue is full. The Drop Front algorithm drops packets from the
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front of the queue when the buffer capacity is reached while Drop Tail drops packets
from the tail of the queue.

Drop Front on full, drops a packet at the front of the queue when a new packet arrives
into the full queue. This algorithm solves the lock-out phenomenon and this is the only
advantage that Drop Front offers over Drop Tail. On the other hand, similar to the
Drop Tail algorithm, Drop front suffers from long delay, global synchronisation and
other problems caused by full queues.

3.2.3

Random Drop

The Random Drop algorithm drops packets randomly when the buffer is full in an
attempt to make a space for new arriving packets. The Random Drop algorithm is a
complex algorithm in comparison with Drop Tail and drop front as this algorithm
requires connection management as the probability of a packet being dropped from a
specific connection is proportional to the percentage share of that connection in the
router buffer. Once a packet is dropped randomly the queue has to shift packets
forward, leaving a space at the end of the queue for the new arriving packet this
process results in a huge amount of computation. After all, this algorithm could drop
packets that have spent some time already in the queue waiting for service just to make
a space for another new packet which is an obvious waste of processing time. As
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explained in [7, 45], Random Drop lacks fairness where connections unresponsive to
congestion keep their high sending rate and monopolize the queue, leaving a small
share of bandwidth to slow and responsive connections [45]. Random Drop is more
complicated than Drop Tail and Drop Front yet still can cause a full buffer for a long
time, which results in delay and jitter. Moreover random drop wastes processing time.

3.3 Active Queue Management (AQM)
Traditional queue management suffers from many drawbacks which seriously affects
the performance of networks and in many cases does not meet the required QoS.
Active Queue Management (AQM) was proposed in order to solve the abovementioned problems caused by DT and other traditional queue managements.
The solution to the full queues problem caused by DT is to drop the packets before the
queue becomes full and subsequently senders slow down their transmission rate
because of this congestion notification, thus preventing the queue from overflowing. In
other words, by using AQM mechanisms, sources are informed early about congestion
and can react accordingly. AQM is a pro-active approach, and is highly recommended
for the Internet intermediate devices. AQM has been an active research area in the last
two decades due to the rapid growth of the Internet and the high demand for QoS in
some sensitive applications. A large number of AQM algorithms have been introduced
in the literature for different purposes. The main objectives of AQM are to achieve
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high throughput and low average queueing delay in the network. AQM algorithms can
be classified as follows: stabilizing router queues, approximating fairness among flows,
controlling unresponsive high-bandwidth flows, and improving performance for short
connections.

In the following sections, the most important AQM algorithms will be reviewed
according to the above categories. However, some AQM algorithms can have
specifications that fall into different categories. In these cases, the specifications of
these AQM algorithms will be reviewed in different categories.

3.3.1

Stabilizing Router Queues

The main goal of AQM is to overcome the drawbacks of drop-tail that have a negative
effect on network performance, more specifically to replace the traditional queue
management and prevent queue overflows.

Beyond this goal, many AQM algorithms also attempt to provide QoS by stabilizing
router queues to limit queuing delay for packets. The stabilization of the routers queues
is a huge challenge for AQM algorithms as achieving stabilization should not, ideally,
decrease link throughput or increase packet loss rates.
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This section will review how AQM algorithms in the research literature attempt to
address this challenge.

3.3.1.1 Early Random Drop (ERD)
The Early Random Drop (ERD) algorithm is one of the AQM algorithms that was
designed to overcome the failures of DT. ERD uses one threshold and the
measurements of this algorithm depend on the actual queue size [6]. ERD detects
congestion when the actual queue size reaches the threshold and this information is fed
back to the sources by dropping all new arriving packets with a fixed probability until
the actual queue size drops below the threshold or drop level. When the number of
packets in the queue reaches the queue capacity, every new packet arriving will be
dropped. The ERD algorithm provides an earlier congestion notification to users and
has shown a lower degree of global synchronization in comparison with the traditional
queue managements [7].

ERD provides fairness among network users by monitoring and detecting aggressive
users constantly. However the performance of ERD still depends very much on the
suitability of the Drop Level and Drop Probability to the current network traffic
distribution [7, 18].
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In [7], Hesham suggested that improving the ERD algorithm to suit any network traffic
could be achieved by implementing a dynamic adjustment of the Drop Level and the
Drop Probability. In chapter five a new version of ERD is introduced with a dynamic
threshold to satisfy the QoS requirements for multimedia applications.

3.3.1.2 Random Early Detection (RED)
Random Early Detection (RED) is an AQM algorithm that was first introduced by
Jacobson and Floyd [8], and since then it has been the cornerstone of most studies of
AQM. RED has led to a substantial increase in the efficiency of using the network
resources. Although some recent studies [22, 25, 12] show that the original RED has
serious performance problems, due to the improvement of network performance RED
has been recommended by the Internet Engineering Task Force (IETF) as the default
active queue management scheme in Internet routers, with the following statement.
“Internet routers should implement some active queue management mechanism to
manage queue lengths, reduce end-to-end latency, reduce packet dropping, and avoid
lock-out phenomena within the Internet. The default mechanism for managing queue
lengths to meet these goals is RED. Unless a developer has reasons to provide another
equivalent mechanism, we recommend that RED be used.” [5].
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In recent study Floyd and Kohler [91] introduced the Datagram Congestion Control
Protocol (DCCP). CCID 4 uses TCP- Friendly Rate Control for Small Packets (TFRCSP) a variant of TFRC designed for applications that intend to send small size packets.
The idea behind using TFRC-SP is to produce a similar bandwidth as TCP flow using
packets up to 1500 bytes with less congestion. CCID 4 uses for senders that send small
packets and would like TCP-Friendly sending rate possibly with (ECN), while
changing abrupt rate. However CCID 4 is still for experimental use according to Floyd
and Kohler.
Random Early Detection, from its name, has two important objectives. First, it tries to
keep the queue away from the congestion limit by using some signals as the indicators
of congestion. Secondly, it drops packets randomly according to a probability function
which increases as the average queue size increases. This ensures that RED is not
biased against any connection or any bursty traffic and stops greedy users from
monopolizing the queue. Moreover, RED provides a better notion of the congestion
since it drops packets randomly according to the average queue size rather than the
instantaneous queue size. Thus, if the average queue size is high, there will be a high
probability of persistent congestion. Also, RED overcomes the disadvantage of
traditional queue management such as eliminating global synchronization and solves
the high latency problems by controlling the average queue length.
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The original RED is classified as an early congestion avoidance mechanism for
Internet traffic and it is designed to be compatible with the TCP mechanism to enhance
the TCP capability by reporting congestion at the gateway. RED uses the advantages of
the TCP mechanism by sending messages to random sources to slow down the sending
rate. Thus, RED avoids global synchronization of all connections at the same time by
randomly dropping packets from random connections to give a fair distribution of
bandwidth for the connection requests [8].

The RED algorithm consists of two main parts, the first step is the calculation of the
average queue size AVG-Q, and the second step is to make a decision on whether to
drop the incoming packet or not by calculating the drop probability Pa. For each
arrival of a new packet to the queue, the algorithm in Figure 3.1 is performed.
According to this algorithm the average queue size AVG_Q is calculated upon the
receipt of a new packet then AVG_Q is compared to the queue’s two thresholds L1
and L2 . If AVG-Q is more than the second threshold queue value, L2 , the arriving
packet is dropped immediately; else if AVG-Q is between the first threshold L1 , and
the second threshold L2 , and the packet is dropped with a probability Pa. If the AVG-

Q is less than the first threshold L1 , the packet is queued.
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Figure 3.1 RED Algorithm [8]

RED uses a weighted average queue size to calculate the Average queue size AVG_Q.
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This weighted average queue size is computed by running the instantaneous queue size
through a low-pass filter. The purpose of using the weighted average queue size rather
than the instantaneous queue size is to filter out the transient congestion and detect
persistent congestion at a router. The transient congestion will be tolerated by allowing
the instantaneous queue size to grow temporarily. Thus, RED avoids bias against
bursty traffic that occurs in drop-tail.

The algorithm in Figure 3.2 is used to calculate the AVG_Q; there are two parts of this
algorithm depending on the instantaneous queue size Q, where wq is the weight
parameter that determines how rapidly the average queue size will be changed in
response to the instantaneous queue size, Q. If the instantaneous queue size is 0, n is a
variable estimating the number of packets of average size that could have arrived to an
empty queue during the idle period.
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Figure 3.2 Average queue size computation [8]

RED calculates the packet dropping probability when the average queue size AVG_Q
is between L1 and L2 in two steps.

In the first step a temporary probability Pb is calculated. Pb is a linearly increasing
function from 0 to Pmax as the average queue length increases from L1 to L2 :

Pb = Pmax ×

( AVG _ Q − L1 )
( L2 − L1 )

(3.1)

The second step computes the actual discard probability Pa. The value of Pb which is
calculated in the first step is used to compute the actual drop probability, as shown in
equation (3.2).
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Pa considers fairness and aims not to penalize bursty traffic by distributing the drop of
packets more or less equally in time. Another variable m is used in calculating Pa,
which represents the number of packets that were not dropped since the last drop and
causes a decrease in the drop probability as it increases.

Pa =

1
(3.2)

1
+m
Pb

The actual probability Pa increases from 0 to the maximum probability Pmax by a
constant value m.
Also while Pb is constant, reducing m forces Pa to increase first slowly and then
sharply until it reaches the value 1 ensuring an even distribution of packet drops.

There are many different control parameters that have large performance effects on the
RED algorithm. Therefore, Floyd and Jacobson in [8] suggested different parameter
settings and explained considerations to be taken into account according to different
traffic characteristics. Finally, they recommended the parameters in Table 3.1, which
they believe can suit any traffic characteristics.
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PARAMETER

DESCRIPTION

SUGGESTED VALUE

L1

Minimum threshold

5 Packets

L2

Maximum Threshold

20 Packets

wq

Weighting

Factor

for 0.002

AVG_Q calculation
Pmax

Maximum drop probability 0.1

Table 3.1 control parameters in RED [8]

Despite the recommendation of IETF to use RED as an AQM at the routers, RED
suffers from some drawbacks, one of the main drawbacks of RED is the variation of
the average queue size of RED with the level of congestion and parameter settings.
Thus, the queuing delays cannot be easily estimated because the changes in the average
queue size result in queuing delays that depend on the parameters and congestion in the
network.

Since delay is a major component of QoS, network designers and engineers may need
to have an accurate estimate of the queueing delay in the network.

Some researchers [46, 47] even claim that there are no advantages in using RED over
Drop Tail. Therefore researchers recently developed several variants of RED such as
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REM [9], Blue [48], SRED [10], FRED [11], and ARED [12], all of which try to solve
the problems and improve the performance of RED.

3.3.1.3 Gentle RED
Floyd responded to the study by Firoiu and Borden [49] by proposing Gentle RED
(GRED) [50]. GRED is a modification of the original RED algorithm. In GRED, the
dropping probability increases linearly from 0 to Pmax when average queue size is
between min th and max th and from Pmax to 1 when the average queue size increases
from max th to 2 max th . Unlike the original RED algorithm when the dropping
probability increases linearly from 0 to Pmax only, the marking or dropping probability
curve of the Gentle RED and RED is shown in figure 3.2. Thus the continuing linear
increase in GRED makes it possible for the average queue size to reach the equilibrium
point and, consequently, decreases the queue oscillations. The GRED algorithm is
much more robust to undesired oscillations in queue size and to the setting of
parameters as compared to the original RED.
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Figure 3.3 Packet drop probability of gentle RED and RED

3.3.1.4 Adaptive Random Early Detection (ARED)
The RED algorithm and Gentle RED can achieve high throughout and also low
average delay. However, in these algorithms the AVG_Q is very sensitive to the level
of congestion and parameter configuration. For instance, if the maxp is high or the
congestion is light, the average queue size is close to the first threshold, while average
queue size is close to the second threshold when the maxp is small or the congestion is
heavy. Unfortunately, RED and Gentle RED do not predict the average queue size in
advance due to the static configuration of the maxp.

Adaptive RED was first introduced by Feng et al 1997 [51]. In 2001 Floyd, Gummadi,
and Shenker [12] made some algorithmic modifications to Feng’s proposal, at the same

47

An overview of some existing Active Queue Management Methods (AQM)

time they kept the basic suggestion intact. The authors of [12] suggested that their
revised version of Adaptive RED, can be implemented as a simple extension within
RED gateways to remove the difficulties with parameter settings that are raised in
RED and which affect performance. Moreover, ARED can achieve a precise target
average queue size in different traffic scenarios.
The principal ideas behind ARED [12] is to focus on dynamically adjusting the RED
control parameter, Pmax, according to the changes in the network load, thus giving a
more stable queue size, which means a predictable queueing delay. A target queue
length is first set normally at midway between the maximum and the minimum queue
size. ARED’s algorithm as shown below in figure (3.4) where the Pmax is calculated
every time interval.
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Figure 3.4. Adaptive RED pseudo code [12]

According to the above algorithm, when the average queue size is more than the target
queue value L, ARED becomes more aggressive by increasing the maximum drop
probability by the factor α so that AVG_Q size reduces back to the target value.
Conversely, when the average queue size is smaller than the target queue value L,
ARED becomes more conservative by decreasing the maximum drop probability by a
factor β so that the sources can send more packets. Thus ARED has added more
parameters to RED, which are α , β and the target value L.

There are guidelines how to choose these parameters in the original paper [52]. These
parameters do not depend on the traffic load but rather on the desired delay. So the

49

An overview of some existing Active Queue Management Methods (AQM)

network providers easily set these parameters according to their desire without
worrying about the traffic load.

In [52] there are recommended parameter settings and AVG_Q is a variable value that
has to be calculated according to RED. The time increment is considered a fixed
parameter of value 0.5 seconds and target value for AVG_Q has a fluctuation value
calculated by the following equation:

According to Floyd, Gummadi, and Shenker in [12] the setting of α is to disallow the
average queue changing from above the target range to below the target range in a
single interval. Similarly, the setting of β to check that the multiplicative decrease of
Pmax does not cause the average queue size to go from below to above the target range
after a single adjustment of Pmax . The choice of values of α and β obeys these
constraints according to the analysis in [12].
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3.3.1.5 Random Exponential Marking (REM)
The Random Exponential Marking (REM) algorithm was introduced by Athuraliya et
al in 2001 [9]. The REM algorithm aims to obtain high utilization, low loss, and low
queuing delay.

REM measures congestion independent of performance measures such as packet loss,
delay and throughput. The congestion measure is a parameter called “price”.
REM samples the router queue regularly and updates the congestion measure
parameter “price” to reflect any mismatch between packet arrival and service rates
(known as rate mismatch). The queue mismatch is the difference between the actual
queue size and its target value.

If the mismatch is positive, for instance the arrival rate is higher than the link capacity,
over a period of time, this forces the router queue to increase. On the other hand when
the mismatch is negative over a period of time the router queue decreases.
Thus, in REM the rate mismatch is detected by comparing the actual queue size with
its previous sampled value. The dropping or marking probability in REM is computed
according to a function of the two mismatches. The dropping probability is defined by
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the following function: P = 1 − C − price , where C > 1 is a constant for computing the
mark or drop probability.
The drop probability of REM compared to the drop probability of GRED is shown in
figure (3.5).

Figure 3.5 Marking probability of GRED and REM [9].

3.3.1.6 Proportional Integral (PI) Controller
In 2001 Hollot et al. [53] introduced control theory via a Proportional Integral (PI)
controller that aims to avoid queue overflows or empty queues. It is obvious that queue

52

An overview of some existing Active Queue Management Methods (AQM)

overflow causes packet losses in the network and they also argued that an empty queue
can result in underutilization of the link.
The PI algorithm maintains the queue size around a target value called the “queue
reference” (qref ) [53]. The PI algorithm samples the router’s actual queue size at a
constant time interval and then computes a mark or drop probability as follows:
P(kT) =a* (q(kT) − qref ) − b*(

q old

− qref ) +

Pold

(3.8)

Here, P(kT) is the mark or drop probability at the k th sampling interval, q(kT) is the
actual sample of the queue length, qref is the target queue reference for the actual
queue, and a and b are constant coefficients for the PI equation.

The parameters a, b, and T depend on the link capacity, the maximum round-trip time,
and the expected number of active flows using the link [53].

From equation (3.8) the drop probability increases in sampling intervals when the
queue length is higher than its target value or, in other words, when q(kT) > qref ,
q(kT)−qref > 0, and this causes the queue to increase. Also, the drop probability value
increases if the queue has built up since the last sample which indicates an increase in
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network traffic. In opposition, the drop probability is reduced when the queue size is
lower than its target value or the queue size has decreased since its last sample.

PI was designed to overcome the limitations of response speed, stability and coupling
between queue length and loss probability of RED. Hollot et al. demonstrated in a
number of simulations that PI can stabilize the router queue around a given queue
reference. Conversely, when the same simulations were repeated with the RED
algorithm, they showed that the router queue took a long time to converge to an
equilibrium state.

3.3.1.7 Adaptive Virtual Queue (AVQ)
The Adaptive Virtual Queue (AVQ) is a rate-based AQM algorithm that was first
introduced by Kunniyur and Srikant in 2001[54]. The AVQ algorithm was designed to
overcome the poor performance of PI when the router queue size is small. AVQ aims
to achieve the same performance goals as PI but in addition it can operate efficiently
with a small target queue value.

AVQ uses a virtual queue that is serviced by a virtual link capacity to mark or drop
packets instead of using a physical router queue and by using this technique the authors
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in [54] believe that AVQ can control the queues at gateways even with a small router
buffer size.

For each packet that arrives at the gateway, the virtual queue is automatically updated
to reflect a new arrival. If the virtual queue is full (overflow) packets in the real
gateway queue are marked or dropped. The virtual capacity is reduced when the input
rate is higher than the actual link capacity. When the input rate is lower than the actual
link capacity, the virtual link capacity is increased. In other words instead of directly
controlling the real queue length using a dropping probability, AVQ controls the
virtual queue capacity, which implicitly imposes a dropping probability on packets in
the real queue. The pseudo code for AVQ is shown in figure (3.6).
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Figure 3. 6 Adaptive Virtual Queue (AVQ) algorithm’s pseudo code[54].

The parameters in figure (3.6) are defined as follows:
B = buffer size
b = number of bytes in current packet
VQ = number of bytes currently in the virtual queue
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The authors in [54] claimed that their simulation results showed that AVQ responded
faster to network changes than the well known AQM techniques such as PI, REM, and
RED while achieving similar loss rates and link utilization as the other AQM
algorithms. Further, when the network load changed gradually, AVQ obtained the
lowest packet losses and maintained the smallest router queue while achieving similar
link utilization as the other AQM algorithms.

3.3.1.8 Stabilized Random Early Drop (SRED)
Stabilized RED or SRED was first introduced by Ott et al. in 1999 [10]. SRED is
proposed to improve the performance of RED and other AQM methods and also to
achieve AQM’s goals such as high throughput and low queueing delay providing
information about the connections that are sharing the queue and which are used for
calculating the drop probability. When the network load is heavy and more packets
arrive than the router can process, SRED increases the drop probability to stabilize the
router queue. Conversely, SRED reduces the drop probability when the network load is
light. SRED uses the instantaneous queue size to measure the network load and to
estimate the number of active connections on a link.

The SRED algorithm consists of two parts; the first part aims to estimate the number of
active connections and in order to achieve this aim SRED maintains a list called a
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“zombie list” that contains source and destination information of M connections where
M is generally on the order of 1000.

For each new packet arrival, the new packet’s source and destination information is
compared to a randomly chosen packet from the zombie list.
If the two packets are of the same connection, a “hit” is declared. On the t th packet
arrival, Hit(t) is 1 if there is a hit and Hit(t) is 0 otherwise. Further, if Hit(t) is 0, the
zombie’s information in the list is replaced with the new packet’s with probability p.
Then, these hit values are used in the calculation of the estimated number of
connections by using an exponential weighted moving average filter.

In the second part of SRED, the drop probability of an arriving packet is calculated by
considering the hit parameter and the estimated number of connections.

SRED doesn’t use any a priori information about the queue like RED does but rather
the instantaneous queue size for this calculation. The setting of the parameters which
are used during the calculation is considered as the biggest drawback of SRED.
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3.3.1.9 Blue
The Blue algorithm was introduced by Feng et al in 2001. Similar to the RED
algorithm, Blue attempts to achieve low packet loss rates, low queueing delay and high
link utilization [48, 55].

Blue uses the buffer overflow and the link idle time rather than operate on the actual
queue or average queue length to adjust it’s marking or dropping rate in order to
achieve QoS. Thus, Blue is different from other AQM algorithms which normally use
queue length to control their marking or dropping rate.

At every new packet arrival to the buffer, the new packet is dropped with
probability Pa and the calculation of Pa in Blue is different from the one in RED. In
Blue there is a single probability for marking and dropping packets called Pa . The Blue
algorithm is shown in figure (3.7).
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Figure 3. 7 Blue Algorithm [48]

From the algorithm above if the actual queue, Q, exceeds a specific threshold for more
than a specific interval of time, called the freeze time, then the drop or mark
probability Pa is increased by a constant value δ 1 . Conversely, if the queue stays idle
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for a specific time, the freeze time, the drop probability Pa is decreased by a constant
value δ 2 , where δ 1 and δ 2 are constant values and (0 < δ 1 , δ 2 < 1 and δ 1 >> δ 2 ) .
According to Feng et al. [52], Blue stabilized the router queue and achieved a high link
utilization and low packet loss rate in comparison to RED. On the other hand, there are
important parameters in Blue that must be carefully chosen in order for Blue to give a
satisfactory performance.

3.3.2

Approximating Fairness among Flows

Providing fairness among users has been a challenging issue for researchers in the last
two decades. There were many algorithms introduced in the early days to achieve this
goal, such as Weighted Fair Queue (WFQ) [56] and Generalized Processor Sharing
(GPS) [57] where in these methods there are separate packet queues and a round-robin
manner is used to service these queues. These algorithms are known as scheduling
algorithms and as each queue is serviced, packets from that queue are dequeued and
scheduled for transmission. It is hard to keep separate packet queues and state for each
flow when the number of flows continues to grow. Recent algorithms show lower
complexity by approximating the fair allocation of bandwidth for flows but these still
required a certain amount of implementation overhead and an example of such
algorithms are Deficit Round Robin (DRR) [58] and e-Stateless Guaranteed
Throughput (CSGT) [59].
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For better QoS and fairness among flows a number of AQM algorithms have been
proposed to approximate fairness among flows with a small overhead. In the next
section the most prominent fairness AQM algorithms will be discussed.

3.3.2.1 Flow Random Early Drop (FRED)
Lin and Morris in [12] argue that RED is unfair towards different types of flows such
as unresponsive, fragile (responsive and short-lived) and robust (responsive and longlived) flows. They found out that RED allows unfair allocation of bandwidth among
flows because it imposes the same loss rate on all flows despite their bandwidths and
their responses to losses. Lin and Morris proposed a modified version of RED, in 1997
that provides a fairer allocation of bandwidth to responsive (fragile and robust) flows.

Similar to RED, FRED uses a low pass filter to calculate a weighted average queue but
FRED keeps a variable avgcq that acts as an estimate of average per-flow packets in
the router queue, thus flows with fewer packets than avgcq in the router queue are
preferred over flows with more packets. Also FRED calculates the drop or mark
probability in the same manner as RED by using a weighted average queue. However
FRED has two more additional parameters min q and max q , and these parameters
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represent the minimum and the maximum number of packets respectively that each
connection is allowed to have in the buffer.

In addition to the above parameters, FRED maintains a per-flow packet count qleni for
each flow that currently has packets in the router buffer. Lastly, FRED adds another
variable called strikei which computes the number of times a flow has failed to respond
to a congestion warning. The FRED parameters are shown in Table (3.2).

Lin and Morris’ simulation results in [12] show that FRED provides a fair share of
bandwidths among different flows at a bottleneck link. However such fairness was
difficult to obtain by using RED in similar circumstances. Although FRED maintains
fairness between flows it still suffers from some limitations such as higher queue
sampling frequency and also it adds more parameters.
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PARAMETERS

DESCRIPTION

wq

Coefficient of a low-pass filter for computing the
average queue size

max q

Maximum mark or drop probability when average
queue size varies between

min th

min th

and

max th

Low queue threshold for computing drop or mark
probability for arriving packets

max th

High queue threshold for computing drop or mark
probability for arriving packets

min q

Minimum number of packets each flow is allowed to
have in the router queue

Table 3.2 FRED Parameters

3.3.2.2 Stochastic Fair Blue (SFB)
The Stochastic Fair BLUE (SFB) algorithm was proposed in 2001 by Feng et al. [52,
55].
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SFB achieves an approximation of fairness among flows by detecting and rate-limiting
unresponsive flows that use a large proportion of the bandwidth. SFB has accounting
bins L×N, the main aim of the accounting bins is to count the number of packets of
different flows that arrived at the gateway router recently.

In accounting bins, L represents levels, each level has N bins. SFB has L independent
hash functions; each of these hash functions is related to one level of the accounting
bins. The L hash functions use the IP addresses and port numbers of the source and
destination of a packet to compute the bin index for that packet within each of the L
levels.

When a new packet arrives at the gateway router, packet counters of the bins indexed
by the L hash functions are incremented. Similarly, when a packet departs, packet
counters of the bins indexed by the L hash functions are decremented.

For each bin, a marking or dropping probability, Pa , as in Blue, is maintained and
updated based on the queue occupancy of that bin. If the number of packets in a bin
exceeds a specific value (threshold), Pa for that bin is increased. If the queue level of a
bin becomes zero, Pa is reduced.
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Flows with high bandwidth are recognized when the marking or dropping probability
Pa of their bins becomes 1. These high bandwidth flows are then forced to limit their

rate. SFB performs very well when the number of high bandwidth flows is small. On
the other hand, in the case of too many high-bandwidth flows, a large number of bins
become occupied and low bandwidth flows that hash to these bins are incorrectly
identified as high bandwidth and penalized [52, 55].

3.3.2.3 CHOKe Algorithms
The CHOKe algorithm was proposed by Pan et al. in 2000 to provide each of the
active flows at a gateway router with a fair share of bandwidth [60].

In the CHOKe algorithm [60], when a new packet arrives at the congested gateway
router, CHOKe computes the weighted average queue by using a low-pass filter just
as RED and its variants do. The algorithm also has two thresholds min th and max th
similar to RED. If the average queue is below min th , arriving packets are queued. If
the average queue is above max th , CHOKe just like RED drops all arriving packets.

When the average queue is between min th and max th , CHOKe compares the header of
an arriving packet with the header of a randomly chosen packet in the queue.
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If both packets belong to the same flow, both are dropped. Otherwise, the new packet
is dropped with a probability that depends on the level of congestion. This probability
is computed exactly as in RED.

The CHOKe algorithm is a simple and stateless algorithm which does not require any
special data structure. However this algorithm is not likely to perform well when the
number of flows is large compared to the buffer space.

3.3.3

Controlling Unresponsive High Bandwidth Connections

All the AQM algorithms discussed in sections (3.2.2) were designed on the principle
that all end users are well-behaved and respond quickly to congestion notification such
as packet drops or packet marks by reducing their transmission rates. That is not
usually the case since unfortunately there are greedy or malicious users among network
users. These malicious users continue to transmit data at a high rate despite the
congestion notification they receive. Greediness of such users might lead to serious
damage to the network due to congestion in the bottleneck and such a situation is
called congestion collapse [61].

In the next sections, some AQM algorithms that were proposed to control unresponsive
high-bandwidth flows and stop congestion collapse will be discussed.
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3.3.3.1 Stabilized Random Early Drop (SRED)
As explained already in section (3.2.1.7), the SRED algorithm calculates a “hit” for a
flow to which an arriving packet belongs. These hits as mentioned in section (3.2.1.7)
were used to estimate the number of active flows on a buffer and accordingly calculate
the drop or marking probability for arriving packets.

High-bandwidth flows are likely to have a large number of packet headers in the
“zombie list” and hence experience more hits, Ott et al. pointed out in 1999 that hits
can also be used to identify high-bandwidth flows [11]. They proposed that the drop
probability for an arriving packet should depend on the hits of the flow that the packet
belongs to.

In [11] Ott et al. used100 TCP flows and one high-bandwidth UDP flow on a 45-Mbps
link. According to this simulation the UDP flow had a significantly higher hit
probability and experienced higher packet loss rate. The results also showed that
SRED was able to limit the amount of bandwidth that the UDP flow consumed.

3.3.3.2 RED with Preferential Dropping (RED-PD)
Mahajan et al. proposed the RED with Preferential Dropping (RED-PD) algorithm in
2001 to provide protection for responsive flows [62].
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The RED with Preferential Dropping (RED-PD) [62] is an identification-based
approach which uses preferential dropping to control the high bandwidth non
responsive flows. The RED-PD algorithm has two main parts. The first part identifies
the non responsive malicious high bandwidth flows and the second part reduces the
bandwidth of these flows. RED-PD uses packet drop history to identify and control the
non responsive flows. The main limitation of RED-PD is that it cannot control a large
number of non responsive flows properly.

3.4 Comparison of Major AQM Algorithms
Table 3.3 summaries the main features of the major AQM in the literature.
ALGORITHM

MAIN STRENGHTHS

DT

Simplicity;

no

DRAWBACKS

State Lacks QoS; no fairness; global

information needed

synchronization

problems;

biased for bursty traffic.
RED & variants

Simple; fair; QoS; AQM; Sensitive
unbiased for bursty traffic

PI

CHOKe

and

setting

of

constants

Simple; stateless and easy Fairness
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settings

Simple; fast; robust; AQM; Estimation
less queue oscillations

to

and

scalability
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to implement
BLUE & SFB

problems

Low packet loss rate and Scalability problem
less buffer space needed

REM

Low packet loss; high link Based on global parameters;
utilization;

scalable;

low lacks QoS

delay
SFQ

Reduces look up cost

Complicated;

incomplete

fairness; more queues
CSFQ

fairness

Extra field in packet header

VQ

High link utilization

Fixed and DT type of VQ

AVQ

Adaptive to traffic changes

DT used in VQ

3.5 Summary
This chapter surveys the major AQM algorithms that have been developed by
researchers over the years to provide sources with feedback notification through the
intermediate devices in an attempt to avoid congestion and to ensure a level of QoS to
the Internet users. Queue management algorithms are classified to two main categories,
Passive and Active queue management, depending on the reaction to congestion;
passive algorithms such as DT, Random Drop and Drop Front react only when the
gateway queue is full, on the other hand AQM, such as RED and its variants, react
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before the gateway queue is full by using a random drop probability which increases
with congestion.

AQM algorithms have been proposed to solve the problems with drop-tail and other
passive queue managements in an attempt to achieve more effective congestion control
and consequently better QoS. While all AQM algorithms attempt to achieve this
common goal, many AQM algorithms have been invented for slightly different
purposes, such as stabilizing router queues, approximating fairness among flows,
controlling unresponsive high-bandwidth flows. The most prominent AQM algorithms
in the Internet have been discussed in this chapter.

Also reviewed were the strengths and weaknesses of existing AQM algorithms; it
seems that at present no single algorithm can solve all of the problems of congestion
control in computer networks and the Internet.

However, one thing that is apparent from this review is that no algorithms specifically
concentrate on controlling or bounding the delay metric. This is surprising in view of
the importance of this metric in real-time multimedia applications.
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The rest of this thesis will attempt to fill this gap and concentrate on maintaining the
delay through a buffer by using a dynamic threshold the position of which is linked to
the delay via analytical equation to be developed. This new approach will be
implemented based on two different existing queue managements; Drop Tail and Early
Random Drop.
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4 Chapter 4
Adaptive Drop Tail: An Algorithm
for Maintaining Delay Bounds in a
Buffer with Time-varying Arrival
Rate
4.1 Introduction
Network routers have a limited buffer space in which to accommodate information
before sending it to another router or the final destination. The buffer space or queue is
necessary to avoid information loss when data arrives at a higher rate than the
maximum processing rate of the router. The primary purpose of a queue is to smooth
out bursty arrivals, so that the network utilization can be high [1]. These queues
increase network end-to-end delay which significantly affects the quality of real-time
applications. End-to-end delay consists of propagation delay and queueing delay [2].
Propagation delay usually represents only a very small fraction of the end-to-end delay
because of the increased link capacity while queueing delay is potentially the main
component in the end-to-end delay [2].

Adaptive Drop Tail: An algorithm for maintaining delay bounds in a buffer with time-varying arrival rate

Modern telecommunication and computer networks, including the Internet, are
intended for many real-time applications such as VoIP and video conferencing, for
which Active Queue Management (AQM) systems are designed to keep the loss of
information as low as possible and to provide a high Quality of Service (QoS).

Drop Tail (DT) is the traditional way for controlling the queue length at routers as
mentioned in section (3.2.1). In this mechanism a maximum length is set for each
queue at the router, and accommodates all arriving packets till the maximum queue
length is reached. Once the buffer overflows packets start dropping until the queue size
is again below the maximum as a result of some departures [43, 44]. Drop tail has been
a popular queue management technique for many years due to its simplicity, although
it results in some serious disadvantages such as the global synchronization problem
and lock-out phenomena [5].

In this chapter the aim is to introduce a modified version of DT with a dynamic
threshold to keep packet queueing delay around at a specified value. This is done by
using a feedback control which computes a new arrival rate and changes the arrival
rate at appropriate times depending on the instantaneous queue length in relation to a
dynamic threshold in the buffer. This can be done in conjunction with TCP if
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necessary, although in what follows we concentrate directly on the control mechanism
responding to changes in the arrival process.

4.2 Algorithm Design
4.2.1

Arrival Process

For modelling purposes, the arrival process is assumed to be a Markov Modulated
Poisson Process (MMPP) with two states labelled 1 and 2 [63].

The main reason for this choice is that the behaviour of the MMPP will model an
arrival process in which the rate can change suddenly. Such behaviour would be
expected in TCP where the arrival process can increase or decrease by up to a factor of
2, as explained in section (2.5).

The MMPP is a stochastic process where the Poisson arrival rate is defined by the state
of a Markov chain as in figure (4.1). This modulation introduces burstiness into the
arrival process. Assuming j denotes the state, where j in this case is equals to 1 or 2,
the arrival process in state j follows a Poisson process with rate λ j . The transition rate
from state1 to state 2 is γ 1 and the transition rate from state2 to 1 is γ 2 . The MMPP-2
has a generating function Q for transition of the modulating Markov chain and the rate
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matrix is Λ [9]. Time in state 1 is exponentially distributed with mean value

that in state 2 is similarly exponentially distributed with mean value

1

γ2

1

γ1

and

the focus of

Q and Λ are as follows:

− γ
Q= 2
 γ2

γ1 
0
λ
, Λ = 1


− γ1
 0 λ 2

Figure 4.1 Two-State Markov Modulated Poisson Process State Transition Diagram

4.2.2

Time window (TW)

It is assumed that time is divided into fixed time units (time-windows). It is also
assumed that the mean Round Trip Time (RTT) from the arrival process to the buffer
and back to the arrival process again through the delay controller is less than one timewindow, thus the arrival process can be considered to be switched off or on from one
time-window to the next [65].
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The time window has to be large enough in order to accommodate multiple arrivals but
the time-window size (τ ) is assumed to be much smaller than the mean time in either
state one or state two. The main purpose of this idea is to ensure the arrival process
attains a steady state between the state switches of the arrival process.
For example, if we assume that τ =

0 .1

γ1

then the arrival process remains in state one

for an average of 10 time-windows [64].

4.3 Feedback Control Mechanism
A continuous-time framework has been chosen to model the queue system as this type
of modelling is appropriate for internet traffic. Since a time-window can encompass
multiple arrivals and multiple departures, this is shown diagrammatically in figure
(4.2), where the time windows are numbered and indexed by k, where k is an integer.

Figure 4.2 three neighbouring time windows
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Figure 4.3 Proposed system diagram

Figure (4.3) shows the feedback control system. It is assumed that the delay controller
can use information collected during time window k to compute a new threshold
position for time window k+1; that is, the controller can change the threshold from one
time window to the next.

Figure (4.2) shows three neighbouring time-windows in the simulation k-1, k, k+1
where k-1 is the previous time-window, k is the current time-window and k+1 is the
next time-window. Since time is indexed as k, where k = 1, 2,...., and the time-window
k is the period of time from (k-1 to k). The following are the parameters and measures

involved in the feedback control mechanism:
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1. Dr Required mean delay.
2. Dk Measured mean delay over time-window k .
3. Dk +1 Target mean delay over time-windows (k , k + 1). .
4. Gk −1 Cumulative delay error over period (0, k-1) and the cumulative error at G0 = 0.
5. λk Measured mean arrival rate over time-window k and µ is the service rate, which
is assumed constant.
6. Lk +1 Queue threshold over time-windows k + 1.

4.3.1

Delay predication over a time window

The feedback control mechanism depends on the calculation of the mean delay over
each time-window (TW) k =1, 2, 3… the mean delay over each time window is
calculated according to Little’s law:
Dk =

x
Where x is the mean queue length, and S is the throughput. The calculation
S

of the mean queue length (x) and the throughput (S) will be shown in the next section.
Once the mean delay over a time-window (TW) is calculated and the required delay is
known, the mean delay error G k in time window is then calculated as Dr − Dk . Then
the G k can be generalised over k time windows by windows as:

k

Gk = kDr − ∑ Di , k=1,2,3,….
i =1

(4.1)
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From the general expression this can be calculated on window by window basis:

G (k ) = Dr − D(k ) + G (k − 1)

G (k ) = Dr − D(k ) + G (k − 1) , where G0 = 0 and k =1, 2, 3,…

(4.2)

Then referring to fig (4.2) and the equations above, the target mean delay at timewindow k+1, D(k + 1) , can be predicted as follows:
Since

Dr =

D1 + D2 .... + D(k − 1) + D(k ) + D(k + 1)
k +1

(4.3)

From equations (4.1), (4.2) and (4.3)

k

(k + 1) Dr = ∑ Di + D(k + 1)

(4.4)

i =1

Then

k

D(k + 1) = (k + 1) Dr − ∑ Di

(4.5)

i =1
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k

D(k + 1) = Dr + (kDr − ∑ Di )

(4.6)

i =1

Then, using equation (4.1)

D(k + 1) = Dr + G (k )

(4.7)

Then, using equation (4.2)

D(k + 1) = Dr + Dr − D(k ) + G (k − 1)

(4.8)

D(k + 1) = 2 Dr − D(k ) + G (k − 1)

(4.9)

From equation (4.9) we can calculate the predicted target mean delay in the next timewindow k+1, since Dr is a fixed value, D(k ) is the measured delay in the current timewindow k and G (k − 1) is the measured delay error in the previous time-window k-1.
Once we have calculated the predicted target mean delay in the next time-window k+1,
the next step is to find the relation between the predicated target mean delay in the next
time window and the setting of the threshold for the next time-window L(k + 1) in
order to achieve the predicted delay. In the next section we will carry out a queueing
analysis to find L(k + 1) .
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4.3.2

Calculating the predicted delay over specified number of time windows n.

In the previous section (4.3.1) the predicted delay in next time window was calculated
according to a window by window basis. However, the main problem here is that k is
increasing indefinitely and so the average delay will be taken over an increasingly
large number of time windows. This way is clearly not effective in real-time situations
in that once the number of time windows becomes large, short-term changes will be
smoothed out and likely be ignored by the control mechanism. Thus a finite limit, n, is
placed on the number of time windows over which the average delay is measured. For
example, assume that n=3. The predicated delay D4 is calculated according to the
delay error in the previous 3 time windows, D1 , D2 and D3 . (See figure (4.4)). The next
predicated delay, D5 , is calculated using D2 , D3 and D4 , and so on.

Figure 4.4 Three neighbouring time windows
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Referring to figure 1.4 the target mean delay at time window TW4, Dk +1 , can be
predicted as follows:
If only the previous n time windows are considered:

Dr =

Dk − n +1 + Dk − n + 2 ....... + D(k ) + D(k + 1) + G (k − 1)
n +1

(4.10)

Gk −1 is now the cumulative error over n time windows up to time window k − 1 .

Dr =

1  k

Di + D(k + 1) + G (k − 1)
∑

n + 1 i = k − n+1


(4.11)

Then

k

D(k + 1) = (n + 1) Dr −

∑D

i

− G (k − 1)

(4.12)

∑D

− G (k − 1)

(4.13)

i = k − n +1

k

D(k + 1) = nDr + Dr −

i

i = k − n +1

Since we can define Gk as:

k

G (k ) = nDr −

∑D

(4.14)

i

i = k − n +1
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Then, using equation (4.13), (4.14)

D(k + 1) = Dr + G (k ) − G (k − 1)

(4.15)

4.4 Queueing Analysis
The queueing system accommodates a finite number of packets L, including any
packet in the server, and the queue discipline is First Come First Served (FCFS). The
queue threshold is at position L. When the number of packets in the queue is less than
the threshold, the source will operate at normal sending rate (λ1 , λ 2 ) . If the number of
packets reaches the threshold, then the source is signalled to stop sending packets by
feedback from the queue to the arrival process [65, 66].
The two parameters that are changed are thus the threshold position and the arrival rate
which, in the DT mechanism is completely switched off if the queue threshold is
exceeded.
The mean queue length and the mean arrival rate are measured over each time window

k, and the information is used to calculate the position of the threshold L for the next
time-window k+1 in order to keep the delay at the required value [64, 65].
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Since we have assumed the mean time in each state of the arrival process is much
larger than a time window, then we assume that the system reaches a steady state and
we can thus model this as a M/M/1/L queue with state diagram as shown in figure (4.5).

Figure 4.5 State transition diagram

Let us assume that an estimation of the threshold position at time window k is L=L (k)
and λ1 , λ 2 ≠ µ . The mean queue length (MQL) x(k ) and the mean arrival rate λ (k ) are
measured over each time window k and their value is used to calculate the value of the
threshold for the next time-window k +1 to keep the delay at the required value.
In the case of M/M/1/L queue:

L

∑ P(i) = 1

(4.16)

i =0

Here i represents the state in the system, and the summation of the probability equal to
one in the equilibrium system and since λ1 , λ 2 ≠ µ [67]:
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P (i ) =

1− ρ
ρi
L −1
1− ρ

(4.17)

In our system the arrival rate may be varied from one time window to another as we
adjust the threshold which, in turn, controls the arrival rate. So we have to calculate the
arrival rate on a window by window basis and use this in:

ρ=

λ (k )
µ

(4.18)

The mean arrival rate is calculated in each time window k by counting the number of
arrivals in that time window n(τ ) and dividing this by the length of the time window τ .

λ (k ) =

n(τ )

τ

(4.19)

Once the mean arrival rate calculated in the time window k, mean queue length x(k )
will be calculated according to M/M/1/L the mean queue length formula [67]:

L( k )

x(k ) =

∑ iP(i)

(4.20)

i=0

In each time window k we calculate the mean queue length x(k ) and then use Little’s
result to obtain the mean delay D(k ) . That is:
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Dk =

x(k )
λ (k )

(4.21)

Since the mean delay error in time window k − 1 and mean delay in time window k
have been computed, the required delay Dr is constant, then substituting the values of

Dr , D(k ), G (k − 1) in equation (4.9), the value of the predicated mean delay in time
window k + 1 can be computed. Once the predicated value for the mean delay in time
window k + 1 is known, the function for the mean delay in time window k + 1 which is
[65, 66]:

[1 − (1 + L(k + 1)(1 − ρ ))ρ
D(k + 1) =
λ (k )[1 − ρ ][1 − ρ

L ( k +1)

L ( k +1)

]

]
(4.22)

From equation (4.22) the predicated mean delay in time window k + 1 is a function of
mean arrival rate in time window k, mean service rate which is constant value and the
value of the threshold over time window k + 1 , which is L(k + 1) then equation (4.22)
can be rearranged as follows:

L ( k +1)


λ (k )   λ (k ) 
1 − (1 − L(k + 1)(1 − µ )  µ 


D(k + 1) − 
 λ (k )  
λ (k ) L ( k +1) 
λ (k ) 1 −
1− (
)



µ 
µ
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The only unknown in this equation is L(k+1) and so the bisection method [81, 82, 83]
can be applied in order to solve for L(k+1), the threshold position for the next time
window k+1. The threshold can then be moved to the new position, to attempt to keep
the delay at the chosen value, Dr .

4.5 Simulation Environment
There are many different techniques available to investigate and analyse systems prior
to the actual implementation. Analytical modelling and simulation are the most used
techniques and both are efficient techniques and cost effective with complex
systems. ”Simulation is an operation where a computer is made to imitate a real life
situation or a machine, and shows how something works or will work in the future” [68].

There are several simulation packages available for research studies in the field of
computer networks. For instance, Network Simulator (NS) is widely used and much of
the referenced material in this research has implemented NS for algorithm
developments [69]. Omnet++ is another popular simulation package [70].

Because of the special requirements of this research, tools such NS-2 introduces
constraints; subsequently a special simulation has been developed for this study.
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4.5.1

Why Java?

In this study Java platform was used. The use of a Java platform was based on more
than one reason as follows:

•

It is open source

•

It is easy to learn

•

Flexible in terms of constraints unlike NS-2

•

Offers Graphical User Interface (GUI)

•

Programming interface is well structured

•

High level language

•

Object-oriented

4.5.2 Model Validation
Simulation models are used to predict how a system will behave. Computer simulations
use rules to model system changes and apply them repeatedly to predict behaviour. In
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many cases, there is an element of uncertainty about the changes produced by a rule and
repeated simulations are used to produce averages which model patterns of behaviour.

Simulation is an inductive, experimental technique in which solutions are required
through a number of experiments. The experimental frame defines a set of
circumstances, experimental variables, initial state, input schedules and termination
conditions. Stochastic simulations are sampling experiments, which observe the
principles of statistical design. Statistical methods may therefore be used for the design
and analysis of experiments.

One way to establish the validity of a simulation is to compare the results of simulation
against the results of an analytical model of the system if this is possible.

To demonstrate that the simulation results are correct, the results for the analytical
equations for an M/M/1/K queue are obtained for the throughput, delay and packet loss
and plotted against the results of the basic simulation model for the M/M/1/K queue for
varying load conditions. The M/M/1/K queue was chosen as a model for the comparison
since this is the basic model on which the various AQM methods are built.

90

Adaptive Drop Tail: An algorithm for maintaining delay bounds in a buffer with time-varying arrival rate

For example the standard DT mechanism is directly modelled by the M/M/1/K queue
for Poisson arrivals and exponential service times. Thus, if the simulation results and
results of the analytical model are very similar, this gives confidence that the basic
framework on which the subsequent models are built is performing as it should.
The performance measurements are shown in figures (4.6) (4.7) (4.8) with the
parameters initialised as follows:

Queue capacity K=20, service rate ( µ ) = 0.6, arrival rate ( λ ) has different values as
shown in the figures below.

Normalised Throughput

Normalised Throughput vs. Load
1
0.8
0.6
0.4
0.2
0
0

0.1

0.2

0.3

0.4

0.5

0.6

Load (Lambda)
Simulation

Analytical Model

Figure 4.6 Normalised throughput vs. load
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Normalised Delay vs. Load

Normalised Delay

20
15
10
5
0
0

0.2

0.4

0.6

0.8

1

Load (Lambda)
Analytical Model

Simulation

Figure 4.7 Normalised Delay vs. Load

Packet Loss Probability

Packet Loss Probability vs. Load
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Figure 4.8 Packet loss probability vs. Load
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In figure (4.8) the deviation in the packet loss probability between the model and
simulation at a point where the arrival rate becomes very close to the service rate is to
be expected. In the simulation, random fluctuations in the input will cause the arrival
rate to periodically move above the service rate giving rise to buffer overflow. In
model, this is by definition in a steady state and such random fluctuations are absent.
The packet loss probability is consequently lower due to less buffer overflow.

From figures (4.6) (4.7) (4.8) the results of both analytical and simulation give an
acceptable match with different values of arrival rate. Also the 95% confidence
intervals were obtained for each simulation point and the results were very small as
shown table (4.1) and for the most part are not significant visible on the graphs.
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LOAD

95% CONFIDENCE INTERVALS
Delay

Throughput

Packet loss

0.1

0.000174286

3.72748E-05

0

0.25

0.001507473

0.000170277

0

0.4

0.003814519

0.000171933

3.52595E-06

0.55

0.019910153

0.000249388

0.000102825

0.7

0.012736349

3.52703E-09

0.000210485

0.85

0.006935172

5.63078E-06

0.000249118

Table 4.1 the 95 confidence interval for the delay, throughput and packet loss

4.6 Numerical Results
4.6.1

Predicted target mean delay in next time window with reference to the
delay error in the previous time window

As the aim of this work to control delay at specified value Dr , a Java framework
simulation is used to find the roots of equation (4.23) to adjust the threshold at the end
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of each time window to give the predicated delay in the next time window. Therefore
this new position of the threshold must satisfy equation (4.23) to give the required
delay for the next time window.

The following parameters have been initialised in the simulation to the indicated values
-since MMPP-2 is used as the arrival process, there are two arrival rates λ1 = 0.2

λ2 = 0.4. and the service rate µ = 0.4.
- The transition rate in state one is δ 1 = 0.01 , and transition rate in state two is

δ 2 = 0.02.
- The length of each Time-window is 20 ms and the required delay Dr = 6 ms.
The results of the simulation are shown in figure (4.9). It is clear that the delay is
constrained around the required delay. The variance between the required delay and
the measured delay (delay error variance) is 1.7079. This variance is quite high so the
time window is next modified in an attempt to achieve a lower variance.
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Delay V alue

Evaluation of Required Delay
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Time Window (TW)
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Required Delay

Figure 4.9 Measured delay evaluation at TW=20.

Figure (4.10) shows the results of increasing the length of the time window to 25.
Again the mean measured delay is successfully maintained around the required delay
and the variance is reduced to 0.9994.
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Evaluation of Required Delay
10

Delay Value
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Time Window (TW)
Measured Delay

Required Delay

Figure 4.10 Measured delay evaluation at TW=25

From the above results it is obvious that the variance depends on the length of timewindow, therefore it is essential to find the optimum length of the time-window. In
order to obtain the optimum time-window length, the delay error variance is plotted
against time window length as shown in figure (4.11).
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Delay Variance Vs. Time Window Lenght
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Figure 4.11 Variance of delay error vs. Time-window Length

The variance of delay error is high at small sizes of time window and decreases until it
reaches a minimum at TW length =24, variance = 0.8518, then the variance starts to
increase again.
From figure (4.11) at short time window lengths it is likely that there will be
inaccuracies in the measured arrival rate. This is because the longer the window, the
more arrivals will fall in the window and so the more accurate will be the measured
estimate of arrival rate. However at long time windows lengths then there is more
chance of the arrival process switching state during the time window so the
measurements of arrival rate will again likely be inaccurate in that the system will not
be in a steady state.
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The increased delay error variance at both short and long time window lengths is
therefore likely due to errors in estimating the arrival rate, but the errors are due to
different reasons in each case.

We note that therefore the accuracy of measurements of arrival rate affects the
performance of the system. If we assume that changes in the arrival rate can be tracked
accurately then this should result in a better performance.
To demonstrate this, the simulation parameters have been set up as shown in table (4.2).

SIMULATION

VALUE

PARAMETERS

λ1

0.2

λ2

0.4

δ1

0.0111

δ2

0.022

µ

0.4

TW

24ms

Table 4.2 Simulation parameters values for Figure (4.12).

Figure (4.12) demonstrates the result with simulation parameters set up as in table (4.2)
assuming switch times of the arrival process and the arrival rates are known. This
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shows an improvement in the performance of the system in comparison with results in
figure (4.9) and (4.10) in that the delay error variance is decreased to 0.8361. This
suggests that accurate measurement of arrival rate is a key issue in improving
performance.

Measured Delay Evalution
10
Delay Value

8
6
4
2
0
1

101 201 301 401 501 601 701 801 901 1001 1101 1201 1301 1401 1501 1601
Time Window (TW)
Measured Delay

Required Delay

Figure 4.12 Measured delay evaluation with parameters in table (4.2)

4.6.2

Predicted target mean delay in next time window with reference to the
delay error in n previous time windows.

In section 4.5.1 we measured the predicted delay in the next time window according to
the calculated delay error in one previous time window and the results were shown in
figures (4.9), (4.10), (4.11), (4.12) with different time window lengths.
In this section we use n previous time windows to predict the delay in next time
window k + 1 in an attempt to achieve a lower variance.
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Again as in section (4.5.1) a Java framework simulation is used to find the roots of
equation (4.23) but this time we adjust the threshold based on measurements over n
time windows in relation with the predicted delay in the next time window. The value
of n is changed until the best (lower) value of delay error variance is achieved.

Figure (4.13) demonstrates the result with simulation parameters set up as in Table
(4.1) with n = 2 . In comparison with the results in section (4.5.1) there is an obvious
improvement in the performance of the system where the delay variance is reduced
dramatically to 0.4223

Measured Delay Evaluation
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8
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101 201 301 401 501 601 701 801 901 1001 1101 1201 1301 1401 1501 1601
Time Window (TW)
Required Delay

Measured Delay

Figure 4.13 Measured delay evaluation with n=2

The number of previous time windows is increased to three, n = 3 in an attempt to
achieve better delay error variance and the results as illustrated in Figure (4.14). This
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shows that the mean delay is maintained around the required delay value and in this
case the delay error variance is 0.2434, which shows that the delay error variance can
be decreased by using an increasing the number of previous time windows. This raises
the question as to what is the best number of time windows to use for the
measurements?

Measured Delay Evaluation
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Time Window (TW)
Measured Delay

Required Delay

Figure 4.14 Measured delay evaluation with n=3

Figure (4.15) shows the results where n = 4, and at this point the delay error variance
starts to increase again. The measured mean variance at n = 4 is 0.6235. From this
point the variance starts to increase dramatically and figure (4.16) demonstrates the
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results of the delay error variance against the number of previous time windows, which
shows clearly the optimum number of time windows is n = 3.

It is suggested that for small numbers of time windows involved in the measurements
then the system tracks short term changes in the arrival process well and possibly
overcompensates giving rise to relatively large swings in the delay error variance. This
is therefore equivalent to an under clamped system
For large numbers of time windows involved in the measurements then any short term
changes will largely be smoothed out and so the controller will not react sufficiently
vigorously to track the changes. This is therefore the equivalent of an over clamped
system.
At optimum number of time windows (in this case n = 3) the system may be
considered as critically damped and the delay error variance is at its lowest.
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Measured Delay Evaluation
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Figure 4.15 Measured Delay evaluation with n=4

Delay Error Variance Vs. Number of Time Windows (n )
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Figure 4.16 Delay error variance vs different number of time windows n.
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4.7 Summary
In this chapter the advantages of Drop Tail, such as simplicity, over other Active
Queue Management (AQM) schemes, has been used to develop a new approach to
maintain the mean delay, which is one of the most important QoS metrics.

The focus was on buffer delay, which is a significant component of End-to-End Delay,
and a continuous-time framework control algorithm was used to operate on a buffer
which has a dynamic threshold. An analytical model delay equation based on an
M/M/1/L queue has been developed. This equation has been used in the simulation to
adjust the threshold to an effective value to maintain the delay around a specified value.

The MMPP-2 was used as the arrival process to our system to introduce burstiness and
correlation of the inter-arrival times and to present sudden changes in the arrival
process as would be encountered when, for example, TCP is used as the transport
protocol.

It has been demonstrated that the accuracy of the results depends critically on accurate
measurements of arrival rate. Optimum values have been obtained for time windows
length and number of time windows to use in the delay measurements for the
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parameters used, although further investigations would be required to determine the
generality of these results if the system parameters (arrival rates and service rate) are
changed.
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5 Chapter 5
Adaptive Early Random Drop: An
Algorithm for Controlling Packet
Queueing Delay in a Buffer to Satisfy
QoS Requirements for Multi Media
Applications.
5.1 Introduction
Early Random Drop (ERD) is a major modification of the DT algorithm and was
designed to overcome the failures of DT as well as predicting congestion before it
occurs. ERD functions as a congestion avoidance mechanism instead of reaction after
congestion occurs as in DT. The ERD mechanism consists of three basic steps: a)
Predict congestion before it occurs. b) Identify the users contributing to this congestion.
c) Signal these users to slow down [42]. As explained in chapter 2, ERD detects
congestion when the instantaneous queue size reaches a drop level. This level
indicates a congestion period and this information is fed back to the sources by
dropping all new arriving packets with a fixed probability until the instantaneous queue
size falls below the drop level [42].

Adaptive Early Random Drop

ERD has a better overview of the network traffic than DT, and has achieved a good
overall network performance and provided a fair service to the network by reducing
global synchronization in the network [42].

ERD succeeds in preventing the queue from overflowing by monitoring it constantly
and this early detection improves fairness among network users by detecting
aggressive users more accurately instead of warning all users to slow down. However
the performance of ERD is still questionable as this success depends on the suitability
of the Drop Level and Drop Probability to the current network traffic distribution [7].

In [7] Hesham suggested that improving the ERD algorithm to suit any network traffic
could be achieved by implementing a dynamic adjustment of the Drop Level and the
Drop Probability. Many research papers in the literature have already studied the
development of dynamic adjustment of the drop probability such as RED [8], ARED
[13] and [65]. These developments are dependent on the average queue size where the
packet-marking probability varies linearly from 0 to maximum probability maxp as in
RED [8] or they adjust the maximum packet dropping probability to adapt to changes
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in the mean queue length as in ARED [13], but none of these methods specifically
focuses on dynamically adjusting the drop level as traffic parameters change over time.

In real-time multimedia applications such as Internet telephony and video conferencing
packets arriving after particular times will be useless since such applications are very
sensitive to delay but can tolerate some packet loss, although the loss of larger
numbers of packets will seriously degrade the quality of voice and pictures.

In this chapter we introduce an adaptive version of Early Random Drop (AERD) to
control the queueing delay in real-time multimedia applications to satisfy a user’s
quality of service requirements. The new AERD uses a dynamic threshold that can be
adjusted with the aim of keeping the queueing delay in a finite buffer constant at a
specified value as the arrival rate changes over time.

5.2 Design Analysis
5.2.1

Threshold Position

The threshold L in the queue specifies the limit of the safe traffic area. Moreover
choosing the threshold position is a very important design issue as it also specifies how
much time is needed to signal the aggressive users to slow down. The aim of the
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system is to keep the end-to-end delay bounded at a specified value. Thus the threshold
value should depend on the largest end-to-end delay of a user, but there are multi users
in one gateway and each of these users’s has a different round-trip delay [7], so the
threshold should be adjusted dynamically and this depends on the required delay in the
gateway. It might be argued that the threshold value should be set to a small value but
that would not be possible simply because it might cause unnecessary packet losses.

5.2.2

Drop Probability

Drop probability is another important design issue as a large value of the drop
probability will end up alerting too many users to slow down, even though there is
enough queue space to accommodate arriving packets. Likewise, too small a value will
not be enough to predict the congestion and will fail to properly alert the users,
resulting in buffer overflow and total congestion disaster. Thus, the value of the Drop
Probability must be effective, large enough to identify the misbehaving users and small
enough to protect the well-behaved ones [7].
It is very difficult for ERD to identify the number of the buffer’s users, also which of
these users are aggressive and which are not. Therefore, the drop probability must be
adjusted dynamically depending on the instantaneous queue size, as shown in figure
(5.1).
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Figure 5.1 Drop probability of AERD

5.2.3

Traffic Source

It is very crucial to use a traffic model that emulates real network traffic in a realistic
way. It is not possible to test a system effectively without using a traffic source that
represents and performs like real internet traffic. Therefore, a two state Markov
Modulated Poisson Process (MMPP) traffic model was used to represent the
underlying characteristics of TCP flow [14]. That is, sudden switches in the arrival rate
of a two-state MMPP source produce a similar effect to the sudden switches in arrival
rate of a TCP source when the congestion window is increased or decreased by a factor
of two.
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The MMPP-2 source is shown in figure (4.1) and is a Poisson process whose rate is a
random process which varies according to an irreducible 2-state Markov chain. The
MMPP is an extension of the Poisson process and is generally used as the input model
of communication systems such as data traffic systems [71, 75].

5.3 Control Mechanism
A continuous-time framework is used to model the queue and the time has been
divided into time windows, where the Round Trip Time RTT is less then one timewindow.
Figure (5.2) shows the control feedback diagram. It is assumed that the RTT from the
arrival process to queue and back to the arrival process through the delay controller is
less the one time-window thus the arrival process can be considered to switch from one
time-window to the next [64, 65, 72].

As previously introduced in section (4.3), equation (4.9) is used to calculate the
predicted mean delay in the next time window k+1 where again Dr is the required
delay which is a fixed value, D(k ) is the measured delay in the current time window
and G (k − 1) is the measured delay error in the previous time window k-1.
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Once the predicted target mean delay in the next time-window k+1 has been calculated,
the next step is to analyze the queue transition states to find the relation between the
predicated target mean delay in the next time window and the position of the threshold
for the next time-window L(k + 1) in order to achieve the predicted delay. In the next
section a queueing analysis is carried out to find the drop position L(k + 1) [73].

Figure 5.2 Control system diagram for AERD

5.4 Queueing Analysis
The buffer accommodates a limited numbers of packets K; this number of packets
includes any packet in the system server. The queue drop level or threshold is at
position L. If the number of packets in the queue reaches the threshold, every new
packet arriving to the queue is dropped with fixed probability. If the number of packets
reaches the buffer size, all new arriving packets will be dropped and the source is
signalled to stop sending packets by the feedback mechanism. Otherwise the source
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operates at normal sending rate [7]. The scheduling scheme of the queue is First come
first served (FCFS).

Figure (5.3) shows the arrival rate in each part of the queue, where the arrival rate
changes in the queue depending on the threshold.

Figure 5.3 Arrival rate probability for AERD

As mentioned previously, an MMPP-2 is used for the arrival process and this MMPP-2
has two different arrival rates λ1 and λ 2 . The queueing model has three parts, the first
part being when the number of packets is less then the drop level L and in this part the
arrival rates are λ1 or λ 2 depending on the sending state. The effective arrival rate
(arrival rate-drop rate) changes to λ'1 or λ' 2 when the number of packets reaches the
drop line or threshold L and the dropping probability Pd will be used to randomly drop
packets from the queue to signal the source to slow down. The last part is when the
number of packets is larger than the queue capacity and so the effective arrival rate
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will be zero, where all packets will be dropped and the source will be signalled to stop
sending [73].

Equations (5.1) and (5.2) show the dropping probability for state1 and state 2 when the
queue is between the threshold and the buffer capacity K.

(5.1)

(5.2)

Again the mean queue length and the mean arrival rate are measured over each time
window k, then these are used to compute the position of the threshold L for the next
time-window k+1 in order to keep the delay at the required value [65, 74]

The state diagram of the system is shown in figure (5.4). As mentioned already in

chapter 4 section (4.4) since it has been assumed the mean time in each state of the
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arrival process is much larger than a time window, then this justifies the assumption
that the system reaches a steady state before the next change in the arrival rate (at least
on average) and we can thus model the system as a M/M/1/L queue, with arrival rate
either λ1 or λ 2 as appropriate.

Figure 5.4 Queue analysis for AERD

We measure the mean queue length (MQL) x(k ) and the mean arrival rate λ (k ) over
each time window k and their value is used to adjust the threshold for the next timewindow k +1 to keep the delay at the required value.

In the case of the modified M/M/1/K queue, the balance equations are divided into
three parts:

States 0, 1…. L
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λP(k ) = µP(k + 1)

(5.3)

Here k represents the states in the system from state 0 to state L

P (k + 1) =

λ
P(k )
k=0,1, …..L
µ

(5.4)

The system is in equilibrium in this part of the queue and there are no dropped packets.
The probabilities are as follows:

P (1) =

λ
P ( 0)
µ

(5.5)

2

λ
P (2) =   P (0)
µ

(5.6)

The general form of the probability in this part of the queue is:

P ( k ) = ρ k P ( 0)

(5.7)

States L+1 …….K
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In this part of the queue there is a packet dropping probability in the system which
'

'

causes the effective arrival rate to change from λ1 or λ 2 to λ1 or λ2 depending on the
original arrival state. The state probabilities in this part of the queue are as follows:

λ' P( L) = µP( L + 1)

Q P( L + 1) =

(5.8)

λ'
P( L)
µ

(5.9)

And since probability in state L is:

P ( L ) = ρ L P ( 0)

(5.10)

And the probability in state L+1 is:

P ( L + 1) =

Or

λ' L
ρ P ( 0)
µ

P ( L + 1) = ρ ' ρ L P (0)

(5.11)

λ'
'
ρ
=
where
µ

(5.12)

The general form for the probabilities in this part of the queue is:
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P ( L + i ) = ( ρ ' ) i ( ρ ) L P ( 0)

,

i = 1, …, K-1

(5.13)

The mean queue size is now as follows:

K

x(k ) = ∑ iP (i )

(5.14)

i =1

L

x ( k ) = ∑ i ρ i P ( 0) +
i =0

K

∑ i( ρ ) ρ
' i

L

P ( 0)

(5.15)

i = L +1

K
L

= P ( 0)  ∑ i ρ i + ρ L ∑ i ( ρ ' ) i 
i = L +1
 i =0


(5.16)

Summing the first series:

L

∑ iρ
i =0

i

=

ρ
[1 − ρ L [1 + (1 − ρ ) L]]
(1 − ρ ) 2

(5.17)

Now let i = L + 1,.......K and let j = i − ( L + 1),.........K − ( L + 1) . This makes
j = 0,......K − ( L + 1) and by using an appropriate summation of series:

K

∑ i( ρ ' ) i =
i = L +1

K − ( L +1)

∑
j =0

j(ρ ' ) j = ρ L

ρ'
[1 − ( ρ ' ) K −( L+1) [1 + (1 − ρ ' )( K − ( L + 1))]](5.18)
(1 − ρ ' ) 2
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Using equations (5.17) and (5.18)

 ρ

ρ'
L
L
[
]
= P(0) 
1
−
1
+
(
1
−
)
L
+
1 − ( ρ ' ) K −( L +1) 1 + (1 − ρ ' ) K − ( L + 1) 
ρ
ρ
ρ
2
' 2
(1 − ρ )
 (1 − ρ )


[

]

[

[

]]

(5.19)

Now value of P(0) needs to be found.

K
L

P ( 0)  ∑ ρ i + ρ L ∑ ( ρ ' ) i  = 1
i = L +1
 i =1


(5.20)

Then by substituting in equation (5.20) for the series using equation (5.17) and (5.19)
the P(0) can be found.

Both the mean queue length x(k ) and the mean arrival rate λ (k ) are measured over
each time window k in the simulation. The value of λ (k ) is used to calculate the
threshold position for the next time window L(k + 1) to maintain the delay at the
required value. By using Little’s law the mean delay in each time window can be
obtained as shown in equation (5.21). After computing Dk and G (k + 1) and with the
required delay Dr a constant, then these values can be used in equation (4.9) to find
the value of the predicted mean delay in the next time window k+1. Once the
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predicated value for the mean delay in next time window k+1 is known the next step is
to find a function for the threshold position L(k + 1) to maintain the mean delay in time
window k+1 at the required value.

D(k +1) −

ρ
ρ'
L(k +1)
L(k +1)
[
]
[
ρ
ρ
ρ
1
−
[
1
+
(
1
−
)
L
]
+
1− (ρ ' ) K−(L(k+1)+1) [1+ (1− ρ ' )(K − (L(k +1) +1))]]
2
' 2
(1− ρ)
(1− ρ )
 1 

λ(k)
 P(0) 

(5.21)

L(k+1) can now be found by bisection, as in chapter 4 then the threshold can be set to
the new position in an attempt to maintain the delay at required value.

5.5 Simulation Results
A Java framework simulation has been used in conjunction with the bisection method
to find the roots of equation (5.21) to relocate the position of the threshold at the end of
each time window to keep the delay in next time window at a specified value.
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PARAMETERS

DEFINITION

VALUES

Dr

The required delay

6 ms

λ1

Arrival

rate

MMPP-2 0.2

state one

λ2

Arrival rate in MMPP-2 0.4
State two

γ1

Transition rate in state 0.01
one

γ2

Transition rate in state 0.02
two

TW

Time window length

Pmax

Maximum

20 ms

dropping 0.02

probability

µ

Service rate

0.4

K

Queue capacity

40

Table 5.1 The parameters of the simulation

As mentioned in section (5.2.2), Hesham in [7] suggested that the drop probability
should be adjusted dynamically, depending on network traffic. However the purpose of
this chapter is to test the performance of the feedback mechanism rather than the
performance of the entire network. Therefore we set the maximum dropping
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probability to 0.02 as recommended by Zhang in [77] although this version of Early
Random Drop was not successful in controlling greedy users. We do not expect this
modified version of Early Random Drop to solve all the problems of misbehaving
users and other traffic problems but the goal of this Adaptive Early Random Drop
(AERD) is to control the delay in the gateway.
The results of the above simulation are as shown in figure (5.5). The measured delay
fluctuates around the required delay as expected with variance (between measured and
required delay) 0.9653. There is an improvement in the delay error variance in
comparison with Adaptive Drop tail at the same time window length. In the next step
the time window length TW is changed in an attempt to achieve a lower variance.

Measured Delay Evaluation
10
Delay Value

8
6
4
2
0
1

105 209 313 417 521 625 729 833 937 1041 1145 1249 1353
Time Window (TW)
Measured Delay

Required Delay

Figure 5.5 Measured delay evaluation at TW=20 for AERD
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Increasing the time window length to 25 gives the results in figure (5.6). The results
have improved as the mean delay was maintained around the required delay and the
variance is reduced to 0.8475.

Measured Delay Evalution
10
Delay Value

8
6
4
2
0
1

93

185 277 369 461 553 645 737 829 921 1013 1105 1197 1289
Time Window (TW)
Measured Delay

Required Delay

Figure 5.6 Measured Delay evalution at TW=25 for AERD

From the results in figure (5.5) and (5.6) clearly the variance depends on the length of
time-window, therefore it is crucial to find the optimum length of the time-window. In
an attempt to obtain the optimum time-window the delay error variance is plotted
against time window length, as shown in Figure (5.7).
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Delay Error Variance Vs. Time Window Length For
AERD

Delay Error Variance

14
12
10
8
6
4
2
0
0

10

20

30

40

50

Time Window Length

Figure 5.7 Variance of Delay Error vs. Time window length

The measurement of the variance recorded high values at small sizes of time window
then the value of variance decreases dramatically till it reaches the lowest value at time
window length = 23, then it increases again.

In a further attempt to lower the delay error variance n previous time windows are used
to predict the delay in the next time window k+1. The number of time windows used is
n = 2, 3, 4 .. and the variance in each case was obtained until the best value of the delay

error variance was achieved.
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Equation (5.22) is used to adjust the threshold position based on measurements over n
time windows. Figures (5.8), (5.9) and (5.10) show the results with different numbers
of time windows n =2, 3, 4 subsequently.

Measured Delay Evalution
10
Delay Value

8
6
4
2
0
1

32 63 94 125 156 187 218 249 280 311 342 373 404 435 466 497
Time Window (TW)
Measured Delay

Required Delay

Figure 5.8 Measured delay evalution with n=2 in AERD
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Meaured Delay Evalution

Delay Value

10
8
6
4
2
0
1

31 61 91 121 151 181 211 241 271 301 331 361 391 421 451 481
Time Window (TW)
Measured Delay

Required Delay

Figure 5.9 Measured delay evalution with n=3 in AERD

Measured Delay Evalution

Delay Value

10
8
6
4
2
0
1

30 59 88 117 146 175 204 233 262 291 320 349 378 407 436 465 494
Time Window (TW)
Measured Delay

Required Delay

Figure 5.10 Measured delay evalution with n=4 in AERD
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With n =2 the variance of delay error is 0.324266, then when the number of previous
time windows is increased to three n =3 the variance decreases to 0.12673. From that it
might be inferred that the variance decreases by increasing the number of the previous
time windows n. However, this is not always true as the delay variance increases again
with four previous time windows n =4. It is crucial to work out the optimum length of
the time window therefore the delay error variance versus number of previous time
windows is plotted in figure (5.11), which shows the lowest value of variance was at
number of time windows n = 3.

Delay Error Variance Vs. Number of Previous Time
Windows (n)

Delay Variance

1
0.8
0.6
0.4
0.2
0
0

1

2

3

4

5

6

7

8

Number of Time Windows (n )

Figure 5.11 Delay error variance vs. different number of time windows (n) for AERD.
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5.6 Summary
In this chapter an adaptive version of Early Random Drop (AERD) has been
introduced to maintain the mean queueing delay. The aim of this method is to satisfy
the real-time multimedia application user’s quality of service requirements.

The new AERD uses a dynamic threshold that can be adjusted with the aim of keeping
the queueing delay in a finite buffer bounded at a specified value as the arrival rate
changes over time.

The focus was on buffer delay which is a significant component of End-to-End Delay.
An analytical model delay equation was also developed based on M/M/1/K queue. This
equation has been used in the simulation in conjunction the bisection method to adjust
the threshold to an effective value to maintain the delay around a specified value.

It was noticed that the accuracy of the results depends critically on accurate
measurements of arrival rate. Optimum values have been obtained for time window
length and number of time windows to use in the delay measurements for the
parameters used, although further investigations would be required to determine the
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generality of these results if the system parameters (arrival rates and service rate) are
changed.
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6 Chapter 6
Multi Threshold Adaptive
Random Drop (MTAERD)

Early

6.1 Introduction
Many AQM algorithms have been introduced in the literature in the last two decades
that aim to eliminate the congestion in networks and improve the QoS that users
demand. One well known AQM algorithm is random early detection (RED) [8] which
relies on queue thresholds for its operation.

There are many developments of RED, as explained in chapter three, such as REM [9],
SRED [10] and FRED [11] among others. All the above mentioned mechanisms rely
on two static thresholds which are fixed at a certain value, when the arrival rate
changes and also the maximum packet dropping probability is restrictive with no
response to the changes of the arrival rate except in Adaptive RED (ARED) [13],
which is a later development of RED in which the maximum packet dropping
probability is adjusted to adapt to changes in the mean queue length, but none of theses

Multi Threshold Adaptive Early Random Drop (MTAERD)

methods specifically focuses directly on maintaining delay constraints as traffic
parameters change over time. In this chapter the aim is to introduce a multi threshold
version of AERD with a dynamic threshold to keep packet queueing delay bounds at a
specified value. This is done by using a feedback control which appropriately changes
the arrival rate at appropriate times depending on the instantaneous queue length in
relation to a dynamic threshold in the buffer.

6.2 Control Technique
Similar to the control mechanisms used in chapter four and chapter five the time is
divided into time windows. Also, the mean Round Trip Time (RTT) from the arrival
process to the buffer and back to the arrival process again through the delay controller
is assumed less than one time-window, thus the arrival process can be considered to
switch states if necessary from one time-window to the next [78].

In this mechanism a continuous-time framework is used to model the queue system.

Figure (6.1) shows the control feedback diagram, where two thresholds are used in the
queue. In other words, exactly the same control mechanism is used as in chapter 5
except that this time two thresholds, a minimum threshold L1 and maximum
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threshold L2 , are used where previously in chapters four and five only one threshold
was used.

Figure 6.1 Control Mechanism For MTAERD

6.3 Parameter Setting
6.3.1

Minimum and Maximum Thresholds

The minth and maxth thresholds position is a crucial design aspect as choosing the
thresholds positions specifies how much time is needed to signal the aggressive users
to slow down. The aim of this system is to control the end-to-end delay in multimedia
applications at a specified value. As already mentioned in chapter 5, users in one
gateway have different round-trip delay [7], so it would be difficult to adjust the
thresholds to an optimum value. In this algorithm the maximum threshold L2 will be
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adjusted dynamically depending on the required delay in the gateway. As discussed in
RED [8], the minimum threshold L1 should be set at a large value if the traffic is fairly
bursty to allow high link utilization. On the other hand, in the case connections with
reasonably large delay bandwidth products, the minimum threshold should be at a
small value. Choosing an optimum minimum threshold value for a mix traffic is very
complicated and requires further research investigation and in this algorithm the
minimum threshold position will be changed to different values until an optimum value
is reached, as shown in section (6.5). A future suggestion to solve the problem of the
minimum threshold position is to update both thresholds dynamically in order that they
are both suited to the current network traffic.

6.3.2

Maximum Dropping Probability

Choosing an optimum value for Pmax is a crucial design issue as chosen in [79, 80]
which criticise the RED algorithm; the average queue size varies with congestion and
the setting of parameters. For instance if there is slight congestion in a link and/or Pmax
is high, as a result the average queue size is close to minth. On the other hand, when
the congestion is heavy and/or Pmax is low, the average queue size is close to, or above,
maxth. Thus the average queueing delay for RED is very sensitive to both the network

load and the setting of the RED parameters. As recommended for ARED [13]:
“network operators would naturally like to have a rough a priori estimate of the average delays
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in their congested routers; to achieve such predictable average delays with RED would require
constant tuning of RED’s parameters to adjust to current traffic conditions”.

In this chapter, attention is focussed on queueing delay since this is a major component
of the end-to-end delay required by the networks as a QoS metrics. The Pmax has been
set to 1/50 in what follows, which means the gateway drops , on average, one out of
every 50 arriving packets. Also, the dropping probability Pd ( x) is function of the
minth, the maxth and the slope between minth and maxth .

6.4 Queueing Analysis
The queue has a limited capacity of K packets, which includes any packet in the server.
There are two queue thresholds L1 , L2 represent the minimum and maximum thresholds
respectively. The queue discipline is first-come first-served (FCFS). If the number of
packets in the queue reaches the minimum threshold L1 , every new packet arriving to
the queue is dropped with dropping probability Pd ( x) where this probability increases
linearly as queue length increases from L1 to L2 . If the number of packets reaches the
buffer size at the maximum threshold L2 , all new arriving packets will be dropped and
the source is signalled to stop sending packets by the feedback mechanism. Otherwise
the source operates at normal sending rate [42].
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Figure 6.2 State transition diagram for MTAERD

Similar to chapters 4 and 5, an MMPP-2 is used for the arrival process and this has two
different arrival rates, λ1 and λ 2 [76]. For simplicity, λ1 is used to refer to both arrival
rates in the analysis. Again the queueing model has three parts, the first part being
when the number of packets is less then the first threshold L1 in this part the arrival
rate is λ1 where the dropping probability is zero. The effective arrival rate (arrival ratedrop rate) changes to λ'1 when the number of packets reaches first threshold L1 and the
dropping probability P d ( x) will be used to randomly drop packets from the queue to
signal the source to slow down. In the last part of the queueing model, when the
number of packets is larger than the maximum threshold L2 (which represents the
queue capacity) all arriving packets are dropped and so the effective arrival rate will be
zero. The source will thus be signalled to stop sending [73].

136

Multi Threshold Adaptive Early Random Drop (MTAERD)

The state diagram of the system is shown in figure (6.2). Again, similar to the steps in
chapters 4 and 5, the mean queue length and the mean arrival rate are measured over
each time window k, then these are used to compute the position of the maximum
threshold L2 for the next time-window k+1 in order to keep the delay at the required
value [64, 65].

As mentioned already in chapters 4 and 5, since it has been assumed the mean time in
each state of the arrival process is much larger than a time window, then this justifies
the assumption that the system reaches a steady state before the next change in the
arrival rate (at least on average) and we can thus model the system as a M / M / 1 / L2
queue with appropriate modifications to allow for the linear change in drop probability.
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Figure 6.3 (a) Arrival rate slope

Figure 6.3 (b) Dropping probablity slope
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Figure 6.3 Variation of arrival rate and dropping probabilty

In the case of M/M/1/K queue, based the state transition diagram in Figure (6.2) and
also according to figure (6.3), the balance equations can be expressed as follows:

λ1 − λ2
λ1 − λ1 ( L1 + 1) λ1 − λ ( L1 + 1)
∆
=
=
Let the slope =
L2 − L1 = L1 + 1 − L1
1

(6.1)

Also

∆=

λ1 − λ1 ( L1 + 2)
L1 + 2 − L1

=

λ1 − λ1 ( L1 + 2)
(6.2)

2

In general form

∆=

λ1 − λ1 ( L1 + k )
k

, 0 ≤ k ≤ L 2 − L1 − 1

(6.3)

Hence

λ1 ( L1 + k ) = λ1 − k∆

, 0 ≤ k ≤ L2 − L1 − 1

Let
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L1 + k = i and k = i − L1

λ (i ) = λ1 − (i − L1 )∆

, L1 ≤ i ≤ L2 − 1

(6.5)

P (0)λ1 = P (1) µ → P (1) =

λ1
P ( 0)
µ

(6.6)

P (1)λ1 = P (2) µ → P (2) =

λ1
P (1)
µ

(6.7)

Then

2

λ 
P (2) =  1  P (0)
µ

(6.8)

In general

i

λ 
P (i ) =  1  P (0) 0 ≤ i ≤ L1
,
µ

(6.9)

Also

P ( L1 )λ1 = P ( L1 + 1) µ → P ( L1 + 1) =

λ1
P ( L1 )
µ
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P( L1 + 1)λ ( L1 + 1) = P( L1 + 2) µ

(6.11)

∴ P ( L1 + 2) =

λ1 ( L1 + 1)
P ( L1 + 1)
µ

(6.12)

=

λ1 ( L1 + 1) λ1
P ( L1 )
µ
µ

(6.13)

L1

λ ( L + 1) λ1  λ1 
  P ( 0)
= 1 1
µ
µ  µ 

(6.14)

L1

 λ − 1∆  λ1 − 0∆  λ1 
=  1

  P (0)
 µ  µ  µ 

(6.15)

In general

L

 λ1 − j∆  λ1  1
  P (0)
P( L1 + k ) = ∏ 
µ
j =0 
 µ 
k

(6.16)

Now let k = i − L1
Then

L1

 λ − j∆  λ1 
  P (0)
P (i ) = ∏  1
µ  µ 
j =0 
i − L1

(6.17)
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Where L1 + 1 ≤ i ≤ L2
Thus:

L1

∑ P(i) +
i =0

K

∑ P(i) = 1

(6.18)

i = L1 +1

Or

 L1  λ  i  λ  L1 K i − L1  λ − j∆ 
 P(0) = 1
∑  1  +  1  ∑ ∏  1
 i =0  µ   µ  i = L1 +1 j =0  µ 

(6.19)

Or

  λ  L1 +1

1 −  1 

L1
 λ1  k i = L1  λ1 − j∆ 
 µ
+   ∑ ∏ 
 P ( 0) = 1

µ  i = L1 +1 i = L1 +1  µ 
 λ1 

 1 −  

µ


 

(6.20)

Or

P ( 0) =

1
  λ  L1 +1

1 −  1 

L1 L ( k +1)i − L
1
 λ1  2
 λ1 − j∆ 
 µ
+   ∑ ∏ 


λ1
µ  i = L1 +1 j =0  µ 

 1−

µ
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The value of the mean arrival rate λ (k ) in each time window k is used to calculate the
threshold position for the next time window L2 (k + 1) in an attempt to keep the delay
at the required value. Then Little’s law is used to obtain the mean delay in each time
window k as shown in equation (6.22). After computing D(k ) (the measured delay),
G (k − 1) (the delay error) and the required delay Dr is a constant value, then these
values can be used in equation (4.9) to find the value of the predicted mean delay in the
next time window k+1. Once the predicated value for the mean delay in next time
window k+1 is known the next step is to find a function for the threshold position

L2 (k + 1) to maintain the mean delay in time window k+1 at the required value.

   λ  L1 +1 

  1 −  1  

L1
i − L1
 λ1 − j∆  
   µ    λ1  K

 +   ∑ ∏
 
 λ1    µ  i = L1 +1 j =0  µ  



1 −  
 

 µ  
D(k + 1) − 
=0
L +1

   λ1  1


L1 L ( k +1)i − L
  1 −  

1
λ  2
 λ − j∆  
  µ 
+  1  ∑ ∏  1
 λ ( x) 
   λ1 

 µ  i = L1 +1 j =0  µ  
  1 −  


   µ 
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As mentioned previously in chapters 4 and 5, the roots of equation (6.22) can be found
by implementing the bisection method in the simulation, where L2 (k + 1) is the
unknown variable.
By solving equation (6.22) the new position of the second threshold can be found for
the next time window k+1 and the final step is that to adjust the second threshold
position L2 to its new position if necessary, to attempt to maintain the delay at the
required value.

6.5 Simulation Results
Similar to the previous simulations in chapters 4 and 5, a continuous-time Java
framework simulation is used in conjunction with the bisection method to find the
roots of equation (6.22) to adjust the position of the maximum threshold L2 at the end
of each time window in an attempt to maintain the packet queueing delay in the next
time window at the required value as the arrival rate randomly changes over time,
according to the switches in the state of the MMPP arrival process.

There are many simulation parameters involved in this simulation, which have a real
impact on the results of this simulation, as discussed in section (6.3.1) and (6.3.2). The
parameters of the simulation were set as shown in table (6.1).
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PARAMETERS

DEFINITION

VALUES

Dr

The required delay

6 ms

λ1

Arrival rate MMPP-2 state 0.2
one

λ2

Arrival rate in MMPP-2 0.4
State two

µ

Service rate

0.4

TW

Time window length

20ms

P max

Maximum

dropping 0.02

probability

K = L2

Queue capacity

40

L1

Minimum threshold

10

γ1

Transition rate in state one

0.01

γ2

Transition rate in state two

0.02

Table 6.1 Simulation’s parameters

Figure (6.4) shows the behaviour of the measured delay in the system according to the
parameters in table (6.1). The result in figure (6.4) indicates a stabilized measured
delay around the required delay as expected with variance (between measured and
required delay) 0.764321. The improvement in the delay variance in comparison with
Adaptive Drop Tail (ADT) and Adaptive Early Random Drop (AERD) at the same
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time window length is very obvious. Following the same procedure as adopted
previously in chapters 4 and 5, the time window length TW is changed, in an effort to
achieve a smaller variance between the required delay and the measured delay.

Delay Value

Measured Delay Evalution
8
7
6
5
4
3
2
1
0
1

70

139 208 277 346 415 484 553 622 691 760 829 898 967 1036 1105 1174 1243
Time Window (TW)
Measured Delay

Required Delay

Figure 6.4 Measured delay evalution at TW=20 for MTAERD

The results in figure (6.5) were obtained with the time window length set to 24 ms
which show the mean delay maintained around the required delay and the variance is
reduced to 0.6464.
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Measured Delay Evalution
8
7
Delay Value

6
5
4
3
2
1
0
1

79

157 235 313 391 469

547 625 703 781 859 937 1015 1093 1171

Time Window (TW)
Measured Delay

Required Delay

Figure 6.5 Measured delay evalution at TW=24 for MTAERD

It is obvious from the results in figure (6.4) and (6.5) that the delay variance depends
very much on the length of time-window as before. Therefore, finding the optimum
length of the time window was the next obvious step. Figure (6.6) illustrates the
variance of the delay error at different length of time-windows.
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Delay Error Variance

Delay Error Variance Vs. Time Window length
18
16
14
12
10
8
6
4
2
0
0

5

10

15

20

25

30

35

40

45

Time Window Length

Figure 6.6 Variance of delay error vs. Time window length (MTERD)

From figure (6.6) the variance is high when the time window is at small sizes and then
the value of variance decreases rapidly until it recorded the lowest value at time
window length = 22, then it starts to increase sharply again.

The maximum threshold L2 is adjusted dynamically to maintain the required delay in
the gateway at a specified level. However, the minimum threshold position L1 is how
also an important design aspect, as mentioned in section (6.3.1), since the position of

L1 is likely to have an impact on the results of the system. In this approach the
minimum threshold position is changed to a different value until an optimum value is
reached as shown in table (6.2).
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MINUMIUM THERSHOLD ( L 1 )

VARIANCE

5

5.26781

10

1.57252

12

0.99423

15

0.56125

20

7.52363

Table 6.2 different minimum threshold values give different delay variance.

Form table (6.2) the minimum threshold position L1 gives different variance values
which means L1 has a high impact on the system performance. Figure (6.7) shows the
delay variance plotted against minimum threshold positions, which shows that, L1 = 15
is actually the best value for the parameters used.

Delay Varaince

Minumum Threshold (L1) Vs. Delay Variance
10
9
8
7
6
5
4
3
2
1
0
0

5

10

15

20

Minumum Threshold (L1)

Figure 6.7 minimum threshold values Vs. Delay variance.
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Once the minimum threshold position L1 and the optimum time window length are
found, the next logical step is to find the optimum number of previous time windows
that should be used to predict the delay in the next time window k+1, in an attempt to
lower the delay variance still further.

Varying numbers of previous time window values (n) were used and the variance in
each case was obtained until the best value of the delay variance was achieved.

Figure (6.8) shows the delay variance versus the number of previous time windows,
which shows the lowest value of variance was recorded at a number of time windows
n= 2 with delay variance = 0.088.
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Delay Error Variance Vs. Number of Previous Time
Windows (n)

Delay Error Variance

1
0.8
0.6
0.4
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0
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5

6

7

8

Number of Time Windows

Figure 6.8 Delay error variance vs. number of previous time windows in MTAERD.

6.6 Summary
In this chapter an adaptive multi-threshold version of Early Random Drop has been
introduced in an attempt to constrain delay at a specified value in order to satisfy a
real-time multimedia application user’s quality of service delay requirements.

This method uses two thresholds, minimum and maximum; the maximum threshold is
dynamically adjusted with the aim of keeping the queueing delay in a finite buffer
bounded at a specified value as the arrival rate changes over time. Also, the minimum
threshold is set at an optimum value to give better results but in future this minimum

151

Multi Threshold Adaptive Early Random Drop (MTAERD)

threshold might be adjusted dynamically as well as it has been noticed that the
accuracy of the results depends critically on the value of the minimum threshold.

The results, as in ADT and AERD, still depend on the accurate measurement of the
arrival rate.
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7 Chapter 7
Comparison of Results

7.1 Introduction

In this thesis, several AQM techniques have been proposed with the aim of achieving a
high level of Quality of Service (QoS) that provides a controlled queueing delay to
satisfy a multimedia application’s users requirements. These proposed methods are
Adaptive Drop Tail (ADT), Adaptive Early Random Drop (AERD) and Multi
Threshold Adaptive Early Random Drop (MTAERD).

In this chapter, a critical comparative study is presented to contrast the ADT, AERD
and MTAERD control algorithms that have been presented in chapters 4, 5 and 6
respectively. This comparison focuses on performance evaluation of the proposed
techniques to demonstrate the merits and capabilities of the algorithms.

Comparison of Results

7.2 Drop tail versus Adaptive drop Tail
Many Control algorithms are used in designing AQM schemes to achieve satisfactory
QoS of the gateway router queue length. These control algorithms offer a set of tools to
improve the performance of the proposed AQM schemes that are known as traditional
queue managements. Recently, due to the development of the Internet and the demand
for high QoS to meet the requirements of multimedia applications, consequently in
chapter 3 a new algorithm has been developed to enhance system stability and to
constrain delay in the gateway router.

The new algorithm introduced in chapter 3 is a modification of Drop Tail (DT) as
already has been explained. Therefore it is essential to demonstrate a critical
comparison between DT and the adaptive version of DT which called ADT.
As the aim of this thesis is controlling the queueing delay at a specific value, the
simulations target a comparison of delay error variance with variants of time window.

A Java framework simulation is used to demonstrate a fair comparison and the
parameters in table (4.1) are used in two different simulations one for DT and the other
one for the proposed ADT.
The system capacity for the DT has been set to the bandwidth – delay which is µ × Dr .
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The results of this comparison are shown in table (7.1)

TIME WINDOW DELAY
LENGTH (MS)

ERROR DELAY

ERROR

VARIANCE FOR VARIANCE FOR
DT

ADT

15

5.6837

5.5474

18

2.8312

2.5321

20

1.98

1.9636

21

1.7112

1.6831

23

1.1936

0.9673

24

1.3531

0.8361

25

1.454

0.9999

26

1.5651

1.2423

28

2.1371

2.0033

Table 7.1 Delay error variance comparison results for DT and ADT

From table (7.1), the results of the delay error variance for ADT are low compared to
delay error variance of DT under a different number of time window lengths, with the
same arrival rate and service rate. Also it is observed that the variance of delay error is
high at small sizes of time windows for both mechanisms and decreases until it reaches
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a minimum value at time window length = 24, then the variance of delay error starts to
increase again for both mechanisms as shown in figure (7.1)

Delay Error Variance

Delay Variance

6
5
4
3
2
1
0
0

5

10

15

20

25

30

Time Window (TW)
DT

ADT

Figure 7.1 ADT vs. DT

From the results it has been noted that the accuracy of measurements of arrival rate has
a major effect on the performance of the system. In order to demonstrate the effects of
the changes of the arrival rate on the system, different values of arrival rate have been
used in the simulation. It has been noticed that when the transition rates are set as in
table (4.1) both mechanisms have shown improvements in the performance of the
system in which the delay error variance is decreased, which suggests that accurate
management of arrival rate is an important aspect in improving performance.
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7.3 ERD vs. AERD and MTAERD
As has been mentioned in Chapter 5 Early Random Drop is a major modification of
DT algorithm and was designed to predict congestion before and react to before it
occurs, instead of reacting after congestion occurs as in DT mechanism. ERD prevents
the queue from overflowing by early detection of congestion and it also improves the
fairness of the network, but the performance of ERD still depends on suitability of
drop level and also the drop probability. In this thesis, two adaptive versions of ERD
have been introduced AERD and MTAERD as discussed in chapters 5 and 6
respectively. In this section a comparison has been made between the three
mechanisms ERD, AERD and MTAERD in terms of the delay error variance. Three
java framework simulations are used for ERD, AERD and MTAERD to attempt to
keep the queueing delay at a specific value. The parameters of these simulations are set
as shown in table (6.1). With L=40 for both ERD and AERD. And L1 = 10 , L2 = 40 for
MTAERD.

Figure (7.2) shows the delay variance for ERD, AERD and MTAERD mechanisms.
Note that the delay error variance for ERD algorithm is high compared to the delay
error variance of AERD and MTAERD under different numbers of time window sizes.
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Also, it is observed that MTAERD gives the best delay error variance 0.5 at time
window length = 21, then the delay error variance start to increase sharply at large time
windows sizes. Where in ERD the best delay error variance was recorded at time
window length =24 and starts to increase slightly at large values of time windows.

ERD vs. AERD and MTAERD
12
D e la y V a ria n c e

10
8
6
4
2
0
0

5

10

15

20

25

30

35

Time Window (TW)
AERD

MTAERD

ERD

Figure 7.2 Comparison of ERD, AERD and MTAERD.

In further attempt to lower the delay error variance, n previous time windows are used
to predict the delay in the next time window k+1 as has been mentioned in chapters 4,
5 and 6. The delay error variance versus number of pervious time windows for ERD,
AERD and MTAERD is plotted in Figure (7.2), which shows that each mechanism has
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the lowest value of the delay error variance at a different number of time windows, n.
From the results in figure (7.3) optimum values have been obtained for the number of
time windows (n) for each mechanism to use in the delay measurements, although
further investigations would be required to determine the generality of these results if
the system parameters (arrival rates and service rate) are changed. Also, other QoS
aspects such as throughput and packet loss would need to be investigated.

Delay Error Variance Vs. Different Numbers of TWs
1.4
Delay Error Variance

1.2
1
0.8
0.6
0.4
0.2
0
0

1

2

3

4

5

6

7

Different Numbers of TWs (n)
MTAERD

AERD

ERD

Figure 7.3 Delay error variance vs. different number of TWs for ERD, AERD and MTAERD
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7.4 Comparison of Methods.
Table (7.2) summarises the main advantages and limitations of the queue managements
studied in this thesis:

ADVANTAGES
DT

Simple,

LIMITATIONS

no

state Lacks QoS control with

information needed
ADT

Simple,

varying traffic levels.

Dynamic More complex algorithm

threshold,

better

packet for controlling QoS.

queueing delay than DT.
ERD

Simple; fair

Sensitive

to

parameters

settings.
AERD

Provides

better

packet More complex algorithm

queueing delay than ERD for controlling QoS.
and DT
MTAERD

lower

packet

queueing More parameters

delay

Table 7.2 brief comparison of different queue management mechanisms

7.5 Summary
In this chapter a performance comparison of error delay variance is presented between
DT, ADT, ERD, AERD and MTAERD algorithms has been presented.
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A comparison between the DT and ADT mechanisms in terms of maintaining packet
queue delay has been presented. Also another comparison between ERD, AERD and
MTAERD has been demonstrated through different simulation scenarios. It is clear
that the superior results of the proposed mechanisms are due to their dynamic features
which enable them to adapt to changes in traffic levels and so produce more stable
behaviour during the simulation by maintaining the packet queueing delay around a
fixed value.
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Conclusions and Recommendations
for Future Work

8.1 Conclusions
The conclusions of this thesis are presented as follows:

•

This thesis has described some new AQM algorithms based on some existing
methods to solve the parameterisation problem which causes long delays in
TCP/IP networks. The problem of parameterisation has adversely affected the
performance of many AQM techniques that have been introduced in the
literature. In this thesis three well know AQM algorithms have been modified
with dynamic parameters in an attempt to prevail over the problem of
parameterisation.

•

A new technique for maintaining queueing delay through a buffer at a required
value by controlling the arrival rate by the use of a delay controller has been

Conclusions and recommendations for future work

introduced in this thesis. A new analytical framework with continuous-time
domain has been developed for maintaining delay in a finite buffer using a
control technique which incorporates a dynamic threshold in the system to keep
the queueing delay around a specified value.

•

A novel aspect of this is the hybrid nature of the simulation, which uses the
equations developed in the analytical model to calculate the new threshold
position, where the equations are fed with data measured from the simulation
(arrival rate, required delay) or specified parameter values (service rate).

•

Three equations for three different AQM algorithms (DT, ERD and RED) have
been developed that relate the threshold position to the target mean delay over
the next time window. These equations then have been used in three different
simulations as the main control algorithms to demonstrate its effectiveness on
the system. The length of the time window in relation to the mean time between
changes in the state of the arrival process affects the performance of the
algorithms. The performance is also dependent on the accurate measurement of
the arrival rate.
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•

The Markov Modulated Poisson Process with two states (MMPP-2) was used
as the arrival process to the system to introduce burstiness and correlation of
the inter-arrival times and to present sudden changes from light to heavy load
and vice versa in the arrival process as might be encountered when TCP is used
as the transport protocol.

•

The simulation results for the three proposed AQM algorithms have shown
excellent performance for the proposed model in terms of stabilizing the delay
around a specified value, with the modified ERD showing low delay error
variance in comparison with the modified DT.

•

By specifying the required delay in each intermediate device (router or
getaway) in a path, the network designer should be able to maintain end-to-end
delay at a specified level to satisfy QoS requirements in a real-time
environment.

8.2 Future Work
Based on the research carried out in this thesis, a number of possible extensions and
suggestions for future work are as follow:
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•

To modify the existing model to use MQL instead of using actual queue length
to be compared with the queue thresholds.

•

Consider other quality of service requirements in the proposed model such as
maintaining throughput and packet loss at specified values.

•

Implement other types of traffic that capture Long Range Dependent (LRD)
traffic characteristics in the arrival process.

•

Investigate the applications of end-to-end delay constraints to the active
research areas such as wireless networking and more specifically for Ad hoc
networks and wireless sensor networks.

•

Modify the control mechanism to be implemented for use in a real TCP/IP
Internet environment instead of using the MMPP-2 arrival process.

•

Investigate multiple sources and multiple hops.

•

Comparison with other feedback control mechanisms.
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•

Cater for a mix of UDP and TCP sources.

•

Use an adaptive Time Window (TW) to respond to changes in arrival rate and
other parameters.
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