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1 Literature Survey of Watermarking 

Technology 

 

2.1 Introduction 

As explained in Chapter 1, the protection of images from illegal copying, manipulation 

and distribution is an important issue. For analogue images, the protection process is not 

of serious concern, since copies of images are stored in films, negatives, recording 

tapes, .etc. where they are the degraded versions of the originals and a limitation on 

content quality prevents illegal copies being widespread. In addition, copying analogue 

images is neither easy nor fast compared to the copying of digital images. In contrast, 

digital images are easily copied, stored, manipulated, and distributed, which creates the 

problem of identifying the rightful ownership [1, 11, 36, 37]. Furthermore, there is no 

existing mechanism for tracing any possible illegal copying or modification of the 

content. Watermarking is the key to tackling these problems facing digital media.
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The following sections are organized as follows: in Section 2.2, spatial domain 

watermarking algorithms are explained. Transform domain watermarking algorithms 

are explained in Section 2.3. In Section 2.4, potential, challenges and state of the art are 

discussed. Finally, conclusions of the chapter are explained in Section 2.5. 

2.2 Spatial Domain Watermarking Algorithms 

The watermarking algorithm that deals with the direct values of pixel intensity is called 

spatial domain watermarking [38-51]. Spatial domain watermarking is simpler 

compared to the transform domain watermarking in terms of its computational 

complexity.  

Hernandez et al. [37] gave a general model for watermarking based on perceptual 

masking which is equivalent to a Gaussian channel. Coding was used to improve the 

performance of the watermarking system. Several watermarking schemes in the spatial 

domain are analysed. The model failed with JPEG attacks, and the problem of missing 

synchronization when using scaling and rotation attacks leads to another failure for this 

model. One test image was used for examining this algorithm. 

Kutter and Winkler [52] presented a perceptual model to hide a spread-spectrum 

watermark of variable amplitudes and density in an image. This model took into 

consideration the sensitivity and the masking behaviour of the HVS. They investigated 

luminance and blue-channel watermarks in their model. A weighting function derived 

from the masking behaviour of the human visual system was used. The results show that 

the blue channel is more robust in the face of geometrical transformations and low-pass 

filtering. In the case of JPEG compression, there were no differences between 

luminance and blue-channel, which proved that no single watermark channel can 

survive all the attacks and the performance of any scheme depends on the nature of the 
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attack and image. In addition, it was concluded that the maximum watermark density, 

which represents the fraction of pixels in the image to be watermarked, does not provide 

the best detection performance.  

Wong [53] proposed an algorithm, which embeds a digital signature composed of the 

most significant bits within an image block into the least significant bits of the same 

block. Celik et al. [54] extended Wong’s work [53] and provided a trade-off between 

robustness and tamper localization by using a hierarchical watermarking structure. This 

structure would sustain the superior localization properties of block wise independent 

watermarking. They proposed dividing the image into blocks in a multi-level hierarchy 

and calculating the block signatures in this hierarchy. Signatures of small blocks on the 

lowest level of the hierarchy ensure good performance for tamper localization, whereas 

higher-level block signatures provide increasing resistance to attacks. They use sliding 

window techniques to process the hierarchy and verify the un-tampered regions after an 

image has been cropped. 

Battiato et al. [55] presented their watermarking scheme based on altering the colours of 

the host image by moving the colour coordinates in the colour-occupancy space. This 

technique has proven to be robust against cropping, scaling, rotating and median 

filtering attacks. In spite of this, changing all the colours of the watermarked image by a 

large amount will destroy the watermark and the watermarked image will be a visibly 

degraded copy of the original.  

Mohanty et al. [56] proposed a dual watermarking technique that embeds two digital 

watermarks in the host image: visible and invisible watermarks. The visible watermark 

and the host image must be divided into blocks of equal sizes. Nevertheless, the visible 

watermark may not be the same size as the host image. A simple addition with scaling 

factors is made between the host image blocks and the watermark blocks. The size of 
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the invisible watermark must be the same as the size of the host image, and both of them 

must be divided into equal size blocks. The watermark is XORed with the Kth bit-plane 

of the image. When the visible watermark is still in the image, the ownership is 

established. But, when tampering occurs on the visible watermark, then the extent of 

tampering is detected by the invisible watermark. 

C. Lee and Y. Lee [57] proposed spatial watermarking algorithm to prove the rightful 

ownership for grey images. The algorithm is secure because it uses two keys to embed 

the watermark. The host image is divided into blocks and the pixels of each block are 

arranged depending on their intensity values. Then these values are changed depending 

on the watermark to be embedded. This technique is robust against some intentional 

attacks like scaling, cropping, and unintentional attacks like the JPEG compression. 

This work is also implemented by Gulstad and Bruvold [58]. 

Kankanhalli et al. [59] proposed an invisible robust watermarking scheme that depends 

on using the Just Noticeable Difference (JND) mask to characterize the local image 

content parameters, such as texture, edge and luminance information. JND mask gives 

the maximum altering tolerance of pixel values such that the quality is still acceptable 

and the watermark is invisible depending on the HVS. This is applied for spatial domain 

watermarking for copyright protection proposed by Hartung and Girod [60] and showed 

that improvement is achieved on both the robustness and the quality of the watermarked 

image. The results show that this scheme is resistant to JPEG compression and cropping 

attacks. However, it does not perform as well for the rotation and scaling attacks. This 

method can be used for both the spatial and transform domains. 



CHAPTER TWO 

19 

 

2.3 Transform Domain Watermarking Algorithms 

2.3.1 Discrete Fourier Transform Watermarking 

The Fourier Transform (FT) is a well-known transform conceived by Jean-Baptiste 

Joseph Fourier in the early 1800s [61]. This transform is reversible which means that it 

is possible to apply the FT to some data to get transformed data and then apply the 

Inverse Fourier Transform (IFT) to get the exact replica of the original data [61]. The 

forward FT is represented mathematically by equation 2.1. 

𝑋𝑋(𝑤𝑤) = � 𝑥𝑥(𝑡𝑡)𝑒𝑒−𝑗𝑗𝑗𝑗𝑡𝑡 𝑑𝑑𝑡𝑡                                                                (2.1)
∞

−∞
 

where x is the signal, t is the time and 𝑗𝑗 is the frequency. The IFT represented by 

equation 2.2. 

𝑥𝑥(𝑡𝑡) =
1

2𝜋𝜋
� 𝑋𝑋(𝑗𝑗)𝑒𝑒𝑗𝑗𝑗𝑗𝑡𝑡 𝑑𝑑𝑗𝑗
∞

−∞
                                                         (2.2) 

An essential drawback of FT is that only the time domain data or the frequency domain 

data are available. This characteristic is not a big problem if the signal is stationary. 

This means that the frequency content of the signal does not change with time. 

However, if the signal is not stationary, meaning different frequencies at different times, 

then the FT of a sample of the signal is not sufficient to represent the signal [61]. In this 

case, the FT can know which frequencies are present in the signal but not their times of 

occurrence [62-67].  

To overcome the previously mentioned shortcoming, the Short Time Fourier Transform 

(STFT) is introduced. In this transform, the signal is split into small segments and every 

segment is assumed stationary. This is done using the window function. The FT is taken 

for every segment of the signal. The resultant is the time-frequency representation for 
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the signal. This made it possible to know the existing frequencies and their associated 

time range. However, it is not possible to know the exact frequencies existing at an 

exact instant of time (because of the uncertainty principle). But, at certain intervals of 

time, the frequencies can be determined. 

The Discrete Fourier Transform (DFT) is the discrete version for FT, which is given by 

equation 2.3. 

𝑋𝑋𝑘𝑘 = �𝑥𝑥𝑛𝑛𝑒𝑒
−2𝜋𝜋𝜋𝜋
𝑁𝑁 𝑘𝑘𝑛𝑛

𝑁𝑁−1

𝑛𝑛=0

                     𝑘𝑘 = 0, … ,𝑁𝑁 − 1                                    (2.3) 

The Inverse Discrete Fourier Transform (IDFT) is given by the equation 2.4. 

𝑥𝑥𝑛𝑛 =
1
𝑁𝑁
�𝑋𝑋𝑘𝑘𝑒𝑒

2𝜋𝜋𝜋𝜋
𝑁𝑁 𝑘𝑘𝑛𝑛                   𝑛𝑛 = 0, … ,𝑁𝑁 − 1

𝑁𝑁−1

𝑘𝑘=0

                                     (2.4) 

The DFT has complex values that have magnitudes and phases [67]. After transforming 

the image, most of the information is contained in the phase and the DFT magnitude 

contains very little information [68]. The robustness is improved if the watermark is 

embedded within the DFT phase of the image [69]. This happens because any 

modification of the important components of the watermarked image by an attacker will 

degrade the quality of the image. On the other hand, embedding the watermark within 

the DFT magnitude will ensure the immunity of the watermark against any translation 

attack because of the shift-invariant property of the DFT. The main problem of using 

the DFT in the watermarking is the de-synchronization of the image, which leads to the 

difficulty of detecting the watermark. Several watermarking algorithms proposed 

depend on the DFT [70-72].  

Eggers et al. [2] extended the method of public key watermarking by Van schyndel et 

al. [73] and they investigated the applicability in practice. Eigen vectors of linear 
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transforms were used as watermarks and embedded within the images. They map the 

DFT of a Legendre sequence back to itself using conjugates and scale factor. They 

showed that this approach is robust against exhaustive search attacks for the embedded 

watermark and against the attacks that are intended to confuse the public watermark 

detector. For this method, a large signal bandwidth was required, which is considered 

the major disadvantage of this method. In addition, they use Legendre sequences as 

watermarks without strict meaning. Many assumptions regarding the host image, the 

watermark and the attack were made in this work and more experiments are needed to 

validate these assumptions. 

Ruanaidh and Pun [74] tried to solve the problem of loss of synchronization when the 

watermarked images suffer from some geometric transformation attacks, and the host 

image is not available during the extraction process. They used invariant representations 

of a digital watermark to avoid the need for searching for synchronization during the 

watermark extraction process. Since shifts in the spatial domain cause a linear shift in 

the phase component, scaling the axes in the spatial domain causes an inverse scaling in 

the frequency domain and rotating the image through a certain angle in the spatial 

domain causes the Fourier representation to be rotated through the same angle. The 

Fourier Transform is used for transforming the watermark to overcome the rotation, 

scaling and translation attacks or any combination of them. Therefore, there is no need 

for using the host image in the extraction process to synchronize the process. Results 

proved that the watermark is still robust against scaling and rotation attacks, but not 

against cropping and compression attacks. 
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2.3.2 Discrete Cosine Transform Watermarking 

A Discrete Cosine Transform (DCT) expresses a sequence of data points by a weighted 

sum of cosine functions oscillating at different frequencies. The DCT is a Fourier-

related transform similar to DFT. A difference lies in its usage of real numbers only. 

There are several versions of DCT formulas, of which just two are mentioned here.  

In version one the N real numbers 𝑥𝑥0, 𝑥𝑥1, … , 𝑥𝑥𝑁𝑁−1 are transformed into the real numbers 

𝑋𝑋0,𝑋𝑋1, … ,𝑋𝑋𝑁𝑁 according to the following equation: 

𝑋𝑋𝑘𝑘 =
1
2

(𝑥𝑥0 + (−1)𝑘𝑘𝑥𝑥𝑁𝑁−1) + �𝑥𝑥𝑛𝑛𝑐𝑐𝑐𝑐𝑐𝑐 �
𝜋𝜋

𝑁𝑁 − 1
𝑛𝑛𝑘𝑘�

𝑁𝑁−2

𝑛𝑛=1

           𝑘𝑘 = 0, … ,𝑁𝑁 − 1        (2.5) 

The second most commonly used version of the DCT, which is simpler compared to the 

first one is defined by equation 2.6. 

𝑋𝑋𝑘𝑘 = �𝑥𝑥𝑛𝑛𝑐𝑐𝑐𝑐𝑐𝑐 �
𝜋𝜋
𝑁𝑁
�𝑛𝑛 +

1
2
� 𝑘𝑘�

𝑁𝑁−1

𝑛𝑛=0

                      𝑘𝑘 = 0, … ,𝑁𝑁 − 1                         (2.6) 

This second equation is normally used to transform digital images to the DCT domain 

for applying JPEG image compression. The image is divided into N×N blocks and then 

the two dimensional DCT is computed using equation 2.6. The results are quantized and 

coded. The dimension N is ideally 8 where the DCT is applied to each row and column 

of every block. The result is an 8×8 transform coefficient array in which the (0,0) 

element, which is in the top-left location, is the DC (zero-frequency) component and the 

remaining entries with increasing horizontal and vertical index values represent the 

higher horizontal and vertical spatial frequencies. 

Several watermarking algorithms in the literature depend on transforming the images 

with the DCT [75-84]. Tzeng et al. [85] proposed a watermarking strategy in which the 

watermark is selected from the robust features of an estimated forged copy of the host 



CHAPTER TWO 

23 

 

image. Monte Carlo simulations of potential private attacks are applied on the host 

image to obtain the forged copy. A numerical optimization technique that depends on 

random walks is applied to the second-order statistics of the features of the forged 

images to characterize the variations in the modifications of the host image. This 

scheme was used with blind and non-blind watermark detection. This scheme of 

watermarking is used and examined with the frequency domain method proposed by 

Cox et al [18], which used the DCT coefficients as features and required a reference 

image for watermark detection. The results showed that improvement of robustness 

occurred. 

Fridrich and Goljan [86] proposed an algorithm to recover the cropped, tampered or 

replaced portions of an attacked image. Their algorithm aims not only to decide the 

rightful ownership, but also to recover the original information lost due to attacks. The 

algorithm depends on what is called self-embedding, which means embedding the host 

image somehow into itself. The host image is divided into 8×8 blocks, and each block is 

transformed into DCT domain. A specified number of DCT coefficients that have the 

lowest frequency of each block are quantized using a quantization matrix. This matrix 

corresponds to the 50% quality JPEG compression, which is used for lowering the 

information content of the image. The quantized DCT coefficients of a certain block are 

encoded in the least significant bits of other distant block. This gives a quality less than 

the quality of the 50% JPEG for the recovered image. A quality similar to that obtained 

from the 50% JPEG can be achieved by using two least significant bits in encoding 

instead of just one. The results showed that this method succeeded in recovering very 

small tampered features comparable to the block size. Using another way of lowering 

the information content of the image like decreasing the colour depth or preserving only 

important features of the image such as its edges is successful as well in this scheme.  
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Chen P. C. and Chen T. [87] proposed a watermarking method to work with progressive 

transmission via the Internet. This method enables the watermark to be verified 

progressively as parts of the watermarked image are seen, and there may be no need to 

wait all parts of watermarked image to be downloaded. The basic idea of progressive 

watermarking is presented by Wang and Kuo [88]. The host image is divided into 8×8 

DCT blocks. Then, the predicted noise variances of the 63 zigzag ordered DCT 

coefficients are calculated. Finally, the watermark is embedded in one of the DCT 

coefficients at each 8×8 block or embedded in multiple DCT coefficients in each block. 

They use spectral selection JPEG progressive coding besides using the zigzag ordered 

DCT coefficients. The results ensure that more parts of the watermarked images were 

given by the progressive transmission as the Bit Error Rate (BER) of the watermark 

decreased. 

2.3.3 Discrete Wavelet Transform Watermarking 

The Discrete Wavelet Transform (DWT) of a signal 𝑥𝑥 is calculated by passing it 

through a series of filters [89]. The signal samples are passed through a low-pass filter 

with an impulse response g resulting in a convolution of the two as seen in equation 2.7. 

𝑦𝑦[𝑛𝑛] = (𝑥𝑥 ∗ 𝑔𝑔)[𝑛𝑛] = �𝑥𝑥[𝑘𝑘]𝑔𝑔[𝑛𝑛 − 𝑘𝑘]
𝑘𝑘

                                           (2.7) 

The signal is also decomposed at the same time using a high-pass filter with an impulse 

response ℎ. Outputs giving the detail coefficients result from the high-pass filter and the 

approximation coefficients result from the low-pass filter. Equations 2.8 and 2.9 below 

show this. 

𝑦𝑦𝑙𝑙𝑐𝑐𝑤𝑤 [𝑛𝑛] = �𝑥𝑥[𝑘𝑘]𝑔𝑔[2𝑛𝑛 − 𝑘𝑘]
𝑘𝑘

                                                          (2.8) 
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𝑦𝑦ℎ𝜋𝜋𝑔𝑔ℎ [𝑛𝑛] = �𝑥𝑥[𝑘𝑘]ℎ[2𝑛𝑛 + 1 − 𝑘𝑘]
𝑘𝑘

                                                 (2.9) 

Figure 2.1 shows the first level of DWT for the signal 𝑥𝑥 with down sampling by factor 

2. Figure 2.2 shows the three level filter bank of DWT for the same signal. Many 

watermarking algorithms that depend on transforming the original host image using the 

DWT to carry out the embedding process are introduced in the literature [90-103]. Some 

of them are discussed in this section.  

Inoue et al. [1] proposed a watermarking method based on wavelet transform. They use 

a pseudo–random sequence of real numbers as a watermark, which is added to the 

wavelet coefficients of multi-resolution representation of an image. To detect the 

watermark they compute the correlation between the wavelet coefficients and the 

watermark, and then compare it with a threshold used to determine whether the 

watermark is present or not. This method has proved to be robust against JPEG 

compression and cropping attacks. However, many other strong attacks were not used to 

prove the robustness of the scheme. Also, just two test images were used to test the 

algorithm.  

Kunder and Hatzinakos [104] proposed a non-blind watermarking scheme in which 

both the host image and the watermark were transformed to the discrete wavelet domain 

using a multi-resolution data fusion approach taking into account the characteristics of 

the HVS. The watermark used here is a two dimensional array of plus and minus ones 

with the possibility of using real or integer numbers as well taking into account the 

compromise between the invisibility of the watermark and its robustness to signal 

distortion.  
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The host image must be available at the extraction side to extract the watermark. The 

results showed that this technique is very robust to compression. It is robust also to a 

certain degree to linear mean filtering. 

Kunder and Hatzinakos [4] improved their previous work by using attack 

characterization to upgrade the reference watermark. The two kinds of watermarks 

(robust and reference) are placed orthogonally so that they do not interfere with each 

other. Each embedded repetition of the robust watermark sequence had an associated 

binary reference watermark sequence with the same statistical properties. This scheme 

was restricted by the following constraint issues: Firstly, the watermark data stream 

consisted of binary elements; secondly, the host signal was not available for watermark 
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Figure 2.1. One level filter bank of DWT 

Figure 2.2. Three level filter bank of DWT 
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extraction; finally, the entire watermark was repeatedly embedded throughout the 

signal, and each repetition of the watermark was positioned in a distinct localized region 

of the watermark domain. Any modification of the extracted watermark could be 

characterized by the reference watermark. This method was applied to the proposed 

approach named the wavelet-based watermarking technique by the same authors in 

[105], and it succeeded with low pass filtering, median filtering and JPEG compression. 

However, geometric transformations were not examined. 

In the work of Wang et al. [106], the wavelets transform was used to embed the 

watermark into the middle-frequency range of the image to achieve both perceptual 

invisibility and robustness to compression. They used also randomly generated ortho-

normal filter banks as a part of the private key to give the owner private control of the 

watermarks. The owner could exercise more control by choosing which middle-

frequency band the watermark will be embedded within it. The watermarks used in this 

algorithm were binary images transferred into real-numbered images. Scrambling was 

used in the embedding process. The results of this algorithm were relatively good as the 

algorithm succeeded in cropping and JPEG compression attacks. The results with other 

types of attacks like median filtering were not good. This work suggests that a legal 

authority that is responsible for storing the watermarks must be present and the images 

were stored with the owners. 

Fullea and Martinez [107] present a resynchronization module to make the DWT-based 

algorithm proposed in [104], which is robust for the case of image processing attacks 

(JPEG compression, filtering …) robust for geometrical attacks that may break the 

synchronization of the detection and extraction process [108]. This resynchronization 

process is done depending on a scheme proposed by Pereira et al. [109, 110] by putting 

a template that is randomly created in the intermediate frequency area of the DFT of one 
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of the colour layers of the image within. They choose the red colour layer to embed the 

template and the green colour layer to embed the watermark to avoid interference of 

each other. The results ensure more robustness of watermarked images against 

geometrical transformations attacks. 

Lu et al. [111] proposed a watermarking scheme that depends on a non-blind embedder 

and a blind detector to minimize the degree of robustness degradation in the case of the 

blind watermarking detector. Removing an embedded watermark by means of 

prediction and adding the predicted watermark to another image are some of the most 

dangerous attacks facing watermarks [112, 113]. The proposed scheme overcomes these 

two attacks by letting the embedding portion to be non-blind by a prior knowledge from 

the blind detector, and uses the detector prior information as a part of the criteria for 

designing the embedding portion. The strategy used to predict the watermark used here 

is sparse code shrinkage [114-116], and the domain used in this work was the wavelet 

domain. Good results were achieved with several attacks, but geometric transformation 

attacks were not examined. 

2.4 Potential, Challenges and State of The Art of Watermarking 

The copyright protection and proof of rightful ownership are the important main 

potentials for watermarking. Creativity will be more widely encouraged when everyone 

is sure of owning the benefits of his/her work. Assuring authenticity and integrity of any 

multimedia work are some of the promising benefits related to this technology. 

Restoration of tampered parts of any multimedia file will be possible in many situations. 

Also, medical images will be safer and more secure than before, and it could contain the 

biography of the patients. Finger printing of the acquisition device, that records the 
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piece of multimedia, will be embedded more robustly. Furthermore, secret 

communications of text, audio and video file will be available as well. 

However, there are many technical drawbacks that watermarking needs to overcome. 

This technology needs powerful techniques that ensure invisible embedding of 

watermarks without any perceivable effects. The quality must not be affected by the 

watermark existence. Also, the watermarks present must withstand most of the known 

friendly and hostile attacks. Moreover, the capacity of the embedded watermark must be 

big enough to carry a sufficient amount of information for most of the relevant 

applications. The watermarking technique must deal with coloured images, with 

different sorts of files and different compression techniques. Standards and benchmarks 

must be developed to be the solid pillar for this technology. The lack of extensive 

benchmarks data makes the performance evaluation very hard and insufficient. 

There are many watermarking techniques introduced in the literature. In spite of 

achieving some notable successes, most of these techniques fail to realize some of the 

important requirements. Usually, every researcher who proposes a watermark technique 

examines his work by choosing some images, watermarks and attacks that are most 

suited for his work. This of course does not diminish the importance of these works, but 

the technology needs to be more comprehensive and standardised. There are many 

practicable techniques in watermarking literature that may fulfil some applications with 

satisfactory results.  

Generally speaking, most watermarking researches concentrate on grey scale images 

even though, coloured images are used more widely. A restricted number of images and 

attacks have been examined to test the proposed algorithms. Most of the watermarks 

used are of random sequence types without valuable meaning. Also, the characteristics 
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of the investigated images are rarely taken into account. In addition, dangerous 

geometrical attacks like cropping are avoided in most cases. 

The work in this thesis has taken a broader view of watermarking technology. A large 

number of coloured images and visual meaningful watermarks are used. Direct 

correlation, between the embedding algorithms and the features of the host images, is 

ensured. Most of the well-known attacks are used to damage the watermarks to examine 

the robustness of the algorithms against these attacks. Several performance evaluation 

metrics are used to fairly judge the work. 

2.5 Conclusions 

Watermarking is still an open area for research and it needs several additional years to 

be reliable and to become used widely. In spite of the existence of hundreds of papers 

that have been published in literature and introduced to the interested parties, there are 

several serious challenges, from which this technology still suffers. In the chapters to 

follow, some of these problems are tackled.  
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