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1 Performance Evaluation and Attack 

Characterization 

3.1 Introduction 

Every system or technique should be evaluated to examine its performance success. 

Despite the short existence of digital watermarking technology, there are several ways 

of evaluating performance in the literature. The quality of the watermarked image can 

be tested using some well-known quality metrics; namely Peak Signal to Noise Ratio 

(PSNR) and Structural Similarity (SSIM). Also, the invisibility of the watermark can be 

tested and ensured by individuals to compare the original host images with the 

watermarked images. Furthermore, the robustness of the watermark will be examined 

by determining the error between the original watermark and the constructed one in 

addition to HVS-based judgment. The available payloads of the watermarks are 

computed to determine the amount of information that can be carried.  
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Subjective and objective tests, using different images with different features, are carried 

out, and several types of strong attacks are examined. The algorithms proposed are 

compared with one another and with some other algorithms found in the watermarking 

literature. 

Simulation is done to implement the algorithms and the associated experiments using 

Matlab as the programming environment and its toolboxes of image processing. Several 

codes are written to achieve the aim of implementing the introduced ideas and 

algorithms.  

The following sections are organized as follows. In Section 3.2, attacks and distortions 

are explained. Evaluation metrics are shown in Section 3.3. In Section 3.4, robustness, 

quality and security concepts are discussed. Image databases are mentioned in Section 

3.5. Finally, conclusions of the chapter are explained in Section 3.6. 

 

3.2 Attacks and Distortions 

3.2.1 The Aim of Attacks 

The aims of attacks are different from case to case, depending on the piece of 

multimedia that is watermarked, its importance and the goal the attacker wants to reach. 

Sometimes, the aim is just to know if a watermark exists or not. At other times, the aim 

is to detect and determine the details of the watermark. Another aim is to extract the 

watermark completely from the host. In some cases, damaging the watermark is enough 

for attackers who do not need to know its details. One of the most dangerous attacks is 

to embed an additional watermark that belongs to the attacker for the purpose of 

damaging the original watermark and spoiling the ownership. Then, the attacker could 
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claim ownership of this image. This is known as a counterfeiting attack resulting in 

multiple claims of ownership. 

3.2.2 Geometric Operations 

The geometric operations change the spatial relationships among the objects within an 

image. Any point in the input image may be moved to any position in the output image. 

A general equation used to represent the geometric operations is the following: 

�𝑋𝑋2
𝑌𝑌2� = 𝐴𝐴 × �𝑋𝑋1

𝑌𝑌1� + 𝐵𝐵                                                               (3.1) 

where both A and B are matrices. Translation can be achieved by specifying values for 

matrix B. Scaling, rotation and reflection, etc. can be achieved by changing the 

variables in matrix A. An affine transformation uses the variables of both matrices; A 

and B, to perform a combination of these operations at once. 

3.2.2.1  Translation 

The translation operation performs a geometric transformation, which maps the position 

of each pixel in an input image into a new position in an output image. The equation for 

pure translation is: 

�𝑋𝑋2
𝑌𝑌2� = �𝑋𝑋1

𝑌𝑌1� + 𝐵𝐵                                                                      (3.2) 

A point located at (𝑥𝑥1,𝑦𝑦1) in the original image, is shifted to a new position (𝑥𝑥2,𝑦𝑦2), in 

the output image, depending on the user translation required. The ultimate goal is to 

change the position of image content. 
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3.2.2.2 Reflection  

The reflection operator geometrically transforms an image such that, the pixel values 

located at position (𝑥𝑥1,𝑦𝑦1), in the original image are reflected about a user specified 

image axis or image point, into a new position (𝑥𝑥2, 𝑦𝑦2) in the output image. 

Reflection with respect to a vertical axis 𝑋𝑋0  can be carried out using the following 

equations: 

𝑋𝑋2 = −𝑋𝑋1 + (2 ∗ 𝑋𝑋0)                                                                   (3.3) 

 𝑌𝑌2 = 𝑌𝑌1                                                                                             (3.4) 

However, reflection with respect to a horizontal axis 𝑌𝑌0 can be carried out using the 

following equations: 

𝑋𝑋2 = 𝑋𝑋1                                                                                            (3.5) 

𝑌𝑌2 = 𝑌𝑌1 + (2 × 𝑌𝑌2)                                                                          (3.6) 

Furthermore, reflection with respect to an axis oriented in any direction with angle 𝜃𝜃 

and passing through the point (𝑥𝑥0,𝑦𝑦0) is given by equations 3.7 and 3.8. 

𝑋𝑋2 = 𝑋𝑋1 + 2∆ × (− sin(𝜃𝜃))                                                          (3.7) 

𝑌𝑌2 = 𝑋𝑋1 + 2∆ × (cos(𝜃𝜃))                                                               (3.8) 

where the value of ∆ is given by equation 3.9. 

∆= (𝑥𝑥1 − 𝑥𝑥0) × sin(𝜃𝜃) − (𝑦𝑦1 − 𝑦𝑦0) × cos(𝜃𝜃)                         (3.9) 

The general goal of the reflection is to flip over the image contents about a certain 

direction, which depends mainly on the aims of the attacker. 



CHAPTER THREE 

35 

 

3.2.2.3 Scaling  

Scaling is used to change the visual appearance of the image by altering the quantity of 

information stored in the scene representation. It is the process of changing the image 

contents size. The scaling operation performs a geometric transformation, which can 

magnify or shrink the size of the image or any part of it. Image reduction is performed 

by the replacement of a group of pixel values by one of the pixel values from the same 

group, or by interpolation between values of the local neighbouring pixels. Image 

zooming is achieved by pixel replication or by interpolation.  

3.2.2.4 Rotation 

The rotation operation performs the geometric transformation that maps the position 

(𝑥𝑥1,𝑦𝑦1)  of a pixel in an input image, to a position (𝑥𝑥2,𝑦𝑦2)  in an output image by 

rotating it through a desired angle 𝜃𝜃 with respect to the origin. Normally, the output 

locations (𝑥𝑥2,𝑦𝑦2), which are outside the boundary of the image, are ignored. Rotation is 

most commonly used to improve the visual appearance of the image. However, it can be 

useful as a pre-processing operation in some applications where directional operators 

are involved. The equations that represent rotation are the following: 

𝑋𝑋2 = cos(𝜃𝜃) (𝑋𝑋1 − 𝑋𝑋0) − sin(𝜃𝜃) (𝑌𝑌1 − 𝑌𝑌0) + 𝑋𝑋0                            (3.10) 

𝑌𝑌2 = sin(𝜃𝜃) (𝑋𝑋1 − 𝑋𝑋0) + cos(𝜃𝜃) (𝑌𝑌1 − 𝑌𝑌0) + 𝑌𝑌0                             (3.11) 

In these equations, (𝑋𝑋0,𝑌𝑌0) represents a translation factor. The main goal of rotation is 

to change the orientation of image contents. Using rotation as an attack may spoil the 

watermark and damage the proof of ownership.  
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3.2.2.5 Affine Transformation  

In many imaging systems, the detected images are subject to geometric distortions 

introduced by perspective irregularities where changing the position of the camera, with 

respect to the scene alters the image perspective. Applying an affine transformation to a 

uniformly distorted image can correct a range of distortions by transforming the 

measurements from the ideal coordinates to those actually used.  

A general affine transformation is specified by mapping three points, and in this case, 

the parallel lines remain parallel, but the perpendicular corners are distorted. Translation 

can be combined with zooming to make the image grow around a point other than the 

origin. Also, combining translation with rotation produces rotation around any desired 

point.  

3.2.3 JPEG Compression 

Compression is a very important process applied to images and other multimedia files to 

reduce the file size and the storage space needed. This makes file transmission and 

reception, via the Internet and other computer networks, faster, more practical and more 

reliable than before. Compression depends on the redundancy of the file contents to 

allow the neglect of some information in the file without affecting the quality. High 

compression ratios are achieved through using lossy compression, which gives tradeoffs 

between image and audio quality, and the degree of compression. Some of the advanced 

methods give 10 to 20 times reduction in the file size with, virtually, no perceivable 

information loss, and 30 to 50 times with minimal distortion [117]. In general, because 

compression is a content-dependent technique, higher compression ratios lead to lower 

quality and vice versa, depending on the compressed file.  
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The Joint Photographic Experts Group (JPEG) has established a reliable algorithm to 

compress still images. Compression ratios of 15 to 25 without a significant loss of 

visual quality are achieved. Furthermore, a compression ratio of 40 can be achieved, in 

some cases [107]. In the case of coloured images, the JPEG compression algorithm 

splits the image, firstly, into luminance and chrominance parts. Then, the DCT is used 

for block coding. After that, the high-frequency coefficients are discarded and the 

remaining coefficients are quantized for additional size reduction. If the aim of 

watermarking algorithm is to resist different levels of image compression, it is wise to 

apply the watermark insertion in the same compression domain [11]. For example, DCT 

domain-based watermarking is expected to be more robust to JPEG compression than 

watermarking performed in the spatial domain.  

Lossy JPEG compression, which is a nonlinear attack in its nature, is considered as a 

comprehensive evaluation attack because it takes into consideration the HVS 

characteristics. For instance, the blue channel is more distorted than the other two 

colour channels; Red and Green, in JPEG compression because the HVS is less 

sensitive toward the blue colour [52]. In addition, the high frequency components are, 

normally, neglected which is similar to what happens in the HVS [106]. Many existing 

watermarking algorithms make the watermark insertion by using the middle frequency 

range of the host image to make tradeoffs between the robustness against compression 

and the perceptual invisibility. 

3.2.4 Filtering 

There are several linear and nonlinear filtering attacks that badly affect watermarking 

technology. Normally, filters are used to remove some of the undesired frequency 
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bands. Some of the filtering attacks include low-pass, high-pass and median filtering 

[117]. 

3.3 Evaluation Metrics  

Every system or technique needs to be evaluated to determine its potentials and 

shortcomings, its advantages and disadvantages and its successes and failures. The 

evaluation processes may be carried in many ways depending on assessment metrics 

and measurement tools. 

3.3.1  Subjective Evaluation 

In watermarking technology for still images, the subjective evaluation is performed by 

knowing the perceptual reactions of some ordinary and expert people towards the 

existence of the watermarks and towards the quality of the watermarked images. If the 

watermarks are invisible to the HVS and the quality of the watermarked images is of 

high degree, then, the system is acceptable. The original host images and the 

watermarked images must be displayed on screen with enough resolution. Also, the 

distance between the screen and the volunteers should be about six times the width of 

the screen, which is a standard distance in these cases [118].   In all experiments done, 

which will discussed in the coming chapters, twenty volunteers tested the images 

visually. These volunteers are relatives and colleagues of the author. They are males and 

females of ages between 20 and 50 years old. They have good eyesight and none of 

them suffers from visual problems.   



CHAPTER THREE 

39 

 

3.3.2 Objective Evaluation 

The objective evaluation is metric-based. There are several objective tests that are used 

to evaluate watermarking techniques. Some of the best-known types are explained in the 

following sub-sections. 

3.3.2.1 Peak Signal to Noise Ratio (PSNR) 

For grey images, the watermarked image quality is evaluated by computing the PSNR 

value through the following equation: 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 10𝑙𝑙𝑙𝑙𝑙𝑙10
2552

𝑀𝑀𝑃𝑃𝑀𝑀
= 20𝑙𝑙𝑙𝑙𝑙𝑙10

255
√𝑀𝑀𝑃𝑃𝑀𝑀       

                                    (3.12) 

where MSE is the mean squared error in the watermarked image and the number 255 

means that the image used is digitized to 8-bit. 

For coloured images, the PSNR value can be calculated as the mean PSNR for the three 

RGB colour layers using the following equation: 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑅𝑅𝐵𝐵 =
1
3
�𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑖𝑖)

3

𝑖𝑖=1

                                                          (3.13) 

The higher the PSNR value, the better the quality of the watermarked image. 

3.3.2.2 Mean Absolute Error (MAE) 

The degradation value of the extracted watermark resulting from the embedding-

extraction procedure is obtained by calculating the mean absolute error of the resulting 

watermark [119]. The equation that represents this value is shown below: 

𝑤𝑤𝑀𝑀𝐴𝐴𝑀𝑀 = �
�𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 − 𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟 �

𝑀𝑀 × 𝑃𝑃
𝑖𝑖 ,𝑗𝑗⊂𝑋𝑋

                                                         (3.14) 
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where 𝑥𝑥𝑙𝑙𝑜𝑜𝑙𝑙  represents the pixel values for the original watermark and 𝑥𝑥𝑜𝑜𝑟𝑟𝑟𝑟  represents 

the pixel values for the reconstructed watermark after the extraction process has taken 

place.  

Whenever the wMAE value is low, the quality of the extracted watermark will be good.  

3.3.2.3 The Similarity Measure (SIM) 

To test the quality of the watermarked image and to check the invisibility of the 

watermark, the similarity between the original host image and the watermarked image is 

computed. The similarity varies according to the amount of information that is inserted 

as a watermark in the watermarked image. The similarity measurement [104] can be 

calculated by the following equation:  

𝑃𝑃𝑆𝑆𝑀𝑀�𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 ,𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟 � =
𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 .𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟
�𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 .𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟

                                                                 (3.15) 

where, 𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙  and 𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟  are the original and watermarked images, respectively. 

A normalized version; 𝑃𝑃𝑆𝑆𝑀𝑀𝑛𝑛𝑙𝑙𝑜𝑜𝑛𝑛  can be used for comparison purposes as follows: 

𝑃𝑃𝑆𝑆𝑀𝑀𝑛𝑛𝑙𝑙𝑜𝑜𝑛𝑛 �𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 ,𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟 � =

𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 .𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟
�𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 .𝑋𝑋𝑜𝑜𝑟𝑟𝑟𝑟

𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 .𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙
�𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙 .𝑋𝑋𝑙𝑙𝑜𝑜𝑙𝑙

� × 100                    (3.16) 

The multiplication here is a binary operation similar to 𝑋𝑋𝑋𝑋𝑃𝑃������ operation. 

3.3.2.4 Stir Mark 4.0 

Stir Mark 4.0 is the latest version of Stir Mark project, which is an attempt to develop 

benchmarks that cover some short falls in watermarking technology. According to this 

extended project [120], most results presented in the literature are based on a very 
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limited set of samples, which prevents potential users from having a comprehensive 

overview of the general performances of the proposed techniques. In addition, different 

needs and evaluation criteria are required depending on the possible applications of 

digital watermarking. 

One should never expect a deterministic solution to the evaluation problem in 

watermarking technology using the Stir Mark project. The matter is not that simple and 

many new tests are being updated. The project is opened to everyone to add any 

additional tests and samples, using dynamic libraries introduced by the users. 

3.4 Robustness, Quality and Security 

There are many desirable features and requirements in any reliable watermarking 

technique. These features include, but are not limited to, quality, security and 

robustness. The watermarked image that contains the embedded watermark must be of 

high quality. Its quality should be similar to the quality of the original image. The 

watermark must not add any degradation to the image and must be invisible to any 

ordinary or expert viewer. This is called the invisibility property, which is usually 

mandatory for any acceptable watermarking algorithm. Most researchers in literature do 

not differentiate between the quality condition and the invisibility condition. Sometimes 

the quality of the watermarked image is achieved despite the existence of a visible 

watermark likes what happens in television broadcasting applications. On the other 

hand, the watermark may be invisible but is deformed due to the embedding of the 

watermark. 

The security property means that an unauthorised person cannot extract the watermark 

from the watermarked image unless he gets permission from the owner. On the other 

hand robustness, which may be the most frequently used word in the watermarking 
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literature, means the ability of the watermarking algorithm to extract the embedded 

watermark subject to recognition and content understanding by the authorized person, in 

spite of any possible attack. There are some misunderstandings in differentiating 

between security and robustness in the majority of works in watermarking literature. In 

some applications such as involving medical images, security is an important condition 

to restrict the access to certain staff while robustness is not that important because there 

are no possible attacks facing the watermarked images. 

In addition to the mentioned features and requirements, there are some desirable 

properties that give additional value to the watermarking algorithm. Capacity and 

payload are examples of these important properties. Some of the papers in the literature 

differentiate between capacity and payload in definition and usage, as can be seen in 

[120]. In that paper, capacity is defined as the bit size of the smallest part of the 

watermarked image in which a watermark can be reliably detected and then the payload, 

which is the hidden data, can be extracted. Most other work deal with the two 

expressions, capacity and payload, as if they have the same meaning. 

In fact, the definitions of capacity and payload take another point of view in this work. 

This is because the two words are used to represent several different meanings in the 

literature and they do not represent standard expressions or specific values [8] and [86]. 

The payload, here, means the amount of information in the watermark, which is actually 

embedded in the watermarked image. But, the capacity means the maximum allowable 

amount of information that can be embedded without affecting the invisibility and 

quality requirements. Sometimes, the capacity is used to carry two watermarks at the 

same time. 
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3.5 Image Databases 

Despite using hundreds of digital coloured images from different resources in this work, 

the concentration is mainly on using the most standardized images. The Signal and 

Image Processing Institute (SIPI) in the University of Southern California has an 

extended project for image database known as The USC-SIPI Image Database [121]. 

Many standard images from this resource with different properties are used in this work. 

In addition, standard images from the Stir Mark 4.0 project are used too. In addition, 

many classical images that are commonly used in the area of digital watermarking and 

image processing are used as well. 

3.6 Conclusions 

Every system or technique must be well evaluated before submitting it to the literature. 

In this chapter, several subjective and objective tests are explained, some important 

metrics are defined and several attacks with different characteristics are discussed. 

Databases for standard images that will be used in this work are mentioned. All these 

aspects will be integrated with one another, to compose a broad base of performance 

evaluation for the introduced watermarking techniques.   

The introduced techniques in this work are subject to evaluation using several types of 

subjective and objective tests. Several evaluation metrics including PSNR, MAE, and 

SSIM are used. A large number of multiple-origin images are used as samples with 

different characteristics and features. Several sorts of attacks are used to examine the 

robustness of the submitted algorithms.  
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