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1 Introduction 

 

1.1 Introduction to Watermarking 

The world lives these days in an information and knowledge revolution. The Internet 

plays the main role in this revolution. It supports the transmission and reception of all 

kinds of multimedia. Huge amounts of information and data are passing through 

transmission lines and networks every second. All this information is in digital form, 

which means high speed, simplicity and high accuracy in working with different kinds 

of files. The developments in computer processors and storage equipment support files 

that need high capacity storage like images, audio and video files. Among multimedia 

items, digital images play a major role in the distribution of knowledge and 

entertainment. 
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One image can provide a better description than thousands of words. Therefore, the 

protection of images from illegal copying, manipulation and distribution is a very 

important issue. Because of the high accessibility of digital images and other 

multimedia data, it is becoming very easy to copy the original works of others, which 

causes all kinds of copyright problems.  

One of the possible solutions for protecting the copyrights for digital images and other 

multimedia aspects is watermarking. Watermarking involves embedding watermark 

data that is imperceptible to the human perceptual system [1-3]. So digital watermarking 

in digital images is the process by which a discrete data stream is hidden within an 

image by making changes to the image, which cannot be detected by the Human Visual 

System (HVS). In many proposed techniques, this procedure requires the use of a secret 

key, which must be used during the embedding and extraction of the watermark [4].   

A watermark must modify the information contained in the original image, and 

consequently pixels within the image must be changed. This change enables the 

identification of the owner [5]. It is preferred for some applications to retrieve the 

embedded information without reference to the host data; this is known as blind 

watermarking [6].  

The following sections are organized as follows: in Section 1.2, motivation of this work 

is mentioned. In Section 1.3, watermarks and attacks are discussed. Watermarking 

concepts and details are described in Section 1.4. In Section 1.5, digital watermarking 

applications are discussed. Watermarking challenges are summarized in Section 1.6. 

Organization of the thesis is discussed in Section 1.7. Finally, contributions of the thesis 

are explained in Section 1.8. 
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1.2 Motivation 

The wide spreading of digital images and other multimedia via the Internet introduces 

many contributions to the knowledge. Images and colours have strong impacts on the 

human life’s. In the digital world that all live in now days, the copyright protection is 

very important issue. All these issues motivate the watermarking as a powerful 

technology to protect intellectual property. Watermarking any digital image supposed to 

be as a deterrent to the attackers. The possible applications for watermarking technology 

are not restricted to the matters related to rightful ownership. This promising technology 

has the ability to be used in several areas.   

1.3 Watermarks and Attacks 

Watermarks may be robust against one group of attacks and fragile against other groups 

of attacks depending on the application [7]. Besides robustness, there are other 

characteristics of watermarks that are of great importance, such as: invisibility of the 

watermark, quality of the watermarked image and compatibility of the watermark with 

the host image. In practice, it is probably impossible to design a watermarking system 

that satisfies all of these requirements [8]. Thus, it is necessary to make tradeoffs 

between them and these tradeoffs must be chosen after a careful analysis of the 

application.  

Recently, a variety of image watermarking schemes have been introduced in the 

literature. Such schemes hide a small amount of data in images for purposes such as 

copyright protection and image identification. Unfortunately, almost all the published 

watermarking schemes fail to withstand attacks aimed at rendering the embedded data 

unreadable, and most watermarks can be easily defeated even by simple image 
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manipulations. This reduces the practical usefulness of such watermarks, and leads to 

the question of whether other schemes that are robust should be developed [9]. 

There are three different ways of misusing multimedia information [10]: 

• Piracy: unauthorized duplication and commercial resale, (illegal work from legal 

or illegal source); 

• Tampering modification and manipulation on the original work; and 

• Fraud: acts of unlawful impersonation. 

The previous attacks affect the security of the data. However, digital watermarking does 

also have other non-security applications such as labelling of medical reports [8, 11]. 

In practice, a watermarked image may be altered either on purpose or by accident and in 

either case, the watermarking system should still be able to detect and extract the 

watermark [11]. Watermarks suffer from many types of attacks some of which are 

filtering, multiple watermarking, compression, cropping, rotation, scaling, and some 

other geometric operations. 

It is not expected that any watermarking system can withstand all sorts of attack. 

Therefore, a few attacks related to the application are adequate to examine the 

robustness for the watermarking system. Some attacks are not possible at all for certain 

applications. 

1.4 Watermarking Concepts and Details 

1.4.1 Definitions and Requirements 

Watermarking is a new digital technology for embedding certain information in 

multimedia products (images, audio and video) to overcome the problems of theft and 
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tampering, and to ensure the copyright and authentication. For images, watermarking 

embeds a certain stream of bits or small images (logos) somehow within the pixels of 

the image to be protected using a key to prove the ownership and sometimes to check 

the integrity of the contents. 

To work effectively, the watermark must satisfy the following conditions and 

requirements [10, 14]: 

1. The watermark must be invisible; 

2. It must not affect the quality of the host (the original image to be protected); 

3. Authorized extracted must be easy, reliable and convenient; 

4. It must ensure the applications to be robust, fragile or semi fragile; 

5. It must be resilient to standard manipulations; 

6. It must be statistically irremovable; 

7. It must (in some cases) withstand multiple watermarking; 

8. It must be compatible with the host; 

9. It must achieve a high degree of security; 

10. The capacity and payload of it must be large enough to represent and hold 

valuable information. 

The embedding process makes small changes in the values of the host image (original) 

pixels, and these changes are imperceptible and determined by the watermark and the 

key. The resultant image is the watermarked image. The extraction process is the 

inverse of the embedding process by which the changes in the host image can be 

observed with the use of the key, and the watermark then can be detected and extracted. 
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1.4.2 Watermarking, Cryptography and Steganography 

Although, watermarking and cryptography both use secret keys to hide information, 

watermarking is different to cryptography, since cryptography needs to protect the 

transmitted information by enciphering it. Watermarking embeds a watermark within 

the original information, which may include important information about the owner, 

recipient, distributor, transaction dates, serial numbers, etc. On the one hand, while 

cryptography is used to protect the content of messages, steganography conceals the 

existence of these messages. The name steganography is a Greek word meaning 

‘covered writing’ [15], which means hiding information in other information to provide 

a covert communication between two parties. The existence of the hidden information is 

unknown to a possible attacker. Watermarking has this essential robustness against 

possible attacks. Watermarking, cryptography and steganography are all members of the 

information hiding family [16]. 

1.4.3 Types of Watermarks 

Watermarks may be divided, based on their contents, into: binary bit stream, text, logo 

and self-embedding watermarks. The binary bit stream may be of random numbers, or it 

may characterize meaningful information like serial numbers, names, dates, etc while 

the text watermark may contain words and sentences, which are mainly used for covert 

communications and medical images. On the other hand, the logo is a meaningful shape 

like a legend, seal or any other image. Furthermore, using some features or parts from 

the original host image as a watermark is called self-embedding. 
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1.4.4 Blind and Non-Blind Watermarking 

The watermarking system may be divided from the detection point of view into: blind 

and non-blind watermarking systems. Blind systems have more applications because the 

host image is not needed for the detection and extraction processes. However, they are 

usually less robust compared to non-blind systems.  

Based on the embedding domain, the watermarking system may be divided onto spatial 

domain and transform (frequency) domain watermarking. In spatial domain 

watermarking, the values of the watermark pixels are added usually (with scaling 

factors) to the intensity of the host image pixels of the host image. While in the 

transform domain, the host image is transformed firstly to the required domain such as 

Discrete Fourier Transform (DFT); Discrete Cosine Transform (DCT); Discrete 

Wavelet Transform (DWT); etc. [17]. Then, the watermark is added to the coefficients 

resulting from the transform operation. In addition, the host images may be of various 

types, examples of which are: binary, grey, coloured with two or three dimensions, 

halftone and progressive images.  

1.4.5 Embedding and Extraction Processes 

The embedding and extraction processes for general image watermarking are illustrated 

in figures 1.1 and 1.2 respectively [11]. The resultant image is called the watermarked 

image as seen in figure 1.1. 

The most common equations for embedding watermark within the host image are 

equations 1.1 to 1.3 [18]: 

                                           𝑓𝑓𝑤𝑤(𝑚𝑚, 𝑛𝑛) = 𝑓𝑓(𝑚𝑚, 𝑛𝑛) + 𝛼𝛼𝑤𝑤(𝑚𝑚,𝑛𝑛)                                         (1.1)    
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𝑓𝑓𝑤𝑤 (𝑚𝑚,𝑛𝑛) = 𝑓𝑓(𝑚𝑚,𝑛𝑛)�1 + 𝛼𝛼(𝑚𝑚,𝑛𝑛)�                                      (1.2) 

                                           𝑓𝑓𝑤𝑤(𝑚𝑚, 𝑛𝑛) = 𝑓𝑓(𝑚𝑚, 𝑛𝑛)�𝑒𝑒∝𝑤𝑤(𝑚𝑚 ,𝑛𝑛)�                                            (1.3)     

where ),( nmf w is the watermarked image, ),( nmf is the host image, ),( nmw is the 

watermark, α is the scaling parameter that determines the extent to which the watermark 

alters the host image and m and n are the vertical and horizontal spatial coordinates 

respectively. 

In equation (1.1), the amount of change in the host image depends on the watermark and 

a scaling factor. But, in equations (1.2) and (1.3) the amount of change depends also on 

the characteristics of the host image itself.  

Equation (1.1) is not appropriate when the values of  ),( nmf  vary widely. 
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Figure 1.1. The watermark embedding process 
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Figure 1.2. The watermark extraction process 
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1.5 Digital Watermarking Applications 

Watermarking finds implementation in many aspects of technology [8, 11], examples of 

which are:  

1.5.1 Image and Video Watermarking 

Watermarking an image, still picture, or watermarking a frame or certain frames of 

video (movie) are similar in general constraints.  

From the attacking point of view, the attacks on video are more costly in time and effort 

because the watermark is embedded in a certain frame, which is unknown to the 

attacker [11]. Both spatial and transform domains are applicable for both image and 

video watermarking. 

1.5.2 Audio Watermarking 

With audio watermarking, the properties of the Human Audible System (HAS) in time 

and frequency domains must be taken into consideration [11]. The problem of 

synchronizing the watermark and the watermarked audio file is of great difficulty, but 

some new techniques overcome this problem [19-21]. 

1.5.3 Text Watermarking 

One of the first issues that have been studied in information hiding is protecting text, 

which can be protected at two levels [11]. At the print out level, watermarks can be 

embedded by adjusting the spacing of words or lines. At the semantic level, 

watermarking uses the equivalencies between words and expressions. 
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1.5.4 Labelling 

There is a possibility to embed a watermark containing useful information about a 

product to protect its name, date, serial number, etc. [11]. This is very useful for medical 

applications where the patients’ health reports and scans need to be protected. 

1.5.5 Transactional watermarks  

With watermarking technology, acquisition devices such as security video cameras and 

audio recorders could insert information about the device itself such as its ID number. 

In addition, it could insert information to identify each file by date, name and serial 

number, which would be difficult to destroy [8, 11]. 

1.5.6 Authentication 

Some watermarking schemes provide the possibility of detecting and encoding the 

information removed from the watermarked products by being attacked [8]. Any change 

to the image causes a corresponding change to the embedded watermark. Thus, the 

extracted watermark is investigated, if any change happened to it. This means that the 

image is not authenticated and it has been tampered with. 

1.5.7 Covert Communications 

Watermarking is a very powerful technology for sending secret messages by hiding 

them as watermarks in the transmitted images or messages [8]. Any two parties can 

communicate with each other without drawing the attention of others. 



CHAPTER ONE 

 11 

1.5.8 Owner Identification and Proof of Ownership 

The most important application for watermarking is the proof of ownership, which 

depends on using a small image (logo) or stream of data bits as a watermark to identify 

the author of the work [8]. Multimedia owners can prove their ownerships in the 

Copyright Office by registering their products and watermarks and/or security keys 

before they distribute their products. The aim of most of the published papers in 

watermarking area is to achieve protecting the rightful ownership [22-35]. 

1.6 Watermarking Challenges 

Watermarking technology is still relatively new and needs more time to be recognized 

and standardized. There are several challenges regarding watermarking. Some of them 

are explained below: 

 How to design an embedding-extraction system that would not affect the quality 

of the image while at the same time, satisfy the conditions of security and high 

robustness; 

 How to increase the capacity of the watermark to carry large amounts of 

information; 

 How to evaluate the different proposed algorithms that appear in the literature 

and how to introduce benchmarks that cover all the range of assessments; 

 How to standardize all the technical aspects that are related to watermarking; 

 How to make a watermarking system deal easily with different file formats, 

different colour formats, different sizes and types of images, different sizes and 

types of watermarks and different applications; 

 How to solve the problem of illegal watermarking of already watermarked 

images; and 
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 How to ensure the authentication of the image and how to trust the integrity of 

its contents. 

1.7 Organization of the Thesis 

The chapters to follow are organized as follows: in Chapter 2, the state-of-the-art and a 

brief literature survey are explained. Spatial and transform domain watermarking are 

discussed. Performance evaluation and different assessment metrics are discussed in 

Chapter 3. Blue-channel watermarking is introduced, implemented and applied in a 

wide range of coloured images in Chapter 4. In Chapter 5, edge energy-based 

watermarking embedding is explained and the enhancement process is measured. A 

discrete wavelet transform domain is used in Chapter 6 to improve the performance of 

the algorithm. Chapter 7 deals with Green-channel watermarking with several 

improvements regarding the robustness against attacks. Luminance channel 

watermarking is explained in Chapter 8 with solutions to most of the deficiencies of the 

previous algorithms introduced in the former chapters. Conclusions and future work are 

discussed in Chapter 9. 

1.8 Contributions of the Thesis 

The main objective of this work is to implement adaptive watermarking algorithms that 

can achieve several important but contradictory requirements for copyright protection 

and proof of ownership. Robustness, which is the most important requirement for 

watermarking contradict the other important requirement of ensuring the invisibility of 

the watermark. In addition, this work tries to improve some aspects of the overall 

watermarking technology regarding the types of images, watermarks, colour formats 
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and assessment metrics. This work in this thesis resulted in 12 publications, which are 

listed starting on page XXII and has made the following principal contributions: 

1. Spatial and transform domain watermarking algorithms are introduced. These 

algorithms are very robust and are successful in facing geometric attacks, which 

are the most problematic attacks in the area of watermarking. In addition, it has 

proven successful in facing several signal-processing attacks such as JPEG 

compression and filtering attacks. In spite of the high robustness, the invisibility 

of watermarks is achieved and the quality of the watermarked images is ensured.  

2. The algorithms introduced are very secure since they use two different keys to 

embed the watermark within the image. This means double uncertainty for the 

attacker trying to predict and extract the watermark. The third uncertainty for the 

attacker is the prediction of the colour channel that hosts the watermark.  

3. The introduced algorithms are compatible with the HVS and take into 

consideration its tolerance for changes in the image edges.  In addition, these 

algorithms are content-based, which means that the embedding process is 

adaptive depending on the contents of each host image.  

4. Contrary to the common trend regarding the superiority of the blue channel, the 

green channel gives better performance in the proposed algorithms. 

Furthermore, the luminance-based watermarking has been found to be superior 

to the chrominance-based watermarking. 

5. The algorithms have the ability to host a large watermark payload and have high 

capacity to host double watermarks. The watermarks used have visual meaning 

and their sizes are large enough to carry useful information.  

6. A problem that is hard to be solved is the watermarking of an already 

watermarked image by an attacker. This problem, which is known as 
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counterfeiting attack, is solved using the green-channel watermarking. The first 

legal watermark is detected and extracted successfully despite the fact that it 

suffers deformation resulting from the existence of another illegal hostile 

watermark. The novel approach used and the philosophy behind it represent a 

new point of view to resolve this dispute. To the best of the author’s knowledge, 

this is the first time it has been tackled from this perspective.  

7. The differentiation between security and robustness, quality and invisibility, and 

capacity and payload, which are very confusing for most researchers, is 

discussed. 

Several successful adaptive watermarking algorithms are introduced for digital coloured 

images. All the algorithms satisfy the required security, quality and robustness criteria. 

The algorithms are compatible with the HVS and are content-dependent. Several 

assessment metrics are used to validate the work introduced. More than two hundred 

coloured images with different levels of brightness, lines, edges, textures, fine details, 

smooth areas, etc..., are used, which gives a very broad band of choices covering most 

of the possibilities of different images. 

Several colour formats are used and tested. In most of the previous works, every 

researcher chooses a few user-dependent images, watermarks, attacks and evaluation 

metrics. In this work, watermarking algorithm evaluation depends on a more general 

and comprehensive test bed. 
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