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Conclusions and Suggestions for Future 

Work  

9.1 Introduction 

Digital image watermarking, like any new area of research, has many potential 

advantages but some challenges. Every researcher aims to solve some of the problems 

related to watermarking. Hundreds of points of views and approaches are introduced 

and submitted to literature with several stories of success. However, this technology 

needs several years and a lot of extensive work in several areas related to it to be 

standardized for use. 
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Watermarking for proof of rightful ownership is strongly related to the lawful 

regulations and management aspects. Until now, there is no satisfactory utilization of 

this technology. Furthermore, the technology of watermarking needs many 

enhancements to be legally acceptable. 

9.2 Conclusions 

Several watermarking algorithms are introduced in this work. All of them give good 

results based on the requirements and conditions for successful and acceptable 

algorithms.  

The blue-channel watermarking satisfies most of the mentioned requirements. However, 

it suffers from some weaknesses in the extraction process, especially for JPEG attacks. 

This drawback leads to the transition to the second version, which depends on using the 

maximum edge energy to choose the most appropriate colour channel to host the 

watermark. This approach improves the robustness against most of the attacks. 

Nevertheless, the JPEG attack still distorts the visual appearance of the extracted 

watermarks.  

Then, the DWT watermarking is used to overcome the strong attack of JPEG 

compression. This transform domain is compatible with the process of compression 

itself. The results show a big improvement in resisting the JPEG-compression attack. 

This improvement is achieved at the expense of some reduction in the robustness of the 

watermark against the other types of attacks. 

So, another version, which depends on using the green channel, is introduced to 

overcome this weakness. The results show the potential of the green-channel 

watermarking. Contrary to the common trend, the usage of the green channel as the host 
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for the watermark gives a superior behaviour compared to the blue-channel 

watermarking as determined by the examined attacks. 

In spite of the high performance of the green-channel regarding most aspects, it slightly 

reduces the robustness in the case of JPEG compression attack compared with the DWT 

watermarking. This gives the motivation for the last version in this work, which 

depends on the luminance channel to be the host for the watermarks. This host channel 

gives the most superior performance in comparison with all the previously mentioned 

algorithms. The robustness is improved in all cases of different attacks.  

It is recommended by the results of this work to use the DWT watermarking in the cases 

where it is sure that the application will not suffer from any intentional attack except the 

JPEG attack, which is in general an unintentional attack. 

The big problem regarding the multiple claims of ownership, which is also called the 

counterfeiting attack, is solved by using the green-channel watermarking and the 

luminance-channel watermarking has this ability as well. The philosophy of the 

proposed solution is very novel and to the best of the author’s knowledge, it is the first 

time in literature this point of view is used.  

9.2.1 Comparisons Between The Algorithms 

Depending on the extended testing and the broad band of performance evaluation, the 

general features and the comparison results for all the introduced algorithms can be 

summarized as follows: 

 The embedding stages ensure the invisibility of the embedded watermarks. 

 High quality of the watermarked images is achieved and proved subjectively and 

objectively. No visual deformations are noticed for all the tested images. 



CHAPTER NINE 

141 

 

  The watermarks are compatible with the host images and can be easily extracted 

in a reliable and convenient way. 

 All the algorithms have a high degree of security because the extraction of any 

embedded watermark requires the availability of the original host image and the 

two secret keys.   

 The payload that can be carried by the host image has a large value, which is 

16384 bits for the tested watermarks.   

 All the algorithms are adaptive to the content of each image. 

 All the algorithms have succeeded in overcoming the low pass filtering, median 

filtering, scaling, cropping and rotation attacks. The best results are found with 

the luminance-channel watermarking. 

Despite the attractive characteristics of the algorithms, but there are several drawbacks 

among some of them, which are summarized as follows: 

 The blue-channel watermarking failed completely in the face of the JPEG 

compression attack. 

 The success of the edge energy-based watermarking faced with the JPEG 

compression is better but still not satisfactory. 

 Even though the DWT-based watermarking achieves good results faced with 

JPEG compression, its performance in the face of the other examined attacks is 

weak. 

 In spite of achieving good performance in the face of most attacks, the green-

channel watermarking has some weakness faced with the JPEG compression 

attack.  
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9.2.2 Final Recommendations 

The application and its environment must be taken into consideration when using the 

introduced algorithms. Depending on the mentioned results, features and drawbacks 

some useful recommendation are proposed as follows: 

 If the application ensures the surrounding environment to be non-attacking and 

there is no need for image compression, the best algorithms to use are the 

luminance-channel watermarking and the edge energy-based watermarking.  

 If the nature of the application implies minimum or minor attacks and there is a 

need for image compression, the best algorithms to use are luminance-channel 

watermarking and DWT-based watermarking. 

 In the case of the counterfeiting attack that leads to a dispute of multiple claims 

of ownership, the best algorithms to use are the green-channel and luminance-

channel watermarking. 

 In the case of facing cropping attack, the performance of all the algorithms is 

very similar. 

 For low-pass attack, median attack, scaling attack and rotation attack, the 

luminance-channel and the green-channel watermarking have the best 

performance. 

 If not much is known about the expected attacks, then the best choice is to adopt 

the luminance-channel watermarking, for the reasons stated in Chapter 8. 

9.3 Suggestions for Future Work  

There are several directions of research that may broaden this work to gain more 

benefits and improve the performance. This work suggests several future works, some 

of them are summarized as follows: 
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 This work might be extended to be used for video watermarking.  

 The algorithms may be modified so it becomes fully blind. This would mean 

that the original host image is not available for the extraction process. Despite 

the possibility of reducing the robustness, the blindness could mean more 

applications for this technology.  

 A second level of statistics may be used to represent the luminance and 

chrominance factors to make the algorithms more intelligent and increase its 

adaptation capability.  

 The secret to successful content-based watermarking technology is the accurate 

extraction of features that are unique and descriptive. This is a multi-disciplinary 

research that would require inputs from machine learning, AI, image processing, 

signal processing, etc. The successful integration of these disciplines could lead 

to the design of the second-generation watermarking technology, which should 

provide enhanced performance in terms of robustness and increased 

applicability.  

 The usage of gray and coloured watermarks, which is another challenge in this 

area, may be investigated in more depth to determine the potential of these 

algorithms towards this application.  

 The shared research between the technical experts and lawyers might lead to the 

existence of independent rightful ownership authority that has the responsibility 

of managing the digital images and the related watermarks and keys.  

 Finally, as any other topic related to the HVS, an understanding of this human 

system is very useful for the progress of watermarking technology.   
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