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Abstract
Aristotle Onyemaechi Onumo
A Behavioural Compliance Framework for Effective Cybersecurity Governance
and Practice
Examining the interaction of cultural characteristics and cybersecurity governance in fostering organisational security compliance using case studies
Keywords: Organisational Security practice, Structural Equation Modeling,
Cybersecurity, organisational Culture
Although behavioural security constructs have received extensive scholarly attention, the unpredictability of human behaviour has continued to add to the
complexity of deploying effective countermeasures. Cross-cultural behavioural
approach aimed at improving security compliance and practice have equally
remained under-researched, a gap in literature this thesis addresses. This thesis
argues that in order to establish a sound and efficient organisational security
practice, it is necessary to integrate the various interdisciplinary component in a
socio-cultural context. The goal of the thesis, therefore, is to examine the role of
culture in cybersecurity development and organisational security practice.
The study first used a group comparism approach, classification and examination
of archival data from International Telecommunication Union (ITU), International Organisation of Standards (ISO), and Hofstede cultural score and further
deployed structural equation modelling (SEM) to analyse data from a case study
of 122 employees from three public sector information technology organisation in
Nigeria.
Drawing evidence from the case studies, an emergent conceptual model was developed from the traditional human behaviour and organisational security practice.
The model contribute to information security management by by identifying
i

organisational triggers related to cultural and cognitive dynamics in information
security practice.
The model was developed by combining three theoretical frameworks. The outcome of the case studies demonstrates that accountability to specific security
practice is a product of integrated management of employee cognitive and cultural
dynamics and by dimensionalising organisational culture, the individual capacity
to respond to emerging security threats also evolved, while targeted security
programs to enhance the efficiency of organisational security practice is achieved.
This research, by exposing the underlying institutional drivers and ideational
dynamics on individual security behaviour contribute to theory building of behavioural security research within organisational context.
The research reports on the theory of integration as a demonstration of explanatory flexibility not normally associated with behaviour security models thereby
providing a sound theoretical and ideational support for incorporating different
theoretical frameworks into a single model. This is an original endeavour and s
such makes a number of contribution to the scholarship.
The findings in this research have implications for policymakers and practitioners
by elevating the importance of cultural and cognitive dynamics by enhancing operational clarity in organisational security practice and presenting opportunity to
develop a creative and robust solution to the challenge of organisational security
in line with cultural peculiarities.
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Chapter

1

Introduction
At the dawn of the century, the world has witnessed the expansion in the global information
network and connectivity infrastructure. Accordingly, this occasioned an upsurge in economic
and political activities particularly in the digital environment and has further exposed both
private and public sectors to a wide range of cybersecurity threats. Equally, the protection
of information technology assets is now placed as one of the top organisational priority as the
challenge of compliance and organisational security practice has continued to be among the
top concerns of organisation [18], [36], [106] [127]. Consequently, the effective management
of security threats has, also, become a critical success factor and a measure of organisational
performance as two to three percent of organisation profit is reported to be lost as a result
of cybersecurity breaches[135] .
Arguably, the result of studying several cybersecurity publications indicates that the external
threat decreased while insiders accidentally or deliberately cause more security breaches
with the passage of time.[197], [27]. This exposes the risk individual employee poses to the
protection of organisation information technology assets and further reinforces the need
for technical cybersecurity measures to operate in harmony with the people. Accordingly,
research has shown that a substantial increase in investment in technology-based security
has not translated to the reduction of cybersecurity breaches [22], [99],[138] [170]. Similarly,
the report from NATO experts reveals that after spending millions of dollars on technology
solutions, it was discovered that 60-70 percent of security violations came from the human
level [170], aligning with the outcome of the studies is the conclusion of previous reports
that up to 80 percent of the organisation’s security incident has employees as major culprits.
[210]. Expectedly, organisations are shifting their focus to management and monitoring of
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insider threats as a means of mitigating organisations security incidents [172].
The findings of these reports show that human error is one of the root causes of most security
breaches as concluded by the research of [53]. The report further highlighted compliance
failure as one of the major factors responsible for the increase in the cost of data breach for
the public sector organisations. Other studies have also estimated that more than half of
security violations occur from within an organisation by insiders [164] [7]. These pieces of
evidence suggest that users/employees’ intentional and unintentional behaviour/actions and
practices have caused more sensitive data loss than those who wish to conduct malicious
activities [203], [149] and has heightened the call for a new approach in addressing the
challenge of employee security behaviour [30] in order to promote sound ethical conduct and
adequate cognitive flexibility in the administration and management of security procedures.
Behavioural information security research has emphasised the importance of addressing
employee security behaviour as a way of improving the protection and preservation of confidentiality, integrity, and availability of organisations information assets [54]. Although
behavioural security constructs have received extensive scholarly attention, the unpredictability of human behaviour has continued to add to the complexity of deploying effective
countermeasures. Cross-cultural behavioural approach aimed at improving security compliance and practice have equally remained under-researched, [30] a gap in literature this
thesis contribute to address. What therefore appeared to be the need of the organisation is
an attitude of sound ethical conduct, cognitive flexibility, and commitment to prescribed
security practice and compliance with the requirement of cybersecurity measures. However,
in order to achieve this, the environmental factors that influence and encourage or inhibit
individual employees and managers from doing what is right even when they have adequate
knowledge of the organisational security requirements should be fostered. Further to this is
an effective and systematic IT security governance strategy that will provide overall guidance
for the management of both external and internal factors and promote national cybersecurity
development.
The emphasis on having the right attitude to deliver on compliance with regulatory obligation, organisational requirements, and stakeholders expectations as being canvassed by
many researchers in its broadest sense still reinforce the principle that compliance with the
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requirements of cybersecurity measures and adherence to prescribed security practices is
an important issue for everyone in an organisation. This is demonstrated in the number of
studies that have investigated the problem of information security compliance in organisations
[83],[82][179], [211], [18],[90] suggesting the need for policymakers and academics to explore
and understand the new security structure and parameter of future-oriented cybersecurity
concept i.e by enhancing behavioural compliance, sound ethical responsibility and cyber
capability and preparedness. These predictive measures are included in the collection of principles and practices, the organisational values and technology designed cyber-environment.
In response, behavioral security researchers have advanced arguments on the need for an
organisation to find an alternative approach to improve individual behaviour with regards to
information security [30]. One of the ways to achieve this is to establish a strong security
culture as a means of ensuring adequate internal control of organisation security processes
[34]. Advocates of this approach opined that the lack of internal control results in noncompliance with regulatory requirements. This approach takes into account the importance
of the human element when ensuring cybersecurity throughout the organisation. That
is attitudes, leadership, culture, knowledge, etc. [40], [183] which provides guidance and
direction to organisational leadership to govern the protection of information technology
assets to minimize human error or circumvent controls [18]. Various studies have been used
to examine and explain the importance of culture in shaping individual security practices in
an organisation. The evidence is almost uniform that a strong positive culture reinforces and
fosters positive attitudes that enhance compliance to organisational security requirements.
However, most of these previous studies have focused on controlling and managing organisational security compliance through the establishment of a strong and positive security
culture. Whilst culture is difficult to manage behaviour through control, and on the other
hand too much control could lead to a culture where things not expressly prohibited may
be viewed as an acceptable practice. It has, therefore, become imperative to shift focus to
promoting adherence to security practice behaviour which encourages employees to take
responsibility for doing the right thing at all times, a positive development that reinforces
accountability.
Behavioural security research stream has equally responded by progressing to approaches
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to improve individual behaviour concentrating on the antecedent of compliant and noncompliant behaviour [30]. These aspects of publications can, however, be classified into two
broad categories; namely; those that focus on human cognitive flexibility and process as it
affects employee security practice behaviour [28], [18] (i.e. knowledge, attitude, normative
beliefs and intentions) and those that concentrate on the organisational control and social
structures as it concerns the rule and standards that control individual actions (i.e. Leadership and Culture) [93],[211] [179], [82], [66].
The main focus of the thesis in this research is to examine the integration of these two
broad categories in order to explore how we might achieve an effective security practice
in the context of the prevailing organisational value. Specifically the research is aimed at
developing a multi-theory behavioural compliance model. The model will assist researchers
and practitioners in identifying organisational security triggers and at the same time increase
our knowledge and understanding of cultural and cognitive dynamics in organisational security formation. The challenge, therefore, is to determine which aspect of an organisation’s
environment and values that need to be addressed in order to encourage sound ethical
conduct and foster effective information security management and organizational security
practice.
To accomplish this, the study adopts the concept of theory integration [179] in combining
the different theoretical frameworks and the use of a case study in validating the model to
examine how the relationship between the of organisational control elements and individual
cognitive process/mechanisms will influence organisational security practice.
The findings in this research have implications for policy practitioners by providing a way to
identify cultural and cognitive dynamics in organisational security practice and by applying
the theory of integration it provides a potential basis for future research in information
security management and organisational security practice.

1.1

Overview of the Research Problem

The concept of cybersecurity was developed in response to the growing threat of security
breaches and to provide a safe and secure computing environment for all users. Some of the
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major reasons for these security breaches in most organisation have been attributed to the
inability to focus on non-technical issues such as leadership, culture, and security behaviour
[40], [183].
Research has shown that humans are the weakest link in organisational security process
[108]. Various reports have also attributed the majority of security breaches in organisations
to human error [170]. Threat from the employee behaviour has, therefore, become a growing
concern for organisational security [65] [154] Other reports have equally identified compliance
failure as one of the most important factors responsible for the increase in the cost of
data breaches[53]. Organisations have relied on the traditional method of implementing
technological control to improve security [9], [185]. The inadequacy of relying on traditional
technological control for mitigating risk is shown in various reports, as the number of
cybersecurity incidence has continued to rise[99],[138] [93]. The important question that is
foundational to the problem definition is how to translate the human weakness to the most
important safeguard in organisational security formation.
Accordingly, studies have suggested the promotion of a culture that supports employees
to follow established processes and procedures in information technology operations as a
means of controlling and managing individual behaviour. However, whilst it is difficult to
control behaviour through culture, the approach is prone to socially desirable response to
security incidents which might be inimical to the protection and preservation of organisation’s
security principles. It could further lead to a situation where things not expressly prohibited
are viewed as an acceptable practice since “the way we do it here” is the only acceptable
practice even in the face of demonstrable failures. The challenge, therefore, is identifying
an appropriate organisational environment and values for managing individual cognitive
structures and process in order to ensure accountability and efficient organisational/individual
security practice /compliance.
A lot of factors have also been identified to influence an individual employee to follow
established cybersecurity control measures. Such factors include socio-organisational and
cultural elements such as leadership, security behaviour, knowledge, organisational values,
and systematic information technology governance. Arguably research on how the factors
are engaged singularly or collectively to influence employee cognitive process to improve
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organisational security compliance has remained fragmented. There is no consensus on
foundational principles, sound theoretical support base and does not present a coherent
view of practice. Part of the reason for this is because the behavioural security research
domain has not been given adequate attention within the broader information security
research stream which has focused primarily on technical issues concerning the design and
implementation of security subsystems [24],[220]. Furthermore, it has been argued among
researchers that the discipline is relatively immature as such more study is needed to explore
challenges, deficiencies, identify best practices and develop a comprehensive methodology for
addressing and managing employee security behaviour [30][220], [185].
Finally, from the review, it is observed that the majority of the research effort in this
domain concentrated on western culture and focused on the single theoretical (as opposed
to multiple theories) lens for improving individual response to organisational cybersecurity
practices. This has resulted in the non-inclusion of some other fields in organisational science
and sociology known to have a link with employee security behaviour and organisational
compliance and security practice. Accordingly, most of the studies provide incomplete or
little advice on practice.

1.1.1

Motivation

In my years in public service, I observed that employee’s responses to established principles,
processes, and procedures are contingent on the organisation’s outlook, purpose, values, and
vision. These organisational propositions are what distinguishes one organisation from the
other, either in reacting and responding to the security incidence or in method or approach
of achieving organisational security objectives. What these organisations stood for over a
period of time eventually become its identity, as it literally found to be demonstrated in the
employee characteristics and attitude; referred to as culture
Information systems, organisational and behavioural security researches have independently
emphasised on the importance of culture in achieving compliance with security procedures
and organisational security goals.[54] However, in view of the rapid development associated
with technology and the need for quicker access to data and information processing, I
also observed that technological solution is given more priority than its non-technological
6

counterpart in putting together a lasting framework for security of data and information
even with the overwhelming evidence that human failure is mostly responsible for most
of the reported security breach. It is therefore quite obvious that adequate attention has
not been given to this segment of the security process. Though Information Systems and
behavioural security researchers have always emphasised the importance of culture and have
even presented some empirical researches in this area, however, this has not kept tide with
its counterpart in the technological approach.
My argument, therefore is that the presence of principles, policies, and procedures including
acceptable global standards and technology does not automatically translate to practice,
hence what the organisation stands for is what will shape their pattern of cognitive response
to various security procedures and eventual impacts on individuals/organisational security
practice. For instance, a task driven orientation could possibly ignore certain security practice
and procedure in an to complete a task while a bureaucratic orientation would concentrate
more on following the rule in completing a task. This was what bolstered my interest in
researching how to address cultural and cognitive dynamics for a sustainable and efficient
management of organisational security practices.
Though empirical researches on culture and its imperative to organisational success are
abound, some of which have been successfully applied to Information technology and system
behaviours researches, however the benefits of such cross-cultural or cross-domain researches
are yet to be visibly seen in the reduction of security failures attributable to human factor,
which therefore call for further research in the field of organisational culture and cybersecurity.
It is on this premise that we propose the research questions and adjoining hypothesis, and
hoped that answering the questions through our research propositions will lead to developing
a comprehensive behavioural compliance model for cybersecurity governance and practice in
a non-western culture

1.2

Research Questions

The overarching primary question therefore is; what is the role of culture in addressing the
challenge of cybersecurity development and in the management of organisational security
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practices in an Information Technology enabled environment?. An issue that is yet to
receive adequate attention in the existing literature and which also presents a challenge to
organisational security practice.
In order to address the research problem and achieve our research aims, the project adopted
a common comparism approach in surveying archival data from global institutions and
further deploy an integrated theory model[179] as a foundation for providing a more nuanced
understanding of individual/organisational security practice by incorporating constructs
from different theoretical frameworks and disciplines. Security practice is therefore developed
on multiple levels of hybrid network formation, where the various cultural, organisational
and individual behavioural actors selectively cooperate in spite of the intended outcome.
The thesis, therefore, argues that cultural pre-requisite is necessary for the adoption of any
security governance framework and improved organisational/individual security practices
results from integrated management of individual cognitive and cultural dynamics and
process.
The primary research problem is advanced using two supplementary questions.

1. What is the role of national culture in the development and governance of cybersecurity?
2. How might the relationship between the elements of organisational control and individual cognitive mechanism/process impact on organisational security practice

1.3

Research Aims

Besides addressing the aforementioned research questions, the research aims at;

• Providing a deeper assessment of the role of culture in cybersecurity development and
organisational security practice
• Developing a multi-theory integrated cybersecurity compliance model for further
research into the impact of other socio-cultural and organisational factors on organisational cybersecurity measures
8

• Providing a useful guide for leaders and employees to conduct their behaviour as
expected based on the organisational security requirements
• Assisting researchers and practitioners to identify individual/organisational trigger
that will facilitate organisational compliance with cybersecurity measures.
• Increasing our knowledge in understanding of the relevance of culture as a pre-requisite
to the development and implementation of organisational security governance framework
and practice. (expressed by the adoption of ISO 27001 standards) and the management
of employee security behaviour
• Validating the conceptual model using data from non-western culture to understand
how leadership conspired with organisational cultural values in fostering an effective
organisational security practice/compliance

1.4

Research Contributions

The research aims at providing a deeper assessment of the role of culture in cybersecurity
development and organisational security practice. Deploying the theory of integration in
examining the relationship between organisational control elements and individual cognitive
mechanisms, the research develops a multi-theory model to explore the cultural and cognitive
dynamics in fostering an efficient organisational security practice. This approach for studying
compliance incorporates constructs from different theoretical frameworks to provide a more
nuanced understanding of employee security behaviour.
The contribution of this thesis in advancing knowledge and understanding of how organisational control elements interact with employee cognitive process to influence security practice
is therefore linked to three different areas. Firstly, the Nigeria Government was included
in the research as a special area of interest to the author being the sponsor and the first
beneficiary of the outcome of the research. The focus on this country, being a non-western
culture, was because of its cultural harmony with other countries within the West African
sub-region.
According to one of the most updated cultural frameworks used in this research, Hofstede’s
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cultural classification, which tend to group countries according their cultural peculiarities
using dimensional classifications such power distance culture, (a culture characterised with
centralised decision making where power usage is not related to legitimacy and subordinate
is expected to be told what to do), individualism culture (a culture where personal opinion
prevails and task prevails over relation)Accordingly Nigeria is ranked high in power distance
culture (80) slightly below the West African average of 77 and low in Individualism (30) also
slightly above the West African average of 20.
The country constitutes about 70 percent of the region’s GDP and has a fairly large population of about 200million people. Furthermore, our review shows that most of the studies
in behavioural information research were conducted in western culture, mostly of a low
power dimension according to Hofstede cultural classification. It is therefore, imperative to
consider a non-western culture in the behavioural security research domain, hence the choice
of Nigeria. This is one of the very few studies in this regard.
Secondly, the foundation of this study is anchored on the theory of integration. This entails
combining several theoretical frameworks with the intention of developing an integrated
model that will provide more explanatory power than from a single theory , namely the
theory of planned behaviour (TPB), the competing value framework (CVF) and technology,
organisation and environment (TOE) theory. This way we intend to provide a useful guide for
researchers and practitioners to identify cultural and cognitive dynamics that will facilitate
the development of effective organisational/individual security practice and security control
measures. [83],[82], [179], [93], [90], are some of the few studies that were based on multiple
theoretical constructs. This study, therefore, contributes to filling the gap in the literature
that exists in this field and at the same time provides a sound theoretical foundation for the
combination of different theoretical constructs in a single model
Thirdly ISO/IEC 27001 information security standards were included in the study as an
effective information security governance strategy. The growing focus on compliance requires
security actors to effectively manage security controls in order to decrease vulnerability
through governance forms. The national cultural characteristics were linked with the rate of
adoption of ISO 270001 standards in order to provide a deeper assessment of its implication
on the country’s threat management capability across different cultures. Apparently, there
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is a paucity of academic literature especially in the area of adoption ISO 27001 standards.
The study, therefore, apart from filling this gap in the literature, provides a sound basis for
research into the management of cybersecurity in the developing countries.

1.5

Assumptions

The underlying assumption was the organisational element of leadership identified as a
component of technology-organisation and environment theory is a primary influencing factor
that conspires with culture and employee cognitive process and belief mechanism to shape
security practice. The assumption is premised on the notion that organisational culture is
shaped by the leadership [13], [171] . It is further reinforced by the theoretical assumption
of organisational culture identified within the competing value framework, and the cognitive
belief mechanism identified within the theory of planned behaviour as the primary theoretical
construct affecting organisational security practice. The framework developed by [19] to
describe organisational trait and effectiveness and its application by [47] provided the needed
theoretical support for the discourse this thesis

1.6

Scope

Users of information systems working for the three public sector information technology
organisation located in Abuja, Nigeria constituted the scope for the study. The organisations
were chosen because of their strategic location at the nation’s capital, accessibility to the
researcher, and as some of the very few public sector organisations that are ISO 27001
certified. The employees are considered reasonable adults having attained the minimum
age of 18 years and are more likely to have been in the position long enough to asses the
organisational culture, understand the process and the requirement of organisation security.
The study was limited to examining how the relationship between the organisational control
elements (of leadership and culture) and the individual cognitive structure (of knowledge,
attitude, subjective norms and intentions) will influence organisational security practice
within the public sector information technology organisations in Nigeria. A total of 300
11

self-administered questionnaires were distributed. We adopted this approach as a result
of the poor response rate arising from a remotely administered questionnaire during our
pilot phase. One hundred and twenty two respondents returned theirs with 2 rejections.
However, but for constraints of time and distance (as the researcher has to travel from the
United Kingdom), the number of respondents would have been improved. Key informant
methodology was used to select the study participants who were both management and
operations staff.

1.7

Definition of Terms

• Competing Value Framework: A framework developed by Cameron and Quinn
2006 to describe organisational cultural trait using two dimensions of organisational
culture; Stability-Flexibility and Internal-external
• Security practice : The set of non-technical/behavioural actions/responses taken by
the individual directed towards the application of prescribed control measures in order
to achieve organisational cybersecurity objectives
• Cybersecurity Knowledge: The individual cognitive ability to understand their
role in the security process and the possession of skills to rightly apply security controls
measures
• Organisational culture: pattern of basic assumptions that was learned by a group
as it solves the problem of external adaptation and internal integration that has worked
well enough to be considered valid and therefore to be taught to new members as the
correct way to perceive, think and feel in relation to those problems within the group.
• Cybersecurity: The collection of tools, policies, security concepts, safeguards, guidelines, risk management approaches, actions, training, best practice, assurance and
technologies that can be used to protect the cyber environment, the organisation and
user assets
• Information security:The protection of information systems against unauthorized
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access to (confidentiality) of modification (integrity) and against the denial of service
(availability)
• Compliance: Conforming to existing rules, processes, procedures, and standard in
performing a task.
• Organisational Culture Assessment Instrument: Refers to an assessment instrument based on the competing value framework developed by Quinn and Cameron 2006
used to identify individual participation in organisational cultural orientation
• Cognitive Belief Mechanism/cognitive process: Components of the theory of
planned behaviour responsible for determining the actual behaviour of interest.
• Leadership: The presence of an individual who conspires with a group of people to
achieve a common goal.
• Consistency culture: Refers to the aspect of stability and internal processes which
emphasises on order, rules, regulations, uniformity, and efficiency
• Collaboration culture: Refers to the aspect of flexibility and internal process which
emphasises on cooperation, information sharing, trust, empowerment, and teamwork
• Competitive culture: Refers to the aspect of stability and external processes which
emphasises on competition, effectiveness, goal achievement, and benefit-oriented measures
• Creativity culture: Refers to the aspect of flexibility and external process which
emphasises on innovativeness, creativity, entrepreneurship, and dynamism
• Cognitive/Cultural dynamics: The consistent interaction of the elements of organisational control and other cognitive and cultural mechanism of influence in order to
achieve sustainable organisational security practice
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1.8

Overview of Research Structure

A socio-cultural approach to cybersecurity reveals a new security direction that prompted
the researchers to examine the challenge of cybersecurity development and organisational
security practices. The study focused on the complex concept of culture as a vector of
analysis which is deeply rooted in sociology and industrial psychology. First, the view of the
research favours the adoption of culture as a phenomenon that can be objectively measured
[6], [46], [158]. As a result, the study, therefore, examines the challenge of cybersecurity
development across different cultures and further attempts to predict individual security
practices within the context of prevailing organisational value. This perspective enables the
research to examine the actual culture on the basis of a predetermined category (security
practices). Secondly, the position of the research on culture as an objective phenomenon
further support the objective of the study on group comparison of distinguishing behavioural
characteristics of the members [46], [158]
The thesis comprised of five chapters (fig 1.2). Using culture as a vector of analysis, the
research addresses the challenge of cybersecurity development and individual/organisational
security practice which represents different perspectives of examining the interacting concepts. Cybersecurity is an emerging discipline with national, organisational and individual
dimensions [33] and this necessitated the collection of a broad range of data to reflect the
various perspectives. While we surveyed global institutions such as ITU, ISO, and Hofstede
cultural scores, the archival data were examined in order to progress our discus ion with
respect to research question 1 , the case study relating to a non-western culture in an
organisational context was deployed to examine the effect of organisational control and
individual cognitive process on organisational security practice. The chosen sectors for the
case study are strategically important as they were used in order to carry out an in-depth
and detailed examination of organisational culture, cybersecurity, and other related security
behavioural practices. This approach highlights a particular way in which the discourse
progressed in examining and explaining the behavioural strategy in the management of
organisational cybersecurity measures.
Chapter 1 presents the introduction and background of the research problems and motiva-
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tions, provides research questions and aims, explains the contribution of the research and
provides the thesis structure. The first part of the thesis comprising of chapters two and three
will create the theoretical foundation based on extensive literature review and systematic
examination of archival data in order to understand the relationship of the interacting
concept and further conceptualise the study hypothesis.
In the first part of the thesis, chapter 2 reviewed some relevant and related works on
behavioural security research and institutional archival data. The chapter describes the
fundamentals of culture, national and organisational culture including other components
of employee security behaviour or what the research refers to as the employee cognitive
process/mechanism. The chapter examined some of the relevant behavioural theories used
in behavioural security research domain. It begins with the theory of planned behaviour
Protection motivation theory and Social Cognitive theory. We also present the most predominant national and organisational cultural framework used in information security literature;
Hofstede’s cultural framework and Organisation Cultural Assessment Instrument (OCAI).
The analysis of literature and theory supporting the research provides the foundation for
the development of research model and adopting and adapting the type of data collection
instruments (Questionnaire).
The concept of leadership which was also introduced in this chapter as an organisational
control element, enables the research to progress the analysis of organisational security
practice because the study positioned cybersecurity security and culture central to this
thesis. It further reviewed the concept of cybersecurity and progressed to explain how it
is analogous with information security. The chapter examined some relevant information
security standards and national cybersecurity strategies. Chapter three introduces the
concept of culture and the Global Cybersecurity Index (GCI) which creates the foundation
for discussing its relationship with the adoption of ISO 27001 standards as an IT security
governance framework. The section made a systematic survey of archival documents and
presented empirical evidence based on study objectives in order to progress arguments
relevant to the thesis research question 1. It further used literature to reinterpret existing
publications relevant to the study, while materials from selected sources that support the
research objectives were explored following the defined approach in fig (1.1). The study
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further opted for ISO 27001 certificate adoption as a measure of cybersecurity governance
in view of the standards’ cardinal role as the systematic Information Security Governance
framework for the management of organisation’s information technology assets through
compliance to global best practice [101]. Data from the International Telecommunication
Union, (ITU) World bank, International Organisation of Standards (ISO) and Hofstede
cultural framework were examined in the course of the review in order to advance the study’s
arguments. The final section of the chapter presented fourteen research propositions and
overall research model as a foundation for addressing the supplementary research question 2
Chapter four explains the theoretical lens and philosophical persuasions that underpins
this study. The chapter presents an overview of research methodology, research process,
the justification for research paradigm, data collection, and analysis techniques and tools.
The background for the selection of the case study is also discussed. These philosophical
assumptions are influential in many areas of the security spectrum. In this thesis, they are
fundamental to improving the analysis and discussions on the cultural values and organisational security practice in chapter four. The final part of chapter three connects two parts
of the thesis and explains the methodology used in the analysis. The core element of the
substantial analysis, ie culture, cybersecurity development, and individual/organisational
security practices was equally discussed and how it relates to research questions in chapter
one. The final sections of the chapter outlined the methodology including the protocol for
the case study and foundational statistics that provided the basis for data analysis in chapter
five .
In advancing the argument related to the study objectives, chapter five progresses discussion
on another section of the thesis. The chapter presents and discusses data analysis and details
of the results of the research findings that constitute a substantive analysis of the case study
that was used to examine the employee’s cognitive security process. The discussion follows
the outline made in previous chapters on different perspectives of the interacting concepts
and cultural characteristics at different levels. The last section of the chapter presents the
outcome of the research which provides the answer to the supplementary research questions
2 in chapter 1 and as well served as a major contribution of the thesis
Chapter fix contains discussions on the summary of findings, the implication of research
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findings, conclusions, and recommendations. It highlighted some research limitations and
concludes with recommendations for future studies.
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Figure 1.1: Research Structure
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1.9

Summary

The overview of the research problem, motivation for research, research questions, and
purpose are presented in this chapter. The chapter further discusses the background of
the research elucidating the inadequacy of technical solutions in addressing the challenge
of securing organisational information technology assets. While the focus has now shifted
to the management of monitoring of insider threats, the behavioural security research has
emphasised on the importance of addressing employee security behaviour. However, in view
of the complexity of human behaviour, the challenge, therefore, is identifying an appropriate
organisational environment and values for managing individual cognitive mechanisms and
process for an effective organisational security practice.
Two supplementary research questions were advanced in order to progress our argument
with the aim of gaining a deeper assessment and increased understanding of the relevance of
culture as a pre-requisite to the development and implementation of organisation’s security
framework and practice.
In this study, a combination of the different theoretical frameworks from the discipline of
industrial psychology, organisational environment and culture are used in what is referred
to as theory integration [179], [176], [89]. The approach has been suggested in order to
increase our knowledge and understanding of how organisational control factors interact with
employee cognitive process/mechanism to foster organisational security practice. Details of
its application and role of the different theoretical components in fostering organisational
security practice and compliance are found in chapter 5.
Chapter 2 discusses the relevant literature which provides the basic framework for the thesis
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Figure 1.2: Research Process
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Chapter

2

Literature Review
2.1

Introduction

In this chapter, the review will broadly examine literature from relevant domains of culture,cybersecurity security development, management and practice. The focus of the research
is to examine the role of culture in cybersecurity development and organisational security
practice. Specifically the research will examine cybersecurity development and governance
across different culture and further assess how culture and other cognitive mechanisms
interact to enhance organisational security practice
The main aim of behavioural security research is to address the issues related to human
behaviours which research has shown to be responsible for most of the security breaches.
Though publications in this domain have increased over the last decade, however, the amount
of research work still remains limited and does not reflect the significance of the phenomena.
This chapter, therefore, presents the background for the study, highlights the need for more
studies to address the paucity in literature in behavioural compliance and organisational
security practice in the non-western culture. the chapter further provides background information on the literature that is used to develop the theoretical model and hypothesis for the
research.

2.2

Behavioural Security Research

This area of the scholarship is concerned with individual behaviour as it relates to the
protection of information technology assets and organisational information[30]. The domain
21
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explores the behavioural patterns of the individual within the cyber environment whether
the usage is private or organisational. This study, however, focuses on organisational control
elements, cybersecurity and individual cognitive process and mechanisms in an organisational
setting.
Behavioural security researchers have proposed several approaches to the study of the
human side of information security management. These approaches can be classified into two
categories; namely (1) approaches that focus on the individual cognitive process to understand
why end-user or an employee engage in risky behaviour [18], [82];[123], [147], [179] and (2)
approaches focusing on organisational control to understand which and how organisational
control element determines effective information security practice and management [54] [90],
[66]). Since the focus of the research necessitates a systematic review of literature in the
domain of behavioural security research and cybersecurity development, a survey of archival
data from global institutions may as well serve the interest of the research project.

2.3

The concept of Cybersecurity

The 21st century has witnessed the emergence of a new security threat which has become
increasingly difficult for the traditional security approach to address. The growing complexity
of the digital networks and the inadequacy of historically traditional approaches to effectively
address the ever-increasing data breach suggest the need for a different management approach
based on compliance linked to governance and good practice. The cybersecurity is a new field
of the security paradigm which has impacted on every perspective of life in a given society
either as an individual, organisation or nation [33]. The concept emanated as a response to
the growing threat of crime within the digital networks (cyberspace) and attempt to provide
a secured computing environment for the network users.
There no commonly accepted definition of the phenomenon among the different stakeholders.
For instance, after a comprehensive review of 19 nations’ cybersecurity strategies, [129]
found out that there is no common definition for cybersecurity among the nations studied.
Some authors, however, described cybersecurity as a process requiring a combination of tools
and techniques applied by individuals and organisations to protect information technology
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assets and preserve the security principles of information contained and transmitted across
interdependent networks [33] [208]. The ISO/IEC 27032 standards in its publication describe
cyberspace security as the protection and preservation of confidentiality, integrity, and
availability of information in cyberspace. However, the definition provided y International
telecommunication Union (ITU) seems to capture the thought of the many stakeholders
when it defined cybersecurity as the collection of tools, policies, security concepts, safeguards,
guidelines, risk management approaches, actions, training, best practice, assurance and
technologies that can be used to protect the cyber environment, the organisation and user
assets [173]. This means that the aim of cybersecurity is to ensure the attainment of and
maintenance of security principles of the organisation’s user assets against relevant security
risk in the cyber environment.
The thesis, therefore, argues that the fragmented description of the phenomena has contributed to the complexity in assigning an appropriate role to different categories of stakeholders in the security formation. Furthermore, apart from the gap in the comprehension of
cybersecurity created as a result of the lack of common definition, cybersecurity appears
to be complex and involves a multiplicity of actors and disciplines. The thesis adopts the
definition proposed by [56] to progress discussion on vital components that contributes to its
development and organisational security practice and compliance.
Authors have made an attempt to simplify the study of cybersecurity by approaching it from
different perspectives. Accordingly, in his cybersecurity culture research philosophy, [33]
propose four perspectives of cybersecurity namely; individual, organisational, national and
international perspectives. Each perspective is distinguished with a unique cultural pattern.
The research approach cybersecurity from both national and organisational perspective as
the thesis apart from assessing the role of culture in cybersecurity development, specifically
examines how the relationship among the interacting components of employee cognitive
process and organisational control elements will foster security practice and compliance in
an organisational context.
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2.4

Cybersecurity versus Information security

Many publications use cybersecurity and information security interchangeably to refer to the
same phenomena. Arguably, in the most basic forms both concepts refer to the preservation
and protection of confidentiality, integrity, and availability of information according to[56]
and [57]. The similarity of both concepts becomes more apparent when consideration is
given to the approach, methodology, and guidelines for addressing both security incidents.
For instance, ISO 27001 standards which appear to be one of the most popular systematic
information security governance frameworks for the implementation of information security
management system provides guidance and standards for the management of organisational
cybersecurity programmes and initiatives. For most researchers, the purpose is the same
but may differ in scope. Others have argued that the two concepts, though related but not
totally similar [208]. That is there exist certain characteristics that distinguishes both, (such
as coverage and stakeholders) though not fundamental, but visible enough to warrant being
mentioned. The intention of the thesis is not to be drawn into the debate but to draw insight
from the various proposed definitions to progress discussion on the cognitive and cultural
interaction in order to promote sustainable organisational security practices and procedures.
NIST standards defined cybersecurity as the ability to protect and defend the use of cyberspace from attack; where cyberspace is described as a global domain of interconnected
networks of information systems infrastructure involving the internet, communication networks, computer systems, embedded processors and controllers. However the definition
proposed by ITU seems to capture the entire essence of cybersecurity security in terms
of objective and practice. By the definition in section 2.3, cybersecurity strive to ensure
the attainment and maintenance of the security properties’ confidentiality, integrity, and
availability) of an organisation’s user assets against security risk in cyberspace [173].
The preservation of security properties is the hallmark of the definition of information security
as proposed by [113]. The publication defined information security as the protection of information systems against unauthorized access to (confidentiality) of modification (integrity)
and against the denial of service (availability) including those measures necessary to detect
and counter such threat. Similar definition was also proposed by ISO/27001 and ISO/27032
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standards. The two publications were unanimous in describing cybersecurity and information
security as the preservation of security properties of confidentiality, integrity, and availability.
There seems to be a consensus from the various publication that both concepts are concerned
with the preservation of the general security objectives of confidentiality, integrity, and
availability. We, therefore, argue that the similarity of both phenomena is true to the extent
that information security and cybersecurity incidents would lead to a breach in confidentiality
integrity and availability of information.
However, considering what needs to be protected in the cyber environment, the scope of
cybersecurity appears wider than information security [208]. For instance, while information
security is concerned with the preservation of security properties, cybersecurity goes well
beyond to the protection of computer networks, software and storage and including anyone
and anything that can be reached via cyberspace
The thesis adopts the similarity in the definition in order to avoid ambiguity and progress the
discussion, and in addition to the fact that the case study used for the research adopts the
concept of “cybersecurity” to be analogous to information security in differing to the content
of the National Cybersecurity Security Strategy and in addressing the issue of information
security generally. The term is therefore used interchangeably to mean the same phenomena
in the course of this research work.

2.5

Information Security Management ISM

ISM refers to a structured and systematic process of developing, implementing and managing
information security program in an organisation. The objective of information security
management is the attainment and maintenance of the sustainable level of confidentiality,
integrity, and availability of information resources [215]. It is further described to be the
process of planning, organising, commanding, coordinating and controlling in order to establish an adequate level of information security in an attempt to achieve overall organisational
security objectives.
Industrial standards and best practice guidelines play a vital role in the practice of information security management [169] by providing the necessary governance framework and
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institutional guidelines that assist organisations in developing their own information security
management system. According to[207], these industrial best practice guideline suggests
that controls and countermeasures should be implemented by organisations in order to
achieve organisation security objectives. There are various best practice standards proposed
to provide governance framework and guidance to government and business organisations
on how to develop effective information security management programs. Organisational
adoption of a particular best-practice standard guideline is dependent on a lot of factors
ranging from cultural, political and economical [55]
The best practice standards and guideline considered relevant for discussion in this thesis are
the ISO/IEC/27001:14; Information technology-security techniques-management system requirement, ISO27032 – Guidelines for Cybersecurity; published by British Standard Institute
and adopted by many organisations, A role-based model for Federal Information Technology
Cybersecurity Training, NIST Special Publication 800-14 [189][142], and European Union
Agency for Network and Information Security (ENISA) which are generally acceptable
principle and practices for the security of computer networks, storage and embedded systems.

2.5.1 ISO/IEC/27001:2014
The ISO27001 (Information Technology-Security Techniques-Management System Requirement)is an industry best practice standard that has been prepared to provide requirements for
establishing, implementing, maintaining and continually improving an information security
management system (ISMS). An ISMS applies a risk management process to preserve the
confidentiality, integrity, and availability of information through compliance and conformance
to ISO27001 requirements and gives confidence to stakeholders that risks are adequately
managed.
The standard is divided into two parts consisting of 7 mandatory clauses (clause 4-10) Table
(2.1) and 14 discretionary clauses (A5-A18) Table (2.2). The discretionary clauses referred
to as Annex A is made up of 114 controls which provides suitable solutions for defining
countermeasures in any organisation.
The adoption of ISO/IEC27001 standards for the implementation of the security management system in an organisation is a strategic decision influenced by the organisation’s needs,
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security objectives, organisational process, culture, and structure. Compliance with ISO27001
requirements, has remained one of the possible means of assuring customers and clients that
ISO requirements and recommendations have been followed. This adoption expressed by
the number of ISO/IEC/27001 certifications obtained by organisations in a country has
witnessed a steady increase over the years, from 33,290 certificates in 2016 to 39,501 in 2017
making it one of the most widely adopted management system standards behind ISO 14001
[48] . However, this adoption has not been even across cultures and economies thereby raising
a question of what factors may have been responsible for the different rates of adoption
among the various countries [200]. For instance, while the popularity of ISO 27001 in Japan
may be explained by the fact that Japanese legislation requires ISO 27001 standards as
a benchmark for some areas of business [201], other countries such as USA and UK may
have been influenced by high technological adoption and economics of development. Some
researchers have also pointed to cultural peculiarity as accounting for the difference among
the various nations [178] See table (2.3)
Table 2.1: ISO 27001 Mandatory Clauses; Source:[57]

Mandatory Clauses

Reference

Description

Clause 5

Leadership

Clause 6

Planning

Clause 7

Support

Clause 8

Operation

Clause 9

Performance Evaluation

Clause 10

Improvement
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Table 2.2: ISO 27001 Discretionary Clauses

Discretionary Clauses

Reference

Description

No of Controls

A5

Information Security

2

A6

Organisation of Information
Security

7

A7

Human Resource Security

6

A8

Asset Management

10

A9

Access Control

14

A 10

Cryptography

2

A 11

Physical and Environmental
Security

15

A 12

Operations Security

14

A 13

Communication Security

7

A 14

System acquisition, development and Maintenance

13

A 15

Supplier relationship

5

A 16

Information Security incident 4
management

A 17

Information Security aspect of 4
business continuity

A 118

Compliance
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Table 2.3: 2017 ISO Certificate for the Top 21 economies;Source: [79][101][86][78]
Country

PDI

IDV

MAS

UAI

GDP

ISO

GCI

Switzerland 34

68

70

58

80560

171

0.727

Norway

31

69

8

50

75990

87

0.786

China

80

20

66

30

72019

5069

0.621

Luxembourg 40

60

50

70

70260

25

0.602

Iceland

30

60

10

50

60830

60

0.384

USA

40

91

62

46

58270

1517

0.919

Ireland

28

70

68

35

55290

209

0.675

Denmark

18

74

16

23

55220

57

0.617

Singapore

74

20

48

8

54530

123

0.925

Sweden

31

71

5

29

5250

148

0.733

Australia

38

90

61

51

51360

404

0.824

Hong Kong 68

25

57

29

46310

182

0.618

Netherlands 38

80

14

53

46180

913

0.760

Austria

11

55

79

70

45440

72

0.639

Finland

33

63

26

59

45580

72

0.741

Germany

35

67

66

65

43490

1339

0.679

Canada

39

80

52

48

42870

276

0.818

Belgium

65

75

54

94

41790

127

0.671

Great
Britain

35

89

66

35

40530

4503

0.783

New
Zealand

22

79

58

49

38970

28

0.718

Japan

54

46

95

92

38550

9161

0.786
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2.5.2

ISO 27005:2018: .

The Information Technology-Security techniques-Information security risk management is
a risk-based standard for information security management that defines the process for
managing risk which included establishing context, risk assessment, risk treatment, risk
acceptance, communication risk, and risk monitoring and review. It also adopts the PDCA
model. The awareness of ISO 27001 and ISO 27002 remain a pre-requisite to the full
understanding of ISO 27005:2018

2.5.3

COBIT

The standards are developed by ISACA as a risk-based IT governance framework for
integrating existing IT standards. The framework draws its usefulness and success from
guaranteeing strategic alignment of business with IT operations and at the same time
ensuring that the gap between control requirement, technical challenges, and operations risks
are effectively managed.

2.5.4

ISO/IEC/27032- Guideline for Cybersecurity

The guideline for cybersecurity concentrate on bridging the gap between different security
domains and providing a framework for information sharing and coordination. It provides
for basic cybersecurity practice guidelines as well as framework and information to enable
stakeholders to collaborate in resolving cybersecurity issues. The guideline does not address
cybersafety, cybercrime critical internet infrastructure protection (CIIP), internet safety and
internet crime.
The standards recommend the adoption of a tripod strategy of industry best practice
approach; ie. stakeholders collaboration, security education, training and awareness, and
innovative technology as an effective means of confronting cybersecurity risk. Fig (2.1)
The ISO27032 describes stakeholder holders’ role and responsibility (the role of the individual,
organisation, and providers) to the state of cybersecurity in clause 10 and their security
guidance in clause 11. The purpose of the 5 groups of controls including awareness and
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training described in clause 12 is to minimize organisations and end-users’ exposure and
risk. The framework for information sharing and coordination in clause 13 provides for
the establishment of a system of information sharing and coordination in preparation for
responding to cybersecurity events and incidents.

Figure 2.1: ISO27032 Tripod Strategy

2.5.5

ITIL; Information Technology Infrastructure Library

This is a library of volumes describing best practice framework that provides guidelines for
delivering IT services. It provides a systematic approach to service management that can help
businesses manage risk and strengthen customer relationships and deliver on organisational
goals.

2.5.6

ENISA

The European Union Agency for Cybersecurity could be likened to European cybersecurity
strategy designed to provide support and guidance to the member states. The agency
works closely with both the private and public sectors to among others deliver services and
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solutions in addition to improving the capability of the member states. Recently, with the
passage of the cybersecurity act (Regulation 2019/881) the agency has been tasked with the
responsibility of preparing the European certification scheme that will serve as the basis
for certification of products, processes and services that supports the delivery of the digital
single market.

2.5.7

NIST 800-16 2014

The National Institute for Standards Technology special publication , a role-based model for
Federal Information Technology Cybersecurity Training (NIST 800-16) is a United States
special publication on guidelines for developing information technology/cybersecurity rolebased training for identified personnel having cybersecurity responsibilities. The publication
provides guidance on the methodology to develop information technology/cybersecurity
role-based training and a model for learning continuum. It elaborates the concepts of learning
continuum as follows:
• Security Awareness for all users to recognize cybersecurity concern and what control
measure is to be applied.
• Cybersecurity essentials for all user involved with IT systems as a foundation for further
learning
• Role-based security training to develop knowledge and practical skills on how to apply
cybersecurity skills to facilitate job performance
• Education to enhance understanding and insight into why certain cybersecurity control
measures are applied and how it can be adapted to other areas for security concern.

2.5.8

Cybersecurity Strategy

According to Oxford dictionary, a strategy is defined as a plan of action designed to achieve
a long term objective or aim (Oxford English Dictionary 2012). The aim of a cybersecurity
strategy is to increase the resilience and security of national ICT assets, which supports
critical functions of the states or the society as a whole [16]. The need for such a long term
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plan to preserve and protect critical national ICT assets arose from the fact the cyberspace
is gradually becoming a critical factor that will determine national competitiveness [137].
Therefore the security of cyberspace remains fundamental to accelerating socio-economic
development. As part of a global approach to addressing the challenge of cybersecurity, the
ITU recommends cybersecurity strategy development framework which has been adopted by
many nations. According to ITU, the developmental process is divided into five phases and
seven focus areas. The five phases include the following;

• Initiation
• Stocking and analysis
• Production of National Cybersecurity Strategies
• Implementation
• Monitoring and Evaluation
The focus areas are:
• Governance
• Preparedness and resilience
• Critical infrastructure service and essentials services
• Capability, capacity building, and awareness-raising
• Legislation and regulation
• International Cooperation
The Government of the Gambia in conjunction with the wold bank West Africa Regional
Communication and infrastructure Programm developed the Gambian National Cybersecurity
strategy. The strategy aims at making the Gambian cyberspace as an essential pre-requite for
allowing the economic and social development of the Gambia and its people to fully benefit
from the digital transformation (GNCSS 2016). The strategy is focused on five priority goals
of building capacity, the establishment of institutional frameworks, resilience and protection
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of ICT systems, legal and regulatory framework, and national and international cooperation.
The United Kingdom developed a cybersecurity strategy with an overarching vision to be
secure and become resilient to cybersecurity threats, prosper and confident in the digital world
by 2021. The vision is to be achieved through a series of objectives including defending the
UK against evolving cyber threat, detecting all forms of aggression in cyberspace, developing
innovative cybersecurity industry, and pursuing international action to advance economic
and security interest [64].
The Nigerian government through the office of National Security Adviser developed and
launched her national cybersecurity strategy in 2014 with the vision of becoming safe,
secured, a vibrant and resilient and trusted community that provide an opportunity for
the citizenry, safeguard national assets and interest, promote peaceful interactions and
proactive engagement in cyberspace for national prosperity (NCSS 2014). The vision is to be
achieved through ten specific objectives among which are the establishment of an institutional
framework, national capabilities, awareness, local, regional and international cooperation
etc.

While the strategy assumes cyberspace as a platform for global competitiveness

and socioeconomic development, it however lacked in-depth policy guidance on innovative
technology and cultural peculiarities that may impede practice.

2.5.9

Synthesis

The standards and the practice guidelines have at best remained a framework and not a
solution. As most researchers have observed, some of these standards are generic in nature
and universal in approach and pay little or no attention to differences and peculiarities of
organisations [182]. Again most of the standards ignore cultural prescriptions and as a result,
neglect to include cultural features in the development of the frameworks [63]. Domesticating
best practice guidelines and standards will require institutions and organisations to consider
their various peculiarities and tailor the implementation to meet the need of the time.
Researchers have therefore called for a new research approach that will address the socialcultural issues in view of the multidisciplinary nature of cybersecurity [44], [193]
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2.6

Employee Security behaviour

Earlier studies have shown that employees are the weakest link in organisation security
formation and constitute the root causes of the majority of the organisational security
incident. In this research, employee security behaviour is defined as the act, conduct, practice
or responsibility of an employee when using organisational information resources with respect
to the protection and preservation of confidentiality, integrity, and availability of information.
The conduct and practice of an individual in the preservation and protection of organisational
security principles is therefore the essence of employee security behaviour. An example
of such conduct and practice is how an employee should send an email. Not adhering to
this conduct and practice may constitute a compromise to the organisation information
system. While the study does not focus on any specific type of conduct and practice, it,
however, aims at distinguishing between conduct that is compliant (adhering to the principle,
practice, and procedures and norms of the organisation as it relates to cybersecurity) and
the non-compliant conduct; intentional but non-malicious action that may put organisation
computer networks in a risk (principle, practice guidance, procedure and norms of the
organisation a it relates to cybersecurity).
Over the years, researchers have studied employee security behaviour using various theories
such a; Theory of Planned Behaviour (TPB), Protection Motivation Theory (PMT), General
Deterrent Theory (GDT), Social Cognitive Theory (SCT) and Rational Choice Theory
(RCT). These theories have focused primarily on factors related to the user’s attitude,
intentions, and behaviours.

2.6.1

The Theory of Planned Behaviour (TPB)

In TPB framework, a person behaviour of interest is determined by his or her intention [2].
Intention on the other hand as a precursor to a behaviour of interest is determined by three
major factors; namely; attitude which refers to a person;’s judgment as to whether it is good
or bad to perform a behaviour of interest; “is it necessary for me to forward suspicious email
to IS department for verification” ; subjective norm; which refers to the persons’ perception of
whether the behaviour of interest is accepted and encouraged by his or her circle of influence
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“how will my boss react if I fail to forward suspicious email to IS department” ; Perceived
behavioural control (knowledge); which represents a sense of having skills and resources to
perform the behaviour of interest or which may add to the ease or difficulty with which to
perform a behaviour of interest “ I have the skill s and ability to evaluate any suspicious
email”. Researches supporting the fundamental proposition and resilience of the theory in
various organisational settings are abound [2], [41], [191].
These studies focusing on employee security behaviour often utilises construct from TPB
and TRA (attitude, subjective norm, and perceived behavioural control/self-efficacy) as a
good predictor of intention to comply with specific organisational security practice. [121].
For instance, individual beliefs and values have been found to play a critical role in user’s
responsiveness to organisation security practice [185]. [13] is his empirical research using
construct from TPB and PMT showed that self-efficacy, attitude, and subjective norms influence intention to comply. Other previous works that have used frameworks that integrated
the theory of planned behaviour with other theories in advancing our knowledge of security
compliance by users and employees in a modern organisation include [18], [83]; [123],[147],
[179]. The results of the application of TPB in explicating behavioural security practice and
compliance appears to be the same confirming the resilience of TPB in predicting employee
security behavioural practices

2.6.2

Protection Motivation Theory (PMT)

With respect to Protection Motivation Theory (PMT) which emphasis persuasion and its
effect on individual behaviour, [146] have shown that normative belief influences threat
appraisal which has an impact on intention to comply. Further studies using two constructs
of threat appeal separately, [179] identify that self-efficacy, attitude and normative belief
influence intention to comply which strongly predicts actual compliance. Other areas of
research where PMT has been effective in explaining information security phenomena include
exploration with general computing practices [4][217],[218] and anti-malware and software
use [103], [123], [103]. In the context of the application, the result among different researchers
appeared similar. For instance self-efficacy and response efficacy were found to have strong
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influence on intention to use anti-malware [103]. A similar construct was also found to be a
strong indicator of software use [68].
Prominent in the use of PMT is its application in the awareness campaign to covey threat
and change behaviour in a way that it might mitigate risk. However translating awareness
to behavioural change has been very difficult [162] especially in cybersecurity given the
multiplicity of risk in a particular circumstance. Although it has been observed that these
fear appeals are seldom accompanied by clear instruction on best practice nor are they usable
and acceptable such as frequently changing passwords [216]. They therefore before become
counterproductive if they are not ties to clear approaches to address the problem [120]

2.6.3

Social Cognitive Theory (SCT)

Another theory which has been frequently applied in the study of information security
research is the social cognitive theory. The theory provides a framework to explain and
predict individual behaviour through the interaction of the individual with the environment
[10]. The construct of self-efficacy which has been frequently included in the numerous
studies in the field of information security is known to have emanated from social cognitive
theory. Studies based on the theoretical foundation TPB and PMT include the construct;
self-efficacy in addressing the questions related to information security compliance [18], [83],
[93], [103].
Except for few studies such as [83], [178] and [93]that combined the various theories in the
study of employee security behaviour, most of the other studies have utilised only a single
theoretical construct [179]. [82]combined PMT with deterrence theory and decomposed TPB
and established that social influence (subjective and disruptive norms) are good predictors
of intention to comply. [9] [82] and [93] combined the theory of planned behaviour and PMT
to study compliance of information security in an organisation. The idea of combining the
different theories is to accommodate construct from other theoretical frameworks that could
have an effect on information security compliance and also enhance the explanatory power
of the model [179].
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2.7

Technology-Organisational and Environment Theory

Technology-Organisation and Environment (TOE) theory has been found to be useful
in investigating the socio-organisational factors affecting organisational compliance with
cybersecurity policies [160]. The theory argues that the process by which technological
innovation is adopted and implemented in organisation is conspired by the technological,
organisational and environmental context surrounding their operations [194], Daun et al
2012). Because this study focuses on exploring the relationship between organisational
control element and individual cognitive mechanism and how it influence organisational
security practice in an IT-enabled environment, the study reasoned that security decisions in
information security context are some how innovative as they are conspired by the prevailing
organisational culture and leadership approach.

2.7.1

Leadership

Studies on Information Security have always focused on the employee as the weakest link
in the security defence. This is justifiably so as the action and inaction of the employee
in correctly and incorrectly applying controls and following existing procedures, principles
and practices have a direct impact on the protection of organisation IT resources. However,
despite the direct influence of organisational leadership in promoting security compliance [92]
and available rich literature in organisational leadership, empirical studies on the significant
influence of organisational leadership on employee security behaviour have not attracted
adequate attention [90].
Although many frameworks and behavioural models have been advanced to study security
policy compliance,[156] and [90] are among the few that tested the role of organisational
leadership with empirical data in an information security context. For instance, [156] found
that there was a measurable change in employee attitude to security when the CEO became
more actively involved in information security issues. Also, [90] in their study found that top
management participation strongly influences organisational espoused cultural values which
in turn impacts employee attitude towards perceived behavioural control over compliance
with information security policies. Other streams of research also emphasized the important
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role of management in encouraging positive behaviour towards the use of information systems
[141]and [54]).
However, the relationship between organisation culture and leadership have been studied by
researchers on the assumption that organisation culture are created and managed by leaders
[171], [13] and suggest that organisational success is premised on the ability of its leaders
to effectively manage their culture and this forms part of the theoretical foundation of this
study.
Researchers have focused on employee’s security behaviour and individual cognitive process using these theories independent of the organisational context. The concentration of
researches on the study of individual cognitive process and mechanisms alone may have
arisen out of the general notion that employees constitute the major security risk in the
organisation, [213],[211],[109]. Arguably, however, employee’s security decisions have been
linked to the nature of leadership and prevailing organisation culture [90], [66], [54].
In explaining the important role of leadership in employee security behaviour, [66] conducted
an empirical study to show how the different leadership styles conspire with employee intended
information security behaviour.[90], also, demonstrated the important role of management is
in shaping individual intention to comply with organisational security policy. The authors
further revealed how organisational culture contributes to the process of changing employee
attitude to security compliance.
Examined works of literature have singled out leadership as one important organisational
control element in the process of efficient organisatioan security practice. Accordingly,
extensive review has also shown that most studies have focused singularly either on organisational control elements’ influence on security behaviour [66], [54],[92], [156],[149],[150] or the
influence of individual cognitive process and mechanism [93], [82], [204] etc). Despite the
established relationship that exists between organisation control elements such as leadership , organisational culture and employee security behavioural factors/individual cognitive
process (attitude, subjective norms, perceived behavioural control/knowledge) as found in
organisational literature, studies integrating construct from the different discipline have been
lacking [90]. Additionally the relationship is yet to be accompanied by a strong program
of research aimed at deepening our understanding of how the interaction of the different
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categories of influence could shape the organisational security practice.
The challenge, therefore, is how we might explore the relationship between the two aspect
of behavioural security approach (organisational control elements and individual cognitive
process and mechanisms) to achieve cultural and cognitive flexibility in the organisational
process of information security management. We therefore argue that integrating organisational control element and individual cognitive process in a single model will enhance our
understanding of the mechanisms that guide security compliance and shape organisational
security practice [198]. Developing a model for the management of cultural and cognitive
dynamics in order to ensure employee’s continuous adherence to the practice that accords
accountability in securing themselves and their network of users in the organisation is part
of the goal the research intends to achieve.

2.8

Cybersecurity Knowledge

Researchers and practitioners have defined knowledge in different ways according to as it
serves its purpose. For instance, while leading organisational knowledge scholars described
knowledge as being created by the flow of information, anchored in belief of the holder [143],
other leading experts in knowledge management such as [37] define knowledge as a fluid
mix of framed experiences, values, contextual information, expert insight that provides a
framework for evaluating and incorporating new experiences and information. Practitioners
such as [185] however view knowledge as being synonymous with information. For the
purpose of the research, the definition proposed by [14] offers an insight. The author defines
knowledge as the capacity to exercise judgment on the part of an individual which is either
based on an appreciation of context or is derived from theory or both.
The research, therefore, disambiguate knowledge first by bringing contextual clarity on what
is meant by the capacity to exercises judgment and secondly, the context in which the criteria
for evaluation holds which is the domain of practice (cybersecurity). Capacity to exercise
judgment according to [161] is the ability to draw distinctions and the context in which the
criteria for evaluation holds is the domain of practice (cybersecurity) In this study we define
cybersecurity knowledge as the individual cognitive ability to understand their role in the
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security process and the possession of skills to rightly apply security controls measures to
minimize, mitigate and respond to the intentional and unintentional threat in an attempt to
protect organisational information technology resources.
The definition can be viewed from the components of the comparative knowledge framework
as proposed in [142]. The framework made a bold attempt to categorise knowledge based on
the mode of acquisition and proposed security knowledge as comprising of three components
namely awareness. training and education. Previous literature has joined the three together
or used them interchangeably which may have been responsible for the inconsistent results
on their impact on employee security behaviour.
Education, Training, and Awareness are supportive attributes that have been used in studies
that employed General Deterrent Theory (GDT) as a theoretical foundation. However,
reports on the impact of these attributes on employee security behaviour have been inconsistent. For instance, Barlow et al reported that security education is an important predictor of
security compliant behaviour, this is supported by[28] who asserted that security awareness is
a key factor in encouraging compliant behaviour, but [123] concluded that security awareness
program does not reduce incidence information system misuse. Accordingly, the findings of
[149] suggest that training and education will be more effective if it contains not only what
is expected to know, but also an understanding of why it is important. Awareness, training,
and education, therefore, constitute different component that constitutes the building block
of the knowledge wheel see fig (2.2)
According to the [142] publication, awareness is neither education nor training. The purpose
of awareness presentations is simply to focus attention on security. Awareness presentations
are intended to allow the individual to recognise Information technology security concerns
as respond accordingly. It presents information on what to do and what role to play in
security formation and has a short term impact. Training on the other hand focus on skill
development and how to apply the skill to solve the security problems, while education
which has the longest impact on the individual, increases his/her understanding as to why
security control is applied and other similar areas of application. Table (2.4) summarise the
comparative framework as adapted from [142]
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Figure 2.2: Awareness/Training and Education wheel. Source:[19][142]

2.9

Organisational Culture

Organisational culture has been described in many ways by several authors. One of the most
profound descriptions of organisational culture is “the way we do things here”. According to
[184], organisational culture conveys a sense of identity to organisational members, facilitates
the generation of commitment to something larger than its self, enhances the stability of the
social system and serves as a sense-making device that can guide and shape the behaviour
of members. This view expresses the values of social identity and pattern of beliefs that
are shared by organisational members and manifested in symbols artifacts, rituals, and
specialised languages. Accordingly [171], described organisational culture as “pattern of basic
assumptions that was learned by a group as it solves the problem of external adaptation
and internal integration that has worked well enough to be considered valid and therefore
to be taught to new members as the correct way to perceive, think and feel in relation to
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Table 2.4: Functional description of Knowledge Framework ; Source:[195][142]
Comparative Framework
Descriptives

Awareness

Training

Education

Attribute

What

How

Why

Level

Information

Practical Knowl- Insight
edge

Learning Objec- Recognition and
tives
Retention
Delivery Method

Skill Development Understanding

Media,
Video, Practical Instruc- Theoretical
Newsletter,
tion,/demo, case instruction, semPoster
study, hand-on
inar, discussion,
reading
and
research

Impact time frame Short time impact Intermediate

Long time impact

Figure 2.3: Research Model for advancing discussion

those problems”. The author [171] categorized organisational culture into three strategic
levels namely; 1) Artifacts in the organisation which are visible, tangible and perceptible
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Figure 2.4: Schein Cultural model Source: [171]

outcomes of activities grounded in values and perceptions; 2) Exposed norms and values in
an organisation which are the social principle, philosophies, goals, norms intrinsically held
by organisation members and it is less visible than the artifacts; 3) Basic assumptions and
beliefs which represent taken for granted beliefs and assumptions about reality, feelings, and
human nature (fig 2.4 ).
Equally [86] described organizational culture with six independent dimensions of practices
which are;
• Process versus Result oriented; where members of the organisation dwell more on the
procedure to be followed and relatively avoid risk-taking.
• Employee versus Job Oriented; where the employee has the understanding that their
personal welfare and problems should be taken care of by the organisation
• Parochial versus Professional; where employees derive their identity; either from the
organisation or from their job.
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• Open versus closed system; where members considered their organization as a home
for all and receive everyone
• Loose versus tight control; where the emphasis on liberal approach to rules and policies.
• Normative versus pragmatic; where the emphasis is more on following the correct
procedure
According to Handy 1995 organization culture can be classified into four categories namely;
Club culture which describes organization that has a division of task based on purpose and
product, Role culture which describes organization, where roles or tasks to be accomplished
are defined, Task culture; which describes organization that thrives on the resolution of crisis,
Existential culture which describes organisation that support individual’s personal goal as a
means of achieving organizational objectives.
In evaluating organisational effectiveness,[19] also classified organizational culture in four
major cultural archetypes which are Clan, Adhocracy, Market, and Hierarchy each with six
dimensions namely; Dominant characteristics, Organisational Leadership, Management of
Employee, Organisation Glue, Strategic Emphasis, and Criteria for Success.
• According to [19], the dominant characteristics are the features that employees view
their organisation to be such as organisation to be a personal place, a place where
employees share things and an entrepreneur place and a place where an employee can
take risk.
• The organizational leadership dimension according to [19] involves the features of
leadership in the organisation as viewed by employees. These features include but are
not limited to mentoring or nurturing, entrepreneurial or innovation, no non-sense or
aggressive, and coordination or smooth running.
• The management of employee as proposed by [19] have features that employee view
their organisation to have; such as teamwork, freedom, high demand, the security of
employment among others
• Organisational Glue dimension have features that employee view their organisation are
glue upon such as loyalty and mutual trust; innovation and development; emphasis on
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achievement, and formal rules and policies [19]
• The strategic emphasis dimension according to [19] includes features such as human
development, acquiring new resources, hitting stretch targets, and permanence and
stability among others
• The criteria for success dimension has features such as team-work, product leader or
innovator; outpacing the competition and low-cost production [19]
The six dimensions of organizational culture are further categorized or grouped by[19] into
four major cultural archetypes namely;
• Clan culture; According to [19] P.66, a clan culture is described as a very pleasant
place to work where people share a lot of personal information, much like an extended
family. The leaders or head of the organization is considered to be mentors and
maybe even parent figures. The organization is held together by loyalty or tradition.
Commitment is high. The organization emphasizes the long-term benefit of human
resource development and attaches great importance to cohesion and morale. Success
is defined in terms of sensitivity to customers and concern for people. The organization
places a premium on teamwork, participation, and consensus.
• Adhocracy culture: [19] p.66 described adhocracy culture as a dynamic entrepreneurial,
and creative place to work. People stick out their necks and take risks. The leaders
are considered to be innovators and risk-takers. The glue that holds the organization
together is a commitment to experimentation and innovation. The emphasis is on
being on the leading edge. The organization long-term emphasis is on growth and
acquiring new resources. Success means gaining unique and new products or services.
Being a product or service leader is important. The organization encourages individual
initiative and freedom.
• Market culture; This is described as a result-oriented organization whose major concern
is getting the job done. The people are competitive and goal-oriented. The leaders
are hard drivers, producers, and competitors. They are tough and demanding. The
glue that holds the organization together is an emphasis on winning. Reputation
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and success are a common concern. The long-term focus is on competitive actions
and the achievement of measurable goals and targets. Success is defined in terms of
market share penetration. Competitive pricing market leadership is important. The
organisational style is hard-driving competitiveness. [19] P.66)
• Hierarchy culture: The organistion with a hierarchical culture is described as a formalized place to work. Procedures govern what people do. The leaders pride themselves
on being good coordinators and organisers, who are efficiency-minded. Maintaining
a smooth-running organisation is most critical. Formal rules and policies hold the
organisation together. The long-term concern is stability and performance with efficient, smooth operations. Success is defined in terms of dependable delivery, smooth
scheduling, and low-cost. The management of employees is concerned with secure
employment and predictability.
The research adopts organizational culture based on [19] because it was grounded on the
competing value framework which has been widely adopted in the quantitative study of
organizational culture and has served as a useful tool for empirically testing relationships
between organizational cultural values and individual behavior, especially in IS studies [47],
[90],[105], [96]. For the purpose of our study, we adopt the cultural archetype as proposed
by[47] as it is well suited for our purpose. Clan culture is replaced with Collaboration culture,
Adhocracy culture is replaced with Creative culture, Hierarchy culture is replaced with the
Consistency culture, and Market culture is replaced with Competitive culture.

2.9.1

Organisational Cultural values in this research

The research adopted the competing value framework (CVF) based on Quinn and [19] to
explain the various organisational value that interacts with the individual cognitive mechanism in an organisation. Quinn categorised organisational culture into six dimensions
belonging to four different groups or quadrants with four cultural archetypes. The choice of
Quinn’s competing value framework is based on the following; (1) the dimensions are were
grounded by competing values that relate to organisational effectiveness which supports the
research objectives of achieving an effective security practice in an organisational context.
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(2) the framework has been widely adopted and adapted in the quantitative study of organisational culture [96] [105]. (3) it has also been used in information security research [47], [90].

Figure 2.5: Competing Value Framework; Source: [19]
Although Quinn’s and Cameron framework has evolved over the years with different labeling
for the four cultural value orientation, eg [159], [158], [47]), the characteristics of the basic
framework remain essentially the same. For instance, [47] replaced Clan culture with
Cooperativeness, Adhohacracy with Innovativeness, Hierarchical Culture with Consistency
and Market culture with Effectiveness. However in this thesis, [19] operationalisation was
adopted with the following slight modification to suit the research objectives; Clan culture
was replaced by Collaboration, Adhocracy was replaced with Creativity, Hierarchical culture
was replaced with Consistency while Market culture was replaced with Competitiveness. (see
fig 2.5) In addition, the thesis adopted Quinn’s 2006 Organisational Cultural Assessment
Instrument (OCAI) which is based on the Competing value Framework in assessing the
culture of the organisations selected for the study. The Instrument contains six content
dimensions that form the basis for gathering information and are meant to capture “how
things are”.
The six content dimensions include the following;
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• The organisation dominant characteristics
• The organisational Leadership style
• Employee perception of the management and the nature of the working environment
• What holds the organisation together (organisational bonding)
• The important strategic emphasis that drives the organisation strategy
• How success is defined and measured; what is rewarded and celebrated within the
organisation.
The OCAI incorporates scenario-based descriptions into the questions which allow the
respondent to indicate the degree a scenario best describes their own organisation.

2.10

Security Practice

Cybersecurity is a multidisciplinary concept (involving technology, socio-cultural and management). This research investigates the role of cultural values in addressing the challenge
of cybersecurity development and organisational/individual security. practice. The academic
literature examined does not provide a formal definition for individual/organisational security
practice and what it entails.
The word practice according to [214] is a set of socially defined ways of doing things in a
specific domain. Practices are identifiable actions or patterns underpinned by knowledge
and experience of the participant [140]; [117]. Practices, therefore, become an important
phenomenon in examining how specific activities are carried out by an individual or group in
a specific context or domain [5]. Practices in the cybersecurity domain are sets of activities
or procedures undertaken to protect and preserve the security principles of confidentiality,
integrity, and availability of information in an organisational context.
This action is divided into two parts; the technical activities which include the configuration
of firewalls, installation and updating of anti-virus and implementation and technical control.
The non-technical activities which are behavioral and cognitive processes defined by attitude,
knowledge, culture and cognitive belief. This research considers only the behavioural or
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nontechnical aspects of the practice such as practicing recommended security procedures as
much as possible which we alternatively refer to as compliance.
For the purpose of this study, individual security practice is defined as set of non-technical/behavioural
actions/responses taken by the individual directed towards the application of prescribed
control measures in order to achieve organisational cybersecurity objectives. In other words,
following established security prescriptions measures when completing a task. Practice and
compliance are used interchangeably throughout this report and the proposed model in
chapter 4 is intended to be generic and applicable to a wider audience irrespective of size or
jurisdiction. The model can also be adapted for future research.

2.11

Research Hypothesis

Evidence from the definition of security practice which has been shown to analogous to
compliance indicates that the most salient cultural values that shape behaviour related to
security practice is an orientation towards hierarchy (consistency i.e. following the rules
and formal communications) and orientation towards competitiveness (rationality and accountability towards achieving specific goals). Further to this is that the focal behaviour in
our context is about complying with established procedures and prescriptions in order to
demonstrate acceptable practice behaviour thereby achieving the goal of effective security
practice. Moreover the results of the empirical study of [47] support our position as they
also found that only the cultural value of consistency and competitiveness has an impact on
security principles.
The cultural value of competitiveness reflects the understanding of organisational goals,
individual responsibility, and accountability which research has shown to comprise of two
sub-dimensions namely; learning dimension which is the ability of individual to acquire
new skills and making new situation and performance dimension which is the ability of
individual to develop valid competence by seeking favourable judgment. Goal-oriented
individuals have a strong motivation to acquire more knowledge before a task and such
dimension has been shown to influence individual task-specific efficacy, feedback-seeking
behaviour, and other cognitive beliefs. Since the focus on goals is a manifest value of
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competitive culture, and studies have linked goal dimension to the various components of the
cognitive process; we, therefore, expect that competitive culture will shape the cognitive process and individual security practice (compliance). It is, therefore, reasonable to propose that;

• H1: Organisation with strong competitive culture will have a positive influence on the
cognitive process and mechanism and;
• H2: Organisation with a stronger competitive culture will have a positive influence on
individual security practice .
From section (2.11) it is evident that consistency culture seeks stability and control through
efficient management of information and communication process. It is a reflection of bureaucratic authority and practices through a well defined and documented rules and procedures.
Conforming to organisational rules and practice is a focal behavioural outcome while employees are empowered to feel more in control of their actions and outcomes. Research on the
effectiveness of consistency culture in shaping individual cognitive process and organisational
security practice is however scanty, as earlier stated, one of the salient cultural value that
shapes security-related behaviour is consistency culture as it has rule orientation as its
manifest value; It is, therefore, logical to hypothesize that;

• H3: Organisation with a stronger culture of consistency will have a positive influence
on individual cognitive process and mechanism and ;
• H4: Organisation with a stronger culture of consistency will have a positive influence
on security practice.
Collaboration culture seeks the support of all through teamwork, information sharing, and
trust. These attributes explain the culture’s emphasis on human resources and empowerment.
There is little or no empirical research related to the role of collaboration culture in ensuring
effective information security practice, however, trust and information sharing as a manifest
value of collaboration culture could be said to intrinsically related to security practice.
Furthermore, individual cognition process can be directly related to observing others within
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the context of social interaction we can, therefore, deduce that;

• H5: The more collaborative a culture is the greater its influence on the individual
cognitive process and ;
• H6: The more collaborative a culture is the greater the influence on security practice
A creative culture seeks innovation and growth through entrepreneurial development. Entrepreneurship is an individual development that reflects his/her cognitive ability. It is
therefore easy to assume that:
• H7: The more creative a culture is the greater will be its influence on individual
cognitive process and ;
• H8: The more creative a culture is the higher its effect on organisational security
practice
Organisational literature is replete with researches on the role of leadership in the effective
management of information security. [201], [156]. [92]. Relying on one of our major theoretical
lens that leadership creates a mechanism for cultural development and reinforcement of norms
and behaviour, we can reasonably assume that leadership participation in organisational
context is through the mechanism of cognitive process and cultural values, hence
• H9 Transformational leadership will have a significant positive effect on consistency
culture
• H10 Transformational leadership will have a significant positive effect on the collaborative culture
• H11 Transformational leadership will have a significant positive effect on creativity
culture; and
• H12: Transformational leadership will have a significant positive effect on competitive
culture; and
• H13: Transformational leadership will have a significant positive effect on the individual
cognitive process.
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This study utilises the framework of the theory of planned behaviour in view of the relevance
of the theory in predicting behaviour of interest and having been commonly applied in the
study of behaviour among the researchers. The study also replace perceived behavioural
control construct of TPB with knowledge construct. The reason for this is that our definition
of knowledge in in agreement with self-efficacy as used in PMT. As a component of PMT,
self-efficacy emphasises on the ability of the individual to cope with or perform recommended
behaviour [10]. In the context of information security research it refers to the skills and
competence needed to protect the information assets in an organisation [217] [147]. On the
other hand, perceived behavioural control as the third component of TPB was influenced
by Badura self-efficacy, hence it is referred to as the ease or difficultly of performing or
facilitating a particular behaviour of interest. Research has shown that self-efficacy has a
significant impact on individual ability to accomplish a task behaviour including information
security usage [218]. In order words, with respect to information security practice, individual
with high capability and competence (knowledge) in cybersecurity will appreciate the need
for organisational security practice and such knowledge will act as a motivation for practicing
specific security behaviour of interest.
It has also been shown that the constructs of the TPB are highly correlated. Scholars have
further argued that only one of the constructs could be used to determine a behaviour of
interest in research where time is a constraint and a single behaviour component is to be
predicted [149],[150]. Adapting the proposition of the TPB framework to the concept of
cybersecurity, we replace Perceived behaviour control with cybersecurity knowledge while
reducing the models’ dimension and complexity by combining the correlated construct of
TPB into one single construct called individual cognitive process (COGmech) using principal
component analysis (PCA).
Drawing from the theory of planned behavior, we can reasonably propose that
• H14: Individual Cognitive process (COGmech) will positively and significantly influence
organisational security practice
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Figure 2.6: Proposed Research Model

2.12

Summary

This chapter provides an overview of behavioural security research. It also highlighted the
relationship between cybersecurity and information security. The chapter also presented
a review of both academic and professional literature which includes analysis of various
information security standards and national cybersecurity strategies. The existing literature
was analysed with the aim of gathering information on diverse features and applications
of behavioural theories in the information security domain. The analysis revealed that
though research in behavioural security has progressed, the amount of work still remains
limited when compared to the significance of the phenomena. For instance, organisational
culture is one of the key constructs in organisational behaviour literature, yet its effect on
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organisational security management has not been rigorously investigated [90]. Furthermore,
best practice standards and strategies are needed by the organisation to provide guidance
for its security practices. However, analysis and publications are mostly based on western
cultures while existing standards and strategies are country or industry-specific requiring to
be tailored to suit the environment where the organisation is domiciled.
The comprehensive review of the research in behavioural security domain led to the identification of some gaps in how we might explore the conceptual relationships between individual
cognitive process and organisational control elements to foster an effective security management practice in an organisational context. The chapter creates an underpinning theoretical
foundation for understanding and examining this relationship in the context of non-western
cultures and provides the background for addressing the research questions.
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Chapter

3

National Culture and Information Security
Management Practice
3.1

Introduction

3.2

Culture

Authors and researchers have identified culture as an important factor in human behaviour
and have defined the concept as a system of shared beliefs, values, customs, behaviour and
artifacts that the members of a society use to cope with the world and with one another and
that are transmitted from generation to generation through learning[142]. Other researchers
have equally described the phenomena as a tacit and taken-for-granted concept, which
affects people’s behaviour in the deepest most subtle ways [74]p.17. The likes of [102],
[75], in there definition presented culture as the basic, taken-for-granted assumption and
deep pattern of meaning shared by the organisation, participants, and the manifestation
of these assumptions and patterns. In their description of culture. the Global Leadership
and Organisation Behaviour and Effectiveness (GLOBE) equally present culture as shared
motives, values, beliefs, identities and interpretations of the meaning of significant events
which results from common experiences of members of connectives that are transmitted
across generations [88]. The same phenomenon is described as the collective programming
of the mind which distinguishes one group from another[46]. . . the interactive aggregate
of common characteristics that influence groups to respond to their environment. Culture,
therefore, represents both tacit expressions in form of beliefs and values and the explicit
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manifestation of behavioural patterns and artifacts such as how to show respect to elders in
the society, how to select leaders and historical monuments. Culture therefore represents
distinguishing characteristics through which a group is identified occasioned by long period
of conscious and unconscious application of patterns of shared belief among the group and
are manifested in what is important to the group and their behaviour.
Culture can also be categorized according to different levels namely; national, organisational,
regional and group level. The main focus of the thesis is on organisational culture, however,
the research will examine the relationship of national culture with some organisational
security governance strategy.

3.2.1

National Culture

National culture can be generally described as values and behavioural patterns that shape
people’s interpretation of risk and progress [116]. It comprises a set of norms that exist within
a given society [206] which differentiates one society or group from another [46]. It manifests
its self on how the people express themselves, the way they think[46], how they build their
cities and the management of their economic and governance systems[75]. Understanding
the cultural differences is therefore very important in a business relationship in order to
achieve optimum effectiveness in general resource management. The national culture focuses
on values and norms that differentiate one country from another. In order words, national
culture manifests mostly in values and norms and less in practices and can be measured
empirically through dimensions of culture which are relative to other culture [86] P.4.

3.2.2

The GLOBE PROJECT

The GLOBE project diagnosed national culture in nine dimensions [88] namely; Power
Distance; the extent to which members of a given society expect power to be shared equally,
Uncertainty Avoidance; the extent to which members of a given society depends on social
norms rules, regulations and processes to manage the uncertainty of future events , Humane
Orientation; the degree to which society encourages and rewards individuals for being fair
and kind to others, individualism/collectivism; the degree to which a society practice reward,
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promote sharing of resources and collective action, In-group Collectivism; the degree to which
people express loyalty in their organisation or families, Assertive; the extent to which the
members of a given society are assertive in their relationship with others, Sex differentiation;
the degree to which a given society reduces gender inequality, Future Orientation; the extent
to which members of a given society engage in future-oriented behaviour, and Performance
Orientation the degree to which society encourages and rewards members for performance.
These dimensions were empirically derived by GLOBE project and were grounded on the
theoretical base of implicit leadership theory [126]), implicit motivation theory [133], Belief
Theory of culture (Hofstede 1980) and structural contingency theory of organisational form
and the effectiveness [42], [84]

3.2.3

The Hofstede Cultural Framework

The Hofstede 1980 original taxonomy of the conceptualization of the national cultural
dimensions is the most commonly used in information security research. The author
described culture in terms of four national cultural characteristics; power distance; the
extent to which power is dispersed among members of organisations within a country,
uncertainty avoidance; the extent to which the culture feels comfortable with uncertainty
and ambiguity, individualism and collectivism; the degree to which a given society prefer
to emphasise individual requirements as opposed to group interest, and masculinity and
femininity; the extent of a society preference in showing evidence of masculine or feminine
qualities. However, Hofstede added two more dimensions; Long-term orientation which is the
extent a given society promotes behaviour inclined towards future gains [86] and Indulgence
which he defined as a tendency to allow relatively free gratification of basic and natural
human desires related to enjoying life and having fun [87]. It should also be noted that
some of the taxonomies of Hofstede cultural classification were expressly used in GLOBE
classification. The research adopts the national culture dimension as proposed by Hofstede
because of its wide application in IS research as well as having more global coverage of
dimension’s score, especially among the non-western countries. Three out of the four original
taxonomy of Hofstede national cultural classification are theoretically relevant to this study.
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Power Distance (PD)
Power Distance is defined as the degree to which inequality and status among workers are
pronounced and accepted in society [46]. In a high power distance culture, status difference
and inequality among employees are very pronounced and accepted as opposed to lower
power distance society which follows a more egalitarian philosophy in decision making. In
such a country, the hierarchy is based on power, control, and authoritative relationship and
reflects the existence of inequality among the ranks of the employee. While this is acceptable
in a high PDI society, it presents a feeling of resentment amongst the employee in a low PDI
environment.
The power status will inadvertently have implication for organisational security practice
[155]. The high PDI society believes in centralised decision making where managers do not
consult their subordinates, employees are expected to pay attention to superior and are
compelled to strictly follow organisation practice and procedures [209]. Such society relies
on formal rules and procedures and are highly bureaucratic. Quite common in the society of
high PDI is the use of fear-inducing argument or appeal as a motivating factor for taking
security precautions. Prior research has demonstrated a relationship between fear appeal
and intention to comply with security precautions [83] [103].
Low PDI society, on the other hand, relies on trust while consideration is given to peers
in decision making. This implies consultation in decision making which is the hallmark
of successful implementation of information security management practice. Consultation
enhances stakeholder buy-in and user support. For instance, the average PDI for the top 20
world economies as used in this research is less than 50 score points while the remaining 75
developing economies stood above 70 score points. A lower level of hierarchy may, therefore,
suggest that employees may be more tolerant towards formal security control.

Uncertainty Avoidance (UAI)
Uncertainty Avoidance (UAI) is defined as the degree to which people in a country or a given
society feel comfortable with uncertainty and ambiguity [46] Pg 145. People in countries
with high UAI prefer less ambiguity than those of low UAI. Such countries as Romania and
59

Uruguay with high UAI carefully plan and implement rules and regulations to maintain
strict codes of belief and behaviour so as to decrease uncertainty and unpredictability of
people’s behaviour ([87]. Societies high in UAI are more comfortable with structured rules
[88], formal and informal to cater to their emotional needs [112]. According to [88], most
individuals in high UAI countries tend to be more orderly and meticulous, rely on policies
and procedures and rules. However. Countries that score low in UAI are less concerned
about ambiguity and uncertainty, more comfortable with unclear tasks and tend to accept
changes and take risks. It however remains unclear how such countries will respond to the
adoption of standard security governance practice

Individualism (IDV)
IDV is defined as the degree to which people prefer to emphasize individualism as opposed
to group interest [46]. Such society expresses their preference to I or WE approach in
accomplishing tasks. A country with a low IDV culture for instance expresses its preference
for positive and effective relationships far above performance. Interpersonal relationships are
more valued and preferred than task and organisation [46]. Employees in such culture tend
to demonstrate more emotional dependence on their organisation and expect organisation to
take care of them. On the contrary, a high IDV culture such as USA (90) and Australia
(90) places more emphasis on tasks and organisation. Strong ties between individuals in
society are not emphasized. Such culture tends to be more aware of IT development while IT
adoption is faster as individuals prefer to have their decision rather than sticking to societal
values [122].

Masculinity MAS)
[46] defined MAS as a society preference for achievement, heroism, assertiveness and material
reward for success. A high MAS index society expressed their preference for achievement and
material success, whereas the low MAS society is inclined to favour relationships, modesty
and caring. According to [46], MAS refers to what the society deemed suitable for a member
of one gender rather than the other. In MAS society, , gender roles are clearly distinct, men
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a supposed to be tough, assertive, and focused on material success while women are supposed
to be modest, tender and concern for the quality of life. MAS has an impact on organisations
in a country. For instance, in a society of low MAS employees prefers cooperation, friendly
atmosphere and good relationship while high MAS society shows a preference for high earning
and career attainment. Masculine culture tends to be more result-oriented, value and see
work outcome as most important. Manager in such organization tends to be more decisive
and give more attention to the final result [17]. How this will is related to the adoption of
ISO certificate in the countries being considered is yet to be investigated.

3.2.4

National versus Organisational Culture

Conceptualization of culture could be at both societal level (national Culture) and organizational level (organizational culture). The differences between national culture and
organizational culture are on what each level emphasizes. While organizational culture lays
emphasis on the role of practices across organization, such as heroes, rituals and symbols
(visible attributes or what Schein refers to as outer layer artifacts), [171], national culture
emphasizes on the importance of core values which though not visible but manifest its self
through laws and political system [67] and are more enduring in regulating social behaviors.
They are affected by early socialization, acquired mainly in the family, neighborhood and
later at school. Whereas the organizational practices are learned through socialization at the
workplace (See Fig 2.7) Research has shown that values and practices are intertwined, hence
national cultures influence organizations through such societal structures while individual
practices would be influenced primarily by organizational culture [107]. Since organizations
interact continuously with their environment they cannot avoid taking aspects of the culture.
Organization, therefore, have characteristics synonymous with their national cultures. In
other words, the values of the founders and the key leaders of the organization appear to be
reflected in the values of the organization even if the organization spread globally [46]
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Figure 3.1: The balance of national and organisational culture; Source:[107]

3.3

Global Cybersecurity Index (GCI)

GCI is an index measure of the level of a country’s commitment to the development of
cybersecurity in five key areas [97] and an assessment of how best countries prepared for
cyber-attacks [8]. The areas include; Legal, Technical, Organisation, Capacity Building
and International Cooperation [97]. The index uses the measures to foster a culture of
cybersecurity and also assess national capabilities in cybersecurity. Accordingly, apart from
measuring the level of preparedness, these five key area presents a platform for nations to
assess where they are on the scale of cybersecurity development [97]. Countries are therefore
ranked according to their commitment level to these indicators. The five key areas of measure
use various information security concepts and principles as a building block. For instance
Legal, Technical and Capacity building is based on standards and certifications to assess the
level of security preparedness of the studied countries. Table (3.1) presents a summary of
the five key measures.
According to [98], the development of cyberspace security represents the level of a nation’s
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Table 3.1: Composite Measures of Global Cybersecurity Index
Measures

Description

Legal

The measure helps the nation with a uniform regulatory
framework for basic response mechanism. This includes
compliance and standardisation (data protection and certification) and criminal legislation (law on unauthorized access
and interference).

Technical

The measure helps the country with national institutions and
frameworks for detecting and responding to cyber threat such
as computer emergency response teams (response and management of (cyber threat), Standards (government-approved
international framework for certifications such as ISO 27001,
PCI-DSS, ITU etc.), Certification (government approved
framework for certification and accreditation of national professionals for implementing international standards)

Capacity Building The measure asses the existence of manpower, programs,
and national institutions such as research and development,
education, training and how it supports the other measures
of cybersecurity development. It consists of standardisation
(application of best practice guideline or new standards),
professional certification (number of certified professionals on
international certification program) and agency certification
(number of certifies agencies on international certification i.e
ISO certification)
Organisation

The measure defines the processes, procedures, and structures for uniformly measuring national initiatives across the
country based on policy, government road map, responsible
agency and national benchmarking.

Corporation

The measure addresses the sharing of threat information,
attack scenarios and best practices for the development and
management of cybersecurity. It is based on partnership
and information sharing network and composed of interstate
cooperation, intra-agency cooperation, public and private
partnerships, and international cooperation and
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commitment to these five key measures as defined by the global cybersecurity index (GCI)
ranking. A country’s GCI ranking plays a crucial role in enhancing its economic performance
which explains the growing interest of policymakers in cyberspace security. We therefore
argue that among the five measures of GCI, legal technical and capacity building are based
on global best practice standards as well as best practice certifications to access the level of
information protection of the studied countries .

3.3.1

ISO 27001 adoption and Cybersecurity Development across National Cultures

Synthesising from the review, improving the level of cybersecurity preparedness and threat
management capabilities has become a national priority in view of the upsurge in socioeconomic activities in the digital environment. Countries have adopted selected security
standards and governance approach as a measure of its readiness to address the challenge
of cybersecurity development. In this section, we examine the archival data from some of
the global sources reviewed in our thesis to assess how culture influences the adoption of
ISO 27001 security standards among different countries with various level of commitment to
cybesrsecurity development.
The adoption of ISO27001 as a systematic IT governance framework for implementing
ISMS signifies the country’s commitment to global best practices in meeting their legal
obligations to their stakeholders and demonstrating competencies and capacities to provide
assurance for confidentiality, integrity, and availability of information. This has become
increasingly popular as shown by the rate of adoption among various countries over the
years. For instance, as of December 2012, the global adoption in 103 countries stands at
19,577 certificates an increase from 17,355 from 100 countries in 2011. However, in 2017
the adoption rose to more than 37,000 from 94 countries representing nearly a 100 percent
increase from 2012. [101].
From the review, it is equally observed that the important stages of the commitment,
however, represent some of the key indices in measuring how best countries are prepared
for cyber attack referred to as Global Cybersecurity Index [98]. Surprisingly, despite the
global acceptance of ISO standards as one of the best practice approach to systematic IT
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governance for organisation’s information security, research has shown that the number of
publications on focusing ISO 27001 has remained limited. [188]
The pattern of adoption of ISO/27001 across different countries with different behavioural
and cultural restrictions reveals how the cultural characteristics and restrictions account for
the pattern of this adoption. Examining the relationship between ISO adoption and GCI
gives insight and further explicate why countries with a higher rate of adoption appear to be
better prepared against cyberattacks going by their ranking in GCI.
Although previous research has shown that cultural values are at least as important as other
governance frameworks in influencing the development of cybersecurity [94], recent studies
have also shown that the IDV of the Hofstede cultural dimension accounted for the difference in cybersecurity development among the various countries used for the analysis [145].
Further studies have also demonstrated that the country’s national cultural characteristics
influenced the implementation of Information Security Management System based on ISO
27001. According to[178] culture influence the choice of control in the implementation of
ISMS.
In view of different cultural prescriptions and peculiarities among the different economies
as shown by Hostede cultural classification, treating developed and developing countries
as an organised whole will not provide adequate representation of the individual groups
considering the difference in the country’s level of economic development and peculiarities in
cultural values which may have a potential impact on the overall outcome.

3.3.2

National Culture and ISO 27001 adoption

The review in the previous section presents the various national cultural characteristics as
dimensionalized by Hofstede’s cultural framework being the framework of our consideration
in this research. A further look at the distribution of the national cultural scores and
the number ISO 27001 adoption by 2017 explicates how the contextual dimensions are
related to ISO adoption on one hand and cybersecurity development (Appendix B,C,D,E)
on the other hand. We explain in this section how he various cultural dimensions will likely
influence the choice of ISO 27001 information security standard as information technology
governance strategy. Prior research has demonstrated the possible relationship between
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cultural dimensions and adoption of ISO 27001
For instance, it is quite common to use fear-inducing argument or appeal as a motivating
factor for taking security precautions in a high PDI society as prior research has shown
a relationship between fear appeal and intention to comply with security precautions [83],
[103]. A lower level of hierarchy may, also, suggest that employees may be more tolerant
towards formal security control.
Accordingly, other studies have shown that that UAI positively correlated with the effectiveness of Information security system [94]. Some streams of research have equally associated
the level of UAI with rule conformity[26], [15], [88] pg. 609).
According to [43], Germany is an example of a high UAI culture where people prefer structure
and organisations, rely on rules and procedures to avoid uncertainty. However, [46] clearly
states that low uncertainty avoidance cultures make greater use of recent technology, internet
and therefore are in more need of security governance framework that will protect and
preserve the information security principles in cyberspace. For the employees in low individualism culture, they tend to demonstrate more emotional dependence on their organisation
and expect organisation to take care of them. On the contrary, a high IDV culture such
as USA (90) and Australia (90) places more emphasis on tasks and organisation. This
means that strong ties between individuals in society are not emphasized. Communication
tends to be formal while privacy become an issue of serious concern. We therefore argue
that the standard security governance practice are readily accepted in an IDV society as a
means of enhancing and assuring information security protection. The research of of [123]
demonstrated the existence of a relationship with IT development while IT adoption is faster
in high individualistic culture as individuals prefer to have their decision rather than sticking
to societal values. Further studies have also research has shown a positive relation between
IDV and information security compliance [41], [190]. Countries from a more individualist
culture have been shown to be more receptive to innovation, new ideas such that technology
brings [48], [110].
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3.3.3

A survey of global ISO adoption and Cybersecurity posture

The description of the five key areas of assessing the level of a country’s commitment to
cybersecurity development points to the possible relationship between ISO adoption and
the Global Cybersecurity Index. For instance the legal measure adopts standardisation
and certification as a measure of the uniform regulatory framework [97]. The technical
measure, on the other hand, refers to standards such as ISO 27001 as a measure of country’s
preparedness for an emergency response to cyber threats [97]. Professional qualification such
as ISO 27001 certifications is also used to assess the existence of manpower for information
security and how best practice guideline is applied in the management of cybersecurity.
The number of the agency with institutional certifications such as ISO 27001 standards is
also a measure of institutional support to cybersecurity development. Three out of the five
key areas of cybersecurity development assessment criteria are directly linked to ISO 27001
standards adoption points to the fact of possible relationships between the two.
While GCI an initiative of the ITU is designed to measure the commitment of countries
towards cybersecurity development based on five key pillars as described in table (3.1), the
adoption of ISO 27001 standards signifies the countries acceptance of global best practice in
the management of its organisational information security systems and in compliance with
the requirements of best practice in honouring security obligations and operations. Table
(2.3)shows the top 20 countries with the highest ISO 27001 adoption and their GCI for the
year 2017.
When these countries are grouped according to the global common country classification of
Lower Middle Income (LMI), Upper Middle Income (UMI) and High Income (HI) countries
alongside with their cultural, GCI and No of ISO certifications (Apendixes C,D,E), important
information can be gleaned from the classification. In the LMI group comprising of 20
countries that have all available scores for the variable used for the survey, India tops the
table with 3272 certificates with 0.68 GCI score. Accordingly, China tops the UMI category
with 5069 certificates and GCI of 0.624. (Appendix C) while Japan tops the HI group with
9161 certificates and GCI 0.768 (see appendix D). Available data indicates that while the
average PDI for the HI countries remains below 55, that of LMI and UMI remains as high as
above 70. Consequently, the average IDV for HI countries is about 52 while that of LMI and
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UMI remains below 30 (fig 3.2), with an average GCI and ISO scores of 0.61, 0.40 and 0.42
respectively. Majority of African countries whose score were available belong to LMI group
of countries with exception South Africa, Libya, Namibia, and Angola that are marginally
classified to as UMI group with a ISO and GCI scores of 69 and 4.2 ( score for Libya is not
available) and 0.502 and 0.224 and , 0.066 and 0.078 respectively.
The countries in the region of Africa whose data are available indicates that the African
region has a high average PDI of 72 and Low average IDV of 32 (Appendix F). A closer
examination of the tables indicates that the low PDI and high IDV is associated with high
ISO 27001 adoption and high GCI scores while the high PDI and low IDV are associated
with low ISO 27001 adoption and low GCI scores Appendices C,D,E.) Prior research has
examined cultural frameworks as a vector of analysis of and predictor of major socio-economic
indicators such as information security, security governance and digital services. For instance
[145] demonstrated how IDV cultural dimension of Hofstede accounted for the difference in
cybersecurity development. Others have also investigated the moderating effect of culture
on behavioural information security governance factors[54], effect of cultural dimensions on
security threat and control in financial industries [?] and development of ISMS based on ISO
27001 security standard [178] What we have found in literature is that results from studies
linking Hofstede’s cultural dimension with information security have not been consistent (c.f.
2.9.3)
. Again what we have found out was that none of the examined works of literature considered
economic wealth disparity which have ideological and functional relationship with the
various cultural dimensions. Therefore assumptions arising from treating the population
as an organised whole may lead to false claim as earlier research have shown most of the
assumptions about human thinking are not applicable to most countries,[78], which may
have given reasons for the inconsistent results arising from the use of cultural frameworks
as a vector of analysis of global cybersecurity indicators. GCI and ISO indicators form an
interesting global security discourse especially on the low middle-income countries straggling
in cyberspace. Both indicators are associated with cultural prescription and peculiarities
influencing the pattern of adoption of ISO 27001 and by extension their commitment to
cybersecurity development. This can be an indication that policies and regulations though
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Figure 3.2: Average culture, ISO adoption and GCI across economic group: Source:
[79][101][86][78]

weakly developed do not take cognisance of the cultural peculiarities and prescription
particularly with respect to the digital transformation of the economic sector. Arguably
country’s cultural context should form the basis of governance and policy that will determine
how the cyber domain is managed to support and sustain a broad economic development.
The inference from the GCI and ISO survey is that the majority of low and upper middle
income which is where the majority of African countries belong still have long stride especially
in striking a balance between political and cultural peculiarities on the one hand and social
and economic development on the other.
Available data shows that the African continent appears to be the weakest link due to their
poor performance in specific areas linked to standards, certifications and professionalism
Fig (3.3) An indication of the need for government to consider mainstreaming prevailing
cultural peculiarities and prescription as against political consideration in the development
of IS policies and programs that can support and sustain the digital transformation of the
economic sector.
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Figure 3.3: GCI Average Score by Region; Source: [98]

3.3.4

Case study Context: Nigeria

Nigeria is the most populous country in Africa and the 10th largest country by population
in the world. The country is located at the east end of the bulge of West Africa and has
a total size of 923,769 sq. km. The maximum north to south distance within the country
is about 1040km while the maximum east to west distance is 1,120km (Metz H.C., ed.
1991). Nigeria accounts for about 20 percent sub-Saharan African population and therefore
arguably the single most important country on the continent. One of the distinctive and
significant features of the country is the size of its population. According to the National
Population Commission, a body responsible for census figures in Nigeria, the country has
an estimated population figure of about 200 million people with a youthful demographic
structure and labour force of about 84 million. With Gross Domestic Product (GDP) of
378.28 billion dollars as 2017 according to the National Bureau of Statistics, the country is
the largest economy in Africa and also contributes over 70 percent of West Africa GDP. The
main revenue of this largest concentration of black people in the world in Oil and Gas. The
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country operates a 36 state Federal structure with its capital in Abuja and has other cities
such as Lagos, Port-Harcourt, Kano, and Enugu. The official currency is Naira while English
is the official language. With the return of democracy in 1999, the country has witnessed 20
years of unbroken democratic rule in a multiparty democracy with its attendant economic
transformation.

Figure 3.4: Map of Nigeria

Information Communication Technology in Nigeria
Information and Communication Technologies (ICT) have brought about unprecedented
improvements in the world’s economic, political and social systems. This has led to the
development of new goods and services with an attendant significant positive impact on our
way of life, such as no other technology has done before. Prior to 1999, development in the
ICT sector of Nigeria was very low. For instance, total fixed telephone lines were less than
400,000 while regular internet users were less than 200,000. However, the country saw a
meteoric rise in ICT and internet penetration and its contribution to national economy due to
the following: (1) the implementation of a new National Telecommunications Policy in 2000,
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followed by the enactment of the Nigerian Communications Act 2003 which strengthened
the regulatory performance of the Nigerian Communications Commission (NCC). (2) the
development and launch of National Policy on Information Technology in 2001 couple with
the establishment of the National Information Technology Development Agency to implement
the policy, coordinate and develop Information Technology sector through effective regulation
(NITDA Act 2007). The incorporation of NigComSat Ltd. i.e. The Nigerian Communications
Satellite-1 (NigComSat-1). as a government-owned company to manage and operate the
first geostationary communications satellite in sub-Saharan Africa further gave a boost to
the development of IT sector in Nigeria. To support the development of IT infrastructure,
Galaxy Backbone, Plc was incorporated as a government-owned company with the official
mandate to build and operate a single nation-wide IT infrastructure platform to provide
network services to all Federal Government Ministries, Departments, and Agencies (MDAs).
This further demonstrates the commitment of the Nigeria government to transform the ICT
sector to become a great service enabler. The institutional and regulatory framework for
ICT in Nigeria is summaries in Fig (3.5).

Figure 3.5: Regulatory Framework
The country’s presence in the cyberspace also received a boost with the establishment of
Nigeria Internet Registration Authority (NIRA) in 2006 to manage the country’s top-level
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domain and the deployment of Nigeria Internet Exchange Point (IXP) in 2007 to keep and
manage the local internet traffic and reduce the cost of internet service within the country.
These efforts led to massive development in the ICT sector and the country’s communication
sector has moved from about 400,000 fixed lines pre- 1999 to over 72 million lines by the
first quarter of 2010, approaching nearly 173 million subscribers by 2018 Fig (3.6 ) thereby
making Nigeria’s telecommunications market the fastest growing in sector in Africa (NCC
2018) .

Figure 3.6: Mobile subscription in Nigeria 2018
According to National Bureau for Statistic (NBS) 2018 report, the ICT sector accounted
for 11.27 of national GDP in 2017, up from 6 percent in 2001 and attracted 35 percent of
the cumulative Foreign Direct Investment between 2001 and 2017 (NBS 2018). The country
has experienced massive ICT deployment in the functioning of government organisations, as
well as in the private sector. ICT now drives virtually all activities in the financial and oil
and gas sectors while various e-Government initiatives are ongoing in various departments
of government. The Nigerian internet population has also witnessed a boost from about
2.4million users in 2005 to an estimated 10million in 2008 approaching over 98.3 million
in 2018 (NCC 2018) These government initiatives and policies led to the creation of the
requisite enabling environment thereby engendering both local and foreign direct investment
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in IT development in Nigeria.

3.3.5

Nigeria Cybersecurity Landscape

Nigeria is among the few nations in Africa that have taken some strategic initiatives on
cybersecurity. The country has put in place both the institutional and regulatory framework
to address the various cybersecurity challenges.

Cybersecurity policy
The National Cybersecurity policy was launched in 2014 with its mission to foster harmonious,
sustainable and integrated national cybersecurity readiness and coordination of capacity
towards addressing and mitigating the nations’ cyber risk exposure in the cyberspace. The
objectives of the policy include promoting the infusion of the culture of cybersecurity and
promotion of adherence to principles of standards and guidelines in the country, coordinate
national awareness strategy, capacity building and structured cybersecurity cadre across all
national constituents. The policy objectives further include the development of cybersecurity
manpower, qualification for cybersecurity professionals and implement measures for certifications and regulations for cybersecurity skills, products, and services. The policy also provides
for specific principles on sustainable national awareness, advocacy and capacity building. The
policy, therefore, provides for specific guidance in both preventive and protective approach
toward the management and mitigation of cybercrime in Nigeria.

Cybersecurity Strategy
The strategy was launched in 2014 as a comprehensive plan document to provide guidance
and direction for the Nigerian Government on strategies to address the Nation’s cyber risk
exposures. The vision of the National Cyber Security Strategy (NCSS) is anchored on
safe, secured, resilient and trusted community that provides opportunities for the citizenry,
safeguard internet assets and interest, promote peaceful interaction and proactive engagement
in cyberspace for national prosperity. The strategy recognised education and awareness as
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the basic initiative for achieving its goal of the cyber-resilient community. It also adopted the
initiative of establishing Computer Emergency Response Teams as a vehicle for implementing
the incidence response management strategy. Since the strategy neither has a clearly defined
structure for implementing its initiatives nor metrics for evaluation, it is, therefore, difficult to
assess how far the objective of the strategy has been realized. The strategy is citizen-centric
and collaborative in nature as it anchors on education and awareness to deliver on the
strategy. This shows a strong indication of the Government commitment toward ensuring a
cyber-resilient community

Cybercrime Law
Nigeria is among the few African countries that have a specific law that deals with the issues
of cybercrime. The Cybercrime Act of 2015 provides for prevention, detection, investigation,
response, and prosecution of cybercrime and other related offenses. The law also provides
for the designation of computer systems or networks as critical information infrastructure
and various roles for financial institutions and service providers in ensuring the security of
data. There is also a provision for an institutional framework for the administration of the
cybercrime which is anchored by the Ministry of Justice and coordinated by the Office of
the National Security Adviser. The provision of cybercrime advisory council is to create a
platform for active participation, cooperation and experience sharing both from the private
sector and other government agencies. The cybercrime law though relatively new and yet to
be fully implemented, its provisions, however, dwells more on punishing offenders than on
providing for a shared responsibility that will ensure a safer internet for the citizens

National Computer Emergency Response Teams (NgCERT)
The National Computer Emergency Response Teams otherwise referred to as NgCERT is
domiciled at the Office of the National Security Adviser. Amongst its responsibilities is to
issue alerts and warnings for broad detection of anomalous network activities within the
Nigerian Cyberspace and specialised security overview for the critical national information
infrastructure (CNII). According to information on its website (www.cert.gov.ng), it has the
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responsibility of responding to support requests from the Nigerian Community and provide
such services as incident analysis, forensic analysis, and vulnerability handling.
There also other government agencies such as the National Information Technology Development Agency that have also shown commitment toward addressing the cybersecurity
challenges in Nigeria. The Agency was created in 2001 to implement the National Information Technology Policy and coordinate the general Information Technology Development in
Nigeria. However, the NITDA 2007 act mandated the agency to among other things create
standards, frameworks, and regulations for IT systems and electronic data transactions
in Nigeria. The Agency is also a prime institution responsible for the implementation of
e-government, Internet government and set guidelines for electronic transactions. It has a
department specifically designated for addressing the cybersecurity security challenges in
Nigeria through incidence response, education and awareness mainly amongst the public
sector. It carries out this responsibility through the operation of its sectorial Computer
Emergency Response Teams.

3.3.6

Rationale for choosing Nigeria

Nigeria has an advantage of over other developing countries in Africa to be considered for a
case study.

• First and foremost, the country’s population size and structure stand out a distinctive
feature. With a growing population size of about 200 million people consisting of about
70 percent between the ages of 18 and 35 years, the country can be aptly described
as having a youthful population. According to NBS, the country has about 32million
SMEs and is currently undergoing a total restructuring with a particular interest in
local content and diversification of the economy in view of the dwindling revenue
accruing from oil which is the mainstay of the country’s economy. It is also important
to note that the country constitute about 70 percent of West Africa GDP and with
an economy size of 378.28 billion dollars as 2017 according to National Bureau of
Statistics, it, therefore, stands out as a country to consider for a case study
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• There are various initiatives of the government to improve Information Technology
Knowledge and awareness especially in the area of cybersecurity. The country is one
of the few countries in Africa that have specific laws that deals with cybercrime; It has
also launched her cybersecurity strategy with an established institutional framework for
its implementation. The country also has a functional National Computer Emergency
Response Team domiciled at the presidency (Office of National Security Adviser) and
other sectoral CERT at the National Information Technology Development Agency
(NITDA)
• World Bank and ITU report indicate that there are 82.2 million Internet users in
Nigeria as at July 2016 at a penetration rate of 46.1 percent up from 45.1 percent by
the end of 2015. The figure which stood at 5.5 percent in 2006 now doubles African
average which is 20 percent. Again this shows a huge potential for future uptake. The
country also has launched her National Broad policy and has exceeded her projection
of 30 percent broadband penetration by the end of 2018. At present, the Internet Gross
Domestic Product (iGDP) for Nigeria according to Mckinsey stands at 0.8 percent
with a huge potential to grow as more service migrate online.
• The high level of unemployment and the structure of the population which consist most
of the ages between 18-35 years predisposes the country as a hot bet for cybercrime.
This is even more as the dearth of cybersecurity professionals has left the system
grappling with the increased threat of cyber-attacks.
• There is also a strategic effort to increase the contribution of ICT to the Gross
Domestic Product. This is evident in the road map tagged SMART Nigeria recently
launched by the Government of Nigeria. The initiative is aimed at ICT growth
by improving infrastructure and quality of service, using SMART government to
deliver ICT, broadband penetration, National security while migrating Nigeria to a
digitally native country through continuous and sustained capacity building and skills
development.
• The country is rated fourth in International Telecommunication Union (ITU) Global
Cybersecurity Index (GCI 2017) and Cyberwellness profile for African Region and
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fourteenth in the world. The GCI is a measure of the level of commitment of nations
in cybersecurity in the five main areas of Legal, Technical, Organizational (Strategy)
Capacity Building, and International Cooperation. This stands it out as a country to
be considered for the study.
• The establishment of the Communication Act of 2001 and the NITDA Act of 2007
added a boost to the fledgling ICT industry. More service has migrated online and
e-commerce thriving and having over 3billion worth of transaction daily with a short
period of time. Recently the country was named by Paypal as ranking third in the
global mobile transaction. Such recognition makes the choice of the country as a case
study worthwhile. In addition, there has also been growth in e-government initiatives
and online service delivery across all sectors of the economy. This is challenged by the
emphasis on electronic delivery channels for payments in a bid to reduce cash-based
transaction. The volume of the transaction on the mobile money platform has also
increased. There is also the lack of awareness on cyber threat and security controls
at the personal or institutional level, sectoral or national level, and the absence of
this consciousness exposes the various system to preventable cyberattacks. This was
shown by previous reports [148] and as the Government is therefore eagerly waiting
for the outcome of this report and its recommendations as a strategy for improving
the development and management of Cybersecurity in the public sector, hence the
sponsorship of this study
The Nigerian public sector information technology organisations were established by the
act of the parliament and have Chief Executive Officers as the accounting officer. These
organisations are taking the lead among the public sector organization to adopt ISO 27001
certification as a measure of preservation of information security principles. The leadership
of the organisation’s understanding of how organizational norms, beliefs and value system
influence employee behavior toward organizational security practices present an important
consideration in developing and deploying new cybersecurity practices. Research have
identified human errors and lack of compliance with established security practices to be
responsible for the majority of the security breaches [163]. It could be that the difficulty with
individual security practices such as complying with organizational security control measures
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is actually related to the cultural environment within the organization. For instance, if
the prevailing culture does not recognise the value of compliance, some members of the
organization will ignore recommended security practices even after having been trained on
security the implication.
While the study will focus on Nigeria and the Nigerian public sector information technology,
the outcome will prove valuable suggestions for other organizations’ that share similar
cultural values. This study also presents a proposition that has not been previously presented
in any literature to the best of author’s knowledge and it explores the relationship between
organizational control elements and individual cognitive process in the development of
sustainable individual security practice in an organisational context. Though the outcome of
the study is limited in generalization, due to the scope of the case study; however, the model
presented in this report serves as a basis for further research on how some organisational
control elements interact with the cognitive process in the development of individual security
practice in order to foster sustainable organizational compliance.

3.4 Research Paradigm
Paradigm refers to research culture with sets of philosophical beliefs or assumptions common
among research communities. These philosophical assumptions associated with research
processes have three major dimensions; namely ontology, epistemology, methodology. While
ontology refers to “what is the nature of reality (knowledge)”, epistemology describes the process of gaining knowledge, “how reality in known”, how we know what we know, methodology
describes the processes to follow in order to gain knowledge. Within the information security
research there are two prevailing but alternative philosophical perspectives; positivism and
interpretivism. The differences in the two paradigms are better understood through the
lenses of their ontological, epistemological and methodological stance.
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3.4.1

Positivism

The positivism which is based on the philosophical ideas of the French philosopher August
Conte asserts that observation and reason are the best means of understanding human behaviour; true knowledge is based on experiences of senses and can be obtained by observation
and experiment. With regards to ontology, the positivist believes that reality is objectively
given, independent of social construction and people’s perception and it is measurable using
properties which are independent of the researcher and the instrument of measurement. They
posit that statements are either right or wrong, true or false (single reality) and suggest that
reality is separate from the individual who observes it and therefore maintains an objective
stance to the physical external world.
Epistemologically, the positivist shares the views that objective knowledge of reality exists
beyond the human mind and assume that researcher and respondents are independent
entities, hence if any means of influence on one entity on the other is observed, strategies
to eliminate or mitigate such influence is employed. The aim of a positivist inquirer is to
explain, predict and manage what happens in the social world by searching for regularities
and casual relationships. The broad aim of the research in this study is to examine the effect
of culture on cybersecurity development and organisational security governance with specific
objective to investigate how the relationship between organisational control elements and
cognitive mechanism impact on organisational secdurity practice. The research is therefore
well suited and positioned to adopt a positivist approach in investigating the phenomena
under discourse. This position is supported by most scholars conducting research behavioural
information security where the approach have been predominantly used.[30]

3.4.2

Interpretivism

The interpretive paradigm is based on the philosophical assumption that reality consists
of people’s subjective experiences of the external world. They assume that knowledge and
meaning are acts of interpretation arising from the social construction of phenomena, hence
there is no objective knowledge independent of thinking and reasoning of a human.
Ontologically, interpretivism asserts that reality and researchers are inseparable and that
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researcher’s perception of the world is bound to their personal experiences. They argue that
there is no single route or particular method to knowledge with the belief that reality is
socially constructed. This, however, is in contrast with positivist that suggests the existence
of a single reality and the independence of individual who observes it.
In terms of epistemology, the intepretivism adopts a subjective epistemology that knowledge
its self is a social construction by human objects. These are countered by positivist who argues
that objective knowledge reality exists beyond the human mind and asserts that research
and respondents are an independent entity. Accordingly, the main aim of interpretivism is
to gain an understanding of phenomena through experience and perception of the individual
from their own perspectives. In contrast the positivist seeks to explain, examine a relation
and predict what happens which makes it well suited for our study in examining relationships
and predicting outcomes.

3.4.3

Research Approach

[31] distinguishes three epistemological positions namely; objectivism, constructivism, and
subjectivism. For the objectivist, knowledge exists whether we are conscious of it or not.
Researchers with such a position look for causes and effects and explanations. On the
other hand, the constructivist assumes that knowledge of reality is gained through social
construction such as language, shared meaning etc. Accordingly, a subjectivist assumes
that understanding human behaviour can be achieved through reconstructing the selfunderstanding of those performing them.
The epistemological position for the study in this research is objectivism. The lack of
empirical research in cybersecurity phenomena in the non-western culture such as the case
study justifies the choice of this approach. The ontology of the research approach used
in this study which is a single reality lies in the positivist paradigm; hence we argue that
cybersecurity being a multidisciplinary phenomenon should be treated from the perspective
of the relationship among the interacting concept. The socio-cultural perspective is believed
to be an important strategy for addressing organisational and social issues surrounding the
management of cybersecurity. The current study, therefore, contends that in addressing the
phenomena of cybersecurity, the organisational control elements should be examined against
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the frame of individual/employee cognitive mechanisms and security practices associated
with these elements and against the environmental context with in which they occur.

Figure 3.7: Research Position

3.5

Fundamentals for Statistical Models

Available research has provided supportive evidence that human practices and errors are
the most frequent causes of cybersecurity breaches. The main objective of the research is,
therefore, to examine how the association between the organisational control elements and
employee security cognitive process and mechanisms will foster individual security practice
that will protect and preserve information technology assets in an organisational context.
The study aimed at assessing these practices in an environment that is predominantly ITdriven. The theoretical components in our model were adopted because of their potential
characteristics and epistemic compatibility with organsiational security practices.
Variables through which the hypothesis was formulated are selected from the various theoretical components across different disciplines (chapter 2). The quantitative survey developed
to examine the issues was completed by 122 employees from three public sector Information
Technology Organisations.
Our preliminary analysis suggests that the predictive behavioural variable components of
the theory of planned behaviour (Attitude, Knowledge, Subjective Norms and Intention)
which described the the employee security cognitive mechanism in the model are intercorrelated.[150]. It yielded a hypothesis that as the employee cognitive development in IT
application improves, their attitude towards organisational security practices also improves
which should translate to a practice that promotes the protection and preservation of organi82

Table 3.2: Summary of Research Position
Features

Description

Purpose of Re- Examine the relationship between organisational control elements and individual cognitive mechanism within an ITsearch
enabled organisation.
Ontology

• There is a single reality which is either true (ybersecurity being a universal phenomena and a multidisciplinary concept, the research seek to understand the
relationship among he interacting concept
• Objective knowledge exist independent of the observer(Cybersecurty is a challenge to organisational
success)
• Interpreting known facts to predict, explain or control
phenomena (Higher score value defines the prevailing
organizational attribute)

Epistemology

• Events are explained through empirical analysis, observation, and interpretation of data
• Compare and assess the relationship to predict an outcome
• The researcher is objectively distinct from the research

Methodology

• Data collection is direct, indirect and personal through
questionnaires
• Objective data collection, mitigation methods adopted
to eliminate, manage or reduce interference
• The quantitative technique of data collection and processing using questionnaire
• Research is the product of both the data validity and
the method
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sational cybersecurity assets. This process is sometimes referred to as Knowledge, Attitude
and Behaviour (KAB) model [111], [118] and forms the research’s fundamental proposition
for deploying the Principal Component Analysis (PCA) which is a suitable technique for
analysing data table in which observations are described by several inter-correlated dependent variables [104]. The main goal of the approach is to reduce the model complexity and
dimensionality through data compression without losing important information.
Though there has been a disagreement in the literature on the usefulness of KAB model
proposition as it relates to the relationship among the various variable components. For
instance, while [202] claimed there is ample evidence supporting the proposition, [12] opined
that the scientific support for the knowledge component is weak in relation to the health
field. However, [134], argued that the problem is not with the proposition but on the
appropriateness of the variable specification. For instance, knowledge could be specified as
being aware of the “existence of” or having an “understanding of the use”. It is therefore
fundamental that the variables of interest should be specified in association with the overall
process of organisational security practice. Our model, therefore, follows the recommendation
of McGuire 1969 as cybersecurity knowledge was specifically conceptualized as cognitive
development and creative application of IT skills to facilitate security practice. In that
context, we reviewed several organisational security frameworks, standards and objectives
to develop specific focus areas that have relevance to facilitating organisational security
practices and procedure
The research also included transformational leadership and organisational culture as major
components of organisational control [54] Transformational leadership was selected ahead of
other forms of leadership because it is well suited with the objective of the research which is
to foster sustainable individual security practice through cultural and cognitive dynamics.
This outcome requires individual employee to be transformed based on cognitive logic which
has a more enduring effect. (the practice of compliance to security control measure based on
the transformative impact of leadership).
Organisational culture was also included in the model as one of the key constructs in organisational and individual behaviour literature [168], [54]. This is important in addressing
how organisational stimuli interact with individual employee cognitive processes in fostering
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a sustainable security practice in an organisational context. Our model is therefore set
out to address organisational/individual security practice (compliant security behaviour)
arising from cognitive flexibility as a result of the influence of transformational leadership on
employee security cognitive process .

3.5.1

Partial Least Squares- Structural Equation Modelling

The Structural Equation Modelling (SEM) is a statistical approach that includes regression
and factor analysis that enables the researcher to simultaneously estimate complex casual
relationships among latent unobservable and manifest (observable) variables. It is applied
in various fields of study such as management, marketing, psychology, social sciences and
more recently in information security researches [54],[179] [90],[93].[94] Two approaches
commonly used in SEM are the Partial Least Square (PLS-SEM) and the Covariance Based
approach (CB-SEM). These approaches appeared to be different mainly in characteristics
and objectives and not necessarily in methodology [165]. For instance, the parameter in
CB-SEM is estimated by minimizing the difference between sample covariance and predicted
covariances. Furthermore, the approach is preferred particularly when the sample size is
large and normally distributed with correctly specified models [69]).
On the contrary, the PLS-SEM parameters are estimated by maximising the explained
variances of the endogenous latent variable in a partial model relationship [71]. The relevance
of this approach can be seen when the following conditions are apparent;
• the data is not normally distributed
• the theory explaining the phenomena requires to model a complex interaction with
many latent variables [3],
• when prediction is more of the essence than estimation and
• when the sample size is small and measurement scale are required [177], [178]
Notwithstanding, PLS-SEM has an inherent weakness. For instance, the absence of distributional assumption that appears to be a strength implies that scholars cannot rely on the
classic inferential framework [192]. Its use of bootstrapping to derive empirical confidence of
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interval and testing of hypothesis of statistical coefficient show that its emphasis is more
on the accuracy of prediction that on accuracy of estimation [205]. Another demerit of
PLS-SEM is the absence of global optimisation criteria for overall model fit which limits its
usefulness for theory testing and for comparing model alternative structures [72] However, the
research considers PLS-SEM as a preferable approach to CB-SEM method in the proposed
SEM due to the following:
• the main objective of the research which is to predict a measure of organisation security
practice (the higher value of Beta signifies a stronger association while a higher value
of R squared signifies higher predictive accuracy),
• the network of relationships among organisational culture, leadership, employee security
cognitive process and organisationsal security practice
• the availability of several indicators to measure variables that are intrinsically unobservable and
• the small number of observations.

3.6

Summary

The chapter explores the concept of national and organisational culture including elements
of organisational leadership. We believe that an improved understanding of the relationship
between the organisational culture and the individual cognitive process will show more clearly
why employee does not take prescribed security measure even when they have been trained
on the implication or informed of its value to the organisation.
The definitional exposition of some key concepts is also presented in this chapter. The aim
is to gain understanding of the topics relevant to the study, explore the relationship which
exists between concepts and develop our hypothesis based on conceptual and theoretical
relationship. The research aims to develop an integrated and empirically tested behavioural
security compliance and practice model for investigating the relationship between the
organisational control elements and individual cognitive mechanisms. The chapter also
presents a conceptual framework (fig 2.3) for advancing discussion based on the theory of
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integration which represents the essential features used in describing the various modes of
the concept in which participating theories are selected based on their specific epistemic
compatibility regarding individual and organisational behaviour. The chapter also presented
a systematic review of archival data from ITU, ISO and GCI in order to progress discussion
relevant to research question 1 and examined how cultural characteristics accounted for the
difference in adoption of information security governance strategy among the group-specific
variables of global income classifications and GCI of countries.
Our review further revealed that contextualizing cyberspace from a technological standpoint
over time is in itself a restrictive factor that has limited the discourse in cybersecurity
approaches. It is therefore not out of place that that technical solutions have been given
more prominence in proffering solutions to security challenges arising from technological
advancement (like in the case of cybersecurity).
Even when laws, strategies, and frameworks are put in place as non-technical approaches,
the underlying policies which support risk mitigation approach concerned with securing
critical information technology infrastructure have been highly politicised as good public
policy [21]; [38]. These development and regulatory instruments, being western in origin
also have a particular ideological notion closely related to the functionality of the global
economic system. However technical solutions have proved inadequate as research has shown
that they have served more of a narrow economic and political interest. Mostly affected
are developing non-western countries like Nigeria, who adopt solutions whose ideological
standpoint is in-congruent with the cultural context.
Consequently, cybersecurity experts and behavioural security researchers have acknowledged
the need to focus more on attention on the attitude, beliefs, and practices of the end-users [45]
and have called for a cross-cultural behavioural information security research and improving
information security compliance [30]. As [38] forcefully argued, “cybersecurity is a complex
process entwining both the development of universally accepted norms and. . . political and
cultural concern”.
The last section presents fundamentals of statistics and justification for the choice of statistical
model. Chapter 4 will demonstrate the philosophical persuasion underpinning the study in
this research and presents the outline of the research methodology.
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Chapter

4

Research Design and Methodology
4.1

Introduction

The underlying philosophical assumptions define what constitutes valid research and methods
appropriate for the development of knowledge in a given field of study. Understanding these
assumptions are therefore very key to proper conduct and, evaluation of any research. This
chapter begins with a research focus that re-introduces the objective of the inquiry which
forms the basis for the selected research and data collection methods. The chapter further
discusses philosophical assumptions underpinning this research and the positivist paradigm
was identified as the framework of the study after a rigorous review. The selected research
design and methodologies used in this study including strategies, data collection techniques,
and analysis methods are also presented.
The concept of theory of integration that formed the fundamental theory which provides the
foundational and ideational support for combining the various theoretical framework in a
single model was also presented. The research design for this study is the explanatory case
study that is analysed through quantitative methods. Questionnaires were used to assess the
relationship between the dimensions of organisational culture values, individual cognitive
process and mechanism, and individual security practice/behaviour. A predictive statistical
method was used to analyse employee security behavioural compliance and practice surveys.
The chapter further presents a section that describes techniques employed in the study in
order to ensure the trustworthiness of the research findings and concludes with a summary
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4.1.1

Theoretical Framework

The works of literature on Behavioural Security Research presented in this thesis have considered some organisational control, values and security behavioural factors that may impact
on organisational security practice and compliance. The examination of the relationship of
these organisational control elements, values and security behavioural factors in the context
of IT-enabled environment in developing countries forms the main focus of this research. As
was shown through the literature review, technical approaches to cybersecurity have been
given much prominence in the study of the phenomena. However, the argument of[30] on
the need to consider behavioural compliance and cross-cultural approaches as possible areas
to explore in addressing the challenge of cybersecurity has given more traction in this field
of behavioural security research. Though more needs to be done when compared with the
importance of the phenomena.
In order to study cybersecurity behavioural compliance and what is required for effective
cybersecurity management, the following predefined framework is proposed (Fig2.9) The
intention of the study is to examine the relationship between organisational control element
(Leadership and culture) and Individual cognitive mechanism (Attitude, knowledge, intention and subjective norm) in order to assess the state of organisational/individual security
practice/compliance. The theoretical frameworks such as Competing Value Frameworks
of organisational culture, Theory of Reasoned Action TRA, Theory of Planned Behaviour
TPB, and Social Cognitive Theory (SCT) suggest that there is a strong relationship between
values, beliefs, and people’s behaviours.
In this sense, we have assumed that security behaviours and practices are the outcome of
interacting factors of cognitive belief within an organisation. Therefore the organisational
security practice and behaviour is the function of the outcome of the various competing
value of the organisation and the employee cognitive mechanism.
However, a critical theoretical foundation for this study stems from the research the focuses
on the relationship between culture and leadership. It is premised on the control and manipulation of culture by organisational leadership. According to [13], Leaders creates mechanism
for cultural development and the reinforcement of norms and behaviour expressed within
the boundaries of culture. . . Therefore the impact of these organisational competing values
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on security practice will depend on organisational leadership. Based on the literature review,
this study is founded on three main premises, first, we assume that leadership and organisational culture are the major internal controlling elements central to the individual employee
cognitive mechanism. Secondly, the research also assumes that the prevailing organisational
culture influences the outcome of the relationship between leadership and organisational security practice Thirdly the research assumes that the individual cognitive factors (behavioural
security factors) are mainly responsible for shaping the individual/organisational security
practices.
The complex concept of culture and how it is used in the sense of positivist philosophy
contributes to the underlying theoretical foundation for this study which also assumes a
position that culture can be objectively measured and managed [6]. Authors and scholars in
this school of thought have also assumed culture to be a real physical entity as it “exists out
there”, independent of individual who observes it. According to the positivist, behaviours are
predicted by posing a causal relationship between cultural values on the basis of predefined
categories and look for “universal truth”.

4.2

Research Design

This research seeks to examine the effect of culture on cybersecurity development and
organisational security practice. It aims at providing an in-depth and structured analysis
of these elements through the examination of archival data from ITU, ISO and Hofstede
cultural framework a case study of three public sector information technology organisations,
particularly as it relates to employee’s cognition and security practice. The research follows a
quantitative research design consisting of three studies phases namely contextual, conceptual
and empirical as shown in fig 3.7
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Figure 4.1: Research Design

4.2.1

Contextual Study Design

The research starts with a contextual study involving conventional literature reviews focusing
on the key concepts of behavioural information security, organisational environment, and
cultural values. The outcome of this study will help to clarify the theoretical concept, refine
study objectives, restructure research questions and formulate hypothesis. A contextual
study of relevant works of literature in behavioural information security research domain was
conducted to aggregate socio-cultural and organisational elements of information security
management practices. The ITU global cybersecurity development agenda and development
indicators and ISO global adoption for the year 2017 were also examined as part of the
relevant literature.

4.2.2

Conceptual Study Design

The conceptual study comprised of the literature review and knowledge synthesis of the
literature related to information security standards and behavioural security practice. The
comprehensive review resulted in the identification of the prevalent information security
practice standards; the ISO 27001 information security standards.
The two rounds of comprehensive search in the academic and professional literature were
91

conducted on this project. The first search was the formal information security practice
literature and the second was directed to behavioural security domain that have been
identified from the first round of review. The aim of the review and synthesis is to aggregate
research construct, develop hypothesis and model our research model see fig 4.1.

4.2.3

Empirical Study Design

The empirical study aimed at validating and refining the proposed model will also be
conducted using an in-depth case study. To obtain high quality data, participants with
knowledge in the field were selected using key informant methodology. This stage consists
of two rounds of data collection. First is the pilot study to validate the survey instrument
and the second the actual data collection to validate our model. The analysis in this thesis
is divided into two parts; first is the quantitative analysis based on group-comparism and
cross-cultural analysis of cybersecurity development and governance and second is a case
study based on the statistical models. The first part of the analysis was based on literature
reviews and archival data gathered from the Global Cybersecurity Index GCI 2017 surveys,
ISO surveys 2017, Annex A security controls ISO 27001 and Hofstede cultural score. In the
second part, the research used a case study to validate the model for assessing the relevance
of organisational control element in predicting security practice through its influence on
employee cognitive process.

4.3

Case Study approach

This section provides an explanation for the approach and methodology used to conduct
the present study. A case study, in general, examines phenomena in its natural setting;
employing multiple methods of data collection to gather information from one or a few
entities. According to [219], it is an empirical inquiry that investigates a contemporary
phenomenon within its real-life context. Case studies are conducted from both positivist and
interpretive perspectives. In a positivist stance, the researcher is concerned with empirical
testability of the theory while assuming the existence of an objective reality that can be
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studied, analysed and experientially depicted. This is contrary to the interpretive stance
where the research seeks to understand the context and interpret finding from a socially constructed phenomenon based on their experience and background. The positivist perspective
examines the relationship within phenomena using a structured instrumentation case study
[146]
A case study was considered the most appropriate approach to employ because it provides a
systematic way to collect data analyze information and report results. It also provides a
variety of participants” perspectives, uses multiple data collection techniques and examines
the integration of various theoretical models in research. Though case studies have been
criticized on the ground on non-representative and lack of statistical generalisability. However,
[200] opined that case studies are used for analytical generalisation, where research aims to
generalize a particular set of results to some broader theoretical propositions as it is the case
in our study. Hence the data generated by the case study will resonate experientially within
a broad cross-section of readers and stakeholders thereby facilitating a better understanding
of the phenomena [186]. Given the complex and multidisciplinary nature of the relationship
between the cultural dimensions and individual security practices, the case study approach
is adjudged to be particularly useful in this regard.
This study as an explanatory one will rely on existing theories to investigate and explain
cybersecurity issues and practices in the three public sector Information Technology organisation in Nigerian. The data will be collected through two methods; a survey of the participant
from the public sector Information Technology organisation in Nigeria will be conducted
using a questionnaire. Public documents will be gathered and analysed as this formed the
basis for developing our theoretical model for the individual security practices which will be
validated using our research data.

4.3.1 Case Study Protocol
The aim of this research is to develop a multi-theory behavioural compliance and practice
model that will provide useful guidance for leaders and employees to conduct their roles and
responsibilities with the cognitive and cultural dynamics of ensuring an effective security
practice and compliance. The research focused on relationship between organisational control
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element and employee cognitive beliefs and the management of behavioural security factors.
Accordingl, [219] suggested five components of case studies;

1. A studys question
2. The proposition if any
3. The Unit of analysis
4. The logic linking data to propositions
5. The criteria for interpreting the findings
We will provide a brief explanation for items 1 - 3 in this section while components 4 and 5
will be explained in their relevant chapters. The relevant strategy to be used is determined
by the way the research question is framed; i.e. what why and how. The nature of the
research question leads to the descriptive and explanatory case study as our intention is
to describe the relationship between the factors acting on the phenomena and explaining
how these factors could be effectively managed to achieve effective organisational security
practice and compliance to cybersecurity measures. It has been argued that case studies
are used for a theoretical proposition or descriptive framework to organise case data [219].
The research in this study is descriptive, as well as explanatory and will rely on the research
conceptual framework and hypothesis to examine the cybersecurity issues and practices in
three public sector information technology organisations in Nigeria.
The unit of analysis in a case study could be individual, community, an organisation,
nation-state or phenomena [219],[186]. The unit of analysis in this study is the individual
cybersecurity practices. The linking of data and criteria for interpretation of findings will be
presented in subsequent sections.
Data will be collected through a survey with participants drawn from three public sector
information technology organisations in Nigeria. The data resulting from the survey will be
analyzed and interpreted within the context of the research analysis framework.
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4.4

Research process

[136] advocates that in any empirical inquiry, rigour of method and validity of results are
greatly influenced by the uniformity of method in data collection. Three case studies will
be used in the conduct of this research in order to identify how organisational control
elements interact with individual cognitive mechanisms to influence security practice and
what specific organisational value need to be managed to ensure an effective information
security management and practice The literature reviews provide the initial conceptual
framework which incorporated the cultural characteristics and values of Hofstede and Quinn.
The intention is to examine a range of cultural values and their their relationship with
cybersecurity preparedness and governance and examine how the relationship impacts
individual security practices in an IT-enabled environment of non-western culture. The
case study in this research is the three public sector information technology organisation in
Nigeria and the unit of analysis is the individual security practices.

Conceptual study
It has been concluded from the review in chapter 1 and 2 that there is paucity of empirical
studies and understanding around the integration of the various approaches of behavioural
security research into a single model. Therefore a combination of theories from various interrelated discipline was considered to be most appropriate was to achieve the research objective.
The relevant literature on Behavioural Security Research domain was comprehensively
reviewed and the findings of this phase led to research hypothesis and research model that
can be deployed by an organisation to enhance security practice.
The review and the analysis was conducted in two rounds. The first round of the review was
to identify the most prevalent information security management standards which result in the
identification of ISO 27001 security standards. The second round of the review and analysis
focused on the literature related to behavioural security research theories. This resulted in
the formulation of identification of constructs, formulation hypothesis and development of
the research model in chapter 2 see fig 4.1
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Emperical Study
The empirical study was conducted to evaluate and validate the proposed research model.
It involved two phases. In phase 1, we conducted a pilot study involving professionals and
experts in the industry. Twenty participants with expert in cybersecurity / information
security management were selected and 83 structured questionnaire were administered.
The participants were asked to indicate the amount time it took them to complete the
questionnaire and describe how the understand the various aspects of the questions. The
valuable feedback assisted in the data analysis as it helped to refine some of the questions
while some were dropped thereby reducing the number of questions from 83 to 67.
In the second phase live data were collected from the participants. The objective of this
phase is to validate the proposed model by analysing the obtained data and testing the
hypothesis. The process is outline in the next section.

4.4.1

Establishing Contact

Conducting s research of such magnitude requires adequate preparation. This is more so
because of the peculiarity of the phenomena under study and the apparent distance between
the researcher and the environment under study. However, the absence of previous systematic
research in this field as it concerns the Nigerian context made the participating organisations
to develop keen interest in the findings of the research. In an attempt to establish initial
contact with the participants, participating organisations were contacted formally through
a letter requesting their willingness to participate in the survey. The organisations invited
to participate in the study were very strategic to public sector information technology
development and practice in Nigeria. In view of their respective roles in public sector
information technology, they are in the position to provide views on cybersecurity management
and practice. Organisation environment should poses certification in information security
management standards based on ISO 27001. Public sector organisation that meets this
requirement are available on limited scale making the selection process straight forward. The
three organisations considered for the study were government institutions who already have
their certification on ISO 27001 information security standards.
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4.4.2

Research Method

The general paradigm of research that underpins the scientific approach consists of the
inductive discovery and deductive proof. While deduction begins with a universal view of a
situation and moves back to the particular, induction moves from the particular details to
a connected view of a situation. In inductive process, data are collected and analysed to
see if any pattern emerges that suggests a relationship between variables. From patterns
that emerge and the relationships established, construction of generalisation or theories may
emerge [196]. The researcher in an inductive approach moves from observation towards
discovering binding principle and taking caution not to jump to hasty inference or conclusion
on the basis of the data. Such a process is associated with a qualitative data collection
method. This is however contrary to the deductive process where the researcher moves
towards hypothesis testing after which the principle is either confirmed, rejected or modified.
According to Gray (2009), these hypotheses present an assertion about two or more concepts
that attempt to explain the relationship between them. Accordingly, in the deductive process,
empirical data are collected through a quantitative method. In this study, quantitative and
case study methods are adjudged to be suitable for the research in view of the time frame of
the researcher has to conclude the research work and the distance of the researcher from the
researched environment. Accordingly, while the case study method will enable the researcher
to gather data from the natural setting, the quantitative method will enhance speedy and
quick data collection, processing and empirical analysis of data. Moreover, the method favour
positivism stance as the research seeks to examine and explain the relationship between
variables

Quantitative Method
This method defines the systematic collection of statistical data during an investigation
where the investigator is distinct from the research. It is a structured process of data
collection that stresses the use of statistics to increase the confidence level in presenting the
finding and influence of various variables (Kumer 2005). The quantitative method adopts
surveys , interviews and experiments as a means of data collection. [29] identified two
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types of the experiment; a true experiment where participants are selected randomly and
quasi-experiment when participants are not selected randomly. Random selection provides
equal opportunities for participating candidates to be selected. Surveys are used to collect
data by asking the respondent about their experience, knowledge or attitude. They are
applied to describe the behaviour of a narrow or wider population. Data collection in the
survey is done through a questionnaire or structured interview. The outcome of a survey of
a sample can be generalised to the whole population and will become more accurate if the
population is larger.
The use of a questionnaire in the survey for data collection guarantees wider population
coverage within a short period of time with less cost of administration. It further allows the
respondent to freely answer questions without the influence of the researcher. This is unlike
the interview techniques where the researcher is inextricably involved in the research and
might influence the response. This research employed a cross-sectional survey in view of the
time and financial constraints of the researcher. This approach ensures that the survey is
conducted once to a sample contrasting the longitudinal survey in which a survey can be
repeated on the subject several times.
There has been a consistent debate among cultural scholars on the approach and methodology
for studies in organisational culture. The fundamental disagreement stems from philosophical
persuasion, political ideology and theory [119]) Early cultural scholars relied on qualitative
research methods and the use of observation as the primary means of data gathering
process. The quantitative approach only began recently in the 1990s [39]. The debate
presents two schools of thought used in the study of organisational culture. Scholars of
the qualitative approach assert that only the drawing out the core assumptions and beliefs
through observations and interviews of the participants could guarantee a high quality of
data about organisation culture.
[39] , however, claimed that there are the comparative dimensions of culture that can only be

measured through quantitative methods. The proponents of quantitative methods like Quinn
and Cameron opined that comparing multiple cultures is only possible through quantitative
methods. They further assert that the limitations of quantitative methods are addressed by
using scenario-based questions in a survey to obtain the underlying values and assumptions.
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The scenario analysis procedure is used to design the survey instrument used in this research
while the respondent is asked to indicate to what degree the scenario is indicative of their
own organisation culture [19]. This is the procedure used in the development of organisation
Culture Assessment Instrument (OCAI) adopted for this study.

Questionnaire
Questionnaire consist of a list of questions about a phenomenon under investigation in
a paper or media where respondent record their answers with no interference from the
investigator. It describes a set of standardised questions often called items that follow a fixed
scheme in order to collect individual data. It is a widely used instrument of data collection
because of its ability to provide a large amount of research data with relatively low cost while
the respondent information can easily be converted to quantitative data for easy statistical
analysis. In this study, questionnaires were used for data collection because of the need to
gather data from large sample in a short time. The use of questionnaire has the following
advantages;
• The questions are standardised. All respondents are asked the same questions in the
same order
• It provides for replicability which is also a check for reliability as a second researcher is
able to use it a valid instrument.
• It allows for anonymity of the respondent
• It provides for varieties of platforms for administration (mailing, website, self-administration)
• It is devoid of researchers’ interference
• It is economical and covers a wider population
Though the use of questionnaires has some setbacks as noted by other researchers which
include the fact that questions are fixed and lacked details while the scope of the answers
from the respondents is limited. However, the objective of the research and the researcher’s
philosophical persuasion including epistemological stance to a large extent determines what
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method of data collection will be suitable. While the main aim of this research is to examine
the relationship between organisational control elements and employee security behaviour and
its implication for cybersecurity threat management and cybersecurity governance, adopting
a positivist paradigm justifies the use questionnaire to collect data for quantitative analysis
to generate findings
In answering supplementary research question 2, the study combined, the Theory of Planned
Behaviour (TPB) Technology Organisation-Environment theory and cultural framework to
conceptualize cybersecurity compliance and practice behaviour model using the theory of
integration. We need to explain why an employee exhibits various levels of commitment
and sense of responsibility with regard to organisational cybersecurity practice. We also
need to examine the role of organisational value in security practice whether such values
is being mediated by individual cognitive mechanisms. For instance, why will an employee
deliberately want to ignore certain security practices despite being trained and made fully
aware of the security implication of ignoring such practice? To achieve this, information was
collected from a review of the literature to conceptualize the initial model in chapter 2 Fig
2.6. The logical relationship between the various constructs was later advanced in proposing
our hypothesis H1-H13 which is summarised in our research model Fig 4.3
Measurement items for each construct in the model were based on a five-point Linkert scale
ranging from strongly disagreed (1) to strongly agreed (5). All items were used and tested
in earlier studies and were adapted for use in the current study in order to maximize the
validity and reliability of the measurement model. In addition since some of the measures
have not been tested in the context of security compliance especially in Nigerian public sector
information technology organisation, our analysis further tested the reliability and validity of
these measures. The construct and their primary source are listed in Table 3.2. Accordingly,
key informant methodology was used in the study due to the unique class of targeted audience
which are basically IT officers, Information security officers, and management staff[174].

Data collection
Measurement items for the survey instrument were refined through a pilot study using 20
participants selected through key informant method and mainly from among the senior staff
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of the Government agencies in Nigeria and Research students at the University of Bradford.
According to [174], the key informant methodology advocates that respondents should be
identified based on their position, and professional knowledge rather than by traditional
random sampling. It is recommended that the study be tried out with few participants so as
to provide input for making the necessary adjustment [60]. The key informant for the pilot
included chief scientific officers, senior scientific officers, and Ph.D. Research students. During
the pilot, we observed some reluctance in completing the questionnaire and the clarifications
sought by the respondents. Based on the feedback, we revised the questionnaires, reduced
the number of items and rephrased some sentences to increase comprehension.
The number of survey items was reduced from 83 to a final version which included 67
questions. some of the dropped questions are highlighted below

• I accept that some inconveniences are necessary to secure confidential documents
• I am prepared to change my working practice in order to ensure the protection of
people and Information technology asset.
• I am informed in a timely manner as to how cyber security policy changes will affect
me
• I believe my organisation commit enough time to protect information technology assets
• I believe my organisation commit enough people to protect information technology
assets
• There is a penalty for those who fail to adhere to cyber security policy of the organisation
The last seven questions were developed by the research to collect demographic details in
order to identify an individual’s exposure to cybersecurity practices. The security behavioural
questions are made up twenty-eight questions on individual cognitive mechanisms that will
facilitate organisational security practice and compliance and were adapted from other
validated instruments used by other researchers [93], [92] [18]. There are also twenty-four
questions taken from Organisational Culture Assessment Instrument (OCAI) which were
used to identify individual’s participation in the organisation cultural orientation. Four
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questions were used to identify the role of leadership in the organisation. The survey was also
intended to determine the individual general level of understanding of organisational standard
security practices without attempting to explicitly explain the practices. An understanding
of organisational standards security practices is assumed to be maintained throughout the
organisational as part of the requirements to obtain ISO 27001 certification in information
systems security management.
We used paper-based questionnaires which have been noted to improve response rate, and
in order to speed up the process of data collection and decrease the number of incomplete
responses, we instantly reviewed responses and kindly requested the respondent to reply
to the neglected questions. This approach eventually paid off as only two questionnaires
(1.6 percent) out of one hundred and twenty-two questionnaires were rejected as a result
of the incomplete response. We first wrote the heads of the various agency to obtain their
permission to participate in the survey and followed it up with visits to clarify the purpose
of the survey and solicit their quick and honest response. A total of 300 questionnaires were
distributed by the researcher with the assistance of the staff of the organisations selected for
the study using key informant methodology which included Chief Scientific Officers, Chief
Information Security Officers, directorate level officers. A total of 122 questionnaires were
retrieved, a response rate of 40.7 percent which is relatively high considering the nature of the
research which has to do with organisation’s information security. The target participants
were Directors, Information Security Officers and Chief Scientific Officer. Part of the reason
why the other 60 percent did not respond was due to their reluctance to answer question
about their organisational security functions and the time factor as the researcher travelled
from the UK to collect the data.
The demographic statistics show that about 60 percent of the respondent has served in their
organisations for more than 5 years and all the participants have a minimum qualification
of the first degree (Table 5.1). The public sector information technology organisations
comprising of the regulatory, IT Infrastructure service provider and IT application service
user organisations participated in the survey. In view of the sensitivity of the information
sought, additional safeguard measures were put in place to preserve the anonymity of the
respondent while at the same boosting their confidence to participate in the survey. To this
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end we ensured that our survey item did not reveal the identity of either the participating
organisation or the individual respondent. The names of the participating organisation
were coded while we also ensured that none of the survey items contained any personally
identifiable information. To further enhance the integrity of the process, our survey items
were reviewed and approved by University of Bradford ethics and review board who also
directed that the approval statement should be included as a footnote at every page of the
survey item (see Appendix B)

4.5

The Concept of Theory of Integration and Organisational
security compliance and practice

Cyberspace security has become one of the major challenges since the fall of 21st-century
technological advancement. The growing norm where inter-connected computer technologies
are seen as fundamental to economics, government, society, and culture further presents
cyberspace security as a cross-cutting multidisciplinary phenomenon beyond technology.
Security actors adopt different measures to the practice and management of cybersecurity
which is subject to constant review to meet with future organnisational security requirements.
There is an increasing concern within the field of information security about the link between
organisational control elements and cognitive mechanisms in enhancing security practice or
organisational compliance, as [90] correctly argued that despite the relationship between
some organisational factors such as culture and employee cognitive beliefs as expressed in
most of the organisational literature, behavioural security management is yet to benefit
from such link in fostering organisational security practice and compliance. Compliance has
equally emerged as the universal way of thinking about the relationship between employee
cognitive beliefs and various organisational security practices, processes, and procedures
[156], [212], This links cybersecurity and behavioural research together because of the basic
assumption that human does not only constitute a major security risk as to the weakest link
but could also be transformed into the strongest safeguard in the organisational security
formation.
Cybersecurity standards, practices. policies and frameworks are mostly compliance-driven
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which has positioned compliance within the framework of behavioural management. The
multidisciplinary nature of cybersecurity and the focus on improved responsive and secured
behaviour within organisational settings links together certain behavioural theories and cultural frameworks in order to foster effective security practice and compliance in a constantly
regulated technological environment. Formulated as a response to the problem of employee
behaviour, the concept of compliance and security practice draws attention to the changes in
epistemic regimes of organisational security versus organisational effectiveness. Imagine, for
example, a scenario where the demand for time-based response is a measure of organisational
effectiveness, employees in such organisation are most likely to ignore email verification
process before responding to customer requests. Such practice stemming from organisational
orientation lays a foundation for the systematic compromise of prescribed organisational
security practice with its attendant consequences.
One of the keys to addressing this long-standing problem of organisational security practices
in the emerging digital era is the ability to predict and identify possible responses to security
control measures and acting upon different organisational factors to ensure sustainable
organisational practice and compliance. The combination of the various theoretical elements
in a single model promises an answer to these problems, as it provides a basis for engaging
employee cognitive processes. The introduction of theory of integration therefore brings
in dynamism and ideational theoretical support needed for the fostering of organisational
practice/compliance.
The use of compliance in this thesis refers to the adherence to the sets of prescribes control measures and norms of an organisation through the management of individual and
institutional security practices in order to achieve organisational security objectives [28]
(Fig 3.4). The people and the institution are therefore central to organisational security
practice/compliance beyond the traditional compartimentalised regulation. According to
[130], an integrated or joined policy approach is needed to remove inconsistencies caused
by policies or regulations. To address this issue, the thesis adopts theory integration as a
foundational concept because of the multidisciplinary nature of cybersecurity. This concept
is based on the works of Weber and the proposed framework of [89]. It acts as a signpost for
understanding the combination of the various theoretical concepts and practices developed
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by numerous actors.
Integrating theories from different theoretical field domains bring in dynamism and ideational
clarity and support needed for the fostering of organisational security practice and compliance
in view of the multidisciplinary nature of cybersecurity. It is based on approaches, practices
and associated construct of different theories brought in a hybrid nomological network. The
concept builds upon existing conceptual knowledge to create a robust model with a broader
scope, [34] [114], better explanatory power[179].
According to [114], participating theories are selected on the basis of epistemic compatibility,
construct commonality, theoretical complementarity and conceptual harmony. In addition,
[89] identified three modes of integrating different theoretical domains especially as it relates
to information systems as construct integration, domain integration and inter-field integration. While our approach to inter-field integration relies on the preconditions as suggested
by Koch [114], the research, however, adopted [114] proposition in explaining the rationale
behind the theoretical choices for integration where one field consist of distinct entities
that do not explicitly exist in the other field. The research considers culture to provide the
basis of commonality among the participating theoretical field domains [90] especially in
the information security domain which has been conceptualised as a complex and dynamic
evolutionary process.
Additionally. the different theoretical field of the theory of planned behaviour, TechnologyOrganisation and Environment theory and organisation cultural framework share a common
interest in explaining employee security behaviour in an organisational context [89]. Contextualising [89] propositions, our research assumes the operational location of the theory of
planned behaviour is provided in the organisation and its culture and that the properties
such as employee’s cognitive belief mechanisms for which the organisation and its culture
postulates is identified in the theory of planned behaviour. Accordingly, [89] suggests that
for inter-field integration, the different theoretical domains may determine structures of
entities whose functions are the domain of other theoretical fields. For instance, employee
security behaviour is the focus of the organisation’s structure but compliance belongs to the
domain of cognitive belief and culture. The foregoing therefore present the research suitable
for adoption of the theory of integration in explicating organisational security practice and
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compliance.

4.5.1

Statistical Approach and Sample Characteristics

The research opted for PLS-SEM in the study as an approach for statistical analysis for the
following reasons: (1) Our sample is small in size [51]. Research has shown that it offers a
better estimate than other techniques for sample size under 250 [49] [?]. Our sample size is
120 satisfying and exceeding the minimum required sample. We used among the variation
of methods the most widely used minimum sample size estimation method in PLS SEM
in the field of IS and as well as in other fields; which is the one based on the rule that the
minimum sample size should be greater that 10 times the maximum number of inner model
link pointing to any latent variable in he model [115] [51]. The maximum link pointing to
any latent variable in our model is 5 and therefore the minimum required sample size for
our model estimation is 50 and (2), Our data is non-normally distributed[51]. Again using
Shapiro-Wilk’s test of normality [175] and[62], an a visual inspection of their Q-Q plots
showed that our data did not fulfil the condition of normality P>0.05 for all the variables
appendix G and Fig 4.2) showing that our data is non-normally distributed and further
justifying the application of PLS SEM for our model analysis.
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Figure 4.2: QQ plot test of normality
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4.5.2

Model Specification

In the structural model, the network of relationships among the unobservable (latent)
variables are according to the substantive theory and the variables are classified into two;
the exogenous and endogenous latent variables. The exogenous variable does not have a
predecessor in the structural model (fig 4.3).

Figure 4.3: Diagraph-model for estimation
In our model, the only exogenous variable is leadership λ (blue node in the digraph fig
(4.3). Formalising the model according to [50], the inner model is specified in fig (4.3) as
the relationship among the endogenous latent variables and they are represented by inner
weights as follows;

λj = βoj + Σβqjλq + Σδkjξ k + ε j
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(4.1)

where
• λ is a generic endogenous variable with j=1-6 (the construct in our model;culture,
cognitive structure and security practice)
• βqj is the path coefficient inter-relating the qth endogenous latent variable as mentioned
above
• δ is the path coefficient inter-relating the exogenous latent variable (leadership to the
jth endogenous latent variable
• εj is the error in the inter-relation

4.5.3

Model Formalisation

This section presents the model specification which is described by the system of equation
in (4.1) in formal terms. For the sake of clarity and simplicity of notations, we use the
same symbols for exogenous and endogenous latent variables as well as their associated path
coefficient dismissing the difference between both Equation 4.1 is therefore reduced to a
compact form [139] ;

λj = Σβ qjλq + ε j

(4.2)

From equation 4.2 we label all constructs as endogenous variables while path coefficient and
errors are designated as β and ε respectively, we therefor have the following equations;

OSP = β 8 Com + β7 Crea + β1 0Con + β9 Col + β6 Cog + ξ7

(4.3)

Cog = β12Com + β11Crea + β1 4Con + β13Col + β5Lea + ξ6

(4.4)

Com = β2Lea + ξ5

(4.5)

Crea = β1Lea + ξ4

(4.6)
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Con = β4Lea + ξ3

(4.7)

Col = β5Lea + ξ2

(4.8)

In the system of equation (4.3.-4.8 the first equation accounts for the direct effect of what
influences organisational security practice. From the second (4.4) to the sixth equation (4.8),
we model the interaction among these influences and their mediators. The path coefficient
estimated in these six equations allows us to estimate the indirect effect of the influencing
factors on Organisational security practice. Equations 4.3 accounts for the influences of
organisational culture on security practice while equation 4.2 accounts for the influence of
organisational control (Leadership and culture) on employee security cognitive processes.

4.6

Summary

The focus of this chapter is to present theoretical foundation and the philosophical persuasion
underpinning the research project. It began with description of the theoretical frame and
philosophical persuasion. The chapter presented and adopted a positivist approach as
the focus of the research to examine relation between organisational control elements and
individual cognitive mechanisms and how it influences organisational security practice
and management in an IT-enabled environment. The chapter further describes the study
methodology, choosing quantitative techniques as an inquiry method and questionnaire as a
preferred method of data collection. The chapter concludes with research process describing
the the source of survey instrument, process and method of data collection and justification
for the choice of data collection technique
Chapter 5 presents study findings and analysis to progress discussion on how the research
questions were answered.
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Table 4.1: Construct Operationalisation
Construct

Definition

Theoritical Frame- Primary Source
work

Leadership

The presence of individual who Achievement Mo- [132], [13], [144]
influences a group of individ- tivation Theory of
ual to achieve a common goal Leadership

Goal Oriented
Cultural
Value

Values espoused by employee Cultural
Value
in the belief that performance Framework
and appraisal are directly re- (CVF)
lated to the attainment of organisational goals clearly defined by leadership

[158], van Muijen,
J.J., 1999

Rule Orientate
Cultural
Value

Espoused values by the emCultural
Value
ployee in the belief that jobs
Framework
and tasks are performed ac(CVF)
cording to job specifications
and clearly defines procedure
by everyone in the organisation

[158], van Muijen,
J.J., 1999

Knowledge

Individual cognitive ability of Theory
of [142], [199]
understand their role in the
Planned
Besecurity process and practical haviour (TPB)
skills to rightly apply security
control to minimize, mitigate
and respond to intentional and
unintentional threat in order
to protect organisational information technology resources

Attitude

Judgement as to whether it is
good or bad to perform a behaviour of interest

Subjective
Norm

Belief of whether a behaviour Theory
of [2], [10] [11]
of interest is accepted and en- Planned
Becouraged by people who are haviour (TPB)
considered impotent and influential in the organisation such
as subordinates or superior

Theory
of [2], [10] [11]
Planned
Behaviour (TPB)

Behavioural Belief that a behaviour of in- Theory
of [2], [10] [11]
Intention
terest will be performed some- Planned
Betime in the future
haviour (TPB)
Compliance conforming to existing rules,
processes, procedures and
standard in performing a task
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Vroom 2004

Chapter

5

Data Analysis , Results and Discussions
5.1

Introduction

This chapter presents the analysis of data collected to examine the relationship between the
organisational control elements and individual cognitive process and mechanisms and how
the relationship will influence and foster organisational security practices. The chapter is
divided into nine sections.
The findings presented in this chapter are derived from the structured survey questionnaire.
The study aims at developing behavioural compliance model for improving organisational
security practice and compliance through identifying organisational triggers and cognitive
dynamics that have an influence on the management of cybersecurity in the organisation.
The respondents were drawn from the three public information technology organisations in
Nigeria. The organisations selected for this research have better adoption of IT infrastructure
as they belong to the public sectors of IT regulatory, IT infrastructure deployment and IT
application users. The selected organisations have already obtained ISO certification on ISO
27001 standards for information security management system (ISMS).
The questionnaire is divided into four segments each corresponding to the relevant theoretical
concepts.

The first segment is on Individual cognitive process or mechanisms leading

to individual/ organisational security practices. It comprised of twenty-eight questions.
The second segment is the Organisation Culture Assessment Instrument (OCAI). This
segment comprised of twenty-four culture questions. The third segment is the organisational
control element leadership which has four questions. Here we looked at leadership from
the perspective of individual or group of individuals that have the interest of achieving
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security goal [144] which supports the objective of our thesis. Our measurement variables
are therefore limited to this aspect of leadership. Though we used only 4 measurement
variables to account for this construct [92], I do not think that increasing the number of
measurement variable would have changed the over all result in view of the established
influence of leadership on organisational cultural values [171]. The fourth is the demographic
segment containing seven demographic questions. All the questions are measured on a 5
points Likert-scale ; where 1 represents strongly disagree to 5 which represents strongly agree.
The questionnaire used in this research is found in Appendix B.

5.2

Descriptive results of the Demographic statistics

This section provides the demographic statistics of the respondents. As earlier stated, three
public sector Information Technology organisations in Nigeria were selected as respondents.
Table 5.1: Descriptive Statistics of the Respondents

Category

Subcategory

Gender (N=120)

Male

74

61.7

Female

46

38.3

43

35.8

5-10years

50

41.7

Above10years

22

18.3

Bsc

60

50

Masters

55

45.8

PhD

2

1.7

Years of Experience Less than 5 years

Edu. Qualification

Frequency Percentage

Table (5.1) shows the descriptive statistics of the 120 valid respondents in our sample. The
table further shows that the sample had 74 males (61.7 percent) and 46 females (38.3 percent).
The respondents are divided into two categories; the general IT users (operational staff) 38.4
percent and the management staff 43.3 percent with about 47 percent having a form of IT
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industrial certification. As previously explained, respondents were chosen as key informants
based on their professional knowledge in information technology and security, therefore the
education level of the respondents ranges from BSc. to Ph.D. In terms of experience, table
(5.1) shows that 5 years and above constitute about 60 percent of the respondents. While
some respondents have more than one certification, ITIL tops the list of certifications with
30 persons, followed by those with CCNA certification (15) and ISO 27001 (14).

Table 5.2: Distribution of questionnaire by Organisation

Organisation Questionnaire distributed Questionnaire returned Percentage

Organ AA

50

20

40

Organ BB

100

40

40

Organ CC

150

62

41.3

Figure 5.1: Distribution of questionnaire by category

114

A total of 300 questionnaires were distributed to the participating organisation as shown
in table (5.2). A total of 122 questionnaires were returned out of which 120 were valid for
analysis. The remaining two were not valid for analysis due to incomplete response Figure
(5.1) shows the distribution according to the type of respondents

5.3

Descriptive results of the state of cybersecurity compliance and practice

This section presents a summary of the descriptive analysis of the data collected in order to
have a view of the organisational security practice in the public sector information technology
organisation. This involves descriptive on attitude to security practice, individual subjective
norms, intention to comply and individual cybersecurity knowledge that will support and
promote organisational security practice .

5.3.1

Attititude to Cybersecurity practice

How the various groups of participants responded to the section of the questions on individual
attitude to security practice in the organisation is presented in the box plot in fig (5.2) and
table (5.3). The chart also shows that over 80 percent of the management strongly agreed
(SA) or agreed with statements on attitude to security practice in the organisation. A similar
response was also received from the operations staff where over 80 percent of the respondent
either strongly agreed or agreed with the statements.

5.3.2

Subjective norms

Fig (5.3) shows the distribution of participant’s response to questions on subjective norms.
The construct provides important data on how the staff is often influenced to follow organisational security practices. The result is shown in table (5.4) and fig (5.3). Fig (5.3) further
shows that more than 80 percent of both the management and operational staff strongly agree
or agreed that their subordinate has a positive disposition toward organisational security
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Table 5.3: Attitude to Organisational cybesecurity practice

Statement on Attitude to organisational
cybersecurity measures

Type
of
Respondent

S.D Dis Und. Agr SA

Following the organisation’s cybersecurity
policy is a necessity

Management 1

1

3

10

37

Operations 1

1

2

13

27

Total

2

5

23

64

5

0

12

35

Operations 1

1

1

11

30

Total

6

1

23

65

2

2

13

33

Operations 0

1

4

14

26

Total

3

6

27

59

Management 6

1

8

8

29

Operation

1

1

3

9

30

Total

7

2

11

16

59

2

Following my organisation cybersecurity Management 0
policies reduces the risk of a security
breach
1

Following my organisational cybersecurity Management 1
policies is a useful behavioural tool to safeguard my organisational IT assets

I deem it inappropriate to visit obscene
websites

1

practices.

5.3.3

Intention to comply

The data on the intention to comply with organisational cybersecurity security control
measures are presented in table (5.5) and fig (5.4). According to the plot in Fig (5.4), more
than half of the management (53 percent) strongly agreed or agreed on the questions on
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Figure 5.2: Attitude distribution

intentions to comply with organisational cybersecurity control measures. The chart also
shows a similar distribution for operational staff with 54 percent of the respondent who
strongly agreed or agreed.
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Table 5.4: Subjective norms about cybersecurity measures

Statement
on
SUBJECTIVE Type
of
NORM/BELIEF
ABOUT
CYBER- ResponSECURITY MEASURES
dent

S.D Dis Und. Agr SA

My boss thinks that I should follow the or- Management 1
ganisation’s Cybersecurity policies beyond
the confines of the office

3

3

22

23

Operations 0

3

1

23

19

Total

1

6

4

45

42

4

8

18

20

Operations 1

2

10

17

Total

2

6

18

335 34

My Organisation’s IT department pres- Management 0
sures me to follow the organisation’s Cybersecurity policies beyond the confines of
the office

7

7

10

28

Operations 1

1

4

20

21

Total

0

8

11

30

49

My subordinate thinks that I should follow Management 1
the organisation’s Cybersecurity policies
beyond the confines of the office

3

22

15

30

My colleague thinks that I should follow 1
the organisation’s Cybersecurity policies
beyond the confines of the office

118

14

Operation

1

0

5

18

22

Total

2

3

27

33

52

Figure 5.3: Subjective norm distribution
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Table 5.5: Intention to comply with cybersecurity measures and organisational security
practice

Statement on Intention to comply with
cybersecurity measures

Type
of
Respondent

S.D Dis Und. Agr SA

I am certain I will comply with my organi- Management 3
sation’s cybersecurity policies and routine
beyond the organisational level

Following cybersecurity policies is more
important than fast racking job completion

I am certain that I will not visit a site I
adjudged to be inappropriate

I am certain to follow my organisation’s
cybersecurity policy

120

4

10

13

21

Operations 5

7

6

17

11

Total

11

16

30

32

Management 0

8

14

15

13

Operations 6

9

8

15

8

Total

16

22

30

21

Management 3

12

9

10

16

Operations 4

4

10

17

7

Total

20

19

27

23

Management 3

12

9

17

9

Operation

2

11

10

15

7

Total

5

22

19

32

15

8

6

7

Figure 5.4: Intention distribution
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Table 5.6: Security knowledge that will facilitate compliance
Statement on knowledge of cybersecurity that
support the promotion of security practice

Type
of S.D Dis Und. Agr SA
Respondent

I understand with clarity the content of my
organisation’s cybersecurity policy

Management 1

2

9

13

12

Operations 4

3

9

15

10

Total

5

18

28

22

Management 0

3

4

17

13

Operations 1

3

10

18

9

Total

6

14

35

22

0

0

12

24

Operations 3

1

4

16

18

Total

1

4

28

42

4

5

17

10

The cybersecurity policy, procedure, and
guidelines clearly state what is expected of me
to safeguard information technology assets

5

1

I Know what risk it is to me and my organisa- Management 1
tion when opening an email from an unknown
sender especially one with attachment
4

I received adequate training to use the In- Management 1
formation technology assets and applications
required for my daily duties

My organ. acknowledges globally recognised
prof. cert. in assignment of responsibilities

Operation

3

7

9

12

11

Total

4

11

14

29

21

Management 1

2

0

17

17

Operations 2

5

9

11

15

Total

7

9

28

32

3

3

17

13

Operations 3

1

9

15

13

Total

4

12

32

26

Management 0

2

4

16

15

Operations 0

1

9

20

11

Total

3

13

36

26

2

5

10

20

3

I believe I have the skills set to implement
Management 1
controls to safeguard my organisation IT asset

I can adapt my organisation cybersecurity
policy in various areas of IT application

4

0

I understand why and where the cybersecurity Management 0
policies are to be applied
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Operation

2

1

5

21

13

Total

2

3

10

31

3

5.3.4

Knowledge

The box plot as shown in fig (5.5) and table (5.6) reveals how the questions on individual
cybersecurity knowledge for the support and promotion of organisational security measures
and practice were answered. The distribution shows that more than 50 percent of the management staff either strongly agreed or agreed with the statement on cybersecurity knowledge.
A similar percentage is found among the operations staff. However, while the percentage of
the undecided, disagreed and strongly disagreed stood about 32 percent among the operations staff, the management has about 19 percent undecided, disagreed or strongly disagreed.

Figure 5.5: Knowledge distribution
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5.4

Summary of the Organisational Culture Survey Results

As earlier stated, the OCAI has been modified slightly to remove the preferred or desired
future state for the organisation, only the present state organisation of OCAI was used. The
results of the survey on each domain are shown in the table (5.7) The figures also show the
mean score for each cultural dimension

5.4.1

Dominant Characteristics

Fig(5.6) and table 5.7 show that the dominant characteristics of the study environment tend
to tilt towards a culture of consistency with a mean score of 37.1, though with a significant
manifestation of the culture of competitiveness. It goes to show that the study environment
is more of a formalised and structured place where procedures and processes govern what
people do as in a typical bureaucratic structure.

Figure 5.6: Dominant charateristics

5.4.2

Organisational leadership

The mean score on organisational leadership dimension is shown on table 5.8 and fig (5.7) the
dimension is dominated by consistency culture with a mean score of 36.3. The organisation’s

124

employees mostly perceives their leaders as coordinators and organisers

Figure 5.7: Organisation Leadership

Figure 5.8: Management of Employee
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5.4.3

Management of Employee

The mean score on the management of employee dimension is shown on in fig.5.8. This
dimension is again dominated by the culture of consistency with a mean score of 34.5. The
management’s concern for the employee in the organisation is therefore mostly characterized by the security of employment, conformity to rules, predictability, and stability in a
relationship.

5.4.4

Organisation Glue

The mean score of organisational glue is shown in fig 5.9 Again, this dimension is dominated
by the consistency culture with a mean score of 36.3. According to the glue that holds the
organisation together is formal rules and policies.

Figure 5.9: Organisation Glue
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5.4.5

Strategic Emphasis

The mean score on the strategic emphasis dimension is shown in fig 5.10, The dimension
is dominated by the consistency culture (38.9). The organisation strategic emphasis is on
permanence and stability, and consideration is given to efficiency, control and smooth running
of the organisation as a strategy for organisational success.

Figure 5.10: Strategic Emphasis

Figure 5.11: Criteris for Success

127

5.4.6

Criteria for Success

Finally, fig 5.11 show the score for the dimension of criteria for success. This dimension is
also dominated by consistency culture with a mean score of 37.1. Success is determined on
the basis of efficient management of resources and the smooth running of the organisation.

5.4.7

Overall Cultural Trait

Fig 5.12 shows the overall organisational cultural score. The culture of consistency dominated
the study environment, True to type, this shows that the organisation is formalised and
structured place where heads of the organisations see themselves as coordinators and organisers, formal rules and policies hold the organisation together. Stability is the organisation’s
long term concern and success criteria are measured by efficient management of resources.
Accordingly, the management style is characterized by the security of employment and
predictability.

Figure 5.12: Over all cultural trait
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Table 5.7: Results of each dimension of Organisation culture
Mean
score

Dimension

Culture
Type

Dominant Characteristics

Collaboration 28.2
Creativity

27.9

Competitive 36.7
Consistency 37.1
Organisational Leadership

Collaboration 30.6
Creativity

28.9

Competitive 33.5
Consistency 36.3
Management of Employee

Collaboration 30.6
Creativity

28.9

Competitive 33.5
Consistency 34.5
Organisation Glue

Collaboration 30.6
Creativity

30.5

Competitive 33.5
Consistency 36.3
Strategic Emphasis

Collaboration 34.0
Creativity

32.2

Competitive 34.1
Consistency 38.9
Criteria For Success

Collaboration 34.0
Creativity

30.7

Competitive 33.1
Consistency 37.1
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5.5

Assessing the influence of Organisational control elements
on employee cognitive belief in fostering security practice
in an organisational context

5.6

Empirical Results

After specifying the SEM model (Chapter 4), the Smart PLS algorithm was deployed to
generate the estimates path coefficient[167]. According to [52], first, we evaluate the reliability
and validity of the outer model. The report of the outer loading which are the bivariate
correlations between the indicators and the latent construct for the reflective model is
presented in table(5.8)

5.6.1

PLS-SEM Model Assessment

The challenge of survey research is in selecting the appropriate statistical model for analysis.
The Partial Least Squares based Structural Equation Modelling and Covariance-Based
Structural Equation Modelling are well established popular multivariate data analysis
methods for researchers and scholars [128], [52]. Whereas CB-SEM is based on the concept
of factor analysis and uses maximum likelihood estimation, PLS-SEM is based on the
principal component concept and uses partial least squares estimator [128], [71]. Partial
least squares, variance-based is widely accepted in business management research including
operations management and information security management [152] [90], [179]; marketing
management [72] and organisational behaviour and human resource management [4]. 5To
test the hypothesis, SmartPls 3 software [167] was used as the major statistical tool for
model estimation using a two step approach. The following section provides the details of
the approach used in assessing the model.
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5.6.2

PLS-SEM Model Algorithm

The PLS algorithm used in this project is aimed at estimating the values for the endogenous
latent variables (which is our constructs in the model) by an iterative procedure. Fig 5.13
depicts the flow chart of the algorithm. We first constructed the initial latent variable scores
by the weighted sum of its indicator (the measurement variable MV) which is set to 1 at
initialisation. Then each LV’s inner weight (the reflection of the strength of connection
between the LVs) is reconstructed as a weighted sum of the neighbouring LVs using a
weighting scheme. The inner approximation of LV score is then calculated as a linear
combination of their respective adjacent LVs . The outer weights are calculated as the covariance between the inner proxies of each latent variable and its indicators. Our model
estimation occurred after sequence of regressions in terms of weight vectors which converges
after a fixed point. Our PLS path algorithm includes a three stage operational sequence; (1)
the iterative approximation of the latent variables (our constructs lambda 1-6) scores (2) the
estimation of the outer weights, outer loading and path coefficients and (3) the estimation of
location parameters. Only the first stage in our algorithm is iterative and comprises four
steps. The steps are highlighted below:
Step 1 Initialisation; Outer approximation of LVs:Upon initialisation the weights
are set to 1 Construct the outer proxies of LV as a weighted sum or linear combination
of their respective MV Subsequent weights for the linear combination result from step4
(iteration)
Step 2 Estimation of Inner weight: Estimate the inner weight for each LV as a
weighted sum of neighbouring LVs using a standard weighting scheme; the strength of
the connection between neighbouring LV.
Step 3 Inner Approximation of LV scores: Use the estimated inner weight to
calculate the inner proxies of each LV as a linear combination of the outer proxies of
the respective adjacent LV
Step 4 Estimation of the outer weights.: The outer weights are calculated as the
covariance between the inner proxy of each latent variable and its indicators
Step 5 Result: If the relative change of all the outer weights from one iteration
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to the next are smaller than a predefined tolerance, and iteration =300, the estimation of factor scores done in Step 4 is taken to be final. Otherwise go back to Step
2.Outputs:Loadings factor and inner regression coefficients including inner latent
score are calculated as outputs.

Note: MV refers to Measurement Variables which are the indicator scores. LV are latent
variable which are the constructs in our model upon which the indicator (MV) are connected.
For the initial weight set to 1 produces an adjacency matrix for which MV =1 for a connection
to LV and 0 where there is no connection to LV and serves as initial input data matrix A
[58] [139].

Figure 5.13: Flowchart Algorithm
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5.6.3

Pseudo code for the PLS-SEM Algorithm

• Input Data Matrix A
• Process
• 1: Initialize Data Matrix A = DA (normalise)
• 2: Compute latent score Y
• 3: iter=iter+1
• 4: Estimate Cy (Covariance Matrix)
• 5: Compute inner weight score W = Db*Cy
• 6: Estimate new score Y=Yw
• 7: Update A
• 8: GO TO STEP 2
• 9: repeat step 3 - 7
• 10: else
• 11: if iter < 300
• 12 repeat step 3 - 7
• 13: exit loop
• 14: end if
• 15: end if
• 16: For l = 1 - 6 do
• 17: Compute Yl
• 18: Compute B (multiple linear regression on Yl)
• 19: end for
• 20: Compute location parameter (Factor loading, reliability measures,
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• Outputs: the coefficient matrix B, inner weight matrix W , component
score matrix Yl, Latent variable score Y, Location parameters

5.6.4

Quality of Measurement Model

The quality of the measurement model is usually assessed in terms of its content validity,
construct validity and reliability. This is to ensure that only reliable and valid construct
measures were used for assessing the nature of relationships in the overall model [91].

Content Validity
Content validity reflects the extent to which the items represent the construct being measured
and is usually assessed by domain experts. In our study, this is achieved by adopting previously
published measurement items for the construct feedback from our pilot study.

Construct Validity
Construct validity for our reflective measures defines the degree to which the measurement
items are related to the construct to which they are theoretically predicted to be related.
The validity of the constructs was assessed through internal consistency, indicator reliability,
convergent reliability, and discriminant validity

Indicator Reliability
The Indicator Reliability (IR) represents how much of the variation in an item is explained
by a variable [51]. It is assessed using the outer loading as shown in Table 5.8. A higher
outer loading on a construct indicates that the associated measure has much in common,
which is measured by the variable [51]. [51] recommended indicator outer loading of 0.708
for the reliability of the reflective measure to be established. The authors further suggested
that indicators outer loading between 0.4 and 0.7 should be considered for deleting if only
it will lead to an increase in composite reliability above the recommended threshold of 0.7.
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After running the PLS algorithm items COMP3 , COMP4, COMC2 and ColC1 were omitted
because they could not reach the level of acceptable indicator reliability threshold.

Figure 5.14: Pls Model for Indicator Loading 1
Fig 5.14 shows the out put of the PLS algorithm of the initial resultant relationship of all
the constructs in our model. It shows the path coefficient scores and the the loading factors.
The final model is presented in fig 5.15 after the measurement variable score whose value did
not meet the recommended thresh hold.
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Table 5.8: Factor Loading
CogMech Coll
ColC2

0.769

ColC3

0.809

ColC4

0.825

ColC5

0.831

ColC6

0.807

com

Comp

Comp1

0.928

Comp2

0.888

ComC6

0.820

ComC1

0.802

ComC3

0.837

ComC5

0.792

Con

ConC1

0.849

ConC2

0.748

ConC3

0.717

ConC4

0.702

ConC5

0.817

ConC6

0.759

Cre

CreC1

0.830

CreC2

0.848

CreC3

0.736

CreC4

0.808

CreC6

0.800

Crec5

0.865

Lea

CogMechr 1.00
Lea1

0.763

Lea2

0.847

Lea3

0.848

Lea4

0.882
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Internal Consistency
Internal Consistency (IC) is a form of construct reliability check used in assessing the
consistency of results across items of the same variables [51]. It determines whether the
items measuring a variable are similar in their scores [70]. Internal consistency is assessed by
using Composite Reliability (CR). Table (5.9) shows the CR values of all the latent variables
used in this study. The values were found to be greater that 0.7, above the recommended
threshold, which establishes internal consistency [51]

Convergent Validity
Convergent validity refers to the degree of agreement in two or more measures of the same
construct and is assessed by inspection of variance extracted (AVE) for each factor [59].
Table (5.9) shows the AVE values of all the latent constructs used in this study. The values
are found to be more than the prescribed threshold of 0.50 hence convergent validity is
established. According to[51], adequate internal consistency and reliability are established
when Fornell and Larckers measure of composite reliability and Cronbach alpha is higher
than 0.7 The values in Table (5.9) are all above 0.7 suggesting adequate internal consistency.

Discriminant Validity
This refers to the extent the measures of different constructs are unique; ie the degree to
which a single construct is distinct from the other constructs in the model [20] and how many
indicators represent a single construct [73] p.115). This is achieved when two conditions
are fulfilled using the test provided by [59]. First, when the constructs have AVE loading
greater than 0.5 meaning that at least 50 percent of measurement variance was captured by
the construct [23] and secondly when the square root of each construct’s AVE is higher than
the inter-construct correlation [59]. Table (5.9) shows that the two conditions have been
satisfied and therefore they confirm discriminant validity. The next is the assessment of the
structural model
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Table 5.9: Fornell Lacker Test

Variables

AVE

CR

CA

COG

COG

1.000

1.000

1.000

1.000

COLL

0.654

0.904

0.868

0.377

0.808

COMP

0.0.662

0.907

0.874

0.662

0.584

0.813

OSP

0.825

0.904

0.790

0.701

0.340

0.299

0.903

CON

0.588

0.895

0.859

0.497

0.674

0.547

0.503

0.767

CREA

0.663

0.922

0.900

0.327

0.782

0.695

0.284

0.542

0.814

LEA

0.698

0.902

0.856

0.500

0.447

0.368

0.423

0.515

0.389

5.7

COLL

COM

OSP

CON CREA

LEA

0.835

Evaluation of Structural Model

After the reliability and validity of the variables in the measurement model are established,
the structural model is assessed to test the relationship between endogenous and exogenous
variables. It comprised of statistical methods to test the hypothesized relationship in a
conceptual or theoretical model. SEM has the ability to isolate observational errors from the
measurement of latent variables and this attribute has made the tool to be widely applied
in various research areas. The SEM in Fig (5.15) presents information about hypothesized
relation using path coefficient Beta and R squared. Beta denotes the strength of the path
coefficient (hypothesized relationship) while the R2 values of the endogenous constructs
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measure how variance in the endogenous variables is explained by the exogenous variables
specified in the model [91]. Because PLs do not require normally distributed data, its
predictive accuracy is evaluated with R squared calculation for dependent latent variables
[25] which determines how well the model fits its hypothesized relationship and constructs’
percentage variation that is explained by the model.

5.7.1

Path Coefficient

PLS-SEM algorithm calculation in SmartPLS provided path coefficient (along the arrows).
Fig(5.15) shows the path coefficient for the direct relationship between organisational control
factors, individual employee cognitive process and organisational security practice (compliance). The path coefficient values are used for analysing the strength of the hypothesized
relationship. The path coefficient values close +1 represent a strong positive relationship
whereas values near 0 represent a weak relationship. The research used a nonparametric
bootstrapping routine on 120 data points and 1000 samples [205] to report the significance of
path coefficient value. According to [52], bootstrapping is a resampling approach that draws
random samples with replacements from the data and uses the samples to estimate the path
model multiples times under slightly changed data constellations. The goal of bootstrapping
is to calculate the standards error of the coefficient estimate in order to examine the coefficient’s statistical significance. It provides empirical “t” statistics and “P” values. The t value
is compared with critical value to check if it is greater than the critical value that is desired.
The critical t values are 1.65, 1.96, 2.57 for a significant level of 10 percent, 5 percent, and 1
percent respectively for a two-tailed test. Following the bootstrapping report, the significance
of path coefficients for the model is shown in Table (5.10) and Fig (5.15). The table further
shows that all paths from leadership and consistency culture to organisational /individual
security practice are significant. The magnitude of the coefficient defines the relevance of
that path. Fig (5.15) also shows that employee cognitive mechanism have the largest path
coefficient (.602) on organisational security practice or compliance followed by leadership
(.402), and consistency culture (0.221). The significant path coefficient of leadership on
the various organisational values are also highlighted; Leadership on CogMech (0.329), on
collaborative culture (0.447), on competitive culture (0.368) and on consistency culture
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(0.515) and finally on Creativity culture (0.389). The R Squared values of the endogenous
construct are shown inside the circles.
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Table 5.10: Path Coefficient

Variables Path

β

T Statistics P Values Supported/Rejected

COG»COMP

0.602

6.827

0.000

Supported

COLL»COG

-0.016

0.106

0.915

Rejected

COLL»COMP

-0.033

0.242

0.809

Rejected

COM»COG

-0.041

-0.0.389

0.712

Rejected

COM»COMP

0.049

0.511

0.610

Rejected

CON»COG

0.327

2.408

0.016

Supported

CON»COMP

0.221

2.023

0.043

Supported

CREA»COG

0.063

0.511

0.609

Rejected

CREA»COMP

-0.040

0.372

0.710

Rejected

LEA»COG

0.329

3.501

0.000

Supported

LEA»COLL

0.447

5.410

0.000

Supported

LEA»COM

0.368

4.286

0.000

Supported

LEA»CON

0.515

7.171

0.000

Supported

LEA»CREA

0.389

4.819

0.000

supported
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Figure 5.15: Pls Model for Indicator Leading 2
. Fig 5.15 shows the final out of our PLS algorithm after omitting measurement variable
score whose value did not meet the recommended thresh hold which also led to an improved
predictive accuracy of 0.525

5.7.2

Quality of Structural Model

Coefficient of Determination (R-squared)
The coefficient of determination (R-squared value table 4.11) shows the predictive accuracy
of the model which is calculated as the squared correlation between a specific endogenous
construct’s actual and predicted values [52]. It represents the amount of variance in the
endogenous construct explained by all the exogenous constructs linked to it [52] The values
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range from 0 to 1 where the value near 1 indicates high predictive accuracy. R-Square of
security practice/compliance (dependent variable) for the study is 0.525. The combined effect
of all independent variables can cause a 52.5 percent variation in organisational security
practice. For employee cognitive factors, the value is 33 percent. Acceptable value depends
on model complexity and research discipline [52]. As earlier stated [23] R squared value of
0.67, 0.33, and 0.19 can be described as substantial, moderate or weak. We can, therefore,
say that the explanatory power of the model in this study is high especially when compared
with similar published studies (eg 42 percent in [[83], 35 percent in[18], 30 percent in [36], 42
percent in [156].
Table 5.11: Coefficient of Determination
Construct

R-Squared

COG

0.329

COLL

0.200

COM

0.135

OSP

0.525

CON

0.266

CREA

0.151

Effect Size
The effect size is calculated as the change in the value of R squared when an exogenous
construct is omitted from the model and can be used to evaluate whether the omitted
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construct has a substantive impact on the endogenous constructs [52]. As earlier stated the
values 0.02, 0.15 and 0.35 respectively represent the small, medium and large effects of the
exogenous latent variable [25]. Table(4.12) shows that the effect size on endogenous latent
construct organiasational security practice is small with the exception of employee cognitive
factor which has a large effect size of 0.571 (>0.35).
Table 5.12: Effect Size
COG

COLL

COG

COM

COMP

CON

CREA

0.361

0.178

LEA

0.571

COLL

0.000

0.001

COM

0.001

0.002

COMP

-

CON

0.073

0.046

CREA

0.002

0.001

LEA

0.115

-

0.250

-

-

0.156

Predictive Relevance
Q-Squared indicates the model’s predictive relevance which is called Stone-Geisser’s QSquared value [187], [61]. Values of Q-Squared larger than zero for a reflective endogenous
construct indicates the path model’s predictive relevance for the construct [73]. Running the
blindfolding procedure in SmartPls with omission distance (D) value = 7, the resultant Q2
values are greater than zero as shown in Table (4.13), which indicates that the path models
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reveal a predictive relevance. However, in a case of a negative Q2, the researcher should
come to a conclusion of the absence of predictive relevance (Cohen 1988).
As earlier stated, PLS-SEM does not have a global standard goodness of fit measure [81].
However, [192] propose an assessment of the overall SEM model combining average variance
extracted (AVE) by each outer model and variance explained (R squared) by each inner
√
model. GoF is calculated as AV E ∗ R2 and is bounded between 0 and 1 where a higher
value indicates better model performance. Table (4.13) report Q2 and GoF statistics. From
the criteria of inner model assessment, the explained variance of the key variable of the
analysis (Organisational security practice ie Compliance) has the highest value of R2 (0.525)
and also looking at the Q2 statistics, the highest degree of predictive relevance is for the
latent variable Organisational security practice (ie compliance). Other endogenous latent
variables have Q2 ranges > 0.02 indicating a small to the medium size effect.
Table 5.13: Q2 Statistics and Goodness of Fit
Construct

Q2

R2

COG

0.263

0.329

COLL

0.117

0.200

COM

0.076

0.135

OSP(COMP)

0.384

0.525

CON

0.141

0.266

CREA

0.088

0.151

GoF

0.441

The Standard Root Mean Square Residual (SRMR)
The SRMR is an absolute measure of goodness of fit criterion for PLS-SEM [80]. It is the
difference between the observed correlation and the predicted correlation. According to [52],
a value less than 0.1 is considered a good fit. From the model, it is observed that the SRMR
is 0.075 which is less than 0.1, (see table (5.14) we can, therefore, say that the model is
meeting the goodness of fit criteria.
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Table 5.14: The Standard Root Mean Square Residual (SRMR)
Saturated Model

5.7.3

SRMR

0.075

NFI

0.702

Total Influence

The direct and indirect influence on the two important outcome variables in our model
(Cognitive mechanism/process and organisation security practice is presented in table (5.15).
The table shows how ranking based on the marginal influence on individual security practice
and cognitive process changes when the indirect influence is accounted for. Although policy
implication of these findings is not out of the interest of this research, we show from the
table (5.15) and fig(5.15) how from SEM findings interesting normative inferences could be
derived. From the table (5.15), the direct and indirect influence of the two outcome variables
of cognitive mechanism and individual security practice (compliance) reveals much of the
importance of each theoretical construct in the model. For instance, the total influence of the
organisational control elements of leadership and cultural values changes when the indirect
influence is accounted for. While leadership (.402) has the second largest direct influence on
security practice after cognitive mechanisms (.602), however, once the indirect influence was
accounted for, we observe that the second most important determinant of security practice
becomes the cultural value of consistency (0.418).
The reason for this could also be explained in view of the fact that in the context of security
practice and compliance, consistency in following the rule is the most important values that
shape security-related behaviour. This is because our focal behaviour is following established
rules, standards and procedures on security practice.

5.7.4

Impact Performance Matrix

The performance impact graph in fig (5.16) shows the relative priority of the influencing
factors. The Impact Performance Matrix Analysis (IPMA) ([85], [166] was carried out using
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SmartPls 3 software. The chart shows the priority of the cognitive mechanism/process and
cultural value of consistency over leadership in achieving sustainable security practice. The
result is consistent with other previous studies that have highlighted the importance of the
cultural value of consistency in the management of organisational information security ([47].
The priority of the cognitive process also goes to affirm the resilience and reliability of the
theory of planned behaviour in predicting individual behaviour (security practice)[2].

5.7.5

Mediation

Although the analysis of the mediation effect is out of the interest of the research, Table
5.15) shows the direct and indirect influence of the exogenous construct in the model. [153]
proposed a two-step approach in establishing if a mediator mediates the relationship between
the predicting and outcome variable. This involves both the relationship of the predicting
variable to the mediator and that of the mediator to the outcome variable must be significant.
The mediation pathway is significant if the indirect path coefficient is significant at least to
0.05 level [131]. In addition, mediation is confirmed to be present when the lower and upper
limit of the confidence interval does not straddle a zero in the range.
The main normative result of this analysis point to the role of the value of consistency culture
as a mediator. For instance, the direct influence of leadership on consistency culture is
significant at β = 0.515, so also the direct influence of consistency cultural value on security
practice at β = 0.221. Accordingly, the lower and upper limit of the indirect effect was
calculated as indicated by [153], the indirect effect at 95percent boot confidence interval
[LL = 0.013, UL =0.261] did not straddle a zero in between indicating there is a valid
mediation. Accordingly, the direct influence of leadership on cognitive processes and that
of cognitive processes on security practice are significant at β=.329 and .602 respectively.
Again, according to [153], the indirect influence 95 percent boot confidence interval [LL=
0.056, UL = 0.335] did not straddle a zero in between indicating there is a valid mediating
effect. We can thus conclude that the mediation effect is statistically significant.
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Table 5.15: Direct Influence
Path

Indirect Influence Direct Influence

COG»OSP

0.602

0.602

LEA»COG

0.170

0.329

0.500

CON»OSP

0.197

0.221

0.418

LEA»OSP

0.402

0.402

CON»COG

0.327

0.327

CREA»COG

0.063

0.063

COM»OSP

0.025

0.049

0.024

CREA»OSP

0.038

-0.040

-0.003

COL»COG

-0.016

-0.016

COM»COG

-0.041

-0.041

-0.033

-0.043

COL»OSP

5.7.6

Total Influence

-0.010

Synthesis

This section examines the relationship between organisational control factors (organisational
Leadership and cultural values) and the cognitive process and its influence on security
practice in an organisational context by PLS-SEM. Approaching this phenomenon as a
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Figure 5.16: Importance Performance Map

latent variable the research examines the security practice in the public sector information
technology organisation in Nigeria. First, we present the descriptive statistics showing
cultural analysis of the study environment. The culture of consistency dominated the study
environment. True to type, this shows that the organisation is formalise and structured
place where heads of the organisations see themselves as coordinators and organisers, formal
rules and policies hold the organisation together. Stability is the organisation’s long term
concern and success criteria are measured by efficient management of resources. Accordingly,
the management style is characterized by the security of employment and predictability.
From methodological point of view, the analysis of empirical relationship between constructs
that are not directly observable and intrinsically multidimensional with a small sample space
makes PLS-SEM a worthwhile approach for this strand of literature. The methodology
allows predicting the security practice by an integrated framework based on existing theories
and empirics of security practices. This is made possible by the chance PLS-SEM gives
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researchers to simultaneously specify both determinants that are directly and/or indirectly
influence security practice as well as the individual cognitive process. This is the structural
model of PLS-SEM
Some normative policy implications were also derived from PLS-SEM findings by using
the estimated direct and indirect influences. It was also discovered from the analysis that
focusing only on direct influence may be misleading, we further observed that the most
relevant determinants of security practice are the cognitive process, consistency cultural
value, and leadership. However, the order of influence changes once the indirect influence is
accounted for. For the other cultural values, competitive culture has been considered to have
influence in organisational information security practice in literature[47], our data confirms
their minimal influence which is not statistically significant.

5.8

Discussion

Based on our research questions the first main task is to examine the relationship between
cybersecurity governance (illustrated by the adoption of ISO 27001 information security
standards) and cybersecurity development (as represented by Global Cybersecurity Index
GCI) across national cultures. The second main task was to develop a multi-theory model
that better increased our understanding of how organisational control elements of culture
and leadership interact with cognitive process (described by elements of theory of planned
behaviour) to influence security practice in an organisational context. This discussion is
organised around these main focus areas.
The first task was attained through institutional review and survey of archival source
documents and data from ITU, ISO and Hofstede cultural scores of selected countries. Data
from ITU-GCI 2017, ISO 2017, updated Hofstede cultural Score, 2017 were examined and
classified according to Low Middle Income Country (LMIC), Upper Middle Income Country
(UMIC) and High Income Country (HIC). The classification followed a leading United
Nations publication that distinguishes the economic characteristics of different countries
according to the level of development [32].
A number of studies have demonstrated that the economic wealth accounted for the disparity
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among nations [32]. This has led to the classification of Low Middle Income Countries (LMIC),
Upper Middle Income Cointry (UMIC) and High-Income Countries (HIC). Again,[78] has
also demonstrated that most of the assumptions about human thinking are not applicable
to all countries which characterise only about 12 percent the world’s population that are
distinct in analytical reasoning and economic decision. Hence generalising those assumptions
may lead false claims about the main drivers of human behaviour. Besides, the LMIC, UMIC
and HIC may have diverse cultural requirements and characteristics.
The review further opened our understanding that the composite measures of the Global
Cybersecurity Index (Legal, Technical and Capacity building) were based on ISO standards
and certifications. The observation fuels the indication that the principles of ISO 27001
standard were incorporated in the strategies for the nation’s improvement of the nation’s
cyber wellness rating.
A common comparison approach has been helpful in examining the relationship between the
adoption of ISO 27001 and cybersecurity development across various cultures. For instance,
the various groupings showed that the majority of the high-income countries also have high
adoption rates. However, the rate of adoption varies across cultural settings. The group
classification shows that most countries of high individualism culture (IDV) cultural settings
within the high-income group have high adoption of ISO 27001, whereas countries with
high power distance (PD) cultural settings in low-income groups have a high adoption of
ISO 27001. These observations show how cultural peculiarity and prescriptions should be
accounted for in the design, implementation, and adoption of ISO 27001. This answers the
first research question.
The findings are similar to what was reported in [178], and in line with [94]. Accordingly,
the outcome reveals that low and high-income countries will require different approaches to
the implementation and adoption of ISO 27001 not only because of the income disparity
but also of the cultural peculiarity that impacts the adoption. Further to the above, the
incorporation of the principles of ISO 27001 in national cybersecurity security strategies will
significantly have an importance effect on the national cyber-wellness rating of a nation.
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5.8.1

Organisational Control and Security Practice

The second objective was attained through developing and empirically testing a research
model that included the three broad theoretical frameworks concerning culture, employee
cognitive beliefs, and organisational environment. Using theory of integration, we combined
the theories of planned behaviour, technology-organisation, and environment theory and
organisation cultural framework to better understand how organisational control elements
interact with cognitive mechanisms to influence security practice.
The research design includes first, the establishment of study’s hypothesis and research
model and second the quantitative stage where measurement instrument was developed. The
measurement instrument was used to collect data from 122 respondents from the three public
sector information technology organisation in Nigeria holding ISO 27001 certifications.
In order to reduce the models’ complexity and improve theoretical clarity, we applied principal
component analysis to reduce the dimensional elements of the theory of planned behaviour.
This does not affect the outcome of our analysis as previous research has demonstrated that
a strong positive relationship exists among these dimensional elements [150]. Specifically
[150] suggested that only one of the components could be suitable when time is is of essence
or research is aimed at focusing on one component of security behaviour.
The result of the empirical test of the sample population of 120 respondents shows the
effect of the organisational control element of leadership, and culture and how they conspire
with cognitive mechanisms to influence organisational security practice. The influence of
leadership participation is fundamental to our theory. The participation have strong and
significant effect on the cognitive construct and mechanisms, (H13 , = 0.329 ) and the
various categories of culture (H9 , = 0.515, H10, =0.447 , H11, = 0.389, H12 = 0.368).
This is consistent with main stream literature on culture and organisational behaviour [168],
[171], [13]
The influence of the hypothesised relationship between the various categories of culture and
cognitive mechanisms are minimal and non-significant with the exception of the culture of
consistency that as strong and significant effect on Cognitive mechanism (H1 = 0.327). Similar trend follow the relationship between the various categories of culture and organisational
security practice (compliance). However the relationship between the consistency culture
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though supported by the our data H2 = 0.221, its relevance for overall decision making
remains weak at p(0.043).
The result shows that incorporating security control measures into organisational processes
and procedures alone may not be entirely sufficient for an efficient and sustainable organisational security practice. Rather findings suggests that the effect of organisational culture
on organisational security practice (compliance) is fully mediated by cognitive constructs
and mechanisms. Though this is rather surprising from theoretical point of view, since the
culture maintains strong statistical relevance with cognitive constructs and mechanisms and
extant literature on organisation behaviour usually articulate a direct relationship between
culture and individual employee behaviour of interest.
However, one explanation we could offer for the weak relevance is that the current security
operational procedure may not have taken full cognisance of the prevailing organisational
culture in design, development and implementation of security controls. This will not
be surprising as most non-western cultures simply adopt security standards developed by
the West cultures without consideration to cultural peculiarities. Consequently, users are
therefore required to go through training not only on the operational procedures of the new
organisational security control measures, but also the new cultural prescriptions introduced
by the new security concept. For instance the BSI group responsible for the ISO/ISMS
information security management system standards development and certifications is fundamentally designed from Individualism cultural background (UK). Therefore for an effective
adoption of the standards by countries of different cultural persuasion, like non western Power
distance culture, the mind will have to be re-programmed [86] to adopt the prescription of
the IDV cultural view for an efficient security practice. Little wonder why the majority of
the successful adoption of ISO standard is among the western culture of IDV orientation Cf
chapter 2.
Using the two-step approach proposed by [153] in establishing if a mediator mediates a
relationship between a predictor and outcome variable, the result shows that the direct
influence of consistency culture on cognitive process is significant at = 0.321 and that of
cognitive mechanisms to security practice is also significant at = 0.602. Accordingly, the
indirect influence at 95 percent confidence interval lower limit (LL) 0.023 and upper limit
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(UL) 0.261 does not straddle a zero in between indicating a valid mediation. Our finding
therefore clearly suggest that that effect of organisational control elements of leadership
and organisational culture on employee security practice behaviour is mediated by cognitive
process of the employee regarding specific task and context, thereby supporting the main
thesis of this research which is to increase our knowledge and understanding on how organisational control elements of leadership and culture interact with cognitive process to foster
organisational security compliance
This finding further supports the argument that responses to organisational stimuli is based
on the individual cognition [76]. Elucidating on [76] theoretical argument, what organisational culture does is to inflame the latent cognitive structures that aid individual responses
rather than the responses themselves. In our research the latent cognitive structures are the
components of the theory of planned behaviour which formed the cognitive process (Attitude,
subjective norms, knowledge, and intentions).
The insignificant and weak relationship between the three cultural values with, first with
cognitive process and secondly with security practice is intriguing but not surprising. Even
though culture provides a framework for sense-making, [76] only the prevailing and espoused
organisational culture will be relevant in influencing individual cognitive mechanisms toward
behaviour of interest such as the individual employee security practice. In our research,
consistency culture is the espoused manifest organisational culture for the organisations
considered for the research (Section 4.4).
The out come of the findings equally suggests that consistency culture has an important
role in ensuring effective security practice. The variable is also found to have a mediating
role in the association of leadership and security practice thereby further explicating our
argument that organisational security practice is a product of integrated management of
employee cognitive process and the espoused cultural values; incorporating sets of security
procedures and control measures as part of organisational routine and at the same time
manipulating individual cognitive structure (in our case the constructs of TPB) , results
in the employee being made accountable to specific organisational process which includes
security practice. That is employees are most likely to ensure an effective security practice if
they are made accountable to the process. Furthermore, by dimesionalising organisational
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culture, the individual capacity to respond to emerging security threat evolved, while targeted
individualised security program aimed at enhancing the effectiveness of security practice is
achieved.
Consistent with the proposed model, we also found out that leadership has a significant
direct effect on the cognitive process and mechanism and all categories of organisational
cultural values. Hence from table 5.10, hypothesis 10-14 are fully supported.
The model’s construct explains 52.5 percent of variance in security practice indicating the
model’s moderate explanatory power. With regard to cognitive process, the model’s explanatory power is 32.9 percent. This is not remarkable as it is predicted in the model by
leadership and organisational culture values known to be strong determinants of cognitive
process in an organisational context. Construct such as creativity and collaborative cultural
traits are known not to have important contributions to the model and could be eliminated
for better predictive model if organisational culture will be used as dependent variable.
The significant indirect effect of leadership on organisational security practice (compliance)
is worthy of mentioning (Table 5.15). This could be explained by the activities and security
programme initiatives of the leadership that permeates throughout the organisation consistent
with findings of [92]. The initiatives of leadership as incorporated in the organisation vision
provides strategic guidance and emphasis that have a potential effect on security practice.
Leadership actions modify and shape organisational culture [171]. According to [13] p.113,
Leaders create a mechanism for cultural development and reinforces norms and behaviours
expressed within boundaries of culture and inflame other cognitive structures to influence
security practice in an organisation. Cultural norms arise and change because of what leaders
focus their attention on, how they react to the crisis, the behaviour they role model and who
they attract to the organisation. It is therefore not surprising that both cognitive processes
and culture mediate the influence of leadership on security practice. When organisation
strategic emphasis revolves around effective security security practice/compliance as prerequisites for organisation stability and success, these values are incorporated and reinforced
in the organisational norms which pemeates within the cultural boundaries.
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5.8.2

Individual Cognitive process and Security practice

The individual cognitive process/mechanism is the combined theoretical component of the
theory of planned behaviour. We combined the constructs through dimension reduction
using principal component analysis in order to reduce theoretical complexity and improve
the theoretical clarity.
Findings from our analysis show that the cognitive process has the greatest influence on
security practice in our model =.602. This is not surprising as the resilience of the theory of
planned behavior has been confirmed in many works of literature which is also supported by
our work. The cognitive process acts as a gatekeeper and therefore adds to our understanding
on the role of organisational control element in fostering organisational security practice.
The literature on organisational behaviour has always used a direct relationship between
culture and behaviour of interest [201], however, the finding of our analysis shows that the
mediation impact of the cognitive process is significant and therefore call for further studies
on how the cognitive structure could be inflamed to produce the required effect on security
practice.
The importance of the argument is shown Fig (5.16) which depicts the cognitive process as
the most influencing factor deserving more management attention. This is also consistent
with mainstream literature in information security [18], [181], [90],[103]. However this study
calls for further research on how individual cognition process could be influenced in an
organisational context to complement the extant literature and expand the research horizon.
Though researches have advocated the use of security education, training and awareness
(SETA) programmes [18], [28], others have demonstrated the use of finding from human
cognition [151].
Consequently, because of the strong influence the culture of consistency on the cognitive
process and its mediating effect on leadership, it is therefore not clear how invisible rule
can be ignored to give effect to those initiatives advocated as a means of promoting individual cognitive structures and mechanisms. While increasing our understanding of how
organisational elements interact with individual cognitive processes to shape organisation
security practice, which is one of the major contributions of this thesis, we equally call for
more studies integrating other behavioural theories and cultural frameworks.
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Our review of literature in security compliance and practice reveals inadequate empirical
studies especially on mechanism for achieving an effective security practice, in non-western
cultures. The study further complements the limited existing studies and also offer theoretical
support , explanation and empirical evidence on what drives organisation to achieve an
effective security practice. In summary, the process of effective and sustainable security
practice is achieved through cultural and cognitive dynamics as both cultural and behavioural
element act as mediators and gatekeepers.
the position assumed by both as influencing elements on security practice, thus signals
the need for the leaders in an organisation to structure information security functions and
operations in accordance with employee’s cognitive structure and value orientation in order
to ensure effective and sustainable security practice.

5.8.3

Organisational Security Practice and National Culture

While national culture is not hypothesised in our model, how ever there is a compelling
necessity to examine our results in the light of the western cultures.
The Western culture promotes a more autonomous society where employee behaviour is
driven by their own goals, norms and values. This is a typical individualist society according
to Hofstede cultural classification and therefore prone to implement a formal security arrangement in order assure efficient management of organisational security function. Research
results[1],[77] has also demonstrated how goals, values and norms drive the security behaviour
of non-security experts.
The results from our studies shows that the employee cognitive structure (theory of planned
behaviour) remains the most important element that shapes organisational security practice.
This result has been reported by other studies irrespective of the cultural peculiarities
and prescriptions. For instance, an exploratory field study by [180] using data from four
Finnish corporation and individualist society, demonstrated the resilience of the theory of
planned behaviour in predicting the actual compliance with information security policies.
Similar results from Public university in United States another individualist society also
followed same pattern as the employee cognitive structure did not only appear to be the
most important factor in influencing compliance intentions but also as a significant mediator
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of the effect of leadership [90]. The components of the theory of planned behaviour was also
found to be strong in predicting security compliance behaviour in a research conducted in
Canadian organisations[95].
The suitability of TPB-either the overarching theory or its extension for IS security behaviours is strongly supported by our data which is a non-Western low individualist society.
Consequently, our data analysis from this study seems to lay credence to an emerging view
point in the literature that use of the theory of deterrence as an overriding means by which
security practice behaviour is explicated may require re-examination [36],[83] , [124]. It
is therefore safe to suggest that the study complements previous research by integrating
organisational control elements as theoretical components in shaping security practice, such
components have not been considered in the studies based on deterrence theory.
Further more, it does also appear that, with resilience of the TPB across cultures organisational response to security practice function will largely depend on employee cognitive
structure. Accordingly, irrespective of the cultural orientation, it has been suggested in the
main stream literature that inflaming the employee cognitive structure is a potent approach in
shaping organisational security practice [18],[30],[181]. This study however calls for attention
as to how the organisational control elements shape the employee cognitive structure and
processes, thus complementing the extant literature by expanding the horizon for behavioural
security research and developing better theories.
We also observed from our findings that culture demonstrated overall impact on security
practice than leadership. This may be more realistic in smaller organisation with a collectivist culture. In fact the study of [157] which showed that leadership has direct impact on
organisational security practice contradicted the argument of J251 that top management
security policies has no bearing on attitude and commitment of employee toward the policy
since the leadership are often removed from the employee. [125]observed similar result with
large organisation and demonstrated that employee attitude towards using ERP system are
more influenced by their peers and immediate supervisors than more removed top leadership.
Empirical results from this study implies that cognitive structure and culture mediates the
effect of leadership on security practice. Though direct influence is not hypothesised in our
model but the significant mediation could be an indication of indirect influence suggesting
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the role of an informal control measures. Though our argument is supported by the result
from [66], demonstrating the impact of leadership on employees’ intended information security behaviour across cultures, there have been divergent results in literature as whether
organisational security practice is enhanced by formal control measures such as rewards and
punishment [36],[69] , [124] , there is still no definite answer [35]. Future studies is therefore
needed to investigate this important relationship with cultures and leadership styles.

5.9

Summary of Findings

The summary of our findings are presented in the subsequent subsection. These sub-sections
5.9.1 and 5.9.2 sets out the empirical findings of the research which provides ideational
nuances to the answers to research questions in section 1.2; - to set out how national
culture contribute to accounting for the difference in the adoption of pattern of ISO 27001
information security standards as a systematic security governance framework among the
examined nations grouped according to their economic classifications, and secondly to
examine the relationship between organisation control elements and individual cognitive
mechanisms in shaping organisation security practice in ISO 27001 information security
certified organisations.

5.9.1

Mainstreaming Culture in Cybersecurity Governance and Development initiatives

The results from our institutional review and survey of archival source documents in the first
part of the thesis can support organisation in their decision-making process by offering an
insight on how to align cybersecurity development with cultural peculiarity and governance
practice especially in a non-western culture. While current practical recommendations
are often based on the assumption that governance factors influence security outcomes
independent of each other [100], [184] our results indicates that cultural peculiarities and
restrictions in an important factor in accounting for the difference in the adoption rate of
ISO 27001 among nations of similar economic grouping
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This understanding is essential in improving the adoption rate of ISO 27001 information
security standards as a security governance framework, which inherently provides strategic
support for a guided and steady progress in global cybersecurity index ranking and threat
management capability. Managers of the economies especially among the non western cultures
should, therefore, recognise the importance of mainstreaming national cultural characteristics
and practices in the development and implementation of cybersecurity governance frameworks
and developmental initiatives. This will in effect help organisation to design a more robust
but effective security function that fits the cultural context of their country.
These findings, therefore, elevate the importance of including culture as a factor for the
design and implementation of an IT security governance framework and in particular
when establishing any security process to improve cybersecurity development and threat
management capability.
The outcome further support earlier findings by other researchers on the important role
of culture in the development and implementation of cybersecurity initiatives. Specifically
[178], demonstrated that national cultural dimensions have high impact on on the success
and effectiveness of ISO developmental phases. Also [94] investigated the financial service
and showed the relevance of national cultural dimensions with respect IT security concerns.
Drawing from the institutional review, the difference in the pattern of ISO 27001 certification
adoption among the various economic groups on the account of cultural peculiarities is
an indication of how national cultural values resonate with information security strategic
guidance and organisational security practice frameworks. The outcome of the review further
suggests that security practice guidance frameworks, especially among the non western
cultures, should be developed in conformance with their cultural orientation as against the
current practice where adoptions and modification of security control measures are sought to
suite the cultural prescriptions and peculiarities of the developed West.

5.9.2

Culture and Cognitive dynamics in the Information Security Management

This finding of the second part of the thesis has an important practical contribution for
managers and policymakers. First, the result of this finding shows the relative priority of
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the cognitive mechanism; the component of the theory of planned behaviour; over all the
organisational control elements as can be seen from the total effect table and impact matrix
map. This result contradicts some of the findings in extant literature, For instance [90] and
[156] demonstrated that top management participation is the most important factor that
that determines security practice as a behavioural attribute in an organisational context.
The reason for the contradiction is not far fetched as we believe that research environment
may have contributed significantly to whittle down the effect of leadership. It is important to
note as well that the four cultural dimensions as presented by Quinn 2008) is still valid for our
research. Again in some organisations especially those with IT as their core functions such
as the research environment, the leadership take for granted the direct involvement in the
individual employee cognitive management while focusing on the relevant culture as a potent
tool to influence employee cognitive development which in turn influence organisational
security practice.
However, this prioritized position is not in isolation as it is achieved through the active
participation of leadership and espoused cultural values. This clearly demonstrates that
effective security management and practice could not be achieved by one isolated variable but
by the careful and creative deployment and management of cognitive and cultural dynamics.
Accordingly, what we have found in this study call for active and visible involvement of
leadership not only in influencing changes in relevant cultural values but also in coordinating
the direct and strategic deployment of initiatives and programmes that will inflame the
individual cognitive process and mechanisms as this will foster an efficient security practice.
The influence of consistency cultural value (rule-oriented culture) and the presence/lesser
effect of competitive cultural value (goal-oriented culture) on organisational security practice
offers another important coherent approach to security management practice. The result
suggests that in the organisational culture where properly defined security principles is
incorporated in organisational routine, and employees are not only evaluated on the basis of
goal attainment or task completion but also on the proper application of security principle
and practice, there will be a positive impact on organisational security practice. Furthermore, our result further suggests to management that concentrating only on the cognitive
process of information security knowledge, subjective norms, attitude, and intention are not
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enough and likely inadequate for ensuring sustainable security practice. Given that employee
cognitive process/mechanism mediates the influence of organisational control elements of
leadership and culture over organisational security practices, coordinating the deployment
and directly instituting security programs targeting the mind of the employees will play a
strong complementary role to any existing security management process.
Security practices should, therefore, be incorporated in organisational value for instance,
as key to efficient service delivery while security program should take cognisance of the
espoused values for proper cognitive developmental process and sustainable information
security practice. With this, individual employee is held accountable for security decisions,
which at the same time will be seen as a manifestation of the espoused value. This process
could also be adopted by, management to trigger a change in culture or cognitive structure.
Accordingly. in view of the overall influence of culture on security practice, it is therefore
pertinent that cultural pre-requisite and prescriptions should be considered for an acceptable
security practice in order to achieve the objective of organisational information security.
The findings explicates the complementary relationship between organisational control elements of leadership and culture in conspiring with individual cognitive mechanisms to
influence organisational security practice. With this relationship, when the leadership becomes ineffective in managing the individual cognitive process, the prevailing culture of
consistency (rule-oriented culture) becomes active in that aspect.
Further more the model have elevated the importance of cultural and cognitive dynamics in
the management of organisational security practice thereby encouraging individual employee
to be more accountable.
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Chapter

6

Conclusion and Future works
6.1

Conclusions

Culture is about human and what one has learnt over time which has become the way we do
it here. Consequently, contemporary IS management practices recognises the imperative of
people, process and traditional technology in ensuring an efficient organisational security
practice.
While organisational cultural values represents a key issue that has to be addressed by
management for an efficient organisational security practice, it is necessary to identify those
theoretical elements which contribute to the over all security effectiveness in order to come
up with strategies that will support the deployment of a robust security function. It is
therefore pertinent when analysing Cybersecurity practice to look at organisation from a
socio-cultural context while noting the interdisciplinary nature of cybersecurity.
The study is significant in many ways, first as far as the researcher is aware, it is the
first study of its kind to combine theoretical frameworks of models of two behavioural
security dimensions (organisational control and individual cognitive structures dimensions)
into a single model using the theory of integration in examining organisational security
practice. Explicit benefit of this contribution include highlighting the resilience of theory
of integration which appears to be independent of cultural orientation and the elevation of
cultural prescriptions above leadership in the over all management of organisation security
practice which also appear t be unique in the context of information technology organisations.
The study clearly shows that individual cognitive structure (The theory of planned behaviour)
is the most important theoretical component and critical to efficient organisational security
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practice. The study further offers empirical evidence of a set of inter-relationship between
the important theoretical frameworks that pertains to the efficient management of security
practice in an IT organisation within the context of a low individualist country; Nigeria The
remainder of the chapter concludes the thesis and discusses the study out comes in light of
its objectives, implication an limitations. We present in the next section how the questions
in the study have been answered .

6.2

Questions Addressed in this study

The Research set out to address the following problem; the role of culture in addressing
the challenge of cybersecurity development and organisational secure practice
in Public Sector Information Technology Organisation. One of the motivation for
this research was to solve this problem by explicating what behavioural security component
that need to be addressed in order to ensure efficient cybersecurity management in the
public sector IT organisation in Nigeria. I order to resolve the question, two supplementary
questions were formed.
1 What is the role of National culture in the development and governance of
cybersecurity and organisational security practice.
To conceptualise national culture value and indicators for cybersecurity development and
organisational security practice, an institutional review of archival source document capturing cultural values and cybersecurity development indicators was conducted. Based on
the archival data gathered from various literature, group classification was proposed for a
detailed investigation involving data from 88 countries to determine how cultural peculiarities
accounts for cybersecurity and threat management disparity among the various economic
group.
The research opted for ISO 27001 information security standards certificate adoption in the
first part of the thesis as a measure of cybersecurity governance in view of the standards’ cardinal role as the systematic Information Security Governance framework for the management
of organisation’s information technology assets through compliance to global best practice
[101]. Archival data from the International Telecommunication Union, (ITU) [98] World
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Bank, International Organisation of Standards (ISO) [101] and Hofstede’s cultural framework
were examined in the course of the review in order to advance the study’s argument. The
outcome of the review points to the fact that apart from the country’s economic size, culture
remains an institutional driver of great influence and substantially accounts for the difference
in the adoption rate of ISO 27001 among the various economic divide. Earlier studies have
equally demonstrated the impact of the various cultural dimensions in shaping the various
security governance and economic indicators such as information security, e-government and
digital services.[145][54][?].
Findings from our survey in the first part of the report have equally shown that security
policies and regulations at the Low Middle Income Group (LMIC), though weakly developed,
did not take full cognisance of the cultural peculiarities especially in the digital transformation
of the economy. Further to this, these developments and and regulations being western in
origin have certain ideological and cultural notion that are closely tied to the functionality
of the global economic system. Therefore , the grossly affected are the non western states
such as Nigeria (being a low IDV country) that adopt security practices that are incongruent
with her cultural context Cultural peculiarities and prescriptions, therefore, stand out as a
significant factor in shaping the growth and progress in the development of cybersecurity
and threat management capability.
2 How might the relationship between the elements of organisational control
(leadership and culture) and individual cognitive structure impact on organisational security practice.
Research and anecdotes have shown that that the three components; organisational control
elements, individual cognitive structure and security practice are inter-related. How ever
what we have found out in literature is there have been no consistent programme of research
to explore how this inter-relationship conspire to shape organisational security practice.
In order to establish a deep focus for the study, aspects of behavioural security dimensions
were thoroughly examined; the dimension that focused of organisational control and the
one that focus of individual cognitive processes. In addressing the question, we combined
theoretical frameworks from the different dimensions in into a single model using the theory
of integration. This is aimed at developing a multi-theory model with improved explanatory
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power which will assist management in identifying organisational triggers and creatively
design targeted responses to organisational security threat. The integrative conceptualisation offers a new perspective in understanding organisational security practice and permits
a better understanding of what behavioural dimension better affects security practice as
opposed to when each dimension is used alone to investigate the theme.
Over all analysis of the case studies elevated the importance of cultural values orientation
above leadership in the management of organisation security function. However, while
cultural values appear to have fundamental influence on cognitive structure, the degree of
influence was not substantial on security practice. The variation can be explained by the
fact that the response to organisation stimuli are based on individual cognition, so what
culture does was to inflame cognitive structures that aid individual response rather that
responses themselves. Exploring the question threw up unexpected outcome by exposing
the underlying institutional and ideational dynamics in organisational security practice.
It further reveals that individual security cognitive structure remains the most important
element in organisation security formation and acts a gatekeeper in mediating the effect of
organisational on security practice.
There are three main findings that resulted from the research carried out to provide nuanced
answers to the research questions in chapter 1. The first two of these finding constitutes
an empirical contribution to the study of behavioural security research. They refer to the
specific goals of the thesis that emerged as a result of what it sought to examine, the role of
culture in cybersecurity development and organisational security practice.
The first finding results in providing an answer to the first supplementary question for this
thesis. The institutional review of archival source documents conducted and other works of
literature examined revealed that cultural prescriptions and peculiarities were institutional
drivers of great influence and curiously account for the difference in the pattern of adoption
of ISO 27001 information security standards as a systematic security governance framework
among the examined economies. This is not surprising because research has shown that the
system of recognising performance at the expense of interpersonal relationships established
a process where some economic policy choices tend to be receptive to innovation and new
ideas such as that is brought in by technology. The result of this cultural prescription was
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that individuals in such society become more IT aware while IT adoption becomes faster
as individuals prefer to have their own decision rather than sticking to group values [123].
This exacerbated the need for an effective security governance strategy to manage the use
of information technology assets and brought significant influence on threat management
capabilities, providing a firm and simplified answer to the first supplementary research
question in section 1
The second finding in the thesis confirms the resilience of the theory of planned behaviour in
predicting organisational security practice as a behavioural attribute [2]. It further demonstrates that the culture of consistency has been found to be associated with effective security
practice and management in an organisational context [47]. The finding further shows that
the process by which organisation achieves an effective security practice is conspired or
influenced by the balanced integration of cultural and cognitive dynamics.
We introduce the concept of the theory of integration as offering ideational backbone and
theoretical support for the combination of the three theoretical frameworks: the theory of
planned behaviour, technology – organisation and environment theory and organisational cultural framework. The introduction of the theory of integration also represents an ideational
continuity from other works of literature in behavioural security research [ [93], [83], [36]
[179], The impact of these ideas on the cultural and cognitive dynamics of security practice
began before the formalisation of organisational security processes and procedures. The
ideational support for the phenomena under discourse and the total effect of the various
components of the theoretical framework explicates how organisational control elements
interact with individual cognitive mechanisms to influence organisational security practice.
The third finding presents a deeper and more nuanced answer that arose from the confirmation of both cognitive and cultural dynamics that influence organisational security practice
and the adoption of ISO 27001 information security standards. The deeper answer acknowledges the mediation effect of both cultural and cognitive mechanisms. Though this was not
part of the main objective of the thesis, however, yet it is fundamental to clarify answers
to the second supplementary research questions in section 2 by demonstrating the role of
culture and cognitive mechanisms in mediating the effect of leadership on organisational
security practice. The culture of an organisation is an identity and object of significance that
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showcases what shared values that hold the organisation together. Consequently this is more
expressly brought to bear through individual cognitive mechanisms comprising elements
of the theory of planned behaviour as shown in our research. The established cognitive
dynamics became an important approach in managing organisational security practice, i.e.
unwritten organisational security procedure is translated to organisational artifacts while
organisational strategic emphasis remains on how effective security practice is responsible for
organisational success and achievement of its strategic goals. However, the direct influence
of organisation’s leadership formalises the influence of both culture and cognitive mechanism
as both constructs appear to mediate the effect of leadership on security practice.
The theoretical assumption of Leadership’s manipulation of culture remains fundamental
and foundational to the conclusion in this thesis as supported by the hypothesis. These
confirmations around the key ideational and theoretical elements further clarify the answers
to the second supplementary question in section 2
Finally, the ideational interaction and the resulting theoretical stickiness of the behavioural
model lead to other unexpected findings that serve as a theoretical contribution to the behavioural security research scholarship. As discussed in section (4.5), theoretical frameworks
from other disciplines and fields of study could be combined in a model based on specific
epistemic compatibility regarding the phenomena under discourse. Furthermore. during the
data analysis for this thesis, the theory of planned behaviour which was found to be highly
resilient in predicting security practice behaviour and in mediating the effect of organisational
control elements of leadership and culture on security practice will normally generate a lot
of dynamism and learning in the process as security behavioural rules are developed over
time and are dynamically modified to suit the prevailing organisational value.

6.3

Implication for Practice

One of the aims of the research presented in this study is to contribute to an improved
understanding of the role of culture in cybersecurity development, threat management, and
organisational security practice. The study of this nature provided insight and sought to
explain how culture may have contributed to account for the variation in the adoption of
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strategic information governance framework such as ISO 27001 information security standards
among a similar economic group of countries and its implication on the nation’s threat
management capability and organisation security practice. The thesis further sought to
establish theoretical and ideational credence for the use of theories from different but related
disciplines to improve the model’s explanatory power. This is an original endeavour and as
such the thesis makes a number of contributions to the scholarship.
Part of what the research has done is to explore the relationship and interaction between
some cultural and behavioural theories and sought how it could be effectively deployed
for the enhancement of organisational security practice. In doing so, the research has confirmed the resilience of Technology-Organisation and Environment theory and the theory of
planned behaviour in conspiring, constraining and predicting security practice and compliance behaviour. The thesis, therefore, provides further insight by delving into prioritizing
management attention to the decision-making process and makes a generalised contribution
to the potential analysis of sustainable organisational security management and practice.
This is important for two reasons; first, the study has not been carried out before in the
Nigerian cybersecurity landscape. Secondly, the theoretical and ideational driver can now be
applied in other areas of scholarship.
The thesis apart from establishing and confirming the theoretical relationship among the
interacting concepts can also facilitate the understanding of how solution functions with
respect to management security practice were chosen. It further explicates the importance
of mainstreaming culture in the cybersecurity developmental and governance process as this
facilitates a coherent approach to the implementation and adoption of security governance
framework and standards such as ISO 27001 as a strategic governance framework for information security management.
The findings of this thesis are also important for policymaking in an organisation. The
prevailing cultural value offers path dependency for policy solutions, therefore the thesis
has exposed the underlying institutional drivers and ideational dynamics in organisational
security practice. As a result, there is increased operational clarity on the various institutional
and ideational drivers of security practice in the organisation. The individual employee will
not only know what the security practice is but will also know why and how it is applied
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in various contexts, thereby increasing their commitment and accountability to the process.
Another positive part is that increasing our understanding and clarity of the theoretical
dynamics of culture and individual cognition, policymakers have the opportunity to develop
more robust and creative solutions to the challenge of organisational cybersecurity

6.4

Limitations and Future Works

When interpreting the results in this research, care should be taken in view of several
inevitable limitations. Our first limitation arose from the assumption that culture is an
objective phenomenon and therefore the real culture of an organisation can be objectively
measured. Though the validated scenario-based OCAI survey instrument used in our
research addressed the observation, however, scholars have argued that culture is a subjective
phenomenon and therefore should be observed. It will, therefore, be beneficial to repeat
the study under the philosophical persuasion of interpretative stance Secondly, culture is a
complex concept, it will, therefore, amount to imposing limitations by choosing a particular
cultural framework over another. Using other cultural frameworks for the study will allow
for the examination of the concept from a different perspective.
Thirdly, the study sample size was small and specific though satisfied the requirement for
the use of PLS-SEM, generalising the findings of the research should, therefore, be done with
caution. However, the research findings have provided useful insight into how organisational
control elements interact with individual cognitive processes to influences security practice
in an IT-based organisation. Because previous research has expressed a direct relationship
between the organisational control element and individual security practices behaviour, there
is, therefore, the need to further examine the phenomena.
The research, therefore, envisaged that an increased number of the study sample will
increase the reliability of the result. Moreover, three public sector information technology
organisations were involved in the research, they were selected based on their adoption of ISO
2001 standards as the governance framework for information security management. It will
interesting to repeat the study in an environment that is yet to adopt ISO 207001 standards
Fourthly, there are inherent limitations associated with archival data, as the reliability and
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validity are not subjected to further confirmation, however relying on the reputation of
the global data agency such as ITU and ISO, the credibility of the archival data could be
ascertained.
Finally, the study did not consider other social factors such as political development and
other social pressures in the development of the theoretical model. While we acknowledge
the impact these factors may have, the research recommends including them in future works.
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Appendix

A

Letter to respondent organsiation
TO WHOM IT MAY CONCERN
The bearer Onumo Aristotle is a PhD research student from the University of Bradford, United
Kingdom and a scholar of the National Information Technology Development Agency, Abuja,
Nigeria. He is currently conducting a research to understand the impact of organisational
culture in shaping the drive for cybersecurity development in Nigeria. You have been
selected to participate in this important study because of the strategic position of your
organisation in the information technology sector. You have been asked to complete the
attached questionnaire. It consists of 7 demographic and 60 Linkert type questions. Key to
question 1 to 60: 1 = strongly disagree, 2 = disagree, 3 = Undecided, 4 = agree, 5 = strongly
agree. The identity of all participants are kept confidential to the extent the law permit.
All information collected from the participants will be processed and stored in securely in a
removable storage device. The impact of any adverse effect resulting from participating in
this study is highly negligible. Since no personally identifiable information is requested in
the study, the confidentiality of the participants are maintained by design. Participation
in this study is completely voluntary. There is no penalty for not participating. You may
refuse to answer any of the questions. You also have the right to withdraw from the study
without any consequence Ethics approval for this study has been granted by the Chair of the
Biomedical, Natural, Physical and Health Sciences Research Ethics Panel and Humanities,
Social and Health Sciences Research Ethics Panel at the University of Bradford on 11/12/17.
If you have any question concerning the study please contact the address below
Onumo Aristotle School of Electrical Engineering and Computer Science University of
Bradford, United Kingdom aoonumo@student.bradford.ac.uk
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B

Questionnaire

Construct

Item

Sub. Norm

SUB-N1

My boss thinks that I should follow the organisation’s
Cybersecurity policies beyond the confines of the office

SUB-N2

My colleague thinks that I should follow the organisation’s
Cybersecurity policies beyond the confines of the office

SUB-N3

My Organisation’s IT department pressures me to follow the
Cybersecurity policies beyond the confines of the office

SUB-N4

My subordinate thinks that I should follow the organisation’s
Cybersecurity policies beyond the confines of the office

Attitude

ATT1

Following the organisation’s cybersecurity policy is a necessity

ATT2

Following the cybersecurity policies reduces the risk of security breach

ATT3

Following the cybersecurity policies is a useful behavioural
tool to safeguard my organisational IT assets

Intention

ATT4

I deem it inappropriate to visit obscene websites

INT1

I am certain I will comply with my organisation’s cybersecurity
policies and routine beyond the organisational level

INT2

Following cybersecurity policies is more
important than fast racking job completion

INT3

I am certain that I will not visit a site I adjudged to be inappropriate

INT4

I am certain to follow my organisation’s cybersecurity policy
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B.1

Questionnaire Continued...

Construct

Item

Compliance

COMP1

I am conscious of my organisational cybersecurity policies
and will willingly follow it accordingly

ConCulture

COMP2

I practice recommended security behaviour as much as possible

CON1

The organisation is a controlled and structure place.
Formal procedure generally govern what people do

CON2

The leadership in my organisation is generally considered to exemplify
co-ordinating, organising and smooth running efficiency

CON3

The management style is characterised by security of employment,
conformity and predictability and stability in relationships

CON4

The glue that holds the organisation together is formal rules and policies,
maintaining a smooth running organisation is important

CON5

The organisation emphasis permanence and stability.
Efficiency, control and smooth running are important

CON6

The organisation defines success on the basis of efficiency.
Dependable delivery, smooth scheduling and low cost production are critical

ComCulture

COM1

The organisation is result oriented. The major concern is with
getting the job done. People are very competitive and achievement oriented

COM2

The leadership in my organisation is generally considered to exemplify
a no-nonsense , aggressive, result oriented focus

COM3

The management style in the organisation is characterised by
hard-driving competitiveness, high demand and achievement

COM4

The glue that holds the company together is emphasis on achievement,
hitting stretched target and winning in the market place are dominant

COM5

The organisation emphasises competitive action and achievement.
Hitting stretched targets and wining in the market place are dominant

COM6

The org. defines success on the basis of winning in the market
place and outpacing the competition. Comp. market leadership is the key
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B.2

Questionnaire Continued...

Construct

Item1

Leadership LEA1

The organisation has a system that always remind me of the importance of
complying to Cybersecurity policies and acceptable security behaviour

LEA2

My organisation has an established procedure
to regularly monitor and audit compliance to cybersecurity policies

LEA3

My organisation has an established structure
for the implementation of cybersecurity policies

LEA4

My organisation has a process that regularly educate and
keep me aware of the importance of adhering strictly to cybersecurity policies

Knowledge KNO1 I understand with clarity the content of my organisation’s cybersecurity policy
KNO2

The cyber security policy, procedure and guidelines clearly
states what is expected of me to safe guard information technology assets

KNO3

I Know what risk it is to me and my organisation when
opening an email from an unknown sender especially one with attachment.

KNO6

I believe I have the skills set for the implementation of
controls to safeguard my organisation IT asset

KNO7

I can adapt my organisation cybersecurity policy in various areas
of IT application

KNO8

I understand why and where the cybersecurity policies are to be applied
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C

GCI and ISO for Upper-middle Income Countries
Country

PDI

IDV

MAS

UAI

ISO

GCI

China

80

20

66

30

5069

0.624

Turkey

66

37

45

85

513

0.581

Malaysia

100

26

50

36

317

0.893

Mexico

81

30

69

82

515

0.660

Thailand

64

20

34

64

287

0.684

Bulgaria

70

30

40

85

250

0.579

Brazil

69

38

49

76

170

0.593

Colombia

67

13

64

80

148

0.569

Serbia

86

25

43

92

113

0.311

S.Africa

69

65

63

49

69

0.502

Peru

64

16

42

87

43

0.374

Costa Rica

35

15

21

86

21

0.336

Iran

58

41

43

59

16

0.494

Albania

90

20

80

70

15

0.314

Jamaica

45

39

68

13

11

0.339

Ecuador

78

8

63

67

8

0.466

Panama

95

11

44

86

8

0.485

Jordan

70

30

45

65

7

Lebanon

75

40

65

50

7

0.172

Dom. Rep.

60

30

65

45

5

0.162

Suriname

85

47

37

92

5

0.155

Namibia

60

30

40

45

4

0.066
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Appendix

D

GCI and ISO for High Income Countries
Country

PDI

IDV

MAS

UAI

ISO

GCI

Japan

54

46

95

92

9161

0.786

G/Britain

35

89

66

35

4503

0.783

USA

40

91

62

46

1517

0.919

Germany

35

67

66

65

1339

0.679

Taiwan

58

17

45

69

994

Italy

50

76

70

75

958

0.626

Netherlands 38

80

14

53

913

0.760

Spain

57

51

42

86

803

0.718

Greece

60

35

57

100

727

0.475

Polland

68

60

64

93

705

0.622

Hungary

46

80

88

82

472

0.534

Czech Rep.

57

58

57

74

463

0.609

Australia

38

90

61

51

404

0.824

Korea Rep.

60

18

39

85

369

0.782

Isreal

13

54

47

81

345

0.691

UAE

90

25

50

80

345

0.566

France

68

71

43

86

342

0.819

Canada

39

80

52

48

276

0.818

Ireland

28

70

68

35

209

0.675

Hong Kong 68

25

57

29

182

0.618

Slovak Rep. 100

52

100

51

173

0.362

Switzerland 34

68

70

58

171

0.727
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D.1

GCI and ISO for High Income Countries ...Continued
Country

PDI

IDV

MAS

UAI

ISO

GCI

Sweden

31

71

5

29

148

0.733

Austria

11

55

79

70

72

0.639

Belgium

65

75

54

94

127

0.71

Croatia

73

33

40

80

123

0.925

Singapore

74

20

48

8

123

0.925

Portugal

63

27

31

99

112

0.508

Norway

31

69

8

50

87

0.786

Lithuania

42

60

19

65

85

0.504

Russia

93

39

36

59

72

0.741

Finland

33

63

26

59

72

0.741

Slovenia

71

27

19

88

70

0.343

S.Arabia

95

25

60

80

69

0.569

Chile

63

23

28

86

64

0.367

Iceland

30

60

10

50

60

0.384

Argentina

49

46

56

86

57

0.482

Denmark

18

74

16

23

57

0.617

Lativia

44

70

9

63

42

0.688

Uruguay

61

36

38

98

31

0.647

New Z/land 22

79

58

49

28

0.718

Luxembourg 40

60

50

70

25

0.602

Kuwait

90

25

40

80

21

0.104

Estonia

40

60

30

60

9

0.846

Venezuela

81

12

73

76

4

0.372

T/Tobago

41

16

58

55

2

0.098
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Appendix

GCI and ISO for Low middle income countries
Country

PDI

IDV

MAS

UAI

ISO

GCI

India

77

48

56

40

3272

0.683

Philippines

94

32

64

44

440

0.585

Indonesia

78

14

46

48

222

0.424

Ukraine

92

25

27

95

198

0.245

Pakistan

55

14

50

70

174

0.594

Nigeria

80

30

60

55

54

0.569

Srilanka

80

35

10

45

47

0.501

Senegal

70

25

45

55

37

0.419

Morocco

70

46

53

68

30

0.541

Egypt

70

25

45

80

25

0.772

Ghana

80

15

40

65

14

0.316

Kenya

70

25

60

50

11

0.573

Guatemala

95

6

37

98

6

0.114

Bangladesh

80

20

55

60

4

0.524

El Savador

66

20

40

30

4

0.208

Vietnam

70

20

40

30

4

0.292

Zambia

60

35

40

45

4

0.292

Honduras

80

20

40

50

3

0.048

Cape Verde 75

20

15

40

1

0.058

Bhutan

52

32

28

0

0.199

94
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Appendix

F

GCI and ISO Cert for selected African Countries
Country

PDI

IDV

MAS

UAI

ISO

GCI

South
Africa

69

65

63

49

69

0.502

Nigeria

80

30

60

55

54

0.569

Senegal

70

25

45

55

37

0.419

Morocco

70

46

53

68

30

0.541

Egypt

70

25

45

80

25

0.772

Ghana

80

15

40

65

14

0.316

Kenya

70

25

60

50

11

0.573

Zambia

60

35

40

45

4

0.292

Angola

83

18

20

60

2

0.078

Libya

80

38

52

68

0

0.224
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Appendix

G

Test of Normality
Construct

Statistic

Df

Sig

Statistic

Df

Sig

SubNorm

0.093

120

0.012

.964

120

0.003

Attitude

0.212

120

0.000

0.784

120

.000

Intention

0.169

120

0.000

.879

120

.000

Compliance 0.142

120

0.000

.968

120

0.006

Colculture

120

.001

.969

120

0.007

Creaculture 0.1080

120

0.000

0.970

120

0.008

Compculture 0.136

120

0.000

0.947

120

0.000

Conculture

0.148

120

0.000

.900

120

0.000

Leadership

0.142

120

.000

0.904

120

0.000

0.113
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