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Abstract—The rise of artificial intelligence in parallel with the 

fusion of physical and digital worlds is sustained by the 

development and progressive adoption of cyber-physical systems 

(CPS) and the Internet of Things (IoT). Cooperative and 

autonomous CPSs have been shown to have significant economic 

and societal potentials in numerous domains, where human lives 

and environment are at stake. To unlock the full potential of such 

systems, it is necessary to improve stakeholders’ confidence in 

such systems, by providing safety assurance. Due to the open and 

adaptive nature of such systems, special attention was invested in 

the runtime assurance, based on the real-time monitoring of the 

system behaviour. IoT-enabled multi-agent systems have been 

widely used for different types of monitoring applications. In this 

paper, we discuss the opportunities for applying IoT-based 

solutions for the cooperative CPSs safety assurance through an 

illustrative example. Future research directions have been drawn 

based on the identification of the current challenges.   

 
Index Terms—Cyber-Physical Systems, Internet of Things, 

Safety Assurance, Cooperative Systems, Safety Monitoring  

 

I. INTRODUCTION 

 With the advancement of technologies, humanity is entering 

an age of intelligent, cooperating, and autonomous systems, 

where physical and digital worlds are fused to form cyber-

physical systems (CPS) like autonomous vehicles, unmanned 

aerial vehicles, distributed and cloud-controlled robotics, 

telehealth systems, and smart energy grids. CPSs are expected 

to operate in highly dynamic and unpredictable environments, 

where the systems will learn from their internal and external 

environments, and adapt their behaviour in response to the 

continuous change in the context of operation, variable 

workloads, physical infrastructures, and network topologies. 

CPSs are often safety-critical systems and they are 

increasingly being deployed to perform safety-critical activities 

in public and private spaces. Situations will exist such that, 

while performing safety-critical tasks within the vicinity of 

humans, the systems will autonomously make their own 

decisions and take critical actions with minimal human 

intervention. Therefore, their failure has the potential to cause 

enormous harm to people and the environment. While such 

systems will bring several opportunities, due to their dynamic 
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and safety-critical nature, they will also bring many challenges, 

for instance, issues related to dependability and trustworthiness 

of such systems. 

The open and cooperative nature of CPSs enables 

collaboration between numerous heterogeneous systems to 

achieve some common goals. However, ensuring that such 

cooperative systems can trust each other, to operate safely, is 

very challenging. As CPSs are increasingly expected to meet 

strict functional and non-functional requirements, it is 

necessary to assure their trustworthiness via assuring that they 

are safe to operate. For example, for automatic and/or 

autonomous parking in an urban environment, an autonomous 

vehicle may interact with other vehicles and roadside 

infrastructures to park the vehicle safely.  In this case, a safety 

guarantee needs to be provided for the parking capability of the 

vehicle, based on the available information, or a guarantee of 

fail-safe operation in case of a breakdown or unavailability of 

required data for safe operation.  

For traditional physical systems, safety assurance is defined 

as the design/development time activities that are performed to 

support the overall claim that the system will be safe to operate. 

Safety assurances are often provided through safety arguments 

where safety goals are defined, and rationales for belief in these 

goals are designed to be dependent on a variety of assumptions. 

Such assumptions are derived from the system development 

process, the system itself and its operating conditions. These 

assumptions may include aspects like failure semantics and 

failure rates of both hardware and software components, the 

operating context of the system represented as a set of input 

variables, physical (e.g. resistance to corrosion and wear) and 

computational (e.g. data generation, processing, and 

transmission rates) capabilities of components, the efficiency of 

the human operator to respond to events, etc.[1]. After 

deployment, the physical system and its operating 

environments are monitored to assess if any of the assumptions 

made during system design becomes false, thus invalidating 

associated safety assurance because of a violation of the 

rationale behind the belief in one or more safety goals. 

Therefore, it is evident that monitoring, through which 

important pieces of evidence are collected from various 

sources, is a crucial task required to provide runtime safety 

guarantees. 
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Note that, for traditional physical systems, safety assurances 

are provided under the assumption that the system components 

are part of a single fixed architecture and there exists physical 

connection among them for data, energy, and material flows. 

Therefore, when monitoring is considered, sensors are seen as 

placed within the system, and the data monitored by these 

sensors are communicated to controllers via physical 

connections. However, this is not the case for cooperative 

CPSs. In such systems, during operation, different independent 

systems may communicate with each other, and they may form 

a temporary system configuration to achieve a common goal. 

For instance, in a reconfigurable robotic manufacturing 

environment, multiple independent robots can have complex 

interactions to manufacture a product. Moreover, adaptations 

are needed to produce a different variant of a product by using 

the same set of robots.  For such complex scenarios, self-

adaptation, and safe and successful operation would require 

control and monitoring in physical environments. For 

cooperative systems, the assumption about a fixed architecture 

would not be valid. Further, while the components in the 

independent systems are physically connected, when these 

systems are considered as the component of the larger system 

then there exists no physical connection between them. Even in 

non-cooperative CPSs with fixed architecture, components of 

the system can reside in different geographical locations, thus 

require wireless communication between components and/or 

central controller(s). Therefore, while providing safety 

assurance for cooperative CPSs, we need to consider the 

formation of an unknown number of configurations during 

operation as well as the issue of distributed monitoring of the 

independent components to provide runtime assurance. In this 

way, a constant validation of assumptions can be achieved 

between design and operation in a reiterative cycle. 

In the IoT paradigm, smart devices (a.k.a. ‘things’) are 

connected to the Internet by advanced communication 

technologies to exchange information without any human 

interaction. The things in the IoT can be i) uniquely identified; 

ii) used for environmental monitoring to gather data; iii) used 

for data processing and communication for further applications 

and, iv) used for interacting with physical objects, and 

controlling them based on data processing.  Therefore, IoT 

opens new avenues for supporting the monitoring of spatially 

separated systems to provide the necessary observability to 

support their safety assurance. 

In this paper, we explore the IoT paradigm in safety 

assurance of cooperative systems through a suggestive example 

that will show the potential use of IoT to provide safety 

assurance of CPSs. Finally, the issues that need to be considered 

while applying IoT in safety-critical applications are discussed. 

 

 

 

Fig. 1. A safety assurance concept for a cooperative system of systems 
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II. COOPERATIVE SYSTEMS AND THEIR SAFETY ASSURANCE 

The open and cooperative nature of autonomous systems 

allows multiple independent systems to dynamically connect 

and form larger systems of systems (SoS).  Such dynamic 

integration will lead to the formation of loosely connected 

systems, where a temporary configuration of smaller systems 

can be formed at time 𝑡, and at time 𝑡 + 1, the current 

configuration may dissolve to give place to other 

configurations. Due to the learning and self-adaptation 

capabilities of such cooperative systems, and the general black-

box characteristics of current AI-enabled systems, the 

behaviour of such intelligent systems is unpredictable and 

difficult to predict before deployment.  

For traditional systems, safety assurances are provided based 

on design time analysis where system configurations are 

assumed to be known and the behaviour of the systems are 

deemed to be fixed. For this reason, design-time assurance of 

non-functional system properties such as safety would no 

longer be valid for cooperative systems since it is based on 

outdated, static assumptions about constantly evolving 

behaviour. Moreover, the introduction of artificial intelligence, 

within such systems, makes it hard to judge the probability and 

consequences of adverse events, when control applications 

must use previous training sets to guide their response to novel 

situations. Therefore, for cooperative SoSs, continuous 

guarantees are needed to be given by considering the systems’ 

evolution and their operational context, resulting in the safety 

guarantee’s mirrored evolution. Due to space limitation, we do 

not provide detailed descriptions of the challenges CPSs pose 

in safety assurance, however, interested readers can find such 

details in [2]. 

Efforts have been made to develop approaches for safety 

assurance of reconfigurable systems. Rushby [3] introduced 

some initial ideas for runtime certification of systems based on 

formal analyses, enabling the verification of component 

runtime behaviour according to its specification. Approach like 

[4] recognises the dynamic nature of systems and, at design 

time, several contracts or safety cases are defined for 

subsystems/components for different foreseeable operational 

scenarios. During operation, sensor-based monitoring systems 

are used to monitor systems’ states, parameters and events to 

verify the safety cases and choose particular contracts or 

assurances cases to provide an appropriate level of safety 

guarantee. At the same time, alarms can be raised, and 

recommendations can be provided to the operators. Moreover, 

automatic corrective actions can be taken to restore the safe 

operation of the subsystems. 

 In a collaborative scenario, when such subsystems form a 

system of systems (see Fig. 1), the safety cases for the whole 

system can be formed by composing the safety cases of the 

participating subsystems to provide safety guarantees for the 

whole system. Due to brevity, a detailed explanation of such a 

compositional solution is not provided in this paper, interested 

readers can find more detailed information on such an approach 

in [5]. Again, while the subsystems have their own sensors to 

monitor their behaviour, system-level behaviour can be 

monitored using additional sensors. During operation, in the 

SoS, the participating subsystems will have their own 

monitoring data, and they will share that data with each other 

so that both subsystem-/component-level and system-level 

safety guarantees can be provided.     

III. OPPORTUNITIES FOR IOT APPLICATIONS 

Fig. 2 [6] shows different visions of IoT, which allow 

uniquely addressable heterogeneous devices to connect and 

interact with each other. The number of internet-connected 

devices has been growing rapidly and IoT-enabled tracking and 

monitoring have been widely used in numerous industries to 

improve productivity, efficiency, and service delivery. The 

applications of IoT have already experienced practical success 

in industries like healthcare, smart cities, smart environments, 

smart transportations, smart agriculture, smart manufacturing, 

etc. [7]. In these areas, the IoT-based monitoring has been used 

in different ways for device, infrastructure and environmental 

monitoring. For instance, IoT-based healthcare [8] including 

healthcare assistance, clinical care, and home care, has 

improved the quality of healthcare services through efficient 

patient monitoring and facilitating technology-assisted living. 

In connected vehicles, IoT-based applications include parking 

and roadside assistance, traffic safety and efficiency, remote 

diagnostics, infotainment, and telematics in autonomous 

driverless vehicles [9]. Note that many of the above-mentioned 

areas can be considered as high-risk areas, due to their safety-

critical nature. For more details of such applications, readers 

can refer to a comprehensive review of the IoT applications in 

high-risk environments, health, and safety industries, available 

in [10]. 

 

 
Fig.2. MAS in the context of IoT and CPS 

 

CPSs, while having an intersection with IoT (see Fig. 2), are 

engineered systems for the seamless interaction of the physical 

and digital worlds. Such systems are considered to have implicit 

features like adaptability, interoperability, scalability, safety, 

security, and resilience. The evolving nature of CPSs requires 

real-time verification of their functional and non-functional 

properties to improve their trustworthiness. For real-time 

verification of different properties, as can be seen in Fig. 2, 
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Multi-Agent Systems (MAS) are utilised in both IoT and CPS. 

Observing multiple agent communities working together in IoT 

and CPS to collect and process data and communicate the data 

can unveil enormous potential.  In the operational context of 

IoT and CPS, the use of MAS has gained significant interest 

from both industry and academia. Different features provided 

by MAS in different operation contexts in IoT and CPS have 

been listed in [6]. Among the mentioned features, the prominent 

ones are the proactiveness and highly autonomous way of 

performing intelligent tasks, in dynamic operating 

environments. As a result, such capabilities of MAS have been 

highly appreciated in system behaviour monitoring and failure 

handling, where necessary. For instance, the concepts of MAS 

have been utilised for fault diagnosis, safety, and reliability 

analysis in energy[11], aerospace[12], and maritime[13] 

industries. Therefore,  there is a clear potential for using IoT-

enabled solutions such as the concept of MAS, for system 

monitoring to provide runtime safety assurance of cooperative 

CPSs. In the following subsection, an example has been 

provided to illustrate the concept of safety assurance of 

cooperative CPS using real-time monitoring.  

A. An Illustrative Example 

To illustrate the idea of IoT applications in the safety 

assurance of CPSs, we use the case of the runtime safety 

assurance of a vehicle platooning system illustrated in [14] and 

the system is shown in Fig. 3. The vehicles in the platoon are 

considered to be equipped with the necessary components, such 

as camera, radar, LIDAR, to detect any obstacles around them 

and to measure the distance from the obstacles. Vehicles can 

communicate with each other and with the roadside 

infrastructures such as traffic light systems and road signs. 

 

 
Fig. 3. Example of a vehicle platooning system 

 

In [14], a runtime safety analysis of the platooning system 

with two vehicles—a leader and a follower was shown. It was 

assumed that the vehicles can operate in either Adaptive Cruise 

Control (ACC) or Cooperative Adaptive Cruise Control 

(CACC) mode. In the ACC mode, each vehicle ensures safe 

driving based on the data received from its own sensors and 

roadside infrastructures, whilst, in the CACC mode, the 

vehicles collaborate with each other and the roadside 

infrastructures to ensure safe driving. The CACC mode is 

assumed to be the default driving mode. To maintain the 

efficiency of the platooning, the follower vehicle always aims 

to achieve string stability, i.e., to maintain minimal distance 

from the leader. While the string stability improves fuel 

efficiency, it increases the risk of a frontal collision. In [9], it 

was shown how by verifying some safety properties during 

operation, the follower vehicle can decide its safety status and 

take necessary actions to provide safety guarantees. To ensure 

safe (avoid frontal collision) and lawful driving, we assume that 

the follower vehicle will always have to satisfy two conditions: 
𝑑 ≥ 𝑑𝑠 𝑎𝑛𝑑  𝑆𝑝𝑒𝑒𝑑 ≤ 𝑆𝑝𝑒𝑒𝑑_𝐿𝑖𝑚𝑖𝑡 where 𝑑 is the current 

distance between the vehicles, 𝑑𝑠  is the minimum distance 

between vehicles for safe driving, 𝑆𝑝𝑒𝑒𝑑 is the current speed of 

the follower vehicle, and 𝑆𝑝𝑒𝑒𝑑_𝐿𝑖𝑚𝑖𝑡  is the speed limit of the 

road imposed by the law. 

The follower vehicle can determine its speed based on the 

readings of its own sensors. The speed limit of the road can be 

obtained in different ways, such as by communicating with road 

signs, by reading road signs using its camera, from GPS data, 

etc. The value of 𝑑 is determined by the follower itself, using 

its components, and double-checked with the value shared by 

the leader vehicle. The value of 𝑑𝑠 can be affected by many 

factors such as properties of the vehicles (e.g., weight, braking 

capacity, reaction time, etc.), conditions of the road, weather 

conditions, etc. A more detailed discussion and an analysis of 

these factors are available in [15]. Therefore, to calculate the 𝑑𝑠  

value, the follower needs to collaborate with the leader vehicle 

and roadside infrastructures. 

Regarding the safety of the system, the states of the system 

are determined based on the checking of the safety conditions 

defined earlier. If both conditions are satisfied, the system is 

deemed to be in a safe state and thereby allowed to continue 

driving without any additional action. However, the violation 

of either of the conditions would require the follower vehicle to 

decelerate either to achieve minimal safety distance or to 

comply with the speed limit of the road. On the contrary, if both 

the conditions on safety distance and the speed limit are 

violated, the follower vehicle should decelerate to satisfy both 

conditions. Further, when the follower vehicle violates the 

condition on safety distance and drives too close to the leader 

vehicle, the safety of the system cannot be guaranteed and it is 

recommended to stop driving. During operation, when the 

necessary conditions cannot be verified to determine the safety 

status of the system, due to uncertainty, it is suggested to switch 

to ACC mode of driving from CACC. Later, when the 

necessary conditions can be verified again, and both the safe 

and lawful driving are ensured, then the follower vehicle will 

move to CACC mode and drive. 

From the above example, it is seen that to provide assurance 

about the safety, the participating systems have to continuously 

monitor different parameters using sensors and collaborate with 

other systems. It is clear that the systems are not physically 

connected, therefore, the communications need to take place 

wirelessly. Therefore, the IoT technology is well-suited to 

provide sensor-based monitoring and to facilitate wireless 

communication between the things involved in the cooperative 

operating environment. More specifically, intelligent agents 

can be deployed to monitor the behaviour of the collaborating 

systems, and thereby allowing to provide runtime assurance 

through sharing and processing of monitored information. 

However, due to the safety-critical nature of the applications, 

the integrity of the monitoring knowledge and successful 
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communication play a crucial role in providing accurate 

runtime assurances. The following section discusses different 

challenges associated with the IoT applications in safety-critical 

domains. 

IV. CHALLENGES OF IOT APPLICATIONS 

IoT-based solutions aiding the safety assurance process or 

monitoring of liveness property of CPSs need to address several 

challenges for their successful deployment, including but are 

not limited to, i) effective communication and data quality-

related challenges; ii) scalability of the solutions; and iii) 

security and privacy-related challenges. Any potential IoT-

based solution for safety assurance or liveness monitoring of 

CPSs, that uses internet-connected intelligent agents (sensors), 

would require to monitor and communicate system parameters 

to make decisions about the safety status of the system. Thus, 

successful communication among agents and the quality of the 

data received from the agents play a key role in the robust 

decision-making process. In traditional physical systems, the 

sensors used for monitoring are considered to be physically 

connected with each other, and/or central controllers. In such 

cases, physical failures or malfunctions of monitoring sensors, 

and failure of the physical communication mediums are 

considered to have effects on the availability and quality of 

monitoring data, and the success of the communication. 

However, for IoT based solutions, the heterogeneous sensors 

will be placed in different locations, without any physical 

connections between them or the central controller. Therefore, 

in addition to the above-mentioned issues, other issues will be 

raised due to the heterogeneity of devices. For instance, there 

will be challenges related to defining common semantics and 

formats (e.g. standards) for communications. This will allow 

heterogeneous agents to understand each other, which result in 

successful interaction, communication and negotiation 

activities.  

The quality and content of the data gathered and shared by 

agents within the system also present a challenge, in that 

misleading or dishonest participation in a network with safety 

at risk needs to be managed in an immediate sense. Cyber-

attack on the system could impair an agent in ways not easily 

discovered, creating a need for careful verification and 

validation methods of agent behaviour and data. For example, 

in critical industries like electrical grid control and nuclear 

safety, it is both the veracity and the timely delivery of data 

which require management oversight. Therefore, establishing 

the trustworthiness of the agents and their exchanged data is a 

greater challenge. 

As the communication between IoT-based agents will 

primarily take place via a wireless medium, there are many 

potential sources of disruption that may prevent successful 

communication to take place. For instance, the presence of 

obstacles in the path of communication, harsh operating 

environments, adverse weather conditions, external 

interferences, and intentional cyber-attacks can cause a 

communication failure. As the communication of key 

information between the agents plays the central role in 

decision making for safety assurance, failure of communication 

will make it impossible to have a robust decision or may prevent 

any decision making at all. 

Another challenge faced by the IoT-based agents, in the 

safety-critical domain, would be due to the need for low latency 

applications.  As already discussed, agents not only have to 

monitor the physical systems, process data and share the 

monitoring knowledge, but they have to perform many other 

associated tasks such as verifying the identity and authenticity 

of the collaborating systems, negotiating with the collaborators, 

etc. While all these activities are necessary to ensure the 

robustness of the decision-making process, they will take time.  

V. CONCLUSION 

Safety assurance of cooperative SoSs is an emerging field 

focusing on developing approaches for real-time assurance 

provisioning. The IoT-based concept has been successfully 

applied in the industrial sector, with monitoring-based service 

provisioning. One example is MAS employed to facilitate 

distributed systems monitoring of sparsely located components, 

opening the potential for widespread application of such an IoT 

solution for safety assurance purposes. The monitoring 

knowledge can be used for intelligent decision-making, to 

assure safe operation of the system, and under the conditions of 

failure, actuation actions can be recommended, or automatically 

performed to restore safe or fail-safe behaviour. 

Although there exist many IoT-based MAS solutions with 

applications in different domains, such solutions may not be 

directly applied to the safety-critical applications because they 

were not developed to a standard to meet many strict 

requirements of the safety-critical domain. For instance, the 

existing solutions are incapable of meeting the strict timing 

constraints required in safety-critical applications. Therefore, in 

the future, guaranteeing real-time compliance of IoT-enabled 

agent-based solutions would be an important milestone to 

achieve. In terms of practical development and theoretical 

contributions, more efforts need to be made to address the issue 

of temporal requirements of real-time application. As cloud-

based IoT solutions may not be able to fulfil the requirements 

of latency-critical applications, more recently emerged 

technologies such as edge and/or fog computing technologies 

may be explored to examine their applicability for safety-

critical applications. Using these technologies, powerful 

computing resources can be brought close to the system 

components to process tasks that have a strict temporal 

requirement, while less time-critical tasks can be processed in 

the cloud. Even in such a hybrid approach, resource utilization 

(e.g. load balancing) should be considered carefully as it will 

play a crucial role in their successful deployment.   
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