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Abstract 
 

AN AUTONOMOUS HOST-BASED INTRUSION DETECTION 

AND PREVENTION SYSTEM FOR ANDROID MOBILE 

DEVICES 

Design and implementation of an autonomous host-based 

Intrusion Detection and Prevention System (IDPS), 

incorporating Machine Learning and statistical algorithms, 

for Android mobile devices 

 
Keywords 

Security, Intrusion Detection, Prevention, Host-based, Malware Detection, Host- 
based IDS, Statistical Anomaly Detection, Machine Learning, Android, 5G; 

 
This research work presents the design and implementation of a host-based Intrusion 

Detection and Prevention System (IDPS) called HIDROID (Host-based Intrusion 

Detection and protection system for andROID) for Android smartphones. It runs 

completely on the mobile device, with a minimal computation burden. It collects data in 

real-time, periodically sampling features that reflect the overall utilisation of scarce 

resources of a mobile device (e.g. CPU, memory, battery, bandwidth, etc.). 

 
The Detection Engine of HIDROID adopts an anomaly-based approach by exploiting 

statistical and machine learning algorithms. That is, it builds a data-driven model for 

benign behaviour and looks for the outliers considered as suspicious activities. Any 

observation failing to match this model triggers an alert and the preventive agent takes 

proper countermeasure(s) to minimise the risk. 

 
The key novel characteristic of the Detection Engine of HIDROID is the fact that it 

requires no malicious data for training or tuning. In fact, the Detection Engine implements 

the following two anomaly detection algorithms: a variation of K-Means algorithm with 

only one cluster and the univariate Gaussian algorithm. Experimental test results on a 

real device show that HIDROID is well able to learn and discriminate normal from 

anomalous behaviour, demonstrating a very promising detection accuracy of up to 0.91, 

while maintaining false positive rate below 0.03. 

 
Finally, it is noteworthy to mention that to the best of our knowledge, publicly available 

datasets representing benign and abnormal behaviour of Android smartphones do not 

exist. Thus, in the context of this research work, two new datasets were generated in 

order to evaluate HIDROID. 
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CHAPTER 1 

 
Introduction 

 
1.1 Motivation 

 

It is envisaged that the fifth-generation (5G) of mobile networks will be deployed 

by early next decade, experiencing the true mobile internet with ‘fibre-like’ 

experience for mobile users. This key infrastructure will drive the future economy 

and smart cities by connecting everyone and everything at any time and in 

anywhere. It is expected that the average mobile data rate will increase to 10 

Giga-bits-per-second and the round-trip latency will shrink to less than one 

millisecond [1]. The energy efficiency will also be significantly improved for the 

whole network including the user equipment. Apart from supporting a wide range 

of legacy or emerging applications with diverse Quality-of-Service (QoS) 

requirements, the network is anticipated to connect tens of billions of mobile or 

wireless ‘things’ such as smartphones, vehicles, machines, home appliances, 

sensors, and so forth. In fact, it is foreseen that tens of online things will support 

every individual citizen [2]. However, the emergence of the 5G era will also bring 

in plenty of security issues. In particular, User Equipment (i.e., user smartphone) 

will be one of the most attractive targets for future attackers in the upcoming 5G 

communications systems [4], [5], [6], [7], [8]. 

 
 

In the 5G era, smartphones play a very important role in our daily life. They 

provide a wide range of appealing features to enable users to access an 
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abundance of high quality personalized services. However, the expected growing 

popularity of the smartphones combined with the increased data transmission 

capabilities of 5G networks, the wide adoption of open operating systems and the 

fact that the smartphones will support a large variety of connectivity options (e.g., 

2G/3G/4G, IEEE 802.11, Bluetooth) are factors that render the smartphones a 

prime target for cyber-criminals. Apart from the traditional SMS/MMS-based 

Denial of Service (DoS) attacks, the smartphones will be also exposed to more 

sophisticated attacks originated from mobile malware (e.g. worms, viruses, 

Trojans) and target both the device itself as well as the 5G cellular network. The 

open operating systems allow users to install applications on their devices, not 

only from trusted, but also from untrusted sources (i.e., third-party markets). 

Consequently, mobile malware code, which can be embedded in applications 

made to look like innocent free software (e.g., games, utilities), to be downloaded 

and installed on user’s mobile device exposing them to many threats. Mobile 

malware can be designed to enable attackers to exploit the stored personal data 

on the device or to launch attacks (e.g. Denial of Service attacks) against other 

entities, such as other smartphones or user mobile devices (e.g., tablets), the 

mobile access networks, the mobile operator’s core network and other external 

networks connected to the mobile core network [3], [4]. Therefore, security 

mechanisms such as mobile Intrusion Detection and Prevention Systems 

(IDPSs) are essential to protect smartphones from a diversityof known and 

unknown security threats and to ensure user privacy. 
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1.2 Challenges 

 

During the last decade, a lot of research has been addressed on Intrusion 

Detection Systems (IDS)s for Android mobile devices, as Android is the most 

popular mobile device OS in the market [40], [41], [42]. Additionally, the 

emergence of cloud computing has led many IDS solutions to be cloud-based, 

since they take advantage of the effectiveness that the centralized data collection 

and processing provide [52], [9], [10]. However, this trend is characterized by two 

main constraints. First, it needs a continuous connectivity of the mobile device 

(e.g., smartphone) to a remote central server. Although 5G aims to provide 

ubiquitous coverage and full connectivity, it is possible, even in the 5G era, for 

the mobile devices to suffer from the channel fading or the network outage. In 

addition, the second constraint is the risk of sensitive information leakage that 

can occur via monitored data or IDS alerts sent out from the device, and lead to 

compromising user privacy. Hence, it is fundamental to investigate the design 

and development of more autonomous host-based IDSs as primary defence, to 

protect future Android mobile devices from different security threats and to ensure 

user privacy in a more efficient and effective manner. 

 
 
 

1.3 Objectives 

 

In this research work, an autonomous host-based Intrusion Detection and 

Prevention System (IDPS) for Android mobile devices (e.g., smartphones) is 

proposed in order to: 
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• overcome the limitation of continuous connectivity to a central server, 
 

• address the risk of data leakage due to communication with the remote 

central server. 

 
The vision is to combine Intrusion Detection System (IDS) functionalities with 

Intrusion Prevention System (IPS) functionality on an Android mobile device in 

order to provide an autonomous host-based IDPS that will be able not only to 

identify possible malicious incidents but also to provide optimal mitigation 

techniques in terms of computational requirements, device location and device 

usage. Towards this direction, this PhD research work consists of two parts: 

 

• the autonomous host-based IDS, 
 

• the IPS component. 

 

In the end, IPS is integrated into the IDS and thus leading to the autonomous 

host-based IDPS. Thus, the initial focus is on the design and implementation of 

the autonomous host-based IDS and then integrated the IPS functionality into the 

proposed IDS in order to complete the autonomous host-based IDPS. 

 
 
 

1.4 Scope of the Research 

 

In the context of this PhD work, researches were conducted to design and 

implement a host-based IDPS for Android smartphones. It is autonomous and 

runs on the mobile device without relying on computation resources of a remote 

server. In the heart of the IDPS, the Detection Engine incorporates dynamic 

analysis of the device’s behaviour for detecting suspicious activities. It specifically 
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employs Machine Learning (ML) algorithms and statistical algorithms to detect 

suspicious activities on the device. The extracted features reflect the overall 

resource utilisation by the device, e.g. total CPU/memory consumption, total 

network traffic, battery drain rate, screen status (on/off), number of running 

services/processes. The proposed mobile IDPS application extracts all these 

features and analyses them in real-time entirely running on the device in an 

autonomous way in order to detect malicious activities. The detection mechanism 

can detect any type of malware, as it only uses benign data for training it looks 

for a behaviour deviation. Upon detection of a malicious activity, it launches some 

actions to minimize the possible risk of intrusion. These active countermeasures 

range from disconnecting the Internet connection, by switching off the Bluetooth 

and WiFi interfaces as well as the mobile data connection, to displaying a simple 

alert message on the screen informing the user about the evidence of some 

malicious activity along with the warning messages containing recommendations 

to the user to prevent cascading the risk. Finally, the Graphical User Interface 

(GUI) displays in real-time some monitoring features along with the latest 

detection results. 

 
 
 

1.5 Thesis Contribution 

 

This PhD research work contributes towards the design and implementation of a 

host-based IDPS called HIDROID (Host-based Intrusion Detection and protection 

system for andROID) for Android smartphones. Previous efforts on IDPSs for 

mobile devices rely to a certain extent on cloud computing, taking advantage of 

centralised data collection and processing. However, this trend is characterized 
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by two major limitations. First, it requires continuous connectivity between the 

mobile device and the server, which might not be always possible due to the 

network’s geographic coverage or capacity limitations. Second, it increases the 

risk of sensitive information leakage (e.g., via IDPS alerts sent out from the 

device) leading to compromise of user privacy. Therefore, a novel Host-based 

IDPS for Android (HIDROID) has been proposed in the context of this PhD 

research work in order to address the two above mentioned limitations. To this 

end, the proposed IDPS, HIDROID, has the following novel characteristics: 

 

• HIDROID runs completely on the mobile device (i.e., host-based) with a 

minimal computation burden as it is described on chapter 5.4. It collects 

data in real-time by periodically sampling a set of features that reflect the 

device’s overall resource consumption behaviour (e.g. CPU, memory, 

battery, bandwidth, etc.), but without inspecting the individual behaviour of 

each application. 

• In contrast to other existing mobile IDS systems presented in Chapter 2, 

HIDROID does not require root access since its monitoring process does 

not require access to system calls at the kernel level and thus, HIDROID 

is able to run directly on un-rooted Android devices. This means that 

HIDROID is able to run properly and securely on the device without any 

security risks that may be caused by device rooting. In particular, HIDROID 

is implemented as a regular Android application running on an un-rooted 

Samsung Galaxy (J1 model: SM-J100H) smartphone running Android 

KitKat (version 4.4.4). 
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• The Detection Engine of HIDROID adopts an anomaly-based approach 

using ML and statistical algorithms. That is, it builds a data-driven model 

for the benign behaviour and looks for the outliers considered as 

suspicious activities. Any observation failing to match this model triggers 

an alert and the preventive agent takes proper countermeasure(s) to 

minimise the risk. Specifically, two anomaly detection algorithms are 

implemented in the Detection Engine: a variation of K-Means algorithm 

with only one cluster and the univariate Gaussian algorithm. The Detection 

Engine calculates the probability of intrusion for each monitoring interval 

and the intrusion probability assessment module combines the 

classification results for the current monitoring interval with the past history 

to reduce instantaneous false positives. On top of that, the key novel 

characteristic of the Detection Engine of HIDROID is the fact that it 

requires no malicious data for training or tuning that makes HIDROID 

highly preferable for mobile devices since constructing training datasets 

with malicious examples is a very time consuming process in practice. 

• Based on the overall probability of intrusion, HIDROID triggers some 
 

preventing actions (e.g., disconnecting the device from the Internet by 

switching off the WiFi interface) to protect the device from further 

consequences. It also informs the user by displaying alert messages 

informing the user of the probability of intrusion and recommending 

counteractions to prevent cascading the risk. 

• Preliminary test experiments with four real malwares showed that 

HIDROID is well able to discriminate an infected device from a benign one, 
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demonstrating a very promising detection accuracy (0.91) with a very low 

false positive rate (<0.03). 

• Last but not least, it is noteworthy to mention that to the best of our 

knowledge, publicly available datasets representing benign and abnormal 

behaviour of Android smartphones do not exist. Thus, in the context of this 

PhD research work, two new datasets were generated in order to evaluate 

HIDROID. 

 
The results of this PhD research work have led to the following 2 journal papers 

and 2 conference papers: 

• Journal Papers 
 

[1] J. Ribeiro, F. B. Saghezchi, G. Mantas, J. Rodriguez, S. J. Shepherd, 

and R. A. Abd-Alhameed, "HIDROID: Prototyping a Behavioural Host- 

based Intrusion Detection and Prevention System for Android", IEEE 

Access, submitted in September 2019. 

[2] J. Ribeiro, F. B. Saghezchi, G. Mantas, J. Rodriguez, S. J. Shepherd, 

and R. A. Abd-Alhameed, "An Autonomous Host-based Intrusion 

Detection System for Android Mobile Devices", ACM/Springer Mobile 

Networks & Applications (MONET). DOI: 10.1007/s11036-019-01220- 

y. 

 

• Conference Papers 
 

[3] J. Ribeiro, G. Mantas, F. B. Saghezchi, J. Rodriguez, S. J. Shepherd, 

and R. A. Abd-Alhameed, "Towards an Autonomous Host-based 

Intrusion Detection System for Android Mobile Devices", in 

Proceedings of the 9th EAI International Conference on Broadband 
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Communications, Networks, and Systems (BROADNETS2018), Faro, 

Portugal, September 19-20, 2018, pp. 139-148. 

[4] P. Borges, B. Sousa, L. Ferreira, F. Saghezchi, G. Mantas, J. Ribeiro, 
 

J. Rodriguez, L. Cordeiro, and P. Simoes, "Towards a Hybrid Intrusion 

Detection System for Android-based PPDR Terminals", in 

Proceedings of the 2017 IFIP/IEEE Symposium on Integrated Network 
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1.6 Organization of the Thesis 

 

The remaining chapters of this thesis are organized as follows. 
 

Chapter 2 presents an overview of the Android OS architecture as well as an 

overview of the Android OS security architecture. Although the Android OS 

implements strong security, attackers exploit the system vulnerabilities and 

spread their malware. Therefore, in this chapter, an Android mobile threat 

analysis was provided in order to get a comprehensive view of the current threat 

landscape of Android mobile devices. Then, the state-of-the-art mobile IDS 

solutions used to protect Android mobile devices from the current threats along 

with their limitations were discussed and evaluated. 
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Chapter 3 introduces the system architecture of the proposed Host-based IDPS 

along with detailed description of its main building blocks and the interrelations 

between them. 

 
 

Chapter 4 presents in detail the ML algorithms and the statistical algorithms 

which were evaluated and those which were selected to be integrated in the 

Detection Engine. Actually, the success or failure of the Detection Engine 

depends largely on the performance of its detection algorithms and thus, several 

simulations were conducted to evaluate a wide range of detection algorithms and 

decide which of them would be the optimum algorithms for the Detection Engine 

of the proposed IDPS. 

 
 

Chapter 5 reports the implementation details of the proposed mobile IDPS 

application. It provides explanation for the implementation of each application 

component showing the relevant software code for functionalities that were 

crucial for the application implementation. Moreover, the key characteristics of 

the mobile IDPS application, in terms of CPU and memory consumption, were 

presented and discussed. 

 
 

Chapter 6 presents the experimental setup and results to evaluate the 

performance of the implemented detection algorithms in terms of their detection 

performance, their Receiver Operating Characteristic (ROC) curves, and their 

security level. All the experiments were conducted on a real smartphone (i.e., 

Samsung Galaxy J100H) considering that the smartphone was infected by four 

real malwares (i.e., one at a time). The experimental results showed that 
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HIDROID is well able to discriminate an infected device from a benign one, 

demonstrating very promising detection accuracy with a very low false positive 

rate. 

 
 

Chapter 7 concludes this PhD thesis and provides recommendations for future 

work in terms of implementation of other ML algorithms, e.g. One-Class Support 

Vector Machine (OCSVM) and combination of the detection outcomes of multiple 

learning algorithms to attain a better detection performance. Last, but not least, 

due to the lack of comprehensive training datasets for Android malware detection 

research, the generation of still richer malicious datasets, constructed from a 

wider range of malwares, is proposed as future work. 
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CHAPTER 2 

 
Related Work 

 
2.1 Introduction to Android Architecture 

 

Android is an open source Operating System (OS) for mobile devices being 

developed under Android Open Source Project (AOSP), maintained by Google 

and promoted by the Open Handset Alliance (OHA) [11], [12]. Android OS brings 

innovation and value to consumers through applications that make use of the 

advanced software and hardware as well as learning data from users and network 

[13]. 

 
 

Android architecture consists of five main layers as it shown in Figure 2-1: a) the 

base OS (i.e., Linux kernel), b) the collection of system libraries, c) the Android 

runtime environment, d) the application framework and e) the application layer. 

The structure is such that each component assumes that the component below 

is properly secured. 

Linux kernel: is the low level layer and is used for its hardware drivers, memory 

management, process management, and networking [14], [15]. The execution of 

the code above kernel layer is restricted to a so called Sandbox. 

 
 

Collection of system libraries: is a set of Android native libraries written in C/C++ 

which is used by various system components in the upper layers. These libraries 

facilitate the user interface building, graphics drawing and database access [11]. 
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Android runtime environment: includes the Dalvik Virtual Machine (DVM) and the 

core libraries [14], [15]. The DVM executes *.dex files (i.e., Dalvik-executable) to 

generate the final machine code which is given to CPU for execution. The *.dex 

files are Java class files (i.e., .class files) compiled by the Java compiler and have 

been transformed into the *.dex format by the dx tool. In addition, the *.dex files 

are more compact and memory-efficient than Java class files. On the other hand, 

the core libraries are some Android-specific libraries. 

 
 

Application Framework: is written fully in Java and provides many higher-level 

services and the Application Programming Interfaces (APIs) (e.g., notifications, 

sharing data) to applications. These services are available to developers to use 

them in their applications. Examples of the application framework services are 

the following: Activity Manager, Content Providers, Resource Manager, Location 

Manager, Notifications Manager, View System, and Telephony Manager [14], 

[15]. 

 
 

Application Layer: comprises the top level layer of the Android architecture and 

is where the applications are installed. The applications can be both Android 

native apps and third- party apps. Examples of typical applications are the 

following: camera, alarm, clock, calculator, contacts, calendar, media player, 

games, etc. [14], [15]. 
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Figure 2-1: Android Architecture, source: [14] 

 
 
 
 

The Android architecture is defined to be a secur system. Android’s design is 

such that it can isolate the sensitive parts of the system from the applications e.g. 

the applications are not permitted to access directly to hardware drivers. Android 

security architecture provides built-in security features used to reduce the impact 

of application security issues. 

 
 

In the following sections it is presented an overview of Android security 

architecture, an Android mobile threat analysis and introduces the state-of-the- 

art mobile IDS solutions, highlighting their limitations. 

 
 
 

2.2 Android Security Architecture 

 

Android aims to be the most secure and usable mobile operating system by re- 

purposing traditional operating system security controls to: i) protect user data, ii) 
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protect system resources (including the network), and iii) provide application 

isolation. To achieve these objectives, Android provides the following five key 

security features: a) robust security at the OS level through the Linux kernel, b) 

mandatory application sandbox for all applications, c) secure inter-process 

communication (IPC), d) application signing, and e) application-defined and user- 

granted permissions [13]. 

 
 
 

2.2.1 Linux kernel security features 

 
 

The foundation of the Android platform is the Linux kernel [16]. Since Linux has 

been researched, attacked, and fixed by thousands of developers during the past 

decades, it has become a stable and secure kernel trusted by many corporations 

and security professionals [16]. The Linux kernel provides Android with the 

following key security features: a user-based permissions model, process 

isolation, extensible mechanism for secure IPC, and the ability to remove 

unnecessary and potentially insecure parts of the kernel. 

 
 
 

Furthermore, as a multiuser operating system, Linux kernel aims to isolate user 

resources from one another in order to protect user resources from one another. 

Consequently, Linux achieves to: i) prevent user A from reading user B's files, ii) 

ensure that user A does not exhaust user B's memory, iii) ensure that user A does 

not exhaust user B's CPU resources, and iv) ensure that user A does not exhaust 

user B's devices (e.g. telephony, GPS, Bluetooth) [13]. 
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Finally, there are three Kernel security topics that are worth mentioning in this 

section: a) Security-Enhanced Linux, b) cryptography, and c) rooting of devices. 

Android uses Security-Enhanced Linux (SELinux) to apply access control policies 

and establish an environment of mandatory access control (mac) [17]. SELinux 

enables Android to better protect and confine systems services, control access 

to application data and system logs, reduce the effects of malicious software, and 

protect users from potential flaws in code on mobile devices. The SELinux 

notebook [18] give details about SELinux and [19] give details on implementing 

and configuring policies with SELinux. In addition, cryptography plays a pivotal 

role in Kernel security. The applications can make use of a set of cryptographic 

APIs provided by Android. These include implementations of standard and 

commonly used cryptographic primitives, such as AES, RSA, DSA, and SHA. 

Besides, APIs are provided for higher level protocols, such as SSL and HTTPS. 

In addition, Android 4.0 introduced the KeyChain class that allows applications to 

use the system credential storage for private keys and certificate chains [16]. 

Finally , rooting of devices is another Kernel security feature. In Android, only the 

kernel and a subset of core applications run with root permissions. However, a 

user or an application with root permissions is not blocked from modifying the OS, 

kernel or any other application [16]. Since root has full access to all applications 

and application data, users that change the permissions to grant root access to 

an application reduce the security level of the device and expose the system to 

malicious applications. 
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2.2.2 Application Sandbox 

 
 

Taking advantage of the Linux user-based protection, the Android system 

assigns a unique User ID (UID) to each Android application and runs it as a 

separate process. By setting up a kernel-level Application Sandbox, the kernel 

enforces security between applications and the system at the process level by 

assigning user and group IDs to applications [16]. The operating system protects 

one application against other applications from using their own features without 

the proper permission. The applications cannot interact with each other and the 

access to OS is limited. 

 
 

All of the software above the kernel in Figure 2-1, including operating system 

libraries, application framework, application runtime, and all applications run 

within the Application Sandbox. In addition, the Android OS differs from other 

OSs in terms of how developers can enforce security, since on Android there are 

no restrictions on how an application can be written so as to enforce security. 

Besides, in some OSs, memory corruption errors generally lead to completely 

compromising the security of the host device. However, this is not the case for 

the Android platform because of the fact that all applications and their resources 

being sandboxed at the OS level. Finally, it is worthwhile to mention that although 

the Sandbox is a security feature providing a good level of security, it can be also 

broken. However, it is possible only if the Linux kernel security is firstly 

compromised. 
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2.2.3 Secure inter-process communication (IPC) 

 
 

An Android application consists of one or more of the following components [12], 

[20]: a) Activity component: is the application’s user interface component. 

Typically, a developer defines one Activity per “screen” and one of the 

application’s Activities is the entry point to an application. b) Service component: 

performs background tasks without any UI. c) Broadcast Receiver component: 

listens to the Android system generated events. It is instantiated when the OS or 

another app issues an IPC mechanism known as Intent. d) Content Provider 

component: stores and shares data. This component provides a consistent 

interface for data access between within and between different apps. Data-store 

is accessible through application-defined Uniform Resource Identifiers (URIs). 

Furthermore, Android apps are packaged into an APK (apk), a zip archive 

consisting several files and folders. Specifically, the AndroidManifest.xml stores 

the meta-data such as package name, permissions required, definitions of one 

or more components like Activities, Services, Broadcast Receivers or Content 

Providers, minimum and maximum version support etc.[12]. 

 
 

Moreover, Android provides new IPC mechanisms, such as Binder that is 

implemented using a custom Linux driver, Intent that is a simple message object 

that represents an “intension” to do something, and ContentProviders that is a 

data storehouse that provides access to data on the device [21], [22], [23]. These 

IPC mechanisms are the recommended ones from the Android development 

project. However, it is possible to use other mechanisms, such as network 

sockets or world-writable files. Android developers will be encouraged to use best 
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practices around securing users' data and avoiding the introduction of security 

vulnerabilities [20]. 

 
 
 

2.2.4 Application signing 

 
 

The Android platform requires that every application running on the device must 

be digitally signed (code and non-code resources) by its developer. Attempts to 

install unsigned applications will be promptly rejected by Google Play or the 

package installer on the device. Application signing is the first step to placing an 

application in its Application Sandbox. The signed APK is valid as long as its 

certificate is valid and the enclosed public key successfully verifies the signature. 

In addition, application signing verifies that two or more applications are from the 

same author. When an application is installed on a device, the Package Manager 

verifies that the APK has been properly signed with the certificate included in that 

APK. In case that the certificate matches the key used to sign any other APK on 

the device, the new APK has the option to specify in the manifest that it will share 

a UID with the other similarly-signed APKs [12], [24]. 

 
 
 

2.2.5 Application-defined and user-granted permissions 

 
 

As mentioned earlier, all Android applications run in an Application Sandbox. In 

addition, by default, the applications have limited access to system resources and 

the access is managed by the system to avoid incorrectly or malicious usage of 

the resources [24]. There are many different forms of implementation of these 

restrictions, such as an intentional absent of APIs to access sensitive functionality 
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(e.g. there are no APIs to allow direct manipulation of the SIM card). Besides, 

separation of roles provides a security measure. In addition, the sensitive APIs 

are intended for use by trusted applications and protected through a security 

mechanism known as Permissions. The protected APIs are the following: 

➢ Camera functions 
 

➢ Location data (GPS) 
 

➢ Bluetooth functions 
 

➢ Telephony functions 
 

➢ SMS/MMS functions 
 

➢ Network/data connections 

 
 
 
 

Only the OS has access rights to these resources so that an application can 

access these resources only through the OS. However, an application has to 

define the permissions it needs in its manifest in order to be allowed to make use 

of the protected APIs. The requested permissions are granted or not by the user 

during the installation time. Figure 2-2 presents a fragment of a manifest file that 

defines permissions to send SMS. The system displays a dialog to user that 

indicates the permissions requested by the application and user must select the 

option of accepting and continue the installation or decline and abort the 

installation. These permissions must be accepted all, as a block. The user cannot 

grant or deny individual permissions. Once granted, the permissions are applied 

to the application as long as it is installed. Then, the user is not notified again 

about these permissions. In case an application is uninstalled, the corresponding 
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<manifest xmlns:android="http://schemas.android.com/apk/res/android" 

package="com.example.snazzyapp"> 

<uses-permission android:name="android.permission.SEND_SMS"/> 

<application ...> 

... 

</application> 

</manifest> 

permissions are removed. Thus, a potential re-installation will again result in 

display of permissions [24]. 

 
 

 

 

Figure 2-2: Manifest file defining permission to send SMS [25] 

 
 
 
 

The user can view, within the device settings, the granted permissions of 

applications that have been previously installed on the device. The permission 

checks for protected APIs are forced at the lowest possible level to prevent 

intrusion. Particularly, if an application tries to use a protected feature, which is 

not declared in the manifest, it will lead to a permission failure resulting in a 

security exception. In Figure 2-3, an example of user messaging when an 

application is installed while requesting access to protected APIs is shown. 

 
 

At this point, it should also be mentioned that the Android platform has placed 

cost-sensitive APIs (i.e., APIs generating a cost for the user or the network) in the 

list of the protected APIs. Consequently, the user has to grant explicit permission 

to 3rd-party applications requesting use of cost-sensitive APIs [26]. 

http://schemas.android.com/apk/res/android
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Figure 2-3: System dialog prompting the user to grant or deny permission [27]. 

 
 
 
 

These APIs include the following: 
 

➢ Telephony 
 

➢ SMS/MMS 
 

➢ Network/Data 
 

➢ In-App Billing 
 

➢ NFC Access 
 
 
 
 
 

 
 

Figure 2-4: Access to sensitive user data is available only through protected APIs [29] 
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Furthermore, Android 4.2 adds further control on the use of SMS. In case that an 

application attempts to send SMS to a short code that uses premium services, 

Android provides the user with a notification and he/she can choose whether to 

allow the application to send the message or deny it [26]. 

 
 

Regarding the SIM card access, third-party applications are not allowed to access 

it directly. However, they can have access to the SIM card through the OS that 

handles all communications with the SIM card including access to personal 

information (contacts) on the SIM card memory. Additionally, AT commands are 

also inaccessible from applications since they are managed exclusively by the 

Radio Interface Layer (RIL) [28]. 

 
 

Finally, it is worthwhile to mention that Android considers APIs that provide 

access to user data as protected APIs as well. With normal usage, it is normal 

that devices accumulate user personal data within third-party applications. 

However, when an application intends to share this information, then it has to use 

Android OS permission checks (please see Figure 2-4) to protect the data from 

third-party applications [29]. 

 
 

The personal information collected by a 3rd-party application is restricted, by 

default, to this application. Otherwise, if the application chooses to make this 

information available to other applications through IPC, granting access can only 

apply permissions to the IPC mechanism that are enforced by the operating 

system [30]. 
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2.2.6 User Security Features 

 
 

The user security features which are important to ensure security at the user level: 
 

A) Filesystem Encryption: Android 3.0 and later provides full filesystem encryption. 
 

It uses well-known encryption schemes to encrypt the user data in the kernel. B) 

Password Protection: Android can verify a user-supplied password prior to 

providing access to the device. In addition, this password is used for protecting 

the encryption key for full filesystem encryption in order to prevent unauthorized 

use of the device. A device administrator can require use of a password and/or 

password complexity rules. C) Device Administration: Android 2.2 and later 

versions include the Android Device Administration API providing device 

administration features at the system level [16]. 

 
 
 

2.3 Android Mobile Threat Analysis 

 

Despite the fact that Android OS implements strong security as presented in [31], 

attackers still make use of a wide range of malicious software to compromise 

Android smartphones including trojan, backdoor, worm, botnet, spyware, 

aggressive adware, and ransomware. 

 
 
 

2.3.1 Trojan 

 
 

Trojans are applications that masquerade as benign apps but run without the 

consent or knowledge of the users. The aim of these apps is to steal user 

sensitive information such as passwords or leak the confidential user information 
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such as address book. These apps can divulge contacts, messages, IMEI/IMSI 

numbers to the command and control domains [12]. 

 
 

One example of a Trojan application is DroidDream that was included in Google’s 

Play Store [32]. This Trojan app collects information from the infected devices 

such the unique numbers that cellular providers use to identify handsets and SIM 

cards. Possessing this information, attackers can clone SIM card and read or 

send messages to premium numbers or make calls. 

 
 
 

2.3.2 Backdoor 

 
 

Backdoor is a malware that opens the system to silently facilitating the bypass of 

the normal security mechanisms and thus allowing other malware to enter into 

the system. Backdoor can exploit root to gain such privileges and hide from 

malware scanners. There are numerous examples of backdoor malware that 

makes use of root exploits such rage-against-the-cage or gingerbreak to gain full- 

control of the device [12], [33]. 

 
 
 

2.3.3 Worm 

 
 

Worms make copies of themselves and spread through network and/or 

removable media like Bluetooth or storage devices. Bluetooth worms exploit 

Bluetooth functionality and send copies to the paired devices [12]. This malware 

uses trusted applications to install itself in the device by exploiting vulnerabilities 

in operating systems. 
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Examples of worms are Gingermaster and DroidKungFu. The first one 

propagates using an installed app infected with the hidden malware code which 

will be installed and replicated in the background to exploit the system and gain 

super-user permissions by privileged escalation. The Gingermaster collects and 

sends the stolen information to a remote server through HTTP. The DroidKungFu 

follows the same spread method and when it is executed, it obtains root privileges 

and installs the file com.google.sserch.apk that contains a backdoor. This 

backdoor allows files to be removed and other application packages to be 

downloaded and installed. Finally, all the available data on the terminal is sent to 

a remote server [34]. 

 
 
 

2.3.4 Botnet 

 
 

A mobile botnet is a type of malware that targets mobile devices, attempting to 

gain complete access to the device and its contents and providing the control to 

the botnet creator (i.e., Bot-master). Thus, the device is controlled by a remote 

server, the Bot-master, using a series of commands although their owners are 

unaware of it. It can perform simple commands to enable hackers to send 

email/text messages, make phone calls, access contacts and photos, etc. It also 

can include commands to download malicious payloads automatically [35]. 

According to reports [36], botnets currently pose the biggest threat to the internet. 
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2.3.5 Spyware 

 
 

Spyware may present itself as a good utility, but back of this frontage, it hides a 

set of tasks scheduled to monitor contacts, messages, location, etc. leading to 

undesirable consequences. Usually the collected information is sent to a remote 

server [12]. Researches show that most of the mobile devices are infected with 

spyware. According to [35], the most ‘bad’ mobile spyware programs are used by 

their developers to steal personal information, getting access to credit cards, 

snatching personal photos and videos from the mobile memory. According to [36], 

most of the spyware detected had surveillance-ware installed intended to target 

a specific individual. 

 
 

Some developers claim that the spyware app can be good, considering the 

potential beyond this software, which is able to follow all the users’ steps. They 

say that the software can be used to protect the kids or other vulnerable people, 

or used by an employer to monitors his employees. 

 
 
 

2.3.6 Aggressive Adware 

 
 

Adware allows the unauthorized use of the software by some advertising affiliate 

networks to deliver ads directly to the user device to make money. Personal data 

are often aggressively collected from the user's device, usually made without 

user’s consent [37]. Aggressive ad libraries also can leak personal data over the 

network, sometimes in plain text, easily readable to anyone who sees that traffic 

[38]. This software is spread mostly within app of the following categories: 
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➢ Personalization apps 
 

➢ Entertainment apps 
 

➢ Lifestyle apps 

 
 

App widgets, arcade-game apps, and communication apps are most likely to 

contain adware. 

 
 
 

2.3.7 Ransomware 

 
 

Ransom malware, or ransomware, is a type of malware that after getting system 

access it will prevent users from accessing to the system or personal files. In 

order to regain access users must pay a ransom demand by the attackers [39]. 

Ransomware is malware that can be masqueraded as a trusted application and 

lock the user device in order to make it inaccessible. The ransomware author 

demands some ransom amount to be paid through online payment service to 

unlock the device or get user data back [12]. 

 
 

The ransom prices are variable and nowadays the ransomware authors request 

that the payment must be sent via cryptocurrency (Bitcoins) or credit card. 

However, the users are not guaranteed that after paying the ransom their devices 

will get unlocked or they will have access to their data. [39]. 
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2.4 State-of-the-Art of Mobile IDS 

 

Malware detection techniques can be divided into three main categories: 1) static, 
 

2) dynamic, and 3) hybrid [7]. The static analysis techniques maintain a database 

of signatures for all known attacks and analyse the code without running it. 

Consequently, they are quick but susceptible to false negatives because any 

small variation in the code can evade detection. Static detection is also known as 

signature-based or misuse detection. In contrast, the dynamic analysis 

techniques monitor the behaviour of the system when the application runs. They 

essentially construct a model for normal behaviour, and any observation 

considerably deviating from this model is considered as anomaly. The main 

advantage of dynamic approach is detecting zero-day attacks but they may 

generate a large number of false positives. The dynamic detection is also known 

as anomaly detection. Finally, the hybrid approaches use a combination of static 

and dynamic techniques in order to exploit the high detection precision of static 

techniques and the capability of detection unforeseen attacks by dynamic 

analysis. 

 
 

Based on the detection algorithms are deployed, malware detection systems can 

also be categorized into three main types [8]: 

1. on-device: the whole system including the detection engine is deployed on 

the device, providing an autonomous solution. 

2. distributed (partly on-device and partly off-device): the data collection 

agent and some lightweight analysis are run on the device, whereas the 
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computationally expensive detection analysis is performed on a server, in 

the cloud. 

3. off-device: are used for deep static analysis of new malware, where high 

computational power and memory capacity are required. For this reason, 

all analysis and detection tasks are performed off-device, on powerful 

servers. 

 
 

Anomaly detection algorithms use different features to construct a model for the 

benign behaviour [9]: 1) resource consumption in a mobile device, i.e. CPU 

consumption, battery drain, network traffic, etc.; 2) system calls of the kernel 

invoked by an application, e.g. the number of times functions open, read, write, 

kill, etc. are requested; 3) permissions requested by an application to access, e.g. 

the camera, reading or sending SMS, the contact list, the device’s location, etc., 

registered in the manifest file. 

 
 

In the next subsections, the state-of-the-art of on-device and distributed Intrusion 

Detection Systems (IDSs) is presented. The off-device IDSs are out of the scope 

of this study. 

 
 
 

2.4.1 Andromaly 

 
 

Andromaly [40] is a framework that realizes a Host-based Malware Detection 

System monitoring continuously various features and events obtained from the 

mobile device and applying Machine Learning anomaly detectors to classify the 

collected data as normal (benign) or abnormal (malicious). 
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The detection process consists of real-time monitoring, collection, pre-processing 

and analysis of various system metrics (e.g., CPU consumption, number of sent 

packets through the Wi-Fi, battery level). Moreover, system and usage 

parameters, changed as a result of specific events, may also be collected (e.g., 

keyboard/touchscreen pressing). The gathered system metrics’ values are pre- 

processed and sent to analysis by various processors, each employing its own 

expertise to detect malicious behaviour and generate a threat assessment (TA) 

accordingly. 

 
 

The pending TAs are weighted to generate an integrated alert. The weighting 

process is based on the threat type. For instance, virus TAs are weighted 

separately from worm TAs. Besides, a smoothing phase is also included in the 

weighting process. During the smoothing phase, the generated alert is combined 

with the past history of alerts so that instantaneous false alarms will be avoided. 

After the weighting process, a proper notification is displayed to the user. 

Furthermore, the alert is matched against a set of automatic or manual actions 

that should be taken to mitigate the threat. Automatic actions can be: uninstalling 

an application, killing a process, disconnecting all radios, encrypting data, 

changing firewall policies and more. A manual action can be the uninstallation of 

an application subject to user consent. 
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Figure 2-5: The Andromaly architecture [40]. 

 
 
 
 

Figure 2-5 shows the Andromaly architecture where its components are grouped 

into four main groups: 

 

• Feature Extractors: They are responsible to collect feature metrics from 

various Android components (e.g., Linux kernel and the Application 

Framework layer). In addition, the Feature Manager is responsible to 

manage the feature measurements requests every pre-defined time 

interval. Furthermore, the Feature Manager may pre-process raw features 

collected by the Feature Extractors. 

• Processors: A Processor is an analysis and detection unit. It receives 

feature vectors from the Main Service, analyses them and generates TAs 

which is forwarded to the Threat Weighting Unit (TWU). Processors can 
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be rule-based, knowledge-based, or classifiers/anomaly detectors 

employing Machine Learning methods. The TWU applies an ensemble 

algorithm (e.g., Majority Voting, Distribution Summation) to the outputs 

from the processors in order to derive a final coherent decision regarding 

the infection level of a monitored device. Additionally, the Alert Manager 

receives the results derived from the TWU and applies a smoothing 

function (e.g., moving average, leaky-bucket) to provide a more precise 

alert and prevent false alarms. Afterwards, the smoothed infection level is 

compared with the pre-defined minimum and maximum thresholds. 

• Main Service: It is responsible for managing the detection flow by 

requesting new samples of features, sending newly sampled metrics to the 

processors and receiving the final recommendation from the Alert 

Manager. The Main Service consists of the following components [40]: 

o Loggers: they provide logging options for debugging, calibration 

and experimentation with detection algorithms. 

o Configuration Manager: it manages the configuration of the 

application (e.g., active processors, active feature extractors, alert 

threshold, active loggers, sampling temporal interval, and detection 

mode configuration). 

o Alert Handler: it is responsible for triggering action as a result of a 

dispatched alert (e.g., visual alert in the notification bar, uninstalling 

an application sending notification via SMS or email, locking the 

device, disconnecting any communication channels). 
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o Processor Manager: it is responsible for registering/unregistering 

processors and activating/deactivating processors. 

o Operation Mode Manager: it changes the operation mode of an 

application based on the desired configuration. This change is 

triggered as a result of changes in available resources levels (e.g., 

battery, CPU). 

• Graphical User Interface: it provides the user with the appropriate means 

to configure the application’s parameters, activate/deactivate, visual 

alerting, and visual exploration of gathered data. 

 
 

 

 

Figure 2-6: Sequence diagram describing the flow of the main scenario of the 
 

Andromaly [40]. 

 
 

Figure 2-6 presents a sequence diagram describing the flow of the main scenario 

of the Andromaly. Briefly, the sequence diagram shows the following steps: 
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• The Main Service calls the collectData() method at each pre-defined 

temporal interval (t seconds). 

• The Main Service passes the list of MonitoredData objects to all active 

Processors by calling the Processors’ receiveMonitoredData(MonitoredData) 

method. 

• Processors process the information and prepare a TA which is sent to 

TWU. 

• TWU applies an ensemble algorithm to derive a coherent decision 

regarding the level of the risk. 

• The final ranking is further processed by the Alert Manager informing the 

Main Service whether a malicious behaviour was detected and what 

mitigation techniques to use. 

 
 
 

The malware detector continuously monitors various features and events 

collected from the system and classify the collected data as normal or abnormal 

by using standard Machine Learning classifiers. Evaluation of Machine Learning 

classifiers is typically split into two subsequent phases: training and testing. 

During the training phase, a set of benign and malicious features vectors is 

provided to the system. The representative feature vectors in the training set and 

the real classification of each vector are assumed to be known to the learning 

algorithms and by processing these vectors, the algorithms generate a trained 

classifier. On the other hand, during the testing phase, another set of benign and 

malicious features vectors is classified by the trained classifier. Finally, to 

evaluate the framework, the authors focused on attacks against the phones 
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themselves and not to the service provider’s infrastructure. Thus, they identified 

four classes of attacks on the mobile: unsolicited information, theft-of-service, 

information theft and denial-of-service (DoS). 

 
 
 

2.4.2 Aurasium 

 
 

Aurasium is a technology that enforces arbitrary runtime security policies in a 

simple and robust way to control the execution of apps, even apps obtained from 

untrusted places. The system is composed of two major components: a) the 

repackaging mechanism inserting instrumentation code into arbitrary Android 

apps; and b) the monitoring code intercepting an app’s interactions with the 

system and enforces various security policies. Instead of installing the app 

directly on the device, the app is pushed by the user to the Aurasium black box 

where a hardened version of the app is created. Then, the user installs this 

hardened version of the app. It is assured that all of the app’s interactions are 

closely monitored for malicious activities and that policies protecting the user’s 

privacy and security are actively enforced [41]. 

 
 

Aurasium is able to interpose almost all types of interactions between the app 

and the OS, allowing much more fine-grained policy enforcement that Android’s 

built-in permission system. For example, whenever an app attempts to access a 

remote site over the Internet, the IP of the server hosting the site is checked 

against an IP blacklist. Another example is the case that an application attempts 

to send an SMS; in this case, Aurasium checks if the number is a premium 

number. Besides, Aurasium performs a check policy, whenever an app tries to 
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access sensitive information (e.g., stored SMSs, contact information), or services 

(e.g., camera, location), to allow or disallow the access. 

 
 

Aurasium provides an automated system to repackage arbitrary APKs where 

arbitrary policies protecting privacy and ensuring security can be enforced. 

Moreover, Aurasium provides a set of policies that take advantage of advances 

in malware intelligence such as IP blacklist. In addition, Aurasium provides a way 

of protecting users from malicious applications without the need of changes to 

the underlying Android architecture. Furthermore, it is worthwhile to mention that 

Aurasium is a robust technology (i.e., tested on three different Android versions) 

and more portable compared to other solutions. The position of Aurasium inside 

the Android Application and Framework Structure is shown in Figure 2-7 [41]. 

 
 
 

 

Figure 2-7: Android Application and Framework Structure [41]. 

 
 
 
 

As already mentioned above, the applications in Android are distributed in a 

single APK file. Since Aurasium consists of a native library for low-level 
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interposition and high-level Java code that executes the policy logic, a way of 

inserting both into the target APK is required (Figure 2-8). 

 
 
 

 
 

 

Figure 2-8: Android Application Package [41]. 

 
 
 
 

Although adding a native library is trivial, adding Java code is a bit complicated 

because Android requires all the application’s compiled bytecode to reside in a 

single file called classes.dex. Hence, to insert Aurasium’s Java code into an 

existing app, the original classes.dex file should be disassembled back to a 

collection of individual classes, add the appropriate Aurasium’s classes, and then 

re-assemble (i.e., repackage) everything back to the new classes.dex. Aurasium 

uses an open source tool, named apktool, for disassembling and repackaging. 

Nevertheless, when an app is disassembled, modified and repackaged, the 

original app signature is destroyed. To solve this issue, Aurasium explores some 

particularities in the Android signing process and re-signs the app. Finally, 

Aurasium is limited by the fact that it can be detected by other IDSs based on 

signature modification and presence of predefined native library. Besides, 
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malware may not reveal its malicious behaviour if it identifies the presence of 
 

Aurasium [12], [41]. 

 
 
 

2.4.3 Crowdroid 

 
 

Crowdroid is a behaviour-based (dynamic) malware detection system constituted 

by two main parts: a) a crowdsourcing app (i.e., Crowdroid) running on the mobile 

and responsible to collect the behavioural data (traces) of Android applications, 

and b) a remote server for the traces analysis and malware detection. It is 

presented by the authors in [42] as a new approach to analyse the behaviour of 

Android applications and detect malware in the form of Trojan horses. Crowdroid 

makes use of a crowdsourcing system to obtain the traces of application’s 

behaviour as a main contribution providing a collection of different samples of 

application execution traces. It uses the Strace, a system utility on device to 

collect the system-calls details of the app [12]. 

 
 
 

Crowdroid is a lightweight application that is available for download from Google’s 

Market. This application is in charge of monitor and collecting the Linux kernel 

system calls and sends them to a centralized remote server. Based on the 

crowdsourcing concept, users may help with sending non-personal, but 

behaviour-related data of each app they run. These apps can be downloaded 

both from the official Google Market or form unofficial repositories, as shown in 

Figure 2-9. 
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Figure 2-9: Behaviour-Based Malware Detection Framework [42]. 

 
 
 
 

The remote server will be responsible to parse data and create a system call 

vector per each interaction of the users within their apps. The success of the 

system relies on its use of more users, since more users lead to more complete 

and accurate results. Afterwards, each dataset is clustered by using a partitioned 

clustering algorithm to differentiate between benign apps and malicious apps. 

Benign apps demonstrate very similar system call patterns, whereas malicious 

Trojan applications have different behaviour in terms of distance between 

example vectors, even if they have the same name and identifier. Moreover, 

partitioned clustering is a division of the set of data objects into non-overlapping 

subsets (clusters) such that each data object is in exactly one subset. Each 

cluster may be represented by a centroid or a cluster representative. The 

partitioning algorithms either try to discover clusters by relocating points between 

subsets iteratively (probabilistic clustering, medoids methods, k-means 

methods), or try to identify clusters as areas highly populated with data (density- 

based clustering). In Crowdroid, k-means algorithm is used due to its simplicity, 

efficiency, speed, and a known number of k=2 clusters as an input parameter 

(i.e., we know that an app will be benign or malicious) [42]. 
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Figure 2-10: Crowdroid Architecture [12]. 

 
 
 
 

In Linux, a system call is the way of how a program requests a service from the 

operating system’s kernel. Each system call is identified by a unique number that 

is written in the kernel’s system call table. 

 

 
Figure 2-11: Linux User and Kernel space [42]. 

 
 
 
 

System calls provide useful functions to application programs like network, file, 

or process-related operations. Figure 2-11 shows what happens when an app 

from user space makes a request to the operating system; the petition goes 
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through glibc library, System Call Interface, Kernel and finally to Hardware. The 

kernel will be responsible for understanding the petition and making the request 

to the hardware platform. Then the user gets the information requested by the 

app in the user space in an inverse process. Functions like getpid(), open(), read() 

and socket() are some of the functions that glibc can provide applications to 

invoke a system call [42]. 

 
 

As mentioned above, Linux kernel is the lowest layer of Android architecture, 

which means that all requests made from the upper layers pass through the 

kernel using system call interface before they are executed in hardware. Thus, 

capturing and analysing the system calls passing through the system call 

interface will provide information about the behaviour of the app. Crowdroid uses 

Strace to collect the system calls and generate an output file with all events 

generated by the Android app. This file provides useful information, like opened 

and accessed files, execution time stamps and the count of each system call 

number executed by the app. The count of each system call number executed by 

the app is used to represent the behaviour of each Android app execution. Figure 

2-12 represents a fragment of an Android application behaviour system call 

feature vector, where each element represents a count of the specific system call 

requested [42]. Each number separated by commas, represents how many 

request/executions have been made by a specific Android app during the 

monitoring process. For example, the monitored application used 25 times the 

system call open() and 47 times the system call kill(). 
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Figure 2-12 example of an Android application behaviour system call feature vector 

[42]. 

 
 
 

For each application identifier, the framework creates a dataset. Consequently, it 

is required as many Crowdroid users as possible to enrich the database and 

provide enough information including benign and malicious app traces until the 

system can discover anomalies. Finally, as it is shown in Figure 2-13, the 

framework consists of three main components [42]: 

• Data acquisition: is responsible for obtaining data from the users, using 

the Crowdroid application. 

• Data manipulation: is responsible for managing and parsing all the 

information collected from Android users. The device’s basic information 

is stored in a central database, and system call traces are processed to 

produce the feature vectors that will be used for clustering. 

• Malware analysis and detection system: is responsible for analysing and 

clustering the feature vectors obtained from the previous phase in order to 

create the normality model and detect anomalous behaviour in Android 

apps. 
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Figure 2-13: Android Malware Detection process [42]. 
 
 
 
 
 

2.4.4 Drozer 

 
 

Drozer is a comprehensive attack and security assessment framework for 

Android devices. It is available as open-source software, under a Berkeley 

Source Distribution (BSD) license, which is maintained by MWR InfoSecurity. 

Drozer is essentially a hybrid solution consisting of two main components; a) the 

Agent app that is installed on the device and interacts with other apps through 

the IPC mechanism, and b) the server-side component which is installed on a 

server and can remotely exploit the Android device [43]. 

 

 
 

Figure 2-14: Working of Drozer [12]. 

 
 

In addition, Drozer can interact with the Dalvik VM to discover installed packages 

and related app components. Furthermore, it allows interaction with the app- 
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components like services, content providers and broadcast receivers to identify 

vulnerabilities. It can also interact remotely with Android OS through a shell and 

is capable of generating known exploits taking advantage of the already known 

rooting vulnerabilities. Figure 2-14 displays the Drozer functionality [12]. Drozer 

provides a wide range of modules for interacting with an Android device where 

each module implements a very specific function [12]. The modules are organized 

into namespaces grouping specific functions and are accessible by using various 

Drozer commands listed in Table 2-1. Drozer provides commands that help on 

security assessment and performs several analyses to identify the attacks 

surface [12]. Drozer can run in direct mode or infrastructure mode. In direct mode 

Drozer run the agent’s embedded server and connect directly to it for devices 

connected via Android Debug Bridge (adb) or local Wi-Fi network. On the other 

hand, the infrastructure mode allows a Drozer server to run either on local 

network or on the Internet [12]. Besides, Drozer can install a full agent, a limited 

agent or a normal shell depending on the permissions granted to escalate 

privileges to the vulnerable app, done by the weasel module. Finally, Drozer 

provides modules to extend its functionalities to investigate the various aspects 

of Android platform. Those modules are available for download and installation in 

Github repository [12]. 
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Table 2-1: List of Drozer commands and description [43]. 
 

 
Command Description 

run MODULE Execute a Drozer module. 

 
 

List 

Show a list of all Drozer modules that can be executed in the 

current session. This hides modules that you do not have 

suitable permission to run. 

 
Shell 

Start an interactive Linux shell on the device, in the context of 
 
the Agent process. 

 
Cd 

Mounts a particular namespace as the root of session to avoid 
 
having to repeatedly type the full name of a module. 

 
Clean 

Remove temporary files stored by Drozer on the Android 
 
device. 

 
contributors 

Displays a list of people who have contributed to the Drozer 
 
framework and modules in use on your system. 

Echo Print text to the console. 

Exit Terminate the Drozer session. 

help ABOUT Display help about a particular command or module. 

 
Load 

Load a file containing Drozer commands, and execute them in 
 
sequence. 

module Find and install additional Drozer modules from the Internet. 

permissions Display a list of the permissions granted to the Drozer Agent. 

 
Set 

Store a value in a variable that will be passed as an 
 
environment variable to any Linux shells spawned by Drozer. 

 
Unset 

Remove a named variable that Drozer passes to any Linux 
 
shells that it spawns. 
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2.4.5 Kirin 

 
 

Kirin is a proposed security policy enforcement mechanism running on the device 

[37]. It verifies the apps permissions requested against a set of rules previously 

defined by Kirin. These rules are defined based on the combination of certain 

dangerous permissions that might be requested by the app. Thus, Kirin decides 

whether or not to permit the installation of an app, based on these rules, on behalf 

of the user [12]. In addition, the Kirin’s approach provides a methodology for 

upgrading security requirements in Android. During the development, multiple 

vulnerabilities are identified and Kirin provides a practical method of performing 

certification of the applications at install time [12], [37]. 

 
 

Figure 2-15 shows the Kirin based software installer. When a new app requests 

installation, the installer extracts the security configuration from the target 

package manifest and the Kirin security service evaluates the configuration 

against a collection of security rules. In case that the configuration fails to pass 

all rules, the installer has two options; a) to reject the app, or b) to allow user to 

decide about the installation of the app through a user interface. It is clear that 

the first option is more secure [37]. To identify dangerous app configurations in 

Android, existing security requirements engineering techniques are used as 

reference: definition of how the system is supposed to operate in normal 

environment, assets, and security requirements [37]. 
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Figure 2-15: Kirin based software installer [37] 

 
 
 
 

Figure 2-16 depicts the procedure for the requirements identification, which 

consists of five main activities: 1) assets identification, 2) functional requirements 

identification, 3) assets security goals and threats determination, 4) security 

requirements specification, and 5) security mechanism limitations determination 

[37]. 

 
 
 

 

 

Figure 2-16: Procedure for requirements identification [37] 
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Following the above mentioned 5-step methodology, the Kirin security rules are 

developed. In Figure 2-17, a sample of Kirin security rules to mitigate malware is 

presented. They identify dangerous combinations of permissions [37]. 

 

 

 
 

Figure 2-17: Sample Kirin security rules to mitigate malware [37] 

 
 
 
 

Furthermore, the Kirin security rules are grouped into three main categories: a) 

single permission security rules, multiple permission security rules, and c) 

permission and interface security rules. There are some Android permissions 

which are dangerous by themselves such as the “SET_DEBUG_APP” that allows 

an application to turn on debugging for another application. The rule (1) does not 

allow a third party application to uses this permission. 

 
 

Finally, the security rules are encoded by using the Kirin Security Language (KSL) 

for the Kirin security service. The KSL uses BNF notation as it is shown in Figure 

2-18. The input to Kirin is an app manifest file and the rules only require 

knowledge of the permission labels requested by an app and the action strings 

used in the Intents filters. Moreover, a KSL rule-set consists of a list of rules, 

where each rule indicates combinations of permission labels and action strings 

that should not be used by third-party apps [37]. 
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Figure 2-18: KSL syntax in BNF [37]. 

 
 
 
 

The Kirin Security Service is designed to run on the mobile phone and interfaces 

directly with existing installer. This approach follows the Android’s design 

principle of allowing apps to be replaced based on manufacturer and consumer 

interests. In addition, the Kirin security service uses the PackageManager and 

PakageParser APIs to collect the necessary information from the package 

manifest which is then evaluated against the KSL rules. Then, the Kirin Security 

Service returns to the installer the result as pass/failed form along with the 

violated rules [37]. 

 
 

2.4.6 Drawbacks of the existing Mobile IDS 

 
 

In section 2.5 “State-of-the-Art of Mobile IDS”, five IDS running on the device or 

both on the device and on a server are presented with some advantages and 

disadvantages. Their main disadvantages are discussed in this subsection. 
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Andromaly has two main limitations: a) it relies on supervised learning algorithm 

which entails a labelled dataset, which is tedious to acquire in practice; and b) its 

performance to detect real malware needs further investigation as the authors 

test it against their homemade malware only. 

 
 

The main disadvantage of Aurasium derives from the fact that it uses repackaging 

and thus it may be treated as a malware by other IDSs. 

 
 

Regarding Crowdroid, it is worthwhile to mention that it uses the Strace, a system 

utility on the device to collect the system calls of the app, which requires the root 

access. Moreover, the monitoring process of system calls is for a specific 

application and not for the entire system. Therefore, it analyses the behaviour of 

a specific application at a time. 

 
 

Although Drozer is modular and thus its evolution can be made easily by adding 

new modules, its user interface is only through the command line. This is a 

characteristic of Drozer that can be a handicap for users who are less familiar 

with command-line interface. 

 
 

Finally, although Kirin can mitigate certain types of malware, it is far from being a 

complete solution. It cannot detect a malware that requests permissions that look 

like the ones requested by legitimate applications. In addition, Kirin analyses the 

application on install time but is not prepared for monitoring the application 

behaviour on runtime. 
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2.5 Conclusion 

 

In this chapter, an overview of the Android architecture as well as an overview of 

Android security architecture was presented. As aforementioned, the Android 

architecture consists of different layers and is structured in a way that each 

component assumes that the component below is properly secured. 

 
 

However, the Android OS suffers from several threats exploiting vulnerabilities of 

the structure of the system. Despite the fact that the Android OS implements 

strong security, attackers exploit the system vulnerabilities and spread their 

malware. Therefore, in this chapter, an Android mobile threat analysis was 

provided in order to gain a comprehensive view of the current threat landscape 

of Android mobile devices. Finally, this chapter presents the state-of-the-art 

mobile IDS solutions used to protect the mobile devices from the current threats 

along with their limitations. 
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CHAPTER 3 

 
Architecture of the Proposed Host-based 

IDPS 

3.1 Introduction 

 

This chapter provides the design of the Host-based IDPS (HIDPS) system 

architecture and describes the interrelations between its various components. 

The main goal of the proposed IDPS is to detect any abnormal behaviour and to 

adopt an optimal strategic of preventing actions. Initially, the proposed IDPS 

collects data related to the behaviour of the mobile device. Then, the collected 

data are processed to produce the feature vectors that feed the Detection Engine 

in order to identify any abnormal behaviour. 

 
 

At the heart of the IDPS, the Detection Engine incorporates dynamic analysis of 

the device’s behaviour for detecting suspicious activities. It employs a variation 

of the K-means algorithm – with only one cluster, representing the benign data – 

and the univariate Gaussian algorithm which is a statistical algorithm. The 

extracted features reflect the overall resource utilisation by the device, e.g. total 

CPU/memory consumption, total network traffic, battery drain rate, screen status 

(on/off), number of running services/processes, etc. 
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3.2 Overall IDPS Architecture 

 

The architecture of the proposed HIDPS is composed of the following 

components as illustrated in Figure 3-1: a) real-time data acquisition, b) real-time 

dataset generation, c) feature normalization, d) detection algorithm, e) training, f) 

intrusion probability assessment and f) alert manager. In the following sections, 

each of these components is explained. 

 

 

 

 
Figure 3-1: Architecture of the proposed HIDPS 
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3.3 Data Acquisition 

 

The Real-Time Data Acquisition component is responsible for collecting the data 

in real-time considering the features listed in Table 3.1. To detect suspicious 

behaviour on Android mobile devices (e.g., smartphones), the proposed IDPS 

needs to continuously monitors these features at the device level during the data 

acquisition period. 

 
 
 

Table 3-1. Selected features for Android malware detection. 
 

 
Index Feature Description 

1 CPU usage Overall CPU consumption (%) 

2 Memory usage Overall memory usage (kB) 

3 Cached memory Memory used as cache (kB) 

4 Bit rate Total sent/received bytes per second (kB/s) 

5 
Packet rate 

Total sent/received packets per second 
(packet/s) 

6 Battery drain Drop in battery level (%) 

7 Battery temperature Battery temperature (ºC) 

8 Running processes Total number of running processes 

9 Running services Total number of running services 

10 TCP open sockets Total number of open TCP sockets (IPv4/v6) 

11 
SMS to unknown numbers 

Total number of sent SMS to unknown 
  numbers 
12 Total sent SMS Total SMS in outbox 

13 Total outgoing calls Total number of placed phone calls 

14 Installed applications Total number of installed applications 

15 Screen status Display on/off: on = 1 ; off = 0 

 
 

 

3.4 Dataset Generation 

 

The Real-Time Dataset Generation module is responsible for constructing the 

training and/or testing datasets in real-time. The collected real-time information 

is saved in CSV files. Each file contains the data collected during a data 
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... 

TS 2TS 3TS Ti T0 

Data Acquisition Period 

 
Data Acquisition Interval 

... 

acquisition interval. Each entry (row) represents a training sample (example) and 

each column represents a feature. Data collection can be performed periodically 

every hour, every two hours, or so throughout a day. In the following, it is briefly 

explained the dataset generation process. The data acquisition period, the data 

acquisition interval and the sampling period for the purpose of dataset generation 

are illustrated in Figure 3-2. 

 
 

The data generation process starts by collecting data from a benign device, 

profiling benign behaviour. The device is used as a personal device so as to 

receive and make calls, send and receive SMS, and play games. For collecting 

malicious data, a malware was installed at a time on the device and the device 

was used as before. 

 
 

Sampling Period 

 
 
 
 
 
 
 

 

0 Ti T0 time 2T0 

 

 

Figure 3-2: Illustration of data acquisition period, data acquisition interval and sampling 

period. 
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Table 3-2: Android malwares used for testing the proposed HIDS. 
 

 

Malware Type of misbehaviour 
 

Uses the “Adobe Flash player” icon, causes high CPU usage, 
 

Marcher gets administration rights, activates WiFi, installs a fake Google 

store, and sends SMS. 

Secrettalk_Device Gets administration rights and results in high CPU usage. 
 

Appears as “Google Installer”, gets administration rights, installs 
 

AndroidXbot another app as “WhatsApp”, and causes high CPU 

consumption. 

 
Radardroid2Map 

Mines and generates bit coins and causes high CPU 

consumption. 

Android locker 
Presents itself as “Adobe Flash player”, gets administration 

rights, cause high CPU consumption, and locks the screen. 

 

 

The process was repeated for each of the malware included in Table 3-2. 

However, the device was cleaned after each operation and before installing the 

next malware to make sure that only one malware was running at a time. 

 
 

As mentioned before, the collected data is saved in CSV files. Each saved file 

contains the data collected during a data acquisition interval. The CVS files are 

structured as illustrated in Figure 3-3, where each entry (row) represents a 

training sample and every column represents a feature. 
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Figure 3-3: CSV file structure 

 
 
 
 
 

3.5 Feature Normalization 

 

The Feature Normalisation component receives the raw data from Real-Time 

Dataset Generation component and normalises it as follows: for each column 

(representing one feature), it first subtracts the mean value of the column from 

each element of the column and then divides the result by its standard deviation. 

This operation is repeated for every column and the output is saved as a new 

CSV file. Therefore, each column of this new file has mean 0 and standard 

deviation of 1. 

 
 

The feature normalization is needed due the fact of the input features having 

different ranges and normalization makes all features demonstrate values in the 
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same range. The normalization process will improve numerical stability to the 

model and also it can speed up the training process. 

 
 
 

3.6 Detection Engine 

 

The Detection Engine employs either ML or statistical algorithms in order to 

classify each entry of the normalized dataset. For each entry in the dataset, the 

algorithm outputs either zero (benign) or one (malicious). Hence, the output of 

the Detection Engine is a binary vector, the length of which, is equal to the number 

of entries in the normalized dataset. This vector is then fed to the Intrusion 

Probability Assessment module presented in Subsection 3.8. 

 
 
 

3.7 Training 

 

The Training module is responsible for constructing profiles for benign and 

malicious behaviours. It can be performed either offline, to save mobile 

resources, or online, by the mobile device, from time to time, to update those 

profiles since the notion for normal behaviour can change over time because the 

way the device is being used may not necessarily always constant. The training 

process is performed every time there is a behaviour deviation and the user 

considers it as the result of user behaviour change and not as the effect of a 

malware infection. During every analysis, the training data are updated if the 

intrusion probability is zero or lower than the pre-defined threshold. When training 

data changes, the training process is triggered to update the ML algorithm. 
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3.8 Intrusion Probability Assessment 

 

The Intrusion Probability Assessment module calculates the probability of 

intrusion for a given data acquisition period. Denoting the output (binary) vector 

of the Detection Algorithm as 𝑦𝜖ℝ𝑚 × 1, the probability of intrusion in data 
 

acquisition period k can be calculated as follows. 
 

 

∑𝒎 
𝒊 = 𝟏 𝒚𝒊 

 
(1) 

𝑷𝟎(𝒌) = 
m 

𝑨 

Here, 𝑚 denotes the number of records and 𝐴 the accuracy of the detection 
 

algorithm, which is defined as follows: 
 

 

 
 

 
where: 

𝑻𝑷 + 𝑻𝑵 
𝑨 = 

𝑻𝑷 + 𝑻𝑵 + 𝑭𝑷 + 𝑭𝑵 

(2) 

 
 

• TP (True Positive) is the number of positive entries (malicious examples) 

that are correctly classified. 

• TN (True Negative) is the number of negative entries (benign examples) 

that are correctly classified. 

• FP (False Positive) is the number of negative entries (benign examples) 

that are wrongly classified as positive (malicious). 

• FN (False Negative) is the number of positive entries (malicious examples) 

that are wrongly classified as negative (benign). 
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Po(k) value is then compared with a pre-defined threshold “Security Level”. If the 

Po(k) value is greater than the “Security Level”, it triggers the Alert Manager. The 

“Security Level” is a parameter used to prevent frequent false alarms. 

 

3.9 Alert Manager 

 
 

 
The overall probability of intrusion given the probability of intrusion for the current 

and the past monitoring periods is calculated by the Alert Manager component 

as follows: 

 

𝜶 

𝑷(𝒌) = 𝟏 ― ∏(𝟏 ― 𝑷𝟎(𝒌 ― 𝜶 + 𝒊)) (3)
 

𝒊 = 𝟏 

where 𝛼 denotes the number of consecutive alerts that Alert Manager receives 

up to the 𝑘th data acquisition period. For instance, if Alert Manager receives three 

consecutive alerts and the probability of intrusion for each alert is 𝑃0 = 0.87, then 
 

the overall probability of intrusion would be 𝑃 = 0.998. In case the overall 
 

probability exceeds a pre-defined threshold by the user, the Prevention Engine, 

which is integrated into the Alert Manager, will send an alert (e.g., a notification 

message) to the user or take actions to reduce the impact of the threat. 

 
 

The output of the Alert Manager, which is the overall probability of intrusion (P), 

is fed to the Prevention Engine that it takes the proper strategic action based on 

the observed malicious behaviour. Thus, the Prevention Engine may recommend 

various actions to the user in order to minimise the impact of the threat. For 

instance, it may recommend to run the “Battery Management” in System Settings 
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to verify what applications are consuming too much battery, or to open the 

“Application Management” in System Settings to verify the last application 

installed. However, apart from the recommendations to the user, the Prevention 

Engine can also turn off the connections (e.g., WiFi, Bluetooth, Internet data) in 

order to reduce any possible damage. Moreover, the Detection Engine can also 

seeks for suspicious files in the SD card that contain specific keywords such 

“Name”, “email”, “Phone Number” or “Imei”. If such a file is found, then the 

Prevention Engine renames it so that the application that generates it can no 

longer access and use it. Figure 3-4 is a print of a malicious file captured by the 

HIDPS in the system root. 

 

 

Figure 3-4: Malicious file captured by the HIDPS 
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3.10 Conclusion 

 

This chapter provided an overview of the system architecture of the proposed 

Host-based IDPS along with detailed description of its main building blocks and 

the interrelations between them. First of all, it described the process of Data 

Acquisition and presented the list of the features monitored to characterize the 

system behaviour. Furthermore, the detailed description of the Dataset 

Generation process and the Feature Normalisation process was given. Moreover, 

the Detection Engine component and the Training process were discussed in 

depth and it was explained how the probability of intrusion is calculated in the 

Intrusion Probability Assessment module. Finally, the functionality of the Alert 

Manager component was explained along with an arithmetic example in order to 

enhance its understanding. 
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CHAPTER 4 

 
Detection Engine Algorithms 

 
4.1 Introduction 

 

The success or failure of the Detection Engine depends largely on the 

performance of its detection algorithms. Towards this direction, several 

simulations were conducted to evaluate a wide range of detection algorithms and 

decide which of them would comprise the optimum algorithms for the Detection 

Engine of the proposed IDPS. This chapter presents in detail the Machine 

Leaning (ML) algorithms and the statistical algorithms which were evaluated and 

those which were selected to be integrated in the Detection Engine. 

 
 
 

4.2 ML Algorithms 

 

There are several approaches to Machine Learning including supervised and 

unsupervised learning. Initially, we applied and evaluated supervised ML 

algorithms which use labelled data in the training dataset to construct models to 

predict the output value for new data that have never been seen before in the 

training dataset. In the case of an IDPS, the output value for a new data is its true 

class label, i.e., benign or malicious. Depending on the type of the output variable, 

the task can be a linear regression or a classification problem [44], [45]. If the 

output value takes a continuous value, the problem is called linear regression. 

On the other hand, if the value of the output variable is drawn from a discrete 
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finite set, then the problem is called classification. In this research work, the 

following eight supervised ML algorithms were applied and evaluated: One Rule 

(OneR), Decision Tree (DT), Naïve Bayes (NB), Bayesian Network (BN), Logistic 

Regression (LR), Random Forest (RF), KNearest Neighbour (k-NN), and Support 

Vector Machine (SVM) with a polynomial kernel, with an exponent equal to one 

[11]. It is also worth noting that, in DT algorithm, in order to end up with a pruned 

tree, i.e., with a reasonable number of branches (the minimum number of objects 

per leaf is set to 10). This is crucial to avoid over fitting and come up with a tree 

that is simple yet effective in terms of generalisation capability on new data. 

 
 

Furthermore, we investigated the performance of unsupervised algorithms which 

essentially try to group data by putting examples with similar attributes into the 

same cluster [44], [45]. Simple K-means and Expectation Maximisation (EM) are 

some well-known clustering techniques, as well as the Principal Component 

Analysis (PCA) that is also considered as an unsupervised feature selection 

algorithm [46]. In this research work unsupervised algorithm K-means, with two 

clusters, one for benign examples and the other one for malicious ones was 

investigated. K-means is a clustering algorithm that uses unlabelled data. The 

objective is to assign data to different clusters according to their features. When 

it initiates, it creates K groups by randomly selecting K training examples as their 

centroids. Then, it assigns each training example to the cluster whose centroid 

has the least distance to the data point. After assigning all data points, it updates 

the cluster centroids with the average of the assigned examples to each cluster 

and goes for the second round of assigning the training data to new clusters. The 
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algorithm iterates until the cluster centroids do not change any more [44], [45], 

[46]. 

 
 
 

4.3 Statistical Algorithms 

 

Apart from abovementioned supervised and unsupervised algorithms, two 

additional statistical algorithms were studied, namely: 1) the univariate Gaussian 

algorithm, which assumes that features are independent and identically 

distributed (iid) random variables with Gaussian distribution; and ii) multivariate 

Gaussian algorithm, which can capture any correlation between features through 

its covariance matrix. These two algorithms estimate the parameters of the 

Gaussian distribution, i.e., its mean and variance/covariance, using maximum 

likelihood estimator, and then set a threshold for the probability of a data point 

lying on the tale of the distribution below which is considered as malicious 

observation. 

 
 

It is worth noting that the essential difference between the univariate and 

multivariate Gaussian algorithms is that the former assumes that all features are 

independent from one another, while the latter does not make such an 

assumption. Both algorithms principally estimate the parameters of the 

underlying (Gaussian) distribution, e.g. the mean and the variance or the 

covariance matrix (in case of a multivariate model), using a maximum likelihood 

estimator. Then, the univariate Gaussian algorithm uses a cross validation 

process to set a threshold for the probability distribution function below which is 

considered as anomaly. The cross validation process looks for the lower value of 
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the output vector and select it as a threshold. Upon any observation, its probability 

is calculated and if it is less than this threshold (i.e. it lies on the tale of the 

distribution), it is reported as an anomaly. In the following, the different steps of 

these two algorithms are given [54], [55]. 

 
 

Univariate Gaussian Algorithm 

 
 

1. Choose features 𝑥𝑖 that might be indicative of anomalous examples. 
 

2. Given a training set {𝑥(1).….𝑥(𝑚)}, ∈ ℝ𝑛, with 𝑛 features and 𝑚 examples, fit 
 

parameters 𝜇1.….𝜇𝑛. 𝜎2.….𝜎2 as follows: 
1 𝑛 

 

 
𝑚 

𝜇  =  
1 ∑𝑥(𝑖) 

 
 

 
(4) 

𝑗 𝑚 𝑗 

𝑖 = 1 
 

𝜎2 = 
1

 
𝑚 

∑(𝑥(𝑖) ― 𝜇 )2 (5)
 

𝑗 𝑚 ― 1 𝑗 𝑗 

𝑖 = 1 

 

3. Given new example 𝑥, compute 𝑝(𝑥) as follows: 
 

 

𝒏 𝒏 
𝒑(𝒙) = ∏𝒑(𝒙 ;𝝁 .𝝈𝟐) = ∏  𝟏 ―

 
(𝒙𝒋 ― 𝝁𝒋)

𝟐
 

 
 𝟐𝝈𝟐

 

 
(6) 

 
𝒋 = 𝟏 

𝒋 𝒋 𝒋  
𝒋 = 𝟏 

𝟐𝝅 
𝒋 

𝝈𝒋 

As mentioned earlier, it is assumed that 
 

variables with distribution 𝒩(𝜇 .𝜎2). 

𝑥𝑗’s are independent and iid random 

𝑗     𝑗 

 
 

4. Flag anomaly if 𝑝(𝑥) < ϵ. 
 
 
 

 

Multivariate Gaussian Algorithm 

 
 

1 Choose features 𝑥𝑖 that might be indicative of anomalous examples. 

𝒆 
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2 Estimate parameters 𝜇 ∈ ℝ𝑛 and Σ ∈ ℝ𝑛 × 𝑛 as follows: 
 

 
𝑚 

𝜇  =  
1 ∑𝑥𝑖

 
 

 

 
(7) 

𝑗 𝑚 

 
𝑚 

𝑗 

𝑖 = 1 
 
 

(8) 

𝜮 =  
1 ∑(𝑥(𝑖) ― 𝜇 )(𝑥(𝑖)𝑥(𝑖) ― 𝜇 )𝑇

 

𝑚 𝑗 𝑗 

𝑖 = 1 

𝑗 𝑗 

 

3 Given a new example x, compute 
 

 
1 ― 

1
(𝑥 ― 𝜇 )𝑇𝜮 ―1(𝑥 ― 𝜇 ) 

𝑝(𝑥) = 
(2𝜋)𝑛/2|𝜮|1/2

𝑒
 

2    𝑗 𝑗 𝑗 𝑗 (9) 

 

4 Flag an anomaly if 𝑝(𝑥) < 𝜖. 
 
 

Finally, although multivariate Gaussian algorithm automatically captures 

correlations between features, it is computationally more expensive (mainly due 

to computing the inverse of covariance matrix, Σ ―1) [53]. 

 
 

 

4.4 Performance Evaluation 

 

To evaluate the ML algorithms two experiments were carried out. First, training 

and testing the algorithms over the same dataset and second, training the 

algorithms using one dataset and testing them with a different one. The main 

rational behind the second experiment was to inspect the generalisation 

capability of the constructed ML model for the IDPS. However, to the best our 

knowledge, publicly available datasets representing benign and abnormal 

behaviour of Android mobile devices do not exist. Thus, two datasets were 
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generated: a) the benign activity dataset; and b) the abnormal activity dataset to 

evaluate a number of ML algorithms. 

 
 

Similarly to evaluate the proposed statistical algorithms, the univariate and 

multivariate Gaussian models were built (i.e., calculating their mean and 

covariance and defining the threshold value 𝜖) using 2000 benign examples and 

50 malicious examples (i.e., 10 examples from each malware). The performance 

evaluation tests for both ML algorithms were conducted on WEKA software while 

statistical algorithms were conducted on MATLAB software. 

 
 

When the device is clean, only benign data is collected, for each sample classified 

as malicious, it represents a false positive (FP) while, the samples classified as 

benign represents the true negative (TN). On the other hand, when the device is 

infected with any malware, all the samples classified as benign represents false 

negative (FN), and the samples classified as malicious represents the true 

positive (TP). 

 
4.4.1 Dataset Generation 

 
 

To construct the datasets, a regular Android application on an un-rooted 

Samsung Galaxy (J1 model: SM-J100H) smartphone, running Android KitKat 

(version 4.4.4), was developed in order to monitor and acquire the feature 

samples. In addition, we set the data acquisition period, the data acquisition 

interval, and the sampling period as follows: 

a) Data Acquisition Period, 𝑇0 = 1 ℎ 

 
b) Data Acquisition Interval, 𝑇𝑖 = 20 𝑚𝑖𝑛 
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c) Sampling Period, 𝑇𝑠 = 2 𝑠𝑒𝑐 
 

The process starts by collecting data from a benign device, profiling benign 

behaviour. The device is used as a personal device, i.e. to receive and make 

calls, send and receive SMS, and play games. We considered playing either 

Block puzzle or Jigsaw game. On the other hand, for collection of malicious data, 

we installed a malware on the device and used the device as before in order to 

profile the malicious behaviour of the device. We repeated this process for each 

of the five malwares listed in Table 3-2 in Chapter 3. The table also provides 

some additional information about the type of misbehaviour that each malware 

manifests. It is noteworthy to mention that we cleaned the device after each 

operation and before installing next malware to make sure that only one malware 

was running at a time. 

 
 

The collected data were saved in CSV files and each CSV file contained the data 

collected during a data acquisition interval (i.e., Ti = 20 min). Therefore, in our 

experiments, each CSV file contains 600 examples, considering that we sampled 

features every 2 sec. In addition, since the data acquisition period was 1 h, 24 

separate CSV files were created for the benign behaviour during one day. On the 

other hand, as the smartphone was infected with five different malwares, one 

malware at a time, 120 (24×5) CSV files were created for the malicious behaviour. 

 
 
 

4.4.1.1 Dataset for ML Algorithms Evaluation 

 
To evaluate the ML algorithms, two datasets were constructed containing both 

benign and malicious examples, as illustrated in Figure 4-1. In the following, we 
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refer to these new datasets as Dataset 1 and Dataset 2. Each of these datasets 

contains 12,000 examples (i.e., 6,000 benign and 6,000 malicious) uniformly and 

independently sampled from the collected benign and malicious data. In 

particular, the 6,000 malicious examples in each dataset is uniformly and 

randomly selected from the five malwares listed in Table 3-2 in Chapter 3. That 

is, each dataset contains 1,200 examples from each malware. 

 

 

 
 

Figure 4-1: Datasets structure: each dataset contains 6,000 benign examples and 

1,200 examples from each malware listed in Table 3-2. 

 
 
 

 
4.4.1.2 Dataset for Statistical Algorithms Evaluation 

 
To evaluate the statistical algorithms, a training dataset consisting of 2,000 

benign examples and 50 malicious examples (i.e., 10 examples from each 

malware) was created as shown in Figure 4-2. Furthermore, five new test 

datasets were constructed, each with 600 examples/entries, independent from 

the ones used for the training. These datasets also differ in the proportion of 

benign and malicious examples that they contain. In particular, they have the 

following proportions of malicious entries: 0, 0.25, 0.50, 0.75, and 1. For instance, 

the dataset with 0.25 malicious data, contains 450 benign examples, which is 

0.75 of the whole dataset (i.e., 600 examples/entries), and 150 malicious 

examples (see Figure 4-2). 
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Figure 4-2: Training and test datasets, with different percentage of malicious examples, 

for the statistical algorithmsevaluation. 

 
 
 

 
4.4.2 Performance Evaluation Metrics 

 
 

Before start any measurements, it is essential to define the metrics that will be 

used for evaluating the performance of the algorithms. These metrics are the 

following: Accuracy, Precision, Recall and F-Measure. 

 
 

One of the most intuitive and easiest metric for evaluation of the Accuracy of the 

model is the confusion matrix. The confusion matrix is represented as a table 

where columns represent the actual classifications and the rows represent the 

predicted ones. Labelling input samples as 0 for benign and 1 for malicious, the 

confusion matrix is represented as follows in Table 4-1. 
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Table 4-1: Confusion Matrix 
 

 
 Actual 

P
re

d
ic

te
d
 

 Malicious (1) Benign (0) 

Malicious (1) TP FP 

Benign (0) FN TN 

 
 

From the confusion matrix it is possible to have an understanding about the model 

behaviour, but to get performance measurements, the aforementioned metrics 

(i.e., Accuracy Precision, Recall, F-Measure), which are based on the values in 

the confusion matrix, are used. Thus, we have the following: 

 
 

Accuracy: the correct predictions made by the model over all the predictions 
 

made.  
 

𝑻𝑷 + 𝑻𝑵 
𝑨 = 

𝑻𝑷 + 𝑻𝑵 + 𝑭𝑷 + 𝑭𝑵 

 

 
(10) 

 
 

 

Precision: the ratio of the total generated alerts, either correct or false, that are 
 

really originated from malicious incidents: 
 

𝑻𝑷 
𝑷 = 

𝑻𝑷 + 𝑭𝑷 

 

 
(11) 

 
 

 

Recall: the ratio of the total positive incidents that are successfully detected: 
 

𝑻𝑷 
𝑹 = 

𝑻𝑷 + 𝑭𝑵 
(12) 
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F-Measure: combines the above two metrics (i.e., Precision and Recall) into one 

single metric and is specifically defined as their harmonic mean. F-Measure gives 

equal weights to Precision and Recall. 
 

𝑷 × 𝑹 
𝑭 = 𝟐

𝑷 + 𝑹
 

 
 

(13) 

 
 

 

Furthermore, it is worthwhile to mention that the Receiver Operator Curve (ROC) 

is a graphical plot used to characterize binary classifiers [49]. A ROC curve is the 

plot of True Positive Rate (TPR) against False Positive Rate (FPR). In other 

words, the ROC is the graphical representation of the TPR and FPR both in the 

range of [0, 1]. 

 
 

TPR is defined as the ratio of true positives to all positives: 
 

𝑻𝑷 
𝑻𝑷𝑹 = 

𝑻𝑷 + 𝑭𝑵 

 

 
(14) 

 
 

 

FPR is defined as the ratio of false positives to all negatives: 
 

𝑭𝑷 
𝑭𝑷𝑹 = 

𝑭𝑷 + 𝑻𝑵 

 

 
(15) 

 
 

 

Finally, the Area Under the Curve (AUC) is also one of the wildly used metrics for 

measuring a model. The AUC is the area formatted under the curve plotted in the 

ROC graphic. The bigger AUC, the better is the overall performance of the model 

[49]. 



75  

4.4.3 Simulation Results for the ML Algorithms 

 
 

Two experiments were conducted in order to evaluate the ML algorithms that we 

have considered for the proposed HIDPS. In the first experiment, the ML 

algorithms were trained and tested over the same dataset, namely Dataset 1, 

using 10-fold cross validation. In the second experiment, the ML algorithms were 

trained using Dataset 1 and tested on Dataset 2. The rationale behind this was to 

inspect the generalisation capability of the ML algorithms. 

 
 

For both experiments, the author applied the eight ML algorithms mentioned 

above in Section 4.2 (i.e., One Rule (OneR), Decision Tree (DT), Naïve Bayes 

(NB), Bayesian Network (BN), Logistic Regression (LR), Random Forest (RF), 

KNearest Neighbour (k-NN), and Support Vector Machine (SVM) with a 

polynomial kernel, with an exponent equal and Support Vector Machine (SVM) 

with a polynomial kernel, with an exponent equal to one). For the first experiment, 

using the 15 features included in Table 3-1, all classifiers, except NB, achieved 

100% correct classification. The NB algorithm yielded 99.83% correctly classified 

instances (accuracy), with no FN and only 20 FPs. In addition, K-means 

clustering algorithm also achieved 100% accuracy. 

 
 

Furthermore, applying feature selection algorithms, we noticed that the benign 

and malicious profiles are completely distinct on two features, namely total sent 

SMS and installed applications. Removing these two features and repeating the 

first experiment, it was observed that SVM and RF still maintain 100% accuracy. 

Table 4-2 summarises the results for all applied ML algorithms, in terms of 
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accuracy, number of false decisions (i.e., FP and FN), Precision, Recall, and F- 

Measure. According to Table 4-2, k-NN, BN, LR, and DT demonstrate very high 

accuracy (above 0.9997), less than 4 decision errors in total, whereas NB 

demonstrates the worst accuracy, even worse than simple OneR classifier, with 

an accuracy of 0.95925, 22 FPs and 467 FNs. Finally, K-means still maintains 

100% accuracy. 

 
 
 

Table 4-2: Experiment 1 - Evaluation results for 10-fold cross validation over the 

Dataset 1. 

 

Algorithm Accuracy FP FN Precision Recall F-Measure 

OneR 0.9963 134 84 0.9779 0.9860 0.9819 

DT 0.9998 3 0 0.9995 1 0.9998 

NB 0.95925 22 467 0.9960 0.9222 0.9577 

BN 0.99967 4 0 0.9993 1 0.9997 

LR 0.9998 0 2 1 0.9997 0.9998 

SVM 1 0 0 1 1 1 

RF 1 0 0 1 1 1 

k-NN 0.9999 1 1 0.9998 0.9998 0.9998 

 
 

On the other hand, Table 4-3 summarizes the results for the second experiment 

where the training dataset is Dataset 1 and the testing dataset is Dataset 2. 

Similar to experiment 1, the 15 features included in Table 3-1 are used in 

experiment 2 as well. The results show that OneR, DT, SVM, RF, and k-NN 

algorithms demonstrate no decision error, i.e., 100% accuracy, and NB shows 

the lowest accuracy, with many FPs. For the rest of algorithms, expectedly, most 

of the decision errors are due to FPs. Finally, K-means clustering algorithm 
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attains 100% accuracy as before, and thus it was selected for the Detection 

Engine. However, a variant version of the K-means algorithm was implemented 

in the Detection Engine. This variant version makes use of only one class based 

on the One Class Classification (OCC) method that has gained increasing 

attention in recent years by researchers in order to classify positive (or target) 

cases in absence of negative cases (or outliers) [47], [48]. Thus, this OCC-based 

variant version of the K-means algorithm was decided to be implemented due to 

the fact that the tuning process of the Detection Engine typically requires not only 

benign samples but also malicious samples which are not easy to be generated. 

 
 

In fact, the OCC-based variant version of the K-means algorithm allows 

classification to rely on the labelled samples from only one class. It learns from 

those samples and defines a boundary where all samples that belong to the 

labelled class are inside that boundary and all samples outside that boundary are 

considered anomalous. Implementation details of the variant version of the K- 

means algorithm with one class are provided in Section 5.3.4. 

 
 

Overall, the results revealed that ML algorithms can achieve a satisfactory 

performance, but they may still generate a high number of FPs, as they are very 

dependent of the input features and thus render them inefficient and troublesome 

since when an alert is generated, the user has no idea if it is originated from an 

intrusive incident or it is just a false detection. 



78  

Table 4-3: Experiment 2 - Evaluation results for training on Dataset 1 and testing 

Dataset 2. 

 

Algorithm Accuracy FP FN Precision Recall F-Measure 

OneR 1 0 0 1 1 1 

DT 1 0 0 1 1 1 

NB 0.9112 1065 0 0.8493 1 0.9185 

BN 0.9957 50 2 0.9917 0.9997 0.9957 

LR 0.99975 3 0 0.9995 1 0.9998 

SVM 1 0 0 1 1 1 

RF 1 0 0 1 1 1 

k-NN 1 0 0 1 1 1 

 
 

Therefore, additional mechanisms are needed to further inspect the alert before 

sending an alert to the user. In fact, this is performed by the post detection 

modules (i.e., Intrusion Probability Assessment and Alert Manager modules) in 

our proposed HIDPS. These two modules essentially generate an alert only when 

the overall probability of intrusion exceeds a predefined threshold, which can be 

set to an arbitrarily high value, relying on the number of consecutive positive 

outcomes (i.e., malicious incident) of the detection algorithm. 

 
 
 

4.4.4 Simulation Results for the Statistical Algorithms 

 
 

To evaluate the statistical algorithms, a number of experiments were also 

conducted using the five datasets described in Section 4.5.1.2 for testing. Table 

4-4 summarises the results for the univariate Gaussian algorithm on the five test 

datasets. As shown in Table 4-4, 100% accuracy, i.e., no error, over all five 

datasets is achieved. 
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In contrast, Table 4-5 summarises the test results for the multivariate Gaussian 

algorithm on the same five datasets. As observed from Table 4-5, the multivariate 

algorithm again correctly classifies almost all test examples; there is only one 

false alarm in some datasets. 

 
 

The statistical algorithms in general performs better detections due to fact that 

they are not feature dependente as the supervised ML algorithms. 

 
Table 4-4: Performance of univariate Gaussian model on different test datasets. 

 

 
Malicious FP FN TP TN Accuracy 

0 0 0 0 600 1 

25% 0 0 150 450 1 

50% 0 0 300 300 1 

75% 0 0 450 150 1 

100% 0 0 600 0 1 

 
 

However, the univariate Gaussian algorithm was selected for the Detection 

Engine due to its low computational cost and comparable performance compared 

to the multivariate Gaussian algorithm, which is computationally expensive to run 

on resource-constrained mobile devices because of the inverse operation of the 

covariance matrix. 

 
 

In addition, similar to the one class K-means algorithm case, the univariate 

Gaussian algorithm was selected for implementation due to the tuning process. 

In particular, only one class for the data representing the benign profile was 
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considered and it was assumed that occasional outliers are due to noise or 

malicious behaviour. Implementation details of the univariate Gaussian algorithm 

are provided in Section 5.3.4. 

 
 
 

Table 4-5: Performance of the multivariate Gaussian algorithm on different test 

datasets. 

 

Malicious FP FN TP TN Accuracy 

0 1 0 0 599 0.99833 

25% 1 0 150 449 0.99833 

50% 1 0 300 299 0.99833 

75% 1 0 450 149 0.99833 

100% 0 0 600 0 1 

 
 

This algorithm was tested over the same five datasets used for evaluating the 

multivariate Gaussian algorithm. The results are summarised in Table 4-6 and as 

observed from this table, the new algorithm attains 100% accuracy on all test 

datasets. It is worthwhile to mention that the modified k-means for one class was 

tested over the same five datasets, and observed similar results as summarized 

in the Table 4-6.This is indeed a very interesting aspect of the proposed algorithm 

since most statistical algorithms consider data points that lie further than three 

times the standard deviation from the mean (i.e., |x − μ| ≥ 3σ) as outliers, which, 

on average, includes 99.7% of data points. That is, 0.3% of data is always 

reported as anomaly that may still result in an overwhelming number of FPs. 
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Table 4-6: Performance of the novel algorithm tuned without requiring any malicious 

data. 

 

Malicious FP FN TP TN Accuracy 

0 0 0 0 600 1 

25% 0 0 150 450 1 

50% 0 0 300 300 1 

75% 0 0 450 150 1 

100% 0 0 600 0 1 

 
 

 

4.5 Conclusion 

 

As the main objective of this PhD research work was the development of the 

proposed HIDPS, the selection process of the detection algorithms that will be 

implemented in the Detection Engine of the proposed IDPS is one important step 

to be considered. Thus, various ML algorithms and statistical algorithms were 

studied and evaluated in order to select the optimum algorithms that should be 

implemented in the Detection Engine. The simulation results of the evaluated 

algorithms are given and discussed in this chapter as well. The outcome of the 

selection process was: a) a variant version of the K-means algorithm as the 

optimum ML algorithm, and b) the univariate Gaussian algorithm as the optimum 

statistical algorithm for the Detection Engine of the proposed IDPS. 

 
 

The variant version of the K-means algorithm makes use of only one class based 

on the One Class Classification (OCC) method that has gained increasing 

attention in recent years by researchers in order to classify positive (or target) 

cases in absence of negative cases (or outliers).Thus, this one class K-means 
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algorithm was implemented due to the fact that the tuning process of the 

Detection Engine typically requires not only benign samples, but also malicious 

samples which are not easy to generate. 

 
 

On the other hand, the univariate Gaussian algorithm was selected as the 

optimum statistical algorithm for the Detection Engine due to its low 

computational cost and comparable performance compared to the multivariate 

Gaussian algorithm, where the latter is computationally expensive on resource- 

constrained mobile devices because of the inverse operation of the covariance 

matrix. In addition, similar to the one class K-means algorithm, the univariate 

Gaussian algorithm was also selected for implementation due to the tuning 

process. In particular, only one class for the data representing the benign profile 

was considered and it was assumed that occasional outliers are due to noise or 

malicious behaviour. 
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CHAPTER 5 

 
Implementation 

 
5.1 Introduction 

 

In this chapter, the implementation of the proposed mobile IDPS application, 

referred to as HIDROID, is presented in detail. In particular, the Android Studio 

platform was used to develop the proposed IDPS as it contains specific tools for 

developing mobile Android applications [51]. It also resumes parts of the 

implemented software code and highlights implementation difficulties and the 

corresponding solutions. It is also presented a characterization of the final 

application when running in a continuous operation, presenting the 

measurements of the CPU and battery consumption as well as memory 

occupancy. 

 
 
 

5.2 Overview of the Mobile IDPS Application 

 

The mobile IDPS application was developed using the latest version of the 

Android Studio platform (version 3.2.1) on a laptop running Windows™ 10 with 

last updates. The Android Studio platform is dedicated for Android applications 

development and uses all necessary tools for editing, compiling, testing and 

installing Android applications. It also includes emulators that allow developers to 

test the applications on different hardware. The HIDROID was implemented as a 

regular Android application using the Android Studio platform on the laptop and 
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then installed and tested on an un-rooted Samsung Galaxy J100H (CPU ARM 

Cortex A7, 1200 MHz, 2 core, RAM 512 MB and 4GB storage) smartphone 

running the Android KitKat (version 4.4). The Samsung Galaxy smartphone 

supported extended memory card and micro-sim card and was also configured 

with camera, Bluetooth, WiFi, USB and positioning system (GPS, A-GPS, 

GLONASS). 

 
 

The structural diagram of the mobile IDPS application is shown in Figure 5-1 

where all its functional blocks along with their inter-connections are illustrated. 

The user can see the real-time measurements for the sampled features and 

adjust data collection parameters such as sampling period, data collection 

duration, retraining period, and security level. The security level is a threshold 

value for the probability of intrusion. It is set by the user and when the probability 

of intrusion, evaluated by the Probability Assessment Module, exceeds the 

security level value, the IDPS reports an intrusion detection in its output. 

 
 

Furthermore, the user can also force the training of the algorithms in the Detection 

Engine to begin at any time which is an important feature of the proposed IDPS. 

For instance, after installing any new application on the mobile device, the IDPS 

needs to be retrained since this new installed application may considerably 

impact the device’s behaviour, resulting in a high number of false positives. 

Finally, when any intrusive behaviour is detected by the IDPS, the user is 

informed by an alert displayed on the user interface. 
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Figure 5-1: Structural diagram of the proposed IDPS. 

 
 
 
 
 

5.2.1 Mobile IDPS Application Class Diagram 

 
 

The class diagram of the mobile IDPS application with the most representative 

classes is shown in Figure 5-2. In the following, we briefly describe these classes. 

 

 

 

Figure 5-2: Class diagram of the Mobile IDPS Application 
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SharedPrefeences 
 

The SharedPreferences class is responsible to store and retrieve application 

preferences which are simply sets of data values stored persistently [51]. This 

means that the data stored in the SharedPreferences are still exist even if the 

application is closed or the device is turned off. 

ActivityMain 
 

The ActivityMain class extends Activity [51] and it is associated with the main 

graphic page and invoke methods for various stages of its life cycle such as: 

onCreate(), used to create variables, or UI configurations or; onDestroy(), used 

when terminate the application delete variables and release memory. This class 

through its methods verifies the administration rights by calling the 

AdminReceiver and starts the ServiceReader. It implements a method that 

receives an intent from settingUp with the updated values and update the evolved 

variables with the new values. As responsible for graphic interface, it gets values 

from Service and displays on the screen. It also responds to the buttons with 

appropriate functionalities. 

 
 

It implements several methods to format data to be displayed on the screen, such 

CPU, memory or battery. Moreover, this class implements a method to deal with 

variable values to be transferred from settings activity and bind with 

ServiceReader. Finally, yet importantly, it implements methods to generate the 

training alert and reset all alert. Details of the ActivityMain class are shown in 

Figure 5-3. 
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Figure 5-3: Details of the ActivityMain class. 
 
 
 
 

 

SplashActivity 
 

SplashActivity extends Activity and is associated to the welcome page. It is set to 

run when the application is started and stays alive for a few seconds before the 

start of the main page. 

 
 

ServiceIdps 
 

The ServiceIdps class is the class that holds all functions related to acquiring, 

calculation, analysis and saving. This class extends as Service [51]; it means that 

this has all the necessary components to run in the background. It implements 

almost the entire design functions as well as methods such as read, record, 

training, classification, AlertManager and so on to support the application. It also 

implements necessary getters and setters [51] to bind data between it and 

ActivityMain. Besides, it implements the notification functions from the Alert 
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Manager, notification message to training. It further implements methods to 

manage CSV files and text files, which is used in the detection of suspicious files. 

Moreover, the ServiceIdps implements methods to manage network connections, 

e.g. WiFi and Bluetooth. 

 
 

 
SettingUp 

 
The SettingUp class is the class where user can adjust the necessary 

parameters. It extends as Activity and manages a graphical interface where user 

can set the parameters needed for reading, training, and other adjustments. This 

class is launched from the ActivityMain, returns at closure, and sends back an 

intent with the updated values. 

 
 

AdminReceiver 
 

The class AdminReceiver is used to activate the administration rights to gain 

access to several protected features. It implements methods to enable or disable 

administration rights [50], [51]. 

 
 

SmsOutgoingObserver 
 

The class SmsOutgoingObserver extends service and returns the number of 

outgoing SMSs to unknown numbers. It needs permission to access the contact 

list [50]. 

 
 

BootReceiver 
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The BootReceiver class extends BroadcastReceiver and is used to catch the 

intent broadcast after the system finishes boot or reboot. This class is used to 

start the application every time the system is booted or rebooted [50]. 

 
 

Alarm 
 

The Alarm class extends BroadcastReceiver [50], [51]. It receives an intent from 

the system alarm when it reaches the adjusted time and implements methods to 

set or cancel the alarm. The alarm is used to perform the periodic training. 

 
 

Prefs 
 

The Prefs class is used to hold the variables’ default values. The variable values 

are hold in the sharePreference [51]. It implements the default values that will 

permit the application to start. 

 
 

ActivityHelp 
 

The ActivityHelp extends Activity and is associated with a graphical interface that 

displays instructions to set the parameters and a short description of how the 

application works. 

 
 

ActivityAbout 
 

The ActivityAbout extends Activity and is associated with a graphical interface to 

display application information such as licence information. 

ActivityappList 
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The ActivityappList class implements the code that serch for the applications that 

are currently running. This class returns a list of application names that are 

running if any otherwhise it returns an empty list and displays it in a new interface. 

Then the user can select an app from the list to stop running by touch the app 

name from the list the interface. 

 
 

ServiceIdps.Values 
 

The class ServiceIdps.Values is part of ServiceIdps. and is used to return multiple 

variable values. Usually, it is possible to return one variable from a function, when 

there are multiple variables to return, we can use some methods such an array 

and then get each value from the right position. Using ServiceIdps.Values class, 

the function returns a pointer to the class that holds the variable values that are 

accessible by calling the respective fields [50]. 

 
 
 

5.2.2 Background running 

 
 

Android applications are built as a combination of components that can be 

invoked individually. The Activity is the component that provides a user interface. 

The Main Activity is the component that starts the application when the user taps 

the application icon. There are other components such as Broadcast Receivers 

and Services that allow the application to perform background tasks without a 

Graphical User Interface (GUI). The mobile IDPS application uses not only the 

Activity components for the GUI but, also the main service where the entire 
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principal functions run. Thus, the mobile IDPS application may run in the 

background while user is running other applications. 

 
 

However, as the mobile IDPS application runs on the Android device (i.e., 

smartphone), the device memory keeps on getting low and when it gets critically 

low, the Android system starts terminating processes so as to release the 

memory occupied by them [50], [51]. In addition, the application uses the label 

“START_STICKY” at the “onStartCommand()” service method notifying the 

system to create a fresh copy of the service, when sufficient memory is available, 

after it recovers from low memory [50], [51]. It also implements a mechanism that 

receives a boot indication (intent) after system boot and starts the service 

automatically. Intent is indeed an Android data structure to bind information 

between code objects such as activities/services or between different Android 

applications [51]. 

 
 
 

5.2.3 Graphical User Interface (GUI) 

 
 

GUI is organized in several functional activity pages allowing the user to configure 

and setup parameters and view the values of the principal features collected in 

real-time, as depicted in Figure 5-4. As shown in Figure 5-4, information about 

the time elapsed from the beginning of the current data collection interval and the 

number of collected examples for the current dataset (i.e. the number of rows in 

the dataset) is displayed. 
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In this page, the user can access to the latest values of the selected features as 

well as the latest results regarding the probability of detection, the overall 

probability of detection, number of generated alerts, and the threshold value. 

Furthermore, this page displays a green bar with “B” for the number of the benign 

collected samples and a red bar with “M” for the number of the malicious collected 

samples as depicted in Figure 5-4 a) and b) respectively. 

 

 

 

a) b) 

 
 

Figure 5-4: Main interface a) benign classification, b) malicious classification 

 
 
 
 

By selecting the “training” button, the user forces the mobile IDPS (i.e., HIDROID) 

to retrain the algorithm. Then, an alert message prompts the user in order to 

confirm or cancel the process as shown in Figure 5-5.a). During the training 

process, the application displays a message (i.e., “Training”) flashing in the centre 

of the screen as shown in Figure 5-5.b). 



93  

 
 

  
 

a) b) 

 
 

Figure 5-5: Training a) dialog for confirm training, b) the training screen 

 
 

Moreover, the pictures in Figure 5-6 are the print screen taken when the several 

icon selection from the main window, Figure 5-4 a) and b). 

 
 

When an icon is selected, a new window is open to display a set of features as 

shown in Figure 5-6.a) to g) or results as shown in Figure 5-6.h). The Results 

page displays the results from the last analysis (initially, the application was 

developed to display the feature values in a list in real time as depicted in Figure 

5-7). However, displaying all features together is a process that takes a significant 

amount of time, and the total reading and process time could exceed the 

predefined reading period. 
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a) b) c) 
 

d) e) f) 
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g) h) 

 
 

Figure 5-6: Displaying features values a) to g) and results in h) 

 
 
 
 

Therefore, the implemented solution solved this issue by displaying just a few 

features at a time - thus, the reading period will not be exceeded. Besides Figure 

5-8 a) and b) show the “Settings” interface that allows user to make adjustments 

to the following parameters “Read Interval”, “Analyse Period” or “Retraining 

Period”. 

The “Notification Sound” switch button is used to turn on/off the sound and 

vibrator when there is a probability of intrusion. In addition, the “Algorithm 

Selection” switch button allows selection between one class univariate Gaussian 

algorithm and one class K-means algorithm. Scrolling down, the “Security Level” 

selector appears as shown in Figure 5-8 b). 
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Figure 5-7: Initial application interface displaying features in a list 
 
 
 
 
 

 

a) b) 

 
 

Figure 5-8: Settings interface 
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Finally, Figure 5-9 shows the screenshot of several alert messages when an 

Intrusion Alert is triggered. The message includes the overall probability 

calculation from the last analysis and the user should decide from selecting “False 

Alarm” or one of following recommendations: “Open Battery Usage” (5-9.a), “Run 

App Manager” (5-9.b), “View the list of running non system applications” (5-9.c), 

“Reboot” (5-9.d), or “Run an Antivirus” (5-9.e). 

 
 

The “False Alarm” button resets the consecutive detection counter and restart the 

new analysis cycle. Following the selected suggestions, the mobile IDPS 

application (i.e., HIDROID) will take the proper action. However, it is worthwhile 

to mention that the suggestions of “Reboot” or “Run an Antivirus” are not possible 

to be carried out directly. Last but not least, every time the probability of intrusion 

value generates an Intrusion Alert message, the mobile IDPS disables the data 

communication interfaces such as Wi-Fi, Bluetooth and 3G/4G data connection. 

Finally, the mobile IDPS also runs a mechanism to detect and rename suspicious 

files used by malware to send system information to a remote server controlled 

by an attacker. 
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a) b) c) 
 

d) e) 

 
 

Figure 5-9: Alert messages 
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5.2.3.1 GUI – Implementation Details 

 
To create a GUI for Android applications, an xml file with the drawings (e.g., 

buttons, displays, text box, etc.) is required along with the activity class that 

implements the code with the information to display and the actions assign to the 

buttons and some other functionalities. 

 
 

In the mobile IDPS application, the main window, as shown in Figure 5-4, displays 

various icons for the different features (e.g., the battery level, battery voltage and 

battery temperature) which are shown when user presses the battery icon. Each 

icon opens a page with the respective features and displays the respective 

acquired runtime values. The values are updated while the page is displayed. 

 

 

 
 

Figure 5-10: drawRunnable - the main thread 

 
 
 
 

When the page is closed, the values are not updated, and thus eliminating the 

calls to the service and reducing the spare processing time. Figure 5-10 shows a 
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print screen of an extract of the main thread which updates every two seconds. If 

the user select an icon, a new page is displayed and the values represented in 

this new page are then updated too. 

 
 

The code in Figure 5-11 is responsible for setting up the format of the battery 

information page. 

 

 

 
 

Figure 5-11: Setting up the battery information page. 

 
 
 
 

Moreover, the drawings for the battery information window are setting up in a 

XML file, as depicted in Figure 5-12. It implements the interface features and the 

page opening behaviour, here with a drop down animation. 

 
 

Finally, the Figure 5-13 shows a piece of code from the XML file 

(activity_applist.xml), that builds the interface to display the list of the applications 

that are running at that moment. 
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Figure 5-12: battery.xml file 
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Figure 5-13: Interface for listing the applications that are running at a moment 

 
 
 
 
 

5.3 Components of the Mobile IDPS Application 
 

5.3.1 Real Time Data Acquisition 

 
 

The real time data acquisition is implemented in the main thread which interrupts 

at the Data Acquisition Interval, i.e. every 2 seconds, as shown in the Figure 5-14. 
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Figure 5-14: The main thread readRunnable. 

 
 
 
 

The Android OS provides three main ways to monitor and obtain specific system 

features from the entire device: a) Log Files, b) APIs, and c) Intents. 

 
 
 

5.3.1.1 Log Files 

 
The Android system generates log files related to the system itself and also for 

each running process. Those files are located in the /proc/ folder and include 
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system features such as “Memory usage”, “CPU consumption”, and “Network 

features”. Also, in this folder, there are subfolders whose names are numbers; 

each number represents the Process Identification number (PID). Inside each 

subfolder there are log files related to that specific process. Similar to the content 

of the main folder, here there are “Process CPU consumption” and other features 

[51]. 

 
 

The Data Acquisition process of the mobile IDPS application uses some of this 

information for the feature data collection. The feature data collected from these 

log files are related to the following features. In addition, the code that implements 

the data collection of each feature is depicted in the following Figures. 

 
 

• Total CPU consumption; 
 
 

 

 
 

Figure 5-15: Acquiring CPU statistics 



105  

• Total Memory usage; 
 
 

 

 

 
Figure 5-16: Acquiring the Total Memory usage 
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• Sockets TCP 
 
 
 
 
 

 
 

Figure 5-17: Collecting TCP Socket information 

 
 
 
 
 

5.3.1.2 Application Programming Interface (APIs) 

 
In computer programming, an API is a set of sub-routine definitions, protocols, 

and tools for building application software. Network information such as the 

number of transmitted bytes/packets and the number of received bytes/packets 
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by each process is collected by using the class TrafficStats included in the 

android.net API [51], as shown in Figure 5-18. 

 

 

 

Figure 5-18: Collecting network traffic 

 
 
 
 

The number of running processes and services is collected as depicted in Figure 

5-19. 
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Figure 5-19: Acquiring the total number of running processes and services. 

 
 
 
 
 

5.3.1.3 Intent 

 
The Android OS provides a mechanism, named intent, to share data between 

applications [51]. An application can share data by send or broadcast an intent. 

In the intent, data are set as a pair {name, value} [51]. The listener’s applications 

only need to implement mechanisms to collect the Intents and extract the 

information. The system also broadcasts intents when there are some system 

changes. The battery information is captured from an intent broadcasted by the 

BatteryManager. The BatteryManager contains a set of pairs such as the 

charging state, level, and other information about the battery. It generates an 

intent with the label ACTION_BATTERY_CHANGED. The Battery information is 

extracted from a system intent using a broadcastReceiver as shown in Figure 5-

20. 
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Figure 5-20: Collecting battery information from a broadcast intent. 

 
 
 
 

Similarly, the screen status can be acquired by using one of the two processes. 

First, extract the information from the broadcast intent Figure 5-21. Second, 

acquiring the display status from the PowerManager function as depict in Figure 

5-22. 

 

 

 
 

Figure 5-21: Getting display status from an intent 

 
 
 
 

When the screen status changes the system sends an intent through the 
 

PowerManager with the screen status information. 
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Figure 5-22: Getting display status from PowerManager 

 
 
 
 

In addition, to get the outgoing SMS a class reading the SMS content folder and 

counting the number of sent SMSs to unknown numbers, (i.e. to numbers out of 

the contact list) is used. Then, this class sends an intent with the total number of 

outgoing SMSs and the number of outgoing SMSs to unknown numbers. Figure 

5-23 shows the implemented code to detect if any SMS is been sent. 

 
 

Finally, the system broadcasts an intent if there is a call. The code in Figure 5-24 

captures the system intent and checks if it is an outgoing call. If it is, then it checks 

if the calling number belongs to the contact list or not and provides the appropriate 

notification. 

 

 

 
 

Figure 5-23: Sent SMS detection 
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Figure 5-24: Capturing outgoing calls 

 
 
 
 
 

5.3.2 Real Time Dataset Generation 

 
 

The collected features data are processed and arranged in a manner to be saved 

in CSV files as shown in Figure 5-25. 

 

 

 
 

Figure 5-25: CSV Generation 
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The feature data is collected and held into the vector. Some feature values are 

the number of occurrences of that feature. When the number of occurrences 

changes from the initial value it will always be considered as a behaviour 

deviation. This results in an intrusion alert and therefore the retraining of the 

detection algorithms is needed. 

 
 

The function record() is responsible to save the vector with the measured values 

to the csv file whose name is composed by the name datanew + “datetime” + .csv 

or data.csv. The data.csv file is created immediately after installation and it holds 

the data used for training the algorithms. If this file is deleted, the IDPS creates a 

new file and starts collecting the training data. The file datanew is used to save 

the collected data during a Data Acquisition Interval. 

 
 
 

5.3.3 Feature Normalization 

 
 

The collected feature data are in different dimensions (e.g., CPU is percentage 

of usage per second, memory is in bytes, or battery temperature is in Celsius 

degrees) and thus they need to be normalized so as to be processed. In Figure 

5-26, the functions necessary to obtain the feature normalization, mean 

calculation, variance calculation, and the feature normalization are represented. 

 
 

The feature normalization, featuNorm function receives the input data to be 

normalized as well as the vectors of mean values and standard deviation values. 

As a result, it returns the vectors of normalized data. 
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The meanCalc function receives the input vectors of data and returns the vectors 

with the calculated mean value. Similarly, the varian function receives the input 

vectors of features and the respective vectors of mean values. It outputs the 

vector of each features variance values. 

 

 

 

 

Figure 5-26: Mean calculation, variance calculation and feature normalization functions 
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5.3.4 Detection Engine 

 
 

The detection engine of the mobile IDPS application incorporates ML and 

statistical algorithms. The implemented ML algorithm in the Detection Engine is 

a variant version of the K-means algorithm with one class, representing the 

benign data, as described in Section 4.4.3. During the training phase, a boundary 

was defined separating the benign region from the outlier region. To find this 

boundary, in the training phase, it was assumed that the majority of data (say, 

e.g. 98%) originated from the benign behaviour and the rest (2%) is due to outliers 

or noise. Hence, a spherical threshold (use the Euclidian distance) was set in a 

way that encompasses 98% of data, while the rest 2% outliers lie outside this 

boundary. The variant version of the K-means algorithm with one class is 

implemented as shown in Figure 5-27: 

 

 

 
 

Figure 5-27: The implemented K-means 

 
 
 
 

Initially, the function receives the vector of data and the vector of centroids which, 

in this case, includes only one centroid. Then, the function returns the Euclidian 

distance from the input sample and the centroid. To calculate the threshold that 
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defines the boundary used in the one class K-means algorithm, the following 

function receives the calculated vector of distances and the preferable boundary 

limit as percentage of the total number of samples. 

 

 

 
 

Figure 5-28: Setting threshold 

 
 
 
 

Afterwards, it returns the threshold value according to the code shown in Figure 

5 28. 

 

 

 

Figure 5-29: Univariate Gaussian implementation 
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On the other hand, the implemented statistical algorithm in the Detection Engine 

is the univariate Gaussian algorithm as described in Section 4.4.4. It requires 

benign data for training, but still needs a small number of malicious data for tuning 

and cross validation. The univariate Gaussian algorithm is implemented 

according to the code in the Figure 5-29. 

 
 

The function receives the data values, the mean and variance and it returns the 

calculated probability value. Finally, it is noteworthy to mention that the difference 

between the one class K-means and the univariate Gaussian algorithm lies on 

the way these two algorithms use the detection values. In the K-means algorithm, 

the benign data should lie lower than the threshold while in the univariate 

Gaussian algorithm the benign data should lie higher than the threshold. 

 
 
 

5.3.5 Intrusion Probability Assessment 

 
 
 

The Intrusion Probability Assessment is determined using the equation (1) in 

section 3.8 and is implemented as presented in Figure 5-30: 

 
 

For better understanding, a label is implemented that is set to true if there is a 

malware installed and is set to false if the device is clean. According to this label, 

the output is displayed as FP and TN if the label is false or TP and FN if the label 

is true. To set the label, there is a switch in the Settings interface to switch for 

benign or malicious. The probability of intrusion calculated by the aux variable is 
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compared against the security level. For a lower probability of intrusion, the Po 

vector is clean and the alert counter is reset. 

 

 

 
 

Figure 5-30: Intrusion Probability Assessment 
 

 

 
 

Figure 5-31: The Security Level testing 

 
 
 
 

For a higher probability of intrusion, the value is saved in the Po vector, the alert 

counter increases and the Alert Manager is called as implemented in Figure 5-31. 
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5.3.6 Alert Manager 

 
 

The Alert Manager receives the intrusion probability value from the Intrusion 

Probability Assessment component and calculates the overall probability as 

depicted in Figure 5-32. 

 

 

 
 

Figure 5-32: Overall probability calculation 

 
 
 
 

The output of the Alert Manager, which is the overall probability of intrusion (P), 

is fed to the Prevention Engine that it is responsible to take the proper strategic 

actions. Based on the value of the overall probability, the Prevention Engine 

displays the probability of intrusion and recommends the following actions 

through notifications: 

1. Open the “Battery Management” in System Settings to verify which 

applications are consuming too much battery; 

2. Open the “Application Management” in System Settings to verify the last 

application installed and if it had been really installed by the user; 

3. Close running applications in the background; 
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4. Reboot the system; 
 

5. Run an antivirus. 

 
 

The aforementioned recommendations are provided to the user through 

notifications. Figure 5-33 shows the implementation of several notifications. The 

code in Figure 5-33 generates a message as well as the text to the buttons. Thus, 

an alert box similar to the one shown in Figure 5-9 is generated. The button name 

changes according to the action that the user should take. 

 

 

 
 

Figure 5-33: Intrusion notifications 

 
 
 
 

The alert box is maintained on top of the screen until the user takes a decision, 

Figure 5-34. Finally, it is worthwhile to mention that the 3rd recommendation (i.e., 

“Close running applications in the background”) is implemented by the code in 

Figure 5-35. Based on this code, the user gets the list of the user-installed 
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applications running at that moment and then he/she can stop one by one the 

applications in the list. 

 

 

 

 
Figure 5-34: The Alert Manager 
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Figure 5-35: Displaying the list of applications running 

 
 
 
 

The mobile IDPS application is excluded from the list and the list is updated after 

any application is closed based on the code in Figure 5-36. 

 

 

 
 

Figure 5-36: Closing applications are running in background 
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5.4 Characteristics of the Mobile IDPS Application 

 

The proposed IDPS application (i.e., HIDROID) is an Android mobile application 

that continuously monitors the device in order to identify suspicious behaviour on 

it, analysing the system log files and calculating the probability of intrusion. The 

Figure 5-37 represents a print screen from the device App info. Furthermore, 

Table 5-2 shows information about the CPU and battery consumption of the 

application. 

 
 

The CPU measurements were provided from an Android command line tool 

named “top”. To run “top” from the PC, the command line “adb shell top -n 7200 

-d 1 -s cpu | FINDSTR org.GIDSwP > {path}\cpu.txt” was used, where: 

 
 

• -n 7200 -> number of updates to show before existing i.e. “top” runs continuously 

and stop when n is reached. 

• -d 1 -> seconds to wait between updates, 
 

• -s cpu -> column to sort by (cpu, vss, rss, thr), 
 

• FINDSTR org.GIDSwP -> windows command to print only my application, 
 

• > {path}\cpu.txt -> to save in the file. 

 

The measurements were taken during a two hour period and readings were 

filtered by the name of the application and saved in the cpu.txt file. 
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Figure 5-37: Application Information (Captured from mobile) 

 
 
 
 
 

Table 5-1: Application consumption 
 

 
 Consumption 

CPU 3.8% 

Battery 1~2 % 

 
 

On the other hand, the battery consumption measurement from the battery 

manager, provided by the Android OS, gives a relative battery consumption and 

does not provide the real battery consumption. If there is only one application 

running, then it will give a high consumption percentage even if it consumes just 

a few mili-amperes as show in Figure 5-38. Therefore, a tool providing the real 

battery consumption for a specific application is required. Thus, an application, 

named BattDrain, was developed to measure the real battery consumption. This 
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application started to run for a two hour period in order to collect the battery level 

data. When the timer reached the 120 minutes, it stopped reading the battery 

level. 

 

 

 

 
Figure 5-38: Battery consumption 

 
 
 
 

The process was repeated several times and the reading values were averaged. 

It is noteworthy to mention that the battery was recharged to 100% after each 

reading. Then, the same process was repeated several times again while the 

mobile IDPS application was running at the same time and the new reading 

values were averaged. The difference between the first average value and the 

second one represents the battery consumption of the mobile IDPS application 

(i.e., HIDROID). 
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5.5 Conclusion 

 

This chapter describes the implementation details of the proposed mobile IDPS 

application and its main components. In particular, this chapter provides 

explanation for the implementation of each application component showing the 

relevant software code for functionalities that were crucial for the application 

implementation. Furthermore, the key characteristics of the mobile IDPS 

application, in terms of CPU and memory consumption were presented and 

discussed. It is worthwhile to mention that the proposed mobile IDPS application, 

HIDROID, occupies 5.40MB in terms of memory and the average CPU 

consumption is 3.8%, with a peak of 17%. Finally, its impact on the battery 

consumption is only 2%. 
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CHAPTER 6 

 
Performance Evaluation 

 
6.1 Introduction 

 

This chapter presents the experimental setup and results to evaluate the 

performance of the implemented detection algorithms in the Detection Engine of 

the mobile IDPS application (i.e., HIDROID). The experiments were conducted 

on a real smartphone (i.e., Samsung Galaxy J100H) and evaluated the detection 

algorithms in terms of their detection performance, Receiver Operating 

Characteristic (ROC) curves, and security level. 

 
 
 

6.2 Experimental Setup 

 

Initially, the mobile IDPS application (i.e., HIDROID) was installed on a Samsung 

Galaxy J100H smartphone and then, the smartphone was subject to typical 

usage, i.e. sending SMS, making and answering phone calls, accessing the 

Internet, etc. We first made sure that the device was clean from any malware and 

let the application collect 12,000 samples for training the detection algorithms. 

The objective was to determine a boundary for the benign data, yielding as low 

false positives as possible without spoiling the detection rate. When done, the 

application starts collecting 15 datasets, each containing 600 examples, 

representing the benign behaviour. 
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Then, we installed one malware at a time from the list of malwares provided in 

Table 6-1 and continued using the device normally, as before. Thus, the 

application collected another 15 datasets from the device when the first malware 

of Table 6-1 was installed. We repeated this experiment with all four malwares 

listed in Table 6-1. The samples collected during an acquisition interval were 

saved in a CSV file. 

 
 
 

Table 6-1: Android malwares used for evaluating the HIDPS 
 

 

Malware Type of misbehaviour 
 

Uses the “Adobe Flash player” icon, causes high CPU 
 

Marcher consumption, gets administration rights, activates WiFi, installs a 

fake Google store, and sends SMS. 

Secrettalk_Device Gets administration rights and causes high CPU consumption. 
 

Appears as “Google Installer”, gets administration rights, installs 
 

AndroidXbot another app as “WhatsApp”, and causes high CPU 

consumption. 

 
Radardroid2Map 

Mines and generates bit coins and causes high CPU 

consumption. 

 
 

The acquisition interval was set to 20 min and the sampling period was set to 2 
 

s. As a result each CSV file contained 600 examples. Moreover, the detection 

results of the Detection Engine were also saved in CSV files containing the 

number of True Negatives (TNs) and False Positives (FPs) for benign datasets 

as well as True Positives (TPs) and False Negatives (FNs) for the malicious ones. 
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6.3 Experimental Results 

 

The experiments were to evaluate the detection algorithms in terms of their 

detection performance, Receiver Operating Characteristic (ROC) curves, and 

security level. 

 
 
 

6.3.1 Detection Performance 

 
 

Figure 6-1 and Figure 6-2 illustrate the detection performance in terms of 

Accuracy, True Positive Rate (TPR) and False Positive Rate (FPR) for different 

values of the boundary values, for both the one class K-means algorithm and the 

univariate Gaussian algorithm, respectively. The parameter boundary is closely 

related to the threshold separating benign from malicious data. It is defined as 

the ratio of the training data that lies below the threshold. For example, for the 

boundary value of 0.9, the threshold is set to a value that encompasses 90 per 

cent of the training data. The rest 10 per cent is assumed to be outliers, e.g. 

originated from noise. As can be seen from Figure 6-1, the maximum accuracy 

of the one class K-means is 0.909 which is attained when the boundary value is 

0.9. In contrast, for the univariate Gaussian algorithm, as shown in Figure 6-2, 

the maximum accuracy is 0.914 which is reached when the boundary value is 

0.95. Therefore, the two algorithms demonstrate quite similar detection accuracy 

(~ 0.91) although they require different boundary values for tuning. 
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Figure 6-1: Accuracy, TPR and FPR of the one class K-Means algorithm when 
 

boundary varies from 0.7 to 1. 

 
 
 
 

When the boundry value increases above of the maximum accuracy the detection 

rate decreases due the fact the of increase the range of benign data thus more 

malicious data will be classified as benign as it can be verified from the figures 

6-1 and 6-2. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6-2: Accuracy, TPR and FPR of the univariate Gaussian algorithm when 
 

boundary varies from 0.7 to 1. 
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6.3.2 Receiver Operating Characteristic 

 
 

Figure 6-3 shows the Receiver Operating Characteristic (ROC) curves for both 

detection algorithms. As observed from this figure, the two algorithms have very 

similar performance and it is possible to set a boundary value associated with the 

knee point, achieving a very low FPR while still having a reasonable TPR of 

around 0.8 to 0.85. It is worth noting that although the two algorithms demonstrate 

similar ROC curves, their knee points are attained with different boundary values: 

one class K-means algorithm reaches the knee point with 0.9 value for the 

boundary whereas the univariate Gaussian algorithm reaches this point when the 

boundary value is 0.95. Finally, Table 6-2 summarises these optimal values for 

both algorithms. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 6-3: ROCs of the K-Means algorithm and the univariate Gaussian algorithm. 
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Table 6-2: Optimal boundary values for both the one class K-Means algorithm and the 

one class univariate Gaussian algorithm. 

 

Algorithm Accuracy TPR FPR Boundary 

One class 

K-means 

 
0.9087 0.836667 0.019333 0.9 

Gaussian 0.9143 0.857667 0.029 0.95 
 

 
 
 

6.3.3 Security Level 

 
 

Figure 6-4 and Figure 6-5 illustrate the detection rates of the one class K-means 

algorithm and the univariate Gaussian algorithms, respectively when the 

probability of intrusion threshold (cf. Figure 5-8)) varies from 0 to 0.15. For each 

malware, the 15 associated malicious datasets were fed, one by one, to the 

mobile IDPS application. For each malicious dataset, the IDPS calculated the 

probability of intrusion P0 and if the probability of intrusion exceeded a certain 

threshold (security level), the IDPS reported detection as an output. 

 
 

The detection rate is the number of probes in proportion to the number of datasets 

being tested. Note that the detection rate for the benign device simply reflects the 

FPR of the IDPS. Finally, the average curve is the average of the 4 curves; one 

for each malware. As observed from Figure 6-6 and Figure 6-7, the best threshold 

for the probability of intrusion lies between 0.1 and 0.15. Lower values result in 

too much sensitivity, causing too many FPs, whereas larger values lead to a 

reduced sensitivity (loose security), deteriorating the detection rate for the 

malwares. 
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Figure 6-4: Detection rate of the one class K-means algorithm as a function of 

detection threshold for Probability of Intrusion (Pth). 

 
 
 
 
 
 

 
 

 

 

Figure 6-5: Detection rate of the univariate Gaussian algorithm as a function of 

detection threshold for Probability of Intrusion (Pth). 
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Figure 6-6: Detection rate of the one class K-means algorithm for large detection 

thresholds for Probability of Intrusion (Pth). 

 
 
 
 
 

 
     

     

     

     

     

 
 
 
 
 
 
 

Figure 6-7: Detection rate of the one class univariate Gaussian algorithm for large 

detection thresholds for Probability of Intrusion (Pth). 

 
 
 

6.4 Conclusion 

 

This chapter presents the experimental setup and results to evaluate the 

performance of the implemented detection algorithms in terms of their detection 
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performance, Receiver Operating Characteristic (ROC) curves, and security 

level. All the experiments were conducted on a real smartphone (i.e., Samsung 

Galaxy J100H) considering that the smartphone was infected by four real 

malwares (i.e., one at a time). 

 
 

Regarding the detection performance, the two algorithms demonstrate quite 

similar detection accuracy (~ 0.91) although they require different boundary 

values for tuning. In particular, the maximum accuracy of the one class K-means 

is 0.909 which is attained when the boundary value is 0.9. In contrast, for the 

univariate Gaussian algorithm, the maximum peak accuracy is 0.914 which is 

reached when the boundary value is 0.95. 

 
 

Concerning the ROC curves of the two algorithm, it is worthwhile to mention that 

although the two algorithms demonstrate similar ROC curves, their knee points 

are attained with different boundary values; the one class K-means algorithm 

reaches the knee point with 0.9 value for the boundary whereas the univariate 

Gaussian algorithm reaches this point when the boundary value is 0.95. Finally, 

it is noteworthy to mention that the experimental results showed that, in principle, 

the mobile IDPS application (i.e., HIDROID) is able to discriminate an infected 

device from a benign one, demonstrating a very promising detection accuracy 

(0.91) with a very low FPR (<0.03). 
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CHAPTER 7 

 
Conclusion and Future Work 

 
7.1 Summary 

 

Despite the fact that extensive research effort has addressed IDSs for mobile 

devices, there are limited works on autonomous host-based IDS solutions for 5G 

mobile devices that are required to protect them from the security threats and to 

enable user privacy [4]. Moreover, although security and privacy mechanisms in 

smartphones are always evolving, attackers also develop their techniques for 

creating more sophisticated malware by identifying and exploiting system flaws; 

keep in mind that developers of detection and prevention mechanisms share 

common programming techniques and tools with attackers to create their 

malware. Thus, it is pivotal that greater effort should be placed to design and 

implement intrusion detection and prevention systems and thus providing the 

motivation for this thesis. 

 
 

In particular, this PhD thesis goes beyond the state-of-the-art by investigating 

IDPSs that include a detection engine that incorporates machine learning 

algorithms for detecting malware. In this context, the current literature on IDS 

systems is given, that includes the architecture and framework for detecting 

malware variants. It is worth noting that for some of the detection features 

collected, the current approaches are no longer feasible with the new Android 

versions which have barred access to critical system resources such as “analysis 
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of system calls”. Furthermore, in some cases IDSs explore the application´s 

behaviour by analysing their permissions set; these techniques can analyse the 

application behaviour, but not the behaviour of the entire system. 

 
 

Building on the current IDS systems, this work designs and implements a host- 

based IDPS, referred to as “HIDROID”, for Android smartphones. It is 

autonomous and runs completely on the mobile device (i.e., host-based) without 

relying on server computational resources. The developed application 

continuously collects data from the mobile device by regularly sampling a set of 

features reflecting the device’s overall resource consumption behaviour (i.e. 

without inspecting the individual behaviour of each application). The detection 

engine adopts an anomaly-based approach; it builds a model for the benign 

behaviour and looks for the outliers that reflect suspicious activities. 

 
 

The HIDROID incorporates two anomaly detection algorithms: a) the modified K- 

Means algorithm for one class and b) the univariate Gaussian algorithm. The 

detection engine calculates the probability of intrusion for each monitoring 

interval. The Intrusion Probability Assessment module combines the 

classification results for the current monitoring interval with the history to reduce 

instantaneous false positives. Based on the overall probability of intrusion, 

HIDROID triggers some preventive actions to protect the device from further 

consequences. It also informs the end user by displaying alert messages on the 

probability of intrusion and recommended actions. 
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The performance evaluation tests show that HIDROID is able to detect abnormal 

behaviour in a mobile phone device with a good accuracy. Yet, there are some 

occurrences that still may incur false detection; however, trying to eliminate these 

may cause the IDS to fail in terms of true detection. 

 
 

A big challenge of this research was, beyond the IDPS application, was the 

limited availability of training and test datasets to conduct the required behaviour 

analysis. To overcome this problem, real-life data was collected and created by 

acquiring the features from a test device infected with different malware. Each 

dataset is stored as a CSV file containing examples from sampled features. The 

length of each dataset depends on the duration of the data acquisition interval 

and the frequency of data sampling which are adjustable by the user. Combining 

the benign and malicious data, mixed datasets were created for training and 

testing the detection algorithms. 

 
 

The proposed design delivers the following benefits to mobile security: a) able to 

scan the system for any behaviour deviation at runtime totally on the device; b) 

can detect several type of malware without prior knowledge since it uses just the 

benign data to train the detection algorithms; and c) performs automatic 

prevention actions, such as turning off all connections interfaces, except phone, 

and providing at runtime warnings to the user that can act accordingly to the level 

of detection probability. Thereby, HIDROID can contribute towards increasing the 

security on an Android-based mobile device and thus reducing the malware 

effects. 
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Although HIDROID can detect malicious behaviour, it exhibits limitations in 

certain types of malware such as aggressive adware. This is due to the feature 

selection; the features used cover much of the system behaviour, but there are 

other features that could not be used due to system restrictions that would allow 

detection of other types of intrusion. 

 
 

The feature selection is an important process to identify the features that better 

models the system. The results in Chapter 6 shows that there was a malware 

from the list whose detection was poorly accurate (i.e. SecretTalk), (see Figure 

6-4 and Figure 6-5). That is due to its behaviour which is almost undetected. This 

malware behaves almost like an innocent application but it runs silently in 

background collecting private information. It saves the collected information in a 

file for uploading to a server at an appropriate time. Thus, it is relevant to have a 

good feature selection when using machine learning algorithms. Its detection 

performance depends essentially of the information that it can extract from the 

input set of features. 

 
 
 

7.2 Future work 

 

Even though the proposed IDPS was shown to have good performance for the 

K-Means algorithm and the univariate Gaussian algorithm as detection 

algorithms, there are several directions where this work can be extended for 

future work. Firstly, it is worthwhile to implement other ML algorithms, e.g. One- 

Class Support Vector Machine (OCSVM) as it performed good results in our 

simulations (see Chapter 4), as well as combining the detection outcomes of 
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multiple learning algorithms to attain a better detection performance. Secondly, 

every day new and more intelligent malware appears with sophisticated 

techniques to circumvent the system defences. Furthermore, there is still lack of 

comprehensive datasets for Android malware detection research. Therefore, it is 

necessary to investigate the behaviour of the new threats in order to update the 

features list represented on table 3-1 and then test the performance of HIDROID 

against a richer dataset constructed from a wider spectrum of malware. 

 
 

Moreover as future work, HIDROID can be updated to accommodate the most 

recent Android versions implementing restrictions in terms of the low level access 

to the system. One possible solution can be to enable HIDROID with system 

privileges to gain access to the restricted features such as CPU and memory 

consumption, and explore other features, such as system calls that will make the 

detection engine more efficient and effective against additional malware types. 
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