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Abstract— Biometric authentication is the science and 

engineering of assessing and evaluating bioinformatics 

from the human body in order to increase system security 

by providing reliable and accurate behaviors and classifiers 

for personal identification and authentication. Its solutions 

are widely used in industries, governments, and the 

military. This paper reviews the multimodal biometric 

systems that integrated both faces and fingerprints as well 

as shows which one has the best accuracy and hardware 

complexity with the methods and databases. Several 

methods have been used in multimodal biometric systems 

such as KNN (K-Nearest Neighbor), CNN (Convolutional 

Neural Network), PCA (Principal Component Analysis), 

and so on. A multimodal biometric system for face and 

fingerprints that uses an FoM (Figure of Merit) to compare 

and show between the articles the best accuracy that have 

used multimodal biometric system face and fingerprints 

methods. The best performance has been found is 99.43% 

by using the cascade multimodal method.   

  

Keywords— Multimodal, Biometric, Face, Fingerprint, 

CNN, KNN, PCA, LDA, Cascade multimodal, accuracy, 

loss, and FoM 

I. INTRODUCTION  

The need for a biometric system has grown dramatically 

in the last two decades. Biometric recognition is 

necessary to differentiate one person from another by 

utilizing quantifiable behavioral for instance signature, 

voice, keyboard, and so on, or morphological for 

example face, iris, fingerprint, finger vein, and so 

on traits [1]. These qualities include being less 

vulnerable to authentication being lost or forgotten. It 

could It is utilized for personal investigation, 

immigration and naturalization services, protecting 

access to systems or private possessions, enabling 

anonymous interactions, and so on [2].  

Because of their uniqueness and invariance to each 

person, FPs (Fingerprints) have been an important 

biometric characteristic. Because the obtaining 

equipment is very tiny, this biometric approach seems to 

be more widely utilized and accepted by individuals. 

Furthermore, the accuracy performance is quite good in 

comparison to several other biometric recognition 

systems based on the iris, retina, ear shape, and so on [3].  

A biometric recognition technique that uses information 

about human face features to identify or verify people is 

called FR (Face Recognition). FR methods are sensitive 

to fluctuations in facial features and accessories, as well 

as uncontrolled lighting and postures. In this sense, 

people and machine intelligence performance on facial 

recognition is a study issue with both broad practical 

potential and scientific research value [4].  

Biometric technologies may be utilized in three 

various cases, depending on their features and functions: 

- Unimodal systems 

- Multimodal systems 

- Cascade or serial systems 

Several security features have previously been created 

that employ the multimodal fusion approach to improve 

efficiency and resilience versus spoofing and fraudulent 

operations. 

The fusion is conducted on several distinct 

characteristics at various stages in all techniques, which 

has certain drawbacks [5]. All obtainable biometric must 

be merged, which enhances verification time and 

improved reliability. As a result, combining cascade with 

the multimodal system can provide a good balance of 

efficiency, difficulty, and evaluation time. To address the 

limitations of a system, focus on a particular biometric 

modality, a multibiometric system improves resilience 
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and efficiency versus imposter attacks and 

environmental changes. This system is divided into 

multi-modal, multi-sensor, multi-instance, multi-

algorithm, and hybrid systems [6].  

Multimodal biometric systems are categorized into two 

categories: 

- Parallel multimodal systems  

- Serial multimodal systems 

A serial multimodal system provides sequential 

verification, which means that if the previous biometric 

feature is approved, the next one is verified. A parallel 

multimodal system, on the other hand, conducts 

continuous verification, and the degree of correlation is 

calculated by aggregating all matches of every feature 

[7]. 

A recognition accuracy system is made up of four major 

components that are involved in the identification and 

verification method [6]: 

1. Biometric sensors are utilized to gather real-

world users' biometric features and transform 

them into raw data in digital form.  

2. During the registration phase, the extractor sub-

part extracts some of the essential 

discriminating traits to generate succinct 

representations known as "templates" as 

distinct biometric features.  

3. After that, the biometric template is stored in a 

data center. This is referred to as the identifying 

procedure.  

4. Even during the operating stage, the system will 

determine whether a person's condition is 

unknown or even if the user is fake or real.  

To confirm that the individual is a genuine person, the 

extraction of the features model is validated to the saved 

template database. 

 

This paper aims to review multimodal biometric systems 

that integrated both faces and fingerprints as well as to 

show which one has the best accuracy and hardware 

complexity with the methods and databases. The paper 

is arranged as follows: Section 2 will review related 

work from 2017 to 2021 in brief. All the methods of this 

paper will be in Section 3. The results and discussion for 

those methods will be in Section 4, and Section 5 will 

have limitations and section 6 will have a conclusion. 

II. RELATED WORD 

In the last 2 decades, there has been a great deal of 

experimenting in multimodal biometric systems. The 

creation of an effective fusion strategy, that is required 

to integrate data provided by different data scientists, is 

important for successful multimodal biometric systems 

[8].  

In multimodal biometric systems, biometric proof may 

be merged at many levels. The fusion may be classified 

into various major groups: - According to identifying 

fusion, fusion happens before biometric identification. 

This contains the fusion levels: - feature level fusion and 

sensor level. Fusing occurs following the fusion of 

personal features after matching fusion. This comprises 

the following fusion levels: rank level fusion, match 

decision level fusion, and score level fusion that can 

gives good accuracy between 92 and 96%, for more 

information details you can find it in [9-17]. 

The Gabor Wigner transform [18] was utilized as a 

discrete wavelet transform, and an optimization 

algorithm was used to find the ascending characteristics, 

leading to a low FAR (False Acceptance Rate) and the 

accuracy ranges between 90 to 99.4% it depends on the 

techniques that have been used. Another way for 

reducing mistake rates utilizing a unique image 

multimodal biometric methodology [19] offers visibility 

into facial identification as well as has a good accuracy 

of around 87%. The SVM (Support Vector 

Machine) [20] was built with generalization capabilities 

and machine learning, resulting in better accuracy in 

facial images. A complete multibiometric database [21] 

was examined utilizing unmatched equipment and 

different imaging settings. Nevertheless, with the 

introduction of the smartphone as an important 

component, a bimodal identification system [22] was 

created. 

In [23] proposed a multibiometric system with iris, 

fingerprint, and face recognition that makes use of 

several streams of modality-specific CNNs 

(Convolutional Neural Networks). This method has 

considerable complexity in the multimodal recognition 

system, which also lowers its acceptance in many 

domains. Also, it has high accuracy and the ranges of 

accuracy are between 86 to 99% it depends on the 

methods the authors used. A multibiometric system is 

based on finger vein, fingerprint, iris, face, and so on was 

also explored in [6]. In [24] suggested technique uses a 

multibiometric detection system that combines facial 

pictures, fingerprints, and finger-vein with CNNs 

architectures and algorithms based on RF (Random 

Forest) Softmax. 

In [24] proposed fuse fingerprints and faces and apply a 

fuzzy approach at the decision level. When compared 

with previous fusion approaches, this multimodal 

method offers higher accuracy. In [25] presented a novel 

multibiometric system that combines facial and 

fingerprint recognition. Local binary patterns) are 

utilized to extract facial characteristics, while the C.N. 

(Crossing Number) approach is utilized to extract 

fingerprint ridge ends and bifurcations. In [26] 

investigate several approaches for combining 

information gathered from diverse biometric 

characteristics. The work sheds light on alternative 

system designs associated with the integration of 

biometric systems, including unimodal and multimodal. 

Different potential evaluation criteria and benchmarks 



are also thoroughly analyzed. When implementing 

various biometric systems, [27] employ the Ant Colony 

Optimization method to select parameters which 

including decision threshold.  

The studies indicate below using a variety of feature 

extraction approaches, including SURF (Speeded up 

powerful highlights), PCA (Primary Component 

Analysis), numerous other quantitative features, and 

SIFT (Scale Invariant Highlight Transform). Other 

researchers have been used IDMN (Inverse Difference 

Moment Normalized), LBP (Local Binary Pattern), 

GLCM (Gray-Level Co-Occurrence Matrix), minutiae 

feature extraction, and HOG (Histogram of Oriented 

Gradient). 

The majority of the studies [28, 29] have developed a 

fusion-level method for decision-making at the 

authentication step for parallel multi-biometric systems. 

Machine and deep learning has also been effectively 

employed in the development of fusion-level methods 

for parallel multibiometric systems [30-33].  

To ease the aforementioned issues, this work aims to 

propose an FoM (Figure of Merit) that can reduce the 

loss for the multimodal biometric systems for face and 

fingerprint recognition systems as well as decrease the 

time. 

 

III. METHODOLOGY AND DATABASE FOR MULTIMODAL 

BIOMETRIC SYSTEMS FOR FACE AND FINGERPRINT 

RECOGNITION 

To get FP matching scores, the FP recognition software 

compares the input FP to the FP template contained in 

the database. FR is in charge of comparing the input FP 

to the template recorded in the database. In [17], the 

authors have used SIFT algorithm for FP and FR as well 

as they used the k-d tree search algorithm serves as the 

foundation for the BBF (Best Bin First) algorithm. The 

K-d tree allows for the storage of higher dimensional 

spaces so that bins in feature space are searched in 

ascending order from the query point, returning the KNN 

and PCA and a very close neighbor for a significant 

proportion of queries. 

The FP database was produced from the FVC 

(Fingerprint Verification Competition) 2004 and is 

divided into four datasets: DB1, DB2, DB3, and DB4. 

Each dataset has eight separate photos and ten different 

individuals, for a total of 400 pictures across all datasets. 

The dataset was then separated into two categories: 

testing data and training data [34]. 94 face was used to 

generate the FP datasets. The datasets were then 

separated into two categories: testing data and model 

construction [35].  

In [23], the authors comprise several CNN-based 

modality-dedicated networks and a shared expression 

level that are collaboratively optimized. The modality-

specific images are compared to extract modality-

specific characteristics at various abstract layers, and the 

combined description is taught to evaluate and apply 

interdependence across multiple methods as well as they 

look towards combining multi-stream CNN 

architectures. 

Furthermore, this work [23] is used the BioCop database 

[36]. This dataset is the only one that enables 

discontinuous multimodal fusion testing and training at 

different scales. The BioCop database was compiled 

over four years: 2008, 2009, 2012, and 2013. Voice, 

hand geometry, face, iris, fingerprint, palm print, and 

soft biometrics are included in every label for every 

participant. Moreover, another database that has been 

used in this work is the BIOMDATA datasets [37] is a 

difficult dataset to use when some of the picture 

examples are degraded by shadows, noise, blur, 

occlusion, and sensor [38]. This dataset includes 

biometric modalities such as the face, fingerprint, palm 

print, iris, voice, and hand geometry from people of 

various ethnicities, genders, and ages. 

In [39], the authors are used a DCD-WR (Deep 

Contourlet Derivative Weighted Rank) framework is 

created utilizing human face and fingerprint 

characteristics. The DCD-WR architecture is primarily 

concerned with the fusion of fingerprint and facial 

authentication utilizing deep weighted rank level fusion. 

Also, this work provides a new extracting feature in the 

sequential region utilizing CNT (Contourlet Transform). 

However, this CNT creates smooth picture outlines. 

Moreover, the researchers have been used three different 

methods as LDTP (Local Derivative Ternary Pattern), 

DCA (Discriminant Correlation Analysis), LR-JSR 

(Low-Rank and Joint Sparse Representations) and 

MDCA (Multiset Discriminant Correlation Analysis) to 

extract features from face and fingerprint. Furthermore, 

they have used benchmark/real database as well as 

CASIA Biometric Ideal Test database. 

In [1], the researchers have used six methods at two 

different levels. In the first level, they were using passed 

to thinning, Gabor filter, and binarized methods. While 

in the second level they were using CNN, LBP, and HOG 

are used to identify and extract feature characteristics 

from facial pictures. Furthermore, they have used 2 types 

of databases for face and fingerprint. The AR face 

database [40] and the FCV-2004 public database [41]. 

In [42], the researchers have used a hybrid method 

including three different techniques such as RF (Random 

Forest), CNN and Softmax considered being a process of 

multimodal biometric face and fingerprints recognition. 

Furthermore, the database that has been used is 

SDUMLA-HMT datasets [43] which contain an actual 

multimodal biometric database of the face and 

fingerprint pictures. 

In [44], the authors are used a hybrid method integrating 

cascaded and fusion-based multimodal biometric 

frameworks employing fingerprint and facial 

characteristics. Furthermore, this hybrid method is used 



on a self-created dataset of approximately 450 facial 

pictures and 450 fingerprints.   
 

Table 1 summarizes all the methods that have been used 
in multimodal biometric systems for face and fingerprints 
from 2017 to 2021 with their databases. 

Table 1: Summarizes all the methods in multimodal biometric 

systems for face and fingerprints with database. 

References Methods Database 

[17] KNN and PCA FVC-2004 

[23] CNN, KNN, 

PCA, LDA, 
DCA, CCA, 

MDCA and SVM 

BioCop database, and 

BIOMDATA datasets 

[39] DCD-WR, CNT, 
LDTP, DCA, LR-

JSR and MDCA 

benchmark/real 
database, and CASIA 

Biometric Ideal Test 

database 

[1] passed to 
thinning, gabor 

filter, binarized, 

CNN, LBP, and 
HOG 

AR face database, and 
FVC-2004 public 

database 

[42] RF, CNN, and 

Softmax  

SDUMLA-HMT 

datasets 

[44] hybrid integrating 

cascaded and 

fusion-based 
multi-biometric 

Hybrid is used on a 

self-created dataset 

 

IV. RESULT AND DISCUSSION 

The suggested algorithms are evaluated in comparison to 

previously published studies in multimodal biometric 

systems for face and fingerprint. Table 2 represents the 

accuracy, loss, hardware complexity for all the methods 

that have been used in the articles that talk about 

multimodal biometric systems for face and fingerprints. 

For each parameter, merit was assigned in which the 

accuracy value is set to 100 percent, and the loss value is 

set to (loss/accuracy) x 100. For every approach, the 

average percentage for Figure of Merit (FoM) was 

determined. The average percentage for FoM of [1] has 

the best accuracy (99.43%)by using a cascade 

multimodal algorithm. Moreover, the hardware 

complexity is low which generates an approvable 

solution for multimodal biometric systems for face and 

fingerprints. However, the hardware complexity is high 

for [23] and [42]. Despite the fact that the given 

methodology in this study ranks third in terms of the 

average percentage of merit, it beats the other four 

strategies in [23] and [42] in terms of loss, accuracy, and 

hardware complexity, forming an outstanding accuracy 

with the methods that have been utilized. 

 
Table 2: Summarizes all the methods with the accuracy and hardware 

complexity in all articles that have been used multimodal biometric 

systems for face and fingerprints. 

Ref Method Accuracy Loss Average 

Percenta

Hardware 

Complexity 

ge for 

Figure of 

Merit 

(FoM) 

[17] KNN and 
PCA 

92.5% 7.5% 8.10% N/A 

[23] SVM-
Major 

89.27% 10.73

% 

12.01% N/A 

[23] KNN + 

Serial + 
PCA 

86.28% 13.72

% 

15.90% N/A 

[23] KNN + 

Serial + 
LDA 

91.28% 8.72% 

 

9.55% N/A 

[23] KNN + 

Parallel + 

PCA 

88.12% 11.88

% 

 

13.48% N/A 

[23] KNN + 

Parallel + 

LDA 

93.21% 6.79% 

 

7.28% N/A 

[23] KNN + 
CCA + 

PCA 

95.27% 4.73% 
 

4.96% N/A 

[23] KNN + 
CCA + 

LDA 

95.41% 4.59% 
 

4.81% N/A 

[23] KNN + 
MDCA/

DCA 

96.36% 3.64% 
 

3.77% N/A 

[23] CNN-

Major 

97.70% 2.3% 

 

2.35% N/A 

[23] CNN-

Sum 

98.85% 1.15% 

 

1.16% N/A 

[23] Weighted 

feature 

fusion 

99.03% 0.97% 

 

0.97% N/A 

[23] Multi-

abstract 

fusion 

99.16% 0.84% 

 

0.84% N/A 

[39] LR-JSR 70% 30% 
 

42.85% N/A 

[39] DCA 79% 21% 
 

26.58% N/A 

[39] DCD-

WR 

96% 4% 

 

4.16% N/A 

[1] Cascade 

Multimo
dal 

99.43% 0.57% 

 

0.57% Low 

[1] Cascade 

Multimo

dal and 
AND 

Rule 

96.28% 3.72% 

 

3.86% Low 

[42] RF, 
CNN, 

and 

Softmax 
With 

Weighted 

sum 

99.30% 0.7% 
 

0.70% High 

[42] RF, 
CNN, 

and 
Softmax 

With 

Weighted 
product 

99.28% 0.72% 
 

0.72% High 



[44] Threshol
d = 0.48, 

0.51, and 

0.54 

98% 2% 
 

2.04% Medium 

 

V. LIMITATIONS 

There are many limitations to the articles that have been 

presented above. In [17] the authors compared unimodal 

and multimodal for face and fingerprint recognition 

using the KNN method with an accuracy of 92.5% which 

means that the method that has been used is good but it 

needs more to improve the accuracy better. While in  

[23] suggested a multi virtual network to address the 

spatial mismatch issue while sacrificing no quality and 

reducing network parameters significantly. However, 

Utilizing real-world data, [39] discovered that 

multimodal biometric identification framework reduced 

computing time and complexity when compared to 

existing biometric recognition approaches. Nevertheless, 

in [1] multimodal biometrics integrates multiple 

independent biometric modalities and overcomes the 

constraints of single-modality systems including intra-

class differences, inter-class similarities, spoof attacks, 

non-universality, and noise in sensed data. Although, in 

[42] the disadvantages of this method include the 

inability to merge incompatible feature sets such as 

minutiae points of fingerprints and Eigen-coefficients of 

face, the difficulty in predicting the optimum fusion 

technique given a circumstance. Despite this, several 

security solutions have previously been created that 

employ the multimodal fusion approach to improve 

performance and resilience versus spoofing and 

fraudulent attacks. The fusion is conducted on several 

distinct characteristics at different levels in all 

techniques, which has certain drawbacks [5]. 

 

VI. CONCLUSION 

This survey has proposed a multimodal biometric system 

for face and fingerprints that uses a figure of merit (FoM) 

to compare between the articles that used multimodal 

biometric system (Face and Fingerprints) methods, and 

which one has the minimum loss that means it has the 

best accuracy as well as representing the hardware 

complexity. As we found that the 

best loss has the best accuracy with low hardware 

complexity by using a cascade multimodal biometric 

system. 
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