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ABSTRACT 
 

Nnabuike Nnaemeka Eya 
 

A Reliable Group Key Management with Mobility Protocol for 5G Wireless 
Mobile Environment 

 
 

A Case Analysis of group key management security requirements with 
respect to wireless mobile environment of different proposed solutions. 
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Group communication, security and 5G technology present a unique dimension 
of challenges and security remains crucial in the successful deployment of 5G 
technology across different industry. Group key management plays a vital role in 
secure group communication. 

 

This research work studies various group key management schemes for mobile 
wireless technology and then a new scheme is proposed and evaluated. The 
main architecture is analysed, while the components and their roles are 
established, trust and keying relationships are evaluated, as well as detailed 
functional requirements. 

 

A detailed description of the main protocols required within the scheme is also 
described. A numerical and simulation analysis is employed to assess the 
proposed scheme with regards to fulfilling the security requirement and 
performance requirements. The impact of group size variation, the impact of 
mobility rate variation are studied with regards to the average rekeying messages 
induced by each event and 1-affects-n phenomenon. 

 
The results obtained from the simulation experiments show that the proposed 
scheme outperformed other solutions with a minimal number of rekeying 
messages sent and less number of affected members on each event. The 
security requirements demonstrate that backward and forward secrecy is 
preserved and maintained during mobility between areas. 

 
Finally, the research work also proposes a 5G-enabled software-defined 
multicast network (5G-SDMNs), where software-defined networking (SDN) is 
exploited to dynamically manage multicast groups in 5G and mobile multicast 
environment. Also, mobile edge computing (MEC) is exploited to strengthen 
network control of 5G-SDMN. 
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Chapter 1 

INTRODUCTION 

 

 
Mobile and wireless technological advancements such as high-performance 

computing, storage and high-speed have influenced the rapid increase of 

portable mobile computing devices for wireless communication. This 

advancement has also brought about a remarkable advancements in internet 

technology recorded in the last decade [1]. The advancement in internet 

technology and wireless communication has influenced and motivated the 

development of group-based applications and services. These group-based 

communication application and services are of tremendous significance to 

network resource usage. Cisco forecasts that the global data traffic will grow 

exponentially by the year 2020 and this means all hands must be on deck to 

manage the limited network resources. 

 
 

Multicast communication mechanism supports efficient communication for group- 

based services and applications like, geographic information updates, interactive 

group games, location-based adverts, broadcast messages (email marketing, 

stock quotes), and social group networks video conferencing, news feeds, and 

multimedia services such as Internet protocol TV (IP-TV), video on demand, 

mobile TV. Multicast is a communication mechanism that sends contents from a 

single sender to multiple recipients or from multiple senders to multiple recipients 

[2, 3]. This form of communication provides efficient utilisation of network 

resources by making copies of sent contents to interested receivers. 
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The security of this communication mechanism is quite complex compared to the 

unicast communication due to its unique properties like dynamic group 

membership [4], insecure communication medium [5]. The security of the 

transmitted data and group members must be ensured from origin to destination 

at all times. Security features like data integrity, non-repudiation, confidentiality, 

backward and forward secrecy must be guaranteed. To achieve these essential 

security features, techniques like these could be implemented, e.g., access 

control, group key management, multicast fingerprinting and authentication. 

Authentication and group key management are relevant security solutions for 

security challenges in a multicast communication. Internet Engineering Task 

Force (IETF) in [6] states that group key management is a major challenge in 

designing a secure and reliable multicast communication. 

 
 

For a reliable and secure multicast communication, access to transmitted 

messages should only be restricted to group members only, and communication 

should only be restricted to members within the same group. [7]. Effective group 

key management scheme and authentication protocols are vital in ensuring 

secured multicast communication. Authentication validates members, prevents 

unauthorised access to contents and also validates sent data. Key management 

scheme generates, distributes and update encryption keys to group members to 

facilitate backward and forward secrecy [8]. Perfect Forward Secrecy restricts 

members that leave the group from having access to messages transmitted after 

their departure and perfect backward secrecy ensures that new members cannot 

see messages that were transmitted before joining the group. In the past decade, 

significant attempts have been made to propose group key management 

schemes that would address the challenges of perfect secrecy in multicast 
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communication [9] these schemes attempts to address some of the challenging 

issues with designing a group key management scheme. These challenges are 

but not limited to key storage, computation complexity, scalability, performance, 

rekeying complexity and efficiency. Based on the design approach, these 

schemes are comprehensively categorised into three: centralised, decentralised 

and distributed. 

 
 

For the centralised approach, just like the name a single entity controls the keying 

activities. This entity could be called the group manager GM or the group 

controller GC. The GM generates and distributes keys to members of a multicast 

group. [7, 10-17] are some of the prominent examples of a centralised approach. 

This approach has its strengths and weaknesses. One of the major pitfalls of this 

approach is its exposure to a single point of failure, and its principal advantage is 

its simplicity. 

 
 

The decentralised approach emerged as a solution to the single point of failure. 

Unlike the centralised approach, no dedicated GM or GC manages the keys, 

rather all members are involved in the keying activities. This approach eliminates 

the single point of failure. It also reduces the rekeying overheads and provides 

efficient scalability by distributing the workload to members. Examples of 

decentralised schemes have been proposed in [8, 18-28]. In a typical 

decentralised approach, smaller sub-groups are formed, and selected entities are 

responsible for the keying activities. These subgroups could be ranked into 

different levels, and a dedicated independent entity is in charge of the rekeying 

activities. The increasing number of group members increases the complexity. 
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The distributed approach improves the reliability and minimises the challenges 

faced in a centralised approach. This is achieved by enabling members to 

collaborate in the keying activities. Examples of this approach have been 

proposed and illustrated within the following articles [29-36]. 

 
 

There have been attempts to address the challenge of group key management in 

a mobile wireless environment. Mobility in a multicast network still pose a 

challenge for group key management in a mobile wireless environment. In order 

to enable secure group communication in a wireless mobile environment, there 

is need to deploy a mechanism to deal with the group member mobility. 

 
 

1.1 Problem statement 

 
 

It is still a challenge to design and deploy a group key management scheme with 

reduced keying activities during membership change and maintain security, 

efficiency and scalability Keying and rekeying activities in a multicast 

communication with high membership dynamics (frequent leave and join events) 

have a critical impact on the network resources. The bandwidth usage is 

considerably high during distributed rekeying activities. One of the prominent 

schemes that significantly reduced the rekeying message overhead was [11] with 

their Logical key hierarchy (LKH) scheme. Although, there are proposed schemes 

that attempt to solve the challenge of 1-affects-n phenomenon which is the impact 

on rekeying on members. This impact gets more challenging with increasing 

number of members and membership dynamics. Hierarchical subgroups have 

been proposed notwithstanding, the challenge gets more complex for wireless 

mobile environments [37]. 
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Multicast communication technology is an effective and efficient medium of 

communication between one sender to many receivers and between many 

receivers to many senders. This technology has been used in some application 

like interactive games, distributed simulations, video conferencing; stock quote 

broadcast pre-recorded video on demand and real-time video on demand. 

Multicast communication technology has inspired varied research due to its 

importance and efficiency in managing the ever-limited bandwidth, but it has not 

been substantially deployed given some security challenges and other 

bottlenecks. The growth rate of bandwidth-hungry mobile computing and 

communication device is quite alarming. It is not uncommon to find users having 

more than one mobile device at a time. Bandwidth hungry applications and 

devices, wearable technology and internet of things have grown exponentially. 

According to Cisco in their Visual Networking Index (VNI) gave the growth of 

mobile traffic to be 74% in 2015 and stressed that the mobile traffic had increased 

400 million-fold over the past 15 years. Mobile computing has been on the rise 

due to the roll out of new frequency bands and wireless services [38]. 

 
 

VNI shows that wireless technology has grown in the past couple of years and 

has not stopped growing. This trend translates to high bandwidth usage. Wireless 

communications technology poses a great challenge with the design of group key 

management. The features of wireless technology and mobile computing devices 

has increased the complexity of developing a GKM scheme. Some of the peculiar 

features of mobile computing device that affects the design of an efficient scheme 

are low storage capacity, limited power, and limited computation capability [39, 

40]. An ideal GKM that would be effective and efficient, would have to take into 

consideration these constraints without compromising on security. 



6  

More so, the characteristics of wireless technology like narrow bandwidth, the 

transmission error rate high mobility of users (members) introduces some 

complexity also in the design of GKM. Members of a wireless multicast can move 

between multiple areas of network while maintaining the same session; this 

poses a complex challenge for a secure multicast [41, 42]. 

 
 

The challenge lies in the fact that when a member moves between access points, 

the member’s data traffic access is always transferred to the new access point. 

This challenge increases the communication and computation complexity even 

with the existence of effective hands-off. Keying and rekeying takes place in the 

area the member left from and the area he intends to join. The member leaving 

is treated as a joining member in the new area where he joins, and keys must be 

updated in both areas. Bottlenecks like signal interference and limited bandwidth 

affect key updating messages, and this interrupts the multicast communication. 

 
 

There are still eminent challenges due to mobility issues. Challenges like high 

signalling messages, high communication and computation cost, forward and 

backward secrecy still pose a threat to the to the design of an effective GKM 

scheme for mobile multicast environment. These overhead costs are incurred 

during the update of keying materials during the leave and join event, as is 

observed in the case of Immediate Rekey (IR) protocol [43] WSMM[44] 

FERDRP[44] are quite high. However, KMGM [45], and M-lolus [46]are schemes 

proposed with reduced cost on member mobility although they compromise on 

security (backward secrecy) [21] as well compromised on security (forward 

secrecy). Perfect Backward and forward secrecy are very important security 

requirements in the design of a secure group key management for a wireless 
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mobile application. Movement with this communication mechanism is inevitable, 

and this has created a challenge with regards to existing GKM schemes. 

Members activities is not restricted to join or leave, they can also move between 

networks. A secure GKM scheme should protect keying materials always under 

any circumstance without compromising on performance. For an effective, 

deployable and efficient GKM scheme to be designed a reduced cost on both the 

communication, storage and computation overheads must be achieved due to 

the characteristics of communications in a wireless mobile environment. 

 
 

This work also proposes a technique approach for selecting a subgroup head that 

would manage the group keys in case the subgroup head is compromised or 

relocates. This would ensure continues service provision and eliminates single 

point of failure when the subgroup manager relocates or is compromised, the 

group is still functional with the new subgroup manager. 

 
 

1.2 Research objectives 

 

 
The main objective of this research is to propose a multicast authentication 

scheme and a group key management scheme for a multicast in a wireless 

mobile environment with host mobility protocol. This scheme is achieved by 

organising the group members into hierarchical areas where all areas will use a 

common Traffic Encryption Key (TEK). Most importantly the host mobility protocol 

is there to ensure efficiency and security during movements between areas and 

maintains active session in a multicast. This is achieved by reducing the 

communication overheads by managing keying material and minimising rekeying 

process. Backward and Forward secrecy is also ensured during the join, leave 
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and move events in a multicast. Also, there have been a number of effective and 

efficient hierarchical group key management schemes proposed but these 

schemes always assume that the subgroup key manager can never be 

compromised or attacked. What happens if the subgroup key manager decides 

to move or leave the group since it is a wireless mobile environment? Various 

research tends not to be silent about this and this can be a severe security 

challenge to group key management scheme. 

 
 

This research has the aim to propose a new technique that ensures efficient key 

management in a mobile multicast group communication during host mobility. 

The research concentrates on techniques to provide forward and backward 

secrecy during host mobility. Also, the research focuses on ensuring a secure 

communication in a multicast while reducing computation and communication 

cost (regarding rekeying messages) during host movement. Additionally, the 

research aims to maintain a secure multicast session during host mobility by 

managing keying materials, minimising affected members and minimising 

rekeying process. Finally, this work explores mobile edge computing in 5G- 

enabled software-defined multicast networks. 

 
 

This research focuses on the issue of user mobility for a secure group 

communication. To achieve the research aim, five objectives have been outlined. 

These research objectives are as follows: 

• To understand, analyse and identify the limitations and challenges in 

designing a secure group communication for a mobile wireless environment. 

• To propose, develop and design a key management scheme for a secure 

group communication considering mobility challenges. 
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• To implement, test and evaluate the proposed scheme within a simulated 

environment with regards to security and its performance. 

• To propose a scalable Multicast Network Groups MNGs with also a flexible 

scheduling of network resources 

• To publish results obtained from this research in parts or its whole form in 

peer reviewed publications. 

 
 

1.3 Research Contributions to knowledge 

 

 
This research proposes a new group key management scheme for multicast 

communication suitable for 5g mobile wireless environment. The research makes 

the following contributions to knowledge of multicast communication in mobile 

wireless technology. 

• Prominent approaches used in the design of group key management 

schemes namely, centralised, decentralised, and distributed are explored 

in order to identify the cardinal correlating concepts and mechanism 

associated with the explored approach. These methods are compared 

against an identified criterion to expose the advantages and 

disadvantages when deployed in mobile wireless environments. 

• Challenges and constrains relating to achieving secure communication in 

a 5G mobile wireless communication are identified and analysed. 

• A new secure group key management scheme is designed and developed 

to address mobility in mobile wireless environments. Group members 

should be able to move between areas and maintain an active session. 
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• An investigation of Software-defined networking (SDN), multicast group 

communication and 5G with regards to group key management in a 

dynamic environment. 

 
 

1.4 Thesis structure 

 

 
The remaining part of the thesis is organised as follows: 

 
 

Chapter 2 - Literature review: A comprehensive and extensive literature on both 

the topics, method and approach used to design and develop a secure multicast 

communication in a wireless mobile environments is covered in this chapter. This 

leads to the background knowledge for the research. The reviewed literature 

confirms the relevance of the research and the gaps helped to formulate the 

research objectives. Various popular and relevant group key management 

schemes were investigated in order to deduce common positive features and 

expose demerits of these schemes. 

 
 

Chapter 3 – Research Methodology: This chapter outlines the research 

methodology adopted for this research. Also, a detailed information on the tools 

and techniques that would be adopted for a successful development of a secure 

group communication in a wireless environment would be presented in this 

chapter. The parameters that would be used to compare and evaluate the 

proposed scheme is also presented. 

 
 

Chapter 4 – The design: This chapter illustrates and demonstrates the proposed 

design. From the reviewed literature, background knowledge and the research 
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objectives a new scheme is proposed. The novel proposed scheme focuses on 

member mobility from one area to another within the same domain and also when 

members leave. This chapter would describe the main architecture, the 

functionalities and the components (Group controller and Key server, Sender and 

Receiver) of the proposed scheme. The notations used would be introduced, 

described and summarised in this chapter. The roles of the entities like the DKM 

and AKM are established in this chapter. 

 
 

Chapter 5 – Test, analysis and result: The simulation results, tests, evaluation 

and analysis, is presented, as well as associated evaluation and analysis, are 

presented in this chapter. This chapter investigates the impact of member 

mobility, scalability, and the impact of the inter-arrival and the average of the 

membership duration on the proposed scheme. 

 
 

Chapter 6 – 5G enabling technologies and applications has been proposed in 

Multicast or group communication to solve the challenge of increasing demand 

of mobile data traffic. One of the key 5G technologies that would address the 

increase in mobile traffic is network densification; this poses a challenge to group 

communication. With group communication where several groups are formed in 

clusters, this technique promises to improve various services in 5G network 

technology by way of efficient management. As a result, this paper proposes a 

5G-enabled software-defined multicast networks (5G-SDMNs), where software- 

defined networking (SDN) is exploited to dynamically manage multicast groups 

in 5G and mobile multicast environment. Also, mobile edge computing (MEC) is 

exploited to strengthen network control of 5G-SDMN. The combination of SDN 

and MEC ensures a flexible, cheap, programmable, and manageable network 
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architecture proposed for 5G-SDMN. This architecture promises a simplified 

network management, an improved resource management, and a sustainable 

network development. This article also presents a case study of multicast cloud 

computing and enumerates the advantages of 5G-SDMN. In the end, open issues 

in 5G-SDMN are identifed and discused. 

 
 

Chapter 7 – Conclusion and future works: the achievement of this work is 

concluded, and future work direction is outlined in this chapter. 
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Chapter 2 

LITERATURE REVIEW 

This chapter presents a comprehensive survey of existing or proposed group key 

management schemes for mobile wireless technology. The overview of published 

academic surveys on group key managements schemes is also presented. 

Classification of threat model for both 4G and 5G technology is presented 

depending on the attacks. For the sake of this research, the countermeasures 

are classified into three. This chapter also introduces multicast communications 

applications and reviews significant attempts that have been made to ensure a 

secure multicast group communication with regards to authentication and group 

key management. Section 2.1 introduces the concept of group communications 

applications with a survey for group. A review of the various design approaches 

for group key management scheme is presented in Section 2.10. Sections 2.2.1, 

highlights the underlying common mechanisms and concepts of group key 

management Section 2.6 covers the group key management requirements. 

Section 2.9 highlights the design challenges while section 2.12 

 
 

2.1 Surveys on Group key Management Schemes 

 

 
There are about eighteen survey publications on group key management 

published between 2010 and 2019. The search for these literatures was based 

on these keyword search “Group Key Management" Survey OR Review” “Group 

Key distribution" Survey OR Review” “Group Key Agreement" Survey OR 

Review”. This search was carried out using academic database like IEEE Xplore 

Digital, Web of Science, Science Direct and Scopus as shown in the table below. 

The search did not focus on any form of technology rather the primary focus was 
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on Group Key Management. The search result includes surveys on wireless 

sensor networks, vehicular network, multicast etc. From the search results, only 

eight articles claimed to have carried out an in-depth survey. 

 

 
SN 

 
Document Title 

 
Publication Title 

 
Publication Year 

 
Publisher 

Document 
Identifier 

 

 
1 

A Survey of Group Key 
Distribution Schemes With 
Self-Healing Property 

IEEE 
Communications 
Surveys & Tutorials 

 

 
2013 

 

 
IEEE 

 

IEEE Journals & 
Magazines 

 
 
 

 
2 

 
Key management schemes 
for secure group 
communication in wireless 
networks - A survey 

2014 International 
Conference on 
Contemporary 
Computing and 
Informatics (IC3I) 

 
 
 

 
2014 

 
 
 

 
IEEE 

 
 
 

 
IEEE Conferences 

 
 

 
3 

 
Survey on group 
authentication in wireless 
sensor networks 

2015 International 
Conference on 
Pervasive 
Computing (ICPC) 

 
 

 
2015 

 
 

 
IEEE 

 
 

 
IEEE Conferences 

 
 
 
 

 
4 

 
 
 

 
Key management for the 
MANET: A survey 

2015 International 
Conference on 
Information and 
Communication 
Technology 
Research (ICTRC) 

 
 
 
 

 
2015 

 
 
 
 

 
IEEE 

 
 
 
 

 
IEEE Conferences 

 
 
 
 

 
5 

 
 
 

 
A Survey on Key Management 
for Multicast 

2010 Second 
International 
Conference on 
Information 
Technology and 
Computer Science 

 
 
 
 

 
2010 

 
 
 
 

 
IEEE 

 
 
 
 

 
IEEE Conferences 

 
 
 
 

 
6 

 
 

 
Key management schemes in 
Wireless Sensor Networks: A 
survey 

2013 International 
Conference on 
Circuits, Power and 
Computing 
Technologies 
(ICCPCT) 

 
 
 
 

 
2013 

 
 
 
 

 
IEEE 

 
 
 
 

 
IEEE Conferences 

 
 
 
 
 

 
7 

 
 

 
Key Management Schemes 
for Secure Group 
Communication in Wireless 
Networks - A Survey 

 
2014 
INTERNATIONAL 
CONFERENCE ON 
CONTEMPORARY 
COMPUTING AND 
INFORMATICS (IC3I) 

 
 
 
 
 

 
2014 

 
 
 
 

 
Web of 
Science 

2014 
INTERNATIONAL 
CONFERENCE ON 
CONTEMPORARY 
COMPUTING AND 
INFORMATICS 
(IC3I) 

 

 
8 

 
A Survey on Group Key 
Management Schemes 

CYBERNETICS AND 
INFORMATION 
TECHNOLOGIES 

 

 
2015 

 
Web of 
Science 

CYBERNETICS AND 
INFORMATION 
TECHNOLOGIES 

 
 

 
9 

 
Survey of Group Key 
Management Techniques in 
MANET 

INTERNATIONAL 
JOURNAL OF 
FUTURE 
GENERATION 

 
 

 
2016 

 

 
Web of 
Science 

INTERNATIONAL 
JOURNAL OF 
FUTURE 
GENERATION 
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  COMMUNICATION 
AND NETWORKING 

  COMMUNICATION 
AND 
NETWORKING 

 
 
 

 
10 

Toward 
secure group communication 
in wireless mobile 
environments: Issues, 
solutions, and challenges 

 

 
Journal of Network 
and Computer 
Applications, 

 
 
 

 
2015 

 
 
 

 
ScienceDirect 

 
 
 

 
Journal 

 

 
11 

Secure Group Communication 
in Wireless Sensor Networks: 
A survey 

Journal of Network 
and Computer 
Applications, 

 

 
2016 

 

 
ScienceDirect 

 

 
Journal 

 

 
12 

Dynamic key management in 
wireless sensor networks: 
A survey 

Journal of Network 
and Computer 
Applications, 

 

 
2013 

 

 
ScienceDirect 

 

 
Journal 

 
 

 
13 

A survey on group key 
management frameworks for 
secure group communication 
in mobile Ad Hoc networks 

International 
Journal of 
Pharmacy and 
Technology 

 
 

 
2016 

 
 

 
Scopus 

 
 

 
Review 

 

 
14 

A survey on efficient group 
key management schemes in 
wireless networks 

Indian Journal of 
Science and 
Technology 

 

 
2016 

 

 
Scopus 

 

 
Article 

 

 
15 

Secure Group Communication 
in Wireless Sensor Networks: 
A survey 

Journal of Network 
and Computer 
Applications 

 

 
2016 

 

 
Scopus 

 

 
Review 

 

 
16 

 
A survey on group key 
management schemes 

Cybernetics and 
Information 
Technologies 

 

 
2015 

 

 
Scopus 

 

 
Article 

 
 
 
 
 

 
17 

 
 

 
Key management schemes 
for secure group 
communication in wireless 
networks - A survey 

Proceedings of 
2014 International 
Conference on 
Contemporary 
Computing and 
Informatics, IC3I 
2014 

 
 
 
 
 

 
2014 

 
 
 
 
 

 
Scopus 

 
 
 
 
 

 
Conference Paper 

 
 
 

 
18 

 

 
A survey of group key 
management based on logical 
key hierarchy 

Beijing Ligong 
Daxue 
Xuebao/Transaction 
of Beijing Institute 
of Technology 

 
 
 

 
2011 

 
 
 

 
Scopus 

 
 
 

 
Article 

 
 

 

Five [47-51] out of these eight articles are conference papers and absolutely 

cannot exhaustively survey Group Key Management because of the various 

limitations that comes with conference papers. The remaining three had a few 

topics that were not addressed. All the eighteen survey papers did not suggest a 

taxonomy for group key management schemes. These surveys did not address 

mobility, reviewed schemes were only using the join and leave even and not the 
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move event. Group key management scheme were not categorised based on 

their design techniques. This chapter addresses all the key element that were 

omitted in previously published survey/review. 

 

 
2.2 The concept of Group Key Management Schemes 

 

 
Group Key Management is a technique used or adopted for the management of 

cryptographic keys in a group communication. The objective of key management 

is to ensure that all participating group members are provided with a valid group 

key. This key is often times known as the Traffic Encryption Key (TEK) and this 

translates to the fact that cryptographic keys are used to encrypt data traffic in a 

group communication. This is to ensure the security and privacy of the transmitted 

content. 

 
 
 

It is always assumed that there should be a trusted Key Manager to distribute 

and manage these encryption keys amongst participating members. These Key 

managers also carry out tasks like registering and deregistering members. This 

is the earliest forms or pattern of key management, where a single entity is 

responsible for the encryption keys. This was very common in the early 1980’s 

but has since developed to where more members are involved in the 

management of encryption keys. This form of key management was not viable 

with the introduction of different group applications and services. It was difficult 

to provide security for members because this form of key management was 

exposed to single point of failure. The later forms of key management became 

the  conference  key  management,  the  schemes  that  adopted  this technique 

involves  all  the  members  in  a  group.  These  group  oriented  cryptographic 
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schemes [52], [53], [54] [55], [56, 57] were exposed to some challenges like high 

computational demands, non-repudiation, lack of scalability etc. also changes in 

the group membership. 

 
 
 

2.2.1 Group Key Management Model 

 
To further understand the concept of group key management, there is need to 

illustrate and breakdown the model. The first attempt to understudy group key 

management was the resolution of Secure Multicast Group (SMuG), one of the 

resolution was to establish a reference framework for multicast security. One of 

the aim of the framework was to address the underlying challenge of managing 

keying materials, identify and classify problems of key management amongst 

many others [58]. The framework have been used to identify problem with group 

key management and there have been efforts to propose group key management 

scheme to solve these identified problems. These schemes attempts to address 

some of the challenging issues with designing a group key management scheme. 

These challenges are but not limited to key storage, computation complexity, 

scalability, performance, rekeying complexity and efficiency. Base on the design 

approach, these schemes are comprehensively categorised into three based on 

the approach; centralised, decentralised and distributed. 

 
 
 

Group key management in a group communication becomes interesting due to 

the operating mechanism of group communication. As mentioned earlier in this 

text, Group Key Management is a subject field that deals with the management 

of cryptographic keying materials in a group communication. Also, it can be 

defined as a set of operations and mechanisms that support key generation and 
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management of ongoing keying relationships between legitimate group members 

in consonance with a security policy [59]. The operations in group key 

management can be broadly categorised into member registration, Key policy, 

group rekeying and group key distribution. 

 
 

Table 2.1 Components of the Reference Framework 
 

Group Key Management and Operations 

Member registration To join the group, every member needs to register. 

Key policy This allows a group to specify its requirements. 

Group rekeying This is needed whenever there is a change to the 
 
group. 

Group key 
 
distribution 

How are the generated keys distributed to members. 

 

 
From Table 2.1 Components of the Reference Framework above, to understand 

the challenges with group key management, the framework categorised group 

key management design into two, centralised and distributed designs. This 

framework, shows three main functional entities which would be discussed below. 

These are entities that are present in both centralised and distributed design 

approaches. 

 
 

Group Controller: This entity is responsible of managing the cryptographic keys 

which includes key generation, key distribution, key storage and group 

membership management etc. In a distributed design architecture there are 

multiple group controllers or manager and all together they communicate to 
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coordinate the group. Also, in a distributed design approach the group manager 

communicate with one or multiple policy servers. 

Sender and Receiver: A sender in a group communication is an entity that sends 

content to a single recipient or to multiple recipients. Depending on the 

architecture of the group communication there could be only one sender and 

others multiple senders where all participants could send and receive contents. 

In both forms of architecture, both the sender and the receiver interact with the 

group manager or the group controller for key management following the group 

key management policies. The interaction could be for the purpose of 

authentication, key retrieval during an update etc. 

Policy server: The policy server is a representation of the entity and the 

functionality necessary to manage the security polices guiding the group 

communication. From the interfaces shown on the framework, policy server 

interacts with the group manager to install and manage guiding security policies 

for that communication. 

 
 

For the centralised approach, just like the name a single entity controls the keying 

activities. This entity could be called the group manager GM or the group 

controller GC. The GM is charged with the responsibility of generating keys and 

distributing keys to appropriate members of a group communication. [7, 10-17] 

are some of the prominent examples of a centralised approach. This approach 

has its strengths and weaknesses. One of the major pitfalls of this approach is 

single point of failure, and its principal advantage is simplicity. 

 
 

The decentralised approach emerges as a solution to (SPOF) the single point of 

failure in the centralised approach. Unlike the centralised approach there is no 
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dedicated group manager or group controller, rather all members are involved in 

the keying activities. The advantage of this method is that it eliminates the single 

point of failure. It also reduces the rekeying overheads and provides efficient 

scalability by distributing the workload to members. Examples of decentralised 

schemes have been proposed in [8, 18-28]. In a typical decentralised approach, 

smaller sub-groups are formed, and selected entities are responsible for the 

keying activities. These subgroups could be ranked into different levels, and a 

dedicated independent entity is in charge of the rekeying activities. The 

increasing number of group members increases the complexity. 

 
 

The distributed approach improves the reliability and minimises the challenges 

faced in a centralised approach. This is achieved by enabling members to 

collaborate in the keying activities. Examples of this approach have been 

proposed and illustrated within the following articles [29-36]. 

 
 

There have been several efforts to address the challenge of group key 

management in a wireless environment. Mobility in a multicast network remains 

a green challenge for group key management in a mobile wireless environment. 

In order to enable secure and reliable group communication in a wireless mobile 

environment, there is need to deploy a mechanism to deal with the group member 

mobility. 

 
 

2.2.2 Common attacks in Group communication 

 
This form of communication mechanism is vulnerable to several attacks due to 

the fundamental characteristics of such networks. Some of these characteristics 

are the openness in wireless medium where any node can join, autonomous 
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nodes can join and leave the network at will [60]. Below is a list of possible attacks 

that may target group communication in a mobile wireless environment. 

 
 

Replay attack: The replay attack as the name sounds occurs when an attacker 

intercepts a successful authentication message of a registered group member, 

the intercepted message could be reused in order to gain access to the group. 

One of the solution to this challenge is to prove and maintain the freshness of any 

transmitted message[5, 61]. 

 
 

Eavesdropping: This is when an attacker gathers information by snooping on 

transmitted data. One of the common solution to this form of attack is to encrypt 

transmitted messages with a group key [5]. 

 
 

Compromise attack: This form of attack could also be called the node capture 

attack. This attack is possible when a member node is physically compromised, 

the information stored in the compromised node could be used by illegitimate 

members to participate in the group communication [5, 61]. 

 
 

Denial of Service (DoS) attacks: This form of attack is mostly carried out by an 

insider within the group, also with the help of an outsider. A DoS attack is an 

attempt by an adversary to disrupt group services. The adversaries could achieve 

this by submitting bogus request to just to overwhelm the network. Another form 

of DoS attack could be jamming [62]. 
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2.3 Group key management design approach summary 

 

 
Table 2.2 compares the three different scheme design approaches for group key 

management using the following evaluation properties. Computation cost: 

Server, Computation cost: Join, Computation cost: Leave, Computation cost: 

User, Scalability in group size, Scalability support, Bottleneck, Keys Structure, 

Key Management, Type of key and central key server. From the table below, the 

centralised approach supports scalability, but its reliance on a single key server 

leaves it vulnerable to SPoF (Single Point of Failure) bottleneck. The distributed 

approach, despite the elimination of the single point of failure bottleneck, at the 

increase to membership growth, communication and processing time increases 

too. The decentralised approach supports a scalable, secure multicast group 

communication which only fails when more entities within a group are affected. 

The decentralised approach can be made more effective and efficient with a 

collaboration of other group key management scheme. 

 
 

Mobile wireless environment introduces more challenges for the abovementioned 

GKMS approaches that affect performance. Challenges like limited bandwidth or 

network resources and the high mobility nature of wireless mobile devices affects 

the performance of these schemes. The nature and characteristics of mobile 

wireless environment expose it to numerous challenges that would affect the 

performance of a GKMS. 

 
 

In a mobile wireless environment, the centralised approach hardly supports the 

lack of scalability. The number of messages required to update keying materials 

significantly increases when group members increases in a wireless 
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environment. The single key server is perhaps overwhelmed with multiple 

requests messages from members and this can bring about the collapse of the 

group key management system. For a dynamic environment, where members 

move between areas, this triggers the update of keying materials within the entire 

wireless domain. 

 
 

The decentralised concept subdivides the group into various subgroups; this 

subgroups may be part of same network or different networks. There is need for 

an authentication procedure to be included to a decentralised GKMS; this would 

be in place to verify members as the move between wireless networks. There is 

need for members to be verified before they obtain required keying materials 

needed for content access ubiquitously within a target subgroup. Trust is another 

security concern with the decentralised approach due to the involvement of 

multiple entities. The level of trust impart to these entities should be a prerequisite 

during the design of a key management scheme otherwise this could jeopardise 

the security properties of the protocols. 

 
 

Table 2.2 Comparison of different group key management approaches 
 

Evaluation 

properties 

Centralised 

Approach 

Decentralised 

Approach 

Distributed 

Approach 

Computation 

Overhead: 

Server 

High Moderate  

Computation 

Overhead: Join 

Logarithm of 

the group size 

Minimise to one 

message for join 

event. 

Varies 

Computation 

Overhead: 

Leave 

Logarithm of 

the group size 

Number of members 

in a subgroup where 

leaving occurs. 

Varies 

Computation 

Overhead: User 

Low Low High 
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Scalability in 

group size 

Moderate High Low 

Scalability 

support 

Yes Yes No 

Bottleneck Yes No No 

Keys Structure Pairwise, or 

Logical key 

hierarchy 

Pairwise, or 

Logical key hierarchy 

Ring based, or 

Hierarchical 

cooperation 

Key 

Management 

A key Server More key servers Contributory 

Type of key Asymmetric 

and symmetric 

Asymmetric and 

symmetric 

Asymmetric 

Central key 

server 

Yes No No 

 
 

A desirable preference of the distributed is its fault tolerance ability. This 

characteristics can negatively affect the schemes efficiency by increasing the 

computation and communication overhead. The decentralised approach, by 

adopting the Diffie-Hellman algorithm (DH) is commonly applied to asymmetric 

cryptography key algorithms using to compute the TEK. As a result of multiple 

exponentiations, this approach is considered computationally expensive. 

Asymmetric cryptography key algorithms introduces a high overhead as a result 

of multiple exponentiations. The second significant high cost is sustained from 

the long time it takes to compute the common TEK by the users. An increase in 

the size of the group would exhaust the wireless device resources at a very fast 

pace. 

 
 

Before reviewing existing schemes that have been designed and developed for 

mobile wireless environments, the features, attributes and the limitations of 

wireless mobile environments are explored. The design constrains involved is 

also explored in the next section. 
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2.4 Group based application 

 
 

These are applications that adopt group communication techniques or multicast 

communication mechanism. It is employed as an internetwork function used to 

distribute or deliver a single content stream to a group of intended recipients[63]. 

A source or sources transmits a single data packet, which is duplicated buy the 

intermediate network devices in a way that each intended recipients gets the 

packets meant for them [64]. This communicating technique efficiently utilises 

network resources and avoids unnecessary overheads by eliminating source 

replications. Also the bandwidth overheads is reduced by eliminating sending 

duplicate packets via the same link. Figure 2.1 Illustrates group communication 

and also includes network elements that enables packet delivery to multiple 

sources. The dotted arrows in Figure 2.1 denote the flow of data from source to 

intended recipients. Figure 2.1 illustrates a group of members that wish to receive 

data from the source, at each network element these data traffic are duplicated, 

and a single copy is sent to the intended member. 

 

 
Figure 2.1 Illustration of Group communication 
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Group communication could either be implemented in two ways, Application 

multicast IP multicast architecture [65]. For the later, network elements duplicates 

the data and delivers to intended recipients [66-68]. On the contrary, application 

layer multicast simply implements multicasting on the application layer instead of 

the network layer; the implementation is as an application and not as a network 

service. This way the end host replicates the data and not the network elements, 

and this deploys group communication on a wide Area Network [69, 70]. Multicast 

and group communication means the same thing, duplicating packets to be sent 

over the same link form multiple intended recipients[71, 72]. These terms are 

used interchangeably throughout this text. Also, the term members, hosts, and 

recipients are used interchangeably in the work. 

 
 

2.5 Group key management approach 

 

 
The design and development of a group key management scheme is critical. This 

is one of the essential security elements for a secure group communication 

architecture. The group key management scheme manages all aspects of the 

keying activities in a group communication. Based on the management of these 

keys the different approaches are formulated. The various categories depend on 

which designated entity that manages the keying activities and how these keys 

are managed. And this has informed the three (centralised, decentralised and 

distributed) different group key management approaches which are described 

and illustrated in Figure 2.2; As stated earlier, the three different approaches are 

introduced in this section, the underlying common mechanisms and concepts are 

highlighted. The advantages and disadvantages of these different approaches 

are identified. 
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Figure 2.2 Classification of Group Key Management Scheme 

 

 
2.5.1 Centralised group key management 

 
The centralised group key management approach, the group key manager 

(GKM) solely takes charge of the computation, the distribution and the update of 

the traffic encryption key (TEK) to all group participants as and when needed [7]. 

This approach is also categorised into two as shown in Figure 2.2 above. This 

classification is dependent on the mechanism and the technique adopted to 

distribute the TEK. Below in the following sections is a brief of the two categories 

(Pairwise keys and Hierarchical tree). 

 
 

2.5.1.1 Pairwise keys 

 
To manage keys, the dedicated GKM distributes a single secret key with each 

participating group member. The distributed key helps with the initiation of a 

secure channel for communication between members and the group key 

administrator. This is used to distribute and deliver TEK to group member during 

leave, join or any other change activities within the group securely [73]. With 

centralised the scheme, backward secrecy is achieved by frequent keying 

materials update and distributing it to members when there is leave or join activity. 
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Meanwhile, forward secrecy is achieved using the O(n) rekeying message, “n” 

represents the number of group members. During a join event, the old TEK can 

equally be used to encrypt the rekeying message. Although, the old is 

compromised by the member that is leaving, the rekeying update messages 

should be encrypted using member’s individual keys. One multicast message is 

required to maintain backward secrecy but for forward secrecy O(n) rekeying 

unicast messages is used. This approach is by far unrealistic in a large dynamic 

group communication. 

 
 

2.5.1.2 Logical Key Hierarchy 

 
The Logical Key Hierarchy (LKH), this approach was proposed around late 90s 

and early 2000s and was initially mentioned in [11] research articles at almost the 

same time. With this approach, a dedicated key server manages the logical key 

tree. This tree is made up of key nodes and user nodes. The traffic encryption 

key (TEK) is the matching key with the tree root as shown in below. The leaves 

of the tree represents the associating keys for each group member. The TEK is 

securely distributed group members using the key encryption keys (KEK) which 

are referred to as intermediate keys. Figure 2.3 illustrates a group of nine 

members with their corresponding hierarchy of keys (mn1 … mn9). These 

schemes, every member owns keys on their path between the leaf through the 

root e.g. member mn3 poses keys (KEK3, KEK34, KEK123, and TEK). 
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Figure 2.3 Logical Key Hierarchy 
 

This method presents a basic solution to scalability challenge during a leave 

event, by utilising the KEK in reducing update messages. This method is more 

suitable for large dynamic groups because of the reduced number of update 

messages during any change to the group membership. However, single point of 

failure is still a challenge with this approach as it depends on a single key server. 

This approach can be further classified into two based on the key drivers (Server 

driven rekeying, or User-driven rekeying). These different classifications are 

briefly explained in the following section. 

 
 

a) Server-driven rekeying 

This subcategory, as the name implies, during any change in group membership, 

the key server or the GKM, is the only entity responsible for updating and 

distributing the keying materials [11, 74]. From the figure above when mn9 joins 

a group, the GKM or key server generates key (KEK9, KEK789, and new TEK) 

for mn9. The current TEK is delivered to the other group members in an encrypted 

message using the old TEK. This method ensures backward secrecy using 

log2𝑛+1 while the required update messages require for forward secrecy is 
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2log2𝑛. There have been quite a number of researches conducted on this 

approach as could be seen in these research literatures [16, 75-79]. 

 
 

b) User-driven rekeying 

For user-driven rekeying, just as the name implies, the user is the relevant player 

in this approach. The calculation and generation of the KEK carried out by the 

users instead of the key servers. Each member calculates the required KEKs 

using the required key derivation function based on pseudo random functions 

between the leaf to the root. This reduces the number of rekeying messages from 

2log2𝑛 to only log2𝑛 as seen in these articles OFT [12],ELK[80],SKD[81], [82, 

83]. 

 
 

2.5.2 Distributed Key Management Approach 

 
All the member are involved in the keying process with this approach. The key 

management workload is evenly distributed, and this eliminates the single point 

of failure. This presents a good advantage since an attack in any member would 

not affect the group. The TEK is initiated by spanning a (asymmetric cryptography 

algorithm) ACA for example, the DH key protocol for a participating group 

members. Members form structure a hierarchical ring to a hierarchical tree in 

order to generate the TEK. 

 
 

a) Ring based 

The ring-based technique, to generate the TEK group members’ structure a 

virtual ring. This is accomplished by using the (DH) algorithm, whereby a common 

key is agreed by two parties. A pair of primes (p and α) is agreed by the group 

which is used in a distributed pattern to calculate the intermediary values. For the 

TEK to be generated the first member would compute the first value and then 
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send to the next member, and this goes on till it gets to the last member who 

would eventually compute the TEK. Also the cardinal value is computed by the 

last member and is sent to rest of the members for the TEK to be extracted. [84] 

was one of the earliest schemes adopting this technique and since then several 

research attempts have been made [85, 86] [87] [88]. One of the advantages of 

this approach is that its success does not depend on any member. In a situation 

where a member is compromised or fails to complete the setup, the entire group 

is not affected. However, the computation of the key done after multiple rounds 

serially and strict synchronisation must be adhered to. 

 
 

b) Hierarchical 

Hierarchical approach adopts the Diffie-Hellman algorithm to model its hierarchy 

tree. The group agrees on the TEK to form a logical hierarchy tree by using two 

party DH algorithm. The formed tree reduces keys held by the group members. 

For example, [28] is a popular scheme adopting this technique, to compute the 

secret key for the parent nodes in the tree, one of the secret keys of its two 

children is used. The other child’s blind key is computed using the DH algorithm. 

There have been several schemes that adopted this technique. [24-27, 89, 90]. 

The communication cost (regarding messages exchanged amongst group 

members) for the TEK to be computed is as low as log2 and this is completely 

regardless of the group size in terms of member numbers. However, to compute 

the parental keys for the two children’s keys, the members of the group shall be 

synchronised iteratively. Moreover, if the system depends on a leader during 

setup, this still exposes or introduces the challenges of single point of failure 

(SPoF). 
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2.5.3 Decentralised group key management 

 
Large groups are divided into manageable subgroups and arranged in 

hierarchical level. Each of this hierarchical levels (which usually is made up of 

one or multiple entities), is administratively responsible for managing keys within 

its group. These levels some-times rely on the upper or higher level entity. This 

technique is further categorised into two (2) as shown in Figure 2.2 (TEK for each 

subgroups, and the independent TEK for each subgroup). 

 
 

2.5.3.1 Common TEK 

 
This approach [21, 22, 91, 92], one entity through subgroup managers generates 

and distributes the TEK to members of a group. To preserve forward secrecy and 

backward secrecy in an even of change to the group, the group members invest 

in the computation of the new TEK. Although, there is a challenge of the 1-affect- 

n phenomenon because any change to the group membership affects all group 

members. 

 
 

2.5.3.2 TEK per each subgroup 

 
[19, 93-95] adopts the independent TEK for every subgroup to solve the 

challenge of the 1-affect-n phenomenon. This way any group membership 

change affects only the members within the specific group. However, this 

introduces a new challenge that affects the data path since data could be passed 

amongst subgroups would be translated at each subgroup’s edge. Figure 2.4 

illustrates a group communication with six independent subgroups and six TEK. 
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Figure 2.4 An illustration of a decentralised approach with TEK per subgroup. 

 

 
2.6 Group key management requirements 

 

 
Different specific group key management requirements are presented in this 

section. These requirements lead to further analysis and discussions on the 

development of an efficient and effective group key management. These basic 

requirements are listed and briefly explained in the subsequent sections; security, 

efficiency, and scalability. 

 
 
 

2.6.1 Security requirements 

 
Backward secrecy: Ensures that new members must be prevented from 

accessing previously computed keying materials. The backward secrecy is 

usually preserved by constantly updating keying material in a group during any 

join event. This way, the new member would not be able to decrypt previously 

transmitted messages. Backward secrecy as a requirement is essential for a 
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dynamic multicast communication mechanism because if it is dynamic 

membership. Members can join and leave at will. 

Forward secrecy: Just like backward secrecy, a member that leaves the group 

should be prevented from having access to updated keying materials. This should 

be achieved by updating the keying materials during any leave event. This would 

prevent leaving member from decrypting and having access to future traffic in the 

group. This security requirement keeps future encrypted data secret even if the 

key is compromised. 

Key independence: The entire keys must be absolutely independent of each 

other. Thus, if one of the keys is compromised, this should not compromise the 

other keys. 

Resistant to collusion: Fraudulent users should not be able to collude and 

generate the current TEK. An Internal attack should be prevented to ensure that 

both the fraudulent user and legitimate users do not collude using their keys to 

compute the current traffic encryption key. 

 
 
 

2.6.2 Efficiency requirements 

 
Communication overhead: Because of the dynamic nature of multicast 

membership where members leave and join and no membership restriction 

regarding number. The number of messages exchanged updating keying 

materials should not be high. 

Computation overhead: The computation, generation, and distribution of traffic 

cryptography keys should not be complex. The computation capabilities of most 



35  

mobile devices are restricted. A low computation cost is essential on both the key 

control manager and user. 

Storage overhead: The limitation in the storage capabilities of most mobile 

devices demands efficient key management. The number of keys that need to be 

managed and securely stored by all communicating entities should be minimised. 

 
 
 

2.6.3 Quality of service requirement 

 
1-affects-n phenomenon: Changes to the multicast group membership should 

be effectively and efficiently managed. A single change to the multicast group 

membership must not trigger a rekeying process (update of TEK) that affects the 

entire group members. 

Service availability: A single entity should not determine service availability. The 

service or operation of a multicast group communication should not depend on a 

single entity in the key management architecture. 

Scalability: A multicast group, key management scheme, would be considered 

effective and efficient when it supports scalability. The growth of a multicast group 

should not affect the quality of service. 

Reliability: The computation and distribution of keying materials must be reliable 

so that all members of a multicast group are assured they would receive the keys 

as and when due. 

2.7 GKMS design challenges in wireless mobile environments 

 

 
This section investigates mobile wireless environments with regards to the 

characteristics of single-hop and multi-hop operation mode. The various types of 
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wireless environments are explored in this section, and characteristics the 

explored environments are investigated to expose and uncover key areas that 

must be examined for the design of a secure group key management scheme. 

 
 

2.7.1 Types of wireless environments 

 
Wireless communications have been appreciated in different forms as could be 

seen in wireless Local Area Network (WLAN)[96], Wireless Personal Area 

Networks (WPAN) [97], Cellular networks such as GSM / UMTS [98] Ad-Hoc 

networks [99] and Wireless Sensor Network (WSN)[100]. Wireless networks can 

be categorised into two; Infrastructure-based and Infrastructure-less. 

Respectively the two categories provide single-hop operation mode and multi- 

hop operation mode for mobile nodes to access the system [101, 102]. 

 
 

2.7.1.1 Infrastructure-based 

 
Under the classification of infrastructure-based wireless communications, 

environments are the WLAN, and Cellular networks such GMS / UMTS. The base 

station or access point in these environments are connected to a fixed 

infrastructure or a wired network (which is where it gets its name from). These 

entities are accountable for initiating the link/connection between networks, 

between wireless nodes or locations [103]. Hence, a source node can directly 

communicate with the destination node with the service Figure 2.5 illustrates a 

wireless infrastructure-based network. 
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Figure 2.5 Infrastructure-based network. 

 

 
2.7.1.2 Infrastructure-less 

 
The infrastructure-less based which is a form multi-hop mobile communication 

such WPAN, MANET and Ad-Hoc networks. A basic framework of the 

infrastructure-less based wireless network where wireless mobile nodes 

communicates between themselves in the absence of any wireless infrastructure 

such as base station or the access point [104, 105]. For communication between 

the source nodes to the destination node, other nodes are involved as an 

intermediary station to relay transmitted between source and destination. This 

happens when source nodes cannot reach destination nodes using a single-hop 

transmission. 

 
 

2.7.2 Wireless Mobile Networks Characteristics 

 
Wireless networks introduce more complications for establishing secure group 

communications compared to wired networks. Wireless network is exposed to 
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more attacks compared to wired networks because of the transmission medium. 

These constraints and challenges have been highlighted and discussed in the 

past by most researchers as can be seen in several articles like [39] [40] [40] 

These constraints and challenges are discussed in the following sections: 

 
 

2.7.2.1 Non-fixed and wireless network connectivity 

 
Amongst the numerous advantages of wireless networks, the one that stands out 

is the utilisation of radio frequency in data exchange between multiple radio 

enable physical devices. This form of network is not dependent on any pre- 

existing infrastructures which make deployment easy and cheaper, irrespective 

of the environment. However, in comparison to fixed wired networks, this feature 

exposes it to different security vulnerabilities: 

• Security attacks: This form of communication is vulnerable to various 

attacks like man-in-the-middle attacks and eavesdropping. If adequate 

security measures are not in place for multicast communication, an 

adversary can easily eavesdrop or tamper with transmitted data. It is 

easier to tamper with wireless networks than wired networks. 

• Trust within foreign networks: With wireless communications, there is 

need for foreign network due to mobility. This frequent location change 

requires that mobile users would need to communicate via foreign 

networks which would require trust. The visiting mobile node needs to 

share information with the foreign network, and this could pose a security 

threat. There would need to be a policy in place recognise the trust level 

needed for the visiting mobile members. 
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• Network disconnections: There are more network failures experienced 

with wireless communication than wired networks. These network failures 

are due to the transmission rates in wireless networks due to the high 

tendency of change over time compared to wired technology. These 

constant transmission change causes jitter, sometimes disconnections, 

also communication delay amongst participating entities. A typical 

scenario could be when a mobile member moves from one physical 

location to another, the member would disconnect from the location it 

leaves from and reconnects with the new location. 

 
 

• Properties of wireless gadgets: The basic properties of mobile wireless 

gadget/devices are some major limitations. Limitations like limited storage 

capacity, limited power capacity, and limited computations capabilities 

affect the performance of a key management protocol. High computational 

capacity is required to compute complex cryptographic computation. High 

storage capability is needed to store a high number of cryptographic keys. 

Cryptographic computations drain battery life so fast, and these 

constraints affect the design and development of a GKM scheme. It is 

quite a challenge to consider these constraints during design without 

compromising on the security of a multicast group communication. 

• Absence of infrastructure: The absence of infrastructure means the 

absence of a central entity that manages membership access to the 

network. The absence of infrastructure affects the structure of security 

policies and protocol of the network. These traditional models are 

challenging to implement in mobile ad-hoc networks. 
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2.8 Host Mobility 

 

 
There are problems or challenges with host mobility when mobile members can 

move within wireless mobile networks. The problems that are associated with 

host mobility are as follows: 

 
 

• Handoff operations or Mobility Management: Handoff operations are 

required to handle user’s mobility from one location to another. This can 

normally affect network connection during an active session while the user 

is moving. The adaptation of the user’s mobility behavioural pattern is quite 

challenging for the network connection. This disconnection and 

reconnection need to be seamless to prevent interruption of active 

communication. 

 
 

• Management of keying materials: With users moving from one location 

to another, the management of keying materials becomes challenging 

regarding who manages the keys, who is responsible for regulating the 

moves and tracking of the keying materials. 

 
 

• Heterogeneous network: Unlike the wired fixed networks where all 

nodes involved maintain connection with a single network. In a wireless 

setting, there is absolute heterogeneity; mobile nodes move between 

networks change transmission speeds and protocols. This would have 

effects on network performance. 
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2.9 Design Challenges to Group Key Management 

 

 
The characteristics of mobile wireless technology and the features of multicast/ 

group communication or group-based applications and services introduces some 

difficulties in the design of key management scheme. Security remains a complex 

issue in the design of a secure group key management scheme for a wireless 

mobile environment. The next section discusses the critical factors and 

challenges in the development and design of GKM schemes in a mobile wireless 

environment 

 
 

2.9.1 Supplementary key management protocol for handling host mobility 

 
It is typical to experience join move and leave of group members in a wireless 

mobile environment. This is discussed in Section 2.7. Members of a multicast 

group in a wireless mobile environment can also move between network areas 

and maintain an active session. Thus, a special protocol is required to manage 

member mobility between network areas, other protocols for achieving the 

requirements outlined in Section 2.6; there is the need for another protocol to 

manage the mobility of group members between areas. 

 
 

A fundamental solution for a move event is to treat it as a leave event and even 

as a join event also. This basic solution results in increased message overhead. 

This increased message overhead is because of updating keying materials in 

both areas within the same network for the preservation of forward and backward 

secrecy. Whereas, this solution could ignore the preservation of forward secrecy 

as it's not essential. The mobile member still remains active in the old area. 
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2.9.1.1 Performance Requirements 

 
Performance Requirements is categorised regarding computation, 

communication, storage, energy, and bandwidth requirements. These 

requirements are further discussed below. 

 
 

Computation and storage requirements: The keys that need to be stored by 

each participating mobile node needs to be as low as possible. This is because 

of the limited storage of mobile devices. Also, the cryptographic computation 

needs to be less complex because the computational capabilities of mobile nodes 

are limited. The stored keys for computation needs to be kept at the lowest 

minimum during the group communication because of the mobile device 

limitations. Storage in mobile devices is a critical resource. This limitation leads 

to high latency and frequent dropped session. Bandwidth does not just affect the 

network performance directly, but also power consumption. Mobile devices have 

limited energy since they are mostly run on. Thus, energy limitations of wireless 

devices affect data throughput between devices. Hence, to overcome 

communication, bandwidth and energy limitations, the exchanged messages 

between manager and key receivers should be reduced. Some of the popular 

GKM protocols specifically designed for mobile wireless environments are 

discussed in section 2.10. Most of these proposed schemes have attempted to 

provide solutions to the challenges mentioned above. 

 
 

2.10 Related work 

 

 
Previously introduced schemes were mainly designed for wired networks 

although notable efforts have been made to design group key management 
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schemes for mobile wireless environments. However, most of this schemes 

hardly addressed host mobility [21]. These schemes also have not addressed 

election of subgroup heads or area key managers. Mobility issues as illustrated 

in Figure 2.6 below where group members communicating in an active session 

move between subnet area to another subnet area. 

 

 
Figure 2.6 Decentralised technique with member movements. 

 

 
The above illustration mentioned earlier in Section 2.9.1, treats member mobility 

as a leave and join from the old to the new area which is just a quick-fix. This 

quick-fix solution results in the unnecessary duplication of keying. As examined 

in Section 2.12, it is not effective neither is it efficient to adopt this solution due to 

wireless resource scarcity. This introduces more signalling messages to manage 

mobile entities, and this brings about interruptions in group communications. 

 
 

Mobility of multicast group members from one area to another during an active 

session within the same network is an area yearning for research attention. There 

have been several attempts made in the past which would be analysed in this 

section. The Figure 2.7 below is a classification of some the proposed GKMS for 

group communication that addressed host mobility. 
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Figure 2.7 Some propose schemes with Host mobility 

 
 

2.10.1 KMGM (Key Management to Secure Group Communications in 

Mobile Environments) 

KMGM [45] is a decentralised GKMS for group communications in a wireless 

mobile environments. KMGM organises groups into clusters or area where areas 

within the same cluster use a common Traffic Encryption Key (TEK). Mobility of 

users in this scheme is managed by each AKM (Area Key Manager) within an 

area. The AKM maintains two lists, the first list called ListM (Holds a list with 

active members within the area), the second list ListO, and (Holds a list of inactive 

members). Whenever a move event occurs, where a mobile member moves 

between area within the same domain, the manager of the visiting area is sent a 

move request. The visiting member and their previous area is verified and 

validated by the AKMv of the visited area. After verification, the AKMv of the new 

area updates to the active member list ListMv also the AKMi from the previous 
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area updates the old member list ListOi. The new area keys (TEK and KEK (Key 

Encryption Key) are delivered to the visiting member this is because these keys 

are different from that of the area the member departed from. The message flow 

of this protocol is illustrated in Figure 2.8. 

 
 

Figure 2.8 Message Flow for KMGM host mobility protocol. 

 

 
When a leave event occurs, all visited areas and clusters must be updated, all 

KEKs and TEKs visited clusters and areas by an existing member must be 

updated too. Current members are updated with any leave event. The keys (TEK 

and KEK) are updated and allotted to current members in the area where the 

leave event occurred. ListO which is the old member list is emptied. The updated 

keys (TEK and KEK) must be delivered via a secure unicast message where the 

member have been, the member appears in ListOt. Whereas, the areas left are 

updated with a new TEK that is distributed to members using a secure multicast 

and it is protected under KEK. 

Merits: for intra movements between areas within a cluster there is no rekeying 

for intra move between areas within a cluster. The scheme showed a low 

communication cost and reduced 1-affects-n compared to other similar schemes 

from the presented simulation results. 
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Demerit: backward secrecy is compromised. A mobile member could have 

access to transmitted information of a newly joined area. 

 
 

2.10.2 SMGKM (Scalable Multi-Service Group Key Management Scheme) 

 
SMGKM [106] member mobility in a homogenous or heterogeneous networks are 

supported while the mobile member remains active in a group service or multiple 

group services. It is a slot based multiple key management schemes. A two-tier 

decentralised mechanism is adopted for this scheme. The first level which is the 

domain level comprises of the wired unit and the second part which is the wireless 

part consists of various clusters is the second level. At the first level, the DKM is 

solely in charge of the generating the initial keys and responsible for the initial 

authentication process. Whereas the AKMs in charge of independently 

generating and distributing the TEK in each cluster. To track mobility and maintain 

host mobility, a mobility list called session key distribution list (SKDL) is managed 

by each AKM. 

 
 

SKDLi maintains a list of mobile members with their corresponding session keys 

SKMi, these keys are derived by the DKM in cell i during a move even from its 

original area i to new area v, both AKMs are informed simultaneously areas 

encrypted using its private session key that is peculiar to the AKMi (called SKMx- 

AKMi). A key derivation function such as SHA1 using parameters such as AKM 

identity and member’s authentication key is used to generate the private session 

key associated to the AKM. The AKMi uses the member’s private key to verify 

the move request of the moving member. In order to accommodate an incoming 

request, AKMi waits for a period Tup. 
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When the period Tup is elapsed, the AKMi communicates the security information 

of the moving member to the AKMv via a fast link using context transfer protocol 

(CXTP). This protocol is used to reduce service disruption during member 

movement. When the moving member arrives at the new area v, the member 

sends a move request encrypted with specific private key related to the AKMv. 

The AKMv updates the TEK of the corresponding area and transmits the updated 

key to the new moving member and the residing member in area v. This process 

is initiated when the new members are verified with the security credentials 

received from AKMi. The SKDLi list is updated by removing the security 

credentials of the moving member. 

Merit: the communication complexity and storage overheads is minimal. This 

scheme also serves as a key management for multiple service group 

communications. 

Demerit: with this scheme, a moving member must revoke their traffic keys of 

the old area on entering the new area. This principle cannot completely avert a 

malicious member from accessing the keys of the visited areas. Therefore, 

forward secrecy is guaranteed when a member leaves the group. The new AKM 

cannot be used to authenticate the new arrival in case the old AKM failed before 

the moving member’s security credentials is sent. The signaling messages for 

mobility managing is not relatively low. 

 
 

2.10.3 WSMM 

 
Wireless Subgroup in Mobile Multicast (WSMM) [107], partitions multicast groups 

into subgroups. Every individual base station in each wireless cell is in charge of 

each subgroup regarding managing keying activities within their wireless cell. 

There are two types of keys in the WSMM scheme, a wired group key and a 
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wireless subgroup key. The wired key is referred to the root of the logical key 

hierarchy, while the base stations are located at the leaves of the tree hierarchy. 

The base station generates the wireless keys in each subgroup; these keys are 

now shared between members of that specific subgroup. When data is 

transmitted between cells, the base station at the edge of the cell translates the 

data since each subgroup possess its own wireless key. 

 
 

In this scheme, the host treats host mobility as a leave event. It considers host 

mobility as a leave event from one area and a join event from another area (old 

and new area). When a mobile host leaves for a new area, the base station in the 

old area generates a new subgroup keys and distributes the keys to the remaining 

members in that area. For the new area visited, the base station generates a new 

individual key after the authentication process has been completed. 

Merit: this scheme showed an impressive average delay time for member joining 

and member leaving event. 

Demerit: the data multicasting latency is still high. A move event is considered 

as a leave and join event for this scheme, and because of this, a significant 

communication overhead is incurred for every movement. The group key 

manager can become overwhelmed with the multiple membership requests, and 

this can be a bottleneck. Thus, this can also escalate to a point where the 

performance is immensely affected. 

 
 

2.10.4 M-IOLUS 

 
Micro-grouped IOLUS (M-IOLUS)[46] scheme is a dynamic micro-groups that is 

managed by a Group Security Intermediaries (GSI). Each subgroup manager 

(GSI) forms dynamic micro-groups in order to reduce communication cost for 
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updating keying materials in case of any group change. Within each micro- 

groups, a micro key is shared between all members in the same micro group. 

This key is used to protect all transmitted control messages. 

 
 

When there is about to be a move from one micro-group to another, the moving 

member informs the subgroup manager about their intent. The subgroup keys 

are not changed since the move occurs within the same subgroup. The GSI notes 

the timestamp of the move event and sends the micro key of the new micro group 

to the mobile host. 

 
 

Each GSI from all the micro group maintains a list of moved mobile members in 

the micro group. A move message to the GSI of the new micro group when a 

mobile member moves from its subgroup to a new micro group. The new 

subgroup manager communicates the old subgroup manager in order to 

authenticate the moving member. After the authentication process is completed, 

the new GSI sends the group key and the micro group key to the newly arrived 

member. The mobile member list is then updated by the GSI. For the case of a 

leave process, all previously visited subgroups update their keying material. 

Merit: there is no rekeying cost in the event of member mobility, and this reduces 

the communication cost to a significant minimum. 

Demerit: in this scheme backward secrecy is compromised in the visited area. 

The scheme is silent on the security associations between the old GSI and the 

new GSI. There is a significant performance hurdle due to multiple authentication 

requests that is received by the GSI. The new member’s authentication lies 

majorly on the availability of the old key manager. If the old manager is 
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unavailable for any reason, the moving member would not be authenticated. The 

number is encryption, and decryption is increased at the edge of micro-subgroup. 

 
 

2.10.5 TMKM 

 
The players in this scheme, Topology Matching Key Management (TMKM)[108] 

comprises of mobile users, Base Stations (BS), and Supervisor Hosts (SH). 

TMKM tree consists of three key management sub-trees. The User sub-tree 

which manages the hosts within an area controlled by each base station. The 

second key management sub-tree which is the BS sub-tree, is used by the 

supervisor host to govern the hierarchy of keying materials between the BSs and 

the SH. The third is the SH; this is established by the group manager to govern 

the SHs. The delivery of keying materials is localised because this scheme 

matches the key management tree to the network topology and this reduces the 

communication cost. 

 
 

Each cell maintains a Wait to Be Removed (WTBR), this list that contains 

information about users with valid keys that left the cell. This is for the cell to keep 

track of the mobile host and the key updating process. 

 
 

When a member leaves the session, all subset of keys processed by the member 

and still valid must be updated. All cells that their WTBR lists have the departure 

information are required to update the leaving member’s key subset in 

accordance with the leave procedure developed by [13]. The members that have 

key set similar with departure member must be removed from the WTBR. 

Merit: low communication and computation overheads due to localised 

transmission of keying information. 
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Demerit: the feature of a single key distribution centre (KDC) of causes a single 

point failure for key manager. The KDC in actual environments may cause poor 

performance because of significant storage and computation cost. The scheme 

adapts to a network topology; this dependant on the network topology makes the 

deployment challenging. 

 
 

2.10.6 KTMM 

 
Just like the TMKM, the Key Tree in Mobile Multicast, (KTMM)[107], matches the 

key management tree to the mobile IP network topology. At the intermediate key 

node level of this scheme, the logical key hierarchy has a fixed degree whereas 

at the user level the LKH has a varying degree. The connection between the base 

stations BS and the mobile members in the wireless cell corresponds to the 

lowest level of the key tree. Each BS is associated with the lowest intermediate 

key in the key tree. The key which is shared between the base station and the 

mobile members in each wireless cell is the lowest key node. 

 
 

In the case of a move event where a mobile member moves from an old area ai 

to a new area aj, it is the responsibility of the base station BSj of a new area to 

authenticate the arriving mobile member. Upon successful verification, the 

subgroup key is sent to the mobile member. 

Merit: the communication cost is reduced due to the localisation of the 

transmission rekeying messages. 

Demerit: backward secrecy is not guaranteed, since the mobile host may have 

access to the security information in visited area even before they join the group. 
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2.10.7 CDKM 

 
In Cell-based Decentralized Key Management (CDKM), it is the responsibility of 

the the group key manager to govern join and leave event [109]. However, the 

Base Station is responsible for the user mobility and keeping track of users in 

each wireless cell. Each BS is in charge of a key tree, called the Independent 

Subgroup Tree (IST), because of its association with users within the cell. With 

this in place, the key manager should not always be informed about the mobility 

of members. 

 
 

To manage the mobility activities of the group, this scheme divides the group into 

multiple cell-based subgroups. In every wireless cell, users are either labelled 

present in that cell or absent in that cell Present in the Cell (PIC) or Absent in the 

Cell (AIC). When a move event happens, the BS in the current wireless cell labels 

the moving member as AIC in the subgroup key tree. While in the new visiting 

cell, the BS verifies from subgroup key tree if the member has already visited the 

new cell, the BS changes the moving member state from AIC to PIC in its IST. 

Merit: This scheme features a low communication overhead since the load of 

members’ mobility is distributed amongst the base stations. 

Demerit: In this scheme, the content provider cannot be trusted by the BSs to 

open the data content. The subgroup key keeps the information and location of 

the absence members, in a highly dynamic group membership extra 

communication costs are incurred. 

 
 

2.10.8 HSK 

There was a need for a scheme that would afford users an efficient and secure 

multicast communication in a wireless LAN where the user would have access to 
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services based on their location. At the time three schemes were proposed [110]; 

The single session key (SSK): this scheme, the base station and all the members 

in its cell share a common key. The different session key (DSK): Here each 

member within a cell share a unique key with the base station. Hybrid scheme: 

this is a combination of the two schemes. The base station in this scheme shares 

one session key with relatively mobile members and a different key with other 

mobile members. 

 
 

A new session key is delivered through an encrypted multicast message, or a 

unicast message is communicated to every group member when a new member 

joins the cell. The encrypted multicast communication is encrypted using the old 

session key and is protected using the unique key of each member. Whereas 

during a leave event, the new session key is unicasted to the remaining members 

of the group because leaving member knows the old session keys. 

 
 

Each member in a hybrid scheme is classified as stable and unstable based on 

the length of time spent as a member of a group. The same session key is shared 

between stable users and the base station while a different key is shared between 

unstable users and the base station. There is a predefined time interval that a 

user would remain in a cell to become a stable user. This stable user remains 

stable until they leave the cell. 

Merit: From the simulation results the compare to other schemes the HSK 

appeared to have the lowest communication overhead over all cellular networks 

with high mobility compared to the other solutions. 
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Demerit: A strict time synchronisation interval is needed to determine the stability 

of a member. This scheme is silent about the host mobility, and this is one of the 

challenges that incurs a very high cost. 

 
 

2.10.9 GKMF 

 
Group Key Management Framework (GKMW) is a group key management 

scheme designed to address the challenges of host mobility in a wireless network 

using a common TEK and a list [110]. This protocol list the main entities as the 

group managers, the key managers and the group members. The key managers 

in this scheme are the Domain Key Managers (DKM); these managers are 

responsible for the generation, distribution, storage and deletion of keying 

materials. The DKM also play the role of a group controller whereby they manage 

the group membership, group policy, security. The Area Key Management that is 

usually one per area and is under the jurisdiction of the DKM is saddled with the 

responsibility of managing keys within the area and also for members of the group 

within an area. Finally, group members are registered senders and receivers 

residing within an area at any given time. 

 
 

This scheme keeps track of user’s mobility, old and new area of moving members 

and IDs of moving members using a list referred to as MobList. This list is kept to 

prevent cases of frequent rekeying which can be disastrous by causing a various 

disruption. When a member moves from an area to another, to ensure backward 

secrecy the following steps would be completed. When a member wants to move 

to another area (v) would have to send a move notification (move_notify) to the 

key manager in the old area (AKMi) and the key manager in the new area (AKMv). 

The old (AKMi) informs the DKM about this move when the move notification is 
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received. After that, the DKM sends the move notification to the new AKMv in the 

form of a move_token. 

 
 

The new AKMv verifies the message, and if the message is valid, the AKMv 

crosschecks the message on the Mobilist if the member is on the list, the AKMv 

checks for any update since their last visit to the area. If the member is not on the 

list, then the AKMv generates a new area key KEK for the arriving member and 

other residing members within the area. If the member’s information is on the list, 

then the AKMv would send a move_welcome message to the member. 

Merit: Keeping a list of member’s mobility eliminates rekeying activities, and this 

enhances the effective and efficient processing of mobile members. Backward 

secrecy is ensured by updating keying materials. 

Demerit: The scheme was silent on the communication and the computation 

costs. There is a high number of keys and signaling messages used during host 

mobility. Forward secrecy in this scheme is not mentioned, so a leaving member 

possesses valid keys, and this would compromise forward secrecy. 
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Figure 2.9 GKMF host mobility protocol message flow 

 
 

2.10.10 SR, BR, IR, and FEDRP 

 
Static rekey (SR) protocol, baseline rekey (BR) protocol, Immediate rekey (IR) 

protocol, and First Entry Delayed Rekey + Periodic (FEDRP) protocol, these are 

schemes that operate based on multiple inter-area key management. These 

protocols are based on the decentralised approach but use a common TEK in 

order to preserve the secrecy of group communications by focusing on updating, 

distributing, and revoking key encryption keys (KEK) as members move within 

the hierarchy [111]. 
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2.10.11 Static rekey (SR) 

 
For this protocol, if a member joins a group via a specific area, it always remains 

a member of that group until the member leaves the group. A signalling message 

is sent to the group area manager. 

Merit: the mobility of members would not affect the new and the old areas. This 

would result in low communication overhead. 

Demerit: Backward and forward secrecy is compromised using this scheme. 

 
 

2.10.12 Baseline Rekey (BR) 

 
This scheme treats the mobility of members as a leave event from the old area 

and a join even in the new area. When a member wants to leave it informs the 

AKMi, the AKMi stops updates and local transmission in order to update and 

distribution of area keys for the residing members. While in the visiting area, the 

new member notifies the AKMv of its intent to join. For the update and distribution 

of new areaj keys, data transmission is halted. 

Merit: mobile members need only one valid area key while they are still members 

in an active session. 

Demerit: Data transmission is halted two times during each move event. This 

scheme cannot differentiate between a move join, join or leave event. The 

simulation results presented in [111] showed high communication overheads. 

 
 

2.10.13 Immediate Rekey (IR) 

With this scheme, when a member moves from its current area to a new area, it 

informs the manager of the old and new area via a signal message. A new area 

key KEK is generated and distributes it via unicast communication to the 

remaining members in this area by the old manager using their public keys. In 
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the new area, the manager generates a new area KEK and distribute it to its 

members and does same for the new member via a multicast message. 

Merit: Data transmission in this scheme is not halted due to member movement. 

Demerit: There is more communication overhead cost during frequent and fast 

movements from one area to another because the area key would constantly be 

changed. 

 
 

2.10.14 First Entry Delayed Rekey + Periodic (FEDRP) 

 
Just like the IR, a moving member informs the managers of the current area and 

the new area of their move intent via a signalling message. In the old area, the 

manager adds the moving member in a list called Extra Key Owner List (EKOL) 

without updating the area key KEK in this area. On the new area, the manager 

AKMv crosschecks the (EKOL) ensure that the visiting member has not 

previously visited the area. The keying materials are updated in the new if the 

member is not on the (EKOL). If the member is on the list, the previous area keys 

can be reused. In the case of any change, this list is constantly updated. 

 
 

A threshold value is set up for moving members as they accumulate KEKs from 

visiting different areas. Once this threshold is reached, a new KEK is generated 

and distributed via unicast transmission to all members within that specific area. 
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Figure 2.10 FEDRP message flow 
 

Merit: The Hierarchical structure supports the highly dynamic membership and 

reduces the overheads. 

Demerit: this scheme is silent on the authentication of moving members, and this 

scheme could be exposed to colluding attack due to repeated use of area key. 

 
 

2.10.15 SHKM 

 
Scalable and Hierarchical Key Management (SHKM) is a hierarchical, priority- 

based decentralised scheme that uses the independent TEK approach [112]. 

Subgroups are formed and are organised into a hierarchical structure based on 

different priorities. Cluster heads have higher priorities than the local users, and 

this is defined by the levels of position at the time they join. Users amongst the 

high priority subgroup are capable of deducing the keys of users in the low-priority 

subgroup, but this privileged right cannot happen the other way. 

This scheme adopts the FEDRP protocol to implement user mobility. During a 

move event from a current subgroup to a new subgroup, if the moving member 

has been to that subgroup before, it receives the new traffic key via a unicast 
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message. Otherwise, the subgroup manager generates a new TEK and reports 

to the Centralised Authority CA. 

Merit: The communication overhead is significantly reduced because each 

subgroup can deduce the TEK of lower-priority groups. 

Demerit: The trust on a centralised authority exposes this scheme to a single 

point of failure challenge. This scheme relies on a third party to compute keying 

materials, and this is not a feasible solution for a large group. 

 
 

2.10.16 HKMS 

 
A hierarchical key management scheme (HKMS) is a two-layer structured 

scheme for secure group communication in MANET [113]. The level 1 subgroup 

called the (L1-subgroup) contains would contain all the nodes in the subgroup. 

The second level referred to as (L2-subgroup) decides member nodes based on 

the location information in (L1-subgroup). 

 
 

To select the cluster head in each subgroup L1, the node with the most weight 

value is selected [114]. That way in subsequent levels, the node with the most 

weight value is selected be the Level 2 cluster head. The cluster head L1 

generates L1-subgroup key using RSA and delivers it to all the nodes in the 

subgroup. The other head of the L2-subgroup generates an L2GK key and 

distributes it to the nodes residing in its subgroup. 

 
 

When a new member intends to join a subgroup, a request message to the 

neighbouring nodes. The neighbouring nodes communicate this message to the 

L2 head. The L2 head sends a reply message to the new member. The updated 

GKL2 is distributed amongst the members of the subgroup. For an ordinary node 
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to leave the subgroup, it would have to inform the L2 subgroup head. A reply 

message is sent to the leaving node by the L2 head and regenerates a new L2GK 

key. A new selection for choosing a new head is adopted as soon as the head 

leaves the subgroup. 

Merit: There is a reduced rekeying cost due to the hierarchical structure of the 

scheme. Information is protected from attacks because of double encryption. 

Demerit: There is no protocol that specifically handles host mobility. This can 

incur high communication overhead during a move event. This scheme updates 

keying materials using unicast messages encrypted with public key of each 

member at every change event, and this incurs high overhead. 

 
 

2.10.17 GKM over Large MANET 

 
Group Key Management over Large Manet GKMM is a scheme based on weight 

parameters. A weight parameter is set in order to select an area manager in each 

area. This scheme adopts a decentralised approach [115]. This scheme 

comprises of two phases; first, the AKMs selection, and second, the generation 

and distribution of the session key. A cluster is organised by the station, and it is 

managed by a “clusterhead”. To select the DKM, a leader election algorithm is 

used to elect an AKM with the greatest weight. A key agreement similar to that 

developed by [84] is used by the AKMs in order to compute a common traffic key, 

this is used instead of nominating a DKM. The LKH in manages group events 

such joining and leaving within each area. Protocols such as static rekeying (SR), 

delayed rekeying (DR), or immediate rekeying (IR) handle node mobility. 

Merit: This scheme is effective for large ad-hoc secure group communication 

because of the algorithm. 
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Demerit: This scheme would not be effective in a highly mobile environment as 

it was tested in a scenario with low mobility. The process clustering and the 

process of electing a leader in each cluster incurs a high computation overhead. 

If the cluster head is compromised, this will affect the entire group since all keying 

activities are handled by them. 

 
 

2.10.18 BALADE 

 
[39] This scheme adopts a decentralised structured approach and common TEK. 

The group is decomposed dynamically into a number to form clusters. A local 

manager manages each cluster. The cluster manager and the members within 

each cluster share a common key. The sources act as a group manager and also 

acts as the sender of the encrypted multicast flow to the members. Also, the 

source and the cluster managers share a session key KEK between themselves. 

This key is used for distributing the TEK securely to the cluster managers. To 

deliver the TEK to each member of the cluster, the cluster manager protects it 

under the cluster key. Depending on the application, the TEK is updated at each 

data semantic. To validate the application of this scheme, a streaming 

cooperative jukebox was used. The TEK is updated after every song is added. 

 
 

At every movement either from a subgroup to another or from a cluster to another, 

the moving member would have to be authenticated or re-authenticated before 

they are allowed into the new subgroup or cluster. The re-authentication 

password which is a password encrypted with the TEK is possessed by each 

member. This is used by the new manager to verify the identity of the joining 

member. 
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Merit: Bandwidth and energy are efficiently utilised by using optimised group 

communication cluster tree algorithm. Computation overhead is reduced by 

encrypting data traffic with a common TEK. 

Demerit: The scheme was silent on how the leaders were selected. There is a 

single point of failure because the global controller (GC) is responsible for 

managing the TEK. The scheme incurred computation overhead at the key 

manager level. The reliability of the key distribution still needs a lot of 

improvement in environments where packet loss is not negligible. 

 
 

2.10.19 Logical Key Hierarchy (LKH++) 

 
The LKH++ outperforms the LKH by exploiting the properties of both one-way 

hash functions and adopting LKH model [116]. In adopting the LKH model, the 

set of information shared in the LKH model is used to generate new keys locally. 

This eliminates the need for communication between users and the key server 

because the keys are generated locally. This scheme is most suitable for wireless 

mobile environments. This is because each member stores a number of keys that 

equals the logarithm of the number of members in the group. This Scheme has 

reduced cost because the number of multicast messages sent from the centre is 

tremendously reduced. It also employs symmetric cryptography key, and this 

translates into a reduced length of the encryption key and the computational 

complexity required for encrypting and decrypting messages on the mobile 

devices. This feature promotes the efficient use of battery power. 

Merit: The performance evaluation of this scheme showed an efficient 

communication and computation cost during join and leave events because of 

the application of one-way hash function showed. The scheme is not exposed to 

collusion attack. 



64  

Demerit: This scheme was silent on host mobility in wireless mobile 

environments. 

 
 

2.10.20 Dynamic Contributory Broadcast Encryption (DConBE) 

 
DConBE [117] is a group key management scheme adopted for fog computing. 

Although, the author proposed this scheme for a static scenario with a fixed 

number of fog system. This scheme promises an efficient join and leave of 

participating fog nodes from a fog system. DConBE scheme, just like in [118], 

assumes that communications between participating fog nodes are facilitated via 

authenticated channels at the Initialize, Join and Leave event. Whereas, at the 

execution of these events, there would be no need for confidential channels. The 

authenticated channel is used because of the nature of the fog system. The fog 

nodes are assumed to come from trusted organisation and they require 

authentication. The authenticated channel is used to monitor prevent malicious 

nodes from multiple entries into the system without a leave event. The system is 

designed in such a way that a fog node cannot join without leaving and this is 

great disadvantage because this system does not take into account a move 

event. In a case where a participating entity move and return, the same amount 

of keys required to join would also be needed when the member joins again. 

Merit: The join and leave illustrated in this scheme is efficient. This scheme 

combats against eavesdropping. 

Demerit: The generation of some keys require multiple entities, and this does not 

help key independence. There is a significantly high communication overhead for 

this scheme when generating keys. 



65  

2.10.21 Blockchain-Based Distributed Key Management Architecture 

(BDKMA) 

This (BDKMA) scheme was exclusively proposed for IoT systems [119].This 

architecture is divided into layers, the cloud layer, a fog layer, and a device layer 

connected with core networks and edge networks. The device layer could 

comprise of cameras, medical devices etc. that can sense, monitor and control 

its environments. The fog layer is the access control layer so there is need for 

this layer to possess computational capabilities. The blockchain mechanism is 

present in the fog layer and also the cloud layer. The key management blockchain 

is managed by the security access managers (SAMs) that plays the role of the 

Central Authority (CA) to provide a low-latency key management function for the 

user equipment (UE) in the deployment domain. The core networks provide high- 

speed service to connect the security access managers (SAMs) to cloud services. 

Storage and computation overheads are reduced using blockchain which is 

deployed at the initiation of the group to prevent unnecessary transaction in order 

to combat latency during transmission. The SAMs operates as network 

managers to manage the key information blockchain of their domain. Each SAM 

is linked with various UEs to maintain their cryptographic operations 

encapsulated into transactions. The SAMs record the key information in six 

categories, the initialization/ registration, (this is where new UEs request to join 

the blockchain). The access query is the next stage, and the access record is the 

stage after the query stage. The key update stage is activated periodically for 

security reasons or when there is a need to update keys. The leave stage is 

activated when a member decides to leave the network, when a node intends to 

leave it is optional to either generate a new transaction that would update other 

nodes of their departure. Finally the adversary revocation in a case where a node 
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has been compromised, the SAM authorises a new transaction and records it in 

a new block to confirm the revocation 

Merit: The performance evaluation of this scheme showed an efficient storage 

and computation cost during join and leave events because unnecessary 

transactions are avoided. The scheme is not exposed to collusion attack. This 

scheme ensures device delivery as it combats service interruption. 

Demerit: This scheme was silent on host mobility in wireless mobile 

environments. This scheme is not suitable for multiple leaves and joins in a highly 

dynamic environment. 

 

 
2.10.22 Logical Tree-Based Secure Mobility Management Scheme (LT-SMM) 

 
LT-SMM [120] is another scheme that involves different phases like the 

deployment phase (where all the participating devices set up a group with a group 

head), member joining phase (this when a member makes their intention to join 

a group known) and also the mobile migration phase and all these phases are 

supported using different protocols. The integrity of the messages that have been 

transmitted is protected chaotic map based one-way hash functions. This scheme 

was specifically designed for wireless sensor network. The main aim of this 

scheme is just to promote energy utilisation and less of security. 

Merit: The scheme efficiently addresses the challenge of irrelevant rekeying in 

tree based sensor networks. It ensures secure group communication within the 

network. It also provides efficient secure communication for inter-group and intra- 

group data exchange. This scheme also compensates for node mobility for 

sensor networks while accounting for forward and backward secrecy during leave 

and join or participating nodes. 
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Demerit: This scheme treats move as leave in the old area and a join in the new 

area and because of this, communication cost is incurred. The scheme was silent 

on how the leaders were selected. There is a single point of failure because the 

global controller (GC) is responsible for managing the TEK. The scheme incurred 

computation overhead at the key manager level. 

 
 
 

2.11 Identified gaps in existing group key management schemes 

 

 
Popular GKM schemes have been reviwed and exposed are the demerits that 

are addressed by the proposed scheme. These demerits are discussed in details 

in the following sections below. 

• Compromised forward and backward secrecy. 
 

• Keys are revoked by moving members before joining a new area. 
 

• High signalling messages to manage mobility. 
 

• Data multicasting latency is relatively high. 
 

• Move events are considered leave in most of these schemes and these 

incurs high communication overhead. 

• Single GKM overwhelmed by multiple request. 
 

• Multiple authentication requests that in turn hinders performance. 
 

• Single point of failure. 
 

• Strict time synchronisation required to determine the stability of a group 

member. 

• High computational, communication and storage overhead. 
 

• Third party computation of keying materials. 
 

• Absence of host mobility. 
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• Lack of key independence due to the involvement of multiple entities in the 

generation of keying materials. 

 
 
 

2.12 Discussion 

 

 
The selected GKM schemes were reviewed in Section 2.10 are discussed in this 

section. A comparison of these schemes against some criteria is presented in 

Table 2.3. 

 
 

• Design approach: From the review, the popular design approach used for 

the proposed schemes are the centralised or decentralised. Tree-based key 

management was the most used for the centralised design approach. 

Meanwhile, the decentralised approach adopted either a common TEK 

approach or an independent TEK per subgroup or area approach. 

• Data transformation: the decentralised design approach with the 

independent TEK per subgroup or area requires data transformation. Data 

transformation could be called data translation as well, and this is the 

encryption and decryption of data when it is transmitted from one area to 

another [121] The encrypting and decrypting happens at the edge of each 

area when it is passed from one area to another. Changes in a subgroup will 

only affect members residing in the affected subgroup, and this is a key 

advantage of such schemes as it would alleviate the 1-affect-n phenomena. 

• Host mobility protocol: this is used to highlight schemes that explicitly 

includes a protocol for managing movement amongst group members 

between areas. Some schemes proposed for wireless mobile environment 

do not have any mechanism to address host mobility explicitly. 
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• Security: One of the major security concerns with mobility in wireless mobile 

environment is the issue of forward and backward secrecy. New members 

joining a group would not have access to transmitted message prior to joining 

the group, and the rekeying process ensures this as discussed earlier. This 

also happens when a member leaves the group, they should not have access 

to the transmitted messages after they have left. The movements of members 

from one area to another could contravene the schemes security 

requirements so forward, and backward secrecy must be ensured. To ensure 

backward secrecy during a move event, the rekeying process is performed in 

the visited area. In the old area, it would be insignificant to enforce forward 

secrecy because the moving member is still within the same active session. 

The rekeying process must be performed in all the areas where the leaving 

members still have valid keys during a leave event to ensure forward secrecy. 

• Strict rekeying management: some schemes update keying materials as 

soon as there is any change to the group membership while other schemes 

delay the key updates to nullify out-of-sync challenges between keys and 

data by updating keying materials at the end of a period time. 

• Using a list for host mobility: This is a list that is maintained by the area 

manager to keep a record and track members with valid keys. 

• Number of messages: messages are transmitted by key managers to 

ensure perfect forward and backward secrecy within the old and new areas 

in order to deliver updated keys to members. The total messages generated 

by the key managers in order to achieve this is highly significant. In Table 2.3 

Comparison of some explored group key management schemes with host, 

the total number of members residing in area i is denoted as ni while the total 

number of areas within a domain is denoted by |A|. In Table 2.3 Comparison 
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of some explored group key management schemes with host, the u and m 

are used to denote unicast and multicast messages, respectively. Other 

reviewed key management schemes exploit the decentralised approach by 

decomposing group communication into several small subgroups or area. 

Except for and KTMM [107] that adopts the centralised approach by using 

the logical key hierarchy scheme. From Table 2.3 Comparison of some 

explored group key management schemes with host, it notes that some 

scheme performs data transformation when data is transferred from one 

subgroup to another. This is because different subgroups use different TEK. 

 
 

To improve efficiency and to prevent the ping-pong effect during a frequent 

crossover of users from one subgroup to another that might appear at the 

boundary of two subgroups. BALADE [39] and M-Iolus [46] use batch rekey 

techniques so that the keying materials are updated at a certain time. Another 

advantage of the batch rekeying is that it can increase the time that it would take 

to access data. This is because every new member would have to wait longer to 

join the group communication. Although, the batch rekeying can improve 

efficiency it can also breach perfect forward secrecy because the departed 

member will still have access to the group communication after leaving, at least 

for the period until the TEK is updated. This translates that, perfect forward and 

backward secrecy is not feasible, extra care must be taken when dealing with 

critical applications. 
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Table 2.3 Comparison of some explored group key management schemes with 

host 
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FEDRP 
[122] 

No Yes  2 ✓ ✓ 

GKMM 
[115] 

No Yes  (ni +1)u + (| A | +1)m ✓ ✓ 

IR [122] No Yes niu +1m ✓ ✓ 

BR [122] No Yes  (ni  +1)u + (| A | +1)m ✓ ✓ 

HSK [110] Yes Yes - ✓ ✓ 

TMKM [108] No Yes 2lm + (l +1)u ✓ ✓ 

HKMS [113] Yes Yes niu +1m ✓ ✓ 

GKMW[21] No Yes  (ni  +1)u + (| A | +1)m ✓ ✗ 

KMGM [45] Yes Yes  1 ✗ ✓ 

BALADE 
[39] 

No No  NA NA 

KTMM [107] No Yes  log ni +1 ✗ ✓ 

WSMM 
[107] 

Yes Yes n1  + 2 ✓ ✓ 

M-IOLUS 
[46] 

Yes No 1 ✓ ✓ 

SHKM [123] Yes Yes  2 ✓ ✓ 

 
 

Some assumptions were made for some of the proposed schemes just like 

[46]and [45] assumes that the moving member would already be authenticated 

by the area manager of the area of the joined area using their credentials. The 

joined member remains valid and authenticated even after they have changed 

areas. This means user mobility is treated with the less rekeying process, based 

on this assumption. Backward secrecy is compromised since the moving member 

may still be in possession of valid keys even after they have left the areas. 

Meanwhile, in GKMW [21] forward secrecy is compromised since the keying 

materials from the old areas are not updated when the mobile member leaves 

the group communication. 
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A secure list is created to handle the mobility of members of highly dynamic 

groups in KMGM [45], GKMW [21]TMKM[108], FEDRP[122], M-Iolus [46], and 

SHKM[123]. this list is managed by key managers. The advantage of this list is 

that it would avoid frequent key updates in the areas affected by the moving 

member. Also, keying materials would be tracked during movement. In order to 

achieve this, the list is updated or emptied by the key managers whenever there 

is a leave event by an existing mobile member. For a large dynamic group with 

frequent movements, maintaining this list can be very complex because of the 

increased size of the list. 

 
 

There was no explicit protocol designed for mobility in case of a move event in 

LKH++, and HSK [110] schemes. Although, these schemes have presented a 

mechanism for managing join and leave event, but there has not been any explicit 

mechanism to handle the move event. This means that member mobility would 

impose more overheads since any movement would be treated as a leave and 

join event. The schemes showed the best rekeying cost during a move event from 

one area to another are KMGM, M-Iolus, and BALADE when compared to the 

other reviewed schemes. However, one of the demerits of these schemes is that 

backward secrecy is compromised in visited areas. Besides, in BALADE there is 

no explicit indication on how keying materials are managed in visited areas and 

how they are delivered to moving members. Handling mobility rekeying would 

incur additional communication cost. 
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2.13 Chapter Summary 

 

 
This chapter studied the different key management design approach under three 

categories, the centralised, decentralised, and distributed approaches. Proposed 

schemes were explored in order to explain the concepts of each design approach. 

In order to analyse and review the different design approaches the necessary 

basic design requirements for a secure group key management were reviewed 

and explained. This chapter also categorised the wireless mobile networks into 

infrastructure-based and infrastructureless. The characteristics of these two 

categories were investigated in order to expose and understand the design 

challenges with regards to the design of a secure group key management 

scheme. In order to uncover the research gap, popular group key management 

schemes designed for the wireless mobile environment were critically analysed 

against some significant criteria. The merits and demerits of popular, relevant 

existing schemes were highlighted specifically to establish the strengths and 

weaknesses that exists in these schemes. These revelations informed the 

direction of the design approach for the proposed scheme in this research. 
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Chapter 3 

RESEARCH METHODOLOGY 

 

 
This chapter illustrates in concise details the of processes involved in the 

successful completion of this research work to achieve a reliable efficient group 

key management scheme taking into account the mobility of hosts in wireless 

mobile environment. The processes and procedures involved in this research 

methodology is categorised in the following; study, design, implementation, and 

analysis activities. Figure 3.1 Research methodology flow illustrates the 

procedural flow of research methodology in this work. 

 

 
Figure 3.1 Research methodology flow 

 

 
3.1 Literature review and problem extraction 

 

 
Exploring related literature is one of the preliminary steps taken before tackling 

the design of the proposed group key management. This step reformulated the 

challenges of the design and implementation of a secure group communications 

in wireless mobile environments. The review on the background furnished the 

theoretical and practical understanding for investigating the member mobility,  in 
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a 5G secure group communication. This also exposed unexamined knowledge, 

and how some of the proposed solutions can be adopted for this research. 

 
 

This research focuses on the design of a group key management scheme with 

attention on the mobility of group members in a wireless mobile environments. 

 
 

Existing key management schemes are studied and organised into three 

categories (1) Centralised approach, (2) Distributed approach and (3) 

Decentralised approach. The nature and characteristic of nature of wireless 

networks is studied in terms of one hop and multiple hops. This leads to the 

exploration of limitations in wireless mobile technology; this exposed the 

constraints and critical factors which must be considered in the design of a secure 

group communication for a wireless mobile environment. Popular, relevant group 

key management schemes designed for wireless mobile environments are 

analysed to identify the merits and demerits that need to be addressed. 

 
 

3.2 Group key management scheme design 

 

 
The design stage forms the bedrock of this research and illustrate the proposed 

system. This stage illustrates the design, identifies functions and details the 

operation, process diagrams and other relevant documentation. The various 

approach selected to address the research challenges are specified. 

 
 

The design the secure group key management scheme is influenced by the 

resource limitation of mobile devices and the nature and characteristics of 

wireless networks. Also ensuring that backward and forward secrecy is achieved 
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in all events with minimum communication cost and optimised resource utilisation 

by mobile devices (as in Chapter 5). The features and operation definitions are 

described in details (see Section 5.6). The behaviour and interaction amongst 

components participating in the group key management scheme were modelled 

using some set of interaction sequence diagrams. 

 
 

The different events (join event, leave event, and mobility event) in the group key 

management scheme, also keying materials update operations, are modelled by 

the interaction diagrams (see Section 5.12). These diagrams illustrates the flow 

of messages amongst main entities participating in a secure group 

communication while seeking to ensure backward and forward secrecy. The 

whole design and data model are documented to be used in the implementation 

phase. 

 
 

3.3 Prototype implementation 

 
 

Simulation can be used to evaluate a system, a scenario, a protocol or an 

algorithm. Simulation creates a platform for the execution of a theoretical system 

on a digital computer instead of doing this on a real environment. It also analyses 

the model statistically. For the simulation, the main entities for the proposed 

scheme include key managers (DKM and AKMs) and group members. Also, the 

key management protocols include new members joining protocol, member’s 

mobility protocol, and existing member leaving protocol. Members request could 

be sent to the corresponding area key managers for them to leave or join the 

session and move between areas. The requests are received by the key 
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managers from the members, and from there the keying materials are managed 

accordingly. 

 
 

OPNET modeller, NS2 [124] [125] NS3 [124], and OmNetpp [126] were examined 

for the suitability for this research. OPNET provides more features and options 

that were necessary for the simulation. NS2 and NS3 are popular free license 

and open-source simulation software; it needs to be recompiled whenever there 

is a change to the user code. One of the demerits of the OmNet++ is that it lacks 

a variety of protocols, with poor analysis and performance management. The 

table below gives a concise comparison of the reviewed simulators although 

detailed information on these simulators could be found in [127] [124]. Table 3.1 

gives a specification comparison between the explored simulators such as 

OPNET, NS2, NS3, and OmNet++. Secure Group Communication Simulator also 

referred to as SGCSim was used to simulate and analyse the performance of the 

proposed scheme. SGCSim uses C# as the available programming language to 

gain control of the developing phase of the proposed GKM scheme and its 

associating protocols. However, construction of the model requires a significant 

amount of time during implementation. The primary (key managers DKM and 

AKMs and group members along with key management protocols like a new 

member joining protocol, member mobility protocol, and existing member leaving 

protocol were developed in SGCSim for the proposed scheme. The members can 

forward their request to the associating area key managers to either join or leave 

the session and move between areas. The key managers receive the request of 

members and manage the keying materials respectively. OpenSSL [128] is used 

as a cryptography library for computing and managing keying materials. 
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Table 3.1 Network Simulators compared based on properties. 
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NS2 C++ and 
OTCL 

Wired, 
Wireless 
, Ad-hoc 
and 
WSN 

Limited Up to 
3000 

Limited Hard 

NS3 C and C++ Wired, 
Wireless 
Ad-hoc 
and 
WSN 

    

OPNET C and C++ Wired, 
Wireless 
Ad-hoc 
and 
WSN 

Large Up to 
300 

Yes Moder 
ate 

OmNet++ C++ Wired, 
Wireless 
Ad-hoc 
and 
WSN 

Moderate Not 
Limited 

Yes Moder 
ate 

SGCSim C# Wireless 
, group 
commun 
ication, 
Key 
manage 
ment 

Moderate Not 
limited 

Yes Easy 

 
 

With OmNet++ the graphical user interface environment is robust, this makes it 

easier for users to trace faults and debug. It supports Internet protocols, wireless 

and wired networks, wireless ad-hoc networks, and sensor networks. However, 

there is fairly insufficient support for a significant variety of protocols for the mobile 

wireless networks. OPNET also offers a robust graphical editor interface, which 

enables users to build and simulate different network topologies and entities from 

the application layer to the physical layer. OPNET can efficiently deal with 

simulation of a complex network with a large number of devices and traffic flow. 
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3.4 Simulation of a secure group communication 

 

 
The topology of the network is made up of the X and Y grid. The values of these 

grids are established by the mobile user at run time. This grid is further partitioned 

into various areas A, which also would be established by the mobile user at run 

time, randomly at different locations with equal probability. Every area coverage 

is determined by the area radius value at run time. The area radius could be 

determined by the radio coverage of individual entity within the selected network 

environment. 

 
 

The areas are selected at random using uniform distribution to populate the group 

members. Group members arrive at these areas based on the set inter-arrival 

time with rate λ, which is established by the mobile user at run time. When the 

inter-arrival time set value runs out or expires, a member is added to the group 

automatically and are located randomly within the area. The inter-arrival time is 

referred to the time Ti between two (2) consecutive or successive members Mi 

joining the group as illustrated in Figure 3.2 The arrival and inter-arrival.. 

However, the group population is dependent on the inter-arrival time. When the 

time value for inter-arrival is changed, it results in varying the population of mobile 

members within the group. For instance, a small value is used for the inter-arrival 

time value; this would result in a group with a large size and a high number of 

members at the end of simulator execution and vice versa. With this simulation 

feature, the user evaluates the impact of group size variation on the scalability of 

a group key management scheme. 
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Figure 3.2 The arrival and inter-arrival. 

 
 

Members can move between areas based on the random waypoint model used 

in this simulation [129]. RWP is a synthetic mobility model for mobile nodes. In 

mobility event, each mobile member selects a random destination (i.e. area) with 

the same probability. At simulation run time, the velocity rate is determined, and 

the members move towards the destination at that velocity rate. The velocity rate 

can either be a constant or varied between a range of values. The velocity at 

which the mobile node moves can be differentiated by foot speed which is 

between 1-10 km/h, urban vehicle speed which is between 20-80 km/h, and 

highway speed which is between 50-120 km/h. 

 
 

Lastly, the mobile user can select the duration of the session, the average 

membership duration time, and the average active time in each area at run time. 

The duration of the session indicates the duration of the session for a group 

communication, which corresponds with the simulation run time. The average 

membership duration (i.e. sojourn time of a member) is equivalent to the period 

of time that a member is granted to remain in a session. The dwell time becomes 

the period of time a member remains in a given area. At the end of every dwell 

time, the member would move to a new area. 

 
 

The topology used for the simulation was randomly created. Random generator 

class of C++ was used to guarantee that the network topologies would be created 

randomly. The random generator is inputted up the random generator class to 
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generate a random result each time that the simulation is run. The simulation 

produces random values from the random generator class, and this would be 

used with different modules of the network simulation. First, this random value is 

used to establish the location of an area on the grid. The random placements of 

areas could overlap, and this is realistic as this could also happen in real life. The 

result of random generator class is used to determine the location of each node 

on each area. Assuming that a spot has not been occupied by a previous node, 

the node is placed in the identified dimension x, y. Only new nodes would be 

placed within the coverage range of existing areas. Subsequently, for move 

cases, the destination area is randomly chosen and designated to each member, 

and this would guarantee random distribution of mobile nodes across the created 

areas in the topology. 

 
 

3.5 Results and Analysis 

 

 
The evaluation of the proposed scheme is based on the rekeying messages 

overhead as well as 1-affects-n phenomenon using various group sizes. The size 

of the population is controlled using two parameters. 

1) The average of inter-arrival to the group and 
 

2) The average duration membership. 
 

A variation on inter-arrival time value and duration of the membership leads to 

the increase to the size of a group. 

 
 

The mobility rate is another factor that could be used to analyse and evaluate the 

scheme. The impact of mobility on the schemes with regards to the of number of 

rekeying messages computed during keying materials update as well as the 
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number of affected group members in the session. By changing the value of the 

area dwell time, this would vary the mobility. If the area dwell time is decreased, 

this will result in increased mobility rate. 

 
 

The 1-affects-n phenomenon and the rekeying messages overhead are analysed 

and evaluated and follows: 

Rekeying messages overhead: this is the total messages delivered in order to 

update the keying materials. This happens anytime there is any change to the 

group in a session. This is done to preserve backward and forward secrecy. All 

the messages are calculated both the unicast and multicast messages. The 

average number of rekey messages required at every events is calculated as 

follows: 

 

 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑟𝑒𝑘𝑦𝑖𝑛𝑔 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 = 
Σ number of rekeying messages 

Σ 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑒𝑣𝑒𝑛𝑡𝑠 
(3.1) 

 
 

 

1-affects-n phenomenon: the total number of members that would be affected 

by every event to the group. This happens when group members would have to 

replace their old keys with new ones from the group managers via controlling 

messages. The average number of members affected is calculated as follows: 

 

 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑎𝑓𝑓𝑒𝑐𝑡𝑒𝑑 𝑚𝑒𝑚𝑏𝑒𝑟 =𝑥 = 
Σ number of affected member

 
Σ number of events 

(3.2) 

 
 

 

At every event (join, move, and leave), the security impact with regards to the 

backward secrecy and forward secrecy is analysed. 
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3.6 Chapter Summary 

 

 
The research method adopted to achieve this research has been presented in 

this chapter. This chapter further provides detailed information on the techniques 

and tools adopted in the development of a secure group communication for a 

wireless mobile environments. Likewise, the parameters that would be used to 

compare the proposed scheme for evaluation has been presented in this chapter. 

The Next chapter discusses the limitations and design challenges of a secure 

group communication in wireless mobile environments. 
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Chapter 4 
 

DESIGN OF A RELIABLE EFFICIENT GROUP KEY MANAGEMENT 

SCHEME FOR WIRELESS MOBILE ENVIRONMENT 

This chapter presents the development and design of secure group key 

management scheme for wireless mobile environment with a focus on member 

mobility and the corresponding protocol to address this. 

 
 

The notation used for the design of the proposed scheme is described in Section 
 

4.1 Section 4.2 presents the scope of the proposal; this represents the boundary 

aspects of the work. The reference model is examined In Section 4.6 to establish 

the principle features and design of the scheme and the reference model for 

group key management. Section 4.5 and Section 4.9 presents the main 

architecture and components of the proposed scheme and also the key 

functionalities of the design are described accordingly. Section 4.10 finally, 

demonstrates various operations of the solution using a scenario. 

 
 

4.1 Notation 

 
 

 
The nomenclature for important operatives for group key management operations 

and the entities used for illustrating the proposed protocols are summarised in 

Table 4.1 and 

 

 
Table 4.2 respectively. 

 
Table 4.1 Summary of the notations used in the illustration of the proposed 

protocols. 

Notation Description Function 

DKM Domain Key Manager Governs management keys used within 
the domain. 
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AKM Area Key Manager This entity is in charge of key 
management within an area but remains 
under jurisdiction of the domain key 
manager. 

AKMi Area Key Manager “i” This entity is responsible for keying 
materials management in area “i”. 

Ai Area i A set of group members that have the 
same auxiliary key. 

M Member Member of group communication, this can 
be either a sender or receiver. 

Mi Member in area i A set of group members that reside in area 
i. 

IDMi Identity of Member i Used by the AKMi to compute MiEK and 
to track Mi. 

IDAi Identity of area i Used by Mi and the DKM to respectively 
forward requests and controlling 
messages. 

IDG Identity of the group 
communication G 

Used by the DKM and the AKMi to identify 
the group Mi joined. 

n Number of group 
members 

The total number of group members in a 
session. 

nai Number of member in 
area i 

The total number of members that stay in 
area i. 

MemLi List of current 
members 

This holds the list of active members 
residing in area ai. 

AMOLi Mobile members List This holds the list of mobile members that 
previously left the area i and moved to 
other areas. 

 
 
 

 

Table 4.2 Summary of operatives 
 

Symbol Description Role 

[130]k Message encryption Message (or data) m is encrypted with a 
symmetric key k. 

|| Concatenation 
operator 

Concatenates different fields of a message. 

Text A message field It is a field of a message that may contain 
optional information. 

a → b Unicast transmission Delivering a message from entity a to entity 
b using unicast communication. 

a => x Multicast transmission Disseminating a message from entity a to a 
group of members x using multicast 
communication. 



86  

4.2 Scope of Proposal 

 

 
The scope of the proposed GKMS specification is to be noted as follows: 

Infrastructure based environments. This research work categorised wireless 

networks into two (1) infrastructure-based and (2) infrastructure-less. This is 

examined in details in Chapter 2. The proposed scheme of this research is based 

on infrastructure-based environments adopting a basic underlying cellular 

architecture [96, 98, 131]. Meanwhile, this work could be extended to other 

infrastructure-less environments such as wireless Ad-Hoc networks, wireless 

sensor networks, and vehicular ad hoc networks. 

Reliable transport of rekey message. In the case of any change to the group 

membership, keying materials are normally forwarded via multicast messages for 

efficiency. The key manager ensures that all members receive the updated 

security information and keying material is there is any change to the membership 

group. It is necessary that the key managers adopt a reliable transport 

mechanism to distribute these keying materials. Reliability on multicasting has 

been treated in the following [132] [133] [134]. This research assumes that a 

reliable key delivery mechanism is already in place. 

Group key management policy. The proposed scheme is solely based on the 

entities and functions with regards to the generation/computation and 

management of cryptographic keys for the aim of ensuring a secure group 

communication. This proposal is not aimed at specifying the details of entities 

and functions used to create and manage security policies specific to a group 

communication. It also does not aim at specifying the rules needed to conduct 

the behaviour of entities, group initialization, membership changes and 

emergency situations. 
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Application types and requirements. Group applications can be categorised 

as one-to-many or many-to-many. These categories depends on the number of 

sources sending data traffic to receivers in the group communication. The primary 

research area of the work is with the key management aspects. This research is 

not directly about the data communication. Hence, the group application type 

does not influence the scheme design or does the type of application impose any 

restriction on the design of the scheme. 

Key management aspects. The aspects of key management consist of key 

generation, key distributions, key storage, key updates, and keys disposal. Other 

key management aspects are not discussed in details in this work. These other 

aspects are not significant in this piece of work because they can be handled by 

generic techniques that are not peculiar to the group communications. 

 
 

4.3 Reference model for group key management 

 

 
Like have been discussed earlier, group key management architecture can be 

divided into centralised or decentralised and distributed approach. [7] Proposed 

a reference model proposed which is illustrated in Figure 4.1 Architecture 

Reference model for GKMto explore the functional elements and other aspects 

of a group key management scheme. The reference scheme is appropriate as it 

incorporates the main entities and its functions as it relates to secure group 

communication, and illustrates the interrelations amongst them. 
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Figure 4.1 Architecture Reference model for GKM 
 

The reference model featured in Figure 4.1 is illustrated using boxes which signify 

corresponding entity and their functions. Each of these entities (which depicts 

each box) can be implemented as one or more physical entities in real 

environment application. From the diagram in Figure 4.1, the “key server” which 

assumes the functions of the key manager, could be a number of decentralised 

servers distributed in a domain or a server. 

 
 

4.3.1 Main components of reference model 

 
The illustration of the reference model diagram in Figure 4.1, the boxes are the 

functional entities that control secure group communication. The double head 

arrows represent the interfaces, which is made up of standard protocols to 

support the group communication between the main entities. The functional 

entities for the reference model are summarised below. 

i. Group Controller and Key Server (GCKS): these are servers that are 

responsible for managing all the group processes. In particular, they manage the 

activities of cryptographic keys during a group communication. The delivery of 

the keying materials to the group members, is done by the key sever, also known 
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as the key distributor (KD). The GCKS can interact with the other GCKS with 

regards to the key management to manage scalability in the decentralised 

architecture. 

ii. Sender and receiver: these are the lower-level entities that are also 

involved in multicast communication. There is always at least one or more 

senders in group communication and multiple recipients. In accordance with the 

key management policy, both the sender(s) and the receiver(s) are in mutual 

interaction to with the GCKS in order to obtain keying materials. They interact for 

new keys in case of an update of keying materials, keying materials managing 

messages, and security parameters. 

iii. Group Controller and Key Server (GCKS): are servers, which are 

responsible for governing all group processes. Specifically, they manage the 

dissemination of cryptographic keys used for a group communication. The key 

server also called a key distributor (KD) as it forwards the keying materials to the 

group members. The GCKS entity allows interaction with other GCKS with 

regards to the key management to accomplish efficient and effective scalability 

in a decentralised architecture. 

iv. Sender and receiver: these are lower-level entities which take part to 

accomplish in the multicast communication. Every group communication 

comprises at least one sender of data and one (or more) receiver(s) of data. The 

sender and receiver need to interact with the GCKS concerning key management 

in order to obtain keying materials to conform with key management policies, new 

keys upon updating keying materials, and other managing messages related to 

the keying materials, and security parameters. 
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4.4 Main protocols 

 

 
This section investigates the required protocols for providing secure group 

communication in a wireless environment. The term protocols as used in this text 

is used to define the set of procedures, exchanges message, and message 

payloads that conducts the behaviour of the entities participating in a secure 

group. These entities could be group members or key managers. 

 
 

4.4.1 Protocol for creating a new group 

 
This is the protocol used in setting up a new group communication. This protocol 

is triggered by the request of the first mobile member who desires to set up a new 

group. This protocol executes the initial registration of new members to the 

multicast group. At the execution of this protocol, the initial allocation of new 

cryptographic keys is accomplished. 

 
 

4.4.2 Protocol for joining a group 

 
This protocol manages the joining of new members to the multicast/group 

communication. It also manages the distribution and allocation of new 

cryptographic keys to new members; this will enable members to communicate 

within the multicast group. This protocol ensures that new members would not 

have access to previous data traffic or old group keys. When a member joins, all 

the cryptographic keys associated with the multicast group needs to be rekeyed. 

The newly updated keys would be distributed to all the members within the group. 
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4.4.3 Protocol for leaving from a group 

 
This protocol is triggered when existing members are leaving the group. It deals 

with deregistering leaving members from the multicast group. Departing 

members can be of two types, voluntary and involuntary. This protocol prevents 

leaving members from accessing data traffic to be transmitted or new 

cryptographic keys within a multicast group. After a leave event, a rekey process 

is initiated to distribute new cryptographic keys to remaining active members. 

 
 

4.4.4 Protocol for rekeying within a group 

 
This protocol manages the rekeying process that take place in case of any 

change to the group membership, expiration of cryptographic keys, periodic 

rekeying, and compromised keys. In a wireless mobile environment, if a member 

moves between areas the rekeying protocol is triggered. This process ensures 

that all group members receive new cryptographic keys that would be necessary 

for secure group communication. 

 
 

4.5 Main architecture 

 

 
The architecture of the proposed scheme is similar to [135] [21] adopts a two-tier 

hierarchical approach using common traffic key for the group communication as 

shown in Figure 4.2. 

 
 

The domain level is the first level, and this level houses the domain key manager 

(DKM). The DKM manages authentication procedures and the initial key 

management. At the area level which is the second level is independently 

managed by the area key managers (AKM). Within each area, there are sets of 
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members subscribed to different group communication. These members are 

mobile and can move from one area to another between distributed areas. These 

areas can be based on the network topology, the way the regions can be used to 

determine the size of the subnet, larger or autonomous systems. A flexible and 

efficient management is achieved if members are arranged in areas. This way 

there are less affected members at any change to the group membership 

because of a leave, move or join event. Only the area with where this even 

occurred gets to be affected, this way the effects of the1-affects-n challenge is 

relieved. 

 
 

Figure 4.2 The architecture of PGKMS. 
 

The 1-affects-n phenomenon happens when a move, leave or join event affect 

the entire group. In case of a change, there is need for the old key to be replaced 

and a new key generated and distributed to the members left in the group in order 

to maintain a secure group communication. The process of rekeying can pose a 

scalability challenge if the entire members would have to be involved in the 
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rekeying process. There is a high chance that network disruptions or bandwidth 

limitation, some members may not receive the new keying. 

 
 

The communications between the DKM and the AKMs could either be secure one 

to one communications (i.e. unicast communications) or through the secure one 

to many i.e. (multicast communication). The keying management 

communications are independent of other forms of data communication, and 

these forms of communications can exist in the absence of members in a group 

communication. The AKM of an area manages the keying materials in that area. 

Just like communications between the DKM and the AKMs could either be a 

secure multicast or unicast, the AKM forwards the criteria for the group to host 

members within in its area. This could be delivered either through a secure 

unicast communication or through a secure multicast channel. 

 
 

The domain cryptographic key is used to encrypt the data traffic, which is referred 

to as the traffic key encryption TEK. This is elaborated in (see Section 4.7.8), the 

DKM generates the unique TEK and assigned for the group communication. 

Within each area, there is also an associated auxiliary key referred to as area 

encryption key (AEK). This encryption key is used to encrypt other keying 

materials or the group traffic key within the area of authority of the AKM (see 

Section 4.7.7). 

 
 

4.5.1 Domain and Area(s) 

 
Just as mentioned earlier in this work the main advantage of the domain and area 

structure is to accomplish a flexible and efficient key management for group 
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communications. These notions ensures a means to have hierarchical 

administrative environments for group communications. 

 
 

[136] is the acclaimed pioneer of the two hierarchy levels of regions equivalent to 

network entities and functions. In his literature on multicast communication 

distributed these regions into “Inter-region” and one or more “Intra-region”. Within 

an Intra-region, there could be one or more group communication-capable 

entities and senders or receivers. The term “domain” can be described logically 

or physically as a single Intra-region of a network which is managed and 

controlled by a trusted entity operating under one system [135]. The regions can 

be the size of a network subnets, autonomous systems, or larger, example the 

global system for mobile communication (GSM) operator’s network [137]or the 

Internet infrastructure as a collection of autonomous systems (AS), some being 

stub ASs and some transit ASs, connected to each other via Internet Service 

Providers (ISP). The (DKM) which is the trusted entity is responsible for managing 

the domain (see Section 4.6.1). 

 
 

The domain is further divided into areas for efficient management, the trusted 

entity that manages the area is referred to the area key manager (AKM) [138] 

(see Section 4.6.2). The communication between the DKM and the AKMs 

contributes to an efficient management. The flexible position of the host members 

in areas contributes to the achievement of flexible and efficient key management 

during any membership changes due to join, leave, and move event. 
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Figure 4.3 Domain and Areas notion. 

 

 
Figure 4.3 illustrates the basic distribution of one or more areas within the domain. 

The Domain illustration above is divided into small administrative areas labelled 

area 1 to area “n” which could overlap each other. The division can be based on 

the network topology, this way, the members of an area could be grouped based 

on their location in the network. 

 
 

The domain is managed by one DKM, this way all corresponding entities across 

the domain are able to communicate with each other as the domain is controlled 

by one DKM. However, each area has its peculiar security information; this 

peculiarity does not inhibit mobile host from moving from one area to another. 

The mobile member adopts the security parameters of the new visited area to 

acquire the security parameters associated with the new area. The area where 

the moving member leaves from is referred to as the old area, and the area where 

the mobile member moves to is the new area. All these movements are within the 

same area. 
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4.6 Main entities and its functionalities 

 

 
The main controlling entities of the proposed architecture (both the domain 

entities and the area entities) are presented in this section. 

 
 

4.6.1 Domain Key Manager (DKM) 

 
The DKM is the key manager and group controller in a domain. A single DKM 

exists within a domain and it serves as the major reference point for the security 

parameters for other key managers at the domain level. The DKM is responsible 

for generating, updating, distributing, and storing keying materials as required. 

 
 

In case of any change to the group membership, the DKM generates a new TEK. 

The new TEK is distributed to the host members through other current key 

managers at the domain level. The area key managers in the domain are 

responsible for the controlling and managing host mobility across the domain and 

not the DKM. 

Below is a summary of functions of the DKM. 
 

• This is the central key manager of a Domain, 
 

• In conjunction with other key managers ensures a secure and efficient key 

management service, 

• Generates new TEK when there is a change to the group membership. 
 

• Update and distribution of updated keying materials during a rekeying 

process in a group communication. 

• Group Membership Manager including security policies, and rekeying 

processes. 
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4.6.2 Area Key Manager (AKM) 

 
The area key manager (AKM) exists at the area level, and its main responsibility 

is to manage keying material across its matching area. One AKM exists in each 

area, and they operate under the authority of the DKM. The traffic within an area 

is encrypted, the AKM associated and the intended recipients are the only one to 

decrypt the traffic. The AKM associated to an area is involved in the managing of 

the rekeying process of that area. The AKM of a visited area can in isolation, 

manage a move event without engaging the DKM. 

The responsibilities of the AKM is summarised as follows: 
 

• The AKM is the main key manager at the area level. 
 

• In collaboration with the DKM, the AKM ensures a secure and efficient key 

management service for group members at the area level. 

• The AKM generates and distributes cryptographic keys to the entire group 

members dwelling within its associated area, 

• Under the authority of the DKM, the AKM manages the rekeying process 

at the area level. 

• The AKM manages the move events at the area level. 

 
 

4.6.3 Group member (M) 

 
The group member of group communication is an entity that intends to participate 

and be a part of group communication. A member of a group can either be 

source(s) who sends a single copy of data to the group or intended receiver(s) of 

the data. The member of a group is always located within an area unless the 

member leaves the domain. 
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4.7 Deployment of entities 

 

 
The domain level is the first tier with the DKM handling the initial key management 

process and the authentication process. This is the core wired component of the 

network. The wireless part of the network is the second tier which is considered 

the area level. This would be made up of multiple divisions, and each of these 

divisions would be managed by an AKM independently. Within each of these 

would be a set of active group members of the group communication. The 

subscribed members can move dynamically between the distributed areas. 

 

 

 
Figure 4.4 Entities and their placements within a domain. 

 

 
Figure 4.4 demonstrates the arrangements of entities for secure group 

communication within a domain. The DKM as an entity is the crucial principal 

manager of the domain, and entities labeled AKM are the area key managers of 

each area “i”. Within each area, there are sets of dynamic group members with 

ability to move from one area to another and perform handoff. For a control 

message to be sent out e.g. notification on rekeying, on Figure 4.4, the red dotted 
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lines represent some of the control channels. These channels are established 

from the DKM to AKM and down to all the members from the AKM. The dotted 

double arrow lines is used to represent the key exchange, it also represents a 

secure management team between the DKM to AKM or between the AKM to 

members between areas. The arrow from the senders to the receivers represents 

the data channel adopted for group traffic. This may be created after members 

have received security framework for specific group communication. 

 
 

Figure 4.5.Placements of main entities. 

 

 
4.7.1 List management 

 
For the proposed scheme, the list management is a vital approach to the design 

of the scheme. The list is managed by key managers; they manage the mobility 

of members to keep track of where members have been and members that are 

currently residing in an area. This section illustrates the importance of the list and 

how the list is managed, the member moves are also described: 
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(a) Key encryption key Mobile Owner List (KMOL) KMOL 
 

The Key encryption key Mobile Owner List (KMOL) is a vital concept of the 

mobility protocol used to manage member list. In each area within a domain, there 

is a KMOL and this list is controlled by the associated AKM. The list is used to 

store information of members that moves to another area. Below is the required 

information of a moving member to another area. 

KMOL: 
 

• the ID of the mobile/moving member, 
 

• the ID of the subscribed group communication by the mobile/moving 

member, 

• the ID of the area visited. 
 

The gathered data in the KMOL are used by the AKM to efficiently manage mobile 

hosts that move between areas regularly while retaining an active group session. 

The list is used to track members to avoid initiating extra rekeying when a mobile 

member returns to an area they have previously or recently visited. Whenever a 

mobile member moves between areas, the rekeying process is meant to be 

triggered, and this may lead to slight service disruption of active group 

communication. With KMOL ensures that members can reuse their old keys in 

areas that they have previously visited. Moreover, the list provides a process for 

the AKM to observe highly mobile and dynamic members that may acquire 

numerous keying materials while they move between areas. 

 
 

With the KMOL list, the AKM of a previously visited area can establish if a visiting 

member is returning or a new member by referring to the KMOL. In a situation 

where a member is returning to the area, the AKM would not initiate rekeying. 

Thus, the scalability challenge of the 1-affects-n phenomenon is avoided because 
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the remaining members within the returning areas would not be affected by the 

return of a member. 

(b) MemL 
 

The DKM, and AKMs (key managers) manages a list active members within a 

domain, and within the area, this list is referred to as MemL. The MemL stores 

member’s information each time join, move, or leaves event occurs. 

The ID of members, 
 

• The ID of the group communication subscribed by members. 
 

• The ID of the area of a mobile/moving member. 
 

• The ID of the area left by a member. 
 

This data stored in MemL is exploited by key managers (DKM, AKMs) to manage 

keying materials update within the area if there are any change to the group 

membership. This list would be used in the future to identify each joining member 

and the areas they moved from and possibly the reasons for leaving a session. 

 
 

4.7.2 Trust relationships 

 
The trust relationship is centred on the key managers in this design because they 

are main key distributors. Some trust issues may arise, the issue of trust for a 

given AKM, issues of trust of a particular group member to the trust of the DKM 

as the principle security reference point. Issues like area level trust, where 

members within an area trust the AKM of their registered area more than the AKM 

of another area. Trust relationships amongst entities is a key factor that should 

not be neglected. In the design of the proposed scheme, it is assumed that the 

key managers (DKM, and AKMs) within a domain should be reliable and 

trustworthy. Here the group members could trust the key managers to achieve a 
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secure group key management services. The level of trust relationships for this 

research in the domain and in the area are defined below. 

 
 

Domain level. At the domain level, all the AKMs trust the DKM as their primary 

reference point for security parameters for the different group communications 

operating at that level. 

Area level. At the area level, all the members within an area trusts the AKM as 

the main key manager at the area level. This level of trust applies to all the AKM 

both for the area where the member is joining and the area the member is leaves 

from. 

 
 

4.7.3 Arrangement of keys in the domain 

 
The feature and characteristics of most mobile devices have introduced some 

constraints like limited communication bandwidth and limited computation 

capabilities, storage, and power limitations. Hence, the proposed design adopted 

a symmetric cryptography approach, and this is relevant because it offers 

computationally faster and less complex techniques. This also minimises the 

number of messages to be exchanged to initiate the keying [15, 139]. The 

proposed scheme adopts the symmetric cryptography approach due to its 

advantageous features. 

 
 

Five (5) types of cryptography keys used for this scheme are the Domain 

Encryption Key, Domain-Area Encryption Key, Area Encryption Key, Member 

Encryption Key and Traffic Encryption Key; these are employed to securely 

deliver keying materials to the members and also encrypt data traffic of group 
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communication. Section 4.7 presents a detailed illustration of the cryptographic 

keys used which are part of the essential component of the proposed scheme. 

 
 

4.7.4 Domain-Area Encryption Key 

 
This cryptographic key would be represented as DAKi (Domain-Area Encryption 

key). This is a unique key shared between the DKM and a specific AKM. For 

instance, in area i, the symmetric key DAKi corresponds to DKM and the area 

key manager AKMi. Within a domain, all the AKM within the domain solicits the 

DKM to create this key before embarking on the group communication. The DKM 

computes keys for the AKMs and sends each key to corresponding AKM. This 

communication is achieved by utilising suitable secure channel such as a secure 

association like SSL (Secure Sockets Layer) [140] or TLS (Transport Layer 

Security) [141]. This communication is only achieved via a unicast 

communication, and this is also to achieve a secure transfer of encrypted 

messages from the DKM to the AKM. 

 
 

4.7.5 Domain Encryption Key 

 
The DEK is a symmetric cryptography key that is computed by the DKM and 

distributed between all key managers within the domain; it is represented by DEK 

in this research. To be concise, DEK is a unique symmetric key shared between 

the DKM and all the AKMs within the domain. This key is generated before 

initiating communication within each group within the domain. Just like the DAKi, 

the DEK is distributed to all the AKMs via secure channels. 

 

The DEK is important in this scheme in order to set up a secure multicast 

transmission amongst all the AKMs. This ensures the secure distribution of new 
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traffic keys generated for any group membership change event. Also, it ensures 

the secured and reliable dissemination of controlling messages (e.g.) notification 

for establishing a new group communication, messages for keying materials 

update, also host mobility notification. This research assumes static membership 

of key managers, therefore, until the policy is changed, the policy associated with 

the DEK is defined as valid and fixed pending a change in the policy. 

 
 

4.7.6 Member Encryption Key 

 
This is the unique common key shared between the AKM of members residing 

within that area; it is represented as MEKi. The MEKi is a symmetric cryptography 

key shared between the AKM and group member Mi. When a member requests 

to join a group, the member receives the MEKi. The AKM of an area where a 

member registers for a particular group communication generates the MEKi. 

Each AKM generates the MEKi using a pseudo-random function with no 

intervention of the DKM. The newly generated MEKi is delivered to member Mi 

by the AKM via a secure channel such as secure association like SSL. The 

features of the MEK is the independence of each AKM in generating the same 

MEKi for every member without collaborating with other Key Managers (AKMs or 

DKM). It is typical for all the AKMs to be able to generate the MEKi without the 

intervention of the DKM or the other AKMs. 

 
 

The sole use of the MEKi is for secure unicast communications between the AKM 

and its associated members. The lifetime of a particular MEKi is equivalent to the 

lifetime of the membership of the corresponding member; this is because of the 

dynamic feature of the group membership. Otherwise, the MEKi would remain 

active until the member departs that group communication. 
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4.7.7 Area Encryption Key 

 
The AEK is a unique key that is shared between the AKM and its group members. 

The area encryption key is represented by AEKi in this research. Therefore, each 

area possesses a unique the AEKi different from the AEKj from another area. 

This key is computed by the AKM of a specific area. The AEK is initiated when a 

new member registers a group communication. 

 
 

The AEK ensures efficient scalability during the rekeying process and this is an 

advantage. This is achievable because, within an area, the members are grouped 

and managed using a key with a minimal communication overhead. Also, it is 

used to establish a secure multicast communication amongst the ATM and its 

members. The AEK is valid until there is a change to the membership of the 

group. A new key must be generated and disbursed to valid group members 

within the affected area. 

 
 

4.7.8 Traffic Encryption Keys 

 
TEK is the unique key that is used by the members of specific group 

communication to encrypt and decrypt the data traffic in a domain. These 

members could be senders and receivers. The DKM generates TEK and 

distributes to the AKMs within the domain. Thereafter the AKMs distributes these 

keys to valid members within its area. The TEK is setup at the time first member 

requests to join a group communication. 

 

Unlike the other keys, the TEK is protected differently at different levels. At the 

domain level which is the first tier, the DKM transmits using unicast transmission 

to send the TEK to the AKMs. The domain-area encryption key linked to a specific 
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AKM is used to independently protect the TEK. To reduce cost and improve 

efficiency, the DKM protect the TEK using the domain encryption key DEK and 

distributing the key via multicast communication. 

 
 

The second tier which is the area level, each AKM can unicast or multicast for 

distribution depending on the event. When the unicast is used, each member’s 

encryption key MEKi is used to protect the message. Otherwise, when multicast 

is used, the AEK is used to encrypt the message. 

 
 

The real data in a group communication is protected using the traffic key which 

is its main functionality. The validity of the traffic key depends on the membership 

of the group, any variation to the group membership renders the traffic key invalid. 

A new traffic key is computed and transmitted to the group members with the 

domain at the expiration of the traffic key. 

 
 

4.7.9 Summary of Keys 

 
The table below is used to describe the cryptography keys used for this research 

and summarised in Table 4.3 under the type of key, the entity that generates the 

key, the entity which is the custodian of the key and the functions of these keys. 

 
 

Table 4.3 Summary of keys needed in secure group communication. 
 

Key Key generator Share between Key function 

 
 

DAKi 

 
 

DKM 

 
 

DKM and AKMi 

Used to establish a secured 
communication between 
DKM and AKMi. It’s a key 
shared between the DKM 
and the corresponding 
AKMi. This key is common to 
them. 
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DEK 
 

DKM 
 

DKM and AKMs 
Within the domain, this is a 
key that is shared amongst 
the DKM and all the AKMs. It 
is used to encrypt keying 
materials for distribution. 

 
 

MEKi 

 
 

AKM 

 
 

AKM and Member i 

It is used to protect the 
unicast messages sent from 
the AKM to the member i. 
AKMj authenticates the new 
member i visiting in area j. 
This key is shared between 
the member i and the AKM. 
It is a symmetric 
cryptography key 

 
 

AEKi 

 
 

AKM 

 
 

AKMi and Member i 

Within the area i, it is a 
symmetric key shared 
amongst the AKMi and all 
members residing in area i. It 
protects the distribution of 
keying materials to the 
members in area i, 

 

TEK 
 

DKM 
 

DKM, AKM, and 
members 

It protects data traffic within 
a group communication. It is 
a common unique key 
shared amongst the entire 
members of the group. 

 
 

4.8 Mobility key management 

 

 
In the design of this scheme, the AKM adopts some system security framework 

initially set up by the trusted DKM at first. These security parameters or 

framework are securely assigned to the AKMs for their key generation for group 

members. The DKM and all the AKMs share a unique cryptographic DEK. The 

shared DEK is used to protect the communications amongst the area key 

managers. In addition, this key also enables each AKM to generate individual 

keys for members with no intervention from the DKM and other AKMs. 

 
 

The AKM adopts a key derivation function such as PRF-HMAC-SHA-256 [142]in 

order to derive the MEKi of a newly joining member. The key derivation function 
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provides secure pseudo-random functions that are most appropriate for 

generating keying materials. The reason for this is to ensure the received packets 

have not been modified or tampered with on transit not modified in transit. The 

formula below in Formula 4.1 is used by each AKM to generate the MEKi. 

MEKi=PRF-HMAC-SHA-256(DEK || 𝐼𝐷𝑀𝑖|| text) (4.1) 

 
Additional security framework/parameters associated to the member is contained 

in the text. It is a basic requirement that all the AKMs would adopt the same PRF- 

HMAC-SHA-256 to ensure coordination throughout the domain in terms of 

obtaining the same member encryption key within all areas. This requirement 

enable the AKMs to compute a unique MEKi for member Mi. The AKMs can carry 

on with other duties like authentication of visiting members and key distribution 

without the intervention of the DKM. All the AKMs are able to verify the MEK 

presented by a mobile member because of this verification mechanism. As 

illustrated in Figure 4.6, a member Mi that moves from area i to area v, for this 

move to be successful the member Mi forwards a Move Notify message that is 

signed with MEKi to the AKMv. Afterwards, the AKMv generates a new MEKi with 

the Formula in 4.1. In a case where the newly calculated MEKi* is equal to the 

MEKi that was obtained by member Mi, the member would be granted to access 

the information from the newly joined area. 
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Figure 4.6 Mobility key management procedure. 
 

This mechanism is advantageous for this scheme, and the advantages are as 

follows: 

• It ensures easy mobility management of dynamic members by the DKM. 

 

• High computation demand when authenticating in the visited area is 

reduced, and this is an advantage for mobile devices with limited 

resources. 

• All AKMs are involved in the management of mobile members, which 

eventually would cut down excessive bandwidth utilisation while rekeying 

process. 

• Scalability challenge 1-affects-n is relieved. 

 
 

4.9 Protocol functionalities 

 
 

This part of the work describes the functionalities of the different protocols that 

were used in for this architecture. Within a group communication, these protocols 

are used to ensure backward and forward secrecy. 
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4.9.1 Joining member protocol 

 
This protocol is used to manage the joining of a new host member in a group 

communication while maintaining backward secrecy. Particularly, this also 

ensures that new members joining the group communication would not have 

access to the traffic until the joining process is successful. To maintain backward 

secrecy, the essential functional requirements adopted for this protocol are thus 

followed. The joining member received a set of keys which includes a new traffic 

key TEK and a new (area encryption key) AEK. Furthermore, in order to achieve 

backward secrecy, a rekey of the new traffic key in the domain is initiated also in 

the joining area. For a member to join a session, the joining member forwards a 

join request to the area key manager AKMi. Upon successful verification, the 

AKMi informs the DKM while generating the new member encryption key (MEK) 

and a new AEK for the new member. The AKM delivers the new keying materials 

to the joining member. This triggers the rekeying process for a new AEK that 

would be distributed to the remaining members within the area to maintain 

backward secrecy at the area level. A new TEK is generated by the DKM and 

rekeying is triggered with the domain to ensure backward secrecy. 

 
 

The illustration in Figure 4.7 illustrates the flow diagram for member join protocol 

for Mi in area i. The AEKi, in both Figure 4.6 and Figure 4.7 denotes the AEK of 

area i, the MEKi, associated with member Mi, while, ni represents the number of 

residing members in area i. 
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Figure 4.7 Flow diagram for join protocol when a member joins a group from 

area i. 

 
 

The join protocol are described below: 
 

a.  Member Mi intends to join a group communication, forwards a join request 

message to the area key manager AKMi of area i. The message is 

encrypted with its private key as could be seen in Equation 4.2. 

Mi→AKMi : {||IDMi||IDAi|| IDG || text}KMi (4.2) 

 
b.  AKMi verifies the member’s request. The AKMi notifies the DKM about 

the eligibility of the intending member by forwarding a join request 

message. The message is encrypted with DAKi as seen in equation 4.3. 

The AKMi also computes MEKi for the member and protects it using the 

member’s public key before sending to member Mi. This process is 
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illustrated in equation 4.4. A new AEKi was generated by the AKMi; this is 

to ensure backward secrecy within its area. 

AKMi →DKM : {IDAi||IDMi|| IDG|| text }DAKi (4.3) 

AKMi →Mi : {IDAi||IDMi|| IDG||MEKi ||text }DAKi (4.4) 

 
c.  DKM decrypts the received message with the secret Domain-area 

encryption key DAKi shared by AKMi. If the host M is cleared to join the 

group communication, the DKM computes a join grant message; this 

message would include the newly computed traffic key (TEK). 

d. The DKM forwards the join grant message and the ready to rekey 

notification is also sent out to all the AKMs (AKMi) in the domain. This is 

to ensure that the old traffic key is replaced with the new traffic key for a 

specific group session. The message is sent in a multicast messages 

encrypted with the DEK as shown in equation 4.5. 

DKM => AKM : {||IDA||IDMi|| IDG || new_TEK ||text }DEK (4.5) 

 
e.  AKMi accepts the newly generated TEK and transmits it with the new 

AEKi via a unicast message encrypted with MEKi as illustrated in formula 

4.6. 

AKMi → Mi: {IDAi || IDG || new_TEK || new_AEKi || text} MEKi (4.6) 

The new keying materials are also distributed to the remaining group members 

Mi* within area i. This is done using a multicast message that is encrypted with 

the old AEKi as expressed in formula 4.7. 

AKMi => Mi*: {IDAi||IDMi* ||IDG||new_TEK||new_AEKi|| text} 
 

old_AEKi 

(4.7) 

 
A secure multicast communication is used by every AKMt to distribute the new 

TEK within area t in case a member of that group resides within the area. 

AKMt => Mt : {𝐼𝐷𝐴𝑡 || IDG || new_TEK || text } AEKt (4.8) 
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Figure 4.8 depicts the message flow of the join protocol of member Mi to area i. 
 

 
Figure 4.8 New member join protocol sequence message flow diagram. 

 
Figure 4.9 illustrates the pseudo code for the implementation procedure 

corresponding to the new member joining protocol. 

 
Figure 4.9 Pseudo-code for member join. 
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4.9.2 Member mobility protocol 

 
The mobility in this research refers the process whereby a mobile member moves 

from one network attachment point to another or moves from one area to another. 

This feature is common in a dynamic wireless mobile environments. This feature 

ensures that members can move between areas and maintain and remain in an 

active session. It also facilitates the join and leave of members from a group 

communication. 

 
 

The features of a moving member enable it to accumulate security information 

from the visited areas, and this feature should be controlled in order to ensure 

forward and backward secrecy. This protocol deals with backward secrecy for 

mobile members by rekeying the AEK in the area visited. To maintain backward 

secrecy during frequent move across areas though in an active session in a 

wireless mobile environment. With this member of a group communication can 

move between areas and remain active in a session in wireless mobile 

environments. Anytime that a member moves to a new area, backward secrecy 

is ensured by refreshing the old area encryption key and distributing this key to 

the remaining members. Frequent rekeying in a dynamic wireless environments 

may result in constant disruption of group communication. 

 
 

Hence, this could be reduced by keeping track of member’s mobility as this would 

prevent frequent rekeying processes at the return of a moving member returns to 

a previously visited area. 

 
 

This technique is possible because each area key manager within would need to 

securely manage a list with all the information of the group members. This list is 
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called the Key encryption key Mobile Owner List (KMOL). The AKM of the visited 

area determines if a visiting member has previously visited or is a new member 

by making reference to the KMOL. If it is a returning member, the AEK may not 

be updated. If the visiting member’s information appears on the list then the 

rekeying process is triggered, this depends on the time that the last was updated 

and the time the member joined. There could be cases where the member returns 

when the keys have been updated, in such cases the rekeying process would 

also be triggered. However, forward secrecy is not necessary at the old area (the 

area where the member moves from) this is because of the member’s active 

status. 

 
 

During a member move to a new area, the security information would be 

transferred between the moving member and the area key manager of the new 

area. This security information could be cryptographic keys and must be shared 

between the moving member and the area key manager via a secure channel. 

The AKM and the moving member needs to set up a common cryptographic key. 

The AKM of the visited area is able to compute the MEK of mobile members 

without the intervention of the DKM and the AKM of the old area. The MEK is 

used to protect the transfer communication between a moving member and the 

new AKM. The MEK is used for secure transfer communication between the AKM 

and the moving member is generated by the AKM of the newly visited area in 

isolation with no intervention of the key managers (DKM and AKM) of the old 

area. 

 
 

This protocol manages the computation and the generation of a MEK associated 

with a mobile member and the AKM of the area visited. The AKM of the area 
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visited manages the computation of the MEK with a key derivation function. Every 

AKM within a domain use same key derivation function, this results in all the 

AKMs generating similar member encryption key for members that move from 

one area to another. The AKMs are bound by the initial security parameters 

established by the DKM and the security information of a group member. This 

information is used as the input parameters of the key derivation function. With 

this protocol, all the AKM can verify and determine the authenticity of the moving 

member. 

In the description of this protocol, the terms old area, new area or visited area are 

used when members move between areas. The terms are described as follows: 

• The old area or local area is the where the member is moving from. 
 

• The visited or the new area is the area where the moving member is 

moving to. 

Figure 4.8 is an illustration of the signal flow diagram of the moving member Mi 

from area i to area v adopting the moving protocol. The illustration describes the 

essential functions of the protocols, from ensuring backward secrecy in the new 

area, verification of the mobile/moving member, and the delivery of keying 

materials to the moving member (area encryption key) of the visited area. 
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Figure 4.10 Member mobility protocol for member Mi moving from area i to area 
 

v. 
 

Member Mi intends to move from area i to area v, the moving member forwards 

a move notify to its AKMi to notify its local AKM about its move. The move notify 

message contains the ID of the intending area so this message is protected and 

signed with MEKi as illustrated in equation 4.9. 

AKMi :{𝐼𝐷𝐴𝑖 || 𝐼𝐷𝐴𝑣 || 𝐼𝐷𝑀𝑖 || IDG ||text }MEKi (4.9) 

 
A move notify is also sent to the area key manager AKMv of the intended visit 

and this message is secured and signed with the MEKi as shown in the equation 

below. 

Mi→AKMv : {𝐼𝐷𝐴𝑖 || 𝐼𝐷𝐴𝑣 || 𝐼𝐷𝑀𝑖 || IDG ||text } MEKi (4.10) 

 
When the AKMi receives the notify message, the message is decrypted with 

MEKi. The DKM is also notified about the move; this is achieved by protecting 

the message using the DAKi. The encrypted message is shown in expression 

4.11 
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AKMi →DKM : {𝐼𝐷𝐴𝑖|| 𝐼𝐷𝐴𝑣 || 𝐼𝐷𝑀𝑖|| IDG ||text }DAKi (4.11) 
 

The AKMi would not trigger a rekeying process for the AEKi because the moving 

member still maintains an active session while changing point of attachment to 

the network. 

The following steps are taken by the target area key manager AKMv when it 

receives the notify message from the mobile/moving member Mi. 

The message received is verified in order to authenticate the moving member Mi 

before the local keying materials are delivered to the member visiting the area. 

The verification of the moving member, the AKMv needs to computes the member 

encryption key MEKi. 

 
 

The AKMv (Area Key Manager of visited area v) generates the member 

encryption key MEKi with no intervention from the DKM and AKMi. This is 

achieved using a key derivation function like PRF-HMAC-SHA-256 

simultaneously with the security information related to the member moving (Mi ) 

and the initial security parameters set up by the DKM (as shown in Section 5.8). 

On a concluded derivation of MEKi, the AKMv verifies if Mi is an active member 

or an invalid member. On the successful verification of the member, AKMv checks 

up Mi’s identity in its KMOLv, and the rest follows: 

 
 

If the moving member Mi is not found in the KMOL, it means that the moving 

member is visiting that area v for the first time. The AKMv also compares the time 

between the join time and the time of the last encryption key rekeying. 

The AKMv would need to update the area encryption key if there has been a 

recent area encryption key update, this is to ensure backward secrecy. The AKMv 
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computes a new AEK, encrypts it with MEKi and sends it to Mi as illustrated in 

expression 4.12. 

AKMv → Mi :{𝐼𝐷𝐴𝑣 || 𝐼𝐷𝑀𝑖|| IDG || new_AEKv || text }MEKi (4.12) 

 
The new AEKv is distributed to the remaining members residing in area v, the 

preferred method to distribute this message is via multicast as expressed in 

equation 4.13. 

AKMv => Mv : {𝐼𝐷𝐴𝑣 || IDG || new_AEKv || text } old_AEKv (4.13) 

 
 
 

If Mi information appears in the KMOLv, this means that the moving member is 

returning to a previously visited area and there would be no need to update the 

area encryption key. The AKMv will only check if the AEKv was updated and 

when last time the moving member visited the area. When there is a new AEK, 

the AKMv encrypts it with the MEKi as shown in expression 4.14 and sends it to 

the moving member. Otherwise, it sends a move welcome message to Mi. 

AKMv → Mi : {𝐼𝐷𝐴𝑣 || 𝐼𝐷𝑀𝑖 || IDG || AEKv || text }MEKi (4.14) 

 
 

e. The MemLv is updated by the AKMv because the information of the new 

arriving member is added to the list. 

The AKMv notifies the AKMi and the DKM about the successful movement of Mi 
 

from area i to area v. 
 

Afterwards, the AKMi updates the KMOLi by taking off the member information 
 

MemLi 
 

this is to ensure that the AKMi keeps track of member Mi’s mobility and also a 

record of accumulated area encryption keys by mobile/moving members. 

Figure 4.10 shows the sequence message flow a moving member Mi protocol 

from area i to area v. 
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Figure 4.10 Member mobility message flow diagram 
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Figure 4.11 Member mobility protocol pseudocode. 

 
 

This protocol governs the mobility of member Mi from area i which is managed 

by AKMi to area v which is managed by AKMv within the same domain. This 

move is done while the member Mi remains active. This protocol delegates the 

management of the move to the key manager that is responsible for managing 

the visited area. Thus, the mobility management responsibility is distributed 

amongst the AKMs, and this prevents delays and possible bottlenecks at the 

DKM. 
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4.9.3 Leave protocol of existing members 

 
This protocol is to govern the leave of an existing group member while ensuring 

forward secrecy. This way a member that leaves the group would access to future 

communication. The exit of a member requires update of current keying materials 

to maintain forward secrecy. 

 
 

The functional requirements are listed as follows. The leaving member’s 

participation in the group communication must be terminated. In the area where 

the leave event takes place, the AEK rekeying process must be initiated. Also, 

key updates need to take place in areas where the leaving member has visited in 

order to maintain forward secrecy. Moreover, the rekeying activity of the TEK in 

the domain is triggered; this would update the old traffic key. 

 
 

The AKMi is notified when a member leaves the group session, and in turn, the 

AKMi notifies the DKM. This is for the DKM to update the current area encryption 

key. To ensure forward secrecy at the area level, AKMi computes new keys, and 

the rekeying process is triggered to renew the keying materials. The updated 

materials are distributed amongst the remaining group members in the area. 

 
 

The MemL is updated by the DKM who removes the information of the member 

that leaves the group session. A new TEK is generated by the DKM, and the 

rekeying process is triggered to update the old TEK that would be distributed to 

the remaining members. All the AKMs are informed to initiate a rekeying process 

that would replace the old key since the leaving member may possess a valid key 

from the visited areas. The AKMs of the area where the member previously 

visited would need to initiate a rekeying process and also update their KMOL. 
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Figure 4.12 Leave protocol for member M leaving the group from area i. 

 

 
Figure 4.13 shows an illustration of the flow diagram for the leave protocol; this 

illustration is based on the leave event of the member Mi residing in area i. The 

departure of the member Mi should not compromise subsequent data traffic. The 

TEK and the AEK are replaced because the leaving member still poses it. This 

protocol is described further as follows: 
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Member Mi notifies the area key manager AKMi about their departure by 

forwarding a leave notify message protected by using the member encryption key 

MEKi as expressed in formula (4.15): 

Mi→AKMi : {𝐼𝐷𝐴𝑖 || 𝐼𝐷𝑀𝑖 || IDG || text} MEKi (4.15) 

 
 
 

On getting the leave notify message by AKMi, it verifies and decrypts the 

message using the secret shared key MEKi. Then the AKM then notifies the DKM 

with the same leave notify encrypted with domain-area encryption key DAKi as 

demonstrated in 4.16 

AKMi →DKM : {𝐼𝐷𝐴𝑖 || 𝐼𝐷𝑀𝑖|| IDG || text }DAKi (4.16) 

 
 

A rekey ready message that contains the new area encryption key AEKi is 

generated by the AKMi and sent to the remaining members in the group. The 

member leaving the group would not be sent the new area encryption. The new 

area encryption key AEKi is sent to each member Mi* and is secured using the 

member encryption key MEKi*; this message is sent via a unicast message as 

follows: 

AKMi → Mi* : {𝐼𝐷𝐴𝑖 || 𝐼𝐷𝑀𝑖∗|| IDG || new_AEKi || text} MEKi* (4.17) 

 
The DKM would use the Domain-area encryption key DAKi to decrypt the 

message and update the list of the group communication members MemL by 

eliminating the information of the leaving member Mi. Furthermore, the DKM 

triggers a ready to rekey message that contains new traffic key TEK and the ID 

of the member Mi. This is sent to all the AKMs in the domain as expressed in 

4.18. 

DKM => AKM : {𝐼𝐷𝐴 || 𝐼𝐷𝑀𝑖|| IDG || new_TEK ||text }DEK (4.18) 
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The AKMi sends the new TEK to the remaining members Mi* inside area i 

encrypted with new_AEKi as expressed in 4.19. The AKMi also removes Mi from 

MemLi as well. 

AKMi → Mi* : {𝐼𝐷𝐴𝑖 || 𝐼𝐷𝑀𝑖∗|| IDG || new_TEK || text } MEKi* (4.19) 

 
All the AKMs of areas v would have to initiate a rekeying process because the 

leaving member would have visited other areas in the domain and might have 

accumulated associated AEKvs. This way, all the valid AEKs when Mi has 

previously visited must be refreshed in each area, when Mi is leaving the group. 

For the areas (v ≠ i), where the leaving member Mi is on the KMOLv, with a valid 

AEKv, the AKMv (v ≠ i) is required to update the area encryption key AEKv and 

deliver it with the new TEK to group members Mv residing in area v. This is 

encrypted with the secret key MEKv associated with each of the members as 

expressed in 4.20. The AKMvs also remove the information about Mi from 

KMOLv. 

AKMv → Mv : {𝐼𝐷𝐴𝑣 || 𝐼𝐷𝑀𝑣|| IDG || new_AEKv || new_TEK || text } 

 
MEKv 

(4.20 
 
) 

 
For the distribution of the new TEK to the other areas v* within the domain, the 

AKMv* sends the new TEK protected under AEKv* to all members via a multicast 

message to all member residing in area v* as follows: 

AKMv* => Mv* : {𝐼𝐷𝐴𝑣∗ || 𝐼𝐷𝑀𝑣∗|| IDG || new_TEK || text } AEKv* (4.21) 

 
The message flow is illustrated in Figure 4.13 demonstrates the message flow 

diagram of this protocol when a member Mi in area i leaves the group. In Figure 

5.16 is the pseudo-code for the implementation procedure of the leaving protocol. 
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Figure 4.13 Existing member leaving protocol message flow diagram. 

 

 
Figure 4.13 depicts a member that is leaving the group communication 

voluntarily. The DKM have the jurisdiction to expel a member from the group 

communication, and this could be referred to as involuntary leave. In a case of 

involuntary leave, an eject notify message and the member ID is computed by 

the DKM and forwarded to the AKMi of the area where the member resides. Also, 

an eject notify message is sent to the member Mi*. 

When this happens, the DKM also triggers a rekeying process to update old traffic 

key all through the domain. 
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Figure 4.14 Leaving protocol pseudo-code of existing member. 

 
 

4.9.4 Rekeying traffic encryption key protocol 

 
This protocol manages the rekey of a traffic key in case of any change to the 

group membership. The rekeying process is initiated in join protocol (see Section 

5.9.1) and also in the leave protocol (see Section 5.9.3). This protocol ensures 

backward and forward secrecy when a group member leaves or joins a group 

communication. This protocol manages the delivery of new traffic keys to the 
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remaining members except for the leaving member. The rekeying protocol is 

instantly triggered in case of any change to the membership of the group 

communication. 

 
 

The signal flow diagram of the rekey traffic key protocol is illustrated in Figure 
 

4.16. The protocol steps are outlined as follows: 

 
 

A new traffic key TEK is generated by the DKM, a ready to rekey message that 

contains the group communication ID and the new traffic key is distributed to all 

the AKMs within the domain by a secure unicast (which secures each message 

using the Domain-area encryption key DAKi) channel or a secure multicast 

channel (which secures each message under Domain encryption key DEK). 

 
 

The AKM accepts the message and decrypts it using the shared key between the 

AKM and the DKM, to disclose the new TEK. The AKM forwards a ready to rekey 

to the entire members in its area. This message could be sent using a secure 

multicast (encrypted with member encryption key MEKi) channel or a secure 

unicast channel (with the area encryption key AEK). 

 
 

When the ready to rekey message is received by the members, the new keying 

materials is revealed by decrypting it with the secret key shared by their AKMs. 
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Figure 4.15 Rekeying TEK message flow. 

 

 
4.9.5 Rekeying area encryption key protocol 

 
This protocol is used to manage the rekeying process of an area encryption key. 

This protocol is initiated in case of join, leave and move event to ensure backward 

secrecy and forward secrecy within an area. This protocol ensures the secure 

delivery of the new area encryption key to the members within an area. 

The signal flow diagram for the rekeying protocol in an area is depicted in Figure 
 

4.17 is the illustration of the protocol: 

 
 

The AKM computes a new area encryption key AEK and forwards a ready to 

rekey message with the new AEK to members of the group within its area. The 

new AEK can be distributed via a secure multicast (protected using the old AEK) 

or unicast communication. With the secure unicast there are two different 

scenarios, the message is protected using the secret key that is shared between 

AKM manager and individual members within its area. In a different scenario 

when a member is leaving, the new AEK must be sent securely and separately 

with the MEKi of each member to the entire group members. This is because the 
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old encryption key AEK has been compromised by the member leaving, this key 

would fail to protect rekeying messages during a leave event. 

 
 

Figure 4.16 Rekeying AEKi message flow diagram. 

 
 

The members encrypt messages with their secret key shared with the area key 

manager in order to obtain the new encryption key AEK of the area. 

 
 

4.10 Scenario example 

 

 
With the help of this scenario, the protocols required for managing the join, move, 

and leave events if further illustrated. Figure 4.18 is an illustration of a domain of 

group communication with n areas. The n denotes the number of areas within the 

domain. For the scenario below the number of areas there is three (3). From the 

scenario, it is assumed that M1, M3, M6, and M9 join the group communication 

from area A1. The members M3, M11, M12, and M13, along with members M2, 

M4, M5, M7, and M8, respectively joined the group session via area 2 and area 

n. 

Figure 4.17, the AEK of each area is denoted with AiEKj. The first subscript i is 
 

used to represents the identity of the area, the second subscript j denotes the last 
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key update that took place in area i. Also, A1EK3 denotes the area encryption 

key of area A1. This has been updated three times because of the changes within 

the area group membership. The TEK is used to denote the traffic key, and this 

traffic key is common amongst all the group members. Therefore, there would be 

no need to distinguish it with a subscript. MEKt is used to represent an individual 

key relating to member t. Also, MEK1 is the member encryption key of M1. This 

key could be generated by all the AKMs without the intervention of the DKM. 

 

 

Figure 4.17 A secure group communication showing 3 areas with a total of 13 

members. 

 

The governing entity of the domain is the key server denoted by the DKM. The 

DKM governs the cryptographic keying materials within the domain. That same 

way in the areas, the area key manager is responsible of for managing the keying 

materials in the area, and it is denoted with AKM1, AKM2, and AKMn as 

illustrated in Figure 4.17. This scenario assumes the group managers (DKM and 

the AKMs) are predetermined and static. Also, there is trust amongst them. 
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This scenario is divided into three parts; 1) New member joining, 2) Member 

moving, and 3) Member leaving. Also it’s assumed that the group communication 

has already been established and the keying materials have been computed and 

distributed. The scenario begins with M9 joining the group communication as a 

new member, M9 joins the group via area A1. In order to illustrate member 

mobility, member M1 moves from area A1 to area A2, and afterwards to area An. 

In the end, member M1 leaves the group with the legitimate area encryption key 

of A2. This examines the activities of AKM1 and AKM2 when a member M1 

leaves and have previously visited their areas. All parts are described in details 

as follows: 

• Member M9 joins the group 
 

Member M9 forwards a join request with its ID to AKM1. Then AKM1 of area 1 
 

(A1) forwards the join request to the DKM as shown in Figure 4.18. 
 

Figure 4.18 The new member M9 send a join request to AKM1 and 

subsequently the DKM. 

 

Also, the AKM1 generates MEK9 also the new area encryption key A1EK4 is 

delivered to member M9. 
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A new TEK is generated by the DKM and sent with ready to rekey message to 

AKM1, AKM2… and AKMn as expressed in Figure 4.18. The AKM1 sends a 

unicast message containing the new area encryption key A1EK4 and the new 

TEK to the member M9. 

 
 

Figure 4.19 The DKM generates the new TEK and runs the rekeying process 

 

 
When the new TEK is received, all the AKMs initiate the rekeying process within 

their area to replace the old TEK with a new one as illustrated in Figure 4.19. 

There is also need for the AKM1 to forward the new area encryption key A1EK4 

alongside the new TEK to the members M1, M2, M3, M6, to update A1EK3 a 

multicast message is forwarded and secured using the A1EK3. 
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Figure 4.20 A1 rekeying process that delivers new A1EK4 and the new TEK. A 

multicast message by the AKMn to deliver the new TEK. 

• The moving member M9 moves to area 2 

 
In Figure 4.20, and Figure 4.21displays a member M1 move between areas A1 

to A2. Member M1 is assumed to have visited area A2 for the first time. Therefore, 

there is no information about the moving member M1 in the KMOL2 of the. 

 

 
Figure 4.21 M1 moves between area A1 and area A2, with no data on KMOL2. 

 

 
The member M1 intends to move and forwards a move notify message secured 

and signed with its member encryption key MEK1 to the area key manager of 

area 2 which is the intended destination. The area key manager of the destination 
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area AKM2 in order to compute M1’s member encryption key MEK1 would use 

the key derivation function below. 

MEK1=PRF-HMAC-SHA-256(DEK, 𝐼𝐷𝑀1,text) 
 

The AKM2 after decrypting M1’s request and deduced that its M1 first time to 

area A2 since there is no recorded information on M1 on KMOL2. 

Another information that would be important to be considered by the AKM2 is the 

time that M1 joined the group compared to the time that A2EK4 was last 

generated. The AKM2 discovers that M1 became a group member after A2EK4 

was generated. Therefore, the AKM2 generates new area encryption key A2EK5, 

protects it under MEK1 and delivers it to M1 in a unicast message and delivers it 

to the remaining members M10, M12, and M13 via a multicast message 

encrypted using the A2EK4. 

 
 

Figure 4.22 AKM2 comparing the time of the last update of A2EK4 and the 

joining time of M1. 

 

One of the advantages of this protocol is the less intervention of the DKM in the 

mobility protocol. Since the member M1 still subscribes to the group active 

session, there would be no need for the AKM1 to rekey the A1EK4. 
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• Member M1 leaving the group communication 
 

Member M1 decides to vacate the group when he gets to area An. Prior to being 

in Area n An, M1 has visited area A1, and A2 and has acquired the equivalent 

area encryption keys A1EK6 and A2EK5 as illustrated in Figure 4.22A1EK6 has 

been updated and been replaced with A1EK7 in area A1, but A2EK5 has not 

been updated so it still remains valid in area A2 and could be used for distribution 

of keys. 

 
 

Figure 4.23 Member M1 leaves the group from area An, with accumulated expired 
 

A1EK6 of area A1 and valid A2EK5 of area A2. 

 
 

The member M1 notifies the AKMn about its desire to leave by forward a leave 

notify message as illustrated in Figure 4.23. This leave notify message is also 

sent to the DKM by the AKMn. For forward secrecy to be maintained, the DKM 

generates a new TEK and sends it to all the AKMs within its domain along with a 

ready to rekey message as shown in Figure 4.23. The AKMn would need to 

update the AnEK6 and replace it with AnEK7 to ensure forward secrecy at area 

level since the leaving member M1 was a member of area An. For the fact that 

the area encryption key A2EK5 that is associated or corresponding with area A2 
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has also been compromised by the leaving member M1, it is important that the 
 

AKM2 Updates the A2EK5 with the new encryption key A2EK6. 
 

 

Figure 4.24 DKM rekeying process and delivery of the new TEK to all AKMs. 
 

A2EK5 and AnEK6 and their respective replacements A2EK6 and AnEK7. 

 

 
Figure 4.24 illustrates the process where the AKMn delivers the new TEK as well 

as new AnEK7 to the remaining members M3, M5, M7, M8 in area An via multiple 

unicast messages protected respectively with their associated keys MEK3, 

MEK5, MEK7, and MEK8. It is important that the AKM2 delivers the new TEK and 

A2EK6 to all members M4, M12, M13 encrypted with respectively with MEK4, 

MEK12, and MEK13 as the old area encryption key A1EK4 has been 

compromised by the leaving member M1, this delivery should be done via unicast 

message. While the A1EK7 in area A1 is sent to all members M6, M9, M2, and 

M11 and encrypted with A2EK6 by a multicast message. 



138  

 
 

Figure 4.25 AKM2 and AKMn forwards A2EK6 and AnEK7 with the new TEK on 

a unicast messages respectively A2 and An in their area. The new TEK is 

multicast by AKM1. 

 
 

In conclusion, the scenarios illustrated in this chapter demonstrates that the 

scheme treats the dynamics membership (leave and join events) with the 

minimum rekeying message overhead and also the location dynamics (move 

event) with the least possible rekey messages overhead. The division of the 

group members into sub-areas has a positive impact because the effect of the 

rekeying processes is restricted to the areas affected by the events. When there 

is a move event, the only affected members are the ones residing in the visited 

area. The rekeying process is initiated if this is the first visit or also depending on 

when the member’s joined and the time of the most recent update of the AEK of 

the visited area. The DKM is relieved from a single point of failure, signalling loads 

and possible delays as the AKMs manage the handles events alone with no 

intervention. 
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4.11 Chapter Summary 

 

 
This chapter describes the main components of the proposed architecture and 

also determined the scope of the proposed scheme. It also illustrates the main 

protocols that handles different events such as join, leave, and move event. This 

chapter presents a novel mobility protocol that eliminates the limitation of the 

existing scheme on the issue of host mobility. 

The following chapter shows the analysis and simulation results of the proposed 

protocol. 
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Chapter 5 

RESULTS AND DISCUSSION 

This chapter presents the analysis and evaluation of the proposed scheme in 

accordance to the metrics earlier described in Chapter 3, the rekeying overhead 

and 1-affects-n phenomenon. 

The simulation model is presented in Section 6.1.1, and also the full examination 

of the simulation results of the proposed scheme is compared with various related 

schemes from the literature. The scalability of the proposed scheme is examined 

in Section 6.1.1 and Section 6.1.2, studied the effects of the average inter-arrival 

and the average of membership duration on the proposed scheme. Section 6.1.3 

studies the impact of members’ mobility in a group communication on the 

proposed scheme. Finally, Section 6.2 discussed the security requirements of the 

proposed scheme with regards to backward and forward secrecy. 

 
 

5.1 Simulation and results 

 

 
The results attained from various simulation experiments are presented in this 

section. The proposed scheme is compared to some popular related schemes 

from literature, namely KMGM [45], GKMW [21], FEDRP [122] and [143]. GKMW 

[21], these schemes adopt the decentralised approach using the independent 

TEK for each area (or subgroup), while the GKMW and FEDRP adopt the 

decentralised approach also, but they use a common TEK for the entire group. 

LKH++ scheme adopts the centralised approach, but this scheme is designed for 

wireless mobile environments hence the comparison. 
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The distribution is modelled into a two-tier hierarchy with specific A areas (here 

A represents five) are designed for FEDRP, GKMW and the proposed scheme. 

The first tier has one DKM who is responsible for managing all the AKMs and 

also managing the common TEK for the entire group. In each of the area or 

subgroup, which makes up the second tier which is governed by an AKM. With 

the KMGM scheme, there is no specified DKM. Therefore, the responsibilities of 

the DKM is assigned to all the AKMs within the group. In LKH++ the DKM plays 

the major role of key management also manages all events in the session. 

Although, the AKMs do not participate in the key management, so all the key 

related requests are forwarded to the DKM. 

 
 

In the simulation another experimental scenario, the rekeying process adheres to 

a strict policy where if there is any group change in terms of join or leave event, 

the TEK must be updated in the affected area or within the entire group. In like 

manner, this policy is also enforced for rekeying at area level to update the old 

area encryption key with a new one. The move event in the LKH++ scheme is 

treated a join event in the new area since there is no explicit mobility protocol. 

 
 

The popular, relevant schemes are investigated for the total number of rekeying 

messages required for backward and forward secrecy as well as the 1-affects-n 

challenge using different scenarios experimented in the simulation software. The 

unicast or multicast message is irrelevant when analysing the rekeying message 

overhead. The number of messages sent in order to update keying materials is 

what is analysed irrespective of the form of the message. 
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The rekey message overhead is the entire number of messages distributed in 

order to update the keying materials upon any changes to the group membership. 

This is required to ensure backward and forward secrecy. The higher the number 

of transmitted messages during rekeying, the higher the network bandwidth 

consumed. The consequence of this is delayed delivery of the keying materials 

also service interruption in group communication. 

 
 

The 1-affects-n phenomenon represents the total number of affected member 

when an event occurs, and this is a requirement to tackle scalability group key 

management scheme. The higher the number of affected members by rekeying 

process, the challenging it is to for the group to scale to a large number. In a 

mobile wireless environments where the constant of key update could increase 

the chances of temporal security breaches and bring about complications. 

 
 

5.1.1 Simulation model 

 
The network topology is composed of a grid 2000 x1000 meters in size; it is 

further partitioned into 5 areas. The group members are located randomly within 

each of the areas and when they want to join the group they join (i.e. group inter- 

arrival) using a poison distribution with rate λ (arrivals / time unit). The same 

probability for entering members is applied to the randomly selected area. 

Depending on the experimental scenario, the join time rate can be made constant 

(10 seconds), and it can vary (1 second to 15 seconds with an incremental value 

of 1). In an instance, the inter-arrival time is constant, and the group 

communication will be as such that it would be populated with n members. 

Alternatively, the population of the group would vary in size depending on the 

arrival rate that would be specified by the mobile user. 
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The join time was set to be 10 seconds, and this is based on the data analysis 

carried deduced from MBone [144]. Here the average inter-arrival time to a group 

is about 10 seconds, and for applications with sessions running for a long-time 

example Internet radio [144]. Whereas, with applications that run short sessions 

like as multimedia seminar, where most of the group members that participate in 

such session join shortly after the start of the session [144]. In such group-based 

applications, the participation corresponds to the start and end time of session 

transmission. 

 
 

For all the experiments carried out in this work, the duration of the group session 

is assumed to be constant and approximately proportional with 30 minutes 

(common for internet video/radio broadcasted program) [145]. 

The moment a member joins the group communication, its membership duration, 

which is referred to as (sojourn time or session) uses an exponential distribution 

with a mean duration 1⁄µ time unit. Two different sessions were analysed, Session 

A was with a longer duration, and session B a short duration. The membership 

duration of the whole session is about 50%[144]. The membership duration for 

this research is allocated a constant value of 15 minutes for different simulation 

experimentation. This also analyses the impact of the size of group variation as 

one of the scalability requirements on the scheme rekeying message overhead 

and 1-affects-n phenomenon. The variation is achieved by changing the duration 

from ten (10) minutes to twenty-five (25) minutes. 

 
 

The time which a member spends in each area which is called the dwell time is 

predetermined, and then the member moves to other areas adopting the same 

selection probability. To analyse the impact of member’s mobility on the overhead 
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performance, the area dwell time is varied between 1 and 15 seconds ([1s: 15s]). 

By decreasing the time a member spends in an area results in increasing 

members mobility rate between areas. The velocity (5 m/s) of group members 

remained constant in all experiment. This velocity is assumed to be that of foot 

speed or metropolitan car speed. 

 
 

5.1.2 Impact of the group size 

 
To analyse the scalability size of the proposed scheme is by altering the values 

of two control parameters of the simulation: 

1. The average inter-arrival time to the group communication session (i.e. the 

order of time and duration after which a member joins the group 

communication). 

2. The duration of membership in a session, which is the time a member 

remains active in group communication. 

The initial scenario is with the longest duration, and the average inter-arrival value 

varied in the simulation experiments. The variation was is from 2 to 30 seconds 

([2s: 30s]), which give a small-sized group and a large-sized group. The first 

simulation was carried out where a session each member arrived after every (2) 

seconds. The experiment was repeated using different average inter-arrival 

values till the value of inter-arrival reached 30 seconds. In case of any event, the 

number of rekeying messages needed to update the keying materials and the 

number of group members affected within the group is calculated and analysed 

to compare the performance of the proposed scheme with other solutions. In 

Table 5.1 below is the summary of the parameters used for the experiment and 

the values. 

Table 5.1 Parameters adopted for the experiment of varying inter-arrival time 
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Parameters Values 

Number of Area 5 

Session time 30 Min 

Inter-arrival [2 : 30] Sec 

Session sojourn 
time 

15 Min 

Velocity 5 m/Sec 

Area dwell time 10 Sec 
 
 

The minimum arrival time is two (2) seconds, and this is selected to demonstrate 

a member joining a group session when a group session starts, just like a 

multimedia seminar or a webinar. The maximum inter-arrival time is set to 30 

seconds to demonstrate a group based application or service such as IPTV or 

Internet video system. Thus, the justification of the [2:30] seconds inter-arrival 

time is used. 

 
 

One other important parameter that affects the group size is the average session 

sojourn time which is the average membership duration. When the membership 

duration is increased, this results in the increase of the session time left for all 

group members. This results in a reduced number of leave events, and results in 

the group population increase. The second scenario of the experiment, the value 

of 10 mins is assigned to the membership duration. In subsequent simulation 

experiments, the membership duration value is increased one minute at a time 

until it gets to 25 minutes. This 25 minute is almost about 85% of the complete 

session which is the adequate time a member can remain in a particular session 

[144, 146, 147]. Table 5.2 below is the summary of the parameters used for the 

experiment and the values. 
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Table 5.2 Simulation parameters of varying the membership duration. 
 

Parameters Values 

Number of Area 5 

Session time 30 Mins 

Inter-arrival 10 Secs 

Area Dwell Time 10 Sec 

Velocity 5m/Sec 

 

5.1.3 Impact of inter-arrival variation on average number of events 

 
Figure 5.1 demonstrates the average cumulative number of events that takes 

place during a session. When the inter-arrival time increases, it could be seen 

that the average rate of join reduces gradually. By the time the inter-arrival value 

gets to 2 seconds, the average number of session participants gets to 600. The 

reverse is the case when the inter-arrival rate is decreased by increasing the 

inter-arrival time in order to obtain an average of 60 members joining the session. 

 
 
 

 
Figure 5.1 Average number of events that took place in the session. 
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Just as in the case of the join event, also the average rate of leave event 

decreases from 324 per session to 30 leaves per session although the joining 

time duration for group session increases. The leave rate is equivalent to the join 

trend, and also in this experiment, the membership duration is constant. The 

value of the area dwell time is steady at 10 seconds; the inter-movement varies 

depending on the population of the group members. When the inter-arrival rate 

gets to 2 seconds, this is when the group gets to its largest size, the mobility rate 

gets to 28000. Otherwise, when the group size is the smallest, the mobility rate 

is 5600. 

 
 

5.1.4 Impact of inter-arrival variation on rekeying messages overhead 

 
Figure 5.2 illustrates the ratio of rekeying cost for the proposed scheme, GKMW, 

FEDRP, and LKH++ varying the time of member arriving in the session starting 

from 2 to 30 seconds. The average number of messages for every event during 

an active session is less for the proposed scheme compared to the other 

schemes. From Figure 5.2, shows that schemes with mobility protocol perform 

better with reduced average number of rekeying messages despite increased in 

group size and increased mobility rate. 
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Figure 5.2 Effect of inter-arrival variation on an average number of rekeying 

messages for every event. 

 
 

In Figure 5.2 above, it shows that the group size in LKH++ affects the number of 

rekeying messages. When there is an increase in the group population size, the 

rekeying messages needed to manage a move event significantly increases. This 

is because move event are treated as a leave event from the old area and a join 

event in the new area in these schemes. On the contrary, the proposed scheme 

requires less rekeying messages compared to the other popular schemes. This 

is because the AKMs verify moving members following the authentication 

mechanism and this prevents unnecessary rekeying messages. 

 
 

Figure 5.3 illustrates the total number of rekeying messages exchanged during a 

session. The total rekeying messages here includes all the messages required to 

deliver keying materials (TEK and AEKs) to the group members. LKH++ showed 

the highest cumulative number of rekeying messages during a session, this 

number increases as more member join the group. The proposed scheme shows 
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less number of rekeying messages during a session and barely increases as new 

members join the group. 

 
 
 

 
Figure 5.3 Impact of inter-arrival variation on of rekeying messages during the 

session. 

 

5.1.5 Impact of inter-arrival variation on 1-affects-n phenomenon 

 
Figure 5.4 demonstrates the average number of affected group members per 

event during an active session for the proposed scheme, KMGM, FEDRP, 

GKMW, and LKH++ with a join period that varies from 2seconds to 30 seconds. 

The proposed scheme manages the 1-affects-n phenomenon with a minimal 

overhead compared to other schemes evidently in the large sized group. At every 

15 seconds or more group joining, the number of affected members is 

approximately same for the proposed scheme and KMGM, GKMW. 
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Unlike the LKH++, the number of affected members is really high because a move 

event is considered a leave event and a join event in the new area. However, the 

number of members that need to update their keying materials increases. FEDRP 

appears to have a fairly higher average of members affected during an event 

compared to other schemes with member mobility. In the case of a group 

membership changes, the FEDRP empties the mobility list of each area. 

Therefore, when members are returning to areas they have previously visited, 

they are treated as new members, and the rekeying process is initiated to ensure 

backward secrecy which would affect more members in the visited area. 

 

 

 

Figure 5.4 Impact of inter-arrival variation on an average number of members 

affected 

 

Figure 5.4 illustrates the comparison of total members affected by the rekeying 

process in the session. The comparison shows that the average number of 

affected members significantly reduces at the increase of inter-arrival time. The 

proposed scheme, KMGM, and GKMW show relatively close results when the 
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inter-arrival rate goes above 20seconds. Despite this, the benefit of the proposed 

scheme is to considerably reduce the 1-affects-n phenomenon between 1 to 10 

seconds of inter-arrival time of group members joining. Therefore, the proposed 

scheme shows a better scalability compared to other schemes. 

5.1.6 Impact of membership duration on average number of events 

 
Figure 5.6 illustrates the average cumulative number of events (join, move, and 

leave) that takes place during a session with the average membership duration 

increasing from 10 mins to 25 mins. The session sojourn time or the membership 

duration is the time units measured in minutes that a member spends before 

leaving the session. The leave rate is the reverse of the membership duration, 

increase in membership duration results in reduced leave rate. 

 

 

 
Figure 5.5 Impact of inter-arrival variation on the average cumulative number of 

affected members during the session. 
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In Figure 6.6, shows that at the time membership duration is at 10 minutes, the 

average rate of leaves is about 230, this rate decreases gradually to 50 at 25 

minutes of membership duration during the session. However, the average join 

rate is relatively steady at about 320 during the session while members join the 

group at 10 seconds interval. 

 
Figure 5.6 Average number of events that took place in the session. 

 

 
At 10 minutes of membership duration, the total average number of mobility rate 

gets to 10000 while the rate increases moderately at the increase of membership 

duration in 25 mins, this rises up to 18000. The reduction in leave rate results in 

the increased mobility rate, which results in more members left in the session. 

 
 

5.1.7 Impact of membership duration on rekeying overhead 

 
Figure 5.7 shows the ratio of rekeying message for the proposed scheme, 

KMGM, FEDRP, GKMW, and LKH++, reflecting an average membership duration 

ranging from 10 minutes to 25 minutes. In Figure 5.7, shows that the schemes 

with mobility protocol PGKMS, KMGM, GKMW appear to have less rekeying 
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messages compared to LKHH++. This is still because the move event is treated 

as a leave from the old area and treated as a join in the new area. Another reason 

is that the increase in membership duration increases the size of the group and 

also mobility rate for the session, the LKH++ scheme triggers more rekeying 

messages overhead because of the increase in the group members. 

 
Figure 5.7 Impact of membership duration variation on an average number of 

rekeying messages per event. 

 

PGKMS, when compared to the other schemes is shown to perform less rekeying 

process as keying materials are only updated in a move event only if the moving 

member joins after a key update since the last time in the visited area. 
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Figure 5.8 Impact of membership duration variation on the average cumulative 

number of rekey messages during the session. 

Figure 5.8 shows the total number of rekeying messages that are sent in order to 

update keying material in case of an event during the session. It clearly showed 

that less rekeying messages would be needed in PGKMS, KMGM, FEDRP, and 

GKMW, while LKH++ is significantly high with the overhead costs. This is 

because the rekeying process occurs in both the old and newly visited area. 

 
 

5.1.8 Impact of membership duration on 1-affects-n phenomenon 

 
Figure 5.9 and Figure 5.10 shows the impact of membership duration variation 

on the 1-affects-n phenomenon. The average number of affected member at any 

event in a session is also illustrated. In the illustration, PGKMS and KMGM 

appeared to have the least overhead on the 1-affects-n phenomenon. PGKMS 

and KMGM perform less rekeying during a move event. The only times that the 

PGKMS initiates a rekeying process during a move event is the moving member 

is not on the mobility list or when the moving member joins after the last key 
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update. Although, the KMGM performs less rekeying process during a move 

event, but backward secrecy is compromised. 

 
Figure 5.9 Impact of membership duration variation on an average number of 

affected members for every event. 

GKMW keeps track of moving members using the mobility list without emptying 

the mobility list hence why it appears to have low overhead in terms of the 1- 

affects-n phenomenon more than the FEDRP. When a moving member moves 

back into an area previously visited, the area key manager of that area will not 

initiate the rekeying process. This would result in reduced number of affected 

members during a move event. Unlike the FEDRP scheme that empties the 

mobility list after each event, this would make the area manager perform a rekey 

because they have lost track of the moving member. Whereas, for the LKH++ 

scheme, there is no protocol for managing move event and this is the reason for 

the high average number of affected members. 

 
 

Figure 5.10 shows the average number of affected members for a session with 

varying membership duration ranging from 10 to 25 minutes. PGKMS and KMGM 

appear to have better scalability in terms of group size when the membership 
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duration varies, the number of affected members still remains the least in any 

type of event. With the group size increasing, LKH++ appear to have a high 

number of affected members. This is due to the fact that members in the old and 

new area are all affected by each event. 

 
Figure 5.10 Impact of membership duration variation on the average cumulative 

number of affected members during the session. 

 

5.1.9 Impact of mobility rate 

 
This section explores the impact/effects on member mobility rate would have on 

the rekey messages overhead and 1-affects-n phenomenon. In order to 

investigate the impact of MRV, in the simulation experiments, the area dwell time 

varies between 1 second to 15 seconds. The area dwell time can be referred to 

as the mobility period which is the time (in seconds) after which a member 

changes its location. The reverse of the mobility period is the mobility rate 

1 

(= mobility rate ) which is the average number of moves on-time unit.In this 

experiment, the number of mobility events that takes place in the session was 

reduced, the mobility time (i.e. the area dwell time) varies between 1 second and 
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15 seconds. This is meant to reflect a realistic scenario of a group-based 

application, in a battlefield or disaster area scenario, military troops or rescue 

team could experience different dwell times during their mission. With a 1 second 

dwell time, it reflects a group that moves without stopping. The dwell time can be 

set to 15 seconds to experiment when team members would have to stop in 

different areas. 

 
 

The network topology is a 1000x1000 grid for this scenario. In this scenario, the 

inter-arrival time is 10 seconds meaning that members join the group in each 10 

seconds for all the simulations. The duration of membership in the session is 

made same for all the group members and its set at 15 minutes. The members 

adopt a random way to move between areas with velocity 5m/s. Table 5.2.3 

presents a summary of the simulation parameters used in this scenario. 

 
 

Table 5.3 Simulation parameters for varying mobility rate scenario 
 

Parameters Value 

Number of Area 5 

Session time 30 Min 

Inter-arrival 10 Sec 

Session sojourn 
time 

15 Mins 

Area dwell time [1 : 15] Sec 

Velocity 5 m/Sec 

 
 

5.1.10 Impact of mobility rate variation (MRV) on number of events 

 
Figure 5.11 illustrates the average number of events that that took place in a 

session with a mobility period that ranges from 1 second to 15 seconds. At 1 

second of mobility period, the overall average of the move event in the session 

reaches about 19000. With this, each area is approximately visited with 3800 
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members in the experiment. The experiment achieved about 5900 move event in 

the session at the time the mobility period gets to 15 seconds. 

 
Figure 5.11 Average number of events that took place in the session. 

 

 
Despite the variation in mobility rate during the session, the rate of joins and leave 

remains steady. At the expiration of the inter-arrival time (10 seconds), a new 

member. Hence, for all the session the average rate of joins for the experiment 

is all the same 172. At the expiration of the membership duration, that member 

would leave the session. With the membership duration constant (15 minutes), 

the average number of leaves events in all experiments totals 88. The 

approximate number of leave event that occurred in the experiments is about 88, 

considering the membership duration being 15 minutes. 

 
 

5.1.11 Impact of MVR on rekeying overhead 

 
Figure 6.12 shows the ratio of rekeying messages overhead for the proposed 

scheme PGKMS, GKMW, KMGM, FEDRP, and LKH++. The mobility period 

ranged from 1 to 15 seconds. The increase in mobility rate has a minimum impact 
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on PGKMS and KMGM because the rekeying messages cost is less compared 

to the other proposed schemes. This is as a result of the authentication technique 

used in verifying moving members in order to prevent rekeying process during a 

move events. However, this is not the case for all the schemes with the mobility 

protocol as KMGM is prone to compromise backward secrecy during a move 

event because a mobile member could access the valid security information of 

the new area at the time of joining the group. 

 
Figure 5.12 Impact of MRV on an average number of rekeying messages per 

event. 

 

GKMW shows a significantly high rekeying messages overhead when compared 

to the other schemes with mobility protocol. This is as a result of the mobile 

member needs to setup a session key with the area key manager (AKM) of the 

visited area before movement, which results in increased number of messages. 

The domain key manager DKM is responsible for the generation of this key sends 

it to the moving member and also the AKM of the visited area. In this case, again 
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the LKH++ is shown to have the highest rekeying message overhead because of 

the way the move event is treated. 

 
Figure 5.13 Impact of mobility rate variation on an average number of 

cumulative rekeying message during the session. 

 

Figure 5.13 shows an illustration of the total number of rekeying messages that 

are needed within a domain for keying materials to be updated in case of an event 

in a session. It becomes obvious that the total number of messages needed is 

reduced when the moving members appear to be still. There is a significant 

impact of mobility variation on the total rekeying messages in LKH++; it should 

be noted that this becomes more obvious in a more dynamic environments with 

members being highly mobile because of the high number of keying materials 

updated. The authentication technique used in verifying mobile members in 

PGKMS significantly reduces the rekeying message overhead. 
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5.1.12 Impact of mobility rate on 1-affects-n phenomenon 

 
Figure 5.14 shows the ratio of affected members in a session for PGKMS, 

FEDRP, GKMW, and LKH++ with the mobility time ranging from 1 to 15 seconds. 

The PGKMS, KMGM, GKMW, and FEDRP prevents unnecessary rekeying by 

adopting a mobility list to keep track of moving members, and this results in less 

1-affects-n phenomenon overhead. Unfortunately, this does not apply with 

LKH++ which lacks the mechanism to manage moving members. 

 
 

The impact of MRV on the 1-affects-n challenge in PGKMS remarkably lower 

when compared to other schemes due to the fact that the rekeying process is 

initiated in the visited area only when the visiting member’s details does not 

appear on the mobility list or when the moving member returns to the area after 

the last update of keying materials. 

 
Figure 5.14 Impact of mobility rate variation on the average number of affected 

members per event. 
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Figure 5.14 illustrated the average total of affected members in the session with 

mobility period ranging from 1 to 15 seconds. With the increase in mobility time, 

the number of affected members reduces gradually for all the reviewed scheme. 

Although, for FEDRP and LKH++ it is higher than the rest of the reviewed 

scheme. The LKH++ shows rather a significantly high impact on 1-affects-n 

phenomenon overhead due to the way move event is treated, it increases in a 

highly dynamic environments at the point when mobility cycle is below 5 that way 

the events are regarded as a leave from the old area, and join in the new area 

shows high 1-affects-n phenomenon overhead particularly in a highly dynamic 

environments where mobility cycle is less than 5. 

 

 

 
Figure 5.15 Impact of MRV on the average cumulative number of affected 

members during a session. 

 

Due to the similarities in strategy, GKMW and KMGM show closely similar results. 

Although, PGKMS affects minimum members compared to other schemes due 
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to the fact that only mobile members in the visited area when the moving member 

is not on the list or if the moving member joins after the most resent key update. 

 
 

5.2 Security analysis 

 

 
This section demonstrates the analysis of PGKMS security requirements with 

regards to forward and backward secrecy. The backward secrecy ensures that 

new joining members or moving members would not be authorised to access sent 

messages that were transmitted before their membership or before their visit to 

any area. On the contrary, the forward secrecy guarantees that the leaving or 

moving members would have no access to messages that would be 

communicated when the leave or move. However, forward secrecy would not be 

required for the old area since the member is still in the session. These properties 

are vital in order to ensure perfect secrecy of traffic within the group. These 

properties would be further discussed below in the following subsection. 

 
 

5.2.1 Backward secrecy 

 
The proposed scheme averts eavesdropping when a moving member moves 

from its original location to another area. In order to ensure secrecy with respect 

to backward secrecy, the rekeying process is initiated in the new area. This would 

guarantee that the moving member would not have the capacity to uncover the 

service security information shared before they joined the group in the new area. 

This also results in the entire group members within the new area obtain new 

area encryption key new_AEK. 
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The area key manager of the visited area j AKMj computes the new area 

encryption key new_AEK only when the mobile member Mi is not on the KMOLj 

time of joining and the time is after the last update of AEKj. AKMj delivers the 

new_AEK to the remaining group members in area j via a multicast message that 

is protected using the old area encryption key old_AEK. In order to securely 

deliver the new_AEKj to the visiting member Mi, the AKMj derives the MEKi of 

the visiting member at the time of receiving Mi’s move notification, this would then 

be used to encrypt the new_AEK. In a case where when the last update for the 

old_AEKj was achieved at t1, and the visiting member joined the group in area i 

at time t2, the visiting member is denied access to the security information of area 

j between time t1 and t2. 

 
 

The rekeying process is initiated in the area where join event took place assuming 

a new member joins the group communication. In this case, both the new member 

and the remaining members in the area would receive new keys new_AEK, and 

new_TEK. This would also lead to other members within the domain accepting 

the new_TEK. This way, new member is obviated from accessing previous 

security information in the area and also within the domain. In the proposed 

scheme this security property is managed by adopting the member mobility 

protocol with the member join protocol. 

 
 

5.2.2 Forward secrecy 

 
It is not necessary to ensure forward secrecy when a member of the group moves 

between areas. When a member moves between areas, there would be no need 

to initiate the rekeying process in the old area. This is due to the fact that the 

moving member still remains a member of the group communication despite its 
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change of location within the domain. If the rekeying process is initiated in the old 

area, extra rekeying messages would need, and this would increase the overhead 

during a move event. 

This is why PGKMS avoids preserving forward secrecy in its mobility protocol in 

the old area when a move event occurs. 

 
 

Whereas, in a case where a member leaves the group, the rekeying process 

needs to be activated to preserve of forward secrecy. The leave protocol of the 

PGKMS triggers this option in the areas where a leave event occurs and also in 

all areas that have been visited by the leaving member but only areas where the 

member still poses valid security information since their last visit. This would 

ensure that all the affected areas get a new new_AEK. The result of this is that 

the remaining group members within the domain obtains a new traffic key 

new_TEK. 

 
 

When the area key manager of i AKMi gets the leave notify message from Mi, 

triggers the rekeying process for its area encryption key AEKi. The new_AEKi is 

forwarded to all the members remaining in area i using a unicast messages 

protected under the MEKs. This ensures that the member that is leaving would 

have no access to prospective security information in area i (i.e. provision of 

forward secrecy). If the leaving member Mi information appears in order area 

managers’ KMOLp and it also possess a valid AEKp, the AKMp initiates a rekey 

for the area encryption key AEKp. This would result in all the group members 

residing in areas p obtaining the new_AEKps, and also forward secrecy in area 

p is achieved. When the DKM receives the leave notify message from AKMi, the 

DKM activates a rekey for the TEK. This would result in all the group members 



166  

within the domain retrieving a new traffic key new_TEK. This way, forward 

secrecy is achieved as the leaving member would not have access to future group 

communication. 

 
 

5.2.3 Security analysis summary 

 
Table 5.3.1 presents a comparison between PGKMS and other proposed 

schemes with regards to backward and forward secrecy. This notation ✓ is used 

to indicate where there is forward and backward secrecy, whereas  notation is 

used to indicate the absence of backward and forward secrecy. From Table 5.4, 

all other schemes excluding KMGM maintain backward secrecy when a join or 

move event takes place in the session. In KMGM, after a successful 

authentication of the moving member at the new area, the area key manager of 

the visited area sends the member the keying materials of the new area. There 

are scenarios where the moving member can access valid security information of 

the visited area before the time the moving member joins the group; this is against 

backward security 

 
 

Table 5.4 Comparison of rekeying TEK and AEK in move event between 

different schemes 

 
Scheme 

Forward 
Secrecy 

Backward 
Secrecy 

Leave Move Join Move 

PGKMS ✓  ✓ ✓ 

KMGM ✓  ✓  

FEDRP ✓  ✓ ✓ 

GKMW   ✓ ✓ 

LKN++ ✓ ✓ ✓ ✓ 

 

The forward secrecy in GKMW is breached because the rekeying process is only 

initiated in the area where the leave event occurred, while the member leaving 
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may still hold valid keying materials of previously visited areas. It is unnecessary 

to provide forward secrecy in the old area where the member is leaving from since 

the member is still remaining in the session. PGKMS, KMGM, GKMW, and 

FEDRP don’t initiating rekeying in the old area for the area encryption key, while 

LKH++ has to initiate rekeying process. This is because the move event is 

handled as a leave event in the oId area and as a join in the new area for LKH++. 

Unnecessary rekeying messages are generated in the old area as a result of this, 

and this is increasing the rekeying messages overhead and 1-affects-n 

phenomenon (as discussed in Section 6.1). 

 
 

PGKMS adequately and also efficiently accomplishes the security requirement 

with regards to backward and forward secrecy. The backward secrecy is ensured 

during join and move event, and the forward secrecy is preserved during the 

leave event in PGKMS. Since the forward secrecy in the old area is not essential 

during the move event, it is avoided to increase the efficiency of PGKMS. 

 
 

5.3 Chapter summary 

 

 
This chapter evaluated the proposed scheme with regards to rekeying messages 

overhead and 1-affects-n phenomenon in this chapter. The proposed scheme 

has been studied to evaluate the impacts/effects of the group size and mobility 

rate on the earlier mentioned overheads. When the proposed scheme has is 

compared with other schemes such as KMGM, GKMW, FEDRP and LKH++, the 

proposed scheme has shown a better performance and scalability with member’s 

mobility in a secure group communication. This improved performance is due to 

the reduction of the rekeying messages and the number of affected members in 
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a group communication. The proposed scheme ensures backward and forward 

secrecy which is a specified security requirement that other solutions lack. 
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Chapter 6 
 

INVESTIGATION on FOG COMPUTING FOR 5G- ENABLED SOFTWARE 

DEFINED MULTICAST NETWORK 

 

 
According to Cisco Visual Networking Index, mobile data traffic has registered a 

growth of 18-fold in the past 5 years and almost half a billion mobile devices were 

added to the existing 7.6 billion in 2016. Various 5G enabled technologies and 

applications have been proposed to ensure reliability and ubiquitous connection 

for the ever-increasing mobile users. These technologies introduced to multicast 

networks give way for 5G-enabled multicast networks [148]. One of the 

technologies in 5G that promises user throughput and improved traffic capacity 

is network densification. Network densification is defined as the extreme 

deployment of wireless infrastructure like cell sites in order to increase capacity 

[149]. As a result of the increased network capability of 5G, most group members 

can access the network or services simultaneously. This should have been a 

challenge with previous technologies due to limited spectrum resources and low 

spectral efficiency. This chapter proposes a multicast or group communication 

where members would be grouped into clusters for improved quality of service 

and improved 5G performance with membership grouping, multi-service 

applications and technologies in multicast technology. Group key management 

in a dynamic environment would be more challenging in 5G technology due to 

node mobility. 

 
 

Software-defined networking (SDN) is of great benefit in the management of 

multicast groups in 5G networks. 5G-enabled software defined multicast 

networking (5G-SDMN) where the SDN technology is exploited for the effective 
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and efficient management of the multicast groups and group services. SDN is 

conceptualised as the technology to support network resilience, flow 

programmability and to optimize network management of 5G networks by 

reducing hardware limitation [150]. SDN separates the data plane and the control 

plane in 5G networks in order to logically centralise the network and intelligence 

state. This separation technique reduces the overheads in the control plane 

because it ensures scalability in the case of increase in mobile users as they 

become independent of resources of the control plane. 

 
 

Mobile edge computing (MEC) at the time of writing is a new computing concept 

that increases the processing capabilities at the network edge. The valuable 

feature and characteristic is the proximity of the MEC servers to the users is close. 

This feature enables capturing of real-time insight into the context information 

and this ensures that the users request is processed directly. Hence, the MEC 

servers are utilised in this case as local controllers in the control plane to 

invigorate the network control of the 5G-SDMN. This work recommends 5G- 

SDMN with the integration of the SDN and MEC technology whereby the SDN 

would be exploited for efficient management of the multicast network groups 

MNGs with the introduction of network densification. This integration develops a 

hierarchical architecture for 5G-SDMN. The idea of this architecture is to divide 

and separate the whole network in three (3) control plane, social plane, and data 

plane. The social plane is for the multicast network, the control plane is for 

controlling activities just as the name implies while the data plane is for data 

transmission. The control plane benefits from the integration of MEC to enable 

dexterous and optimised decision making by acquiring information of the 

knowledge of the network states. Network utilisation is optimised and network 
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management is simplified in this architecture and most of all a sustainable 

network development is achieved. 

 
 

6.1 Structure 
 

The rest of the chapter is organised as follows. Multicast network is examined 

with the introduction of 5G-SDMN. The architecture that combines SDN and MEC 

is proposed then the illustration of the Universal Plug and Play (UPnP) for 

multicast network. Afterwards the article is concluded with research challenges 

and discussions. 

 
 

6.2 Overview of SDN and Multicast SDN 

 

 
As mentioned earlier, SDN is a new network concept or paradigm to cloud 

computing that facilitates flexible and efficient network management. In SDN all 

the controllers are centralised logically via a southbound interface or the network 

is centrally controlled or programmed using software [151]. One of the popular 

SDN is OpenFlow [152] which contains one or multiple flow and group tables 

which implements multicast functionality. SDN is expected to be a promising 

technology in 5G networks following its advantages of scalability and high 

flexibility which have gained its relevance and adoption in recent mobile network 

architecture research [150]. 

 
 

MEC technology presents new network elements (e.g., MEC servers) which 

ensures advanced computing and storage capabilities at the network edge. The 

MEC servers are set up closely to the mobile nodes to directly process requests 

and also ensure that mobile nodes with less network latency are not left out. For 
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the proposed architecture, the MEC servers are used for managing the MNGs in 

5G-SDMN. Some of the management aspects are listed as follows below: 

Network state monitor: The position of the MEC servers enables the collection 

of dynamic status information of mobile nodes. The information could be user 

requests, resources available to users etc. The collected information is used for 

efficient and optimised management. 

Real-time instruction distribution: Another advantage of the MEC servers in 

the management of networks is in the real-time dissemination of instruction. The 

underlying planes where the MEC servers are deployed is physically connected 

to the networks at the base station and this can transmit management instructions 

of the MNGs to the mobile nodes in real time. 

Local decision making: The MEC servers can make decisions on MNG 

networking, scheduling of resources and QoS management. Hence, the control 

logic of the proposed architecture expands the control logic from the network core 

to the distributed network edges. This boosts the process of local decision 

making, localisation mobility support and also improved user experience. 

Also, the MEC servers can be set up in the control plane to act as local controllers 

in order to localise the control plane of the 5G-SDMN. The state of the entire 

network is monitored in real time while managing the dynamic changes of the 

network topology, functionality and configuration is done by the control plane 

conveniently. The integration of the MEC into the proposed SDN-based 

architecture makes the 5G-SDMN programmable and more controllable because 

the control plane is enhanced. 

. 
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Figure 6.1 MNG networking adopting UPnP 

 
 

6.3 The proposed three planes hierarchical architecture 

 

 
Figure 6.1 is the illustration of the proposed MEC-supported architecture for 5G- 

SDMN. The architecture illustrates the separation of control plane, the data plane 

and the social plane. This architecture enables the controllability and the 

programmability for MNG networking and data transmission. The control layer is 

further separated into two sublayers namely the core layer and the edge layer. 

These two layers represents the network core and the network edge accordingly. 

The network core which is the core layer is the global controller. At the edge of 

the layer, the multiple MEC servers act as the local controllers. The MEC in the 

control panel takes charge of the real-time decision making and data transmission 

for the MNG. The social plane’s function is to execute the MNG networking tasks 

while the data plane controls the data traffic with a set of instructions set up by 

the control plane. The physical details of various planes are further illustrated 

below. 
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Control plane: In the control plane, the control logic is separated from the 

physical network devices to form a centralised control plane. The network state 

is viewed by the global controller in the core layer. The network state information 

includes various status of the mobile nodes, identification of the entities etc. 

These obtained information would be useful for security management, diagnosing 

faults and also for efficient networking. The distributed MEC servers coordinates 

the activities of the MNGs on the directives from the global controller. The MEC 

servers communicate and cooperate amongst themselves in order to achieve 

these coordination. Within a cluster, all the MEC servers identifies various events 

(join, leave and move) that takes place in the edge layer. The MEC servers 

updates the group membership at each of these events and also carries out the 

topology estimation of the MNGs. Also, the service provision decisions are 

handled by the MEC servers in the MNGs. The QoS management and the 

resource allocation is controlled by the MEC servers for efficient service 

provision. 

Social plane: At the social plane, a request is received from a mobile node to 

form a group. On authorising the request, packets on the MNGs are transferred 

for use to selected members. Below is the sociality flow which is also the packet 

format. 

MNG_ID Service Size Time 

MNG_ID refers to the identity of the new MNG. The service is referred to the 

services that the mobile node is subscribed to and the size of the MNG. The time 

indicates the time slot at the moment depending on the instruction on the control 

plane. New mobile nodes can decide if they would join the group. 

Data plane: The separation of the data plane and the social plane in the control 

plane, makes the entire control logic concentrating in the network core. The MEC 
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supports the network edge at the network core. However, the mobile nodes in the 

MNGs act as a simple forwarding devices where mobile node communicate 

amongst each other. This leads to forwarded data flow in the MNGs. 

 

 

Figure 6.2 5G-SDMN MEC-Supported architecture 

 

 
A. Advantages of the Proposed Architecture 

 

On the proposed architecture, the configuration in the abstracted control panel of 

the MNG network is meant to optimise data transmission on a global view point. 

The software-based control enhances network intelligence by utilising the MEC 

servers. One of the features of the software-based control is efficient 

programming which makes it easier to manage network infrastructure and the 

management of policies and the deployment of new application. The network 

schedules all the available resources based on the resource requirements and 
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this includes the communication and computing resources. Resource utilisation 

is improved because of the flexibility of the operation. A dedicated wireless 

channel can be allocated for the delivery of content with sensitive value, 

commercial value or content with high priority. This decision is influenced by the 

local MEC server. This work further looks at the advantages of the proposed 

architecture in the following elements. 

 
 

Achieve sustainable development: Due to the separation of the three planes, 

this architecture alleviates the limitations with the developments and the 

deployments of new network features. The proposed architecture acknowledges 

and guarantees quality of service and mobility support. An advanced network 

functions, applications and services is sustained and developed due to the 

centralised and strengthened network control. Simplify network management: 

The scalability of the proposed architecture is unrivalled and it manages assorted 

services in the MNGs. This is possible because of the programmability and the 

reconfigurability of the network devices and new management policies can be 

assigned by administrators using the controllers. This enables a more efficient 

simplified network management. Improve resource utilization: Efficient 

cooperation amongst mobile nodes in the MNGs is improved to facilitate a flexible 

resource scheduling because of the adoption of global-aware controllers. Based 

on individual demand, the available recourses are allocated. These resources are 

allocated to various mobile nodes based on their requirements and capacity. 

Resource utilisation in the proposed architecture is improved. 
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6.4 Key issue In the proposed architecture 

 
 

The proposed 5G-SDMN experiences challenges in MNG networking and this 

challenge is addressed by utilising the UPnP. The UPnP characterises a rather 

intelligent peer-to-peer network where devices are configured automatically upon 

discovery. It is unique with its features since it does not depend on any operating 

system, programming language or any other platform whatsoever. This 

technology boosts interoperability of various network technologies, end devices 

and management policies and this is facilitated by a flexible and open network 

connectivity. Also, the UPnP depicts how information are exchanged by network 

devices in a transparent manner to the users. This can be very useful in MNGs 

in data sharing amongst mobile nodes. Recently the UPnP has been popular in 

ad hoc networks as it has been used as a robust and simple standard. This 

successful achievement is the reason why this technology has been adopted for 

the MNG networking in 5G-SDMN. 

 
 

The UPnP technology comes with two key components which have been adopted 

here as the mobile nodes and the MEC servers, these key components are the 

controlled devices and the control points. In the MNG networking, the novel 

benefit of the UPnP lies in the PnP concept. For the proposed architecture, the 

moment a target mobile node is approved for a MNG, the UPnP protocol 

configures the network connection setting automatically for that mobile node. If 

there is need, any available resources of the newly joined member are scheduled 

within the VNG for other members. Relevant VNG networking operations like 

content exchange, service discovery and member selection are facilitated by 

UPnP and this is achieved by the highly-efficient coordination and automatic 
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discovery that this technology supports. One of the protocols that supports a 

simple standardised mechanism is the simple service discovery protocol (SSDP). 

Therefore, processes of discovery, event detection, and control is based on the 

UPnP in the VNG networking. These illustrations could be described as follows: 

a mobile node mni can request to setup a new MNG. There would be various 

services that the mobile node can subscribe to and this could be noted as, 

Servicei = {S1, S2, …, Sn}. The sociality flow is forwarded to a control point by 

the mobile node which is the closest MEC server. The MEC server deals with this 

request by comparing the requesting mobile node with existing MNG to ensure 

fitting requirements. There is also an existing MNGj with services = {W1, W2,..., 

Wn}. Whenever a mobile node requires to join a group, it compares its intended 

services with services that each group offers. mni joins MNGj and the probability 

is calculated by 

𝑃 
𝑗 

𝑖 
= 

∥𝑠𝑒𝑟𝑣𝑖𝑐𝑒𝑖 ∩𝑠𝑒𝑟𝑣𝑖𝑐𝑒𝑗∥ 

∥𝑠𝑒𝑟𝑣𝑖𝑐𝑒𝑖 ∥ 
 

||service|| returns the services provided and ∩ is an operation to select the 

common services between the two services. With the obvious common service 

subscription, the mobile nodes are willing to become a member of the 

recommended MNG. In a case where there are no available or suitable MNGs, 

the MEC server authorises the mobile node to establish a new MNG. When the 

authorisation is approved, the mobile node forwards the sociality flow on the new 

MNG to mobile nodes nearby. The MEC server pays attention to its surroundings 

for a new MNG. Upon discovery of a suitable mobile node, the MEC server 

notifies a specified mobile node to form the new MNG to forward the sociality 

flow. When this is done, the mobile node makes the decision whether to join the 

MNG corresponding to the probability in the equation above. Upon making a 

decision to join, the mobile node uploads its response to the MEC server and this 
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increases the packet size. At the point when the size attains the upper bound, 

that ends the MNG networking. For the existing and the established MNG, the 

description files for registered members is made known in order to facilitate the 

services of the MNG. The basic sets of standards and the policies for outlining 

the services and devices is defined by the UPnP. All the files show a general 

information of the mobile nodes. The MEC server gathers the description files for 

all the members in the MNGs to monitor the state changes of the MNG as a 

control point. This enables the MEC server to take a real-time decision for the 

services provided in the MNGs. Upon detection of a mobile node requesting for 

interested content, the MEC server locates the target mobile node conforming to 

the details in the description files. The target mobile node upon instruction from 

the MEC server, transfers its content to the requesting mobile node. This is done 

according to the transmission path which is optimised taking into account the 

dynamic topology of the MNG. 

 
 

A. Case Study 
 

This case study here draws attention to the advantages of the proposed 5G- 

SDMN. The scenarios adopted here is that of a multicast cloud computing in 5G- 

SDMN, which is set up amongst a group of cooperating mobile nodes nearby 

each other. The network resources are dynamically allocated to authorised 

mobile nodes in order to avoid idle resources. Previously, multicast cloud 

computing have been set up without optimised control and real-time control. For 

instance, because of the dynamic mobility of mobile nodes, it has created a 

challenge with topology estimation and real-time member update and this is 

common when a mobile node that is requesting to join a multicast cloud group 

acts as a group leader. In 5G-SDMN, when a mobile node in a MNG sends a 
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request to the local MEC server to establish a cloud multicast, the MEC server 

would acquire necessary information on the mobile node and more mobile nodes 

can be elected in order to establish the multicast cloud. Also, the UPnP and the 

MEC server monitors the various events and operations of the multicast cloud in 

real-time. Consequently, this is used to improve the overall performance of the 

multicast could by the optimisation of resource scheduling, and task allocation. 

These improvements are illustrated in the performance indexes in Table 6.1 

 
 

Table 6.1 Performance index of a multicast cloud computing 
 

Performance 
Index 

Capacity 

Efficiency 

Stability 

Reliability 

Consumptions 

 
 

Stable construction: The MEC server constructs a stable multicast cloud by 

selecting the mobile nodes with various similarities and proximity. 

Extended capacity: The constructed stable cloud multicast can be increased or 

extended by adding more suitable mobile nodes. 

Reliable resource provision: Due to the selection criteria of the MNG, the event 

pattern of the members is similar, and this ensures reliable resource provision. 

Real-time scheduling: The features and capabilities of MEC which is ubiquitous 

communications, increased computing capabilities and decision making is useful 

as this is done in real-time and is sent to the mobile nodes swiftly to accomplish 

real-time scheduling. 
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Low communication overheads: High energy consumption is avoided, and 

communication overhead is reduced because event detection is moved from the 

request mobile node. 

Efficient resource utilization: In order to improve resource utilisation from a 

global viewpoint, mobile node resource cooperation is under the centralised 

control. 

 
 

6.5 Research Challenges in 5G-SDMN 

 

 
The proposed 5G-SDMN exploits the SDN and MEC technology to manage the 

MNGs for improved QoS. This has also exposed some key research challenges 

that needs attention. These challenges are discussed below: 

 
 

6.5.1 MNG Management 

 
Figure Labels: Use 8-point Times New Roman for Figure labels. Use words rather 

than symbols or abbreviations when writing Figure axis labels to avoid confusing 

the reader. As an example, write the quantity “Magnetization”, or “Magnetization, 

M”, not just “M”. If including units in the label, present them within parentheses. 

Do not label axes only with units. In the example, write “Magnetization (A/m)” or 

“Magnetization {A[m(1)]}”, not just “A/m”. Do not label axes with a ratio of 

quantities and units. For example, write “Temperature (K)”, not “Temperature/K” 

As a result of the increased number of connected mobile device, MNG 

management presents new challenges in 5G-SDMN. This article takes into 

account the size of a MNG because a large sized MNG is advantageous to 

improved services on the MNG. This could be in the form of new content being 

shared although, this would result in high management overhead. Whereas, with 
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a smaller size, the available resources are limited, and the shared content too is 

also limited, and this will affect user satisfaction and hamper normal services. 

This text considers that the size of each MNG is determined based on different 

condition. Also, intercommunication between different MNGs could as well be 

considered. A single mobile node can be a member of multiple MNGs and this 

would foster interaction among different MNGs.. 

 
 

6.5.2 Resource Allocation 

 
In terms of resource allocation, the integration of emerging technologies in the 

proposed 5G-SDMN, approach for resource allocation tends to be inclusive. This 

could be seen in a case where two mobile nodes are within a proximal distance 

to each other, for communication they adopt device-to-device (D2D) to 

communicate with each other to improve high-rate content delivery. This 

improves spectral reuse, enhances system capacity and acquiring hop gains. 

One of the challenges of D2D communication is interference in cellular 

communication and this is due to the reuse of user’s cellular spectrum [153] [154]. 

This challenge has been addressed in a few literatures that show improved 

spectrum optimisation and efficient resource allocation [155] [156]. These 

solutions that have earlier been proposed can be combined with the resource 

allocation for D2D communication and depending on the conditions relating to 

decision making, the control plane can choose an optimal solution or strategy in 

making its decision. 

 
 

6.5.3 Privacy Preservation 

It is crucial to protect the information of mobile nodes in 5G-SDMN because some 

of this information could have sensitive value, commercial value etc. This 
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information could be, which MNG to join, which mobile node joins which group, 

or files that have been uploaded to the controllers etc. Some of these security 

and privacy issues have been addressed in existing networks, although, these 

schemes, in order to efficiently work in the control plane would need to be 

explored. 

 
 

6.5.4 Chapter Summary 

 
This article explores mobile edge computing in 5G-enabled software-defined 

multicast networks and in order to ensure the benefits, there is need for efficient 

management of the MNG. This led to the proposal of the 5G-SDMN by exploiting 

SDN to manage the MNGs with flexibility and scalability in 5G networks. To 

enable 5G-SDMN, the architecture was designed with MEC and a network 

separated into control plane, social plane and data plane. The proposed 

architecture offers a programmable and flexible MNG networking and data 

transmission. The integration of SDN and MEC signifies a strengthened control 

plane which offers improved controllability for the proposed 5G-SDMN; hence, 

the architecture provides a simplified network management which improves 

resource utilisation and promotes a sustainable network development. UPnP is 

exploited for the MNG and this article used a case study to outline the advantages 

of the 5G-SDMN with some research challenges. 

 
 
 

6.6 Conclusion 

 
 

The study was set out to examine group key management in a 5g technology 

based on the recent advances in internet technology and the yearnings for the 
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development of group-based applications and services like video on demand, 

interactive group games, multimedia conferencing and IP TV has focused more 

attentions on the advancement of group communications. Since this has proven 

to be a very efficient form of communication with the challenges of limited network 

bandwidth, it is pertinent also to ensure security. One of the conventional forms 

of security is the implementation of appropriate cryptography technique. 

 
 

For a secure communication in a group communication, an efficient and effective 

GKM scheme is an important element to guarantee the security of group 

communications by ensuring that only authorised group members can access 

data. There are various GKM schemes proposed in the past for deployment in 

wired networks, but with the nature of the wireless technology, it has been quite 

challenging to adopt this in a wireless mobile environment. Wireless mobile 

networks gained popularity among networked devices, hence available 

applications and services that exist in wired environments should also exist in 

wireless environments. Considering the mobile nature of mobile network devices, 

it is pertinent to develop security mechanisms to ensure a secure group 

communication in a mobile wireless environments. 

 
 

The comprehensive aim of this research work is to address mobility challenge in 

group communication 5g technology by designing and developing an effective 

and efficient group key management scheme for secure group communication in 

wireless mobile environments. The scheme examined the security requirements 

by ensuring backward secrecy when a mobile member moves between areas 

while still a member of an active session. The proposed scheme adopted the new 

rekeying strategy that is based on key derivation function and KMOL for an 
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effective key management and authentication process respectively during move 

events. The proposed scheme also uses a decentralised approach with the 

common TEK to avoid unnecessary encryption and decryption at the edge of the 

area. This mechanism also supports a solution for computation overhead as well 

as 1-affects-n phenomenon. The signalling load on the core network is 

significantly reduced by distributing the key management and authentication 

process to the corresponding associated AKMs. The research examined another 

key challenge of group communication when adopting a distributed or 

decentralised key management approach. These approach rely on subgroup 

managers to effectively and efficiently manage the computation and distribution 

of keying materials. 

 
 

The research’s lifecycle started by reviewing existing group key management 

schemes, and the design approaches to create a taxonomy for the reviewed 

schemes. Three design approaches were established, the centralised, 

decentralised, and distributed (contributory) approach, and the benefits and 

defects with each of these approaches when extended to wireless mobile 

environments. During the lifecycle of this research other gaps where discovered 

and solutions were proffered 

 
 

Most of the existing key management challenges for secure group 

communication are generic to any networking environments, the basic limitations 

and challenges were identified as critical factors which must be considered for 

establishing secure group communications in wireless mobile environments. 
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Based on the identified requirements/specifications for group key management 

in wireless mobile environments, the research progressed by a critical 

examination of a few solutions that addressed the mobility issue of group 

members. The research gap was successfully exposed, and the weakness of 

each of these schemes was identified. Based on the evaluation findings, a group 

key management scheme was proposed, designed and developed for 

establishing a secure group communication suitable for infrastructure-based 

wireless mobile environments. Outlined below are remarkable features of the 

proposed group key management scheme: 

 
 

It exploits several design characteristics of existing group key management 

schemes to facilitate scalable key management. Notably, the architecture is 

based on the notion of the domain and area to alleviate the impact of rekeying 

processes. 

 
 

The proposed scheme adopted the use of the list to support member mobility. 

The KMOL enables a key manager to record and monitor the movement of the 

moving members, and this efficiently manages member mobility effectively. A 

moving member could either be a returning member to a previously visited area 

or a new member and the list ensures that the area key manager can determine 

whether the moving member is a returning member or a first time visitor in the 

area. This is important because a moving member returning ta previously visited 

area would not trigger a rekeying process. 

 
 

During the initial registration setup, the trusted domain key manager DKM 

securely entrust the key management security parameters and the authentication 



187  

of moving members to the intermediate trusted area key managers AKM. This 

feature significantly reduces performance obstacles such as authentication 

delays, and 1-affects-n phenomenon in the entire network when the group 

members dynamically move from one point of attachment to the network areas. 

In addition, the DKM is less prone to the single point of failure when compared 

with some schemes since the AKMs reduce signalling loads at the core network. 

 
 

Without the intervention of the DKM, all the area key managers are able to verify 

moving members. The area key manager of the visited area independently derive 

member's keys using a key derivation function. Thus, the key manager of the 

visited area share a common key with the visiting member using minimum 

communication overhead. 

 
 

It ensures backward secrecy not only in the area where a new member joins the 

group but in the visited area where a mobile member moves into. It also preserves 

forward secrecy in the area where a leaving member departs the session and the 

areas which a leaving member carries their valid area key. 

 
 

Simulations on the proposed key management scheme to assess the impact of 

group size variation, member mobility variation on the 1-affects-n phenomenon 

and the average rekeying messages overhead in highly dynamic environments. 

The proposed scheme shows to have the lowest rekeying messages overhead 

and the minimum average of affected members when compared with FEDRP, 

GKMW, and LKH++. In a case where the size of a group varies in number. This 

was achieved by changing the inter arrival rate and membership duration; the 

evaluation result shows that the proposed scheme proves to have a better 
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scalability with the lowest rekeying messages and with a low average of affected 

members compared to other solutions the average of affected members are 

smaller than the other solutions. In dynamic environments with increasing rate of 

mobility, the proposed scheme outperforms other compared schemes in terms of 

cost. 
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Chapter 7 

CONCLUSIONS 

This chapter concludes this research and recommends future research work and 

directions. This chapter outlines the achievements and relevance of this 

research. It also discusses recommendations and suggestions for future work. 

This chapter is divided into 3 sections; Section 7.1 is the presentation of the 

research achievements and conclusion of the thesis. Section 7.2. suggests future 

research work relating to this research. Section 7.3 presents author’s publications 

which represents part of the research. 

 
 

7.1 The achievement of research objectives 

 

 
Chapter 1 defined the aims and objectives of the research, these objectives were 

achieved in the following chapters. Chapter 2 presented a compulsory critical 

literature review of existing group key management schemes to uncover security 

challenges, merits and demerits of these schemes. To properly study and 

understand the design process of these schemes, a brief review of wireless 

mobile network was recorded in order to expose design challenges. Group key 

management requirements were categorised into three (3); security, efficiency 

and quality of service requirements. These schemes were analysed based on 

their design approach and the challenges encountered extending group key 

management to wireless mobile environments. A number of challenges were 

uncovered, like host mobility, 1-affects-n phenomenon, computation cost in case 

of any event, communication cost in case of any event. This chapter investigated 

the major popular schemes considering host mobility in secure group 

communication. 
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Chapter 3 considered the various simulators that would be suitable for this 

research and method to be adopted to execute this research. A table showing 

various simulators and their features was presented in order to select the 

simulator best suited for this research. This chapter records a detailed information 

on the techniques and tools adopted in the development of a reliable group key 

management for secure group communication for a wireless mobile 

environments. The parameters used to compare the proposed scheme for 

evaluation was presented in this chapter. 

 
 

Objective 3 has been accomplished in chapter 4, which deals with the 

performance analysis of the proposed scheme, and it has been compared with 

popular, relevant schemes. The comparison was against the rekeying message 

overhead and 1-affects-n phenomenon. This chapter describes the main 

components of the proposed architecture and also determined the scope of the 

proposed scheme. It also illustrates the main protocols that handles different 

events such as join, leave, and move event. This chapter presents a novel 

mobility protocol as a solution to the limitation of the existing scheme on the issue 

of host mobility. 

 
 

Chapter 5 discussed the results that were obtained from the experiments 

performed and compared to other relevant existing schemes (KMGM [45], GKMW 

[21], FEDRP [122] and [143]. GKMW). Some, relevant existing schemes were 

investigated for the total number of rekeying messages required for backward 

and forward secrecy and also the 1-affects-n challenge by simulating different 

scenarios. For the proposed scheme, backward secrecy is managed by adopting 

the member mobility protocol with the member join protocol and it is evident that 
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the transmitted content is not compromised or exposed. Whereas forward 

secrecy is upheld because the remaining group members within the domain 

obtains a new traffic key new_TEK. This scheme ensures backward and forward 

secrecy which is a specified security requirement that other solutions lack. 

 
 

Chapter 6 investigates Fog computing for 5G enabled SDN for group 

communication and suggests a three plane hierarchical architecture that enables 

controllability and the programmability for MNG networking and data 

transmission. The control layer is further separated into two sublayers namely the 

core layer and the edge layer. These two layers represents the network core and 

the network edge accordingly. Resource utilisation is improved because of the 

flexibility of the operation. This research work has successfully accomplished all 

the objectives mentioned. 

 
 
 

7.2 Future Works 

 

 
Even though this piece of work provides a significant contribution to the design 

and development of a secure group key management in mobile wireless 

environment, it still leaves room for further investigation on some other 

challenges. Future works could be directed as follows: 

 
 

7.2.1 Reliable delivery of keying materials 

 
Rekeying messages and keying materials are delivered to entities in a group 

communication via a multicast message and this is to promote or encourage 

efficient communication. At the time of this write up the argument for a reliable 
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multicast protocol standardisation is still on the table and this is because of two 

primary reasons as quoted by IETF, as against unicast that uses Transmission 

Control Protocol (TCP) for reliable file transfer. One of the reasons being that the 

reliability is a variable term and may have different meaning depending on 

different application. Secondly, if special care is not taken, reliable multicast 

protocols can be detrimental. At the moment, to ensure reliability of rekeying 

messages, rekeying messages needs to be sent multiple times and this is not a 

guarantee that all parties would get the message. 

 

 
7.2.2 Explore other forms of wireless environments 

 
This research is specifically about a generic group key management scheme for 

establishing secure group communication in an infrastructure-based wireless 

mobile environments. This research could be used to develop other schemes for 

a variety of network topologies for different scenarios in infrastructure-less 

environments. Extend a protocol that would allow other technologies like mobile 

UAVs, vehicles and WSN to exploit the group key management protocol. 

 
 

7.2.3 Overhead cost analysis 

 
The proposed scheme’s performance was analysed by evaluating the 1-affects- 

n phenomenon and also, the communication cost was evaluated in terms of the 

number of rekeying messages it takes to update an old key. In the future, there 

should be a way to measure network bandwidth consumption used for rekeying 

messages in different events. There should be more analyses for different group 

management protocols to evaluate the computation overhead in case of any 

change to the group membership. 
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To carry out further investigations, more parameters other than inter-arrival time, 

membership duration, and area dwell time can also be examined to expose the 

impacts on the 1-affects-n phenomenon and rekeying messages overhead. For 

instance, changing the velocity value of the moving member would vary the 

mobility rate, and this could determine to a great extent the communication costs 

as well as the average number of affected members in the group session. Also, 

if the number of areas in a domain varies, then this would provide an improved 

understanding of scalability of the proposed scheme for each given scenario. 

 
 

7.2.4 Authentication of new Key manager 

 
Keeping track of member mobility at the area level can significantly reduce the 

effects of moving members to the entire group. One of the assumptions is that 

the key managers would have a fixed network infrastructure and also they are 

constantly available to all group members during the session. The group 

managers are also considered as mobile entities, but it would be challenging to 

have group managers’ move around. There should be a mobility mechanism that 

would ensure that moving managers can transfer the security services to a new 

area manager as well as a to mechanism select and authenticate a new manager 

for the area where the manager is moving from. 

 
 

7.2.5 Performance optimisation 

 
For a scheme to be efficient, optimisation of the group performance should be 

based on the communication and computation costs, especially when mobile 

members change areas regularly and leave the group suddenly. If the keying 

materials are constantly updated in all visited areas each time there is an event, 
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this will incur a significant overhead since the new key must be delivered by the 

manager via secure unicast messages to deliver the new keys. 

 
 

7.2.6 Design of a reliable group head selection technique 

 
For effective and efficient management of a dynamic group, a suitable area key 

manager selection technique is essential as this has obviously been neglected in 

most group key management literature. For security reasons, it is necessary that 

the within clusters members communicate with cluster heads for authentication. 

This feature protects the group from intruders and malicious attacks. 

 
 

7.2.7 Verification and validation of group head selection technique 

 
There is need to derive a way to test and validate different group head selection 

techniques. There should be measurable metrics to determine the practicality of 

any proposed group or cluster head selection. There should be a modality to the 

time driven contributions (t-factor), fixed and movement elements using 

simulations or mathematical analysis. Also, more research is needed in the area 

of mobility prediction by the inclusion of machine learning (convolutional neural 

network) to monitor record and learn the mobility pattern for the possibility of 

prediction. 
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