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 Abstract 

 

Bashir Mohammed 

An Investigation into the Design and Performance analysis of a Cloud Based 

Virtual Machine Success and Failure Rate in a typical Cloud Computing 

Environment and Prediction Methods. 

Keywords: cloud computing; fault tolerance; check-pointing; virtualisation; load 

balancing; virtual machine; failure; machine learning; high-performance 

computing. 

 

Cloud computing is increasingly attracting huge attention both in academic 

research and industry initiatives and has been widely used to solve advanced 

computation problem. As cloud datacentres continue to grow in scale and 

complexity, the risk of failure of Virtual Machines (VM) and hosts running several 

jobs and processing large amount of user request increases and consequently 

becomes even more difficult to predict potential failures within a datacentre. 

However, even though fault tolerance continues to be an issue of growing 

concern in cloud and HPC systems, mitigating the impact of failure and providing 

accurate predictions with enough lead time remains a difficult research problem. 

Traditional existing fault-tolerance strategies such as regular check-point/restart 

and replication are not adequate due to emerging complexities in the systems 

and do not scale well in the cloud due to resource sharing and distributed systems 

networks. 

  

In the thesis, a new reliable Fault Tolerance scheme using an intelligent optimal 

strategy is presented to ensure high system availability, reduced task completion 

time and efficient VM allocation process. 

Specifically, (i) A generic fault tolerance algorithm for cloud data centres and HPC 

systems in the cloud was developed. (ii) A verification process is developed to a 

fully dimensional VM specification during allocation in the presence of fault. In 

comparison to existing approaches, the results obtained shows an increase in 

success rate of the VMs, a reduction in response time of VM allocation and an 
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ii 
 

improved overall performance. (iii) A failure prediction model is further developed, 

and the predictive capabilities of machine learning is explored by applying several 

algorithms to improve the accuracy of prediction. Experimental results indicate 

that the average prediction accuracy of the proposed model when predicting 

failure is about 90% accurate compared to existing algorithms, which implies that 

the approach can effectively predict potential system and application failures 

within the system. 
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Chapter 1: Introduction 
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Chapter 1: Introduction 

 

1.1  Background 

Cloud computing is increasingly attracting huge attention both in academic 

research and in industrial initiatives. It has become a popular paradigm and an 

attractive model for providing computing, IT infrastructure, network and 

storage to end users in both large and small business enterprises [1]. The 

surge in cloud popularity is mainly driven by its promise of an on-demand 

flexibility and scalability, without committing any upfront investment in 

implementation, with reduction in operating costs of infrastructure and 

datacentres [2]. The National Institute of Standards and Technology (NIST) 

defines Cloud computing as a model for enabling convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g. 

networks, servers, storage, applications and services) that can be rapidly 

provisioned and released with minimal management effort or service provider 

interaction [3]. Cloud ecosystems can be private, public, hybrid, or even 

community depending on the networking model used in delivering services[4]–

[6]. It relies on sharing resources to accomplish scale, sharing services and 

infrastructure, as its delivery models. 

With the recent development in machine learning, artificial intelligence , cloud-

based high-performance systems, big-data and social networking, the demand 

for additional computational power and resources supported by cloud 

computing platforms has increased, thereby increasing the probability and risk 

of  failure[7]. Hence, the need for a reliable fault tolerant management system 

is very vital to efficiently ensure the smooth running and operations of a 

datacentre infrastructure. In order to achieve and maintain a high level of 

reliability and availability, fault tolerance (FT) becomes an important property 

that must be considered because it allows the system to continue functioning 

correctly in the event of failure. Embedding a fault-tolerant design in a cloud 

architecture allows the system to continue its intended operation even at a 
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reduced level of performance rather than breaking down completely in the 

event of an unexpected failure [5, 6]. 

On the other hand, even though HPC systems have been widely used by 

scientists and researchers to solve advanced high performance computation 

problems, fault tolerance plays an important role in the maintenance of the 

overall system [8].  In real-time large-scale HPC systems in cloud running 

application and services on several number of virtual machines(VMs) or virtual 

nodes1, the system sometimes fails because of varying execution 

environments, removal and addition of system components, or intensive 

workload on the servers [9], [10]. The increase in the number of VMs and 

electronic components, as well as software complexity and overall system 

reliability and availability are some of the key problems which HPC systems in 

cloud must contend with. This has made fault tolerance a major issue of 

growing concern[8]. Therefore, to prevent these, steps need to be taken to 

handle possible failures emerging within a cloud or HPC infrastructures. These 

FT techniques must be designed around the concepts of fault-finding 

principles, such as predicting and evaluating potential system failures, and 

allowing the system to continue its functions at satisfactory levels [1]. Having 

a reliable fault tolerance management design will also minimise the effect of 

failure on the overall performance of the system. Major cloud service providers 

(CSP) like Amazon, Google and Microsoft are constantly working round the 

clock towards designing and developing an improved fault tolerance 

management system. The utilisation of a virtualisation technology in the cloud 

datacentre goes in parallel with an increase in capacity extension and the 

number of servers, where the cloud datacentre provides a virtualisation layer 

and a hypervisor or VMM which sits on the physical machines that host the 

entire virtual machines[11]. Therefore, increasing the utilisation of the 

resources and the complexity inside the datacentre increases the chances of 

failure occurring. Thus, designing a robust and reliable FT management 

                                                           
1 Virtual Machine (VM) and Virtual Node (VN) are used interchangeably in this thesis 
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scheme that will withstand the high complexity of the cloud datacentres is 

necessary. [12],[13], [14].  

The proposed FT approach aims to improve the VM performance by 

implementing a new smart integrated virtualised optimal checkpointing FT 

approach for cloud data centers. Using Cloudsim simulation toolkit, an 

intelligent selection mechanism based on pass rates (PR) of computing 

virtual nodes and a fault manager was developed. The result was an 

optimised infrastructure as a service (IaaS) cloud platform, showing a 

considerable improvement in current research of cloud FT. In addition, the 

algorithm was implemented based on to the configuration of CloudSim 

toolkit and since the ultimate goal is to find out how and when a VM is 

about to fail, effort was made to understand the VM allocation process 

and how it communicates with the Datacentre Coordinator and the Host. 

The selection mechanism and the load balancer are used to identify and 

allocate the proper host to the requested VM, this is done based on the 

success rate and level of performance of the VM[15]. 

Having conducted the host verification and testing process, the proposed 

approach covers all the VM specifications and requirements. So, to prove 

this concept of using the proposed FT policy and to evaluate the obtained 

result in a cloud datacentre based on the VM allocation process, the rate of 

VM failure and the effect of introducing the fault injection module on the 

entire system was examined. This was followed by a performance 

comparison between the proposed FT algorithm and the default VM 

allocation policy available in CloudSim toolkit [16]. The experiment was 

performed over two scenarios namely the time and space shared scenarios 

and six different sub-scenarios. 

Additionally, the problem associated with failure prediction using machine 

learning was investigated by exploring its predictive capabilities and applying 

a number of algorithms to improve the prediction accuracy. The development 

of a failure prediction model using time series and machine learning was 
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presented where a performance comparison-based test was also performed 

on the accuracy of prediction 

Table 1.1 depicts a cloud architecture overview which is made up of the 

deployment models, delivery types and the resources. The deployment 

model is further broken down into four namely: The Private or Internal, Public 

or External, Community and Hybrid cloud.  A private cloud model refers to an 

on-premise cloud which is managed or owned by the organization.  While in a 

public model the cloud environment is publicly accessible and is leased to 

customers. [17]. A combination of both is called the Hybrid cloud model and 

Lastly, a community model also called an outsourced private cloud allows a 

cloud environment to be shared and managed by multiple related 

organizations. [2], [18], [19].  

 

Table 1.1: Cloud Architecture [4] 

 

Deployment 

Models 

Delivery 

Types 

Resources 

 

 

Private Cloud 

 

 

Public Cloud 

 

 

Community 

Cloud 

 

 

Hybrid Cloud 

 

 

Software as a 

Service 

(SaaS) 

Software Applications 

• Web Services APIs 

• Business Applications Packages 

 

Platform as a 

Service 

(PaaS) 

Platform Frameworks 

• Software Development 

Frameworks 

• Storage Packages 

 

 

Infrastructure 

as a 

Service 

(IaaS) 

Virtual Infrastructure 

• Virtual Machines (VMs) 

• Virtual Storage Blocks 

Physical Infrastructure 

• Hardware CPU 

• Disk Memory 

• Bandwidth 
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The delivery type is categorised into three level of essential services offered 

by cloud computing: Each level of service handles fault tolerance at different 

levels of complexity. The first is the Infrastructure as a service (IaaS) which is 

made up of the virtual and physical infrastructure, followed by the platform as 

a service (PaaS) which is made up of the platform frameworks, and then 

software as a service (SaaS) which is made up of the software applications.  

Please note that the proposed approach is applicable to the IaaS delivery 

layer utilising computing hardware resources and the virtualisation 

hypervisor to manage VM instances running on physical servers. 

 

1.2 Research Motivation 

Fault tolerance is one of the leading issues faced by cloud services and HPC 

application[8]. As cloud data centres and HPC systems continue to grow in 

scale and complexity, the risk of failure of VMs and hosts running several 

services and processing large amount of user request increases. The dynamic 

environment of cloud results in various unexpected faults and failures. 

Therefore, the ability of a system to react gracefully to an unexpected event or 

malfunction is known as fault tolerance [20]. With the growing number and 

huge expansion of datacentre infrastructure across the major cloud players 

like Google cloud platform(GCP), Amazon web services(AWS) and Microsoft 

azure[21], [22], the global complexity and risk of failure increases most 

especially when the cloud users use these resources  to handle business-

critical and high computing processes, and where any form of failure have a 

major effect on the system’s performance [23]. Hence, it becomes even more 

challenging to predict potential failures in a datacentre. 

The significance of using   a reliable fault management system to ensure high 

availability and prevent resource failure relates to the reduction of response 

time and an increase in overall performance of the datacentre. One of the most 

common problems  in cloud is failure to deliver its function, either by software 

or hardware failures [24], [25]. The service tasks executing over the cloud 
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virtual machines have large time spans of a few days or months, running long 

tasks or jobs. Failure on these long or medium running jobs bring threats to 

fulfilment of Service Level Agreement (SLA) contracts and delays in job 

completion times to perform computational processes [1], [12]. 

Consequently, this also slows down the datacentre system response time with 

respect to the VM queries and even increases the risk of failure of the VMs. 

The importance of using a reliable FT management policy as a non-

conventional and intelligent technique through the use of virtualisation leads to 

the  reduction in response time of the datacentre and improved performance 

[14]. This is particularly important as current strategies are based on traditional 

techniques such a checkpoint/restart and replication which are not 

effective[26]. In order to achieve robustness and dependability, failure should 

be assessed and handled effectively and the design and implementation of an 

efficient methodology and algorithms for VM allocation, provisioning and 

scheduling of the resources is paramount [27]. 

Another reason why It is imperative to prevent failures emerging within the 

system is to prevent financial losses as a result of downtime. For example In 

2011, Microsoft Cloud service outage lasted for 2.5 hours [28] and Google 

Docs service outage lasting for an hour. These was caused as a result of 

memory leaks due to a software update [29], costing both business millions of 

dollars. Similar reports were witnessed by Gmail services down for about 50 

minutes, Amazon Web services for 6 hours, while Facebook’s photos and 

“likes” services were down costing customer satisfaction[30]. Multiple business 

hosting their websites, such as with GoDaddy, suffered 4 hours downtime 

affecting 5 million websites [28].  

The main objective of a computational cloud platform is to execute user 

applications or jobs, where users submit their jobs to the service provider (SP) 

along with a Quality of Service (QoS) requirement. These requirements may 

include job deadlines, required resources for job and the needed platform. The 

SP submits a task to the cloud controller and the scheduler allocates each job 

to a suitable, available and reliable resources. Depending on the type of fault 

http://mathworld.wolfram.com/Computation.html
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and FT policies, several fault tolerance technique can be used [10], [20], [28], 

[31], [32] [33], [34], such as Reactive Fault Tolerance policy, which reduces 

failure effects when they occur on application execution and Proactive Fault 

Tolerance policy, which avoids fault recovery by predicting and proactively 

replacing the suspected faulty components. In a  fault-free scenario, results of 

successful jobs are returned to users after job completion. If there are failures 

during the job execution, then the cloud fault manager is informed, and the job 

is rescheduled on another virtual machine resource to re-execute the job from 

the last successful checkpoint. This results in more time consumed for the job 

than expected, risking the QoS not being satisfied.  

Another important issue is the problem of job completion time, to address this 

issue, the pass rate optimised selection technique is integrated with a job 

checkpointing mechanism in the SFS approach. Here the partially completed 

job from the last checkpoint saved checkpoint is restored rather than re-

starting the job. This greatly decreases the system re-computing time. 

However, we recognize a few drawbacks of checkpointing mechanism, such 

as performing identical processes regardless of stable resources, higher 

checkpoint overhead to store entire system running states and inappropriate 

checkpointing that cause delay in job execution. Commonly used 

checkpointing mechanisms are discussed in [35][36], however in real-time 

computational cloud  environments, there are cases where resources satisfy 

QoS requirements (partial pass scenario) but are not selected because the 

load balancers assign tasks to virtual machines based on highest pass rate in 

job execution. To address these problems, our optimised selection technique 

selects only virtual machines with successful status check and successful task 

time limit checker. Further components such as load balancers, fault tolerance 

engine, firewalls and networking services are utilised by cloud datacenters to 

help manage and regulate fault tolerance strategies in the cloud model [2], 

[37]. Many fault tolerance strategies have been designed to reduce the effect 

of failure[8], [31], [38],[39] –[40], but in this thesis an optimised fault tolerance 

strategy in real time cloud environment is proposed to increase system 
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availability, reduce the service time and enhanced rapid and efficient recovery 

from faults.  

In a related development, during the course of our research we explored the 

opensource solution by setting up a test-bed for a proof of concept (POC) 

purposes. Coming from an academic environment, open source solutions are 

mainly used and preferred because of interchangeability between different 

organizations and proprietary software requiring funds, which is one of the 

major challenges. We selected the OpenStack solution and conducted a POC 

experiment because it is still under active development, supported by many 

companies [41]. It also supports cloud solutions for small enterprises, which 

can then scale up or down as required. Due to space constrain, all the details 

about OpenStack experiment and comparative analysis of other opensource 

tools that was conducted has not been included in this thesis. But a few details 

of the published work, the deployment and comparative analysis can be found 

in (Appendix-1, Appendix-2 and Appendix 3). 

As earlier stated, the approach in this thesis applies to the IaaS cloud service 

delivery model utilising the computing hardware resources and the 

virtualization hypervisor that can manage virtual machine instances running on 

a physical server. Further components such as the load balancers, fault 

tolerance engine, firewalls and networking services can be utilised by cloud 

datacentres to help manage and regulate fault tolerance strategies in a cloud 

environment [2], [37]. 

 

1.3 Research Questions 

The aim of this research is to develop an integrated virtualised fault 

tolerance strategy for cloud datacentres and HPC systems, mainly 

improving the response time, success rate and the overall performance of 

the system. To achieve these goals in that regard the novel research 

questions were proposed as follows: 
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• Research Question 1 (RQ-1): What is the effect of a virtual machine 

failure on the overall performance in a cloud or HPC system and how 

can the impact of VM node failure be evaluated? 

• Research Question 2 (RQ-2): Will employing a robust, proactive 

and adaptive technique within the FT mechanism improve the 

response time and performance of the system in the presence of 

fault? 

• Research Question 3 (RQ-3):  Can failure prediction models be 

used to avoid failure recovery, reduce checkpoint overhead and 

increase the performance of the VMs running the system services 

and applications? 

Answers to these questions are vital to achieve the aim of this research 

therefore, three main experiments were conducted to find out these 

answers: 

Experiment I:  Evaluation of the Fault Tolerance Mechanism - Evaluates the 

FT strategy’s improvement of the rate of failure and success of the virtual 

nodes over the strategy proposed in other existing approaches. Performed 

an experiment to prove that fault tolerance is achieved by providing high 

availability depending on cloud user requests to successful virtual machines 

(VMs) using the proposed algorithm. Experiment was conducted to prove the 

viability of the proposed approach through quantitative analysis and 

performance comparison with existing methods. The approach was validated 

using simulation to give details of successful performance in failure scenarios. 

Experiment II: The Impact of VM Failure on the system performance under 

injected fault - Conducted and experiment to demonstrate that the Pass 

rate, Failure rate, sensitivity and prediction accuracy can evaluate the 

impact of node failure on the cloud or HPC infrastructure.  An algorithm 

testing and implementation was performed, as well as validation of the 

proposed approach by introducing a fault injection module and conducting 

a performance comparison over six different scenarios. This was based on 
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the response time, rate of failure of the VMs, highest success rate and the 

overall performance in the presence of fault. 

Experiment III: Integrated virtualised hybrid checkpoint strategy- 

Investigates and perform an analytical modelling of the system to improve 

the checkpoint mechanism to achieve a balance between the checkpoint 

overhead and application recovery time thereby reducing the effect of 

failure. It explores the predictive capabilities by applying five machine learning 

algorithms to improve the accuracy of failure prediction. It also presents the 

development of a failure prediction model using time series and machine 

learning where a performance comparison-based test was performed on the 

prediction accuracy. It investigates which of the developed machine learning 

algorithm yields the best result in terms of performance, rate of failure and 

prediction accuracy. 

 

1.4  Aims and Objectives 

The aim of this work is to develop an effective fault tolerance management 

system on the virtual machines by providing high availability in a cloud 

environment using a proactive optimised approach, checkpoint mechanism, 

machine learning and a robust fault tolerance approach for cloud data 

centers ensuring acceptable quality of service (QoS). 

The main objectives of this thesis are as follows: 

1. To develop an efficient smart fault tolerance approach for cloud 

datacentres, using the pass rate of computing virtual nodes, decision 

mechanism algorithm and a fault manager by applying an optimised 

checkpoint strategy in a virtualised environment.  

2. To provide reliable fault tolerance scheme by developing a 

framework, implementing the associated algorithms and testing the 

proposed solution through simulations. 
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3. To test, validate and compare the performance of the proposed fault-

tolerance management strategy with the default existing algorithm 

using CloudSim simulation toolkit in the presence fault injection 

module.  

4. To conduct a performance comparison of existing approaches with 

the proposed strategy and to validate through experimental results 

and mathematical models using Cloud simulation toolkit as a cloud 

simulator. 

5. To develop an effective failure prediction model using time series and 

machine learning utilising real data from a HPC data center 

infrastructure, and evaluating the experimental results through 

support vector machine (SVM), random forest (RF), k-nearest 

neighbours(k-NN), linear discriminant analysis (LDA) and 

classification and regression trees (CART). 

 

1.5 Contributions and Selected Publications 

In addressing these fundamental research problems, this thesis makes the 

following key contributions in the field of cloud computing and HPC 

systems.  

1. Proposed a fault tolerance framework for cloud datacentres and HPC 

systems that can be used to build a reliable and efficient system by 

providing high availability depending on cloud user requests to 

successful virtual machines (VMs) using the proposed intelligent FT 

algorithm. 

2. Developed an integrated virtualised failover strategy for cloud data 

centers, overall reducing the system service time, VM allocation time 

and improving the overall system performance. We validate our 

algorithm by injecting fault and comparing it with the default 

CloudSim algorithm. 

3. Proposed a proactive fault tolerance approach by developing an 

algorithm and proving the viability of the proposed approach through 
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quantitative analysis and performance with existing methods. To 

further validate the strategy using simulation to give details of 

successful performance in failure situations. 

4. Developed an effective failure prediction model using time series and 

machine learning utilising real data set from an HPC data center 

infrastructure, evaluating the experimental results and performing a 

comparison-based tests on the prediction accuracy. 

 

This thesis is based on the summary of the following academic publications 

and other new unpublished studies. 

1.5.1 Journal Publications: 

1- Bashir Mohammed, Mariam Kiran, Kabiru M. Maiyama, Mumtaz M. 

Kamala, Irfan-Ullah Awan; Failover strategy for fault tolerance in cloud 

computing environment, Software: Practice and Experience 2017 

DOI:10.1002/spe.2491, ISSN:00380644, April 2017. 

2- Bashir Mohammed, Irfan-Ullah, Hassan Ugail, Yoonas Mohammad; 

Failure Prediction using Machine Learning in a Virtualized HPC System 

and application. Cluster Computing special issue 2018. (Accepted for 

publishing by Springer International Publishing AG) 

3- Bashir Mohammed, Babagana Modu, Kabiru. M. Maiyama, Hassan 

Ugail, Irfan Awan, Mariam Kiran. Failure Analysis Modelling in an 

Infrastructure as a Service (Iaas) Environment, ELSEVIER Electronic 

Notes in Theoretical Computer Sci, Vol. 340, Pages 41-54, 

ISSN15710661, Oct 2018. 

 

1.5.2 Conference Papers: 

1- Bashir Mohammed, Mariam Kiran; Analysis of Cloud TestBeds using 

OpenSource Solutions, The 3rd International Conference on Future 

Internet of Things and Cloud (FICLOUD 2015), Rome, Italy, August 

2015. 
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2- Bashir Mohammed, Mariam Kiran, Irfan-Ullah Awan; Optimising Fault 

Tolerance in Real-Time Cloud Computing IaaS Environment. The 4th 

International Conference on Future Internet of Things and Cloud 

(FICLOUD 2016), Vienna, Austria, August 2016. 

3- Bashir Mohammed, Mariam Kiran, Irfan-Ullah Awan; An Integrated 

Virtualized Strategy for Fault Tolerance in Cloud Computing 

Environment. The 16th IEEE International Conference on Scalable 

Communication and Communication (SCALCOM 2016), Toulouse, 

France, July 2016. 

4- Hussaini Adamu, Bashir Mohammed, Andrea Cullen, Irfan-Ullah 

Awan,Hassan Ugail, Ali Bukar Maina; An approach to failure prediction 

in a cloud-based environment. The 5th International Conference on 

Future Internet of Things and Cloud (FICLOUD 2017), Prague, Czech 

Republic, August 2017. 

5- Mariam Kiran, Haroon Mir, Bashir Mohammed, Ashraf Al Oun, Kabiru 

Maiyama; Agent-based Modelling as a Service on Amazon EC2 

Opportunities and Challenges, 8th IEEE/ACM International Conference 

on Utility and Cloud Computing (UCC 2015), Limassol, Cyprus. 

6- Kabiru M. Maiyama, Bashir Mohammed, Demetres Kouvatsos, 

Mariam Kiran, Mumtaz M. Kamala, Performance Modelling and 

Analysis of an OpenStack IaaS Cloud Computing Platform. The 5th 

International Conference on Future Internet of Things and Cloud 

(FICLOUD 2017), Prague, Czech Republic, August 2017. 

7- K. M. Maiyama A. P. Namanya, B. Mohammed, M. Kiran, M. A. 

Kamala, D. D. Kouvatsos. Analytical Performance Evaluation of 

OpenStack IaaS Cloud Using M/M/1 and M/M/c Queues. 32nd Annual 

UK Performance Engineering Workshop & Cyber Security Workshop 

(UKPEW & CyberSecW - 2016). 

 

 

https://ieeexplore.ieee.org/abstract/document/8114483/
https://ieeexplore.ieee.org/abstract/document/8114483/
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1.5.3 Technical Report: 

1- Bashir Mohammed, M Kiran; Experimental Report on Setting up a 

Cloud Computing Environment at the University of Bradford. Cornell 

University Library arXiv.org>cs>arXiv: 1412.4582. 2014. 

2- Bashir Mohammed, S Moyo, K.M Maiyama, S. Kinteh… Technical 

Report on Deploying a highly secured OpenStack Cloud Infrastructure 

using BradStack as a Case Study. arXiv preprint arXiv:1712.09152, 

2017. 

 

1.6 Thesis Outline 

The rest of this thesis is structured into six chapters. Each chapter covers 

one main topic of this thesis which is a free-standing unit that can be read 

independently from other chapters. This first chapter gives a background 

and introduce some the research motivation and problem context, then it 

states the aims, objectives and contributions of the thesis to the field. The 

remainder of this thesis is organised as follows: 

Chapter 2 reviews some related work using CloudSim toolkit and some of 

the relevant existing research studies on fault tolerance in a cloud 

environment as well as failure prediction using machine learning. It 

concentrated on those closely related to the proposed work. It also presents 

an overview of some fault tolerance methods in cloud system which include 

a reactive and a proactive fault tolerance method. It then gave a brief about 

virtualization and the concept of OpenStack. 

Chapter 3 presents a full review of CloudSim simulation toolkit and its 

components, an overview of its core features, algorithm testing and 

implementation, as well as validation of the proposed FT strategy by 

introducing the fault injection module and a comparison study over six 

different scenarios. In addition, this chapter also answers some vital 

questions such as why we performed a simulation-based experiment rather 

than a Test-Bed? What is the novelty of CloudSim toolkit especially for fault 
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tolerance in a typical cloud environment? Algorithm performance 

comparison in a much larger and complex environment as well as testing 

for scalability validation is also presented in this chapter.  

Chapter 4 presents the fault tolerance architecture, use case scenarios and 

working the model. It also introduces a smart failover strategy given a 

mathematical relationship based on an optimised checkpoint restart approach 

using the Reward renewal process theorem. Other use case scenarios were 

also looked at as well as the performance comparison of the proposed strategy 

and existing approach using the Average Percentage Relative Error (APRE), 

Average Absolute Percentage Relative Error (AAPRE) and Standard deviation 

(SD). 

Chapter 5 presents the related background of failure prediction using various 

strategies and algorithm, as well as the architecture and a complete 

methodology of the research which include; the development of a predictive 

failure model using time series and machine learning. It introduces the 

predictive capability of machine learning by applying several algorithms to 

improve the accuracy of failure prediction. Furthermore, it shows how we 

developed a failure prediction model and performed a comparison-based test 

on the prediction accuracy. Some of the algorithm that were considered 

include: The Support Vector Machine (SVM), Random Forest (RF), k-Nearest 

Neighbours (KNN), Classification and Regression Trees (CART) and Linear 

Discriminant Analysis (LDA). 

Chapter 6 summarises the conclusion of this thesis and recommends a future 

research direction.
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Chapter 2: Literature Review 

 

2.1  Introduction  

This chapter introduces some related research works to the context of this 

thesis. Firstly, a review of CloudSim simulation toolkit is presented, this is 

followed by recent studies on fault tolerance in a cloud environment and failure 

prediction using machine learning techniques. Then a general overview on 

some of the existing fault tolerance methods is presented. However, the 

context of the first and second part of this thesis is evaluated through the 

CloudSim toolkit as presented in Chapter 3, while the third part’s preliminary 

analysis and machine learning modelling was evaluated using R programming 

version 3.4.1 machine. For this reason, this chapter focuses on the related 

works, which are evaluated through the Cloudsim simulation toolkit and briefly 

introduces OpenStack and some of its related works. 

2.2 A Review of CloudSim’s Toolkit Related Work  

This section discusses some of the related work of the thesis context. This 

include fault tolerance approaches around VMs allocation and placement 

algorithms which employed the CloudSim[15] toolkit as a cloud platform to 

simulate, evaluate and minimise the potential effect of failure by improving 

these algorithms and policies over the allocation process cloud datacentres. 

The authors in [42] proposed a proactive re-replication strategy using 

CloudSim that uses predicted CPU utilization, predicted disk utilization, and 

popularity of the replicas to perform re-replication effectively while ensuring all 

the server workloads are balanced. Their approach considers both reliability of 

a data block and performance status of nodes in making decision for re-

replication. Even though their proactive approach maintains the balance of 

resource utilisation, but it failed to consider applying prediction methods that 

can give high prediction accuracy.  

Both the authors in  [43] and [44] propose a mechanism for efficient virtual 

machine provisioning in Cloud data centres using CloudSim as a simulation 
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platform. Their proposed mechanism attempts on one hand to minimise the 

number of active hosts, thus keeping energy consumption at low levels, and 

on the other hand reduce the number of consequent virtual machine (VM) 

migrations, as well as the occurrence of service level agreement violations but 

did not consider failure occurrence in VMs within a cloud infrastructure. 

The authors in [45] introduced a  dynamic load balancing techniques for cloud 

environment in which RAM/Broker (resource awareness module) proactively 

decides whether the process can be applied on an existing virtual machine or 

to a different virtual machine .They proposed a mechanism which proactively 

decides the load on virtual machines and according to the requirement either 

creates a new virtual machine or uses an existing virtual machine for assigning 

the process, but failed to consider high performance computing environments 

over the cloud in which the computation intensive applications or any scientific 

application will be executed. 

The authors in  [46] proposed a novel fault detection and mitigation approach. 

Their novelty of approach lies in the method of detecting the fault based on 

running status of the job. Using CloudSim simulation toolkit their proposed 

detection algorithm periodically monitors the progress of job on virtual 

machines (VMs) and reports the stalled job due to failed VM to fault tolerant 

manager (FTM). Even though their performance analysis reveals the 

effectiveness of the proposed approach but only considers a reactive type of 

fault.  The authors in [47] propose a combination of fault tolerance algorithms 

EIPR and SBA(Seed Block Algorithm). Their proposed EIPR algorithm 

implements the technique of task replication across multiple clouds and 

ensures a backup recovery process is implemented through SBA algorithm. 

Using CloudSim simulation toolkit they implement the concept of replication of 

tasks to increase the chance of resource allocation. 

The authors in [33] proposed a model that tolerates faults by using replication 

and resubmission techniques. Using CloudSim their model selects the best 

virtual machine depending on the reliability assessments. They compare their 
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proposed model with another model that use replication and resubmission and 

they evaluate their experiments using CloudSim simulator. The authors claim 

that their model provide a better performance compared with the traditional 

replication and resubmission approaches. The authors in [48] propose a real-

time fault-tolerant scheduling algorithm with rearrangement (RFTR) in cloud 

systems. Using CloudSim they perform some experiments and Compared with 

approach with the existing scheduling algorithm FESTAL, and they claim that 

the RFTR dynamically rearranges the execution orders of tasks, and it shows 

an excellent performance in both task schedulability and resource 

conservation. But their work failed to consider the prediction side of fault-

tolerance. 

The authors in [49] proposed a  Fuzzy min max Neural Network classification 

approach to predict virtual machine failure by monitoring the deteriorating 

status of virtual machines. A minimum distance based KNN classifier is used 

in classifying the overlapped hyper box. They claim their experimentation 

results obtained by simulation proves that virtual machine failures can be 

anticipated in advance and after a failure is predicted, a decision is made to 

do a migration from a deteriorating node to a spare node.  

The authors in [50] proposed an approach which uses a smart checkpoint 

infrastructure for cloud computing tasks. The checkpoints are stored in 

alternative already paid VMs which allows resuming a task execution faster 

and cheaper after a node crash occurs. They claim that their experimental 

results show the effectiveness of the proposed strategy in term of energy 

consumption, SLA (System Level Aggregation) violation, and reliability 

The authors in  [51]  proposed a novel scheduling algorithm based on fault 

recovery mechanism named fault recovery-based DLS algorithm. Their aim 

was to reduce the failure probability of task scheduling. Using Cloud simulation 

toolkit, they claim their experimental results confirm that fault recovery 

mechanism can meet the reliability requirements of cloud computing 

infrastructures and the proposed algorithm can effectively ensure trustworthy 
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execution of tasks. The authors in [52] proposed a simulator based on 

CloudSim and DynamicCloudSim which  obtains performance related 

information from the cloud and classifies the status of the hardware using a 

neural network. At specified stages, they applied various aggregation methods 

to the windowing vector to obtain a single vector that is fed as input to the 

trained classification algorithm. They claim their result can successfully predict 

host failure in the cloud with roughly 89% accuracy. 

In the next section a taxonomy of the existing fault tolerance methods which 

includes the recent studies in fault tolerance and machine learning is 

presented. 

2.3 Recent Studies on Fault Tolerance in a Cloud environment 

Recent studies have analysed fault tolerance in cloud & grid computing [6], 

[12], [25], [28], [40], [53], [54]–[56], and more broadly in the area of fault 

tolerance for standard real time systems [8], [9], [53] [13], [29], [40], [57]–[60], 

but very few works have addressed the issues of smart fault tolerance 

strategies in cloud environment in relation to high system availability. Various 

researchers have provided FT solutions specific to certain cloud delivery 

models by focusing on either high availability frameworks, using virtual nodes 

for fault prediction or using user defined APIs to help optimize the cloud 

performance even in faulty situations.  

For instance, Tchana et al. [6] analysed the implementation of fault tolerance 

by focusing on autonomic repair. The authors claim that in most current fault 

tolerance approaches, faults are exclusively handled by the provider or the 

customer which leads to partial or inefficient solutions, while a collaborative 

solution are much more promising. They demonstrated this with experiments 

on collaborative fault tolerance solutions by implementing an autonomic 

prototype cloud infrastructure. Additionally, Kaur et al. [40] examined the 

implementation of fault tolerance in a complex cloud computing environment 

with a focus on first come first serve (FCFS) and shortest-job-first (SJF) along 

with misses per instruction on large (MPIL) method with fault tolerance 
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property. Their proposed algorithm works for reactive fault tolerance among 

the servers and reallocating the faulty servers task to the new server which 

has minimum load at the instant of the fault cloud infrastructure that we 

prototyped. It also includes algorithm comparison between misses per 

instruction (MPI) and MPIL. 

Further works by Singh et al [61] presented an approach for providing high 

availability to the requests of cloud clients by proposing failover strategies for 

cloud computing using integrated check pointing algorithms and 

implemented the strategies by developing a cloud simulation environment 

which can provide high availability to clients in case of failure/recovery of 

service nodes. They conducted a comparison of developed simulator with 

existing methods and concluded that the purposed failover strategy will work 

on application layer and provide highly availability for PaaS architectures. 

Kong et al. [57] analysed the performance, fault-tolerance and scalability of 

virtual infrastructure management systems with three typical structures, 

including centralized, hierarchical and peer-to-peer structures, giving a 

mathematical definition of the evaluation metrics using quantitative analysis 

for enhancing performance, fault-tolerance and scalability. 

Addressing high availability, Jung et al. [62] provided an enhanced solution 

to this classical problem of ensuring high availability by maintaining 

performance, by regenerating software components to restore the 

redundancy of a system whenever failures occur. The authors achieved an 

improved availability by smartly controlling component placement and 

resource allocation using information about application control flow and 

performance predictions from queuing models, ensuring that the resulting 

performance degradation is minimized. The authors concluded that their 

proposed approach provided a better availability and significantly lower 

degradation of system response times compared to traditional approaches. 

An alternate approach by Shen et al. [23] proposed a mechanism called 

Availability-on-Demand (AoD) which consisted of an API that allowed 

datacentre users to specify availability requirements and uses an availability 
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aware scheduler that can dynamically manage computing resources based 

on user-specified requirements. Their mechanism operates at a level of 

individual service instance, thus enabling fine-grained control of availability. 

While the authors argued that AoD mechanism can achieve high availability 

with low cost, the approach is extremely high in resource intensive. Another 

similar approach of dynamically adapting based on parameters, Chtepen et 

al. [63] introduced several information units on grid status, to provide high job 

throughput in the presence of failure while reducing the system overhead. 

They presented a novel fault-tolerant algorithm combining check pointing and 

replication and evaluated it in a grid simulation environment called Dynamic 

Scheduling in Distributed Environments (DSiDE). From their obtained 

experimental results, they concluded that the adaptive approach can 

considerably improve system performance, while the solutions depend on 

system characteristics, such as load, job submission patterns and failure 

frequency. Das et al. [64] proposed a virtualization and fault tolerance 

technique to reduce the service time and increase the system availability. 

The authors used a Cloud Manager module and a Decision Maker in their 

scheme to manage virtualization and load balancing and also handle faults. 

By performing virtualization and load balancing, fault tolerance was achieved 

by redundancy and fault handlers. Their technique was mainly designed to 

provide a reactive fault tolerance where the fault handler prevents the 

unrecoverable faulty nodes from having adverse effect. 

Addressing optimization methodologies in fault situations, Elliott et al. [65] 

proposed a model and analysed the benefit of C/R in coordination with 

redundancy at different degrees to minimize the total wall clock time and 

resources utilization of HPC applications. They carried out an experiment 

with an implementation of redundancy within the MPI layer on a cluster and 

the results confirmed the benefit of dual and triple redundancy showing a 

close fit to the model. Yanagisawa et al. [27] proposed a mixed integer 

programming approach that considered the fluctuations of resource demands 
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for optimal and dependable allocation of VMs by allocating VMs successfully 

in a cloud-computing environment.  

Israel et al. [66] modelled an offline optimization problem and presented a bi-

criteria approximation algorithm by presenting a much simpler and practical 

heuristic based on a greedy algorithm. They evaluated the performance of 

this heuristic over real datacentre parameters and showed that it performs 

well in terms of scale, hierarchical faults and variant costs. Their results 

indicated that their scheme can reduce the overall recovery costs by 10-15%, 

compared to currently used approaches, by showing the cost aware VM 

placement may further help in reducing expected recovery costs, as it 

reduces the backup machine activation costs. Parveen et al. [53] proposed a 

model called high adaptive fault tolerance in real time cloud computing 

(HAFTRC), based on computing the reliabilities of the virtual machines based 

on cloudlets, using million instructions per second (mips), RAM and 

bandwidth. In this approach, if there are two virtual machines, both having 

the same reliabilities values, then the winning machine is chosen based on 

the priority assigned to them. 

Using parameters for optimizing behaviour, Malik et al. [9] proposed a fault 

tolerance model for real time cloud computing, where the system would 

tolerate the faults and then makes the decision on the basis of reliability of 

the processing nodes or virtual machines. They presented a metric model for 

the reliability assessment where they assessed the number of times a 

decrease in reliability occurred compared to the number of times an increase 

happened. This proposed technique was based on the execution of design 

diverse variants on multiple virtual machines, and by assigning reliability to 

the results produced variants. The main essence of their proposed technique 

is the adaptive behaviour of the reliability weights assigned to each 

processing node by adding and removing nodes on the basis of reliability. 

Further work by Egwutuoha et al. [8] presented a Proactive Fault Tolerance 

approach to HPC systems in the cloud to reduce the wall clock execution 

time in the presence of faults. Their algorithm did not rely on a spare node 
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for failure prediction and their experimental results, obtained from a real cloud 

execution environment, showed that the wall clock execution time of the 

computation-intensive applications can be reduced by as much as 30% with 

the frequency of check pointing reduced to 50% compared to current FT 

approaches. Further work by the authors [10] presented a fault tolerance 

framework using a process level redundancy (PLR) technique to reduce the 

wall clock time of the execution of computational intensive applications. Other 

researchers such as Okorafor [58] also used HPC on the cloud by using 

Message Passing Interface (MPI) and using check pointing for VMs. Using 

simulations show that the proposed approach compares favourably with the 

native cluster MPI implementations. Using this technique of record and 

playback, Kim et al. [60] proposed a two node selection scheme, namely 

playback node first and playback node first with prefetching, that can be used 

for a service migration-based fault-tolerant streaming service. Their proposed 

scheme demonstrated that the failure probability of a node currently being 

served is lower than that of a node not being served. 

Following from the various traditional approaches, this paper proposed a new 

model based on a smart fault tolerance approach in real time cloud 

applications for running virtual machines. Using the techniques based on 

parameters being optimized, we apply a selection rate process approach, 

where a virtual machine or node is selected for computation on the basis of 

its previous pass rate and overall task service time. If the VM does not show 

good performance, it can be deselected from the list of available VMs. This 

technique does not need to have a record and playback strategy because 

the guarantee of successful service completion is given by the initial 

decisions made at deployments of the service in the VMs. This technique of 

using the Smart Fail-over strategy has been validated through quantitative 

and experimental results by simulations for testing performance for success 

in four scenarios –partial, full pass and partial, full fail situations for fault 

tolerance in cloud environments. These results have been analysed against 

the traditional approaches to see how well the cloud environment repairs and 
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manages to fulfil the service completion tasks.  Chapter 5 discusses the 

details of the approach. 

2.4 Recent Studies on Failure Prediction using Machine Learning  

Failure prediction using machine learning techniques in a large-scale 

distributed high-performance cloud system has gained enormous attention in 

recent times, and a lot of research has been conducted in this area. However, 

very few works have attempted to fully analyse and predict high performance 

cloud system data empirically using a failure-in-production real-time data. The 

authors in [67] have made a good attempt to analyse the failure data of a large-

scale production Cloud environment consisting of over 12,500 servers, which 

includes a study of failure and repair times and characteristics for both Cloud 

workloads and servers, but they never looked at the failure correlation between 

workload intensity and size of the system respectively. The author in [68] 

developed a machine learning approach for predicting individual component 

times until failure which they reported it as far more accurate than the 

traditional MTBF approach. Their algorithm was built to be able to monitor the 

health of 14 hardware samples and notify them of an impending failure well 

ahead of actual failure, providing adequate time to fix the problem before 

actual failure occurred. But the only drawback was that their model has not 

been trained on a module with real time failure. Hence, there is no assurance 

that this model will predict failure accurately and the data they used has not 

been made publicly available. While the authors in [69] introduced a new 

system failure prediction method using Support Vector Machines (SVM) based 

on the information contained in log files, where their proposed approach takes 

advantage of the sequential nature of log messages and determines which 

sequence of messages are precursors to failure. The author in [70] analysed 

failure data that has been collected over the past 9 years at Los Alamos 

National Laboratory and includes 23000 failures recorded on more than 20 

different systems, mostly large clusters of SMP and NUMA nodes. They 

studied the statistics of the data, including the root cause of failures, the mean 

time between failures and the mean time to repair, but they never applied any 
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prediction techniques. Authors in [71] analysed the empirical and statistical 

properties of system errors and failures from a network of nearly 400 

heterogeneous servers running a diverse workload over a year. Their results 

show that the system error and failure patterns are comprised of time-varying 

behaviour containing long stationary intervals. These stationary intervals 

exhibit various strong correlation structures and periodic patterns, which 

impact performance but also can be exploited to address such performance 

issues. Authors in [72] characterises the hardware reliability of Cloud 

datacentres from a number of data sources, but failed to analyse the failure of 

workloads and did not utilised a publicly available dataset in their experiment. 

Kavulya et al. [73] present workload failure characteristics from a production 

MapReduce supercomputing cluster, but this work is confined to MapReduce 

type jobs and does not consider workload repair or server failure 

characteristics. They also did not utilise publicly available dataset in their work. 

In [74], they used Bayesian network to predict failure probabilities. While the 

research seamed interesting, they did not disclose the dataset they used, thus 

making it hard to compare other Machine Learning (ML) Algorithms to their 

proposed model. Authors in  [75] used an ensemble classifier to achieve hard 

drive failure prediction on a cloud infrastructure. The data they conducted their 

work on was acquired through two sources, Windows performance counts and 

Self-Monitoring, Analysis and Reporting Technology. This research closely 

resembles the intended work. However, they only considered hard disk failure 

in the cloud architecture while business systems rely on other components and 

not only hard drive. Rather a host of Hardware (such as: CPU, Disk, DIMM, 

Cable. etc) Recently, the authors in  [76] used data acquired from cycles to 

predict Integrated Circuit (IC) failures. As in the case of [75] they also 

considered only one Hardware failure occurrence. They analysed fourteen 

(14) hardware samples. Our proposed approach is to use publicly available 

hardware dataset using time series and machine leaning (ML) algorithms to 

predict potential failure of all he system component and applications. contrary 

to most of the state- of- the art research, we decided to use a public dataset 
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so that other researchers in the field can compare their outcome with our 

proposed model and obtained results. Furthermore, in this work we are not 

limiting our experiments to a single system or application component failure, 

rather we attempt to predict several failures across the entire infrastructure. 

For more comprehensive review on other literatures the reader is referred to 

[77]–[83][81]–[85]. 

2.5 Overview of Fault Tolerance Methods in Cloud systems 

Fault Tolerance is the property that enables a system to continue operating 

properly in the event of the failure of one or some of its components[20]. Fault 

tolerance is particularly sought after in High-Availability or Life-Critical 

Systems. A fault-tolerant design enables a system to continue its intended 

operation, possibly at a reduced level, rather than failing completely whenever 

a failure is experienced in the system [7]. 

The term is most commonly used to describe computer systems designed to 

continue more or less fully operational with perhaps a reduction in throughput 

or an increase in response time in the event of some partial failure. In essence, 

the system is not halted due to problems either in the hardware or software 

and the entire system’s reliability is not compromised easily [86].  

One of the most common challenge in cloud is failure, such as software or 

hardware failure. The number of virtual machines (nodes) and physical servers 

involved in the cloud runs into hundreds of thousands of servers which 

increases the probability and risk of failure. The jobs executing over the cloud 

may have a time span that may evolve for few days. The consequence of 

failure on long or medium running jobs executed over the cloud may have a 

time space which might have evolved for a few days, this can result to 

threatening the fulfilment of Service Level Agreement contract and a time lag 

in the time required to perform a computational process[1], [12].For example, 

if a task in cloud requires 60 minutes to run a complete computing cycle, and 

after 57 minutes the node or virtual machine executing the task fails, there will 

be a delay of almost one hour of execution time which might result in Service 
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level agreement violation. One way to deal with such problem is to execute a 

backup process on a different system for each primary process [1].  

There are various types of fault that might occur within these levels of 

services in a cloud computing environment. Depending on the type of 

fault and FT policy, several fault tolerance technique can be employed 

[87],[20], [21]. However, in this thesis, fault tolerance management types 

are classified into the following three categories, namely, ReActive Fault 

Tolerance (RFT), Proactive Fault Tolerance (PRT) and Resilient Fault 

Tolerance (ResFT). 

2.5.1 Reactive Fault Tolerance (RFT) Method 

A Reactive Fault Tolerance (RFT) policy reduces the effect of failures when 

they occur on application execution. The main aim is to make the system 

robust and to guarantee the execution of jobs[88]. The following types of 

techniques based on the reactive fault tolerance policy. 

2.5.1.1 Job Migration  

This is a technique commonly implemented using the HAProxy. Whenever 

a failure occurs during task execution, the task process can be migrated to 

another machine automatically[29]. 

2.5.1.2 Replication  

This can also be executed using tools like Hadoop and Amazon EC2 [22].It 

is a process where various tasks replicas are run on different resources, so 

that at any point in time a failure occurs, a replicated task replica is always 

available to enable the execution process continues without breaking down. 

2.5.1.3 Checkpoint/Restart  

 This is an efficient task level fault tolerance technique for long running and 

high performance computing applications[89]. Whenever there is a system 

failure, the system is designed to be restarted from the last saved 

successful check pointed state instead of starting from the beginning[56]. 
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2.5.1.4 Rescue workflow  

This is a process where a workflow is designed to continue operating 

normally even in the event of task failure until it becomes impossible for the 

system to move forward without catering the failed tasks[4]. 

2.5.1.5 Task Submission  

This is a technique that is mostly widely used in current scientific workflow 

systems. It is designed such that, wherever a task failure is detected, the 

task is resubmitted either to the same or a different resource at runtime[4]. 

2.5.2  Proactive Fault Tolerance (PFT) Method 

A Proactive Fault Tolerance (PFT) approach avoids recovery from faults, 

errors and failure by predicting them and effectively replacing the suspected 

faulty components[49]. The following are some examples. 

2.5.2.1 Software Rejuvenation  

This is a technique that programs the system for periodic reboots, whereby 

the system is restarted with a clean state[90]. 

2.5.2.2 Self-Healing  

This is a technique used when multiple instances of an application are 

running on multiple virtual machines. It is designed to automatically handle 

failure of application instances[91]. 

2.5.2.3 Preemptive Migration  

This technique replies on the principle of feedback-loop control mechanism 

where a system’s application is continuously analyzed and monitored[8], 

[28]. 

2.5.2.4 SGuard 

The SGuard technique is specifically meant for video streaming systems. It 

enables a real-time video streaming system to perform rollback recovery 

and a with very little turbulence to the video streaming operation [92]. 
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2.5.3 Resilient methods (RSMs) 

The Resilient methods of fault tolerance has some similar features with the 

proactive FT methods. It operates by predicting faults and implementing at 

the same time to avoid or minimize the impact of such faults on the system. 

Asides monitoring and prediction, it also has the ability to adapt and fine 

tune the system by incorporating intelligent learning through interacting with 

the hosting environment. This is the main difference between the resilient 

and proactive FT method[4]. 

2.5.3.1 Machine learning (ML) 

Under this FT method the system attributes are modeled using ML 

techniques, specifically reinforcement learning (RL). The Cloud systems 

are empowered to learn by interacting with their environment and adapting 

to their fault handling strategies accordingly. In the FT domain 

reinforcement Learning is one of the most common technique[93]. 

2.5.3.2 Fault induction 

The fault induction mechanism is used for testing the resiliency of a system 

on unexpected errors[4]. Some specific errors used to simulate a 

catastrophic situation, then these are introduced to a system and 

observations are made on how the system responds. If the system fails, 

mechanisms to handle such failure scenarios are implemented as a result 

of this, and the performance of the system is significantly improved. It is 

technique being used by some of the CSPs such as Amazon and 

Google[94]. 

 

2.6  Brief overview on Virtualisation, OpenStack and related work 

Virtualisation is defined as a process of creating a virtual version over the 

physical version of a present infrastructure [95]. This may include but not limited 

to a virtual computer hardware problem, operation system (OS), storage 

devices and computer network resources. It allows decoupling an 

infrastructural service from the physical assets on which that service operates. 
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These services which include compute or network are described in a data 

center structure and exist entirely in a software abstraction layer reproducing 

the service on any physical resource running the virtualization software. 

Operation System virtualization, server virtualization, application virtualization, 

storage virtualization, and network virtualization are examples of types of 

virtualization [11], [96].Virtualization technology was first developed in the 

1960s on IBM mainframe [97]. The technology enables multiple virtual 

machines with guest operating systems to run simultaneously and 

independently on a physical machine. 

 Recent studies have looked into using cloud testbeds for experiments [98]. 

They have generally focused on demonstrating the efficiency of cloud migration 

and studying how the current resources can be turned into virtual platforms for 

cloud computing testing. 

Nasim et al. [98] provided a comparative view on the performance of 

OpenStack while deploying it over a virtual environment versus using dedicated 

hardware. Two separate testbeds of OpenStack were deployed: one on a 

virtual environment and the other on a dedicated hardware. Each deployment 

was made with two computers where one computer acts as “Controller Node” 

and another one used to provide computing service and treated as “Compute 

Node”. Three basic tests were carried out on both environments to check CPU 

performance, data transfer rate, and bandwidth [98]. The overall aim of the 

experiments was to quantify the impact on performance of OpenStack when 

the underlying infrastructure is changed from virtualized to physical 

environment. Their results indicated that OpenStack over dedicated hardware 

performs much better than OpenStack over virtualized environment. 

Adami et al. [99] investigated similar performance issues in an experimental 

testbed, focusing on the measurement of the traffic overhead due to virtual 

machine migration in different operating conditions. Their measurement 

campaigns highlighted that performance is strongly affected by factors such as 

VMs placement and VMs active memory. The result of their study suggested 

that the redistribution of VMs following the failure of a host or sudden increase 
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of the required resources must be taken into account for overhead the VM 

migration produces. 

Alves et al. [100] proposed a platform CSC (Computer Science Cloud) 

Laboratory for the provisioning and management of laboratories with the 

computing resources necessary to teach a class using clouds. The system was 

designed to be used by non-experts in cloud technologies and implemented to 

run in OpenStack but can easily be adapted to other platforms with similar 

services. They presented a CSCLab, a platform to manage computer science 

laboratories by using cloud resources trying to take advantage from the elastic 

cloud model. They also concluded that using the cloud, computing resources 

could be allocated or released according to a greater or lesser demand. This 

platform is intended to be used by non-experts in Cloud technology. 

2.6.1 Review of Open Source Cloud Platform solutions 

OpenStack, an open source cloud operating system is a cloud operating 

system that controls large pools of compute, storage and networking resources 

throughout a datacentre[101]. The resources are managed through a 

dashboard giving administrators control while empowering its users to provision 

resources through web interfaces [98], [101].It is designed to provide flexibility 

to design private cloud, with no proprietary hardware or software requirements 

and the ability to integrate with legacy systems and third party technologies. It 

is designed to manage and automate pools of compute resources to work with 

virtualization technologies and high-performance computing configurations. 

Administrators deploy OpenStack compute using one of the multiple supported 

hypervisors in a virtualized environment. KVM and XenServer are popular 

choices for hypervisor technology and recommended for most use cases. Linux 

container technology such as LXC is also supported for scenarios where users 

wish to minimize virtualization overhead to achieve greater efficiency and 

performance. In addition to different hypervisors, OpenStack supports ARM 

based processors and alternative hardware architectures [37], [98], [101]. 

Majority of open source Clouds platforms provide infrastructure as a service to 

deliver virtualization environments. This section discusses some of the 
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available open source software required to deploy a private or public, starting 

with OpenStack Eucalyptus, OpenNebula, Xen Cloud Platform (XCP), 

AbiCloud, Nimbus, OpenIoT and CloudStack: 

2.7 Summary 

This chapter gives a brief overview of CloudSim simulation toolkit and its 

related works. A brief overview of Fault tolerance in cloud and existing 

techniques was presented, then followed by recent studies on failure prediction 

using machine learning techniques and an overview of all the major FT 

methods in cloud and HPC system. It was concluded by given a brief overview 

on visualisation, OpenStack and some related work as well as presenting a 

review and comparative analysis of some major OpenSoure cloud platform. 

Please note that this is out of scope of this work, but more details can be found 

in Appendix 2 and Appendix 3. 

The next chapter presents a full illustration of the CloudSim simulation toolkit, 

an overview of its core features, algorithm testing, selection criteria and 

implementation. 



Chapter 3: CloudSim Simulation Framework 

 

33 
 

 

 

Chapter 3: CloudSim Simulation Framework 

 

3.1 Introduction 

CloudSim is a software framework that supports several core functionalities and 

processes like job/task queue, processing of events, creation of cloud entities, 

communication between entities, implementation of broker policies etc. 

The authors in  [102][103] present the CloudSim toolkit as a tool which enables 

modelling, simulation and experimentation of application services in a cloud 

computing environment. Current simulators of distributed systems such as 

network grid [63], [104], [105] cannot be used immediately for simulating and 

modelling cloud scenarios. 

The main objective of the CloudSim  project is to provide a flexible, generalised, 

and extensible simulation framework that enables seamless design, modelling, 

and experimentation of emerging Cloud computing infrastructures [16]. By 

using CloudSim, researchers and industry-based developers can focus on 

specific system design issues that they want to investigate, without getting 

concerned about the low-level details relating to Cloud-based infrastructures 

and services which is the main benefit of using simulation based over a test-

bed platform[106]. 

Therefore, considering the objectives of CloudSim project and the benefits  

ered by the simulation-based approaches to researchers as against the test-

bed platform, the following are some key benefits:  

(i)  Simulation-based platform helps to test application services in 

repeatable and controllable environment. 

(ii) They help to tune and adjust the system bottlenecks before 

deploying application on the actual cloud. 

(iii) The platforms help to experiment and verify the services on 

simulated infrastructures with varying workload mix and different 

resource performance scenarios to experiment and develop adaptive 

application provisioning policies and techniques. 
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(iv) Simulation experiment cost much lesser compared to cost of 

purchasing and setting up a test-bed for experiment. 

 

3.2 CloudSim Modelling and Simulation Framework 

Cloudsim simulation toolkit is developed using Java language and supports any 

IDE that supports java language development environment like netbeans, 

Eclipse etc.[16]. It is an extensible simulation toolkit based on SimJava toolkit 

and GridSim toolkit; it provides modelling and simulation of Cloud computing 

systems and application provisioning environments, as well as both system and 

behaviour modelling of Cloud system components such as virtual machines 

(VMs), datacentres, brokers and resource provisioning policies. These are all 

supported by the CloudSim simulation toolkit [102] [103]. 

The toolkit also presents generic application provisioning techniques; this gives 

researchers an opportunity to model and implement their ideas with limited 

effort before  applying them to real life problem [107]. It offers some of the 

unique features that would speed up the development of new application 

provisioning algorithms in a Cloud environment such as the virtualisation 

engine, which aids to create and manage multiple, independent, and co-hosted 

virtualised services on a datacentre node. It also offers the ability and flexibility 

for switching between space-shared and time-shared allocation of processing 

cores to virtualised services. 

Currently, the simulation and modelling of Cloud computing environment 

consisting of both single and inter-networked clouds (federation of clouds) are 

supported[102],[103]. It also presents custom interfaces for implementing 

provision techniques and policies for allocation of VMs under inter-networked 

Cloud computing scenarios[27], [44]. 

 

3.3 An overview of the core features of CloudSim 

Specifically, Cloudsim [103] toolkit shows the following core functionalities: 
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• It supports the modelling and simulation of a large-scale Cloud 

computing datacentre environment. 

• It enables the simulation and modelling of a virtualised server hosts, with 

customizable policies for provisioning host resources to virtual 

machines. 

• It supports the simulation and modelling of energy-aware computational 

resources, datacentre network topologies, application containers and 

message-passing applications 

• It offers an autonomous platform for dynamic insertion of simulation 

elements, stop and resume of simulation, modelling and simulation of 

federated clouds. 

• It also enables support for user-defined policies for allocation of hosts 

to virtual machines and policies for allocation of host resources to 

virtual machines. 

This section introduces an overview of the core functionalities and 

characteristics of CloudSim toolkit, for simulating the cloud computing 

environment, which makes the CloudSim a favourable selection for simulating 

and implementing the proposed research work compared to other existing 

platforms such as OpenStack, OMNet++[103], [108]. 

In addition, CloudSim toolkit offers a flexible and efficient simulation of Cloud 

computing system components directly to datacentre brokers, Fault tolerance 

and allocation policies without the need of a new design and implementation. 

On the other hand, other platforms like OpenStack has a high cost implication 

because it requires the purchase of hardwares(servers, switches, routers etc.)  

and setting up  the infrastructure and test bed for the experiment to be 

performed [101]. In terms of OMNet++, it requires you to design, model and 

implement everything from scratch which is time consuming and not cost 

effective. It is also not as flexible as CloudSim because CloudSim provides the 

room to try different parameters and system specification and then observe the 

output and performance. 
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In addition , CloudSim provides excellent tools for building and simulating the 

virtualisation layer (VMM and VM) in the Datacentre's hosts, which gives the 

CloudSim toolkit [106] the usage privilege to verify the proposed Fault 

Tolerance policy. Based on the CloudSim toolkit core functionalities and novel 

features as mentioned in this section. It was selected in this work for the 

implementation, verification and checking of the proposed algorithm. 

3.3.1 CloudSim Entities 

3.3.1.1 Virtual Machine (VM): 

This a software-based emulation of a computer which is based on computer 

architecture and provides functions of a physical computer. 

3.3.1.2 Host: 

This a physical resource characterised by a number of PEs and RAM capacity 

(e.g. a physical computer or server). 

3.3.1.3 Cloudlet:  

This represents the user requirement (a task for the cloud provider). It is 

characterised by length and the number of PEs required for the cloudlet to be 

done. 

3.3.1.4 Broker: 

This is responsible for mediating between the user and the datacentre. It 

represents the user’s needs. It sends the cloudlets for scheduling to the 

datacentre, monitors the cloudlets status and informs the user about current 

state of his requirements. 

3.3.1.5 Processing Element (PE): 

This is the unit responsible for computational execution. It is seen as the 

smallest unit of the system responsible for the completion of a certain task;  

3.3.1.6 Datacentre  

This represents the resource provider. It is responsible for managing the 

available resources, i.e. hosts, PEs, VMs, memory. 



Chapter 3: CloudSim Simulation Framework 

 

37 
 

 

 

 

3.4 CloudSim classes design and component characteristics 

In this section, the CloudSim toolkit [16] classes architecture and characteristics 

are presented as well as the general features. This is because understanding 

the Cloud computing environment structure, its architecture and working 

component and how the inter-object of cloud  such as datacentre, broker and 

host communicates with each other is very vital [109]. To understand the 

behaviour and analyse the scheduling, allocation, load balancing and fault 

tolerance algorithms, knowing the classes architecture and component 

interaction is very useful to the overall design. In addition, understanding of how 

the CloudSim toolkit is modelled and implemented in the cloud environment 

makes the design a bit easy and straight forward. The breakdown of the 

classes, how the inter-objects are modelled and implemented, as well as  the 

architecture of the toolkit environment has the following features as presented 

in Figure 3.1 below. The CloudSim toolkit design classes source code can be 

found in[110]. The CloudSim system or environment setup is made up of the 

following three key components which are the broker component, cloud side 

component and the host component. 

3.4.1 Broker component  

This works on behalf of the cloud users or clients. This component is found in 

the Datacenterbroker class[15]. One of its main function is that it receives a list 

of requested VM’s from the end users and also receives a list of Cloudlets 

(applications) which is been run by the VMs. The broker component oversees 

binding the cloudlets with the VM’s. So, basically researchers who are 

interested in designing and modelling a new algorithm or policy of Cloudlets or 

task distribution over the VM’s must modify the design and arrangement inside 

the DatacenterBroker class based on their potential proposed strategy. In 

addition, the broker component oversees submitting task request based on 

how many pooling resources the datacentre has which is very important for 

requesting, creating and distributing of the VM’s and Cloudlets. 
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Figure 3.1: CloudSim Class Design [16]
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3.4.2 Cloud side component  

This consists of datacentres and cloud providers. This component is found in 

the Datacentre class [15]. The Datacentre has a list of hosts, virtual computing 

nodes and servers. While each Datacentre has one VM allocation policy, the 

CloudSim toolkit offers a default VM allocation policy which is referred to as 

the default VM Allocation policy. Therefore, the default policy can be improved 

upon by either overriding the default CloudSim toolkit policy or creating a new 

one from scratch such as the Fault tolerance management policy and 

integrating with the default one. Some of the features includes having at least 

one list of created VM’s and list of Cloudlets and each Datacentre having its 

own characteristics which can be found in the Datacentre Characteristics class 

[111].  

3.4.3 The Host Component 

This component is found in the Host class [112]. It is responsible for creating, 

hosting and scheduling the created VM’s. Hence it provisions all the necessary 

resources and algorithms. It also contains a list of created VM’s and list of 

Cloudlets and each host has its own resources such as PE (Processing 

Element or Processor), RAM (Random Access Memory), Bandwidth, Storage 

etc. Every host uses some sort of provisioning algorithm to allocate and 

provision the resources to the VM, and VM allocation policy depends on these 

algorithms to carry out its function, such as functions affected by the RAM 

Provisioner, Bandwidth provisioner[113] and MIPS (Millions of instructions per 

second) provisioner.  

3.4.4 The Virtual Machine (VM) Component  

This component is found in the VM class [107], and it is in charge of cloudlets 

or application execution. It has a list of cloudlets and one of them has a Time-

shared Scheduler or a Space-Shared Scheduler [16]. In addition, each VM has 

a specific specification such as RAM, PE’s, bandwidth and MIPS which must 

be fulfilled by the host at any point in time. 

The CloudSim toolkit provides two default VM schedulers which are Time-

Shared, and Space-Shared It also provides a simple (default) provisioning 
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algorithms for the MIPS, RAM and Bandwidth. Each host has at least one VM 

scheduler to handle the scheduling of the host resources, especially the 

computing cores and processing elements between the VM’s, which in turn 

has an impact on the VM allocation and FT management process.  

In this section, an overview of the Cloud Computing environment was 

presented according to the CloudSim toolkit architecture. A spotlight on the 

main system components and their characteristics during the CloudSim toolkit 

simulation process is also presented. 

 

3.5 VM Allocation policy and creation issues  

 

This section presents an overview of the VM allocation policy[109], the VM 

lifecycle and fault tolerance of the VM. It also presents some issues with the 

VM specification which has some effect on the resources or host allocation as 

well as the VM creation. Some issues regarding how VM is created and 

provisioned inside the host is also presented.  

Table 3.1. shows the VM class parameters which can be broken down into the 

following three different scenarios: 

1- Scenario-1: The VM class parameters (VM Id and User Id parameters) 

has no effect on the VM allocation and creation process. 

2- Scenario-2: Even though the VM class parameters (VMM, 

CloudletScheduler and size) are important to the allocation and creation 

process, they do not require the provisioning algorithms. 

3- Scenarios-3: The VM class parameters (MIPS, NumberOfPes, RAM, 

BW) are very important during the allocation and creation process of 

the VM. So, they need a special provisioning algorithms or scheduler to 

complete the allocation and the creation process. 
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Table 3.1: The VM class parameters 

S/n Parameters Definition Function Applicable 
Scenario 

1.  VMId The VM Id 

 

EachVM has 
unique Id, 
differentiate the 
VM  

Scenario-1 

2 UserId The user Id 

 

Each VM belongs 
or serves just one 
user  

Scenario-1 

3 Mips  

 

Million 
Instructions 
Per Second 

Declare the 
speed of the 
processor(s)  

Scenario-3 

4 NumberOfPEs  

 

Number of 
Processing 
Elements 
(PEs) 

Identify the 
number of 
processing cores 
of the host  

Scenario-3 

5 RAM 

 

Random 
Access 
Memory 
(RAM) 

Identify the 
amount of RAM 
needed  

Scenario-3 

6 BW  

 

System bus 
Bandwidth 
(BW) 

Define the 
amount of the 
system bus 
Bandwidth 
needed for the 
VM  

Scenario-3 

7 SIZE  

 

The size of 
the VM 

Specify the 
storage capacity 
(size) of the VM  

Scenario-2 

8 VMM  

 

Virtual 
Machine (VM) 
Monitor 

Identify the Virtual 
layer type or 
toolkit, the VMM 
type.  

Scenario-2 

9 CloudletScheduler  

 

The Cloudlet 
Scheduler 

 

Identify which 
Cloudlet 
Scheduler will use 
inside the VM for 
cloudlets  

 

Scenario-2 
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Based on the VM allocation policy and the proposed modified FT algorithm in 

CloudSim, each VM parameter has an effect during the allocation process 

which then affects the FT policy. This is referred to as the VM specification, 

and each VM specification is considered as one dimension to the VM allocation 

and FT policy. 

Table 3.2: The definition of provisioning algorithms & host resources[114] 

S/N RESOURCE CLOUDSIM ALGORITHM DEFINITION 

1. PE VM scheduler and PE 

Provisioner  

 

Processors are 

allocated 

through the VM 

scheduler and 

PE provisioner. 

2. MIPS VM scheduler and PE 

Provisioner 

 

Because the 

MIPS is 

belonged to the 

PE, each PE 

has a specific 

MIPS for itself. 

3. RAM RAM Provisioner  

 

Allocate the 

requested RAM 

capacity to the 

VM 

4. BW System bus BW Provisioner  

 

Provision and 

allocate the 

needed system 

bus Bandwidth 

to the VM 

5. STORAGE NONE 

 

 

The host 

allocates the 

Storage 

Capacity 

directly. 

 

 

After every iteration during simulation run, the algorithm searches and 

identifies the different level of dimensionality among the datacentre hosts. The 

VM allocation policies could be One, Two or Three dimension depending on 
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how each requirement is met during the experiment. Therefore, the more 

levels of dimensions identified by the VM allocation policy the more accurate 

allocation decision is obtained, and a better overall performance and less 

allocation time is achieved.  

The VM allocation process depends on the following two steps and the number 

of dimensions as well as the selection criteria of the VM allocation policy. 

Firstly, the host verifies and checks the process based on the number of 

dimensions in the policy; which means in order to determine the dimension, it 

corresponds the number of VM specification and the available resources inside 

the host with the VM requirement such as RAM, BW. 

Secondly, it depends on the VM allocation policy selection criteria, Hence, the 

VM allocation policy selects the proper host according to its procedures and 

techniques. This is out of the scope of our research. This proposed work is 

only focused on the fault occurrence and effect of failure on the overall system. 

This section presented some important issues about the core features of 

Cloudsim and the classes design and component characteristics. It also looks 

at some allocation and creation progress issues based on the CloudSim toolkit 

in a cloud environment. The next section will present a brief about the algorithm 

testing, selection criteria and implementation. 

 

3.6 The Algorithm testing, selection criteria and Implementation  

This section consists of three phases which are listed below: 

3.6.1 The Testing Phase: 

This phase defines the rules on each host and decides either the host has the 

ability to create the VM or not. Each Host is checked if it has the ability to carry 

out the provisioning of the resources for the VM, then returns the result to the 

DatacenterBroker as a Boolean value (True/False)[15];  

3.6.2 The Fault Injection and Management Phase:  

This phase injects some form of fault in the system using the fault injection 

module. The fault could be in form of excess Load introduction, VM failure 

(making some VM fail by purposely switching them off) or introducing noise 
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and observing how it affects the system performance, failure rate, success rate 

and response time[39]. 

3.6.3 The Selection and Decision-making Phase:  

This phase defines the rules of how the broker selects a suitable host or a 

successful VM with the highest number of Pass rate. The DatacenterBroker 

updates all results (true/false) in CIS table, then in ascending order starts 

attempting to allocate and create the VM just for a suitable host who has a true 

value.  The context of this work aims to verify the concept of testing the default 

VM allocation algorithm by injecting fault using the fault injection module and 

comparing it with the proposed FT algorithm and observing the response time 

and performance. 

The next section will introduce the default virtual machine allocation policy and 

the design and implementation of the VM FT Policy and its algorithm through 

the CloudSim toolkit. 

 

3.7 The Default Virtual Node Provisioning Policy 

Algorithm 4.1 below shows the steps of the default policy algorithm in Cloud 

Sim. The experiment was initiated by running the default virtual node2 

provisioning policy to understand the default process and steps taken place in 

the algorithm before a virtual node is allocated or provisioned. 

This will also help us and other researchers to understand and develop a more 

improved algorithm. The algorithm is quite straight forward and based on a few 

simple steps, which depends on one dimension and VM specification in order 

to identify, allocate and provision the proper host according to its instructions.  

Consequently, it is considered as one-dimensional VM provisioning policy 

because it depends on one VM specification during the provisioning and 

allocation process, which is the number of PEs. 

                                                           
2 Virtual Machine (VM) and Virtual Node (VN) are used interchangeably in this thesis 
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Algorithm 4.1: Default Virtual Node Allocation Policy 

Algorithm 4.1:  Default Virtual Node Allocation Policy 

Variables: VirtualNodeTable Map, AvailablePEs List, UsedPEs List, 

Input: VN Object 

Output: Boolean Result, (True/False) 

1 Result=False/ True/ Tries=0,1; 

2 If (Virtual Node is not created) 

3  Do: 

4   For All (host  available in Host.List) 

5    If (PrimaryHost.Pes >= needed.PEs) 

6     idx= index of the main host; 

7     Break 

8    End If 

9   End For 

10   Main Host = PrimaryHostList.get_Host(idx); 

11   Result = Create_VirtualNode(Host); 

12   Tries++; 

13   If (Result) 

14    Update: 

15     VirtualNodeTable (VNT) 

16     Used_PEs (needed.Pes) 

17     Available_PEs (needed. Pes) 

18    Result = true 

19    Break 

20   Else 

21    set the PrimaryHost.Pes in minimum value; 

22   End If 

23  While (!Result && Tries < Available_PEs.size); 

24 End If 

25 Return Result 

 

Based on the algorithm, the policy tries to create the Virtual Node3 instance 

directly after finding and identifying the proper host. Therefore, if the creation 

process is successfully done, then the policy returns a True result and if it fails 

then the policy returns a False result.  

 

3.8 Validation of the proposed VM Fault Tolerance policy 

Having introduced the default VM allocation algorithm in section 3.7, this 

section tries to evaluate the proposed VM Fault tolerance algorithm using 

                                                           
3 Virtual Machine (VM) and Virtual Node (VN) are used interchangeably in this thesis 
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practical numerical experiments performed through the CloudSim toolkit. To 

further validate the concept of the proposed algorithm, some experiments were 

performed to introduce a Fault Injection Module and then observe the VM 

distribution, failure rate, success rate, response time and performance over 

two key scenarios. They are the Time-Shared VM Scheduler scenario and 

Space-Shared VM Scheduler scenario[115], [116]. These two VM schedulers 

scenarios are the default ones available in the CloudSim toolkit [114]. They are 

further broken down six sub-scenarios (three for each) as shown Figure 3.2. 

The main objective of using the two default VM schedulers is to assess their 

impact and the effect of introducing fault on the default algorithm and the 

proposed strategy by focusing on the response time and the number of VMs 

created under a faulty condition and the default scenario. 

The following conditions and assumptions are fixed for all scenarios in any 

category through this chapter:  

• There is one Datacentre; and one Broker;  

• The type of Cloudlet (application, task) used have the same features 

and requirements. 

 
          S1 means Scenario 1, S2 means Scenario 2, S3 means Scenario 3 

Figure 3.2: Time-Shared and Space-Shared Scenario categories 
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3.9 Fault Injection Module  

 

This section presents an overview of the fault injection module[39], its 

algorithm and the integration with CloudSim simulation toolkit. The Fault 

tolerance fault injection module was extended from the CloudSim core 

functions and is made up of three entities as illustrated in Figure 3.3 below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FaultInjection 

– This is responsible 
for inserting fault 
events at random 
moments of time. 
 
–The random 
generation of even is 
based on random 
numbers. 
 
–The SimEntity class 
is extended. 

 

FaultEvent 

–This is created 
under the Fault 
Injection Module. 
 
 
–The SimEvent class 
is extended; 
 
– This module 
describes a fault 
event: source, 
destination, time and 
type. 

 

FaultHandler 
Datacentre 

–This is responsible 
for updating the task 
execution status 
according to the type 
of fault event that 
occur. 
 
–The Datacentre class 
is extended; 
 
– it handles VM 
migration and since 
host and VM are static 
entities, all its 

state modification is 

 

Fault Tolerance Injection Module 

 

  

Figure 3.3: Fault Injection Module 
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Algorithm 4.2 below presents the steps involved in the proposed fault injection 

module algorithm, where fault was introduced into the system and some 

metrics were observed. 

Algorithm 4.2: Fault Injector Module Algorithm 

Algorithm 4.2:    Fault Injector Module Algorithm  

Variables: VirtualNodeTable Map, AvailablePEs List, UsedPEs List, 

Input: VN Object 

Output: Boolean Result True/False 

1 Result=False/ True/ Tries=0,1; 

2 If (Virtual Node is not created) 

3  Do: 

4   For All (host available in Host.List) 

5    If (PrimaryHost.Pes >= needed.Pes) 

6     idx= index of the primary host; 

7 

8 

9 

10 

    Break 

sendNow(dataCenter.getId(), 

FaultEventTags.VM FAILURE, 

host); 

11 

12 

13 

14 

15 

16 

17 

   Mean = RandomNumbers.mean; 

X = RandomNumbers.sample(); 

If (x > mean) 

 |   GererateFault(); 

} Else { 

Continue; 

} 

18 

19 

  End if 

End For 

20   Main Host = PrimaryHostList.get_Host(idx); 

21   Result = Create_VirtualNode(Host); 

22   Tries++; 

23   If (Result) 

24    Update: 

25     VirtualNodeTable (VNT) 

26     Used_PEs (needed.PEs) 

27     Available_PEs (needed. PEs) 

28    Result = true 

29    Break 

30   Else 

31    set the PrimaryHost.PEs in minimum value; 

32   End If 

33  While (!Result && Tries < Available_PEs.size); 

34 End If 

35 Return Result 
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A run-time event driven fault injection module was developed for cloud 

simulation, where at random moment of time it generates an event based on 

random numbers which acts as an artificial source of failure in the cloud 

system. At a much higher level a user submits a request to the broker, the 

broker then sends a cloudlet (task) to the Datacenter and then Datacenter 

schedule the task based on the preferred Scheduling Policy on a host. Each 

component or entity of a CloudSim toolkit can send a certain event to another.  

Here, the Fault Injection module will send a message to the Datacenter 

notifying it about any failures that have occurred in the system. During 

simulation, the communication between the broker and the datacenter is 

seamless. For instance, a broker requests a VM creation and schedules a task 

based on the number of VM request and number of cloudlets. It then waits to 

be informed by the datacenter when the task completion is achieved. The fault 

injection module is one of the important components of this research because 

it helps to further validate the concept of the proposed algorithm by testing the 

effect of introducing fault into the system and how robust the proposed 

algorithm will perform in terms of withstanding fault and during failure 

scenarios. As earlier stated, some metrics are observed under fault injection 

scenarios, and this is compared with the default algorithm without the 

proposed algorithm, then a performance comparison is performed to evaluate 

the proposed scheme.  

 

3.10 Time-Shared VM Scheduler scenario 

This section presents the scenarios of Time-Shared VM scheduler  [115] which 

is dynamic and flexible. It distributes processing power of the host among the 

VMs based on time shared slices. As a result of this, more VMs are created 

because several VMs are sharing the same scores and processing elements. 

Figure 3.4 shows scenario one which shows the plot of the default Cloudsim 

VM allocation policy without any fault introduced. 
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3.10.1 Scenario One: Fixed Hosts Vs. Variable VMs request scenario 

 
            Figure 3.4: Default VM allocation without Injected Fault. 
 

In order to verify the impact of several VMs with a fixed host and to compare 

the performance with the proposed algorithm, we observed three conditions 

under the two main Scenarios requested over both allocation policies i.e. 

default VM allocation without fault, with fault injected and the proposed 

algorithm. Here the allocation time comes as a measurement over all 

experiments.  

 

         Figure 3.5: VM allocation policy with injected fault. 
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Figure 3.5 and Figure 3.6 presents the results obtained when fault was injected 

in the VM allocation policy algorithm and with our proposed VM fault tolerance 

algorithm respectively where a significant difference was noticed.  

 

                       Figure 3.6: The Proposed VM Fault Tolerance scheme  
 

      

Figure 3.7: Performance comparison of the default allocation without fault, 
with fault injected and the proposed VM FT strategy  

 

To verify the obtained result, a performance comparison was conducted and 

the result of the combination of the three policies was plotted under scenario 
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one only (i.e. Fixed host Vs Variable VM request scenario ), this include the 

default VM allocation algorithm, in the presence of fault and the proposed 

algorithm as shown in Figure 3.7. 

Figure 3.7 presents the plot for the performance comparison of the default 

allocation without fault, with fault injected and the proposed VM FT strategy. It 

was observed that the proposed strategy has a better performance and a 

lesser VM allocation time in the presence of fault compared to the default one. 

The default VM allocation policy in the presence of fault requested for about 

25VMs in 2 seconds while our proposed strategy requested for about 260VMs 

about the same time. This shows a wide gap between both algorithms which 

confirms that the proposed strategy has a faster response time and better 

improved performance. 

 

3.10.2 Scenario Two: The Impact of Increasing RAM scenario 

This scenario considers the impact of increasing RAM capacity for hosts and 

VMs over both default and our proposed strategies and observing the 

response time and performance under these conditions.  

 

Figure 3.8:  Default VM allocation without Injected Fault  

Figure 3.8 and Figure 3.9 presents the default VM allocation policy in the 

presence of fault and with the proposed algorithm respectively. In Figure 3.8, 
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it was observed that 300VMs were created about 12.5sec while the same 

number of VMs was also created at 3sec in the proposed scheme as shown in 

Figure 3.9.  

 

Figure 3.9: Proposed VM Fault Tolerance scheme. 
Figure 3.10 shows a performance comparison between the default VM 

allocation policy and the proposed VM FT strategy. 

 

Figure 3.10: Performance comparison between the default VM allocation 
policy and our proposed VM FT strategy. 
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It was observed that the proposed FT algorithm was able to create over 

750VMs in 7.5sec while the default allocation policy in the presence of fault 

created about 750VMs in 19sec which suggests a good performance of result 

compared to the default one. 

 

Figure 3.11: The Default VM allocation distribution created (S2). 

 

Figure 3.12: The Proposed VM FT scheme distribution created (S2). 
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We went ahead to plot a distribution plot where we further observe other 

performance metrics and we noticed both scenarios showed an improved 

performance because of the increase in RAM as shown in Figure 3.11 and 

3.12. But a significant change was noticed under VM2 where our proposed 

strategy showed the number of VMs created at lesser time compared to the 

default which shows at a much higher time. This explains why VM2 remains 

evenly distributed over a period in Figure 3.12. 

3.10.3 Scenario Three: Hosts Diversity vs. VMs Diversity Scenario 

Scenario three considers the effect of Host diversity and VM diversity over both 

default and our proposed strategies and observing the response time and 

performance under these conditions.  

 

Figure 3.13: Default VM allocation without Injected Fault. 

This scenario aims to verify the impact of diversity of hosts and VMs and their 

behaviour on both allocation policies (default and proposed); where it has three 

types of the host with different features and three types of VMs as a previous 

Figure 3.13 and Figure 3.14 presents the default VM allocation policy in the 

presence of fault and with our proposed algorithm respectively, while Figure 
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3.15 shows a performance comparison between the default VM allocation 

policy and our proposed VM FT strategy.  

 

Figure 3.14:  Proposed VM Fault Tolerance scheme. 

 

Figure 3.15: Performance comparison between the default VM allocation 
policy and our proposed VM FT strategy. 
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It was observed that our proposed FT algorithm was able to create over 

660VMs in 6.5mins while the default allocation policy in the presence of fault 

created the same 660VMs in 19mins showing an overall good performance of 

fault tolerance compared to the default one. 

 

Figure 3.16: The Default VM allocation distribution created(S3). 

 

Figure 3.17: The Proposed VM FT scheme distribution created (S3) 
Again, a distribution plot was plotted where some metrics were observed. 
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It was noticed that both scenarios showed an improved performance because 

of the increase in RAM as shown in Figure 3.16 and 3.17. Even though, a 

significant change wasn’t noticed in VM3 of both strategies, a little change was 

observed in the VM1 and VM2 creation of both, where it shows that the 

creation in the proposed strategy was carried out in a much faster and less 

time compared to that of the default, which signifies that the proposed 

approach is a better in terms of performance and response time. 

3.11 Space-Shared VM Scheduler scenario 

This section presents the scenarios of Space-Shared VM scheduler   which is 

static and inflexible. It assigns host cores to a particular VM and prevents any 

sharing of these cores with other VMs through the lifecycle of current VM, 

which means that the number of created VMs using the Space-Shared 

scheduler is much lesser than that of the Time-Shared scheduler at same 

scenario or conditions. An overview of all scenarios in this section under the 

Space-Shared category is presented in the next section. 

 

3.11.1 Scenario One: Fixed Hosts vs. Variable VMs Request Scenario 

 

Figure 3.18: Performance comparison between the default VM allocation 

policy and our proposed VM FT strategy. 
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Under the Space-shared, the first verifies the impact of a number of VMs 

requested over both allocation policies i.e. default VM allocation without fault 

and with fault injected, where the allocation response time comes as a 

measurement over all experiments.  

 Figure 3.18 shows scenario one under the Space shared scenario. To verify 

the impact of several VMs with a Fixed host and to compare the performance 

with our proposed algorithm, we observed the results considering three 

conditions which are default VM allocation without fault, with fault injected and 

our proposed algorithm, where the allocation time comes as a measurement 

over all experiments. Figure 3.18 presents the results obtained when fault was 

injected in the default VM allocation policy algorithm and with our proposed 

VM fault tolerance algorithm respectively, where it was observed that our 

proposed scheme has a lesser and faster allocation time. It was observed 

under our proposed FT strategy about 110 Hosts were created in about 10sec 

while in the default policy the same 110 Hosts were created in about 20sec 

shows the outcome of our performance as better.  

3.11.2 Scenario Two: Impact of Increasing RAM scenario 
 

 
Figure 3.19: Performance comparison between the default VM allocation 

policy and our proposed strategy. 
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This scenario considers the impact of increasing RAM capacity for hosts and 

VMs over both default and our proposed strategies and observing the 

response time and performance under these conditions.  

Figure 3.19 presents the comparison plot between the default VM allocation 

policy in the presence of fault and with our proposed algorithm respectively. It 

was observed that our proposed FT algorithm was able to create over 100VMs 

in 10mins while the default allocation policy in the presence of fault created the 

same 100VMs in 22sec which suggests a good performance of result 

compared to the default one. 

3.11.3 Scenario Three: Hosts Diversity vs. VM Diversity Scenario 

     

Figure 3.20: Performance comparison between the default VM allocation 
policy and our proposed VM FT strategy (Scenario Three). 

Scenario three considers the effect of Host diversity and VM diversity over both 

default and our proposed strategies and observing the response time and 

performance under these conditions. This scenario aims to verify the impact of 

diversity of hosts and VMs and their behaviour on both allocation policies 

(default and proposed). It has three types of the host with different features 

and three types of VMs. 
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Figure 3.20 presents the default VM allocation policy in the presence of fault 

and with our proposed algorithm respectively. It was observed that our 

proposed FT algorithm requests for VM in a much lesser time compared to the 

default scheme showing an overall good performance of our VM fault tolerance 

algorithm compared to the default one. 

3.12 Summary 

In this chapter a series of practical experiments were conducted to validate the 

effectiveness of our proposed fault tolerance strategy, which was based on a 

collection of numerical results associated with six scenarios under the two 

main   policies namely a Time-Shared scheduler and Space-Shared scheduler. 

Table 3.3: Summary of all Scenarios and Use cases 

 Space-
Shared 
(S-S) 

scheduler 
for VM 

Time-
Shared 
(T-S) 
scheduler 
for VM 

Space-
Shared 

scheduler to 
cloud units 

Time-
Shared 

scheduler 
to cloud 

units 

Cloudlet 
Unit 

Case 
1 

✓     ✓  

Case 
2 

✓    ✓   

Case 
3 

 ✓  ✓    

Case 
4 

 ✓    ✓  

S-S stands for Space Shared, T-S stands for Time Shared. 

 

The six scenarios were employed to cover several different cases of VM 

allocation process between the broker and datacentre and the effect of fault in 

the system. This gave enough validation about the superiority of the proposed 

fault tolerance policy performance against the default policy of CloudSim 

toolkit.  The following chapter introduce a comparative analysis of cloud tools 

and basic OpenStack experiment and deployment using single and multi-node 

architecture. 
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Chapter 4: Smart Failover Strategy (SFS) for Fault Tolerance 

in Cloud 

 

4.1  Introduction 

This chapter presents the problem definition and the techniques currently 

being used to explore the challenges of failure recovery in a cloud 

environment. Followed by a presentation of a working model of the proposed 

smart fault tolerance approach given a mathematical relationship, as well as 

explaining the vision of the approach and other use case scenarios. It also 

presents the system architecture, pass and fail rate assessment of algorithm, 

other use case scenarios and performance comparison of result. 

4.2 Problem Definition 

The four different Cloud deployment models include: Public or External, 

Private or Internal, Community and Hybrid cloud. In a Public cloud model, a 

cloud environment is publicly accessible and is leased to customers, where 

the cloud provider owns the infrastructure. It is also off-premise in which 

various enterprises could be used to deliver services to cloud users by taking 

it from a third-party service provider[12]. A Private cloud model refers to an on-

premise cloud which is managed or owned by the organisation, providing high 

level control over cloud services and infrastructure. This is operated solely for 

the single organization with limited or no access to multiple external customers 

[17]. A combination of both, the Hybrid cloud model allows an off-premise cloud 

environment to be hosted and managed by third party, but provides dedicated 

resources used privately by single organizations. Lastly, a Community model, 

also called an outsourced private cloud, allows a cloud environment to be 

shared and managed by multiple related organizations. This infrastructure is 

provisioned, managed exclusively and shared for a specific community such 

as the government [18],[2], [19]. 

Growing amount of datacentre resources presents the infrastructure of ICT 

services at a global proportion, and cloud users employ this services to handle 

business-critical and high computing processes [23]. As a result of sheer scale 
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datacentres and cloud increase in scale and complexity, it is of vital importance 

to ensure high reliability and availability to prevent resource failure. One of the 

most common challenges in cloud is the failure to deliver its intended function 

either by software or hardware failure [24], [25]. The number of Virtual 

machines (virtual nodes)4, and physical servers involved in the clouds are of 

hundreds to thousands in number, increasing their probability and risk of 

failure. The service tasks executing over the cloud may have large time spans 

of a few days or months making them long running tasks or jobs. The 

consequence of failure on these long or medium running jobs may have threats 

to fulfilment of the Service Level Agreement (SLA) contracts and delays in job 

completion times to perform computational processes [1], [12]. An example of 

such a failure occurred when a 20% revenue loss was reported by Google, 

due to an experiment that caused an additional delay of 500ms in response 

time [117]. In another example, millions of customers were left without Internet 

access for three days when there was a core switch failure in the BlackBerry’s 

network. Another similar example occurred in one of UK’s top cellular company 

that lasted for three days, affecting about 7million subscribed customers [30], 

[117]. 

Fault tolerance (FT) techniques can be employed to handle possible failures 

emerging within a cloud environment,  or as a  countermeasure for fault and 

failure. The three levels of essential services offered by cloud computing are: 

Infrastructure as a service (IaaS), platform as a service (PaaS) and software 

as a service (SaaS)[20]. Each level of service handles fault tolerance at 

different levels of complexity. Infrastructure as a service (IaaS) is the most 

basic and important cloud service model under which virtual machines, load 

balancers, fault tolerance, firewalls and networking services are provided. The 

client is provided with the capability to provision processing, storage, networks 

and other fundamental computing resources where they can deploy and run 

arbitrary software such as operating system and applications. Common 

                                                           
4 Virtual Machine (VM) and Virtual Node (VN) are used interchangeably in this thesis 

http://mathworld.wolfram.com/Computation.html
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examples of these services include Rackspace, GoGrid, EC2 and Amazon 

cloud [17]. 

Under the PaaS model, a computing platform including APIs, operating system 

and development environments are provided as well as programming 

language execution environment and web servers. The client is saddled with 

the responsibility of maintaining the applications, while the cloud provider 

maintains the service run times, databases, server software, integrated server-

oriented architectures and storage networks. Various types of PaaS vendors 

offerings can be extensive and include deployment environment, complete 

application hosting, development, testing and extensive integrated services 

that include scalability and maintenance. Some of the key players include 

Microsoft Windows Azure and Google Apps engine. The main benefit of these 

services include focus on high value software rather than infrastructure, 

leverage economies of scale and provide scalable go-to-market capability [2].  

The SaaS provides clients the capability to use provider’s application that are 

executing on a cloud infrastructure. An entire application is available remotely 

and also accessible from variant client devices through thin client interfaces 

such as web browsers. The cloud user does not manage or control the 

underlying cloud infrastructure [2] but the providers install and operate the 

application software. Example providers for this service include Salesforce, 

Facebook and Google Apps [2], [118], [119]. Depending on the type of fault 

and FT policy, several fault tolerance technique can be employed [20], [21] 

such as the Reactive Fault Tolerance policy, which reduces the failure effect 

when they occur on application execution, and Proactive Fault Tolerance 

policy, which avoids fault recovery by predicting and proactively replacing the 

suspected faulty components. 

The proposed approach in this thesis applies to the IaaS cloud service delivery 

model utilising the computing hardware resources and the virtualization 

hypervisor that can manage virtual machine instances running on the physical 

server. Further components such as the load balancers, fault tolerance engine, 
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firewalls and networking services can be utilized by cloud datacentres to help 

manage and regulate fault tolerance strategies in the cloud model [2], [37].   

4.3  Smart Fault Tolerance in Cloud – The Vision 

The overall vision of fault tolerance in cloud computing is to provide high 

availability to fulfil the client requests on service performance and completion 

time as defined by the SLA. This section presents a working model of the 

strategy and a mathematical relationship that represents the fault tolerance 

model for the cloud computing system using the FT checkpoint scheme. The 

FT checkpoint uses a Reward Renewal process (RRP) [120], [121] which 

denotes that after each failure occurrence in the system, a backward recovery 

is performed and the VM is immediately restarted and recovered from the last 

successful checkpoint. Based on the fault tolerance system architecture 

consisting of four zones as presented in the next section, the approach has 

been analysed with relation to four extreme use cases scenarios to analyse 

how the cloud manager would perform as shown in in the next section. 

 

Table 4.1. Parameters of the Fault Tolerance Model 

Parameters Meaning 

𝐹𝑇𝑚 FT model of a cloud computing system 

𝐶 A client set composed of n-users 

𝐷𝐶 Data Centre 

𝐹𝑇𝐿 Set of defined FT service levels  

𝑂𝐵𝐽𝑓 Objective Function for optimizing a FT cloud 

𝑃𝑅𝐴 Pass Rate Algorithm 

      𝐹𝑇𝑑  Fault Tolerance Level 

𝐶ℎ𝑘(𝑂𝑝𝑡) Checkpoint optimization strategy 

𝛀𝑖 The cycle between failure and failure(i+1) 

𝑱𝑛 Time of the 𝑖𝑡ℎ checkpoint 

𝑇𝑅𝑜𝑙 Roll Back Time 

𝑅𝑝 Restart Point 

𝑇𝑅𝑒𝑐 Recovery Time 

𝑇𝐹 Failure Point  

𝑇𝑐𝑦 Time interval of a failure cycle 

𝑇𝑂𝑉 Checkpoint Overhead 

              ∆J                                              Time interval between consecutive 
checkpoint 
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Let the Fault Tolerance model (𝐹𝑇𝑚) of a cloud computing system be 

represented by a finite ordered list of elements or a sequence of five elements 

(Pentuple),  

        𝐹𝑇𝑚 = (𝐶, 𝐷𝐶, 𝐹𝑇𝑠 , 𝑂𝐵𝐽𝑓 , 𝑃𝑅𝐴)                                     (5.1) 

In summary, 

{
 
 

 
 
𝑂𝐵𝐽𝑓 = 𝑚𝑎𝑥(𝐹𝑇𝐿),     

𝑠. 𝑡          𝐹𝑇𝐿 ∈  [0, 1],

                 𝐶ℎ𝑘(𝑂𝑝𝑡)         

                                      (5.2) 

 

Where 𝑃𝑅𝐴 is an algorithm which selects the optimal Pass Rate, 𝐶 =

{𝑐0, 𝑐1, 𝑐3, … , 𝑐𝑛−1} represents a set composed of 𝑛-clients that may request for 

services separately, 𝐹𝑇𝑠 represents a defined  set of fault tolerance service 

levels by the Cloud service provider,𝑂𝐵𝐽𝑓 is the cloud fault tolerance optimizing 

objective function and 𝐷𝐶 = {𝑑𝑐0, 𝑑𝑐1, 𝑑𝑐3, … , 𝑑𝑐𝑛−1} represents a data center 

set which is made up of  𝑑𝑐𝑛 data centers, where  𝑑𝑐𝑖 =  

{𝑝𝑠0, 𝑝𝑠1, 𝑝𝑠3, … , 𝑝𝑠𝑖𝑑𝑐𝑖−1} and 𝑝𝑠𝑖𝑘 (0 ≤ 𝑘 < 𝑑𝑐𝑖) is the 𝑘𝑡ℎ physical server of the 

𝑖𝑡ℎ data center 𝑑𝑐𝑖. The definitions of pass rate and failure rate are as follows: 

4.3.1 Pass Rate (PR)  

is defined as the fraction or percentage of successful virtual nodes in the 

system after executing a complete computing cycle. 

4.3.2 Fail Rate (FR) 

 is defined as the level or rate at which the virtual node of the system fails. The 

failure rate of the system depends on the time, status check and task time limit 

checker. 
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Figure 4.1: Proposed System Model (Block Representation) 

Cloud User

Physical Server

Cloud Load Balancer(CLB)

Cloud Fault Manager
(CFM)

FT Checkpoint/RestartHypervisor

Host Operating 
System

Status Check(SC)

Task Time Limit 
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            VM-1

              VM-2

               VM-3

VM-n

Pass Nodes

Failed Nodes

 

Figure 4.2: Proposed System Model (Topology) 
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4.4 Working of the proposed FT Model 

Figure 4.1 and 4.2 presents the topology of the proposed system model. The 

technique aims to provide a high availability system in cloud in the presence 

of fault, achieved by using the selection rate process technique, where a virtual 

machine or node is selected for computation on the basis of its previous pass 

or success rate. This node can be detached from the selection list if it does not 

operate well. According to the model, a set of nodes are created by requests 

from the resources of the host machine or the physical server. This is achieved 

by the virtual machine monitor (VMM) (or possibly the hypervisor) that is either 

software, hardware or firmware that creates and runs virtual machines. The 

host machine is the server where the hypervisor runs guest virtual machines. 

The VMM presents the guest operating systems with virtual operating 

platforms and also manages the execution of these guest operating systems. 

The VMM retains records of all virtual nodes created from the different host 

servers. In addition, it retains and manages the record during the process when 

a load balancer mechanism assigns a job to a virtual node5 of a specific host 

server in order to evaluate the pass rate. The proposed model is made up of 

the following modules as shown in Figure 4.2.  

4.4.1 Service Provider (SP) 

 The SP is responsible for forwarding the task submitted by the client to the 

Cloud Controller (CC). It also returns results obtained from the cloud controller 

to the cloud user. 

4.4.2 Cloud Fault Manager (CFM) 

This is one of the most critical modules in the model because it keeps the 

system in operation and not break down completely in faults. A scenario where 

a virtual node develops a fault, as a result of some transient faults that occurred 

in the remote host server of the corresponding virtual node or due to some 

recoverable temporary software faults present in the Cloud controller, in these 

situations the CFM takes full responsibly and the cloud information service 

record table gets updated. However, if there is no virtual node executing under 

                                                           
5 Virtual Machine (VM) and Virtual Node (VN) are used interchangeably in this thesis 

http://en.wikipedia.org/wiki/Platform_virtualization
http://en.wikipedia.org/wiki/Platform_virtualization
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that host server, then CFM immediately restarts the remote server and the 

cloud load balancer is informed not to assign any task to the virtual nodes of 

the corresponding server. It might also apply some fault detection strategy and 

successful recovery technique thereby making the virtual node of that host or 

physical server available for future request.  

4.4.3 Cloud Controller (CC)  

This is directly linked to the SP and it is part of the cloud architecture. 

Virtualization is done here with the help of a low-level program called a 

Hypervisor which provides system resources access to virtual machines and 

also creates a virtual environment. In addition, it also keeps record of virtual 

nodes and their corresponding physical nodes each time a virtual node is 

created from the available resources of the physical servers. A set of virtual 

nodes can be created from the resources of a single physical server. The 

virtual node IDs, server IDs and Pass Rate (PR) are all contained in the Cloud 

Information Service (CIS), which helps to identify the virtual nodes and keeps 

record of the number of times tasks are assigned to any virtual nodes of a 

particular corresponding host or physical server. 

4.4.4 Cloud Load balancer (CLB)  

The CIS is also available to the CLB and distributes the loads based on the 

information it gets from the record of the physical systems that are used for 

virtualization. The CLB will only assign task to those virtual nodes whose 

corresponding physical servers are having a high pass rate. 

4.4.5 Status Checker (SC)  

This is the first sub module under the selection mechanism module. It checks 

the status of each virtual node either it is pass or fail. 

4.4.6 Cloud Information Service Record Table (CIS)  

This is a performance record table that contains the server IDs, virtual nodes 

IDs and Pass rate values to identify the corresponding virtual nodes.  
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4.4.7 Task Time Limit Checker (TTLC)  

The task time deadline of each task assigned is checked by the TTLC in the 

selection mechanism module. It also checks to see if the assigned task is 

completed within an agreed time limit or not. 

4.4.8 Selection Module (SM)  

This module provides the crucial process and is made of the SC, TTLC, CIS 

record table, FT check-pointer and the final selection mechanism. Here SC 

checks the status of each virtual node, and if the Status is Pass then the task 

deadline time is checked by the TTLC. If both SC and TTLC are pass, then 

pass rate (PR) of the corresponding node is increased and forwarded to the 

decision mechanism module for final selection process. But if both SC or TTLC 

fail, then the corresponding virtual machine is not forwarded for final selection 

and instead the node is forwarded to the Cloud fault manager for fault detection 

and recovery. In a scenario where SC is success, but the task is not completed 

within the time limit, then the pass rate in the CIS record table of that specific 

node is decreased and that node is not forwarded to the final decision 

mechanism sub module.  

Table 4.2. Rules of the System 

RULES CONDITION DECISION 

1 If (SC status == pass) && (TTLC 
status ==pass) 

Then increase PR and 
forward to Selection 

module for decision & 
selection. 

2 If (SC status == pass) && (TTLC 
status ==fail) 

Then update database 
in CIS module, 

decrease PR, and 
corresponding VM not 

sent to selection 
module. 

3 If (SC status == fail) && (TTLC 
status == pass) 

Then decrease PR 
and node sent to CFM 

for identification, 
detection & recovery. 

4 If (SC status == fail) && (TTLC 
status ==fail) 

Then decrease PR 
and node also sent to 
CFM for detection & 

recovery. 
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In addition, the final selection mechanism contains all virtual nodes that 

successfully passed the SC and TTLC module and after this point the node 

with the highest pass rate value is selected and checkpoint is made. But if all 

nodes failed then a backward recovery is carried out with the help of the last 

successful checkpoint and if there exist more than one node with the same PR 

value then a node will be selected at random. 

4.5 Extreme Fault Testing Scenarios of the system 

In the above scheme all virtual nodes run different algorithm which result in 

different scenarios of Pass and Fail rates due to diversification in software and 

timing constraints. Based on the presented fault tolerance system architecture, 

our approach has been analysed with relation to four extreme use cases 

scenarios as shown in (Figure 4.3 and 4.4) to analyse the performance of the 

cloud controller and the cloud fault manger. 

 The following are some of the different scenarios that could occur 

(summarised in Table 4.2). 

 

Figure 4.3: Use Case Scenario for Continuous Pass to Fail and Fail to Pass 

Shifting Plots 
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Figure 4.4. Use Case Scenario for Continuous Pass and Fail 

4.5.1 Full Pass Scenario of the system 

This is a scenario where the entire algorithm on each Virtual Node produces a 

successful outcome. Here the SC and TTLC is also pass because the task is 

completed within the stipulated time limit. The Pass rate of the corresponding 

node is then increased, and it goes to the selection mechanism for the final 

decision-making. The selection module contains all the virtual nodes that have 

successfully completed and passed the SC and TTLC module. The final 

selection module selects the node with the highest Pass rate value and 

performs a checkpoint before sending back to the service provider. However, 

in this case no failure is recorded in any of the virtual machines. 

4.5.2 Partial Pass Scenario of the system 

 In this scenario, all the virtual machines produce successful results where 

some of the results are generated within the time limit and some after the time. 

If the Status check of a node is Pass but the task is not completed within the 

agreed time limit, then the system is said to be in a partially pass state, and 

the node is not considered for a further decision by the final selection 
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mechanism. The Success rate for that specific node is also decreased and an 

error signal is not generated for a failed virtual machine. However, in this 

scenario, the system will continue to operate with forward recovery and the 

selection mechanism will select the output from the nodes that have produced 

a good pass rate within the time limit. 

4.5.3 Full Failure Scenario of the system 

 if the Status check is fails, then automatically the task limit check is also fail 

and all the faulty nodes are sent to the Cloud Fault manager for fault detection 

and recovery. In this scenario, all nodes fail completely and with the aid of the 

last successful checkpoint a backward recovery is performed. 

4.5.4 Partial Failure Scenario of the system 

If either the SC or the Task limit time checker outputs a fail result, then the 

corresponding virtual machine is not considered or forwarded to the final 

selection module. However, some virtual machines produce some pass results 

only when the SC is pass and the results are produced within the time limit, 

thereby sending the virtual machine to the selection module and increasing the 

Success rate of that node in the Cloud information service record table. Here 

error signal will be generated for failed virtual machines and the corresponding 

node will not be sent to the final selection module. The system will continue to 

operate with forward recovery and the last decision mechanism will only select 

the output from the nodes that have produced a pass result.  

4.5.5 Mathematical formulation of the scheme using Reward Renewal 

Process (RRP) 

The scheme uses a checkpoint model that follows a RRP[120], [121], where 

after each failure occurring in the system, backward recovery is performed, 

and the application is immediately restarted and recovered from the last 

successful checkpoint. In summary, the fault generated is repaired before the 

last task time deadline is reached, and after each node failure occurrence in 

the system, the application will be restarted from the last successful checkpoint 

as depicted in Figure 4.5. The assumption used are as follows: 
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Figure 4.5: Check pointing Strategy Failure Model 

 

4.5.6 Assumption 1 

Let  (𝑻𝒐𝒗  , 𝑻𝒓𝒆𝒄 , 𝑻𝑹𝒐𝒍)  of each cycle be a sequence of independent identically 

random variable (𝑳𝟏 , 𝑳𝟐 , 𝑳𝟑)…… . .,  which is dependent on any point in time 

failure occurs in the system 𝛀 stands for the 𝑘𝑡ℎ time between failures in each 

computing cycle. 

        𝛦 [𝑇𝑜𝑣 ] <  ∞                             (5.3) 

To improve the checkpoint mechanism performed by our system, we looked at 

how to determine checkpoint intervals that decreases the time delay because 

checkpoint should not be carried out too regularly so as to balance the 𝑻𝒐𝒗  and 

roll back time of our application. 

Therefore the time delay can be expressed as                                              

   𝐿𝑡 =∑𝑇𝑖                                                     (5.4) 

𝑥𝑡

𝑖=0

 

where,  𝑥𝑡   =   sup {𝑛: 𝐽𝑛 ≤  𝑡}  = max {𝑛 ∈ (1,2,3… . )| 𝑥𝑡 ≤  𝑡} and   𝐽𝑛  refers 

to the 𝑘𝑡ℎ failure time of intervals [ 𝐽𝑛 , 𝐽𝑛+1 ] which is also called the renewal 

intervals defined as the following, 
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                                                      𝐽𝑛 =∑𝑇𝑖                                                     (5.5)  

n

𝑖=1

 

Equation (5.4) denotes the renewal reward process where  𝐿𝑡  depends 

on(𝑻𝒐𝒗 , 𝑻𝒓𝒆𝒄, 𝑻𝑹𝒐𝒍).  The renewal function is defined as the expected value of 

the number of failures observed up to a given time  𝑡:    

 𝑓(𝑥) =  𝛦 [𝑋𝑡 ]                   (5.6)   

Therefore the renewal function satisfies,            

lim
𝑡→∞

 
1

𝑡
𝑓(𝑥) =

1

𝛦 [𝛀𝟏] 
                                         (5.7)   

Substituting (5.6) into (5.7) gives, 

    lim
𝑡→∞

 
𝑋𝑡 
𝑡
=

1

𝛦 [𝛀𝟏]
                                             (5.8)   

Proving the elementary renewal theorem it is sufficient to show that for an 

elementary renewal theorem for renewal reward processes the reward 

function is given as: 

           𝑔(𝑥) =  𝛦 [𝐿𝑡 ]                                             (5.9)   

The reward function thereby satisfies, 

       lim
𝑡→∞

 
1

𝑡
𝑔(𝑥) =

𝛦 [𝐋𝟏]

𝛦 [𝛀𝟏]
                                      (5.10) 

Substituting (5.9) into (5.10) gives 

            lim
𝑡→∞

 
𝛦 [𝐋𝒕]

𝑡
=
𝛦 [𝐋𝟏]

𝛦 [𝛀𝟏] 
                                       (5.11)  

From equation (5.4), we have                        

                𝐿𝑡 =∑𝑇𝑖     

𝑥𝑡

𝑖=0

                                               (5.12)  

then equation (5.11) becomes,  

lim
𝑡→∞

 
𝛦 [∑ 𝑇𝑖

𝑥𝑡
𝑖=0 ]

𝑡
=
𝛦 [𝐋𝟏]

𝛦 [𝛀𝟏] 
                                   (5.13) 

 Therefore,                   

  𝐿𝑡 =
𝛦 [𝐋𝟏]

 𝛦 [𝛀𝟏]  
                                               (5.14) 
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Where   𝐿𝑡  is called the renewal reward process as derived in [120], [122]. 

Conversely there is an additional time to save the system application states 

which is called the checkpoint overhead. In other to improve the checkpoint 

mechanism, checkpoints should not be performed too frequently in other to 

achieve balancing between the checkpoint overhead, recovery time and 

application re-computing time as derived in [25],[36], [123],[89]. 

4.5.7  Assumption 2 

In the proposed model, we assume that failures occur rarely and randomly 

to the system, rather than being an integral part of the system. The check 

pointing mechanism is able to recognize and isolate faults when they occur 

to ensure the overall system performance is not affected. 

4.5.8 Assumption 3 

We assume that failure will be detected as soon as possible after the 

occurrence, and the time between failures follows a similar probability 

density function in cloud systems. At the same time during system recovery 

period failure will not happen. 

4.5.9  Assumption 4 

The system is failure-free during system recovery period. 

4.5.10 Assumption 5 

The time between failures follows the same probability density function in 

a cloud environment. 

4.5.11  Assumption 6 

That ∆J is constant which implies that 𝑇𝑅𝑜𝑙 <  ∆J always.  

4.5.12  Assumption 7 

𝑇𝑂𝑉 is constant in a cloud environment. 

4.5.13  Assumption 8 

The failed system can always be recovered from the last successful 

checkpoint which implies that 𝑇𝑟𝑒𝑐 < ∆𝐽 always   
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From the figure above, 𝑇𝑜𝑣𝐹𝐹 is defined as the checkpointing overhead 

during the longest failure-free time interval of consecutive checkpoint and 

it is associated to the𝑇𝑜𝑣.  

So, 

  𝑇𝑜𝑣𝐹𝐹 = 𝛀𝟏 − 𝑇𝑅𝑜𝑙                        (5.15) 

 We define a Continuous Density Function (CDF) of a continuous 

checkpoint as a function that describes the probability for a check-pointing 

interval ∆𝐽 to occur at a particular time 𝑡.  

CDF = 𝜌(𝑡) =
1

∆𝐽
                                     (5.16) 

Where   𝑁𝑗𝑥.𝑗𝑦 is the number of checkpoints to fall within a interval [𝑗𝑥, 𝑗𝑦], 

which is given by the integral of CDF over time interval [𝑗𝑥, 𝑗𝑦]. 

Therefore, integrating (5.16) becomes 

 ∫ 𝜌(𝑡) 𝑑𝜏 =  ∫
1

∆𝐽
 𝑑𝜏 =    𝑁𝑗𝑥.𝑗𝑦  

𝑗𝑦

𝑗𝑥

𝑗𝑦

𝑗𝑥
               (5.17) 

Since  𝑁𝑗𝑥.𝑗𝑦  is the number of checkpoints to fall within an interval [𝑗𝑥, 𝑗𝑦], 

Then    𝑁𝑗𝑛−1.𝑗𝑛  is the number of checkpoints to fall within an interval 

[𝑗𝑛−1, 𝑗𝑛], From (5.17) we have          

    ∫ 𝜌(𝑡) 𝑑𝜏 =  ∫
1

∆𝐽
 𝑑𝜏 =  ∫     

1

𝑗𝑛−𝑗𝑛−1
 𝑑𝜏 =    𝑁𝑗𝑛−1.𝑗𝑛 = 1 

𝑗𝑛

𝑗𝑛−1
 

𝑗𝑛

𝑗𝑛−1

𝑗𝑛

𝑗𝑛−1
      (5.18) 

So, from the figure above, we calculate the total checkpoint overhead 

during the longest failure free time interval as follows: 

  𝑇𝑜𝑣𝐹𝐹  =   𝑇𝑜𝑣 ∗   𝑁𝑗0.𝑗𝑛                       (5.19) 

                          𝑇𝑜𝑣𝐹𝐹  =   𝑇𝑜𝑣 ∗ ∫ 𝜌(𝑡) 𝑑𝜏
𝑗𝑛

𝑗0
                      (5.20) 

Since   𝑇𝑅𝑜𝑙 is connected to   𝑇𝐹 and in reality  𝑇𝐹 is unknown until failure 

occurs, therefore we use failure expectation distribution value 𝐸(𝑇𝑅𝑜𝑙) as 

the fault overhead. If  𝑓(𝑡) represents the Failure density function (FDF) of 

a continuous failure whose function describes the relative probability for 

the failure to occur at a particular time 𝑡, then we define the FDF as follows: 
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                𝑓(𝑡) =  𝐹′(𝑡) =
𝑑𝐹(𝑡)

𝑑𝑡
                                 (5.21) 

Such that  𝑓(𝑡)  ≥ 0 𝑎𝑛𝑑 𝐹(𝑡) represents the failure distribution function 

which is connected to the failure density function.  We now have  

                                              ∫ 𝑓(𝜏)
+∞

−∞
𝑑𝜏 = 1                                 (5.22) 

 If  𝐹(𝑡) of a continuous failure is defined as a function that describes 

random variable t with a given failure density function𝑓(𝑡),  

where𝑓(𝑡)  ≤ 𝑡,   

Then,      𝐹(𝑡) = 𝑃(−∞ ≤ 𝑡) = ∫ 𝑓(𝜏)
𝑡

−∞
𝑑𝜏                         (5.23) 

Simplifying equation (5.23) gives  

 𝑃(−∞ ≤ 𝑡) = 1 − 𝐹(𝑡) = ∫ 𝑓(𝜏)
−∞

𝑡
dτ                (5.24) 

So,  

                                   𝑃(  𝑡𝑥 < 𝑡 ≤  𝑡𝑦) = 𝐹( 𝑡𝑦) − 𝐹( 𝑡𝑥)                  (5.25) 

Equation (5.25) now gives   

                  = ∫ 𝑓(𝜏)
𝑡𝑦

𝑡𝑥
𝑑𝜏, Where lim

𝑡→∞
𝐹(𝑡) = 0 and  lim

𝑡→+∞
𝐹(𝑡) = 1      (5.26) 

Recall that since   𝑇𝑅𝑜𝑙 is connected to 𝑇𝐹 and in reality 𝑇𝐹 is unknown until 

failure occurs, therefore we use failure expectation distribution value 

𝐸(𝑇𝑅𝑜𝑙) as the fault overhead. We then calculate the failure expectation 

value as follows: 

  𝐸(𝑡) = ∫  𝜏. 𝑓(𝜏)
+∞

−∞
𝑑𝜏,                            (5.27) 

Where 𝐸(𝑡) is defined as the failure distribution value of a continuous 

failure that describes the weighted average of all values of all possible 

failures that accepts probability density function.  Since(𝐹𝑇𝑂𝑉) is associated 

to 𝑇𝐹, and 𝑇𝐹 fall within time interval [𝐽𝑛, 𝐽𝑛,+1], therefore we can simply 

calculate 𝑇𝐹 and 𝐽𝑛  as well as the Roll Back failure Time between 𝑇𝐹 and 

last successful 𝑱𝑛 Checkpoint which is given as: 

 𝑇𝑅𝑜𝑙 = 𝑇𝐹𝑖 − 𝐽𝑛                     (5.28) 
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From our checkpoint model, the check-pointing time interval in a cycle fall 

within an interval [𝐽1, 𝐽𝑛,+1], breaking it down further gives [𝐽1,𝐽2,𝐽3,…. 𝐽𝑛,+1] 

and [𝐽𝑛, 𝐽𝑛,+1] where 𝑇𝐹, fall between time interval [𝐽𝑛, 𝐽𝑛,+1]. 

So, Let ( 𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = 𝑋  

Therefore, from (5.27) the failure expectation distribution value gives   

                                                    𝐸(𝑇𝑅𝑜𝑙|𝑋) =
1

2∗ 𝜌(𝑡)
                           (5.29) 

Substituting 𝑋  into (5.29) gives 

                𝐸(𝑇𝑅𝑜𝑙|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) ) =
1

2∗ 𝜌(𝑡)
                     (5.30) 

Since 𝑇𝐹, fall within time interval [𝐽𝑛, 𝐽𝑛,+1] which implies that 𝐽𝑛 < 𝑇𝐹, ≤ 𝐽𝑛,+1 

and 𝑡 fall within [𝐽𝑛 , 𝑇𝐹 ], the failure expectation value by substituting (5.28) 

gives us: 

𝐸(𝑇𝑅𝑜𝑙|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) =  𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1)          (5.31) 

From (5.27) Integrating gives 

𝐸(𝑇𝑅𝑜𝑙|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1)

=  ∫ 𝑃(𝜏 > 𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛 < 𝑇𝐹𝑖 ≤ 𝐽𝑛+1)
𝐽𝑛+1−𝐽𝑛

0

𝑑𝜏                     (5.32) 

Simplifying (5.32) gives 

𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1)=∫
𝑃(𝜏>𝑇𝐹𝑖−𝐽𝑛,𝐽𝑛< 𝑇𝐹𝑖≤𝐽𝑛+1)

𝑃(𝐽𝑛< 𝑇𝐹𝑖≤𝐽𝑛+1)

𝐽𝑛+1−𝐽𝑛     

0
𝑑𝜏          (5.33) 

𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = ∫
𝐹( 𝐽𝑛+ 𝜏)−𝐹( 𝐽𝑛)

𝐹( 𝐽𝑛+ 1)−𝐹( 𝐽𝑛)

𝐽𝑛+1−𝐽𝑛     

0
𝑑𝜏           (5.34) 

𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = ∫
∫ 𝑓(𝑥)
𝐽𝑛+𝜏
𝐽𝑛

𝑑𝑥

∫ 𝑓(𝑥)
𝐽𝑛+1
𝐽𝑛

𝑑𝑥

𝐽𝑛+1−𝐽𝑛     

0
dτ                (5.35) 

Failure rate is the frequency with which an engineered system or 

component fails, expressed in failures per unit of time. It can be defined 

with the aid of the reliability function, also called the survival function 𝑅(𝑡), 

the probability of no failure before time 𝑡. 

https://en.wikipedia.org/wiki/Frequency
https://en.wikipedia.org/wiki/Systems_engineering
https://en.wikipedia.org/wiki/Reliability_function
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𝜆(𝑡) =
𝑓(𝑡)

𝑅(𝑡)
                                            (5.36)                                                 

Where 𝑓(𝑡) is the failure density function FDF of a continuous failure which 

is related to the failure rate 𝜆  and not to time, because the system failure 

rate 𝜆 doesn’t change in the time interval [𝐽𝑛, 𝐽𝑛,+1], and   

                                               𝑅(𝑡) = 1 − 𝑓(𝑡)                                            (5.37) 

Note that the 𝜆(𝑡) function is a conditional probability of the failure density 

function. The condition is that the failure has not occurred at time  𝑡.  

Hence equation (5.35) becomes, 

      𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = ∫
∫ 𝑓(𝑡)
𝐽𝑛+𝜏
𝐽𝑛

𝑑𝑥

∫ 𝑓(𝑡)
𝐽𝑛+1
𝐽𝑛

𝑑𝑥

𝐽𝑛+1−𝐽𝑛     

0
𝑑𝜏               (5.38) 

Simplifying further gives          

  𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = ∫
(𝐽𝑛+ 𝜏−𝐽𝑛)∗𝑓(𝑡)

(𝐽𝑛+1−𝐽𝑛)∗𝑓(𝑡)

𝐽𝑛+1−𝐽𝑛     

0
𝑑𝜏               (5.39) 

           𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = ∫
𝜏

(𝐽𝑛+1−𝐽𝑛)

𝐽𝑛+1−𝐽𝑛  

0
𝑑𝜏             (5.40) 

Factoring out and integrating 𝑤𝑟𝑡 to 𝜏 gives 

                   𝐸(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = ∫
𝜏

(𝐽𝑛+1−𝐽𝑛)

𝐽𝑛+1−𝐽𝑛  

0
dτ           (5.41) 

    E(𝑇𝐹𝑖 − 𝐽𝑛|𝐽𝑛  <  𝑇𝐹 ≤ 𝐽𝑛+1) = 
1

(𝐽𝑛+1−𝐽𝑛)
∫ 𝜏
𝐽𝑛+1−𝐽𝑛  

0
𝑑𝜏              (5.42) 

   = 
1

(𝐽𝑛+1−𝐽𝑛)
∗ 
(𝐽𝑛+1−𝐽𝑛)

2

2
  = 

(𝐽𝑛+1−𝐽𝑛)

2
                    (5.43) 

Therefore,     E(𝑇𝑅𝑜𝑙|𝐽𝑛  <  𝑇𝐹𝑖 ≤ 𝐽𝑛+1) =
(𝐽𝑛+1−𝐽𝑛)

2
                  (5.44) 

Substituting   ∆𝐽 = (𝐽𝑛+1 − 𝐽𝑛) into (5.44) gives 

     E(𝑇𝑅𝑜𝑙|𝐽𝑛  <  𝑇𝐹𝑖 ≤ 𝐽𝑛+1)  =
(𝐽𝑛+1−𝐽𝑛)

2
=

∆𝐽

2
               (5.45) 

Substituting (5.16) in (5.45) gives,           

                               E(𝑇𝑅𝑜𝑙|𝐽𝑛  <  𝑇𝐹𝑖 ≤ 𝐽𝑛+1) = 
1

2 ∗ 𝜌(𝑡)
                       (5.46) 
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From Figure 5.4 above, the total overhead time interval of the complete 

failure cycle can be calculated as follows: 

𝑇𝑐𝑦 = 𝑇𝑂𝑉𝐹𝐹 + 𝑇𝑅𝑜𝑙 + 𝑇𝑟𝑒𝑐                            (5.47) 

Where,         𝑇𝑟𝑒𝑐 = 𝑇𝑅𝑜𝑙 + 𝑇𝑂𝑉                             (5.48) 

Substituting (5.30) into (5.48) gives 

      𝑇𝑟𝑒𝑐 =
1+ 2∗𝜌(𝑡) ∗ 𝑇𝑂𝑉

2∗ 𝜌(𝑡)
 =

1

2∗ 𝜌(𝑡)
+ 𝑇𝑂𝑉                             (5.49) 

Substituting (5.20), (5.46) and (5.49) into (5.47) gives 

        𝑇𝑐𝑦 =   𝑇𝑜𝑣 ∗ ∫ 𝜌(𝑡) 𝑑𝜏
𝑗𝑛

𝑗0
+

1

2 ∗ 𝜌(𝑡)
+

1

2∗ 𝜌(𝑡)
+ 𝑇𝑂𝑉                         (5.50) 

Simplifying (5.50) and factoring out 𝑇𝑂𝑉 gives  

 𝑇𝑐𝑦 =   𝑇𝑜𝑣 ∗ (1 + ∫ 𝜌(𝜏) 𝑑𝜏
𝑗𝑛

𝑗0

) +
1

𝜌(𝑡)
                           (5.51) 

The failure expectation distribution value 𝐸(𝑇𝑐𝑦) can be calculated since 

the time interval in our failure circle is [𝐽0, 𝐽𝑛,+1], and  𝑓(𝑡) 𝑎𝑛𝑑 𝐹(𝑡) are the 

failure density function and failure distribution function respectively. So,   

   𝐸(𝑇𝑐𝑦) = ∫ 𝑇𝑐𝑦 ∗ 𝑓(𝑡) 𝑑𝑡
+∞

0

                                     (5.52) 

Integrating 𝑤𝑟𝑡 𝑡 and substituting (5.51) into (5.52) gives, 

                𝐸(𝑇𝑐𝑦) = ∫ (𝑇𝑐𝑦 ∗ (1 + ∫ 𝜌(𝜏) 𝑑𝜏
𝑗

𝑗0
) +

1

𝜌(𝑡) 
) ∗ 𝑓(𝑡) 𝑑𝑡

+∞

0
              (5.53)  

Where 𝐸(𝑇𝑐𝑦) is the failure expectation distribution value 

Minimizing the value of 𝐸(𝑇𝑐𝑦)  from equation (5.51), 𝜌(𝑡)  can be obtained 

thereby optimizing ∆𝐽 which is the checkpoint interval.  

So 𝜌(𝑡) is obtained as  

= (
1

  𝑇𝑜𝑣
∗

𝑓(𝑡)

(1 − 𝐹(𝑡))
)

1
2

                                        (5.54)  
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And  ∆𝐽 is obtained as  

                      = (  𝑇𝑜𝑣 ∗
(1 − 𝐹(𝑡))

𝑓(𝑡)
)

1
2

                                        (5.55) 

 

Therefore minimizing  (min 𝐸(𝑇𝑐𝑦))is equivalent to  

               = ((𝑇𝑐𝑦 ∗ (1 +∫ 𝜌(𝜏) 𝑑𝜏
𝑗

𝑗0

) +
1

𝜌(𝑡) 
) ∗ 𝑓(𝑡) 𝑑𝑡)                  (5.56) 

 

4.6 System Architecture of the proposed model 

 

We define a mathematical relationship representing the fault tolerance model 

of a cloud computing system and present a working model of the proposed 

smart fault tolerance approach. The fault tolerance system architecture 

presented in Figure 4.6 consist of four zones namely; 

 

Figure 4.6. Fault Tolerance design 
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4.6.1 The Client Zone of the system architecture 

This is where one or more client can access any service of the fault tolerance 

cloud data centre on demand at any given time. 

4.6.2 The Virtualization Zone of the system architecture 

This zone is where one or more virtual machines and instances can be started 

up, terminated and migrated within the datacentre, and acting as a link 

between the Client and the fault tolerance cloud environment. 

4.6.3 The Fault Tolerance Zone of the system architecture 

The FT zone is where the Hypervisor and Virtual machine monitor (VMM) 

exists supporting a high availability cloud service level and Service level 

objectives.  

4.6.4 The Hardware Zone of the system architecture 

Under this zone, we have one or more distributed data centres in different 

locations with each datacentre consisting of numerous physical servers which 

provides hardware infrastructure for starting up virtual machines instances [9]. 

The sequence of interactions between components of the cloud using our 

proposed strategy in Figure 4.7 is as follows: 

 
Figure 4.7: A Sequence diagram for the interaction between proposed 

system components. 
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1. At the start, users submit task with user Quality of Service requirements 

(Qos) to the Service provider and it dispatches the task to the Cloud 

Controller. 

2. Cloud Controller sends a request to the Cloud Information Service to 

get a list of available resources for each task. 

3. CIS responds to this query by sending a list of registered resources that 

are suitable for executing the job and their information (CIS Table). 

4. After receiving the available list of resources, the CC performs the 

following: 

(a) Performs virtualization with the help of a Hypervisor. 

(b) Virtual Machines (VMs) are created from the available resources of 

the physical server. 

(c) A CIS table containing the server IDs, virtual nodes and the PR is 

made available to the Load balancer. This table is maintained to identify 

the Virtual nodes and to keep record of the number of times jobs are 

assigned and to also obtain the PR from those successful virtual nodes. 

5. The Load balancer distributes the task based on the information gotten 

from the CIS table, by assigning task to those virtual nodes whose 

corresponding physical servers are having a good PR. 

6. If the job is successfully completed, then 

(a) Both the SC and TTLC are success 

(b) The PR of the corresponding node is increased and forwarded to 

the final decision mechanism module. 

(c) The decision mechanism delivers the result of the successful job to 

the SP, which is then dispatched or returned to the client. 

7. If it fails to complete the job, then 

(a) Both SC and TTLC are fail  

(b) Either SC or TTLC is fail and the corresponding virtual machine is 

not sent to the decision or Selection mechanism. 

(c) The corresponding virtual machine is sent to the Fault Manager for 

fault detection and recovery. If all nodes fail, then the backward 

recovery is performed with the help of the last checkpoint. 
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Algorithm 4.1: Cloud Controller Computation Algorithm 
 

Algorithm 4.1:  Cloud Controller Computation Algorithm 

Variables: VirtualNodeTable Map, AvailablePEs List, UsedPEs List, 

Input: VN Object 

Output: Boolean Result True/False 

1 

2 

Result=False/ True/ Tries=0,1; Output “Most Viable Node for operation 

with highest Pass Rate" 

3 If (Virtual Node is not created) 

4  Do:Input “ℎ𝑖𝑔ℎ𝑒𝑠𝑡𝑃𝑎𝑠𝑠𝑅𝑎𝑡𝑒 = 1, 𝑃𝑅 = 0.5, 𝑥1 = 1, 𝑥2 = 2. 
5 

6 

7 

8 

9 

10 

  For All (host available in Host.List) 

  If nodeStatus = Pass, {𝒙𝟏=𝒙𝟏+1, 𝒙𝟐=𝒙𝟐+1, PR=𝒙𝟏/𝒙𝟐} 
/*SC and TTLC for that node is Pass*/ 

Else, 

If nodeStatus = Fail, {𝒙𝟐=𝒙𝟐+1, PR=𝒙𝟏/𝒙𝟐} 
/*SC or TTLC is Fail, Update CIS Table*/ 

11 

12 

13 

14 

15 

   If PassRate >= highestPassRate or PassRate <=0; 

Then, 

/*inform CLB not assign task to the node, remove the node and CC 

will be informed to add a new node*/ 

If (PrimaryHost.Pes >= needed.Pes) 

16     idx= index of the main host; 

17     Break 

18    End If 

19   End For 

20   Main Host = PrimaryList.get_Host(idx); 

21   Result = Create_VirtualNode(Host); 

22   Tries++; 

23   If (Result) 

24    Update: 

25     VirtualNodeTable (VNT) 

26     Used_PEs (required.Pes) 

27     Available_PEs (required. Pes) 

28    Result = true 

29    Break 

20   Else 

21    set the PrimaryHost.Pes in minimum value; 

22   End If 

23  While (!Result && Tries < Available_PEs.size); 

24 End If 

25 Return Result 
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Algorithm 4.2: Final Selection Technique Algorithm 
 

 

Algorithm 4.3: Cloud Load Balance Algorithm 

 

Algorithm 4.2:  Final Selection Technique Algorithm 

Variables: VirtualNodeTable Map, AvailablePEs List, UsedPEs List, 

Input: VN Object 

Output: Boolean Result Trule/False 

1 

2 

Result=False/ True/ Tries=0,1; Output “Select best Node with highest 

PR and minimum finish time" 

3 If (Virtual Node is created) 

4 

5 

6 

 Do:Input “ 𝑓𝑟𝑜𝑚 𝑇𝑇𝐿, 𝑛𝑜𝑑𝑒 𝑃𝑎𝑠𝑠𝑅𝑎𝑡𝑒 = 𝑥1” 
/∗ 𝑥1  = 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑛𝑜𝑑𝑒𝑠 𝑤𝑖𝑡ℎ 𝑠𝑢𝑐𝑐𝑒𝑠𝑓𝑢𝑙𝑙 𝑆𝐶 𝑎𝑛𝑑 𝑇𝑇𝐿𝐶

∗/  
7 

8 

9 

10 

11 

12 

13 

14 

  Input PR = 0.5, 

Input highestPassRate 

For All (host available in Host.List) 

  If nodeStatus = Pass, {𝒙𝟏=𝒙𝟏+1, 𝒙𝟐=𝒙𝟐+1, PR=𝒙𝟏/𝒙𝟐} 
/*SC and TTLC for that node is Pass*/ 

Else, 

If nodeStatus = Fail, {𝒙𝟐=𝒙𝟐+1, PR=𝒙𝟏/𝒙𝟐} 
/*SC or TTLC is Fail, Update CIS Table*/ 

15 

16 

17 

18 

19 

20 

   If PassRate >= highestPassRate or PassRate <=0; 

Then, 

/*inform CLB not assign task to the node, remove the node and 

CC will be informed to add a new node*/ 

If (𝒙𝟏 == 0 ) 

Then, 

21     idx= index of the main host; 

22     Break 

23    End If 

24   End For 

25 

26 

27 

28 

29 

30 

31 

32 

  Status = fail, 

/*Conduct a backward recovery with the help of the last 

successful checkpoint */ 

Else, 

Status = fail, 

bestPassRate=PassRate of the Node with the maximum PassRate. 

 Send outcome to the Service provider and perform checkpoint. 

PrimaryHostList.get_Host(idx); 

33   If (Result) 

34    Update: 

35     VirtualNodeTable (VNT) 

36 End If 

37 Return Result 
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Algorithm 4.3:  Cloud Load Balance Algorithm  

Variables: VirtualNodeTable Map, AvailablePEs List, UsedPEs List, 

Input: VN Object 

Output: Boolean Result True/ False 

1 Result=False/ True/ Tries=0,1; 

2 If (Virtual Node is not created) 

3 

4 

5 

6 

7 

8 

 Do:𝑰𝒏𝒑𝒖𝒕 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑃𝑅 = 0.5, 𝑥1 = 1, 𝑥2 = 2. (0 < 𝑃𝑅 ≤  1) 
 {“highestPassRate = 1"}; 𝐏𝐑 = 𝒙𝟏/𝒙𝟐 

//𝑥1 =  

𝑁𝑜. 𝑡ℎ𝑒  𝑉𝑁 𝑜𝑓𝑎 𝑃𝑆 𝑡ℎ𝑎𝑡 𝑔𝑖𝑣𝑒𝑠 𝑎 𝑠𝑢𝑐𝑐𝑒𝑠𝑓𝑢𝑙𝑙 𝑟𝑒𝑠𝑢𝑙𝑡 
//𝑥2 =   

𝑁𝑜. 𝑜𝑓 𝑡𝑖𝑚𝑒𝑠 𝑡ℎ𝑒 𝐶𝐿𝐵 𝑜𝑓 𝑡ℎ𝑒 𝐶𝐶 𝑎𝑠𝑠𝑖𝑔𝑛𝑠 𝑎 𝑡𝑎𝑠𝑘 𝑡𝑜 𝑎 𝑃𝑆′𝑠  𝑉𝑁 
9 

10 

  For All 

 (host available in Host.List) 

11 

12 

   If (if SC Status = = Pass) & & (TTLC status = = Pass) 

Then, Select the Node 

13 

14 

15 

16 

    idx= index of the main host; 

If ( SC Status = = Pass) & & (TTLC status = = Fail) 

Then, 

 Select the Node with the highest PR 

17     Break 

18    End If 

19   End For 

20 

21 

  If ( SC Status = = Pass) & & (TTLC status = = Fail) 

Then, don’t select the node if enough nodes are available 

22   Result = don’t Create_VirtualNode(Host); 

23 

24 

25 

26 

  Tries++; 

If ( SC Status = = Fail) & & (TTLC status = = Fail) 

Then, inform the CC and forward to CFM to perform recovery with the 

last successful checkpoint  

27   Else 

28    set the PrimaryHost.Pes in minimum value; 

29   End If 

30  While (! Result && Tries < Available_PEs.size); 

31 End If 

32 Return Result 
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4.6.5 Pass Rate (PR) and Fail Rate (FR) Assessment of the model 

We considered 200 computing cycles and present a metric analysis to 

evaluate the Pass and Fail scenarios of six Virtual nodes (VM-1, VM-2, VM-3, 

VM-4, VM-5, VM-6) respectively. During initial conditions, we assumed the 

following: 

• Pass Rate is 0.5, where 𝑥1 represents the number of times a virtual 

machine of a Host server produces a Pass outcome, and 𝑥2 

represents the time the Cloud Controller’s Load balancer designates 

a task to a virtual node or VM.  

• Each VM belongs to a different host or physical server. 

  

A comparison analysis for 200 computing cycles between the pass and failure 

scenarios is presented in Figure 4.8 representing our use case scenarios. The 

results show that VM-1 continuously increased and passed, while VM-2 

steadily decreased and continuously failed. Furthermore VM-3 passed and 

succeeded for the first 100 cycles and then failed for the remaining 100 cycles 

while VM-4 failed for the first 100 cycles and then succeeded and passed for 

the remaining 100 cycles. Table 4.3 shows the Pass and Failure scenario 

comparison of two VMs, namely VM-1 and VM-2 where the increase in PR 

after 200 computing cycles for VM-1 is 0.978, while the decrease in Failure 

rate (FR) for VM-2 is 0.579. This shows that the increase in PR is greater than 

the decrease in FR, clearly displaying a good performance of algorithm. 

Further scenarios were tested for validating the results. 
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Table 4.3. Pass and Fail Scenario Comparison 
 

 Virtual Machine-1 Virtual Machine-2 

Cycle Status Pass Rate 
(PR) 

Status Fail Rate (FR) 

Start - 0.5000 - 0.5000 

10 1 0.5470 0 0.4194 

20 1 0.5891 0 0.3679 

30 1 0.6311 0 0.3197 

40 1 0.6782 0 0.2910 

50 1 0.7301 0 0.2704 

60 1 0.7772 0 0.2604 

70 1 0.8242 0 0.2523 

80 1 0.8638 0 0.2456 

90 1 0.8985 0 0.2410 

100 1 0.9232 0 0.2380 

110 1 0.9405 0 0.2329 

120 1 0.9529 0 0.2290 

130 1 0.9628 0 0.2237 

140 1 0.9678 0 0.2199 

150 1 0.9727 0 0.2180 

160 1 0.9777 0 0.2174 

170 1 0.9801 0 0.2164 

180 1 0.9841 0 0.2151 

190 1 0.9851 0 0.2129 

200 1 0.9890 0 0.2102 
      As shown on the above table “1” stand for Pass, “0” stand for Fail 

 

4.6.6  Experimental Setup and Results 

The experiments were conducted using CloudSim [39][124], where three 

virtual nodes were created and tested. It was started by running the 

integrated virtualised optimal checkpointing algorithm using 10 computing 

cycles and 3 virtual nodes with every individual node executing series of 

tasks at a time. While these tasks are executed in one computing cycle, 

every virtual node runs a diverse algorithm. The result was then compared 

with the existing approaches under the same condition. Details of the 

comparison are presented in the next session. 

To analyse the algorithm's performance in a larger and complex 

environment, 100 virtual nodes was created. Details of the simulation 

results are presented in section 4.9. 
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As earlier stated, the different Pass and Failure scenario obtained from this 

experiment displays the diversity in software and timing constraints.  

At the service provider level, the decision mechanism is integrated with the 

Cloud controller module. In a situation where a failure occurs in one of the 

nodes, the system will automatically adapt a fail-over strategy and continues 

operating using the remaining nodes. The system will maintain and continue 

its operation in a steady state until all nodes have failed. A node is then 

selected, and a checkpoint is made by the last selection mechanism to keep 

the status of the system for future recovery. This is done after a successful 

completion of one computing or instruction cycle. We assumed that the value 

of    𝑥1, 𝑥2 PR, virtual node ID and corresponding server ID are all available 

and also assumed that the task deadlines are given as input with initial values 

𝑥1 =1, 𝑥2 = 2 and PR = 0.5 are considered for every node. Some experimental 

details are given in Table 4.12 in the next session while the Pass Rate analysis 

of VM-1 to VM-6 are presented in Figure 4.9 – Figure 4.14  

 

 

Figure 4.8: Pass/Pass⤇Fail & Fail/Fail⤇Pass Shifting plots 
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The task deadlines are taken as input with initial values 𝑥1 =1, 𝑥2 = 2 and 

PR=0.5 considered for every node. Figure 4.9 to 4.14 shows some 

experimental results obtained from six virtual machines for pass and failure 

rate analysis. 

 

Figure 4.9: Success rate analysis of VM1 

 
Figure 4.10: Success rate analysis of VM2 
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Figure 4.11: Success rate analysis of VM3 
 

 
Figure 4.12: Success rate analysis of VM4 
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Figure 4.13: Success rate analysis of VM5 
 
 

    
 

Figure 4.14: Success rate analysis of VM6 
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4.7 Discussion of Results 

According to the results obtained as presented in (Figure 4.9 - 4.14) and (Table 

4.12), in the first cycle VM-1, 2, 3, 4 and VM-6 have the same pass rate but 

VM -1 is selected because it has a lower task finish service time of 1700. In 

the same cycle VM -5 does not pass the status check and the time task limit 

check, automatically failing. In this situation, VM -2 output was selected by the 

decision mechanism in the second cycle because it had the highest pass rate 

of 0.87, while from cycle 3 to 4 the output of VM -1 was selected, as it had the 

highest pass rate among the competing virtual machines. Specific results show 

the following: 

• Having assumed in the beginning that PR is 0.5, Figure 4.9 shows the 

pass rate analysis in VM-1, where a steady increase was observed from 

0.5 to 0.778 and a further increase to 0.922 in cycle 4. A slight decrease 

was noticed from 0.922 to 0.874 and then a continuous Increase   from 

0.874 to 0.994 which shows a good performance overall on VM-1 

because increase in PR is more than decrease. 

• In Figure 4.10, a steady increase from 0.5 to 0.87 was noticed, and from 

cycle 2 to 9, there was a decrease and increase in PR, and a final 

increase from 0.721 to 0.888 which also shows increase in PR is greater 

than decrease hence we good performance can be achieved from this 

VM. Similar scenarios occur from VM-3 to VM-6, where there was a 

combination of both decrease and increase in PR, but overall, we can 

see that increase in PR is greater than decrease in PR in all the VMs, 

which indicates a favourable performance of the SFS approach. 

•  In the first cycle, VM-1, 2, 3, 4 and VM-6 have the same pass rate but 

the result of VM-1 has been selected because it had a lower task finish 

service time of 1700. In the same cycle VM-5 did not even pass the 

status check and so time task limit check also automatically failed. The 

VM-2 output was selected by the decision mechanism in second cycle 

because it has the highest pass rate of 0.87, while from cycle 3 to 4 the 

output of VM-1 was selected, as it has the highest pass rate among the 

competing virtual machines. 
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• From cycle 5 to 7, the output of VM-5 was selected because it had a 

higher pass rate among all other nodes. In cycle 5, VM-4 and VM-6 did 

not even pass the status check and time task limit check, same 

occurring in cycle 6 under VM-6 as well as cycle 10 under VM-4. Lastly 

the output of VM-1 was selected from cycle 8 to 10 because it had the 

highest pass rate. 

In a similar scenario, cycle 5 and cycle 6, where SC and TTLC failed or only 

SC failed, an error signal is generated and sent to the fault manager of the 

Cloud controller module and to the TTLC which is received before the time 

limit. However, as there is no result produced, the TTLC status is also failed. 

The fault manager then tries to repair the fault generated before the deadline 

since it was received before the time limit. As stated earlier, the result of the 

simulations shown in (Figure 4.9 - 4.14), display that an increase in PR is more 

than the decrease, hence showing a good performance of the SFS algorithm. 

 

4.8 Performance Comparison of the proposed strategy with the 

VFT approach. 

For the purpose of evaluation, we compared our proposed  model with the VFT 

approach [64]. In this thesis, we refer to the result obtained from our proposed 

strategy as the measured parameter while the VFT is referred to as the 

calculated parameter. Based on the performance comparison analysis 

conducted as shown in Table 4.8, the standard deviation for VM-1 was 

estimated to be 6.51, while that of VM-2 and VM-3 was 8.48 and 12.00 

respectively. In other words, compared to our proposed approach, this reveals 

that the VFT strategy deviated by 6.5187 in VM-1 and 8.4856 in VM-2. A further 

deviation of the strategy was also noticed in VM-3 as presented in figure 4.11 

It also shows the degree of discrepancy of the calculated result from the 

measured result. For the VFT algorithm, the increased in Pass Rate is less 

than our proposed strategy. Details of this model can be found in [64]. In our 

study we have taken 100 computing cycles for our simulation and we have 

also assumed a pass rate of 0.5 at the beginning of experiment. 



Chapter 4: Smart Failover Strategy (SFS) for Fault Tolerance in Cloud 

 

96 
 

 

In comparing the two models, we first obtain the relative error  𝑒𝑟𝑒 , we then 

calculated the actual error 𝑒𝑖  which is the difference between the calculated 

and measure result. These are expressed in equation (5.57) and (5.58) 

respectively. 

 

   𝑒𝑟𝑒 = (
𝑞𝑖𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 − 𝑞𝑖𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑 

𝑞𝑖𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑 
) ×  100                                    (5.57) 

𝑒𝑖 =  𝑞𝑖𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 − 𝑞𝑖𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑                                                   (5.58) 

We then use the relative and actual error to obtain the Average percentage 

relative error (APE), Average absolute percentage relative error (AAPE) and 

Standard deviation (SD) about the average relative error. Equation (5.59) - 

(5.61) gives the mathematical definition of this parameters and (Table 4.5 to 

4.7) presents details of the performance comparison evaluation. 

 

Ɛ1T = [  
1

N
  ∑   𝑒𝑟𝑒

𝑁

𝑖=1

]                                                                          (5.59) 

Ɛ2T = [  
1

N
  ∑|𝑒𝑟𝑒|

𝑁

𝑖=1

]                                                                         (5.60) 

   Ɛ3T=
√∑ (  𝑒𝑟𝑒−   𝑒1)

2
𝑁

𝑖=1
𝑁−1

                                                 (5.61) 

A Performance evaluation of VFT strategy with our proposed model was 

carried out using  𝑒𝑟𝑒,  𝑒𝑖 , 𝑒1,  𝑒2  and  𝑒3 respectively. 
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Table 4.4. Statistical Parameters 

Parameters Meaning 

𝑒𝑟𝑒 Relative error, dimensionless 

𝑒𝑖 Actual error 

𝑒1 Average percentage relative error 

𝑒2 Average absolute percentage relative error 

𝑒3 Standard deviation 

Ɛ1T Total average percentage relative error 

Ɛ2T Total average absolute percentage relative 

error 

 Ɛ3T Total standard deviation 

 

Table 4.5. Virtual Machine-1 Model evaluation Comparison 

Cycle 𝒆𝒓𝒆 𝒆𝒊 𝒆𝟏, 𝒆𝟐 𝒆𝟑 

1 0 0 0 0 122.7923 

2 -3.58087 -0.02786 -3.58087 3.580868 56.25454 

3 -5.34107 -0.04540 -5.34107 5.341066 32.94880 

4 -6.53584 -0.05817 -6.53584 6.535844 20.65999 

5 -15.6865 -0.14463 -15.6865 15.68645 21.20863 

6 -18.2540 -0.15954 -18.2540 18.25399 51.44939 

7 -17.0683 -0.15362 -17.0683 17.06834 35.84614 

8 -14.9929 -0.13793 -14.9929 14.99286 15.30128 

9 -14.4156 -0.13695 -14.4156 14.41562 11.11853 

10 -14.9367 -0.14623 -14.9367 14.93667 14.86491 
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Table 4.6. Virtual Machine-2 model evaluation Comparison 

Cycle 𝒆𝒓𝒆 𝒆𝒊 𝒆𝟏 𝒆𝟐 𝒆𝟑 

1 0 0 0 0 117.7431 

2 -9.79073 -0.07617 -9.79073 9.790729919 1.124074 

3 -14.0349 -0.12211 -14.0349 14.03492723 10.13768 

4 0.006661 4.66E-05 0.006661 0.006661077 117.8877 

5 -16.0054 -0.12356 -16.0054 16.00544335 26.56876 

6 -10.4947 -0.07064 -10.4947 10.49472518 0.126898 

7 -9.20328 -0.06764 -9.20328 9.20327935 2.714830 

8 -25.6078 -0.19744 -25.6078 25.60780917 217.7647 

9 -20.4241 -0.16339 -20.4241 20.42406946 91.64454 

10 -2.95521 -0.02131 -2.95521 2.955214791 62.34269 

 
Table 4.7. Virtual Machine-3 model evaluation Comparison 

 

Cycle 𝒆𝒓𝒆 𝒆𝒊 𝒆𝟏 𝒆𝟐 𝒆𝟑 

1 0 0 0 0 245.1940 

2 -27.5329 -0.21421 -27.5329 27.53288 140.9968 

3 -27.704 -0.18562 -27.704 27.70405 145.0910 

4 -22.3578 -0.11402 -22.3578 22.35777 44.87789 

5 -29.9088 -0.12263 -29.9088 29.90884 203.0674 

6 4.677668 0.01712 4.677668 4.677668 413.5667 

7 -9.24077 -0.04574 -9.24077 9.240766 41.18951 

8 -14.4727 -0.08452 -14.4727 14.47275 1.406422 

9 -9.51441 -0.05709 -9.51441 9.514415 37.75189 

10 -20.5329 -0.15092 -20.5329 20.53292 23.75831 
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Table 4.8. Performance Comparison of VFT strategy with the Proposed 

Strategy 

 Performance comparison 

parameters 

VM ID. Computing 

Cycle 

Ɛ𝟏𝐓(%) Ɛ𝟐𝐓(%) Ɛ𝟑𝐓(%) 

VM -1 100 -11.0812 11.0812 6.5187 

VM -2 100 -10.8510 10.8510 8.4856 

VM -3 100 -15.6587 15.6587 2.0041 

 

4.9   Performance Comparison of the proposed approach, VFT and 

AFT. 

(Figure 4.15 – 4.17) present results obtained from the performance 

comparison of the proposed strategy with other existing approaches where 

it was observed that our proposed strategy had a better performance 

compared to the existing approaches, as increase in pass rate both for 

virtual node-1, 2 and 3 are higher than decrease in failure rate.  

1. Virtualization and Fault Tolerance Approach (VFT) – Das et al. [64] 

proposed a virtualization and fault tolerance technique to reduce the 

service time and increase the system availability. In their proposed 

approach a Cloud Manager module and a Decision Maker we used to 

manage virtualization and load balancing which try to handle faults. By 

performing virtualization and load balancing, fault tolerance was 

achieved by redundancy and fault handlers. Their technique was mainly 

designed to provide a reactive fault tolerance where the fault handler 

prevents the unrecoverable faulty nodes from having adverse effect. 

2. Adaptive Fault Tolerance Approach (AFT) –Malik et al. [9] proposed an 

adaptive fault tolerance in time cloud computing where the main 

essence of their proposed technique was an adaptive behaviour of the 

reliability weights assigned to each processing node and adding and 

removing of nodes on the basis of reliability. 
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3. The Proposed Approach – For the purpose of evaluation, we compared 

our proposed strategy with the VFT [64] and AFT strategy [9] where we 

use results obtained from our proposed strategy as the measured 

parameter while that of VFT and AFT are referred to as calculated 

parameters respectively. 

 

Comparing the three models, we first obtain the relative error   𝑥𝑟𝑒, then we 

calculated the actual error 𝑥𝑖  as the difference between the calculated and 

measured result. These are expressed as (5.62) and (5.63) respectively.

   

        𝑥𝑟𝑒 = (
𝑞𝑖𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 − 𝑞𝑖𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑 

𝑞𝑖𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑 
)  ×   100                                (5.62) 

        𝑥𝑖 =  𝑞𝑖𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 − 𝑞𝑖𝑀𝑒𝑎𝑠𝑢𝑟𝑒𝑑 
             (5.63) 

 

Figure 4.15: VM1 Performance Comparison of VFT, AFT and the Proposed 

Strategy 
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Figure 4.16: VM2 Performance Comparison of VFT, AFT and the Proposed 
Strategy 
 

 

Figure 4.17: VM3 Performance Comparison of VFT, AFT and the Proposed 
Strategy 
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Figure 4.18:  Success rate analysis of VM1 

  

 

Figure 4.19: Success rate analysis of VM2 
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Figure 4.20: Success rate analysis of VM3 

A performance evaluation of VFT and AFT strategy with our proposed 

model was conducted. Figure 4.21 shows the mean error comparison, 

pass and failure rate analysis between our proposed approach and existing 

approaches as well as the error bar plot for some of the virtual nodes. 

Under virtual machine-1, the pass rate mean value of our proposed 

strategy was 0.85, while that of VFT and AFT are 0.75 and 0.46 

respectively. It was observed that VFT performed better than AFT which 

could be attributed to a better algorithm used by VFT. This also shows this 

limitation of the AFT algorithm. In virtual machine-2, the difference between 

the   mean value obtained for both VFT and AFT is less significant because 

VFT is slightly higher than the later. But our proposed strategy under this 

virtual machine displayed an improved performance. While in virtual 

machine-3 AFT is slightly higher than VFT even though the result obtained 

is less significant, but most importantly our proposed strategy shows a 

better result. Overall this indicates that our proposed strategy has a better 

output and improved performance compared to the existing approaches. 

Based on the performance comparison analysis, the standard deviation for 
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6Virtual Node-1 under the VFT and AFT strategies was estimated to be 

25.835 and 60.19807 respectively, while that of VM-2 was estimated to be 

20.438 and 45.078. A further deviation of strategies was also noticed in 

VM-3.  

 

Figure 4.21: Mean Error Value Comparison and Error bars plot         

 

This shows the degree of deviation of the calculated result from the 

measured result. For the VFT algorithm, our results have shown that the 

calculated pass rate is lesser compared to the measured pass rate of our 

proposed strategy. While for the AFT algorithm, the calculated pass rate is 

far much lesser than both the VFT algorithm and our proposed strategy. 

Details of this model can be found in [64] and [9] . 

 

 

 

                                                           
6 Virtual Machine (VM) and Virtual Node (VN) are used interchangeably in this thesis 
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Table 4.9: Virtual Node-1 Performance Comparison of VFT, AFT and 

Proposed Strategy 

Virtual Node -1 Comparison Metrics 

Data 

Sources 

Ɛ𝟏 (%) Ɛ𝟐(%) Ɛ𝟑(%) Ɛ𝟒(%) Ɛ𝟓(%) Ɛ𝟔(%) 

 

VFT -11.0812 11.08117 25.83521 -0.10103 0.101032 0.308417 

 

AFT -43.4512 43.45116 60.19807 -0.39175 0.391750 0.297314 

 

 

Table 4.10: Virtual Node-2 Performance Comparison of VFT, AFT and 

Proposed Strategy 

Virtual Node -2 Comparison Metrics 

Data 

Sources 

Ɛ𝟏 (%) Ɛ𝟐(%) Ɛ𝟑(%) Ɛ𝟒(%) Ɛ𝟓(%) Ɛ𝟔(%) 

 

VFT -10.8510               10.85229                  20.43801 -0.08423 0.08423              0.27140 

 

AFT -30.2022               30.20222

  

45.07832 

  

-0.23141                   0.23141            0.19480 

 

 

Table 4.11: Virtual Node-3 Performance Comparison of VFT, AFT and 

Proposed Strategy 

Virtual Node -3 Comparison Metrics 

Data 

Sources 

Ɛ𝟏 (%) Ɛ𝟐(%) Ɛ𝟑(%) Ɛ𝟒(%) Ɛ𝟓(%) Ɛ𝟔(%) 

 

VFT -15.6587 16.5941 16.83521 -0.09576 0.09918 0.107865 

 

AFT -10.6525 19.8363 25.1980 -0.08409 0.11959 0.021855 
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(a)                   (b) 

 

(c) 

Figure 4.22:  Mean Rank of Pass & Failure Rate with standard deviation (error bars) 
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 A Mean rank of success and failure rate of the VFT, AFT and our proposed 

strategy was conducted, and the results are presented in Figure 4.22. We 

observed that both in Figure 4.22(a), 4.22(b) and 4.22(c) there is no 

overlap between our proposed strategy and VFT, which shows the 

significance of errors that exist between our proposed model and the 

current existing approach.  

 
(a) 

  
        (b) 
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(c) 

 

(d) 

 
(e) 
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(f) 

 

(g) 

 
         (h) 
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(i) 

 

(j) 

Figure 4.23:  Simulation Plots for 100 Virtual Nodes (VM-1 to 100) with 
error bars 
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Table 4.12: Simulation result for the pass and failure rate assessment 
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Figure 4.24: Average selected best Virtual machine from 1-100VMs 

 

4.10 Discussion  

Experiments was conducted using three VMs for performance comparison with 

other existing approaches (as shown in Figure 4.15 – 4.20), Table 4.9–4.11 

also presents a virtual node comparison using three VMs, after which we 

performed a further experiment using six VMs and 100 VMs, which are both 

on a larger scale compared with the initial setup. In the first cycle, VM-1, VM-

2, VM-3, VM-4, VM-5, and VM-6 have the same PR, but the result of VM-1 

(node 1) has been selected because it has a lower task finish service time of 

1700. In the same cycle, VM-5 did not pass the status check, and the time task 

limit check also automatically failed. The VM-2 output was selected by the 

decision mechanism in the second cycle because it has the highest PR of 0.87, 

while from cycles 3 to 4, the output of VM-1 was selected, as it has the highest 

PR among the competing VMs. (Details of some experimental details are 

presented in Table 4.12.) 

From cycles 5 to 7, the output of VM-5 (node 5) was selected because it has 

the highest PR among all other nodes. In cycle 5, VM-4 and VM-6 do not pass 

the status check, and the time task limit check also failed, with the same 

occurring in cycle 6 under VM-6 and cycle 10 under VM-4. Lastly, the output 
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of VM-1 was selected from cycles 8 to 10 because it has the highest PR (Table 

4.12). 

In a similar scenario cycle 5 and 6, where SC and TTLC failed or only SC 

failed, an error signal is generated and sent to the fault manager of the Cloud 

controller module and to the TTLC. Here it is received before the time limit, but 

because no result was produced TTLC status is also fail. The fault manager 

then tries to repair the fault generated by performing checkpoint. As stated 

earlier, the result of the simulation is presented in (Figure 4.9 - 4.14) where we 

saw that increase in PR is more than decrease, hence we can achieve a good 

performance of our algorithm. 

Having assumed at the beginning that pass rate is 0.5, Figure 5.9 shows the 

pass rate analysis in Virtual machine-1, where a steady increase was observed 

from 0.5 to 0.778 and a further increase to 0.922 in cycle 4. A slight decrease 

was noticed from 0.922 to 0.874 and then a continuous increase from 0.874 to 

0.994 which shows we can achieve a good performance overall on virtual 

machine-1 because increase in PR is more than decrease. 

In Figure 4.10, a steady increase from 0.5 to 0.87 was noticed, and from cycle 

2 to 9, there was a decrease and increase in PR, and a final increase from 

0.721 to 0.888 which also shows we increase in PR is greater than decrease 

hence we good performance can be achieved from this VM. Similar scenarios 

occur from Virtual Machine-3 to Virtual Machine-6 where there was a 

combination of both decrease and increase in PR, but overall, we can see that 

increase in PR is greater than decrease in PR in all the VMs, which indicates 

a favourable performance of our integrated approach, because decrease in 

failure rate less than increase in PR. 

Additionally, we performed an experiment using 100 virtual machines and 10 

computing cycle, where we studied the success and failure rate pattern across 

the 100 nodes, as well as a performance comparison across the nodes. We 

plotted the error bars for VM-1 to 100 against the pass rate to enable us to 

observe the overlap and access the level of significance among the VMs.  
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From Figure 4.23(a) VM-9, 6, 4, 2 have an excellent high pass rate followed 

by VM-1, 3, 5, 8 which have high pass rate as well are good compared to the 

less pass rate. This implies that only VM-10 has a low pass rate, which 

indicates a good performance for the first 10 nodes. 

In a similar scenario presented in Figure 4.23(b) it was observed that VM12 to 

20 had high success rate, which implies that the VMs across that range have 

a lesser tendency to fail, i.e. the pass rates are higher than the failure rates. 

Similar success and failure patterns were observed from Figure 4.23(c) to 

Figure 4.23(j) which shows the reliability of across the nodes. Based on the 

results obtained the following observations were made: 

• Overall from VM1-100, the nodes have high pass rates compared to the 

failure rates, which implies that the failure tendency across the entire 

100 virtual node infrastructures is lesser. (Details of the results are 

presented in Figure 4.23) 

• The errors bars plotted across the 100 nodes shows an overlap across 

each other, which indicate that the difference in error bars is not 

significant across the entire infrastructure. 

Figure 4.24 shows the overall average selected best virtual machine with a 

high pass rate and less failure rate. This was selected by computing the output 

obtained from the group of 10x10 virtual machines after each computing cycle 

across 100 nodes.  

4.11 Summary 

In this section, we proposed s smart failover strategy using Pass rate of the 

computing virtual nodes where the Fault manager tries to repair the fault 

generated before the task deadline is reached. Our scheme is highly fault 

tolerant because it has all the advantages of forward and backward recovery 

and the system takes advantage of using diverse software which makes it   a 

good option to be used as a fault tolerance mechanism in cloud computing 

infrastructure. In our experiment we have used six virtual machines by utilizing 

all the six VMs in parallel. Our scheme was integrated with the concept of 

virtualization and fault tolerance based on high Pass rate of computing nodes 
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and less task finish time. With the help of a quantitative analysis conducted 

and pass rate analysis obtained from the simulated results as well as the 

performance metric’s comparison of the existing, we concluded that our 

proposed fault tolerance scheme gives a good performance. 

The following chapter introduces the failure prediction using machine learning 

methods and using times series modelling. 

 

 

 

 

 

 

 



Chapter 5: Failure Prediction using Machine Learning Methods 

 

116 
 

 

Chapter 5: Failure Prediction using Machine Learning 

methods 

 

5.1  Introduction 

This chapter reviews the problem associated with failure prediction using and 

machine learning. It explores the predictive capabilities of machine learning by 

applying several algorithms to improve the accuracy of failure prediction. It also 

presents the development of a failure prediction model using time series and 

machine learning where a performance comparison-based tests was 

performed on the prediction accuracy. The primary algorithms considered are 

the Support Vector Machine (SVM), Random Forest (RF), k-Nearest 

Neighbours (KNN), Classification and Regression Trees (CART) and Linear 

Discriminant Analysis (LDA). 

 

5.2 Problem Definition 

Failure detection and prediction using machine learning is an emerging area 

of interest within the field of computing. It has received a considerable 

attention because of its importance both in high-performance computing and 

cloud system. It plays a vital role in proactive fault tolerance management. 

Research in large-scale computing relies on a thorough and deep 

understanding of what failure in real systems look like. For instance, prior 

knowledge of failure characteristics can be used to improve system and node 

availability using resource allocation [125], [126].  Since developing an 

accurate failure prediction model requires a critical understanding of certain 

statistical properties and system characteristics, this will no doubt help fault 

tolerance system designers analyse and design an effective and a reliable 

fault tolerance system [65], [127], [128]. Failures sources such as hardware, 

human error, software, malicious logic faults and network can hamper the 

execution of applications on high-performance computing cloud systems 

since the failure recovery process may require an unexpected large amount 

of time and resources. The impact of failure is even more consequential for 
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large-scale distributed systems that consist of many computing nodes and 

clusters. 

For high speed, high performance computing systems such as large computer 

clusters with high risk of failure due to large number of system components, a 

reliable failure prediction technique is necessary [126]. Despite major efforts 

by researchers in both academia and industry, predicting system and 

component failure remains a primary challenge in huge datacentre 

infrastructures [127]. With the evolving new technological trends and growing 

system complexity, focusing on failure prediction mechanism when designing 

systems for the next generation and maintaining high availability for the entire 

infrastructure is vital. This is extremely important because failure to have a 

prior knowledge of the potential system failure might result in the following: 

Firstly, failure of any hardware component within the infrastructure might not 

only result to a temporary data unavailability, but in some extreme cases lead 

to permanent data loss. Secondly, market forces and technology trends may 

combine to make hardware system failures occur more frequently in the future. 

Thirdly, the size of hardware storage systems in modern large-scale high-

performance computing infrastructures might grow to an unprecedented scale 

with thousands of storage devices, making component failures even more 

difficult to detect. While there are several traditional fault tolerance techniques 

for dealing with and mitigating the impact of failures, there is a critical need to 

understand the future failure pattern and behaviour of real systems[65], [125]. 

Such an understanding will not only help evaluate the future failure system 

component by fine tuning the existing techniques but will aid in the design and 

development of new mechanisms. 

The good news is that, mitigating the impact of failure in this systems is 

possible if accurate failure prediction mechanism are implemented [125]. 

It is pertinent to note that our technique cut across on all the three layers of 

cloud computing, which are Infrastructure as a service (IaaS), platform as a 

service (PaaS) and software as a service (SaaS). Therefore, our model can 
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predict possible hardware, software and application failure within the 

infrastructure. Details of the layers are briefly described as follows: 

• Infrastructure as a service (IaaS), is the most basic and important cloud 

service model under which virtual machines, load balancers, fault tolerance, 

firewalls and networking services are provided. The client or cloud user is 

provided with capability to provision processing, storage, networks and 

other fundamental computing resources, to deploy and run arbitrary 

software such as operating system and applications. Common examples of 

these services include Rackspace, Go-Grid, EC2, Google Apps, Concur, 

Cisco Webex, Citrix GoTo Meetings, Adobe Marketing Cloud, Facebook, 

Flickr) and Amazon cloud  [17]. 

• Under the PaaS model, a computing platform including APIs, operating 

system and development environments are provided as well as 

programming language execution environment and web servers. The client 

maintains the applications, while the cloud provider maintains the service 

run times, databases, server software, integrated server-oriented 

architectures and storage networks. Various types of PaaS vendors 

offerings can include complete application hosting, development, testing 

and extensive integrated services that include scalability and maintenance. 

Some key players include Microsoft Windows Azure and Google Apps 

engine GoDaddy, Windows 

Azure, Google App Engine, Amazon Web Services, WordPress. The main 

benefit of these services include focus on high value software rather than 

infrastructure, leverage economies of scale and provide scalable go-to-

market capability [2]. 

• SaaS provides clients the capability to use provider application executing 

on a cloud infrastructure. An entire application is available remotely and 

accessible from multiple client devices through thin client interfaces such 

as web browsers. Cloud user do not manage or control the underlying cloud 

infrastructure [126] but providers install and operate the application 

software. Example providers for this service include Salesforce, Facebook 
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and Google Apps, Amazon EC2, Rackspace, Microsoft Azure, Google 

Compute Engine and Amazon Web Services [2], [118], [119]. 

 

5.3 Methodology 

This section describes the complete methodology that would be deployed in 

this study. As the aim of this is to develop a model that that can predict 

possible failure system components and application in a high-performance 

cloud system, time-series modelling approach was first applied because the 

failure data obtained from HPC infrastructure occurred within a 5year period. 

This was followed by model identification where is was identified as  

ARIMA(1,1,1) model for the compounded failure dataset extracted from the 

computer failure database repository(CFDR) [129]. The data is a collection of 

different system components failure recorded over a given period of time. On 

applying some processing technique on the data set, a good visualisation of 

the time stamps of the specific system component that failed was achieved 

without the sources of the failure (input). Therefore, the best option was to 

apply time series as each failure was recorded at a regular interval at different 

point over time. 

On the other hand, a further technique was applied by transforming the data 

and applying machine learning. The following steps were followed. Definition 

and identification of the problem as multi-classification problem (multi-nominal) 

which requires some prediction to enable us to identify specific components 

that will fail in the future. Preparation and transformation of the data by applying 

some supervised learning algorithms and conducting some performance 

comparison. The algorithms were evaluated by selecting the best algorithm 

based on performance and accuracy. The caret package in R was deployed 

because it provides a consistent interface into several machine learning 

algorithms and provides useful convenience methods for data visualisation, 

data re-sampling, model tuning and model comparison. However, in order to 

further diversify the methodology, five different ML algorithm were applied 

which include support vector machines (SVM) and random forest (RF), linear 
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discriminant analysis (LDA), nearest neighbours (kNN), and classification and 

regression trees (CART). All the above are supervised learning technique that 

require input and output so that the algorithms can learned. In order to apply 

different ML algorithm on the sample dataset, the sources of failure of the 

system components from the study in [70] was generated, where the dataset 

used was also collected from CFDR database repository [129]. 

5.4  Data Collection 

A historical dataset on system components failure for a period of five (5) years 

starting from 2001–2006 was collected [130]. The data was collected with the 

purpose of providing failure specifics for I/O related systems and components 

in as much detail as possible so that analysis might produce some useful 

findings. Data were collected for storage, networking, computational 

machines, and file systems in production use at NERSC. The data was 

extracted form a database used for tracking system troubles, called Remedy, 

and is currently stored in a MySQL database and available for export to Excel 

format. As part of the SciDAC Petascale Data Storage Institute (PDSI) project 

Collaboration this is the failure data for the High Performance Computing 

System-2 (MPP2) operated by the Environmental and Molecular Science 

Laboratory EMSL), Molecular Science Computing Facility (MSCF)[129], [130]. 

5.5  Data Pre-processing 

The dataset in  [130] constituted an output variable representing the failed 

system components. To apply supervised machines learning algorithms, we 

need to incorporate the input variables to dataset. As earlier mentioned the 

input variables from the study in [70] was obtained,  where the data used was 

extracted from the same domain [129]. Table 5.1 presents five (5) sources of 

system components failure which include hardware; software; human error; 

network and undermined [70]. Throughout this study, the following acronyms 

were used i.e. HW, SW, HE, NW and UD respectively to denote the sources 

of system component failure. In the entire dataset, the undermined sources of 
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failure appeared only once within the period under study. We therefore discard 

its effects in the analysis due to it less likelihood of occurrence. 

Table 5.1: The sources of failure of a cloud-based system considered in this 

study. 

S/N Sources of failure Acronyms 

1 Hardware HW 

2 Software SW 

3 Human Error HE 

4 Network NW 

5 Undetermined UD 

 

Combinatorics analysis[131], [132] was deployed, and the allocation of 

possible combinations of sources of system components failure to the output 

variables is allocated. Table 5.2 shows how the output variables are assigned 

to different combinations of input variables. This allocation is designed as 

follows: 

Supposed we have 𝑛 different possible failure of a system components failure 

and out of which we are interested to take only 𝑘 different combinations at a 

time. The principle of combinatorics was applied in order to avoid a repetition 

of the same combinations of sources of system components failure to a single 

output variable. 

The combinatorics is defined mathematically as: 

nCr=
𝑛!

𝑘!(𝑛−𝑘)!
 𝑝𝑟𝑜𝑣𝑖𝑑𝑒𝑑 𝑛 ≥ 𝑘,                                    (6.1) 

where both 𝑛 and 𝑘 are positive integer. This procedure would be continued 

serially for each category of the input variable in accordance with the order of 

the dataset. The overview of the transformed dataset is presented in Table 

5.2. 
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Table 5.2: Sample of the transformed dataset used and its description  

 

 

5.6 Failure Prediction using Time Series 

Time series was defined in the context of a HPC or cloud based infrastructure 

as a number of failures occurred to a system over a given period of time. Let 

𝑋1, 𝑋2, 𝑋3,···, 𝑋𝑡  be the number of failures of a system, and is mathematically 

defined as: 

𝑋𝑡 =  𝑓(𝑋𝑡 − 1, 𝑋𝑡 − 2, 𝑋𝑡 − 3,···, 𝑋𝑡 − 𝑛) +  𝜀𝑡                          (6.2) 

 

where 𝑋𝑡 is the value of 𝑋 at time 𝑡, then 𝑋𝑡 − 1, 𝑋𝑡 − 2, 𝑋𝑡 − 3,···, 𝑋𝑡 − 𝑛 

represents the past values of 𝑋𝑡, and 𝜀𝑡 denotes white noise which has the 

distribution 𝜀𝑡 ∼  𝑊𝑁(0, 𝜎2). The 𝜀𝑡 is a stochastic term which does not follow 

any pattern and cannot be predicted. Basically, system failures are random, 

but it is rarely deterministic in a narrow sense from some identifiable causes. 

For several decades, a time series models have been utilized in all fields of 

study for prediction [133]. The models like autoregressive (AR), moving 

average (MA) and exponential smoothing ranging from linear to nonlinear 

regression and a host of many others. Box and Jenkins [134] developed a 

classical time series model called autoregressive integrated moving average 
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(ARIMA). The authors in [135] also developed a framework that first predicts 

the VMs’ workload based on historical workload patterns using (ARIMA)  

model. Their predicted VM workload is then correlated to the physical 

resources within the framework in order to get the predicted VM energy 

consumption. The authors in this [136] also introduced an Energy-Aware Cost 

Prediction Framework to estimate the total cost of Virtual Machines (VMs) by 

considering the resource usage and power consumption.  They used ARIMA 

model to predict the VMS workload and the power consumption was predicted 

using regression models. Their comparison between the predicted and actual 

results obtained in a real Cloud testbed shows that this framework has a good 

prediction accuracy. In summary, these techniques have been successfully 

applied in various domain such as datacentre, complex industrial system and 

transportation networks and healthcare to predicts the system failures. 

5.7 The Autoregressive process (AR) 

Suppose the time series {𝑋𝑡} at time t has p past values 𝑋𝑡 − 1, 𝑋𝑡 − 2, 𝑋𝑡 −

3,···, 𝑋𝑡 − 𝑝, then AR process of order p is denoted by 𝐴𝑅(𝑝) defined as: 

𝑋𝑡 =  𝜗1𝑋𝑡 − 1 + 𝜗2𝑋𝑡 − 2 + 𝜗3𝑋𝑡 − 3 +··· +𝜗𝑝𝑋𝑡 − 𝑝 + 𝜀𝑡,      (6.3) 

where εt ∼ WN(0,σ2) and εt is uncorrelated with 

𝑋𝑟 for each r < t. Using backshift operator Equation (6.3) can be written in short 

form as concise by 𝑋𝑡 =  𝜗(𝐿) 𝜀𝑡. In this process, the failure of a system 

dependent on the past causes or failure. 

5.8  The Moving Average process (MA) 

This process is memoryless, because the failure of a system does not depend 

on past causes or failure. In many situations, cloud-based infrastructure failed 

erratically, and this type of process could be best used to describe such 

scenario. Let the time series {𝑋𝑡} is a moving average of order q denoted by 

𝑀𝐴(𝑞) and mathematically defined as: 

𝑋𝑡 =  𝜀𝑡 +  𝜑1𝜀𝑡 − 1 +  𝜑2𝜀𝑡 − 2 +  𝜑3𝜀𝑡 − 3 + ···  + 𝜑𝑞𝜀𝑡 − 𝑞              (6.4) 
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where 𝜀𝑡 ∼  𝑊𝑁(0, 𝜎2) and 𝜑1, 𝜑2, 𝜑3,···, 𝜑𝑞 are constants. The 𝑋𝑡 is a 

linear combination of q+1 white noise variables and are uncorrelated for all 

lags 𝑠 >  𝑞, 𝑒. 𝑔 𝑋𝑡 𝑎𝑛𝑑 𝑋𝑡 − 𝑠. The 𝑀𝐴(𝑞) process can written in short form 

as 𝑋𝑡 =  𝜑(𝐿)𝜀𝑡 

5.9  The Autoregressive Moving Average (ARMA) 

This process is a hybrid of AR and MA where the pattern of the failure of a 

system can be attributed to two causes. The ARMA model is a combination 

AR and MA models of order pand q respectively. Then, ARMA(p,q) model is 

given by: 

𝜗(𝐿)𝑋𝑡 =  𝜑(𝐿)𝜀𝑡   (6.5) 

5.10  Failure Prediction using Machine Learning 

In this section, some well-known and commonly used machine learning 

methods for the prediction of failure in a high-performance computing and 

cloud-based systems were explored and discussed in detail. The algorithm 

was fitted into the proposed model, then a comparison and selection process 

of the best out of all of them was conducted. The machine learning techniques 

deal with the issues of how to build and design computer programs that 

improve their performance and accuracy for some specific task based on past 

events or observations. As earlier stated, the methods considered are: Linear 

Discriminant Analysis (LDA), Classification and Regression Trees (CART), k-

Nearest Neighbours (kNN), Support Vector Machines (SVM) with a linear 

kernel and Random Forest (RF). 

5.10.1  Linear Discriminant Analysis (LDA) method 

This is a method used in machine learning to find a linear combination of 

features that characterises or separates two or more different classes of 

objects or events. The resulting combination may be used as a linear classifier 

or dimensionality reduction before later classification[137]. 
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Consider a set of observation 𝑥  for each sample of an even with known class 

𝒚. This is a set of samples called the training set. The problem is now to find a 

good predictor for the class 𝒚 of any sample of the same distribution given an 

observation 𝑥 

Assuming that the conditional probability density functions (PDF) 𝑝(𝑥|𝑦 =  0) 

and 𝑝(𝑥|𝑦 =  1) are both normally distributed with mean and covariance 

parameters (𝜇0, Σ0) and (𝜇1, 𝛴1) respectively. The Bayes optimal solution 

under this assumption is to predict points as being from the second class if the 

log of the likelihood ratios is bigger than some 𝑇𝐻, where 𝑇𝐻 =  𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑, 

so that: 

(𝑥 − 𝜇0)
𝑇
∑ (𝑥 − 𝜇0) + ln|𝛴0|− (𝑥 − 𝜇1)

𝑇
∑ (𝑥 − 𝜇1) + ln|𝛴0|  > 𝑇𝐻 
−1
1  −1

0   (6.6) 

 

5.10.2   Classification and Regression Trees (CART) 

The CART algorithm is based on Classification and Regression Trees by 

Breiman et al [138]. A CART tree is a binary decision tree that is constructed 

by splitting a node into two child nodes repeatedly, beginning with the root 

node that contains the whole learning sample. Decision Tree is a recursive 

partitioning approach and CART split each of the input node into two child 

nodes, so CART decision tree is Binary Decision Tree. At every level of 

decision tree, the algorithm identifies a condition, which variable and level to 

be used for splitting input node (data sample) into two child nodes. Decision 

Tree building algorithm involves a few simple steps which are as follows: 

Step – 1. Take labelled input data with a target variable and a list of 

Independent variables. 

Step – 2. Best Split: Find the best split for each of the independent variables. 

Step – 3. Best variable: Select the best variable for the split. 

Step – 4. Split the input data into left and right nodes. 

Step – 5. Continue step 2-4 on each of the nodes until it meets the stopping 

criteria. 

Step – 6. Decision tree pruning: Steps to prune decision tree built. 
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5.10.3   Random Forest (RF) 

Random forest is another version of supervised learning algorithm in data 

mining. Using this method, a proposal to build a model for predicting system 

components failure was proposed and developed which was then compared 

with other methods such as SVMs [139]. Random forests consist of 

ensembles of classification or regression trees. This method allows the use 

bootstrap sampling on the training dataset and random feature selection 

during tree induction. Suppose for a given number of features 𝑴 the random 

forests samples 𝑚 >>  𝑴 to split at each creation of a tree node. In this case, 

the predictions are obtained through averaging. In random forest using 

regression trees, the results are the percentage increase of mean squared 

errors from 0 -100%, with higher values indicating more important variables. 

5.10.4  Support Vector Machines (SVM) 

Support vector machines (SVMs) are supervised learning techniques used for 

regression analysis, classification problem and novelty detection [69]. The 

main idea behind SVMs is to choose the hyperplane that optimally 

differentiate two classes with the maximum margin.  

For instance, given a training data 𝑫, defined a set of n points and 

represented in the form: 

𝑫 = {(𝒙𝒊, 𝒚𝒊)|𝒙𝒊 ∈ 𝑹
𝒑, 𝒚𝒊 ∈ {−𝟏,−𝟏} }𝒊=𝟏,𝟐,…..,𝒏                   (6.7) 

 

where 𝑦𝑖  denotes the two classes either +1  𝑜𝑟 − 1 to indicating the class for 

the point 𝑥𝑖 belongs. The hyperplane function 𝑔(𝑥) gives a linear discriminant 

in d-dimensions and splits the original space into two half-space: 𝑔(𝑥) =

 𝜔𝑇𝑥 +  𝑏, 𝜔  is a d-dimensional weight vector and 𝑏 is scalar bias. If the 

dataset is linearly separable, a separating hyperplane can be found such that 

for all points with label −1, 𝑔(𝑥) <  0 𝑎𝑛𝑑 ∀ points labelled +1, 𝑔(𝑥) >  0. 

SVMs are capable for solving problems with nonlinear decision boundaries by 

mapping the original d dimensional space into 𝑑 ∗ −𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑎𝑙 𝑠𝑝𝑎𝑐𝑒. So 

that the points 𝑑 ∗ >d are possibly be linearly separable. Using the 
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transformation function φ, a new dataset is obtained in the form of 

transformation space  𝑫𝜑 = {𝜑(𝑥𝑖), 𝑦𝑖}𝑖 = 1,2,···, 𝑛. 

This operation required to transformed space in the inner product 

𝜑(𝑥𝑖)𝑇𝜑(𝑥𝑗), which is the kernel function (𝑲) between 𝑥𝑖 𝑎𝑛𝑑 𝑥𝑗. The kernels 

commonly used in SVMs are presented in Table 5.3. 

 

                Table 5.3: The kernel functions commonly used in SVM 

Function               Kernels Parameters 

Polynomial 𝑲(𝑥𝑖, 𝑥𝑗) = (𝑥𝑖
𝑇𝑥𝑗 + 1)

𝑞 𝑞 

 

Gaussian 
𝑲(𝑥𝑖, 𝑥𝑗) = 𝑒

−
||𝑥𝑖−𝑥𝑗||

2

2𝜎2  
𝜎 

 

   

Radial basis 𝑲(𝑥𝑖, 𝑥𝑗) = 𝑒−𝛾 ||𝑥𝑖 − 𝑥𝑗||
2 𝛾 ≥  0 

 

 

5.10.5  k-Nearest Neighbours (kNN) 

The k − nearest neighbours’ algorithm(kNN) is a nonparametric method used 

for classification and regression [140]. In both cases, the input consists of the 

k closest training examples in the feature space. The output depends on 

whether kNN is used for classification or regression. In kNN classification, the 

output is a class membership. An object is classified by a majority vote of its 

neighbours, with the object being assigned to the class most common among 

its k nearest neighbours, k is a positive integer, typically small). If 𝑘 =  1, then 

the object is simply assigned to the class of that single nearest neighbour. In 

kNN regression, the output is the property value for the object. This value is 

the average of the values of its k nearest neighbours. Both for classification 

and regression, a useful technique can be to assign weight to the contributions 

of the neighbours, so that the nearer neighbours contribute more to the 

average than the more distant ones. For example, a common weighting 

scheme consists in giving each neighbour a weight of 1/𝑑, where d is the 
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distance to the neighbor. The neighbours are taken from a set of objects for 

which the class (for kNN classification) or the object property value (for kNN 

regression) is known. This can be thought of as the training set for the 

algorithm, though no explicit training step is required. A peculiarity of the kNN 

algorithm is that it is sensitive to the local structure of the data. The algorithm 

is not to be confused with k-means, another popular machine learning 

technique. 

5.11  Architecture of the proposed Study 

 

In Figure 5.1, the proposed schematic diagram of failure prediction model of 

this study is presented. This comprises of three (3) phases; The pre-

processing phases, the training phase and the prediction phase respectively. 

Details of these phases are presented in the next section. 

 

Figure 5.1: Proposed System Model 

 

5.11.1 Pre-processing phase (Model Identification and processing) 

The model identification is the first stage of building time series model after 

stationarity is achieved. With the aid of the autocorrelation function (ACF) and 
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partial autocorrelation function (PACF), the appropriate model is identified 

based on the pattern and order shown by the correlogram as discussed in the 

next section. The system failure frequency of the series was differenced ones 

before the stationarity was achieved. All the values of the autocorrelation that 

fall within a certain set interval indicated a non-significant characteristic, while 

those values that falls outside these intervals indicates that they are 

significant. Details of this is presented in the next session 

 

5.11.2 The Training phase (Model estimation and validation) 

After the appropriate model is identified, the next is the estimation of 

parameters using some conventional techniques such as least squares 

method, maximum likelihood estimation and method of moment etc. The 

model is then checked for accuracy and validation, even though postulation 

has been made that all models are wrong, but some are better than others. 

For example, considering the properties of the residuals and check whether 

the residuals from an ARMA is normal regular distribution or random. 

 

5.11.3  The Model prediction phase 

At this stage, the identified model would be used to forecast future ahead. 

The estimated residuals of the model would be carefully examined to follow a 

white noise process. 

 

5.12 Discussion of Results 

In this section, the discussion of results is divided into two: The first presents 

the time series approach where the analysis of system failure distribution 

across the time under study was made. The model formulation and their 

properties as well as prediction and evaluation are also presented. The 

second discussion presents the five ML algorithm and their comparison based 

on the proposed model. Figure 5.2 presents the distribution of different 

system components failure based on their frequencies of occurrences. This 

is a preliminary analysis to gain insight into the pattern of the components 

failure and to test for the normality of the failure data. 
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5.12.1 Discussion of result of the Time Series Approach 
 

This section presents the time series approach and the results obtained. 

Firstly, a data transformation technique was introduced to normalise and 

visualise the data. Then the proposed system failure model was introduced 

followed by model identification and parameter estimation. 

5.12.1.1 System failure model 

In Figure 5.3, the frequency of time dependent system failure was plotted to 

understand the pattern of its occurrence. The pattern of the system failure 

shows that it is not stationary as the mean and variance of the series keep 

changing over time.  
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Figure 5.2: Failure data Normal distribution test 
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Figure 5.3: Time Series plot for failed components 

To remedy this scenario, some data transformation technique such as log-

transformation, trig-transformation and differencing was deployed, and their 

properties were discussed. 

Table 5.4: Data Normalization Comparison Table 

Transformation function Outcome 

 
Differencing 

 
The mean and variance are 

stationary 
 

Log This transformation is 
indeterminant at some values 

 

Cosine The mean and variance are 
not stationary 

 

Sine The mean and variance are 
not stationary 
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(a) 

 

 

(b) 
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(c) 

 

 

(d) 

 

 

Figure 5.4: Plots of system failure frequency transformation  
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Figure 5.4 presents summary of frequency of the system failure series 

transformation using differencing, log-transformation and trig-transformation 

as well as their limitations. 

Figure 5.4b presents the log-transformation plot where it was observed that it 

would not be appropriate in this case because there is some indefinite outcome 

as a result of zero recorded system failure. In addition, the trig-transformation 

cosine and sine shown in Figure 5.4c and 5.4d are also not appropriate 

because of some level of instability displayed in the plot. This is shown by the 

pattern of the system failure where the mean and variance of the series are 

considerably unstable. 

Finally, in this study, the differencing method was selected over other 

techniques because the pattern exhibited by the differencing shows that mean 

and variance of system failure series is fairly constant. This is shown in Figure 

5.4a. 

5.12.1.2 Model Identification 

The correlogram plot showing autocorrelation function (ACF) and partial 

autocorrelation function (PACF) of the system’s failure series are presented 

in Figure 5.5a and 5.5b respectively. Using the ACF correlogram, the moving 

average model of order 1, MA (1) was identified. While the autoregressive 

model was identified as the order of 1 as well, AR (1). The combination of the 

two models gives ARIMA (1,1,1) model, where (1) at the centre is the number 

of times the model is differenced.  

The system failure frequency of the series was differenced just once, because 

stationarity was achieved. All the values of the autocorrelation that fall within 

the two blue dotted lines are indicating non-significant at 95%. While those 

values that falls outside the 95% confidence interval indicates that they are 

significant. 

 



Chapter 5: Failure Prediction using Machine Learning Methods 

 

135 
 

 

 

(a) 

 

(b) 

Figure 5.5: ACF and PACF plot 
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5.12.1.3 Estimation of Parameter 

Having identified the ARIMA (1,1,1) model for the system failure frequency, we 

can then estimate the parameters of the model. The ARIMA (1,1,1) model is 

mathematically represented by 

𝑦𝑡  =  ∅𝑦𝑡−1   + 𝜀𝑡   +  𝜗1 𝜀𝑡−1                                  (6.8) 

where    𝜀𝑡   is the random shock occurring at time 𝑡, which has the distribution 

as   𝜀𝑡 ∼ WN (0, σ2). We estimated the following parameters 𝜑1 =  −0.1016 

and ϑ1 = −0.5784, log-likelihood = -178.3, AIC = 362.61, and the association 

standard errors of the model are 0.2531 and 0.2085 respectively. We therefore 

write the ARIMA (1,1,1) model for system failure frequency as 

𝑦𝑡  =  −0.1016𝑡−1   +  𝜀𝑡   +  0.5784𝜀𝑡−1                               (6.9) 

𝑤ℎ𝑒𝑟𝑒 𝜀𝑡  ∼  𝑊𝑁(0,1.534).  

 

Figure 5.6: Decomposition of additive time series plot of failure 
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Figure 5.6 presents the decomposition of additive time series plot which 

comprise of the random, seasonal, trend and observed all on the same plot 

with respect to time. It was observed that the random and seasonal plot when 

compared to the observed plot have some similar pattern between the mid-

2006 and 2007, and between mid-2007 and 2008 respectively. The trend plot 

shows a fairly steady pattern when compared with the observed plot even 

though a downward movement was noticed between 2008 and mid-2008, 

which signifies less failure occurrence within this period.  Figure 5.7 shows the 

predicted region of the failure data and the prediction capability of ARIMA 

(1,1,1) which shows the pattern of the predicted region after 5 years. The 

accuracy of the model was evaluated, and the following was result obtained: 

RMSE =  38.6%, MAE =  31.6% and MASE = 23.5% respectively. This shows 

that the model is very robust as it gives an error allowance of less than 40%. 

 

 

Figure 5.7:  Predicted region of the failure data 
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5.13 Discussion of result of the Machine Learning Approach 

 

In this section some models were developed using the failure dataset and the 

accuracy of prediction was estimated. In other to achieve more concrete 

estimate of the accuracy of the best model, the loaded dataset was first split 

into two, out of which 80% was used to train the model and 20% was held 

back as validation dataset. The following steps was followed: 

1.  Set-up the test harness to use 10-fold cross validation to estimate accuracy. 

2. Developed five different models to predict the component failure pattern from 

the failure data. 

3.  The best model is selected. 

Furthermore, the dataset was split into 10 parts, trained on 9 and test on 1 and 

then released results for all combinations of train-test splits. Table 5.5 shows 

the summary of each attribute distribution and the failure sources.  

Table 5.5. Summary of each attribute distribution 

FS Min 1stQu. Med. Mean 3rdQu. Max 

HW 1.0 35.0 43.0 46.8 52.7 103.0 

SW 2.0 37.0 45.0 48.5 54.0 104.0 

HE 3.0 38.0 47.0 50.0 56.0 105.0 

NW 4.0 41.0 50.0 51.8 57.0 106.0 

 

In an effort to get a more accurate estimation, the process will be repeated 3 

times for each algorithm with different splits of the data into 10 groups. We 

used the metric of accuracy (MOE) to evaluate the model. This is simply 

defined as the ratio of the number of correctly predicted instances divided by 

the total number of instances in the dataset multiplied by 100 to give a 

percentage of above 90% accuracy. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 (%) =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑜𝑟𝑟𝑒𝑐𝑡 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠 

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑖𝑜𝑛𝑠 𝑚𝑎𝑑𝑒
 𝑥 100 
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5.13.1 Model Evaluation and Prediction 

In this section, the developed model was evaluated. We need to compare the 

models to each other and select the most accurate. Based on the results 

obtained from Fig. 5.8 shows the distribution of reported system component 

failure frequency where it was observed that the disk will failure was the 

highest compared to others the lowest failed component such as FAN, CORE 

and APPL, this shows that more hardware failure occurred compared to 

softwares and networks. 

 

Figure 5.8: Distribution of reported system component failure frequency 
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Figure 5.9: Box plot of the component’s failure sources 

 

 
Fig. 5.9 and Fig 5.10 which shows the box plot and the density plot of the 

failure data by class value and also the failure distribution based on individual 

components, a better insight and idea of how the pattern of how the data looks 

                     Figure 5.10: Density plot and box plot of the failure data by class value 
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like is now obtained, which shows that some of the classes are partially linearly 

separable in some dimensions. The random number seed was then reset 

before each run to ensure that the evaluation of each algorithm is performed 

using exactly the same data splits. This ensures the results are directly 

comparable. Table 5.6 presents the best three models out of the five, and a 

comparison analysis between the support vector machines, random forest and 

linear discriminant analysis was performed by their ability to predict the actual 

output variables. 

 

Table 5.6: Comparison analysis between the SVM, RF and LDA by their 
predictive  

S/N Output SVM RF LDA 

1 Disk Disk Dimm Dimm 

2 Disk Dim CNTRL Disk 

3 APPL APPL APPL CNTRL 

4 Disk Disk Dimm APPL 

5 Disk Dim CNTRL Disk 

6 APPL APPL APP CNTRL 

. . . . . 

. . . . . 

. . . . . 

. . . . . 

. . . . . 

. . . . . 

. . . . . 

18 Disk Dim CNTRL Dimm 

19 APPL APPL APPL CNTRL 

20 Disk Disk Dimm APPL 

 
 
 

Table 5.7: Accuracy measurement between the predicted the actual output 
 

Algorithm Accuracy Kappa 

RF 0.70861 0.54586 

LDA 0.83853 0.61902 

SVM 0.90761 0.75429 

KNN 0.48385 0.39293 

CART 0.58825 0.41725 
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Table 5.8: Error measurement between the predicted and the actual output 

ML Algorithm RMSE ROC Sensitivity 

RFs 0.2572 0.8320 0.8360 

LDA 0.2980 0.7790 0.7130 

SVM 0.1718 0.9370 0.6753 

KNN 0.3294 0.6740 0.9841 

CART 0.2724 0.45930 0.9253 

 

Table 5.7 presents the predictive accuracy of measurement of the five 

algorithms while Table 5.8 presents the error measurement between the 

predicted and the actual output.  It can be inferred from Table 5.7 and Table 

5.8 that the SVM has the highest prediction accuracy (0.90761) and sensitivity 

(0.6753), where LDA also performs better than RF with an accuracy (0.83853) 

and (0.70861) respectively. It is apparent from Table 5.8 that SVM is the best 

performed model with a sensitivity of (0.6753), followed by LDA with a 

sensitivity of (0.7130), then RF with sensitivity of (0.8360) and CART and KNN 

with (0.58825) and (0.48385) respectively. Furthermore, Table 5.8 also shows 

the calculated RMSE and ROC, where SVM has its maximum RMSE value of 

0.1718 and LDA, RF, KNN and CART has their different maximum value of 

RMSE to be (0.2980), (0.2572), (0.3294) and (0.2724) respectively. Overall 

KNN has the highest RMSE value which indicates it is the lowest performed 

model and SVM has the lowest RMSE value which shows it is the best 

performed out of all of them. Overall in all ramification, it is apparent that SVM 

is the best model. Hence, the results clearly validate that our model using 

SVM has accurate enough to predict system failures with minimum values of 

RMSE and Sensitivity. Hence, SVM based model has higher prediction 

accuracy as compared to other models. 

 

5.14  Summary 

This chapter provides an effective approach to failure prediction using time 

series and machine learning. The proposed models have been exemplified 

with the dataset collected from the NERSC with the purpose of providing 

failure specifics for I/O related systems and components. The Data was 
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collected for storage, networking, computational machines, and file systems 

in production use at NERSC from 2001-2006 time-frame [130]. The 

experimental results for failure prediction models have also been evaluated 

through support vector machine, random forest, k-nearest neighbours, linear 

discriminant analysis and classification and regression trees. 

As the aim was to develop a model that can accurately predict possible 

system and application failure, time-series modelling approach was first used 

and  then identified an ARIMA(1,1,1) model for the compounded failure 

dataset extracted from the Computer Failure Data Repository (CFDR) [129]. 

ML algorithm was applied on our dataset by comparing and fine-tuning the 

model before selecting the best algorithm. Analysis of the results indicates 

SVM as the best model in terms of sensitivity, followed by LDA and RF. This 

was achieved with SVM by comparing the actual system component failures 

and the predicted failures. Finally, the failure prediction model using support 

vector machine has shown the effectiveness with average accuracy of (90%) 

as compared to RF, KNN, CART and LDA.
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Chapter 6: Conclusion and Future Work 

 

This chapter presents the main conclusion of this thesis and recommends 

future research direction in this area. 

6.1  Conclusion  

This thesis presents an intelligent and reliable Fault tolerance policy in cloud 

and HPC systems using an optimal strategy to ensure high system availability 

of VMs, reduced task completion time and efficient VM allocation process 

leading to a highly fault tolerant system. A quantitative study was proposed 

towards the development and validation of a new proposed FT policy through 

a virtualised cloud-based datacentre. The proposed policy was experimentally 

assessed, and favourable comparisons were made compared to the default 

algorithm adopted by CloudSim simulation toolkit under different scenarios as 

presented in Chapters 3 and 4 respectively. 

Most of the traditional existing fault-tolerance approaches such as regular 

check-point/restart and replication are not adequate due to emerging 

complexities in cloud and HPC systems, and do not scale well in the cloud due 

to resource sharing and distributed systems networks. Consequently, these 

approaches did not consider the effect of time consumption when a failure 

occurs. On the contrary, the proposed FT policy ensures that the effect of 

failure has a minimal effect on the VM allocation, and the decision mechanism 

selects the best VM. Hence, the consumption time for the allocation is reduced 

and the system performance is improved.  

As this thesis focuses on VM failure in cloud and HPC systems, one of the 

main challenges is having a reliable fault tolerance strategy in place, as both 

researchers from the industry and academia have focused on developing 

reliable fault tolerance solutions. To validate these solutions and models, cloud 

simulation tool is used as an easy, flexible and fast solution. In this context, 

our proposed FT policy is proposed as a credible solution, which mitigates the 

impact of failure in the virtualised cloud datacentre and minimizes the VM 
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allocation time. To this end, we measure the VM allocation time and the overall 

performance and observe the effect of a fault injector module on both the 

default algorithm and the proposed approach. This is to evaluate the proposed 

policy and other algorithms during the numerical experiments of different 

scenarios. We selected the CloudSim toolkit to simulate the cloud computing 

platform and evaluate the default Cloudsim algorithm against our proposed 

policy because it is less cost effective compared to setting up a test-bed for 

experiment. In addition, the CloudSim toolkit is flexible to use because it allows 

us to modify the existing algorithm such as the scheduling and VM allocation 

algorithm. It also allows us to design and develop a new algorithm. 

The proposed new FT policy was fully explored in Chapter 3. An overview of 

the core features and components of CloudSim toolkit is presented in this 

chapter, and how these components are related and linked to each another. 

CloudSim class design allocation policy and creation issues as well as VM 

scheduling scenarios (Time-Shared and Space shared) To verify and test the 

dynamic characteristic of each of the policies amongst different scheduling or 

provisioning algorithms of the host, the scenario mimics a real datacentre 

setting which is heterogeneous in nature. The main objective was to evaluate 

the effect of VM failure on the dynamic characterises of the different scheduling 

or provisioning algorithms of the host. 

Chapter 4 presents the FT architecture, use case scenarios, computation 

algorithm and working model of the proposed approach using mathematical 

analysis and its implementation details in cloud. The pass and fail rate 

assessment were conducted and a performance comparison of our proposed 

strategy with existing approaches was done. In summary, the experimental 

results showed that the proposed scheme is highly fault tolerant because it 

had all the advantages of forward and backward recovery which the system 

takes advantage of using diverse software. The SFS algorithm integrate the 

concept of fault tolerance based on high pass rate of computing nodes and 

less task finish time. With the help of the quantitative analysis the proposed 

smart failover strategy was fully explored in Chapter 4, by focusing on the 

importance of designing and developing a new VM Fault tolerance policy, 
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using the pass rate of the computing virtual nodes with the fault manager, 

where it tries to repair the fault generated before the deadline is reached. 

conducted and pass rate analysis obtained from the simulated results as well 

as the performance metric’s comparison of the existing methods. It was 

concluded that the proposed scheme gives a good performance. 

In Chapter 5 an effective approach to failure prediction using time series and 

machine learning was introduced. The proposed model was exemplified with 

the dataset collected from the NERSC with the purpose of providing failure 

specifics for I/O related systems and components. The Data was collected for 

storage, networking, computational machines, and file systems in production 

used at NERSC from the 2001-2006 time-frame [130]. The experimental 

results for failure prediction models was evaluated through support vector 

machine, random forest, k-nearest neighbours, linear discriminant analysis 

and classification and regression trees. As the aim was to develop a model 

that can accurately predict possible system and application failure, time-series 

modelling approach was first used to identify an ARIMA (1, 1, 1) model for the 

compounded failure dataset extracted from the Computer Failure Data 

repository (CFDR) [38]. Then, ML algorithm was applied on the dataset by 

comparing and fine-tuning the model before selecting the best algorithm. The 

analysis of our results indicates SVM as the best model in terms of sensitivity, 

followed by LDA and RF. This was achieved with SVM by comparing the actual 

system component failures and the predicted failures. Finally, the failure 

prediction model using support vector machine has shown the effectiveness 

with average accuracy of (90%) as compared to RF, KNN, CART and LDA.  

 

6.2  Future work 

The following are the possible extensions of the thesis which include the 

recommendations for a future research directions and associated applications 

in cloud and HPC systems. 

• To verify and extend the current proposed FT policy structure by 

implementing the objectives with more flexible and dynamic factor and 

testing for other scenarios beyond only time-shared and space shared 
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scenarios. Using flexible and dynamic factors will open new research 

directions and more challenges. 

• The general factors considered during all numerical experiments of the 

proposed approach was fixed. So, in the future it will be interesting to 

verify the proposed FT strategy through other public cloud platform with 

multiple datacentres such as Amazon web services, Microsoft azure 

and google cloud platform. 

• Using multiple cloud brokers through the verification process is 

recommended for future experiment because in a typical real-life 

scenario the cloud computing deals with several VMs from different 

cloud brokers simultaneously. So, it would be interesting to see how 

fault tolerance strategy will handle the dynamic scenario. 

In future experiments, this work will be extended on some new enhancements 

on the strategy to ensure fault-tolerance. Further methods will focus on 

reducing failures by predicting these during operation of the virtual machines 

to achieve a proactive fault tolerant system. This extension will go beyond the 

current pre-deployment failure analysis and help avoid recovery from fault 

errors. In the future, further use cases which involve computing intensive 

services will be used to demonstrate the usefulness of the algorithm.  

Conducting these experiments with real-world software services executing in 

the cloud virtual machines, will help analyse the results with more intense 

situations and present these in non-simulated environments. So, the SFS 

algorithm to a more complex and large-scale high-performance environment, 

as well as in a real-life scenario by simulating them over an OpenStack IaaS. 

Designing a highly dependable and failure-free system requires a good 

understanding of failure characteristics.  

Further study will be conducted to analyse real-time cloud failure data, 

including the root cause of failures and statistics by applying a combination of 

other advanced machine-learning techniques to obtain a more improved result. 

This will aid in re-examining other current algorithms and techniques for fault-

tolerant system, creating realistic benchmarks and test beds for fault tolerance 

management. 
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Finally, it is recommended to select the best performed model and further 

applying model-tuning to achieve a higher level of prediction accuracy in a 

large-scale high-performance cloud system. This will no doubt demonstrate 

more clearly the specific application of the results obtained in a cloud, HPC 

traditional network and new containerization approaches such as Docker and 

Vertex.
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Appendix-2: OpenStack Deployment 

OpenStack Basic Deployment: 

 

Figure A. 1: Experimental Setup at the Network Lab, University of Bradford 

 

Figure A. 2: Cloud solution architecture (Topology) 
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OpenStack Single Node Deployment Architecture (SNDA): 

 

Figure A. 3: Single Node Deployment Architecture 

 

OpenStack Multi-Node Deployment Architecture (MNDA): 

 

Figure A. 4: Multi-Node deployment architecture 
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Figure A. 5: OpenStack Architecture[141] 
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Table A. 1 OpenStack services 

Service Project Name Brief Description 

Compute Nova This Project manages the lifecycle of compute instances 

in an OpenStack environment. Its responsibilities include 

spawning, scheduling and decommissioning of virtual 

machines on demand. 

Networking Neutron The Neutron Enables Network-Connectivity-as-a-Service 

for other OpenStack services, such as OpenStack 

Compute. Provides an API for users to define networks 

and the attachments into them. It has a pluggable 

architecture that supports many popular networking 

vendors and technologies. 

Dashboard Horizon Horizon Provides a web-based self-service portal to 

interact with underlying. OpenStack services, such as 

launching an instance, assigning IP addresses and 

configuring access controls. 

Identity 

service 

Keystone The keystone Provides an authentication and 

authorization service for other Open-Stack services. 

Provides a catalogue of endpoints for all OpenStack 

services. 

Image 

service 

Glance Glance simply Stores and retrieves virtual machine disk 

images. OpenStack Compute makes use of this during 

instance provisioning. 

Telemetry Ceilometer Ceilometer Monitors and meters the OpenStack cloud for 

billing, benchmarking, scalability, and statistical 

purposes. 

Block 

Storage 

Cinder Provides persistent block storage to running instances. 

Its pluggable driver architecture facilitates the creation 

and management of block storage devices. It supports 

many popular networking vendors and technologies. 

Object 

Storage 

Swift Swift stores and retrieves arbitrary unstructured data 

objects via a RESTful, HTTP based API. It is highly fault 

tolerant with its data replication and scale out 

architecture. Its implementation is not like a file server 

with mountable directories. 

Database 

service 

Trove Trove provides scalable and reliable Cloud Database-as-

a-Service functionality for both relational and non-

relational database engines. 

Orchestration Heat The Heat Project Orchestrates multiple composite cloud 

applications by using either the native HOT template 

format or the AWS Cloud Formation template format, 

through both an OpenStack-native REST API and a 

Cloud Formation- compatible Query API. 
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Appendix-3: Comparative analysis of Eight Opensource cloud: 

Table A. 2: Critical Analysis of Open source tools 

Cloud 

Computing 

Platform 

(developed 

by, year 

from) 

License 

 

 

Hypervisor 

supported 

 

 

Architecture 

 

Relation 

with 

Amazon 

 

Cloud 

Implementatio

n 

 

Programmin

g Framework 

 

OS 

support 

 

Database 

 

Image mgt. 

(VM 

migration 

support) 

 

Load balancing 

(Fault 

Tolerance) 

 

 

Access 

interface 

Eucalyptus 

(2008, 

University of 

California, 

Eucalyptus 

System Inc 

Cloud.com) 

GPL 

(Genera

l public 

license) 

XEN, KVM, 

VMWare 

Cloud 

Controller, 

Walrus, 

Cluster 

Controller, 

Node 

Controller, 

Storage 

Controller 

Embraces 

AWS-API 

Open Source 

platform (OSP) 

for developing 

private clouds 

Java, C, 

Python 

GNU/Linu

x can host 

Linux and 

windows 

VMs 

Postgre 

SQL 

Managed by 

Euca2ools 

(No) 

Cloud Controller 

(Cluster 

controller’s 

separation) 

EC2 WSAPI 

CloudStack 

(2008, 

Cloud.com) 

GPL 

(Genera

l public 

license) 

Xen Server, 

Xen Cloud 

Platform, 

KVM, 

VMWare 

Monolithic 

architecture 

Embraces 

AWS-API 

OSP for 

developing 

private and 

public clouds 

Java, Python GNU/Linu

x can host 

Linux and 

windows 

and BSD 

for guests 

VMs  

MySQL Managed by 

CloudStack 

(Yes) 

Cloud Controller 

(Replication) 

Rich 

management 

brandable 

self-service 

user interface 
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Cloud 

Computing 

Platform 

(developed 

by, year 

from) 

License 

 

 

Hypervisor 

supported 

 

 

Architecture 

 

Relation 

with 

Amazon 

 

Cloud 

Implementatio

n 

 

Programmin

g Framework 

 

OS 

support 

 

Database 

 

Image mgt. 

(VM 

migration 

support) 

 

Load balancing 

(Fault 

Tolerance) 

 

 

Access 

interface 

OpenStack 

(2010, 

Rackspace, 

NASA) 

Apache 

License 

V2 

VMWare, 

ESX & 

ESXL, 

Microsoft 

hyperV, 

Xen KVM, 

Virtual Box 

Compute 

(Nova) Object 

Storage 

(Swift) Image 

Service 

(Glance) 

Embraces 

AWS-API 

AWS EC2 

API AWS 

S3 API 

OSP for 

developing 

private, public 

cloud 

Python, XML, 

JavaScript 

CentOS, 

Debian, 

Fedora, 

RHEL 

openSUS

E, SLES 

and    

ubuntu 

SQLite3, 

MySQL & 

Postgre 

OpenStack 

image 

Service 

(Glance) 

(Yes) 

Cloud Controller 

(Replication) 

Web interface 

OpenNebula 

(2005, 

European 

Union) 

Apache 

License 

V2 

Xen, KVM, 

VMWare, 

vCenter 

Classical 

cluster 

Embraces 

AWS-API 

OSP for 

developing 

private, public 

hybrid cloud 

C++, C, 

Ruby, Java, 

Shell script 

CentOS, 

Debian, 

Fedora, 

RHEL 

openSUS

E, SLES 

and 

ubuntu 

SQLite, 

MySQL 

Data store or 

Image 

repository 

(Yes) 

Nginx (Database 

backend 

(registers VM 

information)) 

EC2 WS API 

OCCI API 

Nimbus 

(2009, 

University of 

Chicago) 

Apache 

License 

V2 

Xen +KVM Virtual cluster Embraces 

AWS-API 

OSP for 

developing 

private, and 

community 

cloud 

Java, Python Most 

Linux 

distributio

ns 

Postgre 

SQL 

Managed by 

Nimbus (No) 

LeContext Broker 

(Periodic 

verification of 

Cloud nodes) 

ECS WS API 

Nimbus 

WSRF 
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Cloud 

Computing 

Platform 

(developed 

by, year 

from) 

License 

 

 

Hypervisor 

supported 

 

 

Architecture 

 

Relation 

with 

Amazon 

 

Cloud 

Implementatio

n 

 

Programmin

g Framework 

 

OS 

support 

 

Database 

 

Image mgt. 

(VM 

migration 

support) 

 

Load balancing 

(Fault 

Tolerance) 

 

 

Access 

interface 

Xen Cloud 

Platform 

(XCP) (2012, 

Citrix Xen 

Server) 

GPL 

(Genera

l public 

license) 

Xen Centralized 

three 

components 

minimum of 2 

servers 

Yes Turnkey 

virtualization 

that provides 

out of the box 

visualization 

OCaml 

language 

Linus 

(Fedora, 

RedHat, 

CentOS, 

Wondows 

7) 

VastSky Managed by 

Xen (Yes) 

XAPI (VM states 

synchronization) 

Command 

lines 

AbiCloud 

(2009, 

Abiquo) 

GPL 

(Genera

l public 

license) 

Xen, Virtual 

Box, KVM, 

VMWare 

Centralized 

three 

components 

minimum of 2 

servers 

No OSP for 

developing 

private & public 

cloud 

C++, Ruby, 

Java, Python 

Linux 

(Ubuntu, 

CentOS, 

Windows

XP, 

MacOS) 

HDFS Managed by 

AbiCloud 

(No) 

AbiServer 

(No) 

Web interface 

& adobe Flex 

OpenIoT 

(2013, 

European 

Union) 

GPL 

(Genera

l public 

license) 

 

Virtual Box, 

VMware 

Virtual 

Developme

nt Kit (VDK) 

IoT Cloud 

Controller, 

Message 

Broker, 

Sensors, 

Clients. 

Yes, 

Embraces 

AWS-API, 

Sensor 

API, 

Client-API 

OSP for 

developing 

Sensor-Centric 

private & public 

cloud 

Java Most 

Linux 

distributio

ns Cross-

Platform 

 

MySQL Managed by 

OpenIoT (No) 

Cloud Controller 

(No) 

Web interface 

 


